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About This Document

This document provides an introduction to the facilities of IBM z/VM that allow z/VM systems, application
programs, and guests to establish logical connections to other systems, application programs, and guests.
It describes the following z/VM connectivity facilities:

« Transmission Control Protocol/Internet Protocol (TCP/IP) for z/VM

z/VM virtual networks (guest LANs and virtual switches)

Advanced Program-to-Program Communications (APPC)

Transparent Services Access Facility (TSAF)
APPC/VM VTAM® Support (AVS)
« Inter-System Facility for Communications (ISFC)

If you are... Then use...
Responsible for planning and implementing « Part 1, “Introduction to Connectivity,” on page
networks for z/VM 1

« Part 2, “Planning Virtual Networks,” on page 35

An application programmer who uses APPC to « Part 1, “Introduction to Connectivity,” on page
write programs or a system administrator in charge | 1

of setting up virtual machines in which APPC
applications will run

« Part 3, “APPC Server and Requester Virtual
Machines,” on page 159

« Appendix A, “IUCV Directory Control Statement,”
on page 305

« Appendix D, “POSIX Security Values and
Connectivity,” on page 327

« Appendix E, “Secure APPC Communications,” on

page 329
An application programmer who uses APPC to The z/VM: CMS Application Development Guide for
write programs information on:

« The Advanced Program-to-Program
Communications/Virtual Machine (APPC/VM)
programming interface

« The Common Program Interface (CPI)
Communications (also known as SAA®
communication interface) programming interface

A system operator or system administrator in « Part 1, “Introduction to Connectivity,” on page
charge of running the TSAF virtual machine 1

« Part 3, “APPC Server and Requester Virtual
Machines,” on page 159

 Part 4, “TSAF Virtual Machine,” on page 179
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If you are... Then use...

A system operator or system administrator in « Part 1, “Introduction to Connectivity,” on page
charge of running the AVS virtual machine 1

« Part 3, “APPC Server and Requester Virtual
Machines,” on page 159

 Part 5, “AVS Virtual Machine,” on page 237

A system operator or system administrator in « Part 1, “Introduction to Connectivity,” on page
charge of planning and running ISFC 1

« Part 3, “APPC Server and Requester Virtual
Machines,” on page 159

« Part 6, “Planning for ISFC,” on page 293

Intended Audience

This document is for anyone responsible for planning, setting up, running, and maintaining z/VM
connectivity facilities.

You need to have a general knowledge of the z/VM system and a basic knowledge of application
programming. Knowledge of TCP/IP, SNA, and VTAM concepts is also helpful.

Syntax, Message, and Response Conventions

The following topics provide information on the conventions used in syntax diagrams and in examples of
messages and responses.

How to Read Syntax Diagrams

Special diagrams (often called railroad tracks) are used to show the syntax of external interfaces.

To read a syntax diagram, follow the path of the line. Read from left to right and top to bottom.

« The » »——symbol indicates the beginning of the syntax diagram.

« The — symbol, at the end of a line, indicates that the syntax diagram is continued on the next line.

- The —m—— symbol, at the beginning of a line, indicates that the syntax diagram is continued from the
previous line.

e The — < symbol indicates the end of the syntax diagram.

Within the syntax diagram, items on the line are required, items below the line are optional, and items
above the line are defaults. See the examples in Table 1 on page xxii.

Table 1. Examples of Syntax Diagram Conventions

Syntax Diagram Convention Example

Keywords and Constants »»— KEYWORD <

A keyword or constant appears in uppercase letters. In this
example, you must specify the item KEYWORD as shown.

In most cases, you can specify a keyword or

constant in uppercase letters, lowercase letters, or

any combination. However, some applications may have
additional conventions for using all-uppercase or all-
lowercase.
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Table 1. Examples of Syntax Diagram Conventions (continued)

Syntax Diagram Convention

Example

Abbreviations

Uppercase letters denote the shortest acceptable
abbreviation of an item, and lowercase letters denote the
part that can be omitted. If an item appears entirely in
uppercase letters, it cannot be abbreviated.

In this example, you can specify KEYWO, KEYWOR, or
KEYWORD.

»— KEYWOrd »«

Symbols

You must specify these symbols exactly as they appear in the

syntax diagram.

Asterisk
Colon
Comma
Equal Sign
Hyphen
Parentheses

Period

Variables
A variable appears in highlighted lowercase, usually italics.

In this example, var_name represents a variable that you
must specify following KEYWORD.

»w— KEYWOrd — var_name -»«

Repetitions

An arrow returning to the left means that the item can be
repeated.

A character within the arrow means that you must separate
each repetition of the item with that character.

A number (1) by the arrow references a syntax note at the
bottom of the diagram. The syntax note tells you how many
times the item can be repeated.

Syntax notes may also be used to explain other special
aspects of the syntax.

»Cep:atju

»Crepe:tju

»C‘DN
repeat

Notes:

1 Specify repeat up to 5 times.

Required Item or Choice

When an item is on the line, it is required. In this example,
you must specify A.

When two or more items are in a stack and one of them is
on the line, you must specify one item. In this example, you
must choose A, B, or C.

»— A >a

i==1
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Table 1. Examples of Syntax Diagram Conventions (continued)

Syntax Diagram Convention Example

Optional Item or Choice

When an item is below the line, it is optional. In this example,
you can choose A or nothing at all.

When two or more items are in a stack below the line, all of
them are optional. In this example, you can choose A, B, C,
or nothing at all.

Defaults

When an item is above the ling, it is the default. The system
will use the default unless you override it. You can override
the default by specifying an option from the stack below the
line.

In this example, A is the default. You can override A by
choosing B or C.

Repeatable Choice

A stack of items followed by an arrow returning to the left
means that you can select more than one item or, in some
cases, repeat a single item.

In this example, you can choose any combination of A, B, or
C.

Syntax Fragment
Some diagrams, because of their length, must fragment the
syntax. The fragment name appears between vertical bars in
the diagram. The expanded fragment appears in the diagram
after a heading with the same fragment name.

In this example, the fragment is named "A Fragment."

>
m
-
Y
0O @ >U§ o w | » 0o @ » >
(] O w >
=
=3

Examples of Messages and Responses

Although most examples of messages and responses are shown exactly as they would appear, some
content might depend on the specific situation. The following notation is used to show variable, optional,
or alternative content:

XXX
Highlighted text (usually italics) indicates a variable that represents the data that will be displayed.

Brackets enclose optional text that might be displayed.
{}
Braces enclose alternative versions of text, one of which will be displayed.

The vertical bar separates items within brackets or braces.

The ellipsis indicates that the preceding item might be repeated. A vertical ellipsis indicates that the
preceding line, or a variation of that line, might be repeated.
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Where to Find More Information

For more information about z/VM functions, see the documents listed in the “Bibliography” on page 337.

Links to Other Documents and Websites

The PDF version of this document contains links to other documents and websites. A link from this
document to another document works only when both documents are in the same directory or database,
and a link to a website works only if you have access to the Internet. A document link is to a specific
edition. If a new edition of a linked document has been published since the publication of this document,
the linked document might not be the latest edition.

About This Document xxv



xxvi z/VM: 7.4 Connectivity



How to provide feedback to IBM

We welcome any feedback that you have, including comments on the clarity, accuracy, or completeness of
the information. See How to send feedback to IBM for additional information.
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Summary of Changes for z/VM: Connectivity

This information includes terminology, maintenance, and editorial changes. Technical changes or
additions to the text and illustrations for the current edition are indicated by a vertical line (]) to the
left of the change.

SC24-6267-74, z/VM 7.4 (September 2024)

This edition supports the general availability of z/VM 7.4. Note that the publication number suffix (-74)
indicates the z/VM release to which this edition applies.

Removal of support for LAN Channel Station (LCS) emulation

Support for the OSE CHPID type, which is used to provide LAN Channel Station (LCS) emulation, is
discontinued. TCP/IP no longer supports the LCS device driver. LCS documentation is removed from z/VM
publications.

This satisfies the Statement of Direction from the z/VM 7.3 product announcement.
The following topics are updated:

« “OSA-Express Network” on page 79

« “Configuring OSA-Express Modes” on page 80

SC24-6267-73, z/VM 7.3 (December 2023)

This edition includes terminology, maintenance, and editorial changes.

SC24-6267-73, z/VM 7.3 (September 2022)

This edition supports the general availability of z/VM 7.3. Note that the publication number suffix (-73)
indicates the z/VM release to which this edition applies.

SC24-6267-04, z/VM 7.2 (December 2021)

This edition includes changes to support product changes provided or announced after the general
availability of z/VM 7.2.

[VM66557] VSwitch Bridge Port Enhancements

With the PTF for APAR VM66557, z/VM 7.2 adds a new NICDISTRIBUTION option to the VSwitch
HiperSockets Bridge. When activated, the option enables the Bridge to distinguish and manage separately
the traffic that is generated by various HiperSockets connections that are on the same HiperSockets
CHPID. Traffic that exits the Bridge Port to an OSA link aggregation group is more evenly distributed
across the entire port group. Activation of the new option also enables the VSwitch to extract IPv4 and
IPv6 address assignments for display in the QUERY VSWITCH command, monitor records, and DIAGNOSE
code X'26C".

The following topic is updated:
e “z/VM Virtual Switch Bridge Port Definition” on page 98

The following topic is new:

« “NIC Distribution for Bridge Ports” on page 96
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SC24-6267-03, z/VM 7.2 (July 2021)

This edition includes changes to support product changes provided or announced after the general
availability of z/VM 7.2.

[VM66485] IPv6 Layer 2 Query Support

With the PTF for APAR VM66485, z/VM 7.2 provides support to collect and report IPv6 addresses for
Layer 2 VSwitches. IPv6 addresses for Layer 2 VSwitches are displayed by the QUERY VSWITCH and
QUERY VIRTUAL NIC commands and by DIAG '26C". In addition, the VSwitch Unicast IP table structure is
changed from a linked list to a hash table to allow for more efficient table searches.

SC24-6267-02, z/VM 7.2 (September 2020)

This edition includes changes to support the general availability of z/VM 7.2.
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Part 1. Introduction to Connectivity

This part of the document describes the communication services of z/VM and how connectivity concepts
relate to z/VM.

« Chapter 1, “Introduction to z/VM Connectivity,” on page 3 describes the communication services and
connectivity features of z/VM and other related IBM products.

« Chapter 2, “Introduction to Connectivity Terminology,” on page 15 defines the terms used in
z/VM connectivity, the SNA network, and the Advanced Program-to-Program Communications (APPC)
protocol.

Related Information: See the following sources for more information on the tasks in this section:

Task Source

Using z/VM connectivity solutions z/VM: General Information

Planning and customizing TCP/IP z/VM: TCP/IP Planning and Customization
Using TCP/IP z/VM: TCP/IP User's Guide

Programming with TCP/IP functions and routines z/VM: TCP/IP Programmer's Reference

Programming with APPC/VM functions and routines z/VM: CP Programming Services

Programming with SAA CPI-Communications Common Programming Interface Communications

routines Reference (https://publibfp.dhe.ibm.com/epubs/pdf/
€2643999.pdf)

Understanding Systems Network Architecture SNA Transaction Programmer's Reference Manual

concepts for LU Type 6.2

SNA Technical Overview

Planning and customizing guest LANs and virtual ~ z/VM: CP Commands and Utilities Reference
switches

z/VM: CP Planning and Administration
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Chapter 1. Introduction to z/VM Connectivity

This section introduces the components and facilities of z/VM that enable logical connections between
systems. It also provides an overview of the communications protocols that are available to application
programs that use these z/VM facilities.

What is Connectivity?

In general terms, connectivity is the ability to connect systems or application programs. Ideally, these
connections are established without requiring many changes to the applications or the systems on which
they run. Application programs may need to communicate with each other to complete transactions or to
effectively balance resources at an installation.

However, application programs are often written in different programming languages and processors
may use different operating systems or they may be in different locations. To enable communications,
application programs must follow common rules and a physical connection must be established between
the processors on which the programs run.

For communications among guest systems within a z/VM image, you can define a virtual network

that deploys Internet Protocol (Layer 3) or Ethernet (Layer 2) as the transport. Either of these
transports supports Transmission Control Protocol/Internet Protocol (TCP/IP) communications. The
Ethernet transport also provides the ability to support non-IP based applications on the virtual network
(such as SNA, IPX, etc.).

IBM's Systems Network Architecture (SNA) defines a set of communications functions and protocols for
sending data between systems. The set of protocols that application programs most commonly use is
called LU Type 6.2 or Advanced Program-to-Program Communications (APPC). The z/VM implementation
of the APPC communications functions is called Advanced Program-to-Program Communications/VM
(APPC/VM).

IBM's Systems Application Architecture® (SAA) also defines a set of programming languages and common
programming interfaces that are common across different operating systems. Application programs that
are written in SAA languages and use only SAA common programming interfaces are portable between
different computer systems. The interfaces to SAA functions for functions that use APPC are called
Common Programming Interfaces (CPI) Communications. CPI Communications is a common high-level
language and REXX programming interface for APPC.

z/VM provides the following components and facilities that enable logical connections between systems
and application programs that use TCP/IP, APPC/VM, or CPI-Communications protocols:

« APPC/VM VTAM Support (AVS)
Control Program (CP)

« Conversational Monitor System (CMS)

Inter-System Facility for Communications (ISFC)
TCP/IP for z/VM
« Transparent Service Access Facility (TSAF)

These components and facilities support the APPC/VM and CPI-Communications protocols between
application programs. Application programs that use these protocols can use the logical connections
provided by z/VM to communicate and exchange data.

CMS and CP support communications between applications that reside on the same z/VM system.

CMS supports CPI-Communications protocols for application programs and CP supports APPC/VM
communications between application programs. When application programs reside in a collection of
systems, TSAF and ISFC provide the services necessary to route communications between the application
programs. AVS provides services that let application programs communicate with other programs on
z/VM or non-z/VM systems in an SNA network. TCP/IP supports communications between networks
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through universal communication services (see “TCP/IP Communications” on page 4 below for more
information).

TCP/IP Communications

TCP/IP provides connectivity and gateway functions that handle the physical interfaces and the routing of
data. TCP/IP allows you to build an interconnection between networks through universal communication
services. To be able to communicate between networks, addresses are assigned to each host on the
network called the IP address.

Two virtual connectivity options for connecting one or more virtual machines (VM guests) are virtual
channel-to-channel adapters (CTCA) and the Inter-User Communications Vehicle (IUCV) facility. These
virtual interfaces are classified as point-to-point connections. While the bandwidth of point-to-point
connections is considerable and thus affords the rapid movement of large amounts of data between
guests, these interfaces have a number of drawbacks.

Using CTCA links as an example, in order for two guests to communicate with each other, you must
define CTCA device pairs in each guest and couple those devices between the guest machines. Another
requirement when using point-to-point connections is the definition of static routing statements in each
guest that needs to communicate with any other guest in the system. Finally, another limitation is that if
one side of the point-to-point connection goes down, it is often difficult to subsequently reconnect the
two guests. Frequently, one of the Linux® guest machines has to be rebooted in order to reestablish the
connection.

CP provides a virtual connectivity feature known as guest LAN (and an extension of a guest LAN
called a virtual switch). This feature allows you to create multiple virtual LAN segments within a z/VM
environment.

Note: While the structures and simulated devices related to the guest LAN under z/VM are “virtual”, we
use the term guest LAN and not Virtual LAN, because the term Virtual LAN (VLAN) has a different meaning
in the networking world.

There is no architectural limit on the number of guest LAN segments that you can create. However, you
are limited by the amount of machine resources you have available.

In contrast to point-to-point connections, individual guest machines create a virtual network interface
card (NIC) to connect to a guest LAN. They can then connect this NIC to the LAN and communicate with
other guests using standard TCP/IP protocols.

TCP/IP provides the following functions for a z/VM network:

- Connectivity and gateway functions, which handle the physical interfaces and routing of data.
« Server functions, which provide a service to a client (for example, to send or transfer a file).

Client functions, which request a certain service from a server anywhere in the network.
« Application Programming Interfaces, which allow you to write your own client/server applications.

TCP/IP network communication allows application programs to talk with each other without regard to the
hardware and operating systems where they are run. This allows application programs to communicate
independently of their physical network connections.

OSA-Express

The Open Systems Adapter-Express (OSA-Express) is an integrated hardware feature providing
connectivity to a Local Area Network (LAN) supporting both IP and Ethernet transport modes. In addition,
IBM z® servers offer a type of I/O called the Queued Direct I/O Hardware Facility (QDIO). QDIO allows

a host to directly exchange data with an I/O device without performing traditional I/O instructions. Data
transfer is initiated and performed by referencing main storage directly via a set of data queues by both
the I/0 device and the host. Once the host establishes and activates the data queues, minimal processor
intervention is required to perform the direct exchange of data. The CHPID type that supports QDIO is
OsD.
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HiperSockets

HiperSockets is an extension to the QDIO Hardware Facility that provides a microcode-only vehicle for
IP inter-program communications (IPC). This is sometimes also referred to as iQDIO. Communications
between programs is accomplished with TCP/IP socket connections. Using HiperSockets, a program has
the ability not only to directly communicate with a program running within the same logical partition (LP),
but also to communicate across any logical partition within the same Central Electronics Complex (CEC)
Or Processor.

Guest LAN Intercommunication among Virtual Machines

z/VM supports the function called guest LAN for intercommunication among virtual machines. See Figure
1 on page 5 for an example. z/VM simulates both the HiperSockets function and OSA-Express (QDIO)
adapters for communication among virtual machines without the need for HiperSockets microcode or an
OSA-Express. A group of virtual machines can use each guest LAN to communicate among the group,
independent of other groups of virtual machines on another guest LAN.

Linux1 Linux?2 Linux3 TCPIP TCPIP2 Linux4 Linux5
Yirtual Wirtual Yirtual Yirtual Virtual Virtual Virtual
Network Metwork Metwork Network Network: Metwaork Metwork
Interface Interface Interface Interface Interface Interface Interface
LANX LANy

ZIVM

Figure 1. z/VM Guest LAN

APPC Communications between Programs

z/VM uses APPC as its program-to-program communication protocol. APPC/VM is the z/VM
implementation of the APPC communications functions. APPC is divided into functional pieces called
sets. Most of the communication functions APPC provides are contained in what is known as the base set.
This base set of functions is implemented by all APPC products. Additional APPC functions are defined in
option sets that APPC products may choose to implement.

An assembler language programming interface is provided for APPC/VM. Like each product that
implements APPC, APPC/VM defines its own set of functions and protocols that map to those defined
by APPC. APPC/VM provides the base set (excluding mapped conversation) of APPC functions and many
of the option sets. See z/VM: CP Programming Services for a list of APPC functions provided by APPC/VM
and a mapping of the APPC/VM functions to the APPC architecture.

z/VM, through CMS, also supports the SAA CPI-Communications high-level language and REXX
programming interface for APPC. The CPI Communications programming interface provides functions
similar to those provided by APPC/VM. See the Common Programming Interface Communications

Chapter 1. Introduction to z/VM Connectivity 5


https://www.ibm.com/docs/en/SSB27U_7.4.0/pdf/hcpb4_v7r4.pdf#nameddest=hcpb4_v7r4
https://publibfp.dhe.ibm.com/epubs/pdf/c2643999.pdf

Introduction

Reference (https://publibfp.dhe.ibm.com/epubs/pdf/c2643999.pdf) for information about the CPI-
Communications routines.

Figure 2 on page 6 shows how programs can use the CPI-Communications or the APPC/VM
programming interfaces for program-to-program communication. Using the services provided by z/VM,
an APPC/VM or CPI-Communications program can communicate with other programs on:

« The same z/VM system

« Different z/VM systems

« Non-z/VM systems

Note: Unless otherwise stated in this document, the term APPC program refers to programs using the

APPC/VM assembler language programming interface or the CPI Communications high-level language
and REXX programming interface.

CMS Program
+

l o High Level Language
CPICommunications | 4= FProgramming Intertace (SAA)

AFPCAM Application -— Assembly Language
Frogramming Interface Frogramming Interface
APPC/AM
Services

To AnotherVirtual Machine
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{using CMS and G
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TSAF Transport < —p SNA Transport ISFC Transport
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Control and D
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Figure 2. z/VM Connectivity Support for APPC/VM and CPI Communications

APPC Communications within a z/VM System

An APPC/VM program running in your virtual machine can request services from a program running in
another virtual machine in the same system. CMS and CP handle communications between the virtual
machines. See Part 3, “APPC Server and Requester Virtual Machines,” on page 159 for information about
setting up the CMS virtual machines in which APPC/VM programs run.
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Figure 3. APPC Communications within One z/VM System

For example, Figure 3 on page 7 shows how data is exchanged between APPC/VM programs running on
the same system. Each tower represents a CMS virtual machine running on CP; each APPC/VM program
runs in a CMS virtual machine. When the APPC/VM programs exchange data, the communications
requests pass through CMS and CP on the system.

APPC Communications within a Collection of z/VM Systems

TSAF and ISFC, which are provided with z/VM, provide communication services between application
programs that reside in a collection of z/VM systems. z/VM supports TSAF collections, which are created
by TSAF, and Communication Services (CS) collections, which are formed using ISFC. This section
provides an overview of TSAF; see Part 4, “TSAF Virtual Machine,” on page 179 for more information
about the TSAF virtual machine. For an introduction to ISFC, see “APPC Communications between z/VM
Systems” on page 8.

The TSAF component routes communication requests between application programs that reside on other
systems. This routing is transparent to the application program; that is, communications between the
application programs proceed as if the programs were running on the same system.

TSAF runs in a virtual machine on a z/VM system. When a TSAF virtual machine establishes a link to

a TSAF virtual machine on another system, a TSAF collection is formed. A TSAF collection may contain
a maximum of eight z/VM systems. APPC programs on a z/VM system can communicate with other
programs on other systems within the TSAF collection.

For example in Figure 4 on page 8, two systems have formed a TSAF collection. An APPC program
requests to access a database that is managed by an APPC program on another system. This request
passes through CMS, CP, and the TSAF virtual machine to the other system and on to the database server
program. Because the TSAF virtual machine provides a path to the other system, the APPC programs can
communicate without knowing each other's location.

Chapter 1. Introduction to z/VM Connectivity 7
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z/VM also provides communications support using ISFC, which is a function provided in CP. Using the

services that ISFC provides, application programs running on a z/VM system can exchange data with
programs that run on other z/VM systems; this is similar to the communications support provided by
TSAF.

In a CS collection, z/VM systems that run ISFC are called z/VM domain controllers. A domain controller
acts as a program-to-program communications gateway between the z/VM systems in the CS collection.

As Figure 5 on page 9 shows, programs on z/VM systems can be written to the CPI Communications or
the APPC/VM assembler language programming interface.
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Figure 5. APPC/VM Communication in a CS Collection

See Part 6, “Planning for ISFC,” on page 293 for more information about ISFC and CS collections.

IUCV Communications between z/VM Systems

ISFC also allows IUCV programs to communicate with IUCV programs on other z/VM systems.

As Figure 6 on page 10 shows, programs on z/VM systems can be written to the IUCV assembler
language programming interface.
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Figure 6. IUCV Communication in a CS Collection

See Part 6, “Planning for ISFC,” on page 293 for more information about ISFC and CS collections.

APPC Communications with an SNA Network

The AVS component of z/VM works with the Advanced Communications Function for Virtual
Telecommunications Access Method (ACF/VTAM) licensed program to provide communication services
between z/VM and non-z/VM systems in the SNA network.

ACF/VTAM (which is referred to as VTAM) controls telecommunications activity and interprocessor
communication in the SNA network. VTAM directs data transfer between programs and devices, such

as terminals, and between different programs. On z/VM, VTAM runs in a virtual machine in a Group Control
System (GCS) group. GCS, which is a component of z/VM, is a virtual machine supervisor that manages
multiple tasks. It manages multiple subsystems that support an SNA network and provides an interface
between these subsystems and CP.

AVS provides the connection between ACF/VTAM and APPC/VM. This means that your APPC/VM
application programs running in a TSAF or CS collection can communicate with APPC and APPC/VM
programs running on a system in the SNA network. AVS and VTAM must run in the same GCS group
on a z/VM system. Together, AVS and VTAM enable APPC/VM programs in the TSAF or CS collection to
communicate with:

« Other APPC/VM programs residing in other z/VM systems within the SNA network

« APPC programs residing in non-z/VM systems in the SNA network

See Part 5, “AVS Virtual Machine,” on page 237 for more information about the AVS virtual machine.
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SNA Network Communications between TSAF or CS Collections

APPC programs running on a z/VM system in a TSAF or CS collection can also communicate with APPC
programs that run in a TSAF or CS collection in the SNA network. AVS, GCS, and VTAM, working together in
a GCS group, provide the SNA communications services. TSAF and ISFC enable systems to form a TSAF or
CS collection, respectively.

As Figure 7 on page 11 shows, AVS and VTAM connect two collections (each made up of one z/VM
system) in the SNA network. An APPC/VM program, running in a virtual machine in a TSAF or CS
collection, requests data from a database. The database server program is located in a virtual machine
in another TSAF or CS collection. AVS translates information between APPC/VM and APPC/VTAM (the
VTAM implementation of APPC). VTAM provides a path between the two collections in the SNA network.
Because VTAM, AVS, and the database server use the APPC protocol, the application programs can
communicate.

When the application program requests data, the request is passed to AVS. The request then passes

over the path established by VTAM to the TSAF or CS collection in the SNA network. AVS translates the
request from APPC/VTAM to APPC/VM. The request then passes to the virtual machine that is running the
database server program. In a TSAF collection, the request is not routed through a TSAF virtual machine if
the AVS virtual machine and the database server reside on the same system.

: TSAF or CS Collection ' 1 TSAF or CS Collection :
: VIAM | 3 i1 vTam :
. | APPCAM b :
. p AVS x AVS APPCAIM :
’ rogram » ! _Emgram '
; A ' —
;| owms ces | |30 || aes oMs | ¢
CP b CP :

Figure 7. Communication between Two Collections in the SNA Network

SNA Network Communications to Other Systems

AVS and VTAM also enable z/VM systems in a TSAF or CS collection to connect to other systems in the
SNA network that support the LU 6.2 protocol. AVS translates information between the APPC/VM and
APPC/VTAM protocols. VTAM controls the path (an LU 6.2 session) between the collection and the system
in the SNA network.

For example in Figure 8 on page 12, an APPC/VM program in a TSAF collection receives a request from
an APPC program that is running in a non-z/VM system in the SNA network. VTAM receives the APPC
request sent to the TSAF collection and AVS translates the request from APPC/VTAM to APPC/VM. TSAF
then routes the connection to the APPC/VM program because AVS and the program are not in the same
system.
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Figure 9. Summary of APPC Communications

As Figure 9 on page 12 shows, APPC/VM, CPI Communications, and the connectivity support provided

by z/VM enable application programs on your system to communicate with application programs in the
following locations:

e The same z/VM system
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Another z/VM system in the same TSAF or CS collection

z/VM system in an SNA network that has AVS and VTAM running

z/VM system, running AVS and VTAM, in another TSAF or CS collection
Workstations in an SNA network that support the LU 6.2 APPC protocol
Systems in an SNA network that support the LU 6.2 APPC protocol

Chapter 1. Introduction to z/VM Connectivity 13
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Virtual Network Terms

Chapter 2. Introduction to Connectivity Terminology

This section describes the terminology used with Virtual Networking and APPC communications
supported by TSAF, AVS, and ISFC.

Virtual Network Terminology

The following virtual networking terms are briefly described in this section.

OSA-Express

HiperSockets

Network interface card (NIC)
Guest LAN

Virtual Switch (VSwitch)

Virtual Switch Controller

Global Virtual Switch

Transport type

Virtual LAN (VLAN)

Tagged and untagged frames
VLAN unaware

Port type

Access port

Trunk port

Native VLAN ID

Port VLAN ID (pvid)

Ingress rules

Egress rules

Global VLAN ID

Link Aggregation Port Group (LAG)
Exclusive Port Group

Shared Port Group

Multi-VSwitch LAG Configuration
LACP

LAG Port Controller

UPLINK port

HiperSockets Bridge port

QEBSM

HiperSockets guest port
HiperSockets Bridge Capable Port
PMTUD

Difference between a Port Based and a User Based Virtual Switch
Directory Network Authorization (DNA)
IVL (Inter-VSwitch Link) Network
IVL Virtual Switch

© Copyright IBM Corp. 1990, 2024
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Virtual Network Terms

« IVL Domain
« Virtual Switch Priority Queuing

What Is OSA-Express?

OSA-Express is an integrated hardware feature that allows IBM Z platforms to connect to local area
networks (LANs). In addition to supporting the real device, z/VM virtualizes its capability with guest LANSs,
virtual switches, and network interface cards (NICs).

Exploitation of a particular OSA function by z/VM may require a particular adapter (for example, OSA-
Express3).

For additional information about functions supported by various OSA-Express adapters and
z/VM environments, see Open Systems Adapter-Express Customer's Guide and Reference (https://
www.ibm.com/docs/en/SSLTBW_2.3.0/pdf/ioa2z1f0.pdf).

What are HiperSockets?

HiperSockets network adapters simulate queued direct I/O (QDIO) network adapters and provide high-
speed TCP/IP communication between guest systems within and across logical partitions (LPARs). As with
OSA-Express, z/VM virtualizes its capability within an LPAR with guest LANs and NICs.

What Is a Network Interface Card (NIC)?

A NIC is a set of virtual I/O devices that simulate one of the following network adapters:

« OSA-Express in QDIO mode
« HiperSockets

A NIC can attach to a guest LAN or virtual switch of the same type.

What Is a Guest LAN?

A guest LAN represents a simulated LAN segment that can be connected to simulated network interface
cards. There are two types of LAN segments: OSA-Express and HiperSockets. Each guest LAN is isolated
from other guest LANs on the same system (unless some member of one LAN group acts as a router to
other groups).

What Is a Virtual Switch?

A virtual switch is a special type of guest LAN that provides external LAN connectivity through an OSA-
Express adapter without the need for a routing virtual machine.

What Is a Virtual Switch Controller?

A VSwitch Controller is a z/VM TCP/IP Server specifically configured to provide the configuration and
management required by the OSA-Express adapter(s) that are configured to a virtual switch. This includes
all link recovery operations for a virtual switch in the event of an OSA-Express Uplink port failure or

a HiperSockets bridge port failure. Communications between the controller and the VSwitch is via an
IUCV *VSWITCH connection. The z/VM operating system ships four preconfigured VSwitch controllers:
DTCVSW1, DTCVSW2, DTCVSW3 and DTCVSWA4.

What Is a Global VSwitch?

A Global VSwitch is collection of virtual switches that share the same name and the same networking
characteristics. This collection of virtual switches spans multiple systems running z/VM but logically
operates as a single virtual switch. Virtual switches that are targeted to share a port group of OSA-E
adapters (LAG) must be configured as members of a Global virtual switch.
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Virtual Network Terms

What Is Transport Type?

Transport type is the method by which a virtual switch or guest LAN identifies, manages, and transports
data through the z/VM LAN fabric. The IP transport type is Network (Layer 3) based, where the IP packet
is used as the point of reference for source and destination IP addresses in transporting IP packets on
the LAN. The Ethernet transport type is Data Link (Layer 2) based, where the Ethernet frame is used as
the point of reference for source and destination Media Access Control (MAC) addresses in transporting
Ethernet frames on the LAN.

What Is a Virtual LAN (VLAN)?

As defined by IEEE 802.10Q, a "Virtual LAN" is created by assigning artificial LAN identifiers (VLAN IDs) to
the datagrams exchanged through the physical network. Hosts on the same Virtual LAN may represent a
subset of the hosts on the physical network. An efficient VLAN configuration increases network traffic flow
and reduces overhead by allowing the network to be organized by traffic patterns rather than by physical
locations.

What Are Tagged and Untagged Frames?

"Tagged" and "untagged" are terms that refer to the presence or absence of fields in Ethernet frames in
support of IEEE 802.1Q VLANSs.

What Is VLAN Unaware?

"VLAN unaware" is a classification for a networking device that indicates it does not support the IEEE
802.1Q VLAN specifications for VLAN memberships and VLAN frame formats. These devices ignore the
additional fields within the Ethernet frame that carry VLAN specific semantics.

What Is Port Type?

"Port type" is a classification of the type of connection (virtual port) provided to a guest virtual machine
when it is coupled to a virtual switch instance. The port type defines the ingress and egress rules that are
enforced by the virtual switch for this specific virtual machine connection.

What Is an Access Port?

An "access port" is a type of connection on a switch that is used to connect a guest virtual machine that
is VLAN unaware. This port provides the virtual machine with connectivity through a switch that is VLAN
aware without requiring it to support VLAN tagging.

What Is a Trunk Port?

A "trunk port" is a type of connection on a switch that is used to connect a guest virtual machine that is
VLAN aware. Generally, all frames that flow through this port are VLAN tagged. The exception to this is
when a trunk port is granted access to the untagged VLAN set (native VLAN ID).

What Is a Native VLAN ID

A native VLAN ID, (usually VLAN ID 0001) is deployed internally by the virtual switch to associate or flow
untagged frames through the switching fabric. Only those guests that are configured for the native VLAN
ID will receive or send untagged frames.

What Is a Port VLAN ID (pvid)?

A Port VLAN ID (pvid) is a default VLAN ID that is assigned to an access port to designate the virtual LAN
segment to which this port is connected. The pvid places the port into the set of ports that are connected
under the designated VLAN ID. Also, if a trunk port has not been configured with any VLAN memberships,
the virtual switch's Port VLAN ID (pvid) becomes the default VLAN ID for the ports connection.
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What Are Ingress Rules?

The ingress rules are a set of rules for processing a frame or packet that is received on a switch port.
These rules enforce the VLAN tagging standards based on the actual port type defined. These rules apply
only to inbound data on a switch port.

What Are Egress Rules?

The egress rules are a set of rules for processing a frame or packet that is sent out on a switch port.
These rules ensure that the proper VLAN tagging standards are applied to the outbound data based on the
actual port type defined. These rules apply only to outbound data on a switch port.

What Is a Global VLAN ID?

A GLOBAL VLAN ID is OSA's VLAN support to provide access to a virtual LAN segment for a VLAN unaware
host so the host can receive and send its network traffic. This host does not tag its outbound frames nor
receive tagged inbound frames. The GLOBAL VLAN ID participates on the VLAN transparently with OSA
handling all the tagging work (VLAN-unaware). A host device driver can register a Global VLAN ID with the
OSA-Express adapter. Typically each host defines only one Global VLAN ID per connection. Some device
drivers allow configuration of one VLAN ID for IPv4 and a second VLAN ID for IPv6. The OSA-Express

will use the Global VLAN ID to tag frames and send out Gratuitous ARP requests (ARP requests to

check for duplicate IP addresses) on behalf of the host. The NIC simulation in z/VM also provides this
support, which is separate from the virtual switch support. The Global VLAN ID processing for the virtual
NIC is performed prior to any virtual switch port ingress processing and after virtual switch port egress
processing.

One example of this is in z/VM. You can specify the VLAN keyword on a LINK configuration statement for a
QDIOETHERNET link defined as a trunk port to register a Global VLAN ID. (When the QDIOETHERNET link
is specified as an access port, you should not specify the VLAN keyword to register a Global VLAN ID.)

To reduce complexity and host TCP/IP configuration changes when configuring a virtual switch host
connection, it is recommended that you do not configure a global VLAN ID for a host that will be
connected