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DataPower -- over a decade of connectivity innovation
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Why use an appliance for connectivity?

= Purpose-built, fine-tuned consumable hardware platform
Provides high levels of certified security assurance

» FIPS 140-2 Level 3

» Common Criteria EAL4

Achieves fast performance with multiple layers of specialized hardware acceleration
Many functions incorporated in a single device

» Service level management

» Dynamic routing and load distribution
» Edge security
» Policy enforcement

» Transport and message transformation
Simpliflied maintenance model

» Drop-in appliance form-factor

» Secures traffic in minutes

» Push-button flash upgrade process

» Integrates with existing operations
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Current infrastructure -- complex, fragmented, and brittle.
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Use WebSphere DataPower to consolidate the infrastructure
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Benefits of Application Optimization

= TCO dramatically reduced
» Fewer boxes to purchase

» Fewer boxes to keep current, manage, and
configure

» Reduction in separate learning curves for
each hardware and software package

= Network infrastructure simplified

» One tier of appliances versus a collection of
networking equipment, appliances, and
specialized software packages.

= Performance enhanced

» Fewer network hops means fewer trips up
and down protocol stacks

* Lower Latency
* Higher throughput
= Better security with a secure device.
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Application Optimization

= Licensed Feature (Field upgradeable)
= Avalilable on the following platforms

» XS40
» XG45
» X150, X152, XI50B

e -
) = " [
il

WebSphere® Support Technical Exchange




| IBM Software Group

Agenda

= Introduce DataPower Appliances
= Application Optimization
= Network Optimization

» Self Balancing
= Application Intelligence

» Intelligent Load Distribution
= Content Distribution

» WebSphere Application Accelerator for Public Networks
= Security

» Secure Cloud Connector

" . ﬂ o :Kn

WebSphere® Support Technical Exchange




| IBM Software Group

Self Balancing of Co-located / HA Appliances

Front-end IP
load balancers
not needed for
AO workloads

IP-Based
Load
Balancing

Clients

Self balancing (IP
spraying)
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Enabling Self Balancin

WebSphere. DataPower XI5

admin

Control Panel
_ ﬁ Configure Ethernet Interface

Services >

Main  Shiic Rouks Standby Control

Ethernet Interface: ethD [wm

VLAN Sub-l me\rfape
_Apply | cancel | Undo |

Domain defau

Save Config

Export | View Log | View Status | Start Packet Capture | Stop Packet Capture | Help

Network Settings
Host Alias
Standby Control
DNS Settings ST S 7 = e = = =
Group Virtual IP Enable/Disable |Fr" |F|mfour Last four Auxiliary Virtual IP | Enable/Disable Self |
NTP Service Mumber  Address Preempt Mode Ll ication bytes = authentication bytes = A ) lance Mode |
(empty) e
‘Add I
Telnet Service

55H Service -
Mozilla Firefox

Edit Standby Control -
‘Web Management Service =

1|r

https://localhost:9090/webguiap|

XML Management Interface

7{) DaTaPoweR | Edit Standby Control

User Agent
Peer Group Group Mumber I 1
Load Balancer Group )
Virtual IP Address I -
S0L Data Source
TIBCO EMS Enable/Disable Preempt Mode Onn @nﬂ
MQ Queus Manager Priority I 100
Aministrton First four authentication bytes I 35334158
Last four authentication bytes | 00000000
Firmware Rev; X1503720 Auxiliary Virtual IP Address(es) I
Build: Mo pd executsble was |ocated
IBM Wehsphare CataPower Enable/Disable Self Balance Mode O on @ off
cEUpport@us. ibm.com

Copyright 1269-2008 DataPowsr Technology,
Inc.




| IBM Software Group

Quiesce Support (New in 3.8.1)

.

Clients

Service
Provider

= Stopping traffic in a graceful way

» Ensure all existing transactions complete without
error

» Prevent new connections from arriving at an
appliance through external load balancer
configuration

» Indicate when quiesced state Is achieved

= Special hooks automatically remove quiesced targets
from self-balanced sets
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Quiesce Support (New in 3.8.1)

.

Clients

Service
Provider

= Use cases include:
» Firmware upgrades

» Promoting configuration packages
» Applying configuration changes

» Troubleshooting
= Various levels of granularity

» FSPH (configuration changes)

» Service object (configuration changes)

» Application domain (configuration promotion)

» Entire appliance (firmware upgrades and proactive recycles)
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» Secure Cloud Connector
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Intelligent Load Distribution

« Dynamic configuration
* New Load Balancing Algorithm Information

%

Clients
WebSphere
(or other)
DataPower performs Service
dynamic back-side Providers

routing and load
distribution (leveraging
dynamic information
from back-ends)
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Static vs Dynamic Configuration

= Static / Persisted Configuration
» LBGroup configuration saved in non-volatile storage

» Entered by an administrator or through SOMA
» Initial Runtime Configuration

» Static configuration is immediately available after a change is
applied and before any dynamic population takes place.

= Dynamic Configuration
» Runtime only. (Does not show up on configuration panels)

» Overrides the static configuration when new information is
retrieved

* Members added / disabled
* Member weights changed
» Session Affinity tables changed
» Shows up via the Load Balancer Group Status provider
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Usability Model

= Create a static LBGroup configuration to verify connectivity, service

configuration, and data flow.
= Install and verify the ODCInfo Application on the DM of the WebSphere

Cell.
» ODClnfo verification script

» Browser:
http://[dm host name:9060/ODCInfo/ODCInfo?c=cluster name

/= http:/ /wesdblade69.rtp.raleigh.ibm.com: 9060, 0DCInfo,/0DCInfo?c=Dyna-Test-Cluster - Windows Internet Explorer ;|g|5|
@ - IE http:,l',l'wesdbladesg.rtp.raleigh.ibm.com:9060,|’ODCInFo,I’ODCInFo?c=Dyna-Test-CILj [“__f] E] Iibm fix: central EE]
File Edit Wew Favorites Tools  Help Links
UF G0 bt fwesdbladessrip.raleioh.ibm,com: S060/0DCIR . | | P - B - oh v bRage - (OFTaoks - 7

=l

<?xml version="1.0" 7=
- <clusterData version="3.8.0.0"=
- <cluster name="Dyna-Test-Cluster":>
<affinityMode value="passive" />
zcookieNames value="WSISESSIONID,JSESSIONID,SSLISESSIONID" /==
- =protocol type="http">
<member host="wesdblade31.rtp.raleigh.ibm.com" port="9084" id="14fenl0rc" weight="20" /=
<member host="wesdblade32.rtp.raleigh.ibm.com" port="9084" id="14fenn2pt" weight="20" />
<member host="wesdblade?72.rtp.raleigh.ibm.com" port="9084" id="14fjf0g2c" weight="20" /=
=<member host="wesdblade?70.rtp.raleigh.ibm.com" port="9084" id="14fjf09d7" weight="20" />
</protocol=
- «protocol type="https"=>
<member host="wesdblade31.rtp.raleigh.ibm.com" port="9448" id="14fenlOrc" weight="20" />
<member host="wesdblade32.rtp.raleigh.ibm.com" port="9448" id="14fenn2pt" weight="20" />
<member host="wesdblade?72.rtp.raleigh.ibm.com" port="9448" id="14fjf0g2c" weight="20" />
=<member host="wesdblade?70.rtp.raleigh.ibm.com" port="9448" id="14fjf09d7" weight="20" />
</protocol=
</cluster=
</clusterDataz

=
[®100% - 4
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Usability Model

= Create WebSphere Cell object (points to ODClInfo app)
» Retrieves the WebSphere Cell information

» One WebSphere Cell object can support multiple clusters

YDataPower XI50 - Configure:WebSphere Cell Configuration - Mozilla Firefox: IEM Edition - |EI|5|

E https:f/dpl0.nivt. raleigh.ibm, com: 8080)?skiphay=true&screen=genericDetailfaction=edit&request Class=WC CServicefreques ﬁ

ﬁ Configure WebSphere Cell Configuration

Main

webSphere Cell Configuration: ¥XDe1Cell [up]

apply | cancel || Unda | Export | Wiew Log | Wiew Status | Help
adrin State {s enabled ¢~ disabled
Comrments |
Deployment Manager Hostname I dpblade34.nivt.raleigh.ibrm.com #*
Deployrnent Manager Port | agen #*
S5L Proxy Profile I (nones) =+ | |
Polling Interval | 10 seconds
|D0ne dp10.nivt, raleigh.ibrn.com: 8080 Q 4
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Usability Model

= Configure the Load Balancer Group to consume

the information.

/' DataPower X150 - Windows Internet Explorer

& - Ew

i ]“'__’[ E‘ IGoogIe

ﬁ% '-.& DataF‘owe.r »ISO | I

- - dm - |k Page - (F Too

Main Health Session Affinitw Members

Load Balancer Group: AutolLBGroup [up]

spply | Cancel || Delete | Unds |

Admin State = enabled ™ disabled

Workload Management Retrieval

WebSphere Cell (¥

WebSphere Cell

[Autewcc = =)

Workload Management Group Mame I wyzCluster

SRR, [ Uses WCC to retrieve canned result
Algorithm | Round Robin _}11 *
Retrisve Workload Management Information & o ofE*

Export | Wiew Log | Miew Sta

AO
~— Questions

| il
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Protocol HTTP = /

Damp Time I 120 *

Do not Bypass Down State i~ on % off

Try Ewvery Server Before Failing i an @ off
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Load Balancer Group Status Provider

ataPower KISD Mozilla

istory. _gookmatiazs Toals _-‘zlﬁiﬁ

W c x N, - https:/ fdp10.nivt.raleigh,ibm. com: 5080/ 7navFrame=trustsaction=switch- domam&reqw

T |'| Google

WebSphere. DataPower XI50

Control Panel

System Logs
Audit Log

Startup Errors

c Refresh Status

@ Load Balancer Status

Show All Domains |

admiry @ dpl0.nivi.raleigh bmicom
DormaT

Sava Config

defauity

Debug-Level Logging is enabled, which impacts performance. Manage debug settings,

Logout

Administrative

= DOperational 5

Active Services Group Host Port p State weight State
Active Users FE40 dpbladesz nivt.raleigh ibm.com | 2081 | up 10 enabled
Bata g firie FE'-4D dpblangS::nivt..raln_eigh.Ebm.com 9081 up 1D enabled
: FE4D dpblade 34 .nivt.raleigh.ibm.com | 9081 | up 10 enabled
Logging Targets MDE1LBgroupl | wasnodel 9081 | wp 3 disabled
Object Status NDE1LBgroupl | wasnode? 2081 | up 2 disabled
NDE1LBgraupl wasr_uqd_e:_l..n_ivt.t_'_alei_gh.ibn_'u._u:om 9081 | up 1 c_lisa_blgd
MNDEILBgroupl | wasnodeZ.nivt.raleigh.ibrmocom | 9081 | up 1 disabled
i - F— newtormd mynodel 9081 up 1 disabled
e e e newtormd wasnodel Q081 | up 3 disabled
Domain Status newbormnd wasnodlBZH ) _ 9081 up 2z disabled
tisi dpblade32.nivt.raleigh.ibm.com | 9081 | up 20 enabled
tjsi_ dpblade33.nivt.raleigh.ibm.com 9081 up 10 enabled
Batter tisl dpblade 34 .nivt.raleigh.ibm.cam 9081 up 20 enabled
i to_mE‘:tati_;_: waand_e:_l..n_ivt.t_’_alei.gh.ibnj._col_‘n 9081 | up 1 en_@bled
CPU Usage tomStatic wasnodeZ.nivt.raleigh.ibm.com | 9081 | up 1 enabled

Cevice Features
| sp L Plodien ks
Rl .
Dore. i

S e e e e e e e e e e e e e
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Weighted Least Connections Algorithm

= Imposes weight infrastructure on top of Least
Connections.

» The larger the weight, the larger the
percentage of connections that will go to a
given server.

» The smaller the number of connections, the
more likely that a server will receive the next
connection.

= Implicit back pressure re-routes requests to the
healthier, faster servers.

WebSphere® Support Technical Exchange
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Session Affinity - Overview

= Cookies — the basis for persistent client state

= Session Affinity - uses cookies to more efficiently provide the
persistent (session) information to an Application by
forwarding every request within a session to the same server.

» Required for efficient Session Management in
application servers.
= A Session ID contains a name and a value

» Session information (Ignored by DataPower)

» Routing information (Clone ID, Partition ID, or a hash
value)

= With Session Affinity enabled
» If DataPower recognizes the session ID format and can

resolve the routing information, it uses the routing
information to forward the request.

» If no session ID, or the routing information cannot be
resolved, the request is load balanced.
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Passive Session Affinity Flow

» Only available though WLM (ODClinfo) feedback e,

» Least aggressive xyzCluster

» Only applies to WebSphere servers (must
understand cookie format)

» DataPower monitors and forwards the requests
based on Partition ID or Clone ID contained in the
Session ID.

ServerLeft

ServerRight

Client

Req ()

v

Req ()

»
>

Reply(SetCookie: JSESSIONID=...)

Reply(SetCookie: JSESSIONID=...)

WebSphere® Support Technical Exchange
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Active-Conditional Session Affinity Flow

= Applies to any back-end server

= Set-Cookie monitored on Reply. If present, DataPower inserts its Fom=mmmmmmmemo-o---- 1
own Set-Cookie (e.g. DPJSESSIONID) xyzCluster

= DataPower routes any subsequent request based on the
DPJSESSIONID.

ServerLeft

. ServerRight
Client .

Req ()

v

»
>

Reply (SetCookie: JSESSIONID= ... ; SetCookie: DPJSESS IONID=PBC5YS:-2342213232;)

¥ . : ._ - E
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Active Session Affinity Flow

» Applies to any back-end server
» Most Aggressive

» Private Cookie (DPJSESSIONID) monitored on Request.

°If present, Request is routed to the corresponding server

°If not present, a Set-Cookie with the private cookie value
(DPJSESSIONID) is inserted into the Reply

*The first request is load balanced. All subsequent requests
are forwarded to the same server as the first request.

xyzCluster

ServerLeft

Client ServerRight

Req ()

v

&
< T

Reply (SetCookie: DPISESSIONID=PBC5YS:-2342213232;)

i _
A >
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Session Afflnltv Conflquratlon

| " DataPower X150 | Configure: Load Balancer G indows Internet Explorer ;.:J.EJEI

&+ [Tmmidobiatert vt ragh b coma0a0 conforell = 2 x| [ooo0 [o]]
Be Et en Favedes Took ek ks

5 - [ - v b Page » i Tooks -

Sawve Config

SR' & DataF‘c-wer #1590 | Configure: Load Balancer Group

WebSphere. DataPower XI50 admin @ 9.42.131.152:9090
_Domain: ild-affimity »

Logout

Enable
Switch

Control Panel

ﬁ Configure Load Balancer Group

Status

Services

Network in Health Session Affinity Members

Administration

—

Insertion Cookie
FTP Quoted Commands f I
i Information
Load Balancer Group Enable Session Affinity & on C off ¥ /;
MG Queue Manager
MQ Queue Manager Group Insertion Cookie Name | DPISESSIONID
NFS Dynamic Mounts

Load Balancer Group: Ibg-active [ugp]

MD]’YI Cancel I De{eial Undcr]

NFS Static Mounts Insertion Fath [7
Peer Group
SQL Diata Source Insertion Domain I “datapower.com
TIBCO EMS

T A Override WebSphere Cell Session Affinity @& on ¢ off

webSphere IMS
==L Mode Iactive—conditiurtalll

Protocol 3t M |
. FTP Poller Front Side § Monitored Cookies {empty) Use for non_WebShere

Handler
FTP Server Front Side l 7 b aC ke n d S
Handler )

lirl—rn Eramt Qida Handl=ar I = =
a4 B i ;‘hl
] i B [T T T T T @ ternet - =
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Application Edition Routing (3.8.1)

‘t“"“ Application ..."t.,
. e L 4
o edition K
o information %o,
L4 *
L 4
L ] .

t_Y_J
T uonp3

A\

Clients

¢ uonip3

DataPower performs

back-side application WebSphere
version routing *and* PSer\_/éce
load ramping roviders

-' . ' ﬂ o E*{n
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Enabling Application Edition Routing

Camp Time

19953
O not Bypass Down State

7= Datapower X150 _ Windows Internet Explorer ||

Try Every Server Before Failing

S R

by e [=] Datapower x150

Epply | [Caneel | [Geists
Admin State

Comments

Algorithm

Workload Management Retrieyval
webSphere Cell

Wworkload Management Group Mame
Protocol

Damp Time

Do not Bypass Down State

Try Every Server Before Failing

Masquerade As Group Mame

Lt

Main eaith Seacicn asebiy e Masquerade Az Group Name

Load Balancer Group: AutolBGroup [upel

— Enable Application Routing

= enabled

[Uses WEE to retrieve canned result

[Reund Robin =l *

Retrieve Workload Management Information & on ¢ off *

WebSphers Cell =

[motowec = =

[>ev=cluster

HTTe =

[1z0 *
i on % off
T on = off

i on & off

WebSphere® Support Technical Exch
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What is Akamai?

Akamai deploys servers
Into thousands of ISPs close
to applications & end users

= 84,000+ Servers
= 1,000 Networks
= 71 Countries

= 3,000 PoPs

= 90% of Internet users
are within one ‘hop’
(of an Akamai server)

= Transparent to end-users

and applications

) S
] %
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Impact of the Typical Middle Mile

Response time to end user takes 10.5 seconds with 31 round trips

95% of Total Response Time is Due to the Middle Mile

Your Data-Center
(Northern Europe)

Remote Customer
(Sydney)

0.24 seconds 9.98 seconds

(31 x 339 ms) 0.28 seconds
From Stockholm to Sydney, rendermg a typical 70k Web page with 25 objects requires 31 round trips

WebSphere® Support Technical Exchange
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With an Efficient Middle Mile

Response time to end user reduced to 3.2 seconds with only 9 round trips

95% of Total Response Time is Due to the Middle Mile

Your Data-Center
(Northern Europe)

Remote Customer
(Sydney)

0.24 seconds 2.68 seconds

(9 x 298ms) 0.28 seconds
From Stockholmto S

ydney, rendering a typical 70k Web page with 25 objects requires 9 round trips

el
e
EST t&
[l ke 3
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WebSphere™ Application Acceleration (WAXPN)

Attack Traffic

g Enterprise Firewall

. ~ -
Internet Client ~

e

S
VoS

Web Application

Web Services

1. Security and Internet threat protection

2. Akamai SureRoute™ Beacon Off-load and
Management

3. Result: Performance and Acceleration

‘_,_ . > __::: kg
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Traditional applications control connection security
within the enterprise

Internet

Application

e €
Firewall /\/
o

;
=

Database

e =
) =
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Moving applications to the cloud exposes previously secure
connectio

\ Database ’

9 ) S IR

Application

Cloud
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The DataPower Secure Cloud Connector restores your
connection security

Cloud instances are
secured to only accept
traffic from the tunnel

Internet

'

-t

——

Firewall

Application

Establishes a unique,
Users secure tunnel for each
Database instance in the cloud

Enterprise Cloud

WebSphere® Support Technical Exchange
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Secure Cloud Connector (new in 3.8.2)

= WebSphere DataPower Secure Cloud Connector
» Application Optimization license is required
= Utilizes SSH to create a secure tunnel between the appliance and
an endpoint in a cloud
» Minimum supported server level is OpenSSH 4.3p1
» Only IPv4 addressing is supported
» Tunnel creation must be initiated from the appliance
» Once an SSH tunnel is created either endpoint can initiate sending data

» Supports multiple two-way sessions over the tunnel

Application
Server

XG or Xl appliance with
Application Optimization license

Cloud

WebSphere® Support Technical Exchange
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Configuring a Secure Cloud Connector

Control Panel

Status
Services
Network
Administration

Objects

Cloud Instance

Firmware Rewv: XI50.3.8.2.0

Build: .Me change number
awvailable

IBM WebSphers DiataPo

Cebug-Level Logging is enabled, which impacts performance. Manage debug settings.

ﬁ Configure Cloud Instance

Main

Cloud Instance

Help

Cppiie )] | Seantel

Name | *
Administrative State (& enabled (7 disabled

Comments | |
Remote Host | |x=
Remote Port | 22 |1=
S5H Client Profile EElE*

Local Tunnel IPv4 Address | |a=
Remote Tunnel IPvd Address

Remote Tunnel Identifier

Remote Auto Configuration

ICMP Liveness Check

[o

& on Ty off
&) on () off

i

WebSphere® Support Technical Exchange S BT R SRR
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WebSphere DataPower Appliances...

@ SECURE
}» SIMPLIFY

NIl ~cceLerate

s‘O‘( GOVERN
N

www.ibm.com/software/integration/datapower

= | B x .'
J - g " E
{ #
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Additional WebSphere Product Resources

= Learn about upcoming WebSphere Support Technical Exchange webcasts, and access
previously recorded presentations at:
http://www.ibm.com/software/websphere/support/supp _tech.html

= Discover the latest trends in WebSphere Technology and implementation, participate in
technically-focused briefings, webcasts and podcasts at:
http://www.ibm.com/developerworks/websphere/community/

= Join the Global WebSphere Community:
http://www.websphereusergroup.org

= Access key product show-me demos and tutorials by visiting IBM® Education Assistant:
http://www.ibm.com/software/info/education/assistant

= View a webcast replay with step-by-step instructions for using the Service Request (SR)
tool for submitting problems electronically:
http://www.ibm.com/software/websphere/support/d2w.html

= Sign up to receive weekly technical My Notifications emails:
http://www.ibm.com/software/support/einfo.html

WebSphere® Support Technical Exchange
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Connect with us!

1. Get notified on upcoming webcasts
Send an e-mail to wsehelp@us.ibm.com with subject line “wste
subscribe” to get a list of mailing lists and to subscribe

2. Tell us what you want to learn
Send us suggestions for future topics or improvements about our
webcasts to wsehelp@us.ibm.com

3. Be connected!
Connect with us on Facebook
Connect with us on Twitter

= T
. . S T W%
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Questions and Answers

e
A =
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