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	Table 1. Users involved in installation, customization, and configuration

	User
	Description
	Authorization

	Planner
	This user determines: 

· The number and names of instances, OUs, broker servers, application servers, and SAG servers

· Which services are to be assigned to each OU-server combination

· Which type of SAG clustering is to be used, and the composition of each SAG cluster

· Resource requirements such as storage requirements

· Who is to carry out all installation and customization tasks
	(none)

	Installer
	This user: 

· Installs and uninstalls WebSphere® BI for FN

· Handles the distribution media

User ID: root
	

	Customizer
	This user uses the CDP to manage instances, servers, and OUs, and transfers deployment data to runtime systems. 

Recommended user ID: ucust1
	On the customization system, this user requires: 

· Membership in a primary group that has the rights specified for the group dnicusgr

· Membership in group dniadmin

	DB2® administrator
	This user configures and maintains DB2 resources, including those that are needed by WebSphere BI for FN, and carries out the following tasks: 

· Prepares and runs DB2 configuration jobs

· Creates databases for WebSphere BI for FN

· Creates tables and indices for WebSphere BI for FN

· Installs routines

· Grant and revoke DB2 privileges

· Creates or drops procedures

· Loads initial data into the runtime database

· Binds DB2 plans and packages

· Carries out housekeeping tasks such as backing up and archiving data

· Starts and stops DB2 databases

Recommended user ID: udb2adm1
	On the runtime system on which the database is located, this user requires: 

· Membership in the DB2 group

· Membership in group dnicusgr

· Membership in group dnilpp

	DB2 fenced user ID 
	This user manages DB2 programs such as stored procedures and user-defined functions. 

Recommended user ID: db2fenc1
	On the runtime system on which the database is located, this user requires: 

· Membership in the DB2 group

· Membership in group dnilpp

	WebSphere MQ administrator
	This user configures and maintains WebSphere MQ queues and queue managers, including those that are needed by WebSphere BI for FN. 

Recommended user ID: uwmqadm1
	On the runtime systems, this user requires:

· Membership in group mqm

· Membership in group dnicusgr

If queue manager security is activated, this user must have the right to define queues and channels.

	WebSphere Message Broker application developer
	This user copies projects and plug-ins to a Toolkit workstation. Installs plug-ins, imports sample projects, and creates message flows. Creates and deploys broker archive files in a test environment. 

Recommended user ID: uwmbad1
	On the runtime system where the message broker for test purposes runs: 

· Permissions as appropriate granted by the DS BIPCRACL command to be able to deploy self-written message flows for testing purposes.

· Membership in group DNIADMIN.

	WebSphere Message Broker administrator
	This user configures the brokers used by WebSphere BI for FN. Issues broker commands, for example, to activate broker statistics and accounting. Starts and stops brokers. Runs the Broker Administration Program (BAP) to deploy and customize the broker archive (BAR) files. 

This is also the user ID under which the broker program runs.

Recommended user ID: uwmba1
	On the runtime system on which the broker runs, this user requires:

· Membership in group mqm

· Membership in group mqbrkrs

· Membership in group dnicusgr

· Membership in group dnilpp

· Membership in the group specified by the placeholder DNIvSGRP

· Full control permissions on the broker domain as granted by the DS BIPCRACL command to be able to create execution groups and deploy message flows

	WebSphere Application Server administrator
	This user authorizes the installation of the WebSphere BI for FN enterprise applications, and uses the administrative console to: 

· Configure application servers

· Start, stop, and configure enterprise applications

· In network deployment environments (not single-server environments), start and stop application servers

Recommended user ID: uwasa1
	This user must be part of the configured external user registry (for example, LDAP) of the WebSphere Application Server environment and have the administration and security roles in the WebSphere Application Server environment. This user does not need to be defined in the local operating system.

	WebSphere Application Server operator
	This user: 

· Starts and stops application servers

· Installs the WebSphere BI for FN enterprise applications

Recommended user ID: root
	On the runtime system on which the application server runs, this user requires:

· Membership in group dnilpp

· Read and write access to the installation directory of the application server

On the customization system this user requires:

· Membership in group dnicusgr

On the runtime system on which the queue manager of the application server runs, this user requires permission to connect to that queue manager.

In bindings mode, this user also requires the same permissions as described for the web-application queue accessor (uwebqa1)

	Runtime data accessor
	In an application-server authentication alias for JDBC data sources, this user is used to authenticate the connection between an WebSphere BI for FN enterprise application and the runtime database. 

Recommended user ID: urunda1
	On the runtime system, on which the database is located, this user requires: 

· Permission to connect to the runtime database of the instance by means of JDBC

· Read and write access to the database tables by being member of the group DNIvUGRP

	Reference data accessor
	This user is used in an application server authentication alias for JDBC data sources to authenticate the connection between the Reference Data component of an WebSphere BI for FN enterprise application and the runtime database that contains the reference data tables. Reference data tables can be shared among several instances, and the runtime database in which they are located can be different from the runtime database of the instance in which the enterprise application is deployed. 

Recommended user ID: urefda1
	On the runtime system on which the database that contains the reference data tables is located, this user requires: 

· Permission to connect, by means of JDBC, to the runtime database

· Read access to the reference data tables by being member of the group DNIvRGRP

	Web-application queue accessor
	This user is used to authenticate the WebSphere MQ connection between an WebSphere BI for FN enterprise application and the interface queues of WebSphere BI for FN services. The user ID of this user is specified as the environment entry during the configuration of the application server. 

Recommended user ID: uwebqa1
	This user requires: 

· The role DnfRmCfg for SYSOU, DNFSYSOU, and for each business OU for which the RMA Facility is to manage relationships

· The role DnpAoCfg for SYSOU

· The role DnqERCfgAdmin for SYSOU, and for each business OU for which the MER Facility is to process messages

· On the runtime system on which the queue manager of the WebSphere BI for FN services runs, membership in the group specified by the placeholder DNIvYGRP

· On the runtime system on which the queue manager of the application server runs, membership in the group specified by the placeholder DNIvWGRP

	First WebSphere BI for FN system configuration administrator
	This user: 

· Creates, commits, approves, and deploys WebSphere BI for FN configuration entities

· Can switch off dual authorization for the System Administration and security administration services

Recommended user ID: sa1
	On the runtime system where the broker runs, this user requires: 

· The role DniSA for the SYSOU

· Membership in group dnilpp

· Membership in group dnicusgr

· Membership in the group specified by the placeholder DNIvYGRP

· Membership in the group specified by the placeholder DNIvOGRP

· The right to connect to the queue manager used by the WebSphere BI for FN CLI

	Second WebSphere BI for FN system configuration administrator
	This user: 

· If dual authorization is active, approves WebSphere BI for FN configuration entities that were committed by the first WebSphere BI for FN system configuration administrator (sa1)

· Approves the switching off of dual authorization for the system administration and security administration services

Recommended user ID: sa2

Note:

The user ID of this user must be different from that of the first WebSphere BI for FN system configuration administrator.
	Same as for the first WebSphere BI for FN system configuration administrator.

	First WebSphere BI for FN security administrator
	This user creates and commits the WebSphere BI for FN roles and relationships that are required to work with OUs and COs, and that determine the access rights of each user. 

Recommended user ID: ua1
	On the runtime system where the broker runs, this user requires: 

· The role DniUA for the SYSOU

· Membership in group dnilpp

· Membership in group dnicusgr

· Membership in the group specified by the placeholder DNIvYGRP

· Membership in the group specified by the placeholder DNIvOGRP

· The right to connect to the queue manager used by the WebSphere BI for FN CLI

	Second WebSphere BI for FN security administrator
	If dual authorization is not active, this user is not needed. If dual authorization is active, this user approves the WebSphere BI for FN roles and relationships committed by the first WebSphere BI for FN security administrator (ua1). 

Recommended user ID: ua2

Note:

The user ID of this user must be different from that of the first WebSphere BI for FN security administrator.
	Same as for the first WebSphere BI for FN security administrator.

	SAG Add-On Installer
	The SAG Add-On must be installed on the SAG workstation by the root user. The same user must also customize the SAG Add-on configuration profile.
	This user ID must also be defined on the broker runtime system, and must have access to the remote event service and the queues used by the SAG Add-On.

	RA owner
	During installation of the SAG Add-On, the root user must specify the user ID of the RA owner, because only the RA owner has authorization to access the SAG remote API, and the SAG Add-On uses that API to communicate with SAG.
	


	Table 2. Users not involved in installation, customization, or configuration

	User
	Description
	Authorization

	Accounting administrator
	This user uses the accounting administration service to administer (for example, list and delete) accounting data.
	This user requires the role DniAccAdmin for the OU to which the data applies.

	Application programmer
	This user creates and maintains application programs that use WebSphere BI for FN services.
	(none)

	Auditor
	This user views or queries audit data on behalf of a business OU.
	This user requires: 

· For message audit data, authorization to select data from the message audit table. For example, to grant this right to user3 when the owner of the underlying table is udb2adm1 and the name of the business OU is BANKA, the DB2 administrator enters the following command: 
· GRANT SELECT ON UDB2ADM1.DNI_A_MSG_BANKA

 TO USER3
· For user audit data, authorization to select the data of certain audit views and table. For example, to grant this right to user4 when the owner of the underlying views and table is udb2adm1 and the name of the business OU is BANKA, the DB2 administrator enters the following commands: 
· GRANT SELECT ON UDB2ADM1.DNI_A_USR_BANKA

· TO USER4

· GRANT SELECT ON UDB2ADM1.DNIV_A_OU_BANKA

· TO USER4

· GRANT SELECT ON UDB2ADM1.DNIV_A_US_BANKA

 TO USER4 

	Event administrator
	This user uses the event service to administer (for example, to list or delete) events.
	This user requires the role DniEventAdmin for the OU to which the events apply.

	FMT operator
	This user operates the FMT FIN service. For more information, refer to WebSphere BI for FN: System Administration.
	This user requires the role DnfFmtOperator for the OU for which the FMT service runs.

	FMT FIN remote sender
	This user uses the FMT FIN service to send FIN messages from a remote instance.
	This user requires the role DnfFmtFinRemoteSender for the OU for which the FMT service runs. The receiving instance must assign this role to a user with a user ID that is identical to the user ID of the started task of the sending broker.

	FMT FIN sender
	This user uses the FMT FIN service to send FIN messages from a local instance.
	This user requires the role DnfFmtFinSender for the OU for which the FMT service runs.

	Management information system (MIS) user
	This user analyzes the contents of the WebSphere BI for FN Message Warehouse and message audit on behalf of a business OU.
	This user requires the right to select data in the message warehouse and message audit tables. For example, to grant this right to user2 when the owner of the underlying table is udb2adm1 and the name of the business OU is BANKA, the DB2 administrator enters the following commands:
GRANT SELECT ON UDB2ADM1.DNI_MWH_BANKA

TO USER2

GRANT SELECT ON UDB2ADM1.DNI_A_MSG_BANKA

TO USER2 

	MER message administrator
	This user uses the MER Facility to administer (for example, view, delete, move, unlock, redirect, and retry routing of) messages, and to monitor redirect and backout queues.
	This user requires the role DnqERMsgAdmin for the OU for which the MER Facility runs.

	MER message editor
	This user uses the MER Facility to edit (for example, create, edit, authorize, retype, and view the history of) messages.
	This user requires the role DnqERMsgEditor for the OU for which the MER Facility runs.

	MER template administrator
	This user uses the MER Facility to create and maintain MER message templates.
	This user requires the role DnqERTemplateAdmin for the OU for which the MER Facility runs.

	Message print administrator
	This user can do everything that a message print operator can do, plus start and stop print queues, restart print processing after it stops due to an error, and delete messages or orders from a print queue.
	This user requires the role DnqPrintAdmin for the OU for which the Message Print Service runs.

	Message print operator
	This user can display print queue status, confirm and release print orders, and resubmit failed print orders.
	This user requires the role DnqPrintOp for the OU for which the Message Print Service runs.

	MSIF administrator
	This user administers the MSIF transfer service, that is, lists, cancels, and recovers MSIF scenarios, and deletes information for a particular finished scenario from the MSIF database tables.
	This user requires the role DnfEfaAdministrator for the OU for which the MSIF service runs.

	MSIF operator
	This user operates the MSIF transfer service, that is, starts, stops, and queries the MSIF transfer service for a particular OU, restarts the MSIF transfer service after it stops due to an error, and deletes obsolete information from the MSIF database tables.
	This user requires the role DnfEfaOperator for the OU for which the MSIF service runs.

	MSIF SWIFT administrator
	This user creates and deletes SnF input or output channels.
	This user requires the role DnfEfaSwiftAdministrator for the OU for which the MSIF service runs.

	MSIF SWIFT operator
	This user operates SnF queue and channel sessions and subscribes to FileAct-related events from all SAGs.
	This user requires the role DnfEfaSwiftOperator for the OU for which the MSIF service runs.

	MSIF user
	This user uses the MSIF transfer service to send and receive business messages, to send and download files, and to provide files for counterparts to download. See WebSphere BI for FN: System Administration for more information.
	This user requires the role DnfEfaApplication for the OU for which the MSIF service runs.

	Reference data administrator
	This user uses the reference data utility to load and maintain reference data, for example, BIC codes, currency codes, and country codes.
	This user requires: 

· Membership in the group specified for the placeholder DNIvRGRP

· Membership in group dnilpp

	ASP administrator
	This user administers application service profile (ASP) data.
	This user requires the role DnfAspAdmin for the OU to which the RM data applies.

	Monitor
	This user registers and deregisters subscriptions to receive events.
	This user requires the role DniMonitor.

	System operator
	This user operates the controlled input node (CIN) of MSIF transfer, RM transfer, message printing, and RM import services.
	This user requires the role DniSystemOperator.

	Relationship administrator
	This user exports, imports, and queries RM data, delete stale RMA authorisations, and breaks user locks on authorisations.
	This user requires the role DnfRmAdmin for the OU to which the RM data applies.

	Relationship manager
	This user works with RMA authorisations and conversations, that is, views, creates, accepts, changes, and resends RMA authorisations, and processes and deletes RMA queries.
	This user requires the role DnfRmRelMgr for the OU to which the RM data applies.

	Relationship approver
	This user approves the actions of a relationship manager.
	This user requires the role DnfRmApprover for the OU to which the RM data applies.

	SAG operator
	This user uses the SAG operation service to operate SAGs. See WebSphere BI for FN: System Administration for more information.
	This user requires the role SagOperator for DNFSYSOU.

	SAG administrator
	This user uses the SAG configuration service to administer SAGs. See WebSphere BI for FN: System Administration for more information.
	This user requires the role SagAdmin for DNFSYSOU. 

This user also requires the role DnfDNSec for a business OU in order to issue the following SNL configuration commands for that OU:

· addMessagePartner

· updateMessagePartner

	SAG configuration administrator
	This user uses the SAG configuration service to approve and deploy SAG configuration data. See WebSphere BI for FN: System Administration for more information.
	This user requires the role SagCfgAdmin for DNFSYSOU. 

This user also requires the role DnfDNSec for a business OU in order to issue the following SNL configuration commands for that OU:

· disableSwiftNetUser

· grantRole

· listRoles

· listSwiftNetUser

· registerSwiftNetUser

· revokeSwiftNetUser

· setupUserForCert

· setupUserForRecovery

· ungrantRole

	SAG configuration PKI administrator
	This user uses the SAG configuration service to configure SWIFTNet user and security information. See WebSphere BI for FN: System Administration for more information.
	This user requires the role SagCfgPKIAdmin for DNFSYSOU.

	SDF operator
	This user uses the SDF to import or export messages from and into files or data sets.
	This user requires: 

· The role DnqSdf

· Membership in group dnilpp

· Membership in the group specified by the placeholder DNIvYGRP

· Membership in the group specified by the placeholder DNIvOGRP

	SWIFTNet FIN operator
	This user issues SIPN FIN LT operation commands. See WebSphere BI for FN: System Administration for more information.
	This user requires the role SWIFTNetFINOperator for the OU to which the LT sessions apply.

	SWIFTNet FIN sender
	This user uses the SIPN FIN service to send FIN messages. See WebSphere BI for FN: System Administration for more information.
	This user requires the role SWIFTNetFINSender for the OU to which the FIN messages apply.

	Verification administrator
	This user uses the signature verification service to reverify messages for which verification previously failed.
	This user requires the role DnfVerifAdmin for the OU to which the messages apply.


	Table 3. User groups

	Group name
	User IDs
	System
	Description

	Determined by placeholder: 

DNFvAGRP
	SWNET or
SNLOWNER
	Runtime
	Members of this group have access to the queues used by a particular SAG Add-On. For example, access to the queue HLQ.SNCCREQUEST.SAG2, from which the SAG Add-On of SAG2 receives operating commands, would be restricted to members of this group. The SAG owner must be a member of this group.

	Determined by placeholder: 

DNFvAGRPS
	SWNET or
SNLOWNER
	Runtime
	Members of this group have access to the queues shared by all the SAG Add-Ons of all the SAG servers of an instance. For example, access to the queue INST1.DNFSYSOU. DNFSAGOP_RE, into which each SAG Add-On associated with instance INST1 puts its responses to operating commands, would be restricted to members of this group. The owner each of the SAGs associated with the instance must be a member of this group.

	Determined by placeholder: 

DNIvWGRP
	uwebqa1
	Runtime
	Members of this group have access to the web application response queue of the queue manager used by the application server.

The user ID must not exceed 8 characters.

	Determined by placeholder: 

DNFvMGRP
	SWNET or
SNLOWNER
	Runtime
	Members of this group have access to the queues used by the MQHA of a particular SAG, or the SAGs that form a local queue cluster. For example, access to the queue HLQ.LQCLUS1, from which the SAGs of the local queue cluster named LQCLUS1 retrieve messages to be passed to the SIPN, would be restricted to members of this group. The SAG owner must be a member of this group.

	Determined by placeholder: 

DNFvMGRPS
	SWNET or
SNLOWNER
	Runtime
	Members of this group have access to the queues shared by all the MQHAs of all the SAG servers of this instance. For example, access to the queue INST1.DNF_FSM_SLS.LT3, into which all SAGs place inbound OSN messages destined for LT3, would be restricted to members of this group. The owner of each of the SAGs associated with the instance must be a member of this group.

	Determined by placeholder: 

DNIvOGRP
	
	Runtime
	Members of this group have access to the interface queues used by applications: To segregate access by OU, use a different group for each OU.

	Determined by placeholder: 

DNIvRGRP
	urefrda1
	Runtime
	Members of this group have read and write access to reference data tables and views on the runtime system to be able to maintain the reference data.

	Determined by placeholder: 

DNIvSGRP
	uwmba1
	Runtime
	Members of this group have access to input queues and database tables on the runtime system. Limiting access to these resources to this group prevents unauthorized external access, for example, via WebSphere MQ applications. If you want the data of different instances on the same LPAR to be segregated, you must choose a different name for this group in each instance.

	Determined by placeholder: 

DNIvUGRP
	urunda1
	Runtime
	Membership in this group provides access to the tables of the runtime database that enterprise applications must be able to access. The group also has the authority to use the RMA traffic-filtering procedure DNFCHECKRMAUTH. If you want the data of different instances on the same LPAR to be segregated, you must choose a different name for this group in each instance.

	Determined by placeholder: 

DNIvYGRP
	sa1
sa2
ua1
ua2
uwebqa1
	Runtime
	Members of this group have access to the interface queues of SYSOU and DNFSYSOU.

	dniadmin
	ucust1
uwmbad1
	Customization
	This group is mandatory.

Members of this group have access to the WebSphere BI for FN administration programs on the customization system. These programs are stored in the following directories:
/opt/IBM/dniv311

/opt/IBM/dnfv311

/opt/IBM/dnqv311

	dnicusgr
	ucust1
udb2adm1
uwmqadm1
uwmba1
sa1
sa2
ua1
ua2
	Customization and runtime
	This group is mandatory.

Members of this group can:

· Create customization and deployment data on the customization system (that is, they have the rights provided by the customizer role)

· Access the deployment material created by the customization to initiate deployment on the runtime systems

This customization and deployment data is stored on the customization system in the directory /var/dni_03_01/cus. Users who do not need access to this directory can be removed from this group.

	dnilpp
	udb2adm1
db2fenc1
uwmba1
sa1
sa2
ua1
ua2
	Runtime
	This group is mandatory.

Members of this group have access to the WebSphere BI for FN programs on the runtime system. These programs are stored in the following directories:
/opt/IBM/dniv311

/opt/IBM/dnfv311

/opt/IBM/dnqv311

/var/dni_03_01/run

/var/dnf_03_01/run

	swnetg
	swnet
SNLowner
	SAG workstation
	SAG owner group.

	mqm
	uwmba1
	Runtime
	This group is the WebSphere MQ administrator group. It is provided by WebSphere MQ and has all authorities for all MQ resources.

	mqbrkrs
	uwmba1
	Runtime
	This group is the WebSphere Message Broker administrator group. It is provided by WebSphere Message Broker and has all authorities required to administer a broker.

	dnfcusg
	SWIFTNet
FIN
sender
	Runtime
	Members of this group have access to the interface queues that are used by the MERVA Bridge.


Execution groups
	Table 4. Example using several execution groups based on business functions

	Execution Group
	Purpose
	BAR files
	Message Flows

	DNI_ADMIN
	For the WebSphere BI for FN administration service
	DNI_ACCADM.bar
DNI_AGATHER.bar
DNI_A_EVENT.bar
DNI_DEPLOY.bar
DNI_MONITOR.bar
DNI_N_EVENT.bar
DNI_RCP.bar
DNI_RSP.bar 
DNI_R_AUDIT.bar
DNI_R_EVENT.bar
DNI_R_FMT.bar
DNI_R_MWH.bar
DNI_SAMPLE.bar
DNI_SYSADM.bar
DNI_SYSOP.bar
DNI_SECADM.bar
DNI_TIMER.bar
DNF_RM.bar

DNF_RMA.bar
DNP_F_FH.bar
DNP_O_EVT.bar
	DNI_ACCADM
DNI_AGATHER
DNI_A_EVENT
DNI_DEPLOY
DNI_MONITOR
DNI_N_EVENT
DNI_RCP
DNI_RSP
DNI_R_AUDIT
DNI_R_EVENT
DNI_R_FMT
DNI_R_MWH
DNI_SAMPLE
DNI_SYSADM
DNI_SYSOP
DNI_SECADM
DNI_TIMER
DNF_L_ADM
DNF_L_IMP
DNF_L_TR
DNP_F_FH
DNP_O_EVT

	DNF_SAG
	For the WebSphere BI for FN SAG configuration and operation services
	DNF_BACKOUT.bar
DNF_R_EXP.bar
DNF_SAGCFG.bar

DNF_SAGOP.bar
	DNF_BACKOUT
DNF_R_EXP
DNF_SAGCFG
DNF_SAGCFGR
DNF_SAGOP
DNF_SAGOPRE

	DNF_FIN
	For the WebSphere BI for FN SIPN FIN and FMT FIN services
	DNF_ILC_CMD.bar


DNF_ILC_FIN.bar
DNF_ILS_ACK.bar
DNF_ILS_FIN.bar
DNF_PF_CMD.bar
DNF_PF_IR.bar
DNF_PF_IS.bar
DNF_V_ADM.bar
	DNF_ILC_CMD
DNF_FSM_QRY
DNF_FSM_STA
DNF_ILC_FIN
DNF_ILS_ACK
DNF_ILS_FIN
DNF_PF_CMD
DNF_PF_IR
DNF_PF_IS
DNF_V_ADM
DNF_V_REQ
DNF_V_RSP

	DNQ_ER
	For WebSphere BI for FN Message Management services other than the sample services
	DNQ_K_TPL.bar
	DNQ_K_TPL

	DNQ_ER_SAMPLE
	For the WebSphere BI for FN Message Management sample services that are used to illustrate message routing for the MER Facility
	DNQ_K_FIN1.bar







DNQ_K_FIN2.bar
DNQ_K_MX1.bar


DNQ_K_UAR.bar
	DNQ_K_FIN1_1
DNQ_K_FIN1_2
DNQ_K_FIN1_3
DNQ_K_FIN1_4
DNQ_K_FIN1_5
DNQ_K_FIN1_IN
DNQ_K_FIN1_OUT
DNQ_K_FIN1_RCV
DNQ_K_FIN2
DNQ_K_MX1
DNQ_K_MX1_IN
DNQ_K_MX1_OUT
DNQ_K_UAR

	DNQ_Routing_SAMPLE
	For the WebSphere BI for FN Message Management sample services that are used to illustrate general message routing capability
	DNQ_O_SFI.bar
DNQ_O_SFO.bar
DNQ_O_SMX.bar
	DNQ_O_SFI
DNQ_O_SFO
DNQ_O_SMX

	DNQ_PRINT
	For the WebSphere BI for FN Message Management services used for message printing
	DNQ_P_CMD.bar 
DNQ_P_DSP.bar 
DNQ_P_PRT.bar
	DNQ_P_CMD
DNQ_P_DSP
DNQ_P_PRT

	DNF_EFAS
	For the WebSphere BI for FN MSIF services
	DNF_O_CMD.bar 
DNF_O_FT.bar
	DNF_O_CMD
DNF_O_FT


Table spaces

To calculate the amount of space that each table space will require in the runtime database, download the Runtime Database Space Requirements spreadsheet and enter the values that apply to your instance. This spreadsheet is attached to the technote with the title Spreadsheet to calculate space requirements for WebSphere BI for FN V2.2. The following Web address contains, under the heading "Solve a problem", a link to all WebSphere BI for FN technotes:
http://www.ibm.com/software/integration/wbifn/support/
Parameters, environment variables, user IDs, and groups

This appendix lists the following types of information used by WebSphere BI for FN:

Parameters and environment variables

A parameter or environment variable statement has the form parameter=value or environment_variable=value. Set a parameter or environment variable by replacing its value with the value you require. For example, in the environment variable statement export DNI_I=INST1, replace the value INST1 with the value you require. 

User IDs

The user IDs that correspond to the roles described in Table 1. 

Groups

The user groups described in Table 3. 

The following sections list the various information types and examples or the default values of each. To help you keep track of the settings used by your installation, write the values you use in the rightmost column (the "Example" column) of each of the following tables.

Customization system

These tables list the users, group, parameters, and environment variables used by the customization system.
	Table 5. Users and groups for the customization system

	Description
	Example

	User ID of customizer
	ucust1

	Group protecting administration programs
	dniadmin

	Customizer group
	dnicusgr


	Table 6. WebSphere BI for FN parameters for the customization system

	Description
	Example

	Installation directory for the WebSphere BI for FN base product
	inst_dir/dniv311

	Installation directory for the following WebSphere BI for FN extending features: 

· Support for SWIFTNet FIN

· Financial message transfer (FMT)

· Messaging Services for SWIFTNet InterAct and FileAct (MSIF)
	inst_dir/dnfv311

	Installation directory for the following WebSphere BI for FN extending feature: 

· Message Management
	inst_dir/dnqv311

	Note:

The default value for inst_dir is /opt/IBM.


	Table 7. WebSphere BI for FN environment variables for the customization system

	Variable
	Description
	Example

	DNI_PATH
	Path to the installation directory of the WebSphere BI for FN Base product 

Note:

The default value for inst_dir is /opt/IBM.
	inst_dir/dniv311

	DNICINIFILE
	Path to the initialization file of the CDP
	/var/dni_03_01/cus/INST1.ini

	DNI_JAVA
	Java installation directory: 

· WebSphere Message Broker V6 requires Java V5 32-bit or 64-bit.

· WebSphere Message Broker V7 requires Java V6 64-bit.
	· For Java V5: 
/usr/java5/bin
· For Java V6: 
/usr/java/j6_64/bin


Runtime system

These tables list the users, group, parameters, environment variables, and placeholders used by a runtime system.
	Table 8. System parameters for the runtime system

	Description
	Example

	Host name
	Host


	Table 9. User IDs for the runtime system

	Description
	Example

	User ID of the DB2 administrator
	udb2adm1

	User ID of the WebSphere MQ administrator
	uwmqadm1

	User ID of the WebSphere Message Broker administrator
	uwmba1

	User ID of the broker
	ubrk1

	User ID of the WebSphere Application Server administrator
	uwasa1

	User ID of the first system configuration administrator
	sa1

	User ID of the second system configuration administrator
	sa2

	User ID of the first security administrator
	ua1

	User ID of the second security administrator
	ua2


	Table 10. Groups for the runtime systems on which broker servers run

	Group has access to...
	Placeholder
	Example

	End-user programs
	(none)
	dnilpp

	System resources
	DNIvSGRP
	dnisecgr

	Interface queues of SYSOU and DNFSYSOU
	DNIvYGRP
	dnisysou


	Table 11. WebSphere BI for FN environment variables for the runtime system

	Variable
	Description
	Example

	DNI_I
	Default instance
	INST1

	DNI_OU
	Default OU
	SYSOU

	DNI_S
	Default service
	DNI_SECADM

	DNI_QM_$DNI_I
	Queue manager of the local broker assigned to your primary server
	MQM1

	DNI_PATH
	Default path to resources provided by the WebSphere BI for FN base product
	/opt/IBM/dniv311

	DNI_CONFPATH
	Default path to the WebSphere BI for FN configuration file that defines the runtime directories that are to be used
	/opt/IBM/dniv311

	DNI_PROFILEPATH
	Path to the WebSphere BI for FN resource files
	/opt/IBM/dniv311/run/res:/opt/IBM/dnfv311/run/res

	DNF_PATH
	Default path to resources provided by the WebSphere BI for FN extending features
	/opt/IBM/dnfv311

	DNQ_PATH
	Default path to resources provided by the WebSphere BI for FN Message Management feature
	/opt/IBM/dnqv311

	DNI_DNX_PATHS
	All WebSphere BI for FN installation directories.
	/opt/IBM/dniv311:/opt/IBM/dnfv311:inst_dir/dnqv311

	DNI_QMGR_CFG
	Queue manager of the configuration manager that maintains the broker domain
	MQMC

	DNI_BAP_PATH
	Directory in which files that result in the use of the BAP are stored.
	/var/dni_03_01/run

	DNI_WMQ_PATH
	Installation path of Websphere MQ.
	/usr/lpp/mqm/V6R0M0

	DNI_WMQ_DS
	Prefix of the WebSphere MQ data set
	SYS1.MQM.V600

	DNI_WMB_PATH
	Installation path of Websphere Message Broker.
	/opt/IBM/mqsi/V6R1M0 


	Table 12. WebSphere Message Broker parameters for the runtime system

	Description
	Example

	Name of broker
	MQM1BRK


Customization placeholders

A customization placeholder is a string in a resource file that, during customization definition, before the resource file is executed, is replaced with a value. The replacement is usually done automatically by the CDP during customization definition, but a placeholder for which a value is not mandatory and for which no value was specified during customization definition must be replaced manually before customization deployment.

Placeholders are set by specifying a value in the corresponding statement in the CDD. For example, the statement DNIvSGRP="dnisecgr" sets the value of the placeholder DNIvSGRP to dnisecgr.

To help you keep track of the settings used by your installation, write the values you use in the margin next to the rightmost column of each of the following tables.

Notes:

1. In the domain descriptions, the values in square brackets indicate allowable characters, and the values in braces indicate the minimum and maximum number of characters. For example, [A-Z0-9] {1,8} indicates that the value must be between one and eight characters long, and can contain only digits and uppercase letters. A definition {1,} specifies a value which has a minimum length of one no maximum length.

2. A checkmark in the Mandatory column indicates that a placeholder is mandatory; otherwise, it is optional: 

mandatory

You must specify a value for the placeholder before issuing the import command. 

optional

You can elect not to specify a value for the placeholder before issuing the import command. When the resulting customization definition is prepared, the resulting resource files contain the placeholder itself, rather than a replacement value. Before these resource files can be run, a file editor must be used to replace the placeholder with the appropriate value. 

3. The number in the Category column indicates to which of the following categories a placeholder belongs: 

1

If the customizer changes the value of a placeholder of this type in a CDD and prepares new deployment data, the CDP generates new resource files that: 

· Deletes resources that use the old value

· Creates resources that use the new value

The deployment instructions instruct the customizer to run the new resource files to delete the old resources and to create the new ones. 

2

If the customizer changes the value of a placeholder of this type in a CDD and prepares new deployment data, the CDP does not generate new resource files. This is because the resulting changes to the runtime environment are so far-reaching that the CDP is unable to generate deployment vehicles that implement them. The only way to make these changes is to alter the affected subsystem directly. If the current preparation step generated any deployment vehicles, it is important that the far-reaching changes be made before any of the generated deployment vehicles are run. After the changes were made, and after the generated deployment vehicles (if any) were run, issue the implement CDP command to indicate that the current CDD conforms to the actual runtime environment. 

3

If the customizer changes the value of a placeholder of this type in a CDD and prepares new deployment data, the CDP does not generate new resource files. This is because the changes affect only the deployment vehicles, but not the deployed resources. The resources that are currently running are not affected by such changes. 
	Table 13. WebSphere BI for FN placeholders (general)

	Placeholder
	Description

	DNIvINST
	The name of the instance. 

Example:

INST1 

Domain:

[A-Za-z0-9] {1,8} 

	DNIvOU
	The name of the business organizational unit. 

Example:

BANKA 

Domain:

[A-Za-z0-9] {1,8} 

	DNIvSRV
	The WebSphere BI for FN server name. This can be the name of a broker server, a WebSphere application server, or a SAG. 

Example:

SERV1 

Domain:

[A-Za-z0-9] {1,8} 


	Table 14. WebSphere BI for FN placeholders

	Placeholder
	Description
	Scope
	Category
	Mandatory

	DNFvPATH
	Installation directory of the WebSphere BI for FN SWIFTNet FIN feature and MSIF feature. 

Example:

/opt/IBM/dnfv311 

Domain:

[A-Za-z0-9_\./] {1,} 
	instance
	1
	X

	DNIvMBRK
	The name of the broker to which the broker archive files are deployed. 

Example:

MQM1BRK 

Domain:

[A-Za-z0-9_\./]{1,48} 
	server
	1
	X

	DNIvPATH
	Installation directory of the WebSphere BI for FN base product. 

Example:

/opt/IBM/dniv311 

Domain:

[A-Za-z0-9_\./] {1,} 
	instance
	1
	X

	DNFvRUNLIB
	The prefix of the RUNLIB.LOAD partitioned data set (PDS) that is to contain the load module of the stored procedure used for RMA traffic filtering (DNFCHECKRMAUTH). This placeholder is needed only if WebSphere BI for FN uses DB2 V8. 

Example:

dnf 

Domain:

[A-Za-z0-9$.] {1,32} 
	instance
	2
	

	DNIvSA1
	The user ID of first system configuration administrator* 

Example:

sa1 

Domain:

[A-Za-z0-9#$@] {1,8} 
	instance
	2
	X

	DNIvSA2
	The user ID of second system configuration administrator* 

Example:

sa2 

Domain:

[A-Za-z0-9#$@] {1,8} 
	instance
	2
	X

	DNIvUA1
	The user ID of first security administrator of SYSOU* 

Example:

ua1 

Domain:

[A-Za-z0-9#$@] {1,8} 
	instance
	2
	X

	DNIvUA2
	The user ID of second security administrator of SYSOU* 

Example:

ua1 

Domain:

[A-Za-z0-9#$@] {1,8} 
	instance
	2
	X

	DNQvPATH
	Installation directory of the WebSphere BI for FN Message Management feature. 

Example:

/opt/IBM/dnqv311 

Domain:

[A-Za-z0-9_\./] {1,} 
	instance
	1
	X

	* The user IDs of all security and configuration administrators for a WebSphere BI for FN instance must be unique.


	Table 15. WebSphere MQ placeholders

	Placeholder
	Description
	Scope
	Category
	Mandatory

	DNIvCLUS
	The name of the WebSphere MQ cluster. If you do not have a WebSphere MQ cluster, specify blank as the value. 

Example:

DNIMQCLS 

Domain:

[A-Za-z0-9_\./] {1,48} 
	instance
	2
	X

	DNFvLQCLUS
	The name of the input queue of an SAG cluster, without the queue prefix. The complete name, including the queue prefix, must not exceed 48 characters. 

Example:

LQCLUS1 

Domain:

[A-Za-z0-9_\./] {1,46} 
	server
	1
	X

	DNIvMQCHL
	The name of the WebSphere MQ channel used to connect to the queue manager used by a WebSphere BI for FN server. 

Example:

SYSTEM.DEF.SVRCONN 

Domain:

[A-Za-z0-9\.] {1,} 
	server
	1
	

	DNIvMQHOST
	The host name of the system on which the queue manager used by a WebSphere BI for FN server runs. 

Example:

host1.yourcompany.com 

Domain:

Not checked 
	server
	1
	

	DNIvMQPORT
	The port used to connect to the system on which the queue manager used by a WebSphere BI for FN server runs. 

Example:

1414 

Domain:

[0-9] {1,5} 
	server
	1
	

	DNIvMQMN
	The name of the queue manager used by a WebSphere BI for FN server. A WebSphere BI for FN server can be one of the following types: 

broker

Corresponds to a broker as implemented by the WebSphere Message Broker product. 

sag

Corresponds to a SWIFT Alliance Gateway (SAG) whose resources (for example, its queues) are customized and administered using WebSphere BI for FN. 

was

Corresponds to an application server as implemented by the WebSphere Application Server product. 

Example:

MQM1 

Domain:

[A-Za-z0-9_\./] {1,48} 
	server
	1
	X

	DNIvMQTRANS
	The transport type to use for connections to the queue manager from an application server running on a WebSphere BI for FN server. 

Domain:

CLIENT | BINDINGS 
	server
	2
	

	DNIvQPFX
	The prefix of the input-queue names of the WebSphere BI for FN services of this instance. 

Example:

DNI 

Domain:

[A-Za-z0-9_\./] {1,17} 
	instance
	2
	X

	DNIvTPFX
	The prefix of the topic names of the WebSphere BI for FN services of this instance. 

Example:

DNI 

Domain:

[A-Za-z0-9_\./] {1,17} 
	instance
	2
	X


	Table 16. Security-related placeholders

	Placeholder
	Description
	Scope
	Category
	Mandatory

	DNFvAGRP
	The group used to restrict access to the queues used by a particular SAG Add-On. For example, access to the queue HLQ.SNCCREQUEST.SAG2, from which the SAG Add-On of SAG2 receives operating commands, would be restricted to members of this group. The SAG owner must be a member of this group. 

Example:

dnfagrp 

Domain:

[A-Za-z0-9#$@] {1,8} 
	server
	1
	

	DNFvAGRPS
	The group used to restrict access to the queues shared by all the SAG Add-Ons of all the SAG servers of an instance. For example, access to the queue INST1.DNFSYSOU. DNFSAGOP_RE, into which each SAG Add-On associated with instance INST1 puts its responses to operating commands, would be restricted to members of this group. The owner each of the SAGs associated with the instance must be a member of this group. 

Example:

dnfagrps 

Domain:

[A-Za-z0-9#$@] {1,8} 
	server
	1
	

	DNFvCUSR
	The group used to restrict access to the interface queues into which FIN messages that are to be processed are placed. 

Example:

dnfcusr 

Domain:

[A-Za-z0-9#$@]{1,8} 
	server
	1
	

	DNFvMGRP
	The group used to restrict access to the queues used by the MQHA of a particular SAG, or the SAGs that form a local queue cluster. For example, access to the queue HLQ.LQCLUS1, from which the SAGs of the local queue cluster named LQCLUS1 retrieve messages to be passed to the SIPN, would be restricted to members of this group. The SAG owner must be a member of this group. 

Example:

dnfmgrp 

Domain:

[A-Za-z0-9#$@] {1,8} 
	server
	1
	

	DNFvMGRPS
	The group used to restrict access to the queues shared by all the MQHAs of all the SAG servers of this instance. For example, access to the queue INST1.DNF_FSM_SLS.LT3, into which all SAGs place inbound OSN messages destined for LT3, would be restricted to members of this group. The owner of each of the SAGs associated with the instance must be a member of this group. 

Example:

dnfmgrps 

Domain:

[A-Za-z0-9#$@] {1,8} 
	server
	1
	

	DNIvOGRP
	The group used to restrict access to interface queues that are defined in each OU. 

Example:

dniogrp 

Domain:

[a-z0-9$@] {1,8} 
	ou
	1
	

	DNIvRGRP
	The group used to restrict write access to reference data database tables and views on the runtime system. 

Example:

dnirefgr 

Domain:

[a-z0-9#$@] {1,8} 
	instance
	1
	X

	DNIvSGRP
	The group used to restrict access to input queues and database tables on the runtime system. 

Example:

dnisecgr 

Domain:

[a-z0-9#$@] {1,8} 
	instance
	1
	

	DNIvUGRP
	The group used to restrict access on the application server to the database tables for service bundles DNFRMA, DNFRMR, and DNQER. 

Example:

dniugwas 

Domain:

[a-z0-9#$@] {1,8} 
	instance
	1
	

	DNIvYGRP
	The group used to restrict access to interface queues that are defined in SYSOU and DNFSYSOU. 

Example:

dnisysou 

Domain:

[a-z0-9#$@] {1,8} 
	instance
	1
	

	DNIvWGRP
	The group used to restrict access to the web application response queue of the application servers. 

Example:

dniwgrp 

Domain:

[A-Za-z0-9#$@] {1,8} 
	server
	1
	


	Table 17. DB2 placeholders

	Placeholder
	Description
	Scope
	Category
	Mandatory

	DNFvCOLLID
	The collection ID of the SIPN FIN services. 

Example:

INST1CID 

Domain:

[A-Z0-9_] {1,18} 
	instance
	1
	

	DNFvFCA
	Name of table space for FIN Copy messages. 

Example:

DNFFCA01 

Domain:

[A-Za-z0-9] {1,8} 
	ou
	2
	X

	DNFvMWF
	Name of table space used by the SIPN FIN service to store additional data related to FIN messages in the message warehouse. 

Example:

DNFMWF01 

Domain:

[A-Z0-9] {1,8} 
	ou
	2
	

	DNFvSG06
	DB2 storage group that contains the tables and index spaces for InterAct SnF. 

Example:

DNFSG06 

Domain:

[A-Z0-9]{1,8} 
	instance
	2
	

	DNFvSG07
	DB2 storage group that contains the tables and index spaces used for relationship management. 

Example:

DNFSG07 

Domain:

[A-Za-z0-9] {1,8} 
	instance
	2
	

	DNFvSG08
	DB2 storage group that contains the tables and index spaces for FIN Copy data. 

Example:

DNFSG08 

Domain:

[A-Z0-9]{1,8} 
	instance
	2
	

	DNFvSG09
	DB2 storage group that contains the tables and index spaces for MSIF. 

Example:

DNFSG09 

Domain:

[A-Z0-9]{1,8} 
	instance
	2
	

	DNFvSG10
	DB2 storage group that contains the tables and index spaces for signature verification. 

Example:

DNFSG10 

Domain:

[A-Z0-9]{1,8} 
	instance
	2
	

	DNFvWLM
	The workload manager (WLM) application environment in which DB2 the stored procedure used for RMA traffic filtering runs when DB2 V8 is used. 

Example:

D841DNF 

Domain:

[A-Z0-9#$@_] {1,27} 
	instance
	2
	

	DNIvAUM
	The name of the table space* for the base table of the default message-audit log. This log is not partitioned. 

Example:

DNIAUM 

Domain:

[A-Za-z0-9] {1,8} 
	ou
	2
	

	DNIvAUU
	The name of the table space* for the user-audit table. 

Example:

DNIAUU 

Domain:

[A-Za-z0-9] {1,8} 
	ou
	2
	

	DNIvBP4K
	Name of default buffer pool for table spaces with a 4 KB page size. 

Example:

WBIFNBP4K 

Domain:

[A-Za-z0-9] {1,30} 
	instance
	2
	X

	DNIvBP16K
	Name of default buffer pool for table spaces with a 16 KB page size. 

Example:

WBIFNBP16K 

Domain:

[A-Za-z0-9] {1,30} 
	instance
	2
	X

	DNIvBP32K
	Name of default buffer pool for table spaces with a 32 KB page size. 

Example:

WBIFNBP32K 

Domain:

[A-Za-z0-9] {1,30} 
	instance
	2
	X

	DNIvDB01
	The name of the WebSphere BI for FN runtime database. 

Example:

DNIDBRUN 

Domain:

[A-Za-z0-9] {1,8} 
	instance
	2
	

	DNIvDSN
	The data source name of the WebSphere BI for FN runtime database. This is the same as the name of the database, which was specified for the placeholder DNIvDB01.

Example:

DNIDBRUN 

Domain:

[A-Za-z0-9_] {1,16} 
	instance
	2
	X

	DNIvMWH
	The name of the table space* for the Message Warehouse table. 

Example:

DNIMWH01 

Domain:

[A-Za-z0-9] {1,8} 
	ou
	2
	

	DNIvSN
	The schema name of the tables in the WebSphere BI for FN runtime database for the current instance. 

Example:

DNI 

Domain:

[A-Z0-9] {1,8} 
	instance
	2
	X

	DNQvSG01
	DB2 storage group for the table and index spaces of service bundles DNQPRINT and DNQER. 

Example:

DNQSG01 

Domain:

[A-Za-z0-9] {1,8} 
	instance
	2
	

	* Table space names must be unique within a single database. Keep this in mind when creating a new table space.


	Table 18. WebSphere Application Server placeholders

	Placeholder
	Description
	Scope
	Category
	Mandatory

	DNFvRMACONTROOT
	The context root of the RMA enterprise application. This can be any string of URL-safe characters, preceded and followed by a forward slash. 

Default:

/rma/ 
	instance
	2
	

	DNFvWCLUSRMA
	The name of the application server cluster to which the WebSphere BI for FN RMA J2EE enterprise application is to be deployed. If this placeholder is not specified, the placeholders DNFvWSRVRMA and DNFvWNODERMA must be specified. 

Example:

wbifn_cluster 
	instance
	2
	

	DNFvWSRVRMA
	The name of the application server to which the WebSphere BI for FN RMA J2EE enterprise application is to be deployed. If this placeholder is not specified, the placeholder DNFvWCLUSRMA must be specified. 

Example:

wbifn_server 
	instance
	2
	

	DNFvWNODERMA
	The name of the application server node to which the WebSphere BI for FN RMA J2EE enterprise application is to be deployed. If DNFvWSRVRMA is specified, this placeholder must also be specified. 

Example:

node1 
	instance
	2
	

	DNIvWCLUS
	The name of the cluster within the application server cell. Specify this value to deploy the resources contained in service bundle DNIWAS in the scope of this cluster. If you do not provide a value, the resources are deployed with scope node or server as specified using DNIvWSRV and DNIvWNODE. 

Example:

wbifn_cluster 
	server
	2
	

	DNIvWSRV
	The name of the server within the application server cell. Specify this value to deploy the resources contained in service bundle DNIWAS in the scope of this server. If you do not provide a value, the resources are deployed with scope cluster or node as specified using DNIvWCLUS and DNIvWNODE. 

Example:

wbifn_server 
	server
	2
	

	DNIvWNODE
	The name of the node within the application server cell. Specify this value to deploy the resources contained in service bundle DNIWAS in the scope of this node. If you do not provide a value, the resources are deployed with scope cluster as specified using DNIvWCLUS. 

Example:

node1 
	server
	2
	

	DNIvWSRVHOME
	The name of the application server to which the WebSphere BI for FN WebHome enterprise application is to be deployed. If this placeholder is not specified, the placeholder DNIvWCLUSHOME must be specified. 

Example:

wbifn_server 
	instance
	2
	

	DNIvWCLUSHOME
	The name of the application server cluster to which the WebSphere BI for FN WebHome enterprise application is to be deployed. If this placeholder is not specified, the placeholders DNIvWSRVHOME and DNIvWNODEHOME must both be specified. 

Example:

wbifn_cluster 
	instance
	2
	

	DNIvWNODEHOME
	The name of the application server node to which the WebSphere BI for FN WebHome enterprise application is to be deployed. If the placeholder DNIvWSRVHOME is specified, this placeholder must also be specified. 

Example:

node1 
	instance
	2
	

	DNQvWCLUSMER
	The name of the application server cluster to which the WebSphere BI for FN MER J2EE enterprise application is to be deployed. If this placeholder is not specified, the placeholders DNQvWSRVMER and DNQvWNODEMER must be specified. 

Example:

wbifn_cluster 
	instance
	2
	

	DNQvWSRVMER
	The name of the application server to which the WebSphere BI for FN MER J2EE enterprise application is to be deployed. If this placeholder is not specified, the placeholder DNQvWCLUSMER must be specified. 

Example:

wbifn_server 
	instance
	2
	

	DNQvWNODEMER
	The name of the application server node to which the WebSphere BI for FN MER J2EE enterprise application is to be deployed. If the placeholder DNQvWSRVMER is specified, this placeholder must also be specified. 

Example:

node1 
	instance
	2
	

	DNPvAOCONTROOT
	The context root of the AO enterprise application. This can be any string of URL-safe characters, preceded and followed by a forward slash. 

Default:

/ao/ 
	instance
	2
	

	DNPvWCLUSAO
	The name of the application server cluster to which the WebSphere BI for FN AO enterprise application is to be deployed. If this placeholder is not specified, the placeholders DNPvWSRVAO and DNPvWNODEAO must be specified. 

Example:

wbifn_cluster 
	instance
	1
	

	DNPvWSRVAO
	The name of the application server to which the WebSphere BI for FN AO enterprise application is to be deployed. If this placeholder is not specified, the placeholder DNPvWCLUSAO must be specified. 

Example:

wbifn_server 
	instance
	1
	

	DNPvWNODEAO
	The name of the application server node to which the WebSphere BI for FN AO enterprise application is to be deployed. If the placeholder DNPvWSRVAO is specified, this placeholder must also be specified. 

Example:

node1 
	instance
	1
	


Queues and topics

Each queue used by WebSphere BI for FN is of one of the following types: 

· A local queue (for example, the service input queues)

· A model queue

· An alias queue (for example, the service interface queues)

Which queues are created for an instance depend on the contents of the CDD for that instance.

Queues and topics for the WebSphere BI for FN base product

Local queues

Unless otherwise indicated, each of the indicated authorization groups requires UPDATE access to the corresponding queue.
	Table 19. Local queues for the WebSphere BI for FN base product

	Name
	Authorization groups
	Description

	DNIvQPFX.DNI_ACCADM
	DNIvSGRP
	Input queue for accounting administration commands from WebSphere BI for FN CLI.

	DNIvQPFX.DNI_A_EVENT
	DNIvSGRP
	Input queue for event administration commands from the WebSphere BI for FN CLI.

	DNIvQPFX.DNI_AGATHER
	DNIvSGRP
	Input queue for accounting publications from WebSphere Message Broker.

	DNIvQPFX.DNI_DEPLOY
	DNIvSGRP
	Queue to receive configuration change notifications.

	DNIvQPFX.DNI_MONITOR
	DNIvSGRP
	Input queue for commands to subscribe to events from the WebSphere BI for FN CLI.

	DNIvQPFX.DNI_N_EVENT
	DNIvSGRP
	Queue for events to be written to the system log.

	DNIvQPFX.DNI_R_AUDIT
	DNIvSGRP
	Input queue for messages to be audited from applications.

	DNIvQPFX.DNI_R_AUDIT.BACKOUT
	DNIvSGRP
	Backout queue of input queue for audit service.

	DNIvQPFX.DNI_R_EVENT
	DNIvSGRP
	Input queue for events from an application.

	DNIvQPFX.DNI_R_FMT
	DNIvSGRP
	Queue for messages to be enriched with text.

	DNIvQPFX.DNI_R_MWH
	DNIvSGRP
	Input queue for messages to be stored in the message warehouse.

	DNIvQPFX.DNI_R_MWH.BACKOUT
	DNIvSGRP
	Backout queue for the input queue of the Message Warehouse service.

	DNIvQPFX.DNI_RCP
	DNIvSGRP
	Queue to get or request configuration data.

	DNIvQPFX.DNI_RCPDREG
	DNIvSGRP
	Queue to get de-registration requests.

	DNIvQPFX.DNI_RCPREG
	DNIvSGRP
	Queue to get registration requests.

	DNIvQPFX.DNI_RSP
	DNIvSGRP
	Queue to request security data

	DNIvQPFX.DNI_SAMPLE
	DNIvSGRP
	Input queue for messages from the sample application.

	DNIvQPFX.DNI_SAMPLE.BACKOUT
	DNIvSGRP
	Local backout queue of input queue for sample service.

	DNIvQPFX.DNI_SECADM
	DNIvSGRP
	Input queue for commands to administer security resources from the WebSphere BI for FN CLI.

	DNIvQPFX.DNI_SYSADM
	DNIvSGRP
	Input queue for commands to administer system resources from the WebSphere BI for FN CLI.

	DNIvQPFX.DNI_SYSOP
	DNIvSGRP
	System operation service input queue.

	DNIvQPFX.DNI_WEB_RESP
	DNIvWGRP
	WebSphere BI for FN web application response queue on the queue manager used by the application server. The queue is used to receive response messages from services such as the remote configuration service or the remote security service.

	DNIC.REPLY.TEMP.<identifier>
	DNIvSGRP
	Temporary queue for dniccsam reply messages. These queues are based on the model queue DNIC.REPLY.MODEL.QUEUE. 

<identifier>

A queue suffix set by the program that temporarily creates and uses the queue. 

	DNIK.REPLY.TEMP.<identifier>
	DNIvOGRP
	Temporary queue for dnicli reply messages, based on model queue DNIK.REPLY.MODEL.QUEUE. 

<identifier>

A queue suffix set by the program that temporarily creates and uses the queue. 

	DNIvQPFX.DNF_L_ADM
	DNIvSGRP
	Input queue to receive RM commands.

	DNIvQPFX.DNF_L_IMP
	DNIvSGRP
	Input queue to receive authorisations imported from a distribution file.

	DNIvQPFX.DNF_L_IMP.CTRL
	DNIvSGRP
	Input queue to receive the start RM command.

	DNIvQPFX.DNF_L_TR
	DNIvSGRP
	RMA transfer service input queue to receive RMA messages from the MSIF transfer service.

	DNIvQPFX.DNF_L_TRCMD
	DNIvSGRP
	RMA transfer service input queue to receive command messages from the RM Administration Service (DNF_L_ADM).

	DNIvQPFX.DNP_F_FH
	DNIvSGRP
	Input queue of the FileHandler service.


Model queues
	Table 20. Model queues for the WebSphere BI for FN base product

	Name
	Description

	DNIC.REPLY.MODEL.QUEUE
	Model queue used to make temporary queues for dniccsam reply messages. These queues have names of the form DNIC.REPLY.TEMP.<identifier>.

	DNIK.REPLY.MODEL.QUEUE
	Model queue used to make temporary queues for dnicli reply messages. These queues have names of the form DNIK.REPLY.TEMP.<identifier>.


Alias queues

Each of the indicated authorization groups requires UPDATE access to the corresponding queue.
	Table 21. Alias queues for the WebSphere BI for FN base product

	Name
	Authorization groups
	Description

	DNIvINST.DNIvOU.DNI_A_EVENT
	DNIvOGRP
	Interface queue to receive event admin commands from the WebSphere BI for FN CLI.

	DNIvINST.DNIvOU.DNI_R_AUDIT
	DNIvSGRP
DNIvOGRP
	Interface queue to receive messages to be audited from a remote side.

	DNIvINST.DNIvOU.DNI_R_EVENT
	DNIvSGRP
DNIvOGRP
	Interface queue to receive events from a remote application.

	DNIvINST.DNIvOU.DNI_R_MWH
	DNIvSGRP DNIvOGRP
	Interface queue for messages to be stored in the message warehouse.

	DNIvINST.DNIvOU.DNI_SAMPLE
	DNIvOGRP
	Interface queue to receive messages from the sample application.

	DNIvINST.DNIvOU.DNI_SECADM
	DNIvOGRP
	Interface queue to receive commands to administer security resources from the WebSphere BI for FN CLI.

	DNIvINST.DNIvOU.DNI_SYSADM
	DNIvOGRP
	Interface queue to receive commands to administer system resources from the WebSphere BI for FN CLI.

	DNIvINST.SYSOU. DNI_ACCADM
	DNIvYGRP
	Interface queue to receive accounting administration commands from WebSphere BI for FN CLI.

	DNIvINST.SYSOU. DNI_MONITOR
	DNIvYGRP
	Interface queue to receive commands to subscribe to events from the WebSphere BI for FN CLI.

	DNIvINST.SYSOU.DNI_R_FMT
	DNIvYGRP
	Interface queue to receive messages to be enriched with text.

	DNIvINST.SYSOU.DNI_RCP
	DNIvYGRP DNIvSGRP
	Interface queue into which requests for configuration data are put.

	DNIvINST.SYSOU.DNI_RSP
	DNIvYGRP
	Interface queue into which requests for security data are put.

	DNIvINST.DNIvOU.DNF_L_ADM
	DNIvOGRP
	Interface queue to receive RM commands.

	DNIvINST.DNFSYSOU.DNF_L_TR
	DNIvYGRP
	Interface queue to receive RMA messages.

	DNIvINST.SYSOU.DNI_SYSOP
	DNIvYGRP
	Interface queue to receive system operation commands.

	DNIvINST.SYSOU.DNP_F_FH
	DNIvYGRP
	Interface queue to receive files from the host.


Topics

Each of the indicated authorization groups requires UPDATE access to the corresponding topic.
	Table 22. Topics for the WebSphere BI for FN base product

	Name
	Authorization groups
	Description

	DNIvTPFX.DNI.EVENTID
	DNIvYGRP
	Topics used when a user registers to receive events issued by the WebSphere BI for FN services.

	DNIvTPFX.DNI.TYPECODE
	DNIvYGRP
	


Queues for the Administration an Operation Facility

Local queues

Unless otherwise indicated, each of the indicated authorization groups requires UPDATE access to the corresponding queue.
	Table 23. Local queues for the Administration an Operation Facility

	Name
	Authorization groups
	Description

	DNIvQPFX.DNP_O_EVT
	DNIvSGRP
	Input queue for the AO event service.


Queues shared by all WebSphere BI for FN features

Unless otherwise indicated, each of the indicated authorization groups requires UPDATE access to the corresponding queue.

Local queues
	Table 24. Local queues shared by all WebSphere BI for FN features

	Name
	Authorization groups
	Description

	DNIvQPFX.DNF_BACKOUT
	DNIvSGRP
	Queue from which the Backout flow retrieves messages that contain errors.

	DNIvINST.DNIvOU.DNF_ERROR
	DNIvSGRP
	Queue into which the Backout flow puts messages that contain errors when the OU of the message can be determined.

	DNIvINST.DNFSYSOU. DNF_ERROR_UNKNOWN
	DNIvSGRP
	Queue into which the Backout flow puts messages that contain errors when the OU of the message cannot be determined.


Alias queues

Each of the indicated authorization groups requires UPDATE access to the corresponding queue.
	Table 25. Alias queues shared by all WebSphere BI for FN features

	Name
	Authorization groups
	Description

	DNIvINST.DNIvOU .SAG_CLUSTER
	DNIvSGRP
	Interface queue to receive messages for an SAG cluster.


Queues for the signature verification service

Unless otherwise indicated, each of the indicated authorization groups requires UPDATE access to the corresponding queue.

Local queues
	Table 26. Local queues for the signature verification service

	Name
	Authorization groups
	Description

	DNIvQPFX.DNF_V_RSP
	DNIvSGRP
	Queue into which the SAG puts responses to VerifyDecrypt requests.

	DNIvQPFX.DNF_V_REQ
	DNIvSGRP
	Queue into which the DNF_V_ADM or DNF_ILS_FIN service puts VerifyDecrypt request messages.

	DNIvQPFX.DNF_V_ADM
	DNIvSGRP
	Queue into which the CLI puts requests for the DNF_V_ADM service.

	DNIvQPFX.DNF_V_API
	DNIvSGRP
	Queue into which an application puts Verify requests for the DNF_V_API flow.


Alias queues

Each of the indicated authorization groups requires UPDATE access to the corresponding queue.
	Table 27. Alias queues for the signature verification service

	Name
	Authorization groups
	Description

	DNIvINST.DNIvOU.DNF_V_ADM
	DNIvOGRP
	Interface queue for signature verification requests.

	DNIvINST.DNIvOU.DNF_V_REQ
	DNIvSGRP
	Interface queue for messages that trigger signature verification.

	DNIvINST.DNIvOU.DNF_V_RSP
	DNFvMGRPS
	Interface queue for SAG responses to requests for signature verification.

	DNIvINST.DNIvOU.DNF_V_API
	DNIvOGRP, DNIvSGRP
	Interface queue for signature verification requests from applications.


Queues for SIPN FIN and FMT FIN services

Local queues

Unless otherwise indicated, each of the indicated authorization groups requires UPDATE access to the corresponding queue.
	Table 28. Local queues for SIPN FIN and FMT FIN services

	Name
	Authorization groups
	Description

	DNIvINST.DNF_FSM_CNR.lt
	DNIvSGRP DNFvMGRPS
	Client null-response queue.

	DNIvINST.DNF_FSM_SLS.lt
	DNIvSGRP DNFvMGRPS
	Input queue for messages sent by the SFD to the SAG. There is one such queue for each LT. These queues are created automatically by the SFD based on the model queue DNF.FSM_SLS.MODEL.QUEUE. 

Note:

DNIvSGRP requires ALTER access to this queue.

	DNIvQPFX.DNF_FSM_STA
	DNIvSGRP
	Input queue for SFD start messages.

	DNIvQPFX.DNF_FSM_QRY
	DNIvSGRP
	Input queue for SFD query messages.

	DNIvQPFX.DNF_ILS_ACK
	DNIvSGRP
	Input queue for Interface Layer for the Server (ILS) ACK messages.

	DNIvQPFX.DNF_ILC_CMD
	DNIvSGRP
	Input queue for Interface Layer for the Client (ILC) command messages sent to the Interface Layer Client (ILC) command flow.

	DNIvQPFX.DNF_ILC_FIN
	DNIvSGRP
	Input queue for outbound FIN messages.

	DNIvQPFX.DNF_ILS_FIN
	DNIvSGRP
	Input queue for inbound FIN messages.

	DNIvQPFX.DNF_PF_CMD
	DNIvSGRP
	Input queue for FMT command.

	DNIvQPFX.DNF_PF_IS
	DNIvSGRP
	Input queue from which the FMT FIN service retrieves outbound FIN messages.

	DNIvQPFX.DNF_PF_IR
	DNIvSGRP
	Input queue from which the FMT FIN service retrieves inbound FIN messages.


Model queues
	Table 29. Model queues for SIPN FIN and FMT FIN services

	Name
	Description

	DNF.FSM_SLS.MODEL.QUEUE
	Model queue used to make client null-response queues and SFD input queues. These queues have names of form: 

· For the model queue: 
DNIvINST.DNF_FSM_CNR.lt
· For the SFD input queues: 
DNIvINST.DNF_FSM_SLS.lt


Alias queues

Each of the indicated authorization groups requires UPDATE access to the corresponding queue.
	Table 30. Alias queues for SIPN FIN and FMT FIN services

	Name
	Authorization groups
	Description

	DNIvINST.DNIvOU.DNF_FSM_STA
	DNIvSGRP
	Interface queue of SFD Start message flow.

	DNIvINST.DNIvOU.DNF_FSM_QRY
	DNIvSGRP
	Interface queue of SFD Query message flow.

	DNIvINST.DNIvOU.DNF_ILC_CMD
	DNIvOGRP
	Interface queue of ILC Command message flow.

	DNIvINST.DNIvOU.DNF_ILC_FIN
	DNIvOGRP
DNFvCUSR
	Interface queue of DNF_ILC_FIN message flow, which processes outbound FIN messages.

	DNIvINST.DNIvOU.DNF_ILS_ACK
	DNIvSGRP
	Interface queue of DNF_ILS_ACK message flow.

	DNIvINST.DNIvOU.DNF_ILS_FIN
	DNIvSGRP
	Interface queue of ILS Command message flow.

	DNIvINST.DNIvOU.DNF_PF_CMD
	DNIvOGRP
	Interface queue for FMT commands.

	DNIvINST.DNIvOU.DNF_PF_IS
	DNFvCUSR
	Interface queue for outbound FIN messages to be processed by the FMT service.

	DNIvINST.DNIvOU.DNF_PF_IR
	(none)
	Interface queue for inbound FIN messages to be processed by the FMT service.


Queues for the Message Management services

Local queues

Unless otherwise indicated, each of the indicated authorization groups requires UPDATE access to the corresponding queue.
	Table 31. Local queues for the Message Management services

	Name
	Authorization groups
	Description

	DNIvQPFX.DNQ_FIN1
	DNIvSGRP
	Local queue for ER FIN1 input adapter

	DNIvQPFX.DNQ_FIN2
	DNIvSGRP
	Local queue for ER FIN2 input adapter

	DNIvQPFX.DNQ_FINREPLY1
	DNIvSGRP
	Local queue for ER FIN1 receive input adapter

	DNIvQPFX.DNQ_FINREPLY2
	DNIvSGRP
	Local queue for ER FIN2 receive input adapter

	DNIvQPFX. DNQ_K_TPLFIN
	DNIvSGRP
	Local queue for FIN templates that are to be imported by the MER template import service

	DNIvQPFX. DNQ_K_TPLMX
	DNIvSGRP
	Local queue for MX templates that are to be imported by the MER template import service

	DNIvQPFX.DNQ_MX1
	DNIvSGRP
	Local queue for ER MX input adapter

	DNIvQPFX.DNQ_MXREPLY1
	DNIvSGRP
	Local queue for ER MX output adapter

	DNIvQPFX.DNQ_O_SFI
	DNIvSGRP
	Local input queue for routing sample

	DNIvQPFX.DNQ_O_SFI_ERE
	DNIvSGRP
	Local queue for FIN sample inbound ER Error routing

	DNIvQPFX.DNQ_O_SFI_ERA
	DNIvSGRP
	Local queue for FIN sample inbound ER Authorization routing

	DNIvQPFX.DNQ_O_SFI_ERN
	DNIvSGRP
	Local queue for FIN sample inbound ER no match routing

	DNIvQPFX.DNQ_O_SFO
	DNIvSGRP
	Local output queue for routing sample

	DNIvQPFX.DNQ_O_SFO_ERA
	DNIvSGRP
	Local queue for FIN sample outbound ER Authorization routing

	DNIvQPFX.DNQ_O_SFO_OU1
	DNIvSGRP
	Local queue for FIN sample outbound OU1 routing

	DNIvQPFX.DNQ_O_SFO_OU
	DNIvSGRP
	Local queue for FIN sample outbound other BOUs routing

	DNIvQPFX.DNQ_O_SMX
	DNIvSGRP
	Local queue for MX routing sample

	DNIvQPFX.DNQ_O_SMX_ERA
	DNIvSGRP
	Local queue for sample MX ER Authorization routing

	DNIvQPFX.DNQ_O_SMX_ERE
	DNIvSGRP
	Local queue for sample MX ER Error routing

	DNIvQPFX.DNQ_O_SMX_ERN
	DNIvSGRP
	Local queue for sample MX ER no match routing

	DNIvQPFX.DNQ_O_SMX_ERV
	DNIvSGRP
	Local queue for sample MX ER Validation routing

	DNIvQPFX.DNQ_O_SMX_RA
	DNIvSGRP
	Local queue for sample MX receiving application routing

	DNIvQPFX.DNQ_O_SMX_SYS
	DNIvSGRP
	Local queue for sample MX system messages

	DNIvQPFX.DNQ_O_SMX_NOT
	DNIvSGRP
	Local queue for sample MX notification messages

	DNIvQPFX.DNQ_P_CMD
	DNIvSGRP
	Local queue for Print Service commands

	DNIvQPFX.DNQ_P_PRT
	DNIvSGRP
	Local queue for Print Service

	DNIvQPFX.DNQ_P_RST
	DNIvSGRP
	Local queue for Print Service restart

	DNIvQPFX.DNIvOU. DNQB_CONTROL
	DNIvSGRP
	Local queue for SDF


Alias queues

Each of the indicated authorization groups requires UPDATE access to the corresponding queue.
	Table 32. Alias queues for the Message Management services

	Name
	Authorization groups
	Description

	DNIvINST.DNIvOU.DNQ_O_SFI
	DNIvSGRP
	Alias input queue for FIN routing sample

	DNIvINST.DNIvOU.DNQ_O_SFO
	DNIvSGRP
	Alias output queue for FIN routing sample

	DNIvINST.DNIvOU.DNQ_O_SMX
	DNIvSGRP
	Alias output queue for MX routing sample

	DNIvINST.DNIvOU.DNQ_P_CMD
	DNIvSGRP
	Alias input queue for Print Service commands

	DNIvINST.DNIvOU.DNQ_K_TPLFIN
	DNIvOGRP
	Alias input queue for FIN templates that are to be imported by the MER template import service

	DNIvINST.DNIvOU.DNQ_K_TPLMX
	DNIvOGRP
	Alias input queue for MX templates that are to be imported by the MER template import service


Queues for MSIF services

Local queues

Unless otherwise indicated, each of the indicated authorization groups requires UPDATE access to the corresponding queue.
	Table 33. Local queues for MSIF services

	Name
	Authorization groups
	Description

	DNIvQPFX.DNF_GETFILEQ
	DNIvSGRP DNFvMGRPS
	Queue for files to be received from the SAG when using MQHA during MSIF processing.

	DNIvQPFX.DNF_O_CMD
	DNIvSGRP
	Input queue for the MSIF command service (DNF_O_CMD).

	DNIvQPFX.DNF_O_FT
	DNIvSGRP
	Input queue of the MSIF transfer service for requests from applications, for example, SendMsg, SendFile, or DownloadFile requests.

	DNIvQPFX.DNF_O_FTERR
	DNIvSGRP
	Error queue into which the MSIF transfer service puts messages that contain errors that would result in a CIN stop.

	DNIvQPFX.DNF_O_FTRST
	DNIvSGRP
	Input queue for commands issued by the MSIF administrator to restart the MSIF transfer service.

	DNIvQPFX.DNF_O_FTTMH
	DNIvSGRP
	Input queue of the MSIF transfer service for trusted messages (for example, messages from the SAG or internal messages) with high priority.

	DNIvQPFX.DNF_O_FTTML
	DNIvSGRP
	Input queue of the MSIF transfer service for trusted messages (for example, messages from the SAG or internal messages) with low priority.

	DNIvQPFX.DNF_O_FTUMH
	DNIvSGRP
	Input queue of the MSIF transfer service for MsgReceived responses from applications, that is, responses to InterAct requests that were sent using real-time delivery mode.

	DNIvQPFX.DNF_O_CMDCTRL
	DNIvSGRP
	Input queue to handle internal batch and cleanup request messages generated for the transfers that have been identified to be cleaned up.

	DNIvQPFX.DNIvSRV. DNF_PUTFILEQ
	DNIvSGRP DNFvMGRP
	Queue for files to be transmitted to the SAG when using MQHA for MSIF processing.


Alias queues

Each of the indicated authorization groups requires UPDATE access to the corresponding queue.
	Table 34. Alias queues for MSIF services

	Name
	Authorization groups
	Description

	DNIvINST.DNFSYSOU. DNF_O_CMD
	DNIvYGRP
	Interface queue of the MSIF command service for commands that apply to all OUs, for example, restarting the MSIF transfer service.

	DNIvINST.DNFSYSOU. DNF_O_FTTMH
	DNIvSGRP DNFvMGRPS
	Interface queue of the MSIF transfer service for trusted messages with high priority. Not for use by applications.

	DNIvINST.DNFSYSOU. DNF_O_FTTML
	DNIvSGRP
	Interface queue of the MSIF transfer service for trusted messages with low priority. Not for use by applications.

	DNIvINST.DNFSYSOU. DNF_O_CMDCTRL
	DNIvSGRP
	Interface queue to handle internal batch and cleanup request messages generated for the transfers that have been identified to be cleaned up.

	DNIvINST.DNIvOU.DNF_O_CMD
	DNIvOGRP
	Interface queue of the MSIF command service for commands that apply to a particular business OU.

	DNIvINST.DNIvOU.DNF_O_FT
	DNIvOGRP
	Interface queue used by applications to submit requests to the MSIF transfer service, for example, SendMsg, SendFile, or DownloadFile requests.

	DNIvINST.DNIvOU.DNF_O_FTUMH
	DNIvOGRP
	Interface queue used by applications to submit MsgReceived responses, that is, responses to InterAct requests that were sent using real-time delivery mode.


Queues for the SAG Add-On

Local queues

Unless otherwise indicated, each of the indicated authorization groups requires UPDATE access to the corresponding queue.
	Table 35. Local queues for the SAG Add-On

	Name
	Authorization groups
	Description

	DNIvQPFX.DNFSAGCFG
	DNIvSGRP
	Input queue for SAG configuration messages.

	DNIvQPFX.DNFSAGCFGRE
	DNIvSGRP
	Response queue to receive SAG configuration messages.

	DNIvQPFX.DNFSAGOP
	DNIvSGRP
	Input queue for SAG operating messages.

	DNIvQPFX.DNFSAGOP_RE
	DNIvSGRP
	Response queue to receive SAG operating messages.

	DNIvQPFX.DNFvLQCLUS
	DNFvMGRP
	Input queue of an SAG cluster.

	DNIvQPFX.DNIvSRV.SERVER. RESPONSE
	DNIvSGRP DNFvMGRP
	Queue for SAG server response messages.

	DNIvQPFX.DNIvSRV.SPECIFIC. CLIENT.REQUEST
	DNIvSGRP DNFvMGRP
	Queue for SAG client request messages.

	DNIvQPFX.SNCCLOGKEYS. DNIvSRV
	DNIvSGRP DNFvAGRP
	Queue to store the log-key of the SAG Add-On.

	DNIvQPFX.SNCCREFINFO. DNIvSRV
	DNIvSGRP DNFvAGRP
	Queue to store information about the SAG Add-On.

	DNIvQPFX.SNCCREQUEST. DNIvSRV
	DNIvSGRP DNFvAGRP
	Input queue of the SAG Add-On.


Alias queues

Each of the indicated authorization groups requires UPDATE access to the corresponding queue.
	Table 36. Alias queues for the SAG Add-On

	Name
	Authorization groups
	Description

	DNIvINST.DNFSYSOU. DNFSAGCFG
	DNIvYGRP
	Interface queue to receive SAGCFG commands from the CLI.

	DNIvINST.DNFSYSOU. DNFSAGCFGRE
	DNFvAGRPS
	Interface queue to receive SAGCFG reply messages.

	DNIvINST.DNFSYSOU. DNFSAGOP
	DNIvYGRP
	Interface queue to receive SAGOP commands from the CLI.

	DNIvINST.DNFSYSOU. DNFSAGOP_RE
	DNFvAGRPS
	Interface queue to receive SAGOP reply messages.


Database tables

Note:

The database tables provided by WebSphere BI for FN are not programming interfaces.

Database tables for the base product

If the creation of database tables for the base product is successful, the tables listed in Table 37 are created.
	Table 37. Database tables for the base product

	Table name and description
	Table space
	Buffer pool

	DNI_A_MSG_DNIvOU -- Message audit
	DNIvAUM
	system default

	DNI_A_USR_DNIvOU -- User audit
	DNIvAUU
	system default

	DNI_COS -- Configuration data
	DNICOS
	system default

	DNI_COS_CT_CON_REL -- Configuration data
	DNICOSCC
	system default

	DNI_COS_REGIST -- Configuration data
	DNICOSRE
	system default

	DNI_CT -- Configuration data
	DNICT
	system default

	DNI_CT_ATTR -- Configuration data
	DNICTA
	system default

	DNI_CT_ATTR_VALUE -- Configuration data
	DNICTAV
	system default

	DNI_OU -- Configuration data
	DNIOU
	system default

	DNI_RO_CT_ATTR_REL -- Configuration data
	DNIROA
	system default

	DNI_ROLE -- Configuration data
	DNIROLE
	system default

	DNI_SESSION -- Data to handle the session between a CLI and the DNI_SYSADM message flow
	DNISESS
	system default

	DNI_STATUS_COMMENT -- Configuration data
	DNISCOM
	system default

	DNI_USER -- Configuration data
	DNIUSR
	system default

	DNI_USR_ROLE_REL -- Configuration data
	DNIUSRRO
	system default

	DNI_DBSTATUS -- Configuration data
	DNIDBSTA
	system default

	DNI_DBHISTORY -- Configuration data
	DNIDBHIS
	system default

	DNI_ROLE_RESOLVED -- Configuration data
	DNIROR
	system default

	DNI_EVENT -- Event data
	DNIEVENT
	system default

	DNI_TIMER01 -- Timer data
	DNITIMER
	system default

	DNI_BIC_INFO -- BICPlusIBAN data
	DNIBIC
	system default

	DNI_CURRENCY_INFO -- Currency codes
	DNICUR
	system default

	DNI_COUNTRY_INFO -- Country codes
	DNICTY
	system default

	DNI_ACCOUNT -- Accounting data
	DNIACC
	system default

	DNI_RDU_HISTORY -- RDU import history data
	DNIRDU
	system default

	DNI_UPREF -- User preferences
	DNIUPR
	system default

	DNIMWH_PT_DNIvOU -- Message Warehouse
	DNIvMWH
	system default

	DNFMWHFIN_DNIvOU -- Adjunct Message Warehouse table for SIPN FIN and FMT FIN
	DNFvMWF
	system default

	DNFMWHOEF_DNIvOU -- Stores Message Warehouse data specific to FileAct file transfers for a business OU
	DNFvMWOF
	system default

	DNFMWHOEF_DNFSYSOU -- Stores Message Warehouse data specific to FileAct file transfers when the business OU cannot be determined
	DNFMWOF
	system default

	DNFMWHOEM_DNIvOU -- Stores Message Warehouse data specific to InterAct message transfers for a business OU
	DNFvMWM
	system default

	DNFMWHOEM_DNFSYSOU -- Stores Message Warehouse data specific to InterAct message transfers when the business OU cannot be determined
	DNFOMWM
	system default


	Table 38. Permissions granted to the authorization group specified for the placeholder DNIvSGRP

	Object type
	Name
	INSERT
	SELECT
	UPDATE
	DELETE

	table
	DNI_A_MSG_DNIvOU
	YES
	YES
	
	

	table
	DNI_A_USR_DNIvOU
	YES
	YES
	
	

	table
	DNI_ACCOUNT
	YES
	YES
	YES
	YES

	table
	DNI_COS
	
	YES
	
	

	table
	DNI_COS_CT_CON_REL
	
	YES
	
	

	table
	DNI_COS_REGIST
	
	YES
	
	

	table
	DNI_CT
	
	YES
	
	

	table
	DNI_CT_ATTR
	
	YES
	
	

	table
	DNI_CT_ATTR_VALUE
	
	YES
	
	

	table
	DNI_OU
	
	YES
	
	

	table
	DNI_RG_ROLE_REL
	
	YES
	
	

	table
	DNI_RO_CT_ATTR_REL
	
	YES
	
	

	table
	DNI_ROLE
	
	YES
	
	

	table
	DNI_ROLEGROUP
	
	YES
	
	

	table
	DNI_STATUS_COMMENT
	
	YES
	
	

	table
	DNI_USER
	
	YES
	
	

	table
	DNI_USER_RESOLVED
	
	YES
	
	

	table
	DNI_USR_RG_REL
	
	YES
	
	

	table
	DNI_USR_ROLE_REL
	
	YES
	
	

	table
	DNI_DBSTATUS
	
	YES
	
	

	table
	DNI_ROLE_RESOLVED
	
	YES
	
	

	table
	DNI_EVENT
	YES
	YES
	YES
	YES

	table
	DNI_TIMER01
	YES
	YES
	YES
	YES

	table
	DNI_BIC_INFO
	
	YES
	
	

	table
	DNI_CURRENCY_INFO
	
	YES
	
	

	table
	DNI_COUNTRY_INFO
	
	YES
	
	

	table
	DNI_RDU_HISTORY
	
	
	
	

	table
	DNI_UPREF
	YES
	YES
	YES
	YES

	view of DNIMWH_PT_DNIvOU
	DNI_MWH_DNIvOU
	YES
	YES
	YES
	

	view of DNFMWHFIN_DNIvOU
	DNF_MWHFN_DNIvOU
	YES
	YES
	YES
	YES

	view of DNFMWHOEF_DNIvOU
	DNF_MWHEFA_DNIvOU
	YES
	YES
	YES
	YES

	view of DNFMWHOEF_DNFSYSOU
	DNF_MWHEFA_DNFSYSOU
	YES
	YES
	YES
	YES

	view of DNFMWHOEM_DNIvOU
	DNF_MWHEFM_DNIvOU
	YES
	YES
	YES
	YES

	view of DNFMWHOEM_DNFSYSOU
	DNF_MWHEFM_DNFSYSOU
	YES
	YES
	YES
	YES

	table
	DNI_AMSGP_DNIvOU
	YES
	YES
	
	


	Table 39. Permissions granted to the authorization group specified for the placeholder DNIvRGRP

	Object type
	Name
	INSERT
	SELECT
	UPDATE
	DELETE

	table
	DNI_BIC_INFO
	YES
	YES
	YES
	YES

	table
	DNI_COUNTRY_INFO
	YES
	YES
	YES
	YES

	table
	DNI_CURRENCY_INFO
	YES
	YES
	YES
	YES

	table
	DNI_RDU_HISTORY
	YES
	YES
	YES
	YES

	view of 
DNI_BIC_INFO
	DNI_BIC
	YES
	YES
	YES
	YES

	view of 
DNI_COUNTRY_INFO
	DNI_COUNTRY
	YES
	YES
	YES
	YES

	view of 
DNI_CURRENCY_INFO
	DNI_CURRENCY
	
	YES
	
	

	view of 
DNI_CURRENCY_INFO
	DNI_CUR_CTR_REL
	
	YES
	
	

	view of 
DNI_CURRENCY_INFO
	DNI_CURRENCY_CTR
	YES
	YES
	YES
	YES


Database tables for Administration and Operation Facility processing

If the creation of the tables for Administration and Operation (AO) Facility processing is successful, the table listed in Table 40 is created.
	Table 40. Database tables for AO Facility processing data

	Table name and description
	Table space
	Buffer pool

	DNP_AOLS -- SWIFTNet FIN Logical Terminal Status Table
	DNPAOLS
	DNIvBP4K


	Table 41. Permissions granted to the authorization group specified for the placeholder DNIvSGRP

	Object type
	Name
	INSERT
	SELECT
	UPDATE
	DELETE

	table
	DNP_AOLS
	YES
	YES
	YES
	YES


Database tables for ASP data

If the creation of the tables for SWIFT application service profile (ASP) data is successful, the tables listed in Table 42 are created.
	Table 42. Database tables for ASP data

	Table name and description
	Table space
	Buffer pool

	DNF_ASP -- ASP Main Table
	DNFASP
	DNIvBP4K

	DNF_ASP_TPL -- ASP Top Level Element Table
	
	

	DNF_ASP_TPL_RMAF -- ASP RM Filter Data Table
	
	


	Table 43. Permissions granted to the authorization group specified for the placeholder DNIvSGRP

	Object type
	Name
	INSERT
	SELECT
	UPDATE
	DELETE

	table
	DNF_ASP
	YES
	YES
	YES
	YES

	table
	DNF_AX1_ASP
	YES
	YES
	YES
	YES

	table
	DNF_ASP_TPL
	YES
	YES
	YES
	YES

	table
	DNF_ASP_TPL_RMAF
	YES
	YES
	YES
	YES


Database tables for Message Management services

If the creation of the tables for the services of the Message Management feature is successful, the tables listed in Table 44 are created.
	Table 44. Database table for message management services

	Table name and description
	Table space
	Buffer pool

	DNQE_MESSAGES -- Messages to be processed by the MER Facility
	DNQEMSG
	DNIvBP4K

	DNQE_ME_DNIFIN -- Adjunct table for attributes that are specific to FIN messages of domain DNIFIN
	
	

	DNQE_ME_DNIFUNDS -- Adjunct table for attributes that are specific to Funds messages of domain DNIFUNDS
	
	

	DNQE_ME_DNIENI -- Adjunct table for attributes that are specific to Exceptions and Investigations messages of domain DNIENI
	DNQEMSG
	DNIvBP4K

	DNQE_MSGDESC -- Descriptions of messages in DNQE_MESSAGES
	DNQEMD
	DNIvBP4K

	DNQP_QUEUE -- Print queues
	DNQPQUE
	DNIvBP16K

	DNQP_ORDER -- Print orders
	DNQPORD
	DNIvBP4K

	DNQP_MESSAGE -- General message data that is stored separately for faster access
	DNQPMSG
	DNIvBP4K

	DNQP_CONTENT -- Contents of the messages to be printed
	DNQPCNT
	DNIvBP4K


	Table 45. Permissions granted to the authorization group specified for the placeholder DNIvSGRP

	Object type
	Name
	INSERT
	SELECT
	UPDATE
	DELETE

	table
	DNQE_MESSAGES
	YES
	YES
	YES
	YES

	table
	DNQE_ME_DNIFIN
	YES
	YES
	YES
	YES

	table
	DNQE_ME_DNIFUNDS
	YES
	YES
	YES
	YES

	table
	DNQE_ME_DNIENI
	YES
	YES
	YES
	YES

	table
	DNQE_MSGDESC
	YES
	YES
	YES
	YES

	table
	DNQP_QUEUE
	YES
	YES
	YES
	YES

	table
	DNQP_ORDER
	YES
	YES
	YES
	YES

	table
	DNQP_MESSAGE
	YES
	YES
	YES
	YES

	table
	DNQP_CONTENT
	YES
	YES
	YES
	YES


Database tables for MSIF processing

If the creation of the tables for MSIF processing is successful, the table listed in Table 46 are created.
	Table 46. Database table for MSIF processing

	Table name and description
	Table space
	Buffer pool

	DNFO_CONFIG_DATA -- MSIF configuration data
	DNFOCD1
	DNIvBP16K

	DNFO_FSM_DOWNLOAD -- Data related to download requests
	
	DNIvBP16K

	DNFO_FSM_ERROR_MSG -- Messages that caused errors
	DNFOFE
	DNIvBP4K

	DNFO_FSM_ICHL -- Data related to SnF input channels
	DNFOFIC
	DNIvBP4K

	DNFO_FSM_QST -- Correlation data for SnF session control commands
	DNFOMI1S
	DNIvBP4K

	DNFO_FSM_SUBSCRIBE -- Data related to file transfer event subscription
	
	

	DNFO_OOO_MSG -- Data related to messages received out of order
	
	

	DNFO_OOO_MSG_PART -- Parts of messages received out of order
	
	

	DNFO_SVCSTATES -- State data of the MSIF transfer service
	
	

	DNFO_TASK_SCHED -- Data needed for internal scheduling of cleanup, timeout, and expiration tasks.
	
	

	DNFO_WFS_DATA -- Data used to manage SendFile requests that were buffered because the maximum number of requests for which a response can be outstanding was reached.
	
	

	DNFO_WFS_WINDOW -- Data about requests that were sent to an SAG but for which a response was not yet received.
	
	

	DNFO_SMPGROUPS -- SAG MP option set switching
	
	

	DNFO_FSM_PROVDL -- Data related to provide download requests
	DNFOMI2S
	DNIvBP4K

	DNFO_FSM_RSPDL -- Data related to respond download requests
	
	

	DNFO_FSM_SAG -- Retry data related to requests to receive files
	
	

	DNFO_FSM_RCV_MSG -- Data related to MsgReceived scenarios
	DNFORM1
	DNIvBP16K

	DNFO_FSM_RECEIVE -- Data related to requests to receive files
	DNFOFR
	DNIvBP4K

	DNFO_FSM_SEND  -- Data related to requests to send files
	DNFOFS
	DNIvBP4K

	DNFO_FSM_SND_MSG -- Data related to SendMsg scenarios
	DNFOSM
	DNIvBP4K

	DNFO_FSM_STATE -- Base states of all scenarios
	DNFOFA
	DNIvBP4K

	DNFO_ICHL_WINDOW -- Transfer windows for SnF input channels
	DNFOIW
	DNIvBP4K

	DNFO_LOB_DATA -- Data related to received InterAct requests
	DNFOLD
	DNIvBP4K

	DNFO_LOCAL_REF_HIS -- Data used for SAG event correlation and possible duplicate detection
	DNFOLH
	DNIvBP4K

	DNFO_MSG_PART -- Message parts
	DNFOMP
	DNIvBP4K

	DNFO_MWH_DATA -- Metadata related to the message warehouse
	DNFOMD
	DNIvBP4K

	DNFO_REASON -- Error data
	DNFORE1
	DNIvBP16K

	DNFO_SNF_REPL_TIME -- Data needed to detect a system recovery at SWIFT
	DNFOMI3S
	DNIvBP4K

	DNFO_TRANSFER_OPT -- Transfer options used by each file transfer or message transfer
	DNFOTO
	DNIvBP4K


	Table 47. Permissions granted to the authorization group specified for the placeholder DNIvSGRP

	Object type
	Name
	INSERT
	SELECT
	UPDATE
	DELETE

	table
	DNFO_CONFIG_DATA
	YES
	YES
	YES
	YES

	table
	DNFO_FSM_DOWNLOAD
	YES
	YES
	YES
	YES

	table
	DNFO_FSM_ERROR_MSG
	YES
	YES
	YES
	YES

	table
	DNFO_FSM_ICHL
	YES
	YES
	YES
	YES

	table
	DNFO_FSM_OCHL
	YES
	YES
	YES
	YES

	table
	DNFO_FSM_QST
	YES
	YES
	YES
	YES

	table
	DNFO_FSM_SUBSCRIBE
	YES
	YES
	YES
	YES

	table
	DNFO_OOO_MSG
	YES
	YES
	YES
	YES

	table
	DNFO_OOO_MSG_PART
	YES
	YES
	YES
	YES

	table
	DNFO_SVCSTATES
	YES
	YES
	YES
	YES

	table
	DNFO_TASK_SCHED
	YES
	YES
	YES
	YES

	table
	DNFO_WFS_DATA
	YES
	YES
	YES
	YES

	table
	DNFO_WFS_WINDOW
	YES
	YES
	YES
	YES

	table
	DNFO_FSM_PROVDL
	YES
	YES
	YES
	YES

	table
	DNFO_FSM_RSPDL
	YES
	YES
	YES
	YES

	table
	DNFO_FSM_SAG
	YES
	YES
	YES
	YES

	table
	DNFO_FSM_RCV_MSG
	YES
	YES
	YES
	YES

	table
	DNFO_FSM_RECEIVE
	YES
	YES
	YES
	YES

	table
	DNFO_FSM_SEND
	YES
	YES
	YES
	YES

	table
	DNFO_FSM_SND_MSG
	YES
	YES
	YES
	YES

	table
	DNFO_FSM_STATE
	YES
	YES
	YES
	YES

	table
	DNFO_ICHL_WINDOW
	YES
	YES
	YES
	YES

	table
	DNFO_LOB_DATA
	YES
	YES
	YES
	YES

	table
	DNFO_LOCAL_REF_HIS
	YES
	YES
	YES
	YES

	table
	DNFO_MSG_PART
	YES
	YES
	YES
	YES

	table
	DNFO_MWH_DATA
	YES
	YES
	YES
	YES

	table
	DNFO_REASON
	YES
	YES
	YES
	YES

	table
	DNFO_SMPGROUPS
	YES
	YES
	YES
	YES

	table
	DNFO_SNF_REPL_TIME
	YES
	YES
	YES
	YES

	table
	DNFO_TRANSFER_OPT
	YES
	YES
	YES
	YES


Database tables for RM data

If the creation of the tables for relationship management (RM) data is successful, the tables listed in Table 48 are created.
	Table 48. Database tables for RM data

	Table name and description
	Table space
	Buffer pool

	DNF_RMRL -- RM Relationships Table
	DNFRMRL
	DNIvBP4K

	DNF_RMAD -- RMA Authorisation Data Table
	DNFRMDP
	DNIvBP4K

	DNF_RMAP -- RMA Authorisation Permissions Table
	
	

	DNF_RMAL -- RMA Authorisation Large Objects Table
	DNFRMAL
	DNIvBP16K

	DNF_RMAH -- RMA Authorization History Table
	DNFRMAH
	DNIvBP16K

	DNF_RMQS -- RMA Query Table
	DNFRMQS
	DNIvBP32K

	DNF_RMQH -- RMA Query History Table
	DNFRMQH
	DNIvBP16K

	DNF_RMSS -- RMA Send Reference Table
	DNFRMSS
	DNIvBP4K


	Table 49. Permissions granted to the authorization group specified for the placeholder DNIvSGRP

	Object type
	Name
	INSERT
	SELECT
	UPDATE
	DELETE

	table
	DNF_RMRL
	YES
	YES
	YES
	YES

	table
	DNF_RMAD
	YES
	YES
	YES
	YES

	table
	DNF_RMAP
	YES
	YES
	YES
	YES

	table
	DNF_RMAL
	YES
	YES
	YES
	YES

	table
	DNF_RMAH
	YES
	YES
	YES
	YES

	table
	DNF_RMQS
	YES
	YES
	YES
	YES

	table
	DNF_RMQH
	YES
	YES
	YES
	YES

	table
	DNF_RMSS
	YES
	YES
	YES
	YES


Database tables for signature verification data

If the creation of the tables for signature verification data is successful, the tables listed in Table 50 are created.
	Table 50. Database tables for signature verification data

	Table name and description
	Table space
	Buffer pool

	DNFV_REQUEST -- Messages to be verified
	DNFVRQ
	DNIvBP4K

	DNFV_CYCLE -- Status of a verification cycle
	DNFVCY
	DNIvBP4K

	DNFV_TIMER -- Timestamp of last verification cycle
	DNFVTM
	DNIvBP4K

	DNFV_MESSAGES -- Messages to be verified via signature verification service (DNF_V_API).
	DNFVMSG
	DNIvBP4K


	Table 51. Permissions granted to the authorization group specified for the placeholder DNIvSGRP

	Object type
	Name
	INSERT
	SELECT
	UPDATE
	DELETE

	table
	DNFV_REQUEST
	YES
	YES
	YES
	YES

	view of DNFV_REQUEST
	DNFV_REQUESTV
	YES
	YES
	YES
	YES

	table
	DNFV_CYCLE
	YES
	YES
	YES
	YES

	table
	DNFV_TIMER
	YES
	YES
	YES
	YES

	table
	DNFV_MESSAGES
	YES
	YES
	YES
	YES


Database tables for SIPN FIN and FMT FIN processing

If the creation of the tables for SIPN FIN and FMT processing is successful, the tables listed in Table 52 are created.
	Table 52. Database tables for SIPN FIN and FMT FIN processing

	Table name and description
	Table space
	Buffer pool

	DNF_OAMS -- Outbound application message store
	DNFTS01
	DNIvBP32K

	DNF_IAMS -- Inbound application message store
	DNFIAMS
	DNIvBP16K

	DNF_MSGS -- Message group store
	DNFTS04
	DNIvBP4K

	DNFP_FRSS -- FMT FIN remote source store
	DNFPFR
	DNIvBP4K

	DNF_LTSS -- Logical terminal session status
	DNFFLTSS
	DNIvBP16K

	DNF_CIA_DNIvOU -- FIN Copy messages (MT096)
	DNFvFCA
	DNIvBP4K

	DNFMWHFIN_DNIvOU -- Adjunct Message Warehouse table for SIPN FIN and FMT FIN
	DNFvMWE
	DNIvBP4K


	Table 53. Permissions granted to the authorization group specified for the placeholder DNIvSGRP

	Object type
	Name
	INSERT
	SELECT
	UPDATE
	DELETE

	table
	DNF_OAMS
	YES
	YES
	YES
	YES

	table
	DNF_IAMS
	YES
	YES
	YES
	YES

	table
	DNF_MSGS
	YES
	YES
	YES
	YES

	table
	DNFP_FRSS
	YES
	YES
	YES
	YES

	table
	DNF_LTSS
	YES
	YES
	YES
	YES

	table
	DNF_CIA_DNIvOU
	YES
	YES
	YES
	YES


Application server settings

During customization, the CDP generates the following property files for the system on which the application server runs:

DniWasPy.properties

This file contains the properties that apply to a particular application server for WebSphere BI for FN web applications. One copy of this file is generated for each server of type "was" that is specified in the CDD for the instance. 

DniWebHomePy.properties

This file contains the properties that apply to the WebSphere BI for FN WebHome enterprise application. One copy of this file is generated for each instance. 

DnpAoPy.properties

This file contains the properties that apply to the WebSphere BI for FN AO enterprise application. One copy of this file is generated for each instance. 

DnfRmaPy.properties

This file contains the properties that apply to the WebSphere BI for FN RMA enterprise application. One copy of this file is generated for each instance. 

DnqMerPy.properties

This file contains the properties that apply to the WebSphere BI for FN MER enterprise application. One copy of this file is generated for each instance. 

These files belong to the resource class CFGPT and contain settings for the application server environment. Some of the settings are derived from the values that were specified for customization placeholders in the CDD, others are initialized with default values.

The tables in the following sections describe the resources that the application server installation script creates within the application server configuration based on the contents of the property files.

When the installation script creates these resources, tuning parameters such as connection pool sizes and cache sizes are set to default values. These values can be adjusted manually after installation, based on performance data determined for the specific runtime environment. Tuning settings are not modified by the installation script, but might be lost when resources are deleted and recreated during recustomization or migration. Therefore, record and reapply them when necessary.

JMS queue connection factory

The WebSphere BI for FN enterprise applications use a JMS queue connection factory to create JMS connections to WebSphere BI for FN queues.

To check the settings in the administrative console, select Resources -> JMS -> Queue connection factories.
	Table 54. JMS queue connection factory settings

	Queue connection factory
	Description
	Property file settings: 

1. Property file name

2. Property

3. Default

	Name
	The display name of the queue connection factory.
	1. DniWasPy.properties

2. JMS_ConFactory_Name
3. DNIvINST_was_Connection_Factory where was represents the value of DNIvWSRV or DNIvWCLUS, depending on the scope.

	JNDI name
	The JNDI name of the queue connection factory. If the scope of the QCF is server, this value must be the same for each server of a cluster.
	1. DniWebHomePy.properties

2. JMS_ConFactory_JNDI

3. jms/dni/qcf


	Table 55. Configuration of the JMS queue connection factory

	Connection properties
	Description
	Value/Placeholder reference

	Queue manager
	The name of the queue manager.
	Value of DNIvMQMN

	Transport
	The transport type for the queue manager connections: 

CLIENT

For a connection to a remote queue manager. 

BINDINGS

For a connection to a local queue manager. 

This value must be specified in uppercase.
	Value of DNIvMQTRANS

	Hostname
	The host name of the system on which the queue manager runs. A value is only required if the transport type is CLIENT.
	Value of DNIvMQHOST

	Port
	The port of the listener of the queue manager. A value is only required if the transport type is CLIENT.
	Value of DNIvMQPORT

	Server connection channel
	The name of the WebSphere MQ channel that is used to connect to the queue manager. A value is only required if the transport type is CLIENT.
	Value of DNIvMQCHL


JMS queues

The WebSphere BI for FN enterprise applications use JMS queues to access the following WebSphere BI for FN services:

RCP

Remote configuration service. 

RSP

Remote security service. 

R_EVENT

Remote event service. 

Additionally, a response queue is needed to receive response messages from the remote configuration service and the remote security service. Both enterprise applications use the same response queue.

To check the settings in the administrative console, select Resources -> JMS -> Queues.
	Table 56. JMS queue of the remote configuration service of WebSphere BI for FN

	JMS Queue
	Description
	Property file settings: 

1. Property file name

2. Property

3. Default

	Name
	The display name of the JMS queue.
	1. (not applicable)

2. (not applicable)
3. DNIvINST_RCP_Queue

	JNDI name
	The JNDI name of the queue.
	1. DniWebHomePy.properties

2. JMS_RCPQ_JNDI

3. jms/dni/rcp

	Queue name
	The name of the WebSphere MQ Queue to access the remote configuration service of WebSphere BI for FN.
	1. (not applicable)

2. (not applicable)
3. DNIvINST.SYSOU.DNI_RCP


	Table 57. JMS queue of the remote security service of WebSphere BI for FN

	JMS Queue
	Description
	Property file settings: 

1. Property file name

2. Property

3. Default

	Name
	The display name of the JMS queue.
	1. (not applicable)

2. (not applicable)
3. DNIvINST_RSP_Queue

	JNDI name
	The JNDI name of the queue.
	1. DniWebHomePy.properties

2. JMS_RSPQ_JNDI

3. jms/dni/rsp

	Queue name
	The name of the WebSphere MQ Queue to access the remote security service of WebSphere BI for FN.
	1. (not applicable)

2. (not applicable)
3. DNIvINST.SYSOU.DNI_RSP


	Table 58. JMS queue of the remote event service of WebSphere BI for FN

	JMS Queue
	Description
	Property file settings: 

1. Property file name

2. Property

3. Default

	Name
	The display name of the JMS queue.
	1. (not applicable)

2. (not applicable)
3. DNIvINST_Remote_Event_Queue

	JNDI name
	The JNDI name of the queue.
	1. DniWebHomePy.properties

2. JMS_REVENTQ_JNDI

3. jms/dni/revent

	Queue name
	The name of the WebSphere MQ Queue to access the remote event service of WebSphere BI for FN.
	1. (not applicable)

2. (not applicable)
3. DNIvINST.SYSOU.DNI_R_EVENT


	Table 59. JMS queue for responses to the enterprise applications of WebSphere BI for FN

	JMS Queue
	Description
	Property file settings: 

1. Property file name

2. Property

3. Default

	Name
	The display name of the JMS queue.
	1. (not applicable)

2. (not applicable)
3. DNIvINST_Web_Response_Queue

	JNDI name
	The JNDI name of the queue.
	1. DniWebHomePy.properties

2. JMS_WRSPQ_JNDI

3. jms/dni/webresponse

	Queue name
	The name of the WebSphere MQ Queue for responses to the MER and RMA enterprise applications of WebSphere BI for FN.
	1. (not applicable)

2. (not applicable)
3. DNIvQPFX.DNI_WEB_RESP


DB2 JDBC provider

All WebSphere BI for FN data sources use the same DB2 JDBC provider. To check the settings in the administrative console, select Resources-> JDBC-> JDBC Providers.

The name of the DB2 JDBC provider is specified by the JDBC_Provider_Alias property of the DniWebHomePy.properties file. The default name is:
DNIvINST_JDBC_Provider
The scope of the DB2 JDBC provider is the cell.

The installation script creates the following CLASSPATH entries:
${DB2UNIVERSAL_JDBC_DRIVER_PATH}/db2jcc.jar

${UNIVERSAL_JDBC_DRIVER_PATH}/db2jcc_license_cu.jar
Customize these entries to reflect the correct paths. This makes it possible for WebSphere BI for FN to load the DB2 JDBC driver and its license file.

Data sources

The WebSphere BI for FN enterprise applications use the data source definitions of the application server to connect to its databases. To check the settings in the administrative console, select Resources -> JDBC -> Data sources.

The scope of all data sources is the cell.
	Table 60. Data source definitions containing the runtime data

	Field name
	Description
	Property file settings: 

1. Property file

2. Property

3. Default

	Name
	The display name of the data source.
	1. DniWebHomePy.properties

2. Runtime_DB_DS_Name
3. DNIvINST_Runtime_DS

	JNDI name
	The JNDI name of the data source.
	1. DniWebHomePy.properties

2. Runtime_DB_DS_JNDI

3. jdbc/dni/db

	Component-managed authentication alias
	The authentication alias that is to be used for the connections to the database containing the runtime data.
	1. DniWebHomePy.properties

2. Runtime_DB_JAAS_Alias
3. DNIvINST_Runtime_AuthAlias

	Driver type
	The connection type of the JDBC connection.
	1. (not applicable)

2. (not applicable)

3. 4 (do not change this value)


	Table 61. Data source configuration runtime data

	Data source configuration
	Description
	Value/Placeholder reference

	Database name
	The name of the database location containing the runtime data.
	Value of DNIvDSN

	Server name
	The host name of the server of the database containing runtime data.
	Value of DNIvDBHOST

	Port number
	The port of the server of the database containing the runtime data.
	Value of DNIvDBPORT


	Table 62. Data source definitions for the database containing the reference data

	Data source
	Description
	Property file settings: 

1. Property file

2. Property

3. Default

	Name
	The display name of the data source.
	1. DniWebHomePy.properties

2. RefData_DB_DS_Name
3. DNIvINST_RefData_DS

	JNDI name
	The JNDI name of the data source.
	1. DniWebHomePy.properties

2. RefData_DB_DS_JNDI

3. jdbc/dni/refdata

	Component-managed authentication alias
	The authentication alias that is to be used for the connections to the database containing the reference data.
	1. DniWebHomePy.properties

2. RefData_DB_JAAS_Alias
3. DNIvINST_RefData_AuthAlias

	Driver type
	The connection type of the JDBC connection.
	1. (not applicable)

2. (not applicable)

3. 4 (do not change this value)


	Table 63. Data source configuration reference data

	Data source configuration
	Description
	Value/Placeholder reference

	Database name
	The name of the database containing the reference data.
	Value of DNIvRDSN

	Server name
	The host name of the server of the database containing reference data.
	Value of DNIvRDBHOST

	Port number
	The port of the server of the database containing the reference data.
	Value of DNIvRDBPORT


JAAS J2C authentication aliases

JAAS J2C authentication alias configuration for the connection to the database depends on the alias names specified for the Runtime_DB_JAAS_Alias and RefData_DB_JAAS_Alias properties in the DniWebHomePy.properties file:

· If the same name is specified for both authentication aliases, this indicates that the same user is to be used to access both the runtime data and the reference data. The application server installation script creates only the JAAS J2C authentication alias that is described in Table 64, and it is used for both data sources.

· If different names are specified, the application server installation script creates the two different JAAS J2C authentication aliases described in Table 64 and Table 65, and each data source uses its own authentication alias.

The scope of the JAAS J2C authentication aliases is the cell.
	Table 64. JAAS J2C authentication alias to connect to the database containing the runtime data

	Name
	Description
	Property file settings: 

1. Property file

2. Property

3. Default

	Alias
	The name of the authentication alias for the database containing the runtime data
	1. DniWebHomePy.properties

2. Runtime_DB_JAAS_Alias
3. DNIvINST_Runtime_AuthAlias

	User ID
	The user ID authorized to access the database containing the runtime data. This user must be member of the group DNIvSGRP.
	1. DniWebHomePy.properties

2. Runtime_DB_user

3. user

	Password
	The password of the user.
	1. DniWebHomePy.properties

2. Runtime_DB_password

3. password


	Table 65. JAAS J2C authentication alias to connect to the database containing the reference data

	Name
	Description
	Property file settings: 

1. Property file

2. Property

3. Default

	Alias
	The name of the authentication alias for the database containing the reference data
	1. DniWebHomePy.properties

2. RefData_DB_JAAS_Alias
3. DNIvINST_RefData_AuthAlias

	User ID
	The user ID authorized to access the database containing the reference data. This user must be member of the group DNIvRGRP.
	1. DniWebHomePy.properties

2. RefData_DB_user

3. user

	Password
	The password of the user.
	1. DniWebHomePy.properties

2. RefData_DB_password

3. password


Installing the WebHome enterprise application

The WebSphere BI for FN WebHome enterprise application refers to resources that are shared with other WebSphere BI for FN enterprise applications, such as AO, RMA and MER. Its presence and correct configuration is required for subsequent, automated installation of these other enterprise applications using the provided scripts. The WebHome enterprise application also provides a personalized Home Screen page, from which a user can view and access the other applications for which access is granted.

To install the WebSphere BI for FN WebHome enterprise application using the administrative console, select Applications-> New Application-> New Enterprise Application. Make the file: 
inst_dir/dniv311/admin/appsrv/res/dni.home.ear
available on the application server runtime environment and choose it.

After the installation, update the WebHome enterprise application with a list of the other enterprise applications that are to be listed on the personalized Home Screen page of each user. This step must be repeated whenever such applications are installed, removed, updated, or reconfigured to use a different context root path. See Updating the application list of the WebHome enterprise application for details.
	Table 66. Map resource references to JNDI names, common resources

	Resource
	Resource reference
	Property file settings of the JNDI name:

1. Property file name

2. Property

3. Default

	JMS queue connection factory
	jms/dni/qcfRR
	1. DniWebHomePy.properties

2. JMS_ConFactory_JNDI

3. jms/dni/qcf

	JMS queue
	jms/dni/rcpRR
	1. DniWebHomePy.properties

2. JMS_RCPQ_JNDI

3. jms/dni/rcp

	
	jms/dni/rspRR
	1. DniWebHomePy.properties

2. JMS_RSPQ_JNDI

3. jms/dni/rsp

	
	jms/dni/reventRR
	1. DniWebHomePy.properties

2. JMS_REVENTQ_JNDI

3. jms/dni/revent

	
	jms/dni/webresponseRR
	1. DniWebHomePy.properties

2. JMS_WRSPQ_JNDI

3. jms/dni/webresponse

	Data source
	jdbc/dni/dbRR
	1. DniWebHomePy.properties

2. Runtime_DB_DS_JNDI

3. jdbc/dni/db

	
	jdbc/dni/refdataRR
	1. DniWebHomePy.properties

2. RefData_DB_DS_JNDI

3. jdbc/dni/refdata


	Table 67. Map environment entries for web modules, common entries

	Environment entry
	Environment entry name
	Default value

	Schema name of the WebSphere BI for FN runtime database.
	dniRuntimeSchemaName
	Value of customization variable DNIvSN.

	Schema name of the WebSphere BI for FN reference data database.
	dniRefDataSchemaName
	Value of customization variable DNIvRSN.

	User name of the web-application queue accessor (for example: UWEBQA1), as described in Table 1. This user is used to authenticate the WebSphere MQ connection between a WebSphere BI for FN enterprise application and the interface queues of WebSphere BI for FN services. The user name is case-sensitive.
	mqUser
	(none)

	The context root of the Home Screen module of the Home application.
	dniHomeLink
	/wbifn/

	For internal use. Do not change.
	dniBrandRes
	(none)

	For internal use. Do not change.
	dniProduct
	(none)


	Table 68. Map environment entries for web modules, local entries

	Environment entry
	Environment entry name
	Default value

	Character encoding of the application list file.
	poshEncoding
	Empty string, indicating the platform encoding.


Updating the application list of the WebHome enterprise application

The personalized Home Screen page of the WebHome enterprise application is, by default, accessible at the URL path /wbifn/ for any user. That page relies on a list of applications and checks for access of the user to each application. Only the applications that are running and to which the user has access are listed in the browser. The customization generates an application list in a file named:
CFGPH000.applist
The file is in a text format, to allow for manual updates of the contained context paths. It holds a concatenation of application descriptors in JSON format.

To update the WebSphere BI for FN WebHome application with the application list, select Applications -> Application Types -> WebSphere Enterprise Applications. Choose the WebHome application using the check box in the column Select, then click the Update button. From the Application update options, select Replace or add a single file. In the input field directly below the text, enter the following value as the file to be replaced or added:
posh-descriptor-list
Make the application list file available on the application server runtime environment and choose it in the section Specify the path to the file. Then click Next, review the information, and click OK.

The WebHome application expects the application list file in the default platform encoding of the server. Updating the enterprise application does not convert the file to the expected character encoding. If you prepared the file with a different character encoding, you can either:

· Convert it to the expected encoding before updating.

· Use the environment entry described in Table 68 to tell the WebHome application to use a different character encoding (for example, UTF-8).

Installing the enterprise applications

To install a WebSphere BI for FN enterprise application using the administrative console, select Applications-> New Application-> New Enterprise Application. Make the appropriate enterprise application archive available on the application server runtime environment and choose it:

For the MER Facility:
inst_dir/dnqv311/admin/appsrv/res/dnq.app.main.ear 

For the RMA:
inst_dir/dniv311/admin/appsrv/res/dnf.rma.web.ear 

For the AO Facility:
inst_dir/dniv311/admin/appsrv/res/dnp.ado.web.ear 

See Table 66 for the mapping of resource references and JNDI names. See Table 67 for the common environment entries which must be set for all enterprise applications. See the following tables for specific environment entries of the enterprise applications and for the security roles.
	Table 69. Environment entries for MER enterprise application

	Environment entry
	Environment entry name
	Default value

	The common environment entries described in Table 67.

	For internal use. Do not change.
	dnqHelpLink
	(none)

	For internal use. Do not change.
	dnq/isoformat
	Empty string.

	For internal use. Do not change.
	dnq/historycheck
	Empty string.

	For internal use. Do not change.
	dni/trace/dir
	Empty string.

	For internal use. Do not change.
	dnq/dojodebug
	Empty string.

	The schema name for WebSphere BI for FN reporting using IBM® Cognos®.
	dnq/reporting/cognos/schema
	Empty string.


	Table 70. Environment entries for RMA enterprise application

	Environment entry
	Environment entry name
	Default value

	The common environment entries described in Table 67.

	The context root of the RMA web application.
	wbifnRestPrefix
	/rma/

	For internal use. The value must be identical to the value of wbifnRestPrefix.
	dojoPrefix
	/rma/


	Table 71. Environment entries for AO enterprise application

	Environment entry
	Environment entry name
	Default value

	The common environment entries described in Table 67.

	The WebSphere BI for FN instance name.
	dniInstance
	Value of DNIvINST

	The context root of the AO enterprise application.
	wbifnRestPrefix
	/ao/

	For internal use. The value must be identical to the value of wbifnRestPrefix.
	dojoPrefix
	/ao/


	Table 72. Mapping of security roles to users and groups

	Enterprise application
	Security role
	Value

	MER
	MERUser
	Users and groups that are allowed to access the Message Entry and Repair (MER) Facility. Default: all authenticated users.

	
	ReportingUser
	Users and groups that are allowed to access the Reporting component. Default: all authenticated users.

	
	AuthenticatedUser (deprecated)
	Users and groups that are allowed to access the Message Entry and Repair (MER) Facility. This role is deprecated; use MERUser instead.

	RMA
	RMAUser
	Users and groups that are allowed to access the Relationship Management Application (RMA). Default: all authenticated users.

	AO
	AOUser
	Users and groups that are allowed to access the Administration and Operation (AO) Facility. Default: all authenticated users.


