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1.0 Overview 

IBM® highly encourages you to take advantage of IBM Call Home and all its related 
features to allow you and IBM to partner for your success. Call Home is a support function 
embedded in all storage products. By enabling Call home, the health and stability of your 
system is monitored every hour of every day throughout the year by the industry’s top 
troubleshooting specialists at IBM support. As an IBM client, the Call Home service will 
effectively provide you with reduced risk over an un-monitored system by alerting you of 
a system defect through My Notifications, automatically opening a Problem Management 
Record (PMR), and ultimately, decreasing system downtime through faster problem 
determination and resolution. Continuing reading for a detailed explanation of IBM Call 
Home and other remote support tasks, available connection options, unique features, and 
instructions for configuring and maximizing the potential of this preventative maintenance 
feature. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  



   

IBM Network Advisor 3 

2.0 Remote Support Tasks 

IBM is committed to servicing IBM Storage Area Network (SAN) switches, whether it is 
break-fix work or management of a component failure, in a secure and professional 
manner. Although dispatching service personnel for on-site assistance is available with 
an additional maintenance contract, IBM Support is able to perform support tasks 
remotely to assist in minimizing system downtime and maximizing efficiency. The 
following remote support tasks are available: 

 Call Home 

 Diagnostic data offload 

 Event notifications 

The ability to perform these support tasks remains dependent on proper configuration 
and the availability of an outside connection to IBM Support. Additional information 
regarding the available remote support tasks, security features, and configuration 
instructions can be found in the paragraphs below.  

2.1 Call Home 

The IBM Call Home function is a preventative support feature that monitors the health 
and functionality of the system through event logs. Upon detection of a hardware or 
software error, the IBM Call Home feature sends a notification to you and IBM Support 
personnel. A one-way email communication is then opened between the network advisor 
and IBM Support, which is used to open a problem management record (PMR) and 
transmit non-sensitive, defect-related information to authorized IBM Support personnel 
for diagnostic purposes. No user data or content is ever included in the Call Home 
information sent to IBM Support. This data often alleviates the need for your local system 
administrator to manually collect and submit support packages before troubleshooting 
can begin. By removing this preliminary step in the traditional support method, IBM can 
provide you with more effective troubleshooting sessions and ultimately, a decrease in 
time to problem resolution.  

 

The contents of the diagnostic data sent to IBM Support by a Call Home due to the 
occurrence of a serviceable event on the Network Advisor can be viewed in Appendix A. 
To view the error codes and a brief description of the serviceable events that initiate a 
Call Home event on the Network Advisor, please view the Fabric OS Events Table in 
Appendix B. 
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2.2 Diagnostic data offload 

IBM SAN b-type switch events requiring service generate a small amount of diagnostic 
data, known as Call Home Data Packages, to be sent to IBM Support resources. This 
data is sent in conjunction with a Call Home to assist IBM Support personnel in 
determining the cause of the impacting event. The diagnostic data provided to IBM 
Support due to an error-initiated Call Home can be viewed in Appendix A.  
 
For severe events, additional data packages from the affected component may be 
requested by IBM Support after reviewing the information transmitted by the Call Home. 
If additional data must be acquired, the IBM Support representative will inform your 
company’s support advocate as to which packages are desired. They will then be 
responsible for downloading the support packages and adding them to the designated 
PMR on ECuRep to log all troubleshooting activities.  

2.3 Event notifications 

The IBM Network Advisor software management tool provides comprehensive 
management for data, storage, and converged networks. This management application 
provides end-to-end visibility across the network and records events that occur on the 
SAN and Internet Protocol (IP) networks in the application’s master log. If desired, event 
notifications can be configured to provide email alerts for events occurring on the SAN 
and IP network. These notifications would originate from the Network Advisor and can be 
sent to either one designated email address, such a network administrator, or to all users 
designated to receive event notifications.  
 
Event notifications for the Network Advisor are customizable based on the type of 
notification severity level desired. Although these e-mail alerts can contain extremely 
important information regarding the stability and state of your network, they can also 
include informational documents, new code updates, and other beneficial information 
specifically related to the Network Advisor. The severity levels associated with email 
event notifications are explained in further detail below: 

 Emergency ( ) 
The emergency severity level indicates a devastating failure has occurred, and the 
system or service is unusable. Immediate operator intervention is required. 

 Alert ( ) 
The alert severity level indicates that a devastating failure is imminent which will 
render the system unusable. Immediate operator attention is necessary. 

 Critical ( ) 
The critical severity level indicates that a service-impacting failure is likely to 
occur soon or an error has occurred that was not appropriately handled by the 
system. Operator attention is needed as soon as possible. 

 Error ( ) 
A notification with this severity level contains important operational state 
information and may indicate that the system has experienced a temporary 
impairment or an error that was appropriately handled by the system. An 
operator should review the notification soon to determine if action is needed. 
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 Warning ( ) 
A notification with this severity level contains important operational state 
information that may be a precursor to an error occurrence. An operator should 
review the notification soon to determine if action is needed. 

 Notice ( ) 
A notification with the notice severity level contains health or operational state 
information that may be pertinent to the health of the system, but does not 
require the attention of an administrator at this time.  

 Informational ( ) 
A notification containing the informational severity level contains interesting 
system-level information that is valuable to an administrator; however, the event 
itself does not indicate a failure or impairment condition.  

 Debug ( ) 
The debug severity level notification provides supplemental information that may 
be beneficial toward diagnosing or resolving a problem. This notification does not 
in itself provide operational health status.  
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3.0 Instructions 

Call Home notification allows local administrators to configure the management 
application server to automatically send an email alert or dial in to a support center to 
report system problems on specified devices. Call Home for the IBM SAN b-type switch 
is supported through many different support centers, but the IBM Network Advisor is 
supported through IBM Call Home E-mail Center. Instructions regarding proper 
configuration for enabling IBM Call Home and other features can be found in the sections 
below.  

3.1 Enabling Call Home 

Network Advisor supports IBM E-mail Call Home configuration to connect the device to 
IBM Support. To enable IBM Call Home on your product, please follow the instructions 
below.  
 

1. Select Monitor  Event Notification  Call Home. The Call Home dialog box 
will then display, as shown in Figure 1 below.  

 

 
 

Figure 1. Displaying the Call Home dialog box 

 
2. If IBM E-mail does not appear in the list of available centers, click Show/Hide 

Centers button to enable it. 
3. Select IBM E-mail in the Call Home Centers list.  
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4. Click Edit Centers found beneath the Call Home Centers list. The Configure Call 
Home Center dialog box appears. See Figure 2 below. 

 

 
 

Figure 2. Configuring Call Home Center dialog box  

 
5. Make sure the Call Home center type labeled “IBM E-mail” is displayed in the Call 

Home Centers list. If the Call Home center type is incorrect, select the ‘IBM E-
mail’ option from the dropdown list.  

6. Select the Enable check box to enable the IBM E-mail Call Home center.  
7. Enter your contact name in the Name field under Customer Details.  
8. Enter your company name in the Company field under Customer Details. 
9. Enter the phone number of the customer contact in the Phone (Office) field under 

Customer Details. 
10. Enter the mobile phone number of the customer contact in the Phone (Mobile) 

field under Customer Details. 
11. Enter the name of the company’s email server in the Service Name field under 

Simple Mail Transfer Protocol (SMTP) Server Settings.  
12. Select the SMTP over SSL check box to enable secure communication between 

the SMTP server and the management application.  
13. Enter the port number of the server in the Port field under SMTP Server Settings. 

If SSL is enabled, 465 is the default port number. If SSL is not enabled, 25 is the 
default port number. 
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14. Enter a user name in the Username field under SMTP Server Settings. This is a 
required field when the SMTP server authentication is enabled. 

15. Enter a password in the Password field under SMTP Server Settings. This is a 
required field when SMTP server authentication is enabled.  

16. Enter your e-mail address in the Reply Address field under E-mail Notification 
Settings. More than one e-mail address can be defined to receive Call Home e-
mail notifications by separating each e-mail address with a semi-colon. To send a 
text message or page by way of e-mail, use the following format: 
number@carrier.com (where number is your phone number and carrier.com is the 
SMS server; for example,3035551212@txt.att.net (text message) or 
3035551212@page.att.net (page)). 
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17. Enter an e-mail address in the Send To Address field under E-mail Notification 
Settings. The destination e-mail address varies based on the country the product 
was installed in. Use the following e-mail guidelines depending on where the 
product is installed: 

 For a product installed in the USA, Canada, Latin America, and Caribbean 
Islands, use callhome1@de.ibm.com.  

 For a product installed in any other country or region, use 
callhome0@de.ibm.com.   

18. Click OK. The Call Home dialog box displays with the Call Home center highlighted 
in the Call Home Centers list.  

19. Click OK to close to Call Home dialog box. 

3.2 Assigning a device to the IBM E-mail Call Home Center 

Discovered devices (switches, routers, and directors) are not assigned to a corresponding 
Call Home center automatically. System administrators must manually assign each 
device to a Call Home center before Call Home can be used.  

To assign a device or multiple devices to a Call Home center, please complete the 
following steps:  

1. Select Monitor  Event Notifications  Call Home. The Call Home dialog box 
appears.  

2. Select the IBM devices discovered by the management application that you would 
like to assign to a Call Home center in the Products List. 

3. Select the IBM E-mail Call Home center to assign the devices in the Call Home 
Centers list. 

4. Click the Right Arrow button. The selected devices display beneath the IBM E-
mail Call Home center. Devices previously assigned to a Call Home center do not 
display in the products list.  

5. Click OK to close the Call Home dialog box.  

3.3 Testing the IBM E-mail Call Home configuration 

Once the IBM E-mail Call Home center has been enabled and applicable devices have 
been assigned, a local system administrator should verify that Call Home is fully functional 
and capable of reporting errors to IBM Support. To verify the IBM E-mail Call Home center 
functionality, please complete the following steps: 

1. Select Monitor  Event Notifications  Call Home.  
2. Click Edit Centers beneath the Call Home centers list. The Configure Call Home 

Center dialog box displays.  
3. Select the IBM E-mail Call Home Center from the Call Home Centers list.  
4. Make sure that the Enabled check box is selected.  
5. Click Send Test. A fake event is generated and sent to IBM Support personnel. 

Local personnel from your company are responsible for contacting IBM Support to 
verify that the event was received and is in the correct format.  

6. Click OK to close the test success message.  
7. Click OK to close the Configure Call Home Center dialog box.  
8. Click OK to close the Call Home dialog box.  
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3.4 Configuring e-mail event notifications 

To send an e-mail notification of events to users, complete the following steps: 
1. Select Monitor  Event Notification  E-mail. The E-mail Event Notification 

Setup dialog box will then display, as shown below in Figure 3. 
 

 
Figure 3. Configuring e-mail event notifications 

 

2. Select the Enable E-mail Event Notifications check box to enable the application 
to send email messages to alert users of event notifications.  

3. Enter the IP address or the name of the SMTP mail server that can be used to 
send the e-mail notifications in the E-mail Server field. The management 
application accepts IP addresses in IPv4 and IPv6 formats. The IPv4 format is valid 
when the operating system has IPv4 mode only or dual stack mode. The IPv6 
format is valid when the operating system has IPv6 mode only or dual stack mode. 

4. Select the SMTP over SSL check box to enable secure communication.  
5. Enter the port number of the SMTP mail server in the SMTP Port field. If SMTP 

over SSL is not enabled, the default is 25. If SMTP over SSL is enabled, the default 
is 465. 

6. Enter the authentication UP of the SMTP mail server in the SMTP ID field. The 
SMTP ID field is optional unless the SMTP server enables authentication.  

7. Enter the authentication password of the SMTP mail server in the SMTP 
Password field. The SMTP Password field is optional unless the SMTP server 
enables authentication.  

8. Enter the sender’s e-mail address in the Reply Address field.  
9. Enter the length of time the application should wait between notification in the 

Summary Internal field and list. Notifications are combined into a single e-mail 
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message and sent at each interval setting. An interval setting of zero causes 
notifications to be sent immediately.  

10. Select one of the following e-mail test options: 

 Select Send To and enter an e-mail address for a user to send a test e-
mail message to a specified user.  

 Select Send to all users enabled for notification to send a test e-mail 
message to all users already set to receive notification. 
 

11. Click Send Test E-mail to test the e-mail server configuration and settings.  
A message displays whether the server was fond. If the server was not found, 
verify that the server address was entered correctly and that the server is 
running. If you are using an SMTP mail server, also verify that the SMTP ID and 
password information was entered correctly.  

12. Click OK to save your work and close the E-mail Event Notification Setup 
dialog box.  
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Appendix A: Call Home data contents 

The email message sent during a Call Home transmission includes the following problem 
related information:  

 The e-mail subject line is structured in the following fashion, where information in 
italics is only representational of real information and used for descriptive 
purposes: 
 
[Severity - Event_Reason_Code – FRU_Code or Event_Type – 
Factory_Serial_Number] Call Home Alert about product IP_Address with support 
save information 
 
A potential e-mail subject line is shown in the following example:  
 
[3 – 1427 – FW – 1427 – AMH0344D006] Call Home Alert about product 
10.24.44.1 with support save information 
 

 E-mail Content provides the following information about the triggered event. 
o Event Description – Details about the event that triggered the alert, 

including the following data: 
 Product World Wide Name (WWN) 
 Product IP address 
 Time 
 SupportSave location 

o Management Server Information – Details about the management server, 
including the following data:  

 Server name 
 Server IP 
 Server version 

o Customer Information – Customer contact information, including the 
following data: 

 Customer name 
 Contact name 
 Phone 1 
 Phone 2 

o  Source – Details about the product, including the following data: 
 Firmware version 
 Supplier serial number 
 Factory serial number 
 IP address 
 Model number 
 Type 
 Product name 
 Product WWN 
 Ethernet IP 
 Ethernet IP mask 
 Fibre Channel over IP (FCIP) 
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 FCIP mask 
 Product type 
 Domain ID 
 Product manufacturer 
 Product type number 
 Manufacturing plant 
 Product status 
 Status reason 

o Event – Details about the triggered event, including the following data: 
 Event time 
 Event severity 
 Event reason code 
 FRU code/event type 
 Event description 

o Event Data – Information about triggered event, including the following 
data: 

 Event level 
 Event number 
 Event count 
 Event time 
 Event message ID 
 Event description 
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Appendix B: Call Home Error Code Description 

In the event of a serviceable error, the Call Home notification e-mail sent to both the 
company chosen contact and IBM Support has an event reason code in the E-mail subject 
line. The following is a table that gives further details regarding each error code.  
 
Table 1: Fabric OS Events 

Event Reason 
Code 

FRU Code/ 
Event Type 

Description Severity 

N/A Ethernet Switch is not reachable 3 

N/A SW-Missing Switch is missing from fabric 3 

1009 MS-1009 Error in registered link incident report (RLIR)  4 

1021 MAPS-1021 Core blade redundancy 3 

1021 MAPS-1021 Error ports 3 

1021 MAPS-1021 Faulty CPs 3 

1021 MAPS-1021 Faulty or absent blades 3 

1021 MAPS-1021 Faulty or absent fans 3 

1021 MAPS-1021 Faulty or absent power supplies 3 

1021 MAPS-1021 Faulty ports 3 

1021 MAPS-1021 Faulty temperature sensors 3 

1021 MAPS-1021 Faulty WWN cards 3 

1021 MAPS-1021 Flash usage is out of range 3 

1021 MAPS-1021 Marginal ports 3 

1021 MAPS-1021 Missing SFPs 3 

1034 EM-1034 Faulty FRU. 4 

1402 FW-1402 Flash usage is out of range (v6.0 and earlier) 3 

1426 FW-1426 Faulty or missing power supply 3 

1427 FW-1427 Faulty power supply 3 

1428 FW-1428 Missing power supply 3 

1429 FW-1429 Problem in power supply arrangement 3 

1430 FW-1430 Faulty temperature sensors 3 

1431 FW-1431 Faulty fans 3 

1432 FW-1432 Faulty WWN cards 3 

1433 FW-1433 Faulty CPs 3 

1434 FW-1434 Faulty blades 3 

1435 FW-1435 Flash usage is out of range (v6.1 and later) 3 

1436 FW-1436 Marginal port 3 

1437 FW-1437 Faulty port 3 

1438 FW-1438 Faulty or missing SFPs 3 

1444 FW-1444 Faulty FRU. 3 

1447 FW-1447 Core blades/SFM failures. 3 
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Appendix C: Additional Publications and Resources 

How to Access IBM Redbooks Publications 
You can search for, view, or download IBM Redbooks® publications, Redpaper™ 
publications, hints and tips, draft publications and additional materials, as well as order 
hardcopy IBM Redbooks publications or CD-ROMs, at the following website: 
www.redbooks.ibm.com 
 
Product Guides 
 

 IBM Network Advisor 14.0.2 User Manual 

 IBM Network Advisor 14.0.2 Installation and Migration Guide 

 IBM Network Advisor 14.0.2 Software Licensing Guide 

 IBM Network Advisor 14.0.2 Port Commissioning Quick Start Guide 

 

Online Resources 

These websites and URLs are also relevant as further information sources: 

 IBM Network Advisor product page: 
www.ibm.com/systems/storage/san/b-type/na/ 

 IBM Network Advisor redbook product guide: 
http://www.redbooks.ibm.com/abstracts/tips1124.html 

 IBM Offering Information page (announcement letters and sales manuals) 
http://www-01.ibm.com/common/ssi/index.wss?request_locale=en 
On this page, enter IBM Network Advisor, select the information type, and then 
click Search. On the next page, you can narrow your search results by 
geography and language.  

Help from IBM 

 IBM Support and downloads: 
www.ibm.com/support 

 IBM Global Technology Services: 
www.ibm.com/services 
 

http://www.redbooks.ibm.com/
http://www-01.ibm.com/support/docview.wss?uid=ssg1S7005390
http://www-01.ibm.com/support/docview.wss?uid=ssg1S7005391
http://www-01.ibm.com/support/docview.wss?uid=ssg1S7005392
http://www-01.ibm.com/support/docview.wss?uid=ssg1S7005394
http://www.ibm.com/systems/storage/san/b-type/na/
http://www.redbooks.ibm.com/abstracts/tips1124.html
http://www.ibm.com/common/ssi/index.wss?request_locale=en
http://www.ibm.com/common/ssi/index.wss?request_locale=en
http://www.ibm.com/support
http://www.ibm.com/services

