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Agenda
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Channel encryption – securing 
communication 

Advanced message security – security end-
to-end

Data set encryption – securing data sets

Performance considerations and what’s new



9

© 2025 IBM Corporation

RACF Groups and Users

MQSTC MQUSERS

SYSPROG

CICSSTC

ELKINSC
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RACF Groups

RACF Users



Concept check: enabling security
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ZQS1 DISPLAY SECURITY                                              
CSQH015I ZQS1 Security timeout = 54 minutes                        
CSQH016I ZQS1 Security interval = 12 minutes                       
CSQH037I ZQS1 Security using uppercase classes                     
CSQH030I ZQS1 Security switches ...                                
CSQH031I ZQS1 SUBSYSTEM: OFF, 
'ZQS1.NO.SUBSYS.SECURITY' found      
CSQH040I ZQS1 Connection authentication ...                        
CSQH041I ZQS1 Client checks: OPTIONAL                              
CSQH042I ZQS1 Local bindings checks: OPTIONAL                      
CSQ9022I ZQS1 CSQHPDTC ' DISPLAY SECURITY' NORMAL 
COMPLETION 

CSQH024I ZQS1 CSQHINIT SUBSYSTEM security switch 
set ON, profile 'ZQS1.NO.SUBSYS.SECURITY' not found 
CSQH024I ZQS1 CSQHINIT CONNECTION security switch 
set ON, profile 'ZQS1.NO.CONNECT.CHECKS' not found 
CSQH024I ZQS1 CSQHINIT COMMAND security switch set 
ON, profile 'ZQS1.NO.CMD.CHECKS' not found CSQH021I 
ZQS1 CSQHINIT CONTEXT security switch set OFF, 
profile 'ZQS1.NO.CONTEXT.CHECKS' found CSQH021I 
ZQS1 CSQHINIT ALTERNATE USER security switch set 
OFF, profile 'ZQS1.NO.ALTERNATE.USER.CHECKS' found 
CSQH021I ZQS1 CSQHINIT COMMAND RESOURCES security 
switch set OFF, profile 'ZQS1.NO.CMD.RESC.CHECKS' 
found CSQH021I ZQS1 CSQHINIT PROCESS security 
switch set OFF, profile 'ZQS1.NO.PROCESS.CHECKS' 
found CSQH021I ZQS1 CSQHINIT NAMELIST security 
switch set OFF, profile 'ZQS1.NO.NLIST.CHECKS' 
found CSQH024I ZQS1 CSQHINIT QUEUE security switch 
set ON, profile 'ZQS1.NO.QUEUE.CHECKS' not found 
CSQH021I ZQS1 CSQHINIT TOPIC security switch set 
OFF, profile 'ZQS1.NO.TOPIC.CHECKS' found

Enable 
security



MQ Security Profiles
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Security Profile Corresponds to… Example of security ON Example of security OFF

MQADMIN or MXADMIN All - ZQS3.NO.SUBSYS.SECURITY

MQCONN Connection security PERMIT ZQS3.BATCH 
CLASS(MQCONN) 
ID(MQSTC,MQUSERS) ACC(READ) 

ZQS3.NO.CONNECT.CHECKS

MQPROC or MXPROC Process security - ZQS3.NO.PROCESS.CHECKS

MQCMDS Command security PERMIT ZQS3.DEFINE.** 
CLASS(MQCMDS) 
ID(MQSTC,MQSYSP) ACC(ALTER) 

ZQS3.NO.CMD.CHECKS

MQQUEUE or MXQUEUE Queue security PERMIT ZQS3.SYSTEM.** 
CLASS(MQQUEUE) RESET 
PERMIT ZQS3.SYSTEM.** 
CLASS(MQQUEUE) ID(MQSTC) 
ACC(UPDATE) 

-

MQNLIST or MXNLIST Namelist security - ZQS3.NO.NLIST.CHECKS 

MXTOPIC Topic security - ZQS3.NO.TOPIC.CHECKS
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Setting up the 
infrastructure 
for TLS

13

© 2025 IBM Corporation



At a high-level
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MQ server 
RACF Cert Auth

MQ.CACERT.CER

Personal certificate MQ CHIN

Signer certificate MQ CA

Client

 

Java Key Store 

Trusted certificate MQ CA

Personal Certificate USER1 
USER1.CERTREQ.CERCA 

Signs

USER1.CERT.CER



On z/OS, generate the signer certificate
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racdcert certauth gencert subjectsdn(CN('MQ CA') 
OU('ATS') O('IBM') C('US')) withlabel('MQ CA') 
keyusage(certsign) notafter(date(2029/12/31)) 

Signer certificate

MQ CA



On z/OS, generate the personal 
certificate
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racdcert id(SYSPROG) gencert subjectsdn(CN('MQ CHIN') 
OU('ATS') O('IBM') C('US')) withlabel('MQ CHIN') 
signwith(certauth label('MQ CA')) 
notafter(date(2029/12/31) 

Personal certificate 

MQ CHIN



Why is the ID SYSPROG?
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racdcert id(SYSPROG) addring(MQCHIN.KeyRing) 

racdcert id(SYSPROG) connect(ring(MQCHIN.KeyRing) 
label('MQ CA') certauth usage(certauth)) 

racdcert id(SYSPROG) connect(ring(MQCHIN.KeyRing) 
label('MQ CHIN') default)
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MQ

server 
MQCHIN 

Key Ring 

 

 SYSPROG

Personal certificate 

MQ CHIN

Signer certificate

MQ CA

z/OS

On z/OS, create keyring and add 
certificates to keyring



List certificates for SYSPROG’s key ring:

racdcert id(SYSPROG) listring(MQCHIN.KeyRing)
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racdcert certauth export(label('MQ CA')) 
dsn(mq.cacert.cer)
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Export the CA certificate to workstation
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1. sftp user1@zos

– cd //’USER1’

– ls /+mode=text

– mget mq.cacert.cer

2. keytool –import –v –trustcacerts –
alias “MQ CA” –file MQ.CACERT.CER 
–keystore USER1.jks Client

  Key Store: USER1.jks

Trusted Cert

MQ CA



On the client-side, generate self-signed 
certificate and export certificate to 
certificate request file to a certificate 
authority 
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1. keytool –genkeypair –alias “USER1” –
dname “CN=USER1, OU=ATS, O=IBM, 
C=US” –keystore USER1.jks –keyalg RSA

2. keytool –certreq –alias “USER1” –file 
certreq.cer keystore USER1.jks

Client

  Key Store: USER1.jks

Trusted Cert

MQ CA
Personal Certificate

USER1 



MQ

server 

Move CERTREQ.CER back to z/OS and 
sign it
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1. sftp user1@zos

– cd //’USER1’

– ls /+mode=text,lrecl=256,recfm=vb,blksize=0

– mput certreq.cer 

2. racdcert id(USER1) gencert(certreq.cer) withlabel(‘USER1’) 
signwith(certauth label(‘MQ CA’)) notafter(date(2029/12/31))

3. racdcert id(USER1) export(label(‘USER1’)) dsn(cert.cer)

Personal Certificate

USER1 

MQ CA



Export signed certificate back to 
workstation, into USER1.jks
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1. keytool –v –import –alias 
“USER1” –file CERT.CER –
keystore USER1.jks

2. keytool –list –keystore 
USER1.jks Client

  Key Store: USER1.jks

Trusted Cert

MQ CA

Personal 

Certificate

USER1 
MQ 

CA

Certificate reply was installed in keystore
[Storing USER1.jks]



At a high-level
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MQ server Client

 

RACF Certificate Authority

Personal certificate MQ CHIN

Signer certificate MQ CA

Java Key Store 

Trusted certificate MQ CA

Personal Certificate USER1 
USER1.CERTREQ.CER

MQ.CACERT.CER

CA 

Signs

USER1.CERT.CER



In labs, we can use self-signed 
certificates

27

© 2025 IBM Corporation

Use this procedure to create a self-signed personal certificate.

1. Generate a certificate and a public and private key pair using the following command:

RACDCERT ID(userid2) GENCERT SUBJECTSDN(CN('common-name') T('title') OU('organizational-unit') 
O('organization') L('locality') SP('state-or-province') C('country')) WITHLABEL('label-name’) 

2. Connect the certificate to your key ring using the following command:

RACDCERT ID(userid1) CONNECT(ID(userid2) LABEL('label-name') RING(ring-name) USAGE(PERSONAL)) 
where:

•userid1 is the user ID of the channel initiator address space or owner of the shared key ring.
•userid2 is the user ID associated with the certificate and must be the user ID of the channel initiator 
address space.
userid1 and userid2 can be the same ID.
•ring-name is the name you gave the key ring in RACDCERT ID( userid1 ) ADDRING( ring-name )
•label-name must be either the value of the IBM® MQ CERTLABL attribute, if it is set, or the 
default ibmWebSphereMQ with the name of the queue manager appended. 



In production, its required to use 
personal certificates
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To apply for a personal certificate, use RACF as follows:

1.Create a self-signed personal certificate. This certificate provides the request with the attribute values for the Distinguished 
Name.

2.Create a PKCS #10 Base64-encoded certificate request written to a data set, using the following command:

RACDCERT ID(userid2) GENREQ(LABEL(' label_name ')) DSN(' output_data_set_name ') 
where

•userid2 is the user ID associated with the certificate and must be the user ID of the channel initiator address space
•label_name is the label used when creating the self-signed certificate

3. Send the data set to a Certificate Authority (CA) to request a new personal certificate.

4.When the signed certificate is returned to you by the Certificate Authority, add the certificate back into the RACF database, 
using the original label, as described in Adding personal certificates to a key repository on z/OS.

https://www.ibm.com/docs/en/SSFKSJ_9.2.0/com.ibm.mq.sec.doc/q013120_.html


Channel 
encryption
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At this point, we have our certificate set 
up, but now we need to configure MQ to 
use the certificate for channels
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1. Modify RACF key 
ring (SSLKEYR) to 
be accessed for 
personal and 
certificate authority 
digital certificates

2. Modify the number 
of SSL sub tasks 
(SSLTASKS) for 
processing SSL 
calls

3. Restart CHINIT 
address space



Specify client keystore location on MQ 
Explorer
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Specify SSL CipherSpec
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CipherSpec must be 
consistent on both 
ends of a TLS 
connection



Create channel USER1.SSL.SVRCONN 
under queue manager ZQS1
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Create channel authentication record 
under queue manager ZQS1
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Channel 
authentication records 
allow you to specify 
how inbound 
connections to the 
queue manager 
should be allowed or 
blocked, based on 
identities



Create a new remote connection to 
queue manager ZQS1
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Woo-hoo!!! 
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Clientz/OS

Client Application

Comparing Channel Encryption to AMS

Queue
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AMS Encryption

GET via channel using SSL/TLS

Channel Encryption

What does this mean? You have to take into account what you’re using for security when the data is at-rest
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Advanced message 
security Integrity protection is provided by digital signing, 

which provides assurance on who created the 
message, and that the message has not been 
altered. 

Privacy protection is provided by a combination 
of digital signing and encryption. Encryption 
ensures that message data is viewable by only 
the intended recipient, or recipients. 

Confidentiality protection is provided by 
encryption only



AMS Security Policies
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Policies enable us to 
control on a per-queue 
level, message integrity, 
privacy, encryption and 
get access

Example policies:

setmqspl -m ZQS1 

-p AMSDEMO.INTEGRITY.QUEUE 

-s MD5 

-e NONE 

-a CN=USER1,O=IBM,C=US 

setmqspl -m ZQS1 

-p AMSDEMO.PRIVACY.QUEUE 

-s MD5 

-e AES256 

-a CN=USER2,O=IBM,C=US 

-r CN=USER2,O=IBM,C=US 

dspmqspl -m ZQS1 -p AMSDEMO.INTEGRITY.QUEUE 

dspmqspl -m ZQS1 -p AMSDEMO.PRIVACY.QUEUE 



Data set encryption
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Encrypts at-rest data 
in bulk, performing 
efficiently at speed 
and for low-cost. 

Data set type Considerations

Active and archive 
logs

4 encrypts and 1 decrypt per message for 
dual logging

Page set I/O Depends on types of I/O done to the page 
set, namely GETs, Immediate WRITEs, 
and WRITEs

SMDS Encryption costs mainly charged to 
application. Decryption costs mainly 
incurred to QM MSTR; Sufficient buffers 
can help with encryption costs



Performance considerations
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How can you manage costs?

1. Change re-negotiation frequency to 
change keys less often

2. Encryption level via CipherSpec

3. Channel start/stop versus long running 
channels

4. Cost versus data security

5. Consider the use of channel compression

6. Running on the latest possible hardware

7. Offloading work onto Crypto Express 
cards

When do you pay for encryption?

1. Starting and stopping of a channel

2. Re-negotiation of secret key

3. Cost of encryption and decryption of data 



TLS 1.3
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The Transport Layer Security (TLS) 1.3 protocol is a major 
rewrite of prior TLS protocol standards.

In z/OS 2.4, System SSL added support for the TLS 1.3 protocol in 
order for z/OS applications to take advantage of the security 
updates.

1. All handshake messages after the initial client and 
server handshake messages are now encrypted. 

2. Encrypted handshake messages are presented as 
payload messages and must be decrypted in order to 
determine whether the message is a handshake, 
payload or alert message.

3. The RSA key exchange is no longer supported. It was 
replaced with Elliptic Curve DiffieHellman Ephemeral 
(ECDHE), which provides forward secrecy.

4.  Prior to TLS 1.3, the negotiated key exchange was 
part of the cipher suite. In TLS 1.3, the negotiated 
key exchange is no longer part of the cipher suite 
and is negotiated separately.



What about quantum?
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What can you do? 

1. Upgrade to TLS 1.3

2. Consider your management of 
certificates so you don’t become 
overwhelmed

3. Use AES-128 (or higher) within AMS 
policies and the TLS Cipher Spec.

4. Use SHA-256 (or higher) within your AMS 
policies and the TLS Cipher Spec.

What’s at risk?

Asymmetric encryption. IBM MQ uses 
asymmetric encryption in:

• TLS communication

• Password protection

• Advanced message security
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Channel encryption – securing 
communication 

Advanced message security – security end-
to-end

Data set encryption – securing data sets

Performance considerations and what’s new



More resources
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Getting SSL to work with MQ 
for z/OS | Colin Paice

IBM Documentation

IBM Docs | Planning for AMS

MP16: Capacity Planning & 
Tuning Guide

IBM WSC GitHub

IBM MQ Performance Report | 
AMS performance

https://colinpaice.blog/2021/02/17/getting-ssl-tls-to-work-on-mq-on-z-os/
https://colinpaice.blog/2021/02/17/getting-ssl-tls-to-work-on-mq-on-z-os/
https://www.ibm.com/docs/en/ibm-mq/9.4.x?topic=ssltls-working-zos
https://www.ibm.com/docs/en/ibm-mq/9.2.x?topic=zos-planning-advanced-message-security
https://ibm-messaging.github.io/mqperf/mp16.pdf
https://ibm-messaging.github.io/mqperf/mp16.pdf
github.com/ibm-wsc
IBM MQ Performance Report | AMS performance
IBM MQ Performance Report | AMS performance
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