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Introduction

Planning for full system and incremental backup capabilities is an integral part of the migration
plan for many customers migrating workloads to Linux on z Systems. Depending on the
configuration of the System z environment, customers can select to use a z/VM specific strategy,
a Linux specific strategy, or a combination of the two for their backup plan.

z/VM centric solutions can provide three types of backups:

e File level backup and recovery of CMS data. This is useful when you need to recover a
file (or small number of files) due to administrative or operational errors. Having file
level backups of the z/VM hypervisor may be critical in reducing or preventing an outage
associated with the hypervisor, which affects the availability of all guest systems.

e Image level backup and recovery of z/VM systems. This is useful when you need to
recover an entire minidisk or an entire DASD volume due to administrative or
operational errors, hardware issues, or disaster recovery situations.

e Image level backup and recovery of Linux guests. These provide for faster recovery in
the event of a major failure of a Linux guest or system-wide disaster. For example, you
need to restore an entire minidisk owned by a Linux guest, an entire guest, or one or more
DASD volumes owned by a Linux guest.

Linux centric solutions can provide file level backup and recovery for Linux guest systems — the
solution (or its client) is running in Linux and understands the file system. Again, this
functionality is useful when you need to recover a file (or small number of files) due to
administrative or operational errors.

By including a combined z/VM and Linux solution in your backup strategy, you can support:
e File level backup and recovery of z/VM data
¢ File level backup and recovery of Linux data
e Image level backup and recovery of both z/VM and Linux systems

IBM offers products to support these sometimes different and sometimes complementary
strategies. This paper provides a brief outline of IBM Backup and Restore Manager for z/VM
and Spectrum Protect (Spectrum Protect), and their functions specific to the zZVM and Linux on
z Systems environment. It positions these two products within a backup and restore strategy for
that environment.

IBM Backup and Restore Manager for z’VM

Backup and Restore Manager for z/VM enables customers to back up and restore data in the
z/VM environment, including systems running as guests of z/VM.

As a z/VM centric solution, Backup and Restore Manager for z/VM provides the ability to:
* Back up and restore CMS and non-CMS data.

* Back up data to disk or tape.

* Use either a full panel interface or a batch interface to restore data.

* Invoke Backup and Restore Manager routines from your REXX applications.
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With Backup and Restore Manager for z/VM, it is possible to not only back up Linux virtual
machines on supported DASD types, but to back up the z/VM hypervisor and its sub-systems at
the z/VM system level. While data loss for a Linux guest machine is limited to the scope of that
guest, data loss at the z/VM hypervisor level can impact all guest machines in that z/VM
environment. With Backup and Restore Manager for z/VM, the system files, TCP/IP
configuration information, user directory, DIRMAINT, log files, and other significant
components of the z/VM environment can be backed up and restored as necessary. Because
Backup and Restore Manager is running in z/VM, it can back up z/VM data while the system is
running.

Supported Data Types and Target Media During Backup (Figure 1):
Backup and Restore Manager enables you to back up and restore the following types
of data:
e Files on CMS formatted minidisk or in SFS (Shared File System)
e Raw image dumps of non-CMS data on minidisk
e Raw image dumps of CKD (Count Key Data) volumes, including those containing z/OS,
Linux on z Systems, and z/VSE data
e Raw image dumps of FBA (Fixed-Block Architecture) DASD devices

Backup and Restore Manager enables you write the backup data to various media during the
backup operation

e Tape — each worker virtual machine in Backup and Restore Manager will mount a single
tape and write the appropriate backup data to it

e Twin Tapes — each worker virtual machine in Backup and Restore Manager will mount
two tapes during the backup and write the same data to both tapes. If one tape reaches
end of tape, Backup and Restore Manager will force end-of-tape processing on both tapes.
The result is two sets of tapes (perhaps one for on-site storage and one for off-site storage)
with the same start and end points on each tape.

e Dual Tapes — each worker virtual machine in Backup and Restore Manager will mount
two tapes during the backup and write the same data to both tapes. Each tape will be
used to its capacity. The result is two sets of tapes (perhaps one for on-site storage and
one for off-site storage) with the same set of data, but the number of tapes in each set
might be different. For example if you have one tape device that uses larger capacity
tapes then there will be fewer tapes in the set created on that device.

e Minidisk — each worker virtual machine in Backup and Restore Manager will write the
appropriate backup data to an available minidisk, based on the list of minidisks defined in
a disk pool.

e Shared File System (SFS) — each worker virtual machine in Backup and Restore Manager
will write the appropriate backup data to an SFS file space, based on the list of file spaces
specified in a disk pool.

e DDR Tape — Minidisks and ECKD DASD volumes can be backed up to a set of tapes
that are compatible with the z/VM DDR facility. DDR can then be used to restore the
data when a full z/VM system (with Backup and Restore Manager installed) is not
available.
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Figure 1

If the Linux systems are installed and maintained on these supported minidisks or DASD
volumes, full Linux system backups can be accomplished using Backup and Restore Manager for
z/VM. Because Backup and Restore Manager is not running in the Linux guest (it is just backing
up data on DASD) you must choose between:

o Shutting each guest down before performing the backup. This will ensure that all
pending I/Os which Linux had in virtual storage have been completed.

o Understanding and accepting the risk that the data on DASD may not reflect the
true state of the Linux guest when it was backed up. For some customers this risk
can be reduced by quiescing or stopping the application(s) running in the Linux
guest. You can compare this risk to “pulling the plug” on a distributed Linux
server — the state of the server on re-boot will be the state of the DASD at the time
the plug was pulled and will not include any pending I/Os that were in virtual
storage.

Supported Media During Restore (Figure 2):
Backup and Restore Manager supports the following types of source media for restoring data that
has been backed up:
e Tape — restoring data previously backed up to tape volumes on any tape device supported
by z/VM
o CMS files - restoring data previously backed up to minidisks
e SFS files - restoring data previously backed up to a file space in SFS
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Backup and Restore Manager supports the following types of target media for restoring data that
has been backed up:

e SFS — the data is restored directly to the SFS file space specified on the restore request.

e Minidisk — the data is restored directly to the minidisk specified (owner and virtual
device address). Note that Backup and Restore Manager must be able to obtain an
exclusive write link (WR) to the minidisk in order to do the restore. Spool — the requested
data is sent from the backup source to the specified user ID as a spool file or set of spool
files.

e DASD volume — the data is restore directly to a full volume minidisk specified by owner
and virtual device address.

Restore Data and Media
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Figure 2

File level backup and restore of z/VM system files and other CMS guest machines helps protect
system and sub-system files from administrative and operational errors as well as hardware or
environmental failures. While Backup and Restore Manager is able to back up and restore CMS
and SFS data at the file level, it is only able to back up and restore the data stored on Linux file
systems at the device track level, often referred to as image level backups.

IBM Backup and Restore Manager for z/VM provides the ability to fully support a z/VM centric
backup and restore policy for the z/VM system components as well as full backup of the Linux
on z Systems virtual machines residing on supported minidisks or DASD volumes. File level
backup and restore of the Linux environment will not be realized from this z/VM centric solution.
Instead, a solution such as IBM Spectrum Protect can be used and is discussed below.
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More information on IBM Backup and Restore Manager can be found at:
http://www.ibm.com/software/products/en/backup-restore-manager-for-zvm

IBM Spectrum Protect (Spectrum Protect)

Spectrum Protect is a centralized, policy-based, data backup and recovery suite of products. This
suite enables insert and retrieval of objects through backup, archival, space management, restore,
recall, and retrieval methods. Spectrum Protect scales from small to very large installations,
ranging from desktop computers through mid-range UNIX servers all the way up to System z
mainframes.

Components/Architecture (Figure3):

Spectrum Protect is made up of several different components. The major components include:
Spectrum Protect Server, Spectrum Protect Client, Spectrum Protect Storage Agent, and
Spectrum Protect Administration Center. Each of these components performs an important
function to a Spectrum Protect system. For the purposes of this paper, Spectrum Protect is a
Linux centric solution and “Spectrum Protect” will refer to the major components as a whole.
Specific components will be uniquely identified as appropriate for clarity.
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Figure 3

Spectrum Protect uses a client server architecture. In the zZVM and Linux on z Systems
environment, the Spectrum Protect client would reside on a Linux guest, and the Spectrum
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Protect server would reside on any of the many supported platforms including z/OS, Linux on z
Systems, and numerous other platforms with connectivity to the Spectrum Protect clients.
Spectrum Protect does not support any of its components directly on the z/VM system. To
perform file level backups of Linux on z Systems data, the Spectrum Protect client must reside
on each Linux guest for which file level backups are needed.

The Spectrum Protect server is the brains of the architecture for backup and archive. It is based
on a relational database and transaction log. The transaction log tracks the metadata about what
is backed up, where it is stored, what are the policies, schedules, administrators, etc. The
transaction log enables a two phase commit, which not only protects the integrity of the database,
but also allows for interrupted backups and restores to be restarted.

The relational database enables data moves from one type of storage pool to another,
retroactively updating data that has already been backed up when a policy changes, managing
data to the file level, scheduling client or administrative processes, and reclaiming expired
“dead” space on supported devices. Storage pools can be created from any storage hierarchy.
This allows for flexibility and longevity and more importantly faster backup and restores. See
Figure 4 below.
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Figure 4

Spectrum Protect can support a Linux centric backup and restore policy and provides robust
components to enable progressive incremental file level backup and restore of Linux for System
z file systems. Because the Spectrum Protect client runs in Linux, it can function while the
Linux guest is up and running. Spectrum Protect can support an Enterprise focused solution
across many operating systems. This allows Spectrum Protect to include zBX servers in a
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customer’s backup and restore strategy for zEnterprise systems. However, Spectrum Protect
does not have visibility to the z/VM system or its non-Linux based components.

More information on IBM’s Spectrum Protect can be found at:
http://www.ibm.com/software/products/en/tivostormana/

A More Complete Strategy

Most new z/VM installations are implemented to support Linux on z Systems virtual machines.
However, the strength of this implementation is realized from the power of the z/VM hypervisor
functionality as well as the strength and flexibility of the Linux virtual machines themselves and
their interaction throughout an Enterprise. Loss of systems or their data at either level could be
catastrophic to a business.

By using both Backup and Restore Manager and Spectrum Protect, full recovery at any level is
possible.

Backup and Restore Manager for z/VM provides
e File level backup and recovery of z/VM (CMS) data
e Image level backup and recovery of z/VM systems
e Image level backup and recovery of Linux guests

Spectrum Protect provides
¢ File level backup and recovery of Linux data

Example Scenario: Disaster Recovery (DR) scenario with the restoration of a complete z/VM
system and its Linux virtual machine(s) at a remote DR site. It is the authors’ intent that this
simplistic and brief scenario is sufficient to discuss the differentiation in the as well as the
potential complementary solution without a need of belaboring the reader in additional details.

IBM Backup and Restore Manager for z/VM only:

To recover, the z/VM systems and its virtual machines are restored to disk from their last full
backup. All CMS and SFS related files are restored from their most recent incremental backups.
The Linux virtual machines are restored from their last full backup. It is from this point that the
z/VM and Linux environment is again operational. Any updates to the Linux virtual machines
since their last full backup are not recoverable in this scenario.

Spectrum Protect only:

To recover, a new z/VM system must be installed and made operational. The z/VM system is
then manually customized to the customer’s unique configuration including the user directory to
support the Linux virtual machines that have been backed up by Spectrum Protect. Alternatively,
the z/VM system is restored from DDR tape backup from the last full backup of the z/VM

system and any incremental changes are manual implemented. The Linux virtual machines are
recreated and Spectrum Protect client is installed. Using Spectrum Protect, incremental updates
are restored to the Linux virtual machines to bring them current in the DR site.
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Combining Backup and Restore Manager with Spectrum Protect (Figure 5):

To recover, the z/VM full backup is restored in the DR site. Backup and Restore Manager brings
the z/VM system current restoring the incremental backups on top of the last full backups.
Backup and Restore Manager also restores the Linux virtual machines to their last full backup
state. More importantly, these Linux virtual machines were backed up with the Spectrum Protect
client already installed, so when Backup and Restore Manager recovers them, the Spectrum
Protect client is available. The Spectrum Protect client executes its incremental restorations to
bring the Linux virtual machines current in the DR site.

Using Backup and Restore Manager with Tivolf Storage Manager

Choose the solution that meets your needs — or combine for file recovery and DR
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Summary

By combining Backup and Restore Manager for z/VM and Spectrum Protect, a comprehensive
backup and recovery solution for both the z/VM and Linux environments can be provided.
Disaster-level backup and recovery is available for both z/VM and the Linux guests. The Linux
virtual machines are backed up as part of the z/VM system on which they are hosted. Equally,
the Spectrum Protect client code is backed up with the Linux virtual machines allowing the
Spectrum Protect solution to perform its needed functions as soon as the Linux virtual machine is
again operational. In addition, file level backup and recovery is also available for both z/VM and
the Linux guests providing easier recovery from operational errors.
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