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Alerts in IBM® Guardium® Data Protection?

• Alerts notify administrators about potential security or 
compliance issues.

• Triggered by specific conditions or patterns in monitored 
data.

• Requirement:

• Detect unauthorized access or data misuse

• Ensure compliance with regulatory standards

• Enable timely incident response

• Automate monitoring across large environments



Types of Alerts? 

• Correlation Alerts

• Not real-time

• Triggered by scheduled queries

• Based on Anomaly detection

• Also called threshold alerts
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Notification Mechanisms

MAIL: Addressed to Guardium users, and will be 
sent via the SMTP server configured for Guardium

SNMP: Sent to the trap community configured for 
the Guardium appliance. 

CUSTOM: Alert message and timestamp passed to a 
set of user-written notification handlers, 
implemented as Java classes

SYSLOG: Written to syslog. This can be configured 
for external repository integration (QRadar)

TICKET: External Ticketing System Integration.



What is real-time alert?
• Real-Time Alerts 

• Real-time 

• Triggered immediately when a rule condition is met

• Inspection engine involved here

• Collector generated (because policy works on 

collector only)

• Example: send an alert if a client ip is not present in the 

authorized client ip group.
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Alert Action Description Use Case

Alert Daily Sends a notification only the first time 
the rule is matched each day.

Ideal for recurring events where daily 
awareness is sufficient.

Alert Once Per Session Sends a notification only once per 
session, even if the rule is matched 
multiple times.

Useful when monitoring bulk 
operations to avoid alert flooding.

Alert Only Sends messages to /var/log/messages 
(for syslog) or to the MESSAGE table 
(for other types). Does not notify of 
policy violations.

Best for alerting only. No logging in 
violations at all

Alert Per Match Sends a notification every time the rule 
is satisfied.

Suitable for critical conditions requiring 
immediate attention.

Alert Per Time Granularity Sends notifications once per logging 
granularity period (e.g., hourly).

Useful for periodic monitoring without 
excessive alerts.

Alerting Actions:



Real-time alert in action:



▪ Not real-time

▪ Purpose: Detect anomalies such as 
excessive SQL errors or login failures etc.

▪ Mechanism: Correlates events using queries 
that track thresholds over time.

▪ Trigger: Alerts are generated when defined 
thresholds are met.

▪ By default, does not log a policy violation 
(but can)

▪ Notification via SMTP, SNMP, Syslog, custom, 
tickets.

▪ Anomaly detection engine executes alerts

▪ Example: too many login failures to DBs in a 
defined time window

What is Correlation Alert?

condition in query met and 
alert action triggered by 

anomaly detection

Audit data in the 
Guardium appliance 

database

Anomaly detection checks for 
active alerts. 

Runs the alerting query if it’s 
time based on polling interval 

and run time frequency.

APPLIANCE



Key Components of a Correlation Alert

Query 

• must contain a timestamp and count
• limit of 30 fields
• complex queries are expensive

Alerter

• must be active
• define frequency at which alerter 

checks for and sends messages
• configure SMTP, SNMP

Alert Builder

• select query to be used
• define alert parameters

Anomaly Detection

• must be active
• creates and saves, but does not send 

notifications
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Creating a Correlation Alert

4

3

5

6

7

1
2

query must contain 
count and timestamp

Anomaly Detection 
+

Active Alerts



Anomaly Detection & Run Frequency

Polling interval should be smaller than the 
smallest “Run Frequency”



Message Template

17



Build & Run Correlation Alerts



Audit Process

• A structured workflow in IBM Guardium for managing 

compliance tasks

• Automates steps like:

• Asset discovery

• Vulnerability assessment

• Monitoring and reporting

• Ensures alignment with privacy, governance, and 

regulatory standards

• Built using the Audit Process Builder

• Supports role-based access, scheduling, and export 

options (CSV, Syslog, CEF)

• Centralized tool for managing audit workflows

• Supports compliance tasks: discovery, assessment, 

monitoring, reporting

• Automates processes for privacy, governance, and 

regulatory needs

• Export options: Syslog, CSV, CEF

• Archiving via Investigation Center

Audit Process Builder

The results of each audit process, including the 
review, sign-off trails, and comments, can be 

archived and later restored and reviewed through 
the Investigation Center (if enabled)



Audit Process (continued)
Elements of an Audit Process

• process definition
• set of tasks
• distribution plan
• schedule
• workflow/ events & sign-off
• reports, export & archive



Audit Process Scheduling

Aggregators are the 
best place to run 
audit processes



Build Audit Process & Execution



Adhoc Audit Process



References:
Alerts: https://www.ibm.com/docs/en/gdp/12.x?topic=system-alerts

Creating Real-time alerts: https://www.ibm.com/docs/en/gdp/12.x?topic=alerts-creating-real-time-alert

Managing Correlation Alerts: https://www.ibm.com/docs/en/gdp/12.x?topic=protect-managing-correlation-alerts

Guardium Administrator Responsibilities: https://www.ibm.com/support/pages/system/files/inline-
files/Guardium%20Administrator%20Responsibilities%20Guide%20v2.pdf

Guardium Redbook: https://www.redbooks.ibm.com/redbooks/pdfs/sg248129.pdf

Alerting Rule Actions: https://www.ibm.com/docs/en/gdp/12.x?topic=actions-alerting-rule

Predefined Admin reports: https://www.ibm.com/docs/en/gdp/12.x?topic=reports-predefined-admin

Investigation Center: https://www.ibm.com/docs/en/gdp/11.5.0?topic=data-restoring-viewing-audit-results-in-investigation-center

Message Template: https://www.ibm.com/docs/en/gdp/12.x?topic=profile-alert-message-template
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