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Revision date - Monday, 6 June 2022

This edition applies to IBM z/OS Configuration Assistant running in zZOSMF on z/OS
V2.4.

Attention:

Information in this document was developed in conjunction with use of the equipment
specified, and is limited in application to those specific hardware and software products
and levels.
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Part 0: Lab Description for Defense Manager Daemon
(DMD)

Each student ZOSn (MVS) system has two TCP/IP stacks running in it.

The basic TCPIP stack belonging to the instructors is named TCPIP1. The TN3270
procedure that has affinity to the instructor TCPIP1 is named TN3270. The FTP
procedure that has affinity to TCPIP1 is named FTPCCL(1).

In our labs you use TCPIP1 for basic maintenance on ZOSn until you have finished
building your own student TCP/IP stacks and procedures. You will telnet into TCPIP1 to
reach ISPF and UNIX for building the procedures that should run together with the
student TCP/IP stack.

The student TCP/IP stack is named TCPIPT. The students customize this stack and not
the instructor “maintenance” stack. The students also customize any other procedures
that are part of the security labs and that are to have affinity with TCPIPT.

ZNET Security Workshop Copyright IBM Corporation 2023
L17 LZCS301 DMD 05.docx Page 4 of 16



Securing and Encrypting Network Traffic to zZOS Communications Server with Policy

Agent

Overview of this LAB: Defense Manager Daemon (DMD)

TN3270 FTPCCL(1) FTPT(1) TN3270T IKED NSSD
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TCPIP1 SYSLOGD TCPIPT el
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— FTP (Lab LO7)
— TRMD (Lab L10)

Stacks

— SYSLOGD (Lab L02)
PAGENT (Lab LO3)
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NSSD (Lab 17)
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Z0Sn

TCPIPT
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gt

0OSA 192.168.20.9n/24

. ipsec —F add srcip 192.168.215.114 mode
simulate lifetime 10 —N blockping —p TCPIPT

You will use the z/OS IBM Configuration Assistant tool to create a DMD configuration
file. You will install it into your ZOSn system, start the DMD, load an IP filter with the
ipsec command, and test it.

The lab only has a single section:
o Part 1: Defense Manager Daemon (DMD)
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Part 1: Defense Manager Daemon (DMD)

IMPORTANT: Screen captures are APPROXIMATE
EXAMPLES of what you may see. Always follow the lab
instructions for what to enter on the tool screens and ignore the
entries in the EXAMPLE unless you are told to use those entries.

Connect to the z/0OS IBM Configuration Assistant in zZ OSMF on

Z0S1

1. Open a Web Browser window and go to URL:
https://192.168.20.81:443/zosmf

2. Logon using your Team Information Sheet to determine your z/OS User ID and
password (the same ones as your TSO logon to your z/OS system).

3. Expand the “Configuration” section in the list on the left side of the page if it is not
already expanded (“>" means it is not expanded and “V” means that it is already
expanded), and click on “Configuration Assistant” which is the only option in the
expanded section.

4. Use the pull-down if necessary to select your team’s backing store file and click on
the Open button.
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Create Defense Manager Daemon (DMD) Configuration File

Use the technology pull-down to select DMD.
Use the radio button beside you ZOSn image.
Use the Actions pull-down to select Properties...
Select the System Image Settings tab.

alb e

) = @ =
BB 18M z/0S Management Facility X 4
< C A Notsecure | 192.168.20.81/zosmf/NavigationTree,sp * O @ :
i Apps @ YouTube Bg Translate @ News mported [ Yahoo
N {‘ IBM 2/0S M: t Facili A
k\ﬁ. 2l lanagement Facility Welcome ~ user21 | ®
Welcome Welcome Network Configu...
Notifications
Workflow Editor Network Configuration Assistant (Home) » DMD » 2/OS System Image Help
v Configuration Properties for z/OS System Image
Network Configuration Assistan = &
General  System Image Settings
» Links
» ZIOSMF Settings * Directory for DMD to store persistent data
fvaridmlfiters
Refresh

Syslog level
() Level 0 - No logging
®) Log the following trace levels:
W Level 1 - Minimum
W Level 2 - Connects and disconnects
) W Level 4 - DVID fiter updates
[] Level 8 - For IBM Services. Warning: May cause performance degradation. Use only for diagnosing problems under the direction of IBM service

oK Cancel

5. DMD requires a directory location for persistent data. The default is /var/dm/filters
and may have been created for you in this class.

OK

Use the radio button beside the TCPIPT stack under your ZOSn image.

8. Use the Actions pull-down to select Properties...

—
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9. Select Stack Settings tab.

Agent

R 18M z/0S Management Facility X+
<« C A Notsecure | 192.168.20.81/zosmf/NavigationTreejsp
i Apps @8 YouTube Bg Translate @ News mported [ vahoo

ST =
IBM 2/0S Management Facili
BUA - g

Welcome  user21 | ®

Welcome Welcome Network Configu...

Notifications
Network Configuration Assistant (Home) » DMD » TCP/IP Stack

Properties for TCP/IP Stack

Workflow Editor
~ Configuration

Network Configuration Assistar

Stack  Stack Settings

> Links
Select defensive filter mode:
(® Active - enforce fitters
©) Simulate - only log fiter matches
© Inactive - no fitering

» zIOSMF Settings

Refresh

* Maximum filter lifetime: | 1440 (minutes)

[] Limit logging
* Average limit in 5 minute interval: | 100
4
Enter IP Addresses or subnets to exclude from filter matches:

IP Address

Total: 10 Selected: o

Help

10. The default setting, Active, is to discard packets that match the Defensive IP Filter.

11. OK

12. Use the Actions pull-down to select Install Configuration Files
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13. Use the Actions pull-down to select Install...
m BM z/0OS Management Facility X -+
< C' A Notsecure | 192.168.20.81/zosmf/NavigationTree. jsp
5 Apps @ YouTube B Translate @&y News mported §g Yahoo
m IBM z/03 Management Facility
NN 9
Welcome Welcome Network Configu...
Notifications
Waorkflow Editar Network Configuration Assistant (Home)} » DMD » C
» Configuration Install File for Default.ZOS2
Network Configuration Assistan * Install file name:
U fu/user21/dmd.conf
» zIOSMF Settings Installatlen mlethfc_ndl

14. Enter Install file name /u/usernx/dmd.conf.
15. Go, OK, Close, OK, Close.

Install DMD Configuration File

NSSD requires several RACF steps as outlined in the “IP Configuration Guide” manual.
All the required RACF steps have been done for you in this class.
1. Using a PCOMM session, logon to Telnet at the ZOSn TCPIP1 stack using your
userid USERnx.
a. Connect to 192.168.20.8n
b. TSO USERnx and enter password
2. Go into the ISPF Primary Menu.
a. Enter ISPF
3. Go to the TSO Command input panel.
a. =6
4. Display the user ID that is associated with the JCL Started Procedure.
a. LISTUSER (DMD) OMVS
b. RLIST STARTED DMD.* STDATA
5. If SYSI.PARMLIB is being protected you must add a PERMIT for user ID DMD.
We have not protected SYS1.PARMLIB on your test systems.
6. The ipsec command may be defined to RACF SERVAUTH Class.
a. Please see the manuals for further information.
7. Display the DMD JCL procedure.
a. =34
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b. SYS1.PROCLIB
c. View the file DMD.
d. The proc was copied from the TCPIP sample directory SEZAINST and was not
customized at all.
8. Is an environment file specified in the DMD proc?
9. Is the DMD configuration file specified in the DMD proc?
10. What DMD configuration file will be used?
11. Exit viewing the DMD proc.
a. PF3
12. Copy the DMD configuration file to the location in the server search order.
a. =0
b. 4
c. su
d. cp dmd.conf /etc/security/dmd.conf
13. Check for the directory location for persistent data.

a. cd /var/dm/filters
b. Ifthe above directory exists you can skip the next steps to create it.
c. cd /var
d. mkdir dm
e. cddm
f. mkdir filters
14. Exit out of OMVS.
a. exit
b. exit
c. Enter
ZNET Security Workshop Copyright IBM Corporation 2023
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Test DMD
1. Start DMD.
a. =D.LOG
b. /S DMD

2. Look at the active programs listed in the bottom right corner of your computer screen.
You will notice the icon for the Cisco AnyConnect Client that you are using for VPN
access to the mainframe network. I have pointed it out below with a red arrow.
Double click on the icon to find your PC’s Client Address in the VPN network. You
will use this IP address to create a Defensive IP Filter on your ZOSn.

11:31 AM

® -~ w i @ 7] 7z Ux
L WOESVITSIaEH= i L]

3. Click on the gear shaped icon on the Cisco AnyConnect client window. I have
pointed it out below with a red arrow.

’;}» Cisco AnyConnect Secure Maobility Client = X

ﬂ""_no VPN:

l Connected to ssl.wsc.ihost.com.

ssl.wsc.ihost.com Disconnect

01:02:00:00 IPv4
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4. Get your local PC IP address in the 192.168.0.0/16 lab subnet from the Advanced
window.

\"S Cisco AnyConnect Secure Mobility Client

cisco  AnyConnect'Secure"Mobility Client

Preferences Statistics Route Detils  Firewall

Message History

Connection Information
State:
Tunnel Mode (IPv4):
Tunnel Mode (IPv6):
Dynamic Tunnel Exclusion:
Duration:
Session Disconnect:

Address Information
Cient (IPv4):
Client (IPv6):
Server:
Bytes
Sent:
Received:

Connected
Split Include
Drop All Traffic
None
01:02:05:31
None

192.168.215.181
Not Available
63.90.229.131

=

10501859
64049981

-

Open a Command Prompt window on your PC.

a. The location may vary but one possible location is:

Start >>> All Programs >>> Accessories >>> Command Prompt
Ping your ZOSn TCPIPT system.

a. ping 192.168.20.9n

7. Return to your PComm session window.
8. Return to OMVS to enter Defensive IP Filter and test it.
a. =0
b. 4
C. su
9. Enter Defensive IP Filter.
a. ipsec -F add srcip 192.168.215.181 mode simulate lifetime 10 -N

blockping -p TCPIPT
i. where 192.168.215.181 is your Client Address that you retrieved from the
Cisco AnyConnect client panel in the previous step.

ZNET Security Workshop
L17 LZCS301 DMD 05.docx

Copyright IBM Corporation 2023
Page 12 of 16



Securing and Encrypting Network Traffic to zZOS Communications Server with Policy

10.

11.

12.

13.

14.

15.

Agent

Return to your Command Prompt window on your PC and enter the Ping again (Up
arrow will retrieve your last command).

a. ping 192.168.20.9n

Return to your PComm session window.

a. obrowse /var/CSLOG/ipsec.log (if you have completed lab L12)

b. obrowse /var/CSLOG/syslogall.log (if you have NOT completed lab L.12)

c. Near the bottom of the log you should find messages:

d. EZD17221 Packet would have been denied by defensive filter...

Exit out of obrowse.

a. PF3

Change the filter to discard packets.

a. ipsec -F update mode block lifetime 10 -N blockping -p TCPIPT
Return to your Command Prompt window on your PC and enter the Ping again (Up
arrow will retrieve your last command).

a. ping 192.168.20.9n

b. Now you ‘should’ get message “Request timed out.”

Return to your PComm session window.

a. obrowse /var/CSLOG/ipsec.log

b. Near the bottom of the log you should find messages:

c. EZD17211 Packet denied by defensive filter...

16. Exit out of obrowse.
a. PF3

17. Display all the Defensive IP Filters.
a. ipsec -F display -p TCPIPT

b. Example:

# ipsec -F display -p TCPIPT

Stack Name:

CS V2R1 ipsec

TCPIPT Wed Apr 29 09:58:29 2015

Primary: Defensive Filt Function: Display Format: Detail
Source: Stack Scope: n/a TotAvail: 95
Logging: n/a Predecap: n/a DVIPSec: n/a

NatKeepAlive: 20
Defensive Mode: Active

FIPS140: n/a

FilterName: blockping
FilterNameExtension: 1
GroupName : n/a
LocalStartActionName: n/a
VpnActionName: n/a
TunnelID: n/a

Type: Defensive
DefensiveType: Stack
State: Active
Action: Defensive Block
Scope: Local
Direction: Inbound
OnDemand: n/a
SecurityClass: 0
Logging: All
LogLimit: 0
Protocol: All
ICMPType: n/a
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ICMPTypeGranularity: n/a
ICMPCode: n/a
ICMPCodeGranularity: n/a
OSPFType: n/a
TCPQualifier: n/a
ProtocolGranularity: n/a
SourceAddress: 192.168.215.114
SourceAddressPrefix: n/a
SourceAddressRange: n/a
SourceAddressGranularity: n/a
SourcePort: n/a
SourcePortRange: n/a
SourcePortGranularity: n/a
DestAddress: 0.0.0.0
DestAddressPrefix: 0
DestAddressRange: n/a
DestAddressGranularity: n/a
DestPort: n/a
DestPortRange: n/a
DestPortGranularity: n/a
OrigRmtConnPort: n/a
RmtIDPayload: n/a
RmtUdpEncapPort: n/a
CreateTime: 2015/04/29 09:55:42
UpdateTime: 2015/04/29 09:55:49
DiscardAction: Silent
MIPv6Type: n/a
MIPv6TypeGranularity: n/a
TypeRange: n/a
CodeRange: n/a
RemoteIdentityType: n/a
RemoteIdentity: n/a
FragmentsOnly: No
FilterMatches: 4
LifetimeExpires: 2015/04/29 10:05:49
AssociatedStackCount: n/a

KRR A AR A AR AR A AR A A A A A A A A A A AR A A I A A I A A AR A AR A AR A AR A AR A AR A A AR AR A ARk h kK

1 entries selected

#
18. You may exit OMVS now.
a. exit
b. exit
c. Enter

End of DMD LAB
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