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Revision date -       Monday, 23 June 2025 
 
This edition applies to IBM z/OS Configuration Assistant running in z/OSMF on z/OS 
V3.1.   
Attention:   
Information in this document was developed in conjunction with use of the equipment 
specified, and is limited in application to those specific hardware and software products 
and levels.  
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Many thanks to two members of the IBM Communications Server team in Raleigh who 
reviewed this document:  Allen Bailey and Sara Haggar. 
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Part 0: Lab Description for Configuring Policy Agent for 
IP Filters 
 
Each student ZOSn (MVS) system has two TCP/IP stacks running in it.   
The basic TCPIP stack belonging to the instructors is named TCPIP1.  The TN3270 
procedure that has affinity to the instructor TCPIP1 is named TN3270.  The FTP 
procedure that has affinity to TCPIP1 is named FTPCCL(1).  
 
In our labs you use TCPIP1 for basic maintenance on ZOSn until you have finished 
building your own student TCP/IP stacks and procedures.  You will telnet into TCPIP1 to 
reach ISPF and UNIX for building the procedures that should run together with the 
student TCP/IP stack.   
 
The student test TCP/IP stack is named TCPIPT.  The students customize this stack and 
not the instructor “maintenance” stack.  The students also customize any other procedures 
that are part of the security labs and that are to have affinity with TCPIPT. 
 
You will configure policies for IPSec Filtering and for IPSec VPNs on your MVS (ZOS2, 
ZOS3, ZOS4, ZOS5, ZOS6, ZOS7, ZOS8, ZOS9).   
 
Your Lab Instructor has provided you with your TEAM name, your MVS system 
number, your USERID, and your PASSWORD. 
 
You will implement and test IPSec Filter-Only policies for “permit” and “deny”.  You 
require TRMD in order to capture any logging that you may wish to enable.   
 You will test PINGS from your workstation to verify that they are permitted to your 

MVSn system.   
 You will test from your class workstation to verify that non-secured FTP 

administrator traffic to 192.168.20.10n works with the filters you have 
implemented.   

 You will test with a TN3270 Secure client from your class workstation to verify 
that AT-TLS administrator traffic is permitted with your Secure TN3270T server. 

 You will also test your existing FTP AT-TLS Client and Server between ZOS1 and 
ZOSn at addresses 192.168.20.10n to verify that these connections still succeed, 
despite the presence of IP Filtering.  We require IP Filtering only for these 
connections because the traffic is already protected with AT-TLS. 

 You will test PING between your MVSn and MVS1 at 192.168.20.101 to verify 
that your filters still permit this type of activity. 

 
In a later lab you will implement IP Filtering that “Permits with IPSec.”  
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The lab is divided into several sections: 
 Part 1:  Configuring IPSec Filter-Only Policies to Permit Connections between 

Address 192.168.20.10n and 192.168.20.101 for FTP and CICS  
o Note that we do not test CICS.  We include it as one of the traffic types to 

provide the definition experience only. 
 Part 2:  Configuring IPSec Filter-Only Policies to Permit Connections from the 

Workstations to Address 192.168.20.10n for FTP and TN3270 
 Part 3:  Configuring IPSec Filter Only Policies to Permit Basic IP services 

between all  IPv4  addresses. 
 

 

Part 1:  Configure Filter-Only Policies to Permit FTP and 
CICS to Addresses 192.168.20.10n 
 
IMPORTANT:  Screen captures are APPROXIMATE 
EXAMPLES of what you may see.  Always follow the lab 
instructions for what to enter on the tool screens and ignore the 
entries in the EXAMPLE unless you are told to use those entries.  
 

Connect to the z/OS IBM Configuration Assistant in z/OSMF on 
ZOS1 
 
1. Open a Web Browser window and go to URL: 

https://192.168.20.81:443/zosmf 
2. Logon using your Team Information Sheet to determine your z/OS User ID and 

password (the same ones as your TSO logon to your z/OS system). 
3. Expand the “Configuration” section in the list on the left side of the page if it is not 

already expanded (“>” means it is not expanded and “V” means that it is already 
expanded), and click on “Configuration Assistant” which is the only option in the 
expanded section.  

4. Use the pull-down if necessary to select your team’s backing store file and click on 
the Open button. 

5. If you get a “Locked” message, click on Proceed. 
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6. Use the technology pull-down to select IPsec. 
7. Use the radio button to select TCP/IP stack TCPIPT. 
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Configure Filter-Only Connectivity Rule for CICS and FTP 

Use the Actions pull-down to select Rules… 

 
1. Use the Actions pull-down to select New… 
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2. Accept the default Typical connectivity type. 

 
3. Click on the Next button. 
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4. Use the radio button to select Filtering only topology. 

 
5. Notice how the default for Filtering only is to apply the filtering to Local Traffic – 

not routed traffic. We happen to be using this for local traffic but of course if you 
wanted a rule to apply to routed traffic you would just unselect local traffic here. 

6. Click on the Next button. 
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7. Enter a Connectivity rule name of TrafficBetweenVIPAs. 

 
8. Enter Local data endpoint specific address 192.168.20.1ab (your z/OS system). 
9. Enter the Remote data endpoint specific address 192.168.20.100 (at ZOS1). 
10. Click on Next. 
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11. Keep the Create a new requirement map default. 

 
12. Enter a new Requirement Map Name of FilterTTLSFTPCICS, and optionally add 

a description. 
13. If necessary, use the Actions pull-down to select Add Row. 
14. Use the pull-down for the traffic descriptor field in the first row to select CICS. 
15. Use the pull-down for the traffic descriptor field in the second row to select FTP-

Client. 
16. Use the pull-down for the traffic descriptor field in the third row to select FTP-

Server. 
17. For each of those three rows: 

a. Use the pull-down for the security level field to select Permit. 
i. Note:  Permit is for filters that do not require a VPN with encryption or 

authentication. 
18. If there are any rows below the 3 that you just customized, use the radio button to 

select them and the Actions pull-down to select Remove Row. 
a. Use scroll bar to view all rows if necessary. 

19. Click on Next. 
20. Why are we creating IP Filter rules for FTP between VIPAs when we have already 

implemented AT-TLS policies for this traffic? 
___________________________________________________________________
___________________________________________________________________ 
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21. Select Yes, log all filter matches. 
a. While testing you may want to match all filter matches, or … 
b. If your security auditor requires logging for all filter matches, you may need to 

leave this value enabled.  Otherwise, disable this value once you have completed 
testing. 

 
22. Feel free to check the Advanced Settings, clicking on OK after you are done. 
23. Click on Finish. 
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24. The Connectivity Rule that you just created, TrafficBetweenVIPAs, now appears 
in the list.  Its Requirement Map is FilterTTLSFTPCICS. 

 
25. At this point you have created a rule to permit CICS and FTP Client/Server traffic 

to and from the ZOSn address of 192.168.20.10n.   Permit is sufficient because this 
traffic will be encrypted with AT-TLS and does not require “double encryption” 
which is what you would achieve if you had created an IPSec VPN rule. 
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Part 2:  Configuring IPSec Filter-Only Policies to Permit 
Connections from the Workstations to Address 
192.168.20.10n for FTP and TN3270 
 
 

1. Use the Actions pull-down to select New… 
2. Again, accept the default Typical connectivity type. 
3. Click on the Next button. 
4. Use the radio button to select Filtering only topology. 

 
5. Click on the Next button. 
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6. Enter a Connectivity rule name of WStoVIPA. 

 
7. Enter Local data endpoint specific address 192.168.20.1ab (your z/OS system). 
8. For Remote data endpoint select Address Group: All_IPv4_Addresses. 

a. Any remote IPv4 address should be allowed to reach this VIPA under this rule. 
9. Click on Next. 



Securing and Encrypting Network Traffic to z/OS Communications Server with Policy 
Agent 

ZNET Security Workshop  Copyright IBM Corporation 2025 
L09_LZCS301_IPFilter_Config_05.docx  Page 18 of 26 

 
10. Keep the Create a new requirement map default. 

 
11. Enter a new Requirement Map Name of WsFTPandTN3270, and optionally add a 

description. 
12. If necessary use the Actions pull-down to select Add Row. 
13. Use the pull-down for the traffic descriptor field in the first row to select FTP-

Server. 
14. Use the pull-down for the traffic descriptor field in the second row to select 

TN3270-Server. 
15. For each of those two rows: 

a. Use the pull-down for the security level field to select Permit. 
i. Note:  Permit is for filters that do not require a VPN with encryption or 

authentication. 
16. If there are any rows below the 2 that you just customized, use the radio button to 

select them and the Actions pull-down to select Remove Row. 
17. Click on Next. 
18. Select Yes, log all filter matches. 
19. Click on Finish. 
20. At this point you have created a rule to permit TN3270 and FTP traffic from your 

workstation (or any other IPv4 address) to the ZOSn address of 192.168.20.10n. 
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Part 3:  Configuring IPSec Filter-Only Policies to Permit 
Basic IP Services among all IPv4 Addresses 
 
1. Before you generate the configuration files, it is important to add a new Requirement 

Map to permit the basic services in the environment (such as PING, Resolver, DNS, 
and OMPROUTE traffic). 

 

 
2. Use the Actions pull-down to select New… 
3. Again, accept the default Typical connectivity type. 
4. Click on the Next button. 
5. Use the radio button to select Filtering only topology. 
6. Click on the Next button. 



Securing and Encrypting Network Traffic to z/OS Communications Server with Policy 
Agent 

ZNET Security Workshop  Copyright IBM Corporation 2025 
L09_LZCS301_IPFilter_Config_05.docx  Page 20 of 26 

7. Enter a Connectivity rule name of CommonTraffic. 

 
8. For Local and Remote data endpoint select Address Group: All_IPv4_Addresses. 
9. Click on Next. 
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10. Keep the Create a new requirement map default. 

 
11. Enter a new Requirement Map Name of BasicServices, and optionally add a 

description. 
12. If necessary use the Actions pull-down to select Add Row. 
13. Use the pull-down for the traffic descriptor field in each row in turn to select: 

a. DNS. 
b. ICMP-Time_Exceeded-IP_V4 
c. ICMP-Unreachable-IP_V4 
d. OMPROUTE-IP_V4 
e. Path_MTU_DiscoveryIP_V4 
f. PingIP_V4 
g. Resolver 
h. Trace_Route-IP_V4 

14. For each of those rows: 
a. Use the pull-down for the security level field to select Permit. 

15. If there are any rows below the ones that you just customized, use the radio button to 
select them and the Actions pull-down to select Remove Row. 

16. Click on Next. 
17. Select Yes, log all filter matches. 
18. Click on Finish. 
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19. Notice all three IP Filter Connectivity rules appear in the panel. 
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Sort the Connectivity Rules in the Correct Sequence and 
Complete the Definitions 
 
1. The IP addresses in a packet are compared with the IP addresses of the data endpoints 

of the connectivity rules in the order in which those rules appear in the table. 
2. Verify that the most Discrete or most Unique rule is found first, after which more 

general rules follow.  The correct sequence should be as depicted in the previous 
screen shot.  If it is not: 
a. Select one rule at a time. 
b. Use the Actions pull-down to select the Move Up or Move Down until the 

sequence is correct. 
3. Use the Actions pull-down to select Health Check to check for any configuration 

errors. 

 
4. When you are finished viewing the Health Check results click on the Close button 

twice. 
5. Click on the Save button. 
6. Optionally enter a comment and click on the OK button. 
7. You have finished this section of the lab. 
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Send Your Configuration to zOSn 
 
1. Now send the policy configuration you just created up to your ZOSn system. 
2. Use the Actions pull-down to select Install Configuration Files… 

 
3. Use the Actions pull-down to select Install. 
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4. Change the Install file name to /u/usernx/TMnx_IPFilter.policy 

 
5. Select installation method FTP. 
6. Your FTP information should appear from a previous lab: 

a. Host name 192.168.20.8n. 
b. User ID usernx. 
c. Password 

7. Click on Go. 
8. Click on OK button twice. 
9. Click on the Close button twice. 

 
 
 

End of IP Filter Configuration Lab  
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