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Part 0: Lab Description (Examining Certificate
Repositories)

Each student ZOS (MVS) system has two TCP/IP stacks running in it.

The basic TCPIP stack belonging to the instructors is named TCPIP1. The TN3270
procedure that has affinity to the instructor TCPIP1 is named TN3270. The FTP
procedure that has affinity to TCPIP1 is named FTPCCL(1).

In our labs you use TCPIP1 for basic maintenance on ZOS until you have finished
building your own student TCP/IP stacks and procedures. You telnet into TCPIP1 to
reach ISPF and UNIX for building the procedures that should run together with the
student TCP/IP stack.

The student TCP/IP stack is named TCPIPT. The students customize this stack and
NOT the instructor “maintenance” stack. The students also customize any other
procedures that are part of the security labs and that are to have affinity with TCPIPT.

There are eight “Student ZOS (MVS) systems” that you will be working on.

LEGEND for the TEAM Number:

TEAMnx, where “n” represents your ZOS suffix and “x” represents your userid
suffix.

EXAMPLE: TEAMS53 means ZOS5 and USERID of USER3.

Specific Lab Description: Maintain Certificate Repositories

Each team on a single ZOS (MVS) system uses RACF as the certificate repository on
MVS (Z/OS).

Our labs do not use UNIX System Services as the security certificate repository for
MVS.

Individual applications can also maintain different certificate repositories. For
example, on your Workstation, PCOMM and your Browser have their own way of
pointing to the equivalent of a RACF key ring. Even Microsoft Windows has a
separate certificate repository that some applications use instead of relying on an
application-specific store.

In preparation for your labs that use certificates, you are going to look at these
certificate repositories and delete the certificates that the previous attendees at this
course may have left in RACF and in your workstation.
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We are assuming a separate RACF Database and Repository
on each MVS. That is, we are assuming for this exercise that
the RACF database is NOT shared across all MVS images.

The workstation certificate stores are all individually
maintained and are not shared.

The lab is divided into several sections:
o Part 1: Examining the Procedures to Remove Certificates from the RACF
Repository on MVS
o Part 2: Examining and Optionally Deleting Certificates from Microsoft
Windows Certificate Repository.

ZNET Security Workshop Copyright IBM Corporation 2025
L04 LZCS301 CertiRep Cleanup 07.docx PAGE -4 -of 18



Securing and Encrypting Network Traffic to zZOS Communications Server with
Policy Agent

Part 1: Examining and Optionally Deleting Certificates
from RACF Repository at MVS

1.

N

If you have not already done so, create a PComm session to connect to TN3270 at
TCPIP1 on your assigned MVS system.

a. You should be telnetting into TCPIP1 on some MVS system at 192.168.20.8n
(where “n” is the suffix of the MVS/ZOS system).

Teamlx telnets as Userlx to TCPIP1 in MVS1 at 192.168.20.81

Team 2x telnets as User2x to TCPIP1 in MVS2 at 192.168.20.82

Team 3x telnets as User3x to TCPIP1 in MV S3 at 192.168.20.83

Team 4x telnets as Userdx to TCPIP1 in MV S4 at 192.168.20.84

Team 5x telnets as User5x to TCPIP1 in MVSS5 at 192.168.20.85

Team 6x telnets as User6x to TCPIP1 in MV S6 at 192.168.20.86

Team 7x telnets as User7x to TCPIP1 in MVS7 at 192.168.20.87

Team 8x telnets as User8x to TCPIP1 in MV S8 at 192.168.20.88

. Team 9x telnets as User9x to TCPIP1 in MVS9 at 192.168.20.89

When you see the Message 10 screen from the TN3270 server, provide your
userid with the logon command that has been built for this system. (The logon
command is named “TSO”, but it is a VTAM LOGON nevertheless.)

a. TSO <userid>

On the ISPF signon screen, provide the password you were given in class.

a. <password>

b. Press ENTER

Move to the ISPF command options screen when you see the READY prompt:
a. ISPF 6

T E@ e oo o

. Enter the command to see whether the previous teams left any old certificates or

Key rings out there. CAREFUL: Substitute your Team suffix for “nx” or “—* in
the following commands. (Example: USERI13 or GBGCASI13 if you are
Team13.)
a. RACDCERT ID(USERnx) LIST(LABEL(‘USERnx on MVSn’))
1. Does it exist? Yes or No?
b. RACDCERT ID(TN3270) LIST(LABEL(‘TN3270 on MVSn’))
1. Does it exist? Yes or No?
c. RACDCERT CERTAUTH LIST(LABEL('GBGCASnx LABS Server CA'))
1. Does it exist? Yes or No?
d. RACDCERT CERTAUTH LIST(LABEL('GBGCACnx LABS Client CA"))
1. Does it exist? Yes or No?
e. RACDCERT ID(USERnx) LISTRING(USERnxRing)
1. Does it exist? Yes or No?
f. RACDCERT ID(TN3270) LISTRING(MyServernRing)
i. Where n is the MVS team number.
ii. Does it exist? Yes or No?
If any one of these exists, please notify instructor so that they can be removed
prior to the lab in which you will recreate them.
Move to ISPF 3.4, by entering the following on the ISPF Command Line:
a. =34
Enter the High Level Qualifier of USER.CS.TEAM*
a. If you find any datasets out there with names similar to the following, please
notify the instructor to remove them:
i. USER.CS. TEAMnx.SERVERCA.DER
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ii. USER.CS.TEAMnx.CLIENTCA.DER
iii. USER.CS.TEAMnx.P12
iv. USER.CS.TEAMnx.IPSECR
b. The first three dataset types were used to contain x.509 certificates and
optionally keys in various export formats. The last dataset was used to hold
one of the configuration files produced by z/OS Configuration Assistant.

You May Review this Section or Skip to Part 2

These are the steps the instructors take to remove the certificates from the key rings,
the key rings themselves, and then the certificates at MVS.

Cleaning up the Server Key Ring Environment at Each MVS

1. The instructor removed the TN3270 Server Certificate from the Server’s Key
Ring, where “n” or “-“ is the MVS Suffix and “nx” is the Suffix of the student
team USERID:

RACDCERT REMOVE(ID(TN3270)
LABEL('TN3270 on MVS-') RING('MyServer-Ring')) ID(TN3270)

2. The instructor removed the CA Certificate that signed the Server Certificate from
the Server’s Key Ring:

RACDCERT REMOVE(CERTAUTH
LABEL('GBGCASnx LABS Server CA') RING('"MyServer-Ring'))
ID(TN3270)
3. The instructor removed the CA Certificate that signed the Client Certificate from
the Server’s Key Ring:
RACDCERT REMOVE(CERTAUTH
LABEL('GBGCACnx LABS Client CA'") RING('MyServer-Ring'))
ID(TN3270)

4. The instructor removed the Server Key Ring from the RACF Repository:

RACDCERT ID(TN3270) DELRING(MyServer-Ring)

Cleaning up the Client Key Ring Environment at Each MVS that
Remained after the Previous Class

Just read through the next steps to see the commands the instructors used to remove
any certificates and keyring created by the previous class. You do not have to execute
these commands.

1. The instructor has already removed the Client Certificate from the Client’s Key
Ring, where “n” is the MVS Suffix and “nx” is the Suffix of the student team
USERID:

RACDCERT REMOVE(ID(USERnx)
LABEL('USERnx on MVS2') RING('USERnxRing')) ID(USERnx)

2. The instructor has already removed the CA Certificate that signed the Client
Certificate from the Client’s Key Ring:

RACDCERT REMOVE(CERTAUTH
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LABEL('GBGCACnx LABS Client CA") RING('USERnxRing'))
ID(USERnx)
3. The instructor has already removed the CA Certificate that signed the Server
Certificate from the Client’s Key Ring:
RACDCERT REMOVE(CERTAUTH
LABEL('GBGCASnx LABS Server CA') RING('USERnxRing'))
ID(USERnx)
4. The instructor has already removed the Client Key Ring from the RACF
Repository:
RACDCERT ID(USERnx) DELRING(USERnxRing)

Cleaning up the Certificates at Each MVS

1. The instructor has already removed the Server Certificate, the Client Certificate,
Client CA Certificate, and the Server CA Certificate from the RACF Repository;
then the raclisted DIGTCERT class was refreshed:

RACDCERT ID(TN3270) DELETE(LABEL('TN3270 on MVS-"))
RACDCERT ID(USERnx) DELETE(LABEL('USERnx on MVS-'"))
RACDCERT CERTAUTH DELETE(LABEL('"GBGCACnx LABS Client CA"))
RACDCERT CERTAUTH DELETE(LABEL('"GBGCASnx LABS Server CA"))
setropts raclist(DIGTCERT) refresh

End of Required MVS Certificate Removal Lab
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Part 2 : Examining and Optionally Deleting
Certificates from Repository on Microsoft Windows
(Windows 10)

Background:

e Some applications have their own Certificate Management utilities, as
does PCOMM.

e Other applications, like IPsec in Windows or some SSL/TLS FTP Client
programs, take advantage of the Microsoft Certificate Management Utility.

e Others, like PCOMM 5.9.4, permit you to use either an imbedded
certificate management utility or to exploit the Microsoft Certificate

Management Utility.

Locating Certificate Management in the Microsoft Management
Console (MMC)

1. At your workstation:
a. Start >>> Run

P

‘S Run

=X=)

7===  Type the name of a program, folder, document, or
——  Internet resource, and Windows will open it for you.

Add/Remove Snap-in...
Options...

1 services.msc

2 certmgr.msc

3 secpol.msc

4 eventvwr.msc

Exit

Ctrl+M

Open: m -
l OK l l Cancel ‘ ‘ Browse... ‘
— — —J
2. Enter MMC and select OK.
= == ]
i@y Consolel - [Console Root] a Al 4.8 a [ S|
C Action View Favorites Window Help =& x
& New Ctrl+N
= Open. Ctrl+0O Actions
Save Ctrl+5
There are no items to show in this view. Console Root 2
Save As...
More Actions 4

Enables you to add snap-ins ta or remove them from the snap-in consale.

:’). File >>> Add/Remove Snap-in
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[ acd or Remove snap-ins A

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-in Vendor l= [ Console Root Edit Extensions...
= ActiveX Control Microsoft Cor...
[f3 Authorization Manager Microsoft Cor... LN
5H Certificates Microsoft Cor...
. Component Services  Microsoft Car... |= Move Up
A Computer Managem... Microsoft Cor...
E?aDe\.rice Manager Microsoft Cor... Move Down
=4 Disk Management Microsoft and... |
@ Event Viewer Microsoft Cor...
| Folder Microsoft Cor...
=/ Group Policy Object ... Microsoft Cor...
.g IF Security Monitor Microsoft Cor...
.g IP Security Policy Ma... Microsoft Cor...
= Link to Web Address  Microsoft Cor...
& | ocal Users and Gro... Microsoft Cor... Advanced...

Description:

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

I oK H Cancel ]

4. Select Certificates on the left (Available snap-ins) and use the Add button in the
middle to move it to the right (Selected snap-ins).
R —
Certificates snap-in

This snap-in will always manage certificates for:

(") My user account

() Service account

omputer account

< Back [ Next > J l Cancel l

5. On the “Certificates snap-in” screen, select Radio Button for Computer Account.
a. Next
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-
Select Computer M

Select the computer you want this snap-in to manage.

This snap-in will always manage:

| ocal computer: (the computer this console is running onj

[ Another computer: Browse...

[ | Allow the selected computer to be changed when launching from the command line. This only
applies ifyou save the console.

| <Back | Finishn | [ Cancel |

b. Retain default of “Local Computer” and press Finish.

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-in Vendor o [l console Root Edit Extensions...
= ActiveX Contral Microsoft Cor... | | 5 Certificates (Local Computer)
[T Authorization Manager Microsoft Cor... LIS
[5¥ Certificates Microsoft Cor...
f‘ Component Services  Microsoft Cor... |= Move Up
A Computer Managem... Microsoft Cor...
f‘a[}evice Manager Microsoft Cor... i} Mave Down
=F Disk Management Microsoft and... |
@ Event Viewer Microsoft Cor...
[ Folder Microsoft Cor...
=f Group Policy Object ...  Microsoft Cor...
.g IF Security Monitor Microsoft Cor...
&, 1P Security Policy Ma... Microsoft Cor...
= Link to Web Address  Microsoft Cor...
&\ ocal Users and Gro... Microsoft Cor... Advanced...

Description:

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

0K ] l Cancel

c. Click on OK
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onsole Root ) =" |
— 4
@ File Action View Favorites Wlndow Help \;“ﬂm
= \.| czIHE
[ Consocle Root Name Actions
» G Certificates (Local Compute 5 Certificates (Local Comp.. T e
More Actions »
Certificates (Local Comput.. 4
Mare Actions »
i
N "
I
W
I
M
il
I
I
4 n b

6. Double-click on “Certificates (Local Computer)” in the middle.

5 Consolel - [Consale Root\Certificates (Local C

- 4
a Eile Action View Favorites Window Help I;ﬂil x ‘
+= 2@ 06E EE
1 Console Root Logical Store Name Actions

i 5! Certificates (Local Compute|| = personal Certificates (Local Comput.. =

%] Trusted Root Certification Authorities

2 More Actions 4
[ Enterprise Trust
JIntermediate Certification Authorities Trusted Root Certification ... 4
X Trusted Publishers More Actions »
[ Untrusted Certificates

"

i

I

I 1 Third-Party Root Certification Authorities
(] [ Trusted People

W [ZIRemote Desktop

i [ Smart Card Trusted Roots

i I Trusted Devices

< 1 r

Trusted Root Certification Authorities store contains 197 certificates.

[ , Consolel - [Console Root\Certificates (Lo

aflle Action View Favorites Window Help \;“iﬂﬂ

= sEold=0E

[ Console Root Object Type Actions

« 9 CetiaesLosal Compute | < T T —
&= [ Personal .

[ Trusted Root Certificatiol Mare Actions ¥

[ Enterprise Trust

[ Intermediate Certificatior

[ Trusted Publishers More Actions 4

[ Untrusted Certificates

[ Third-Party Root Certifice

[ Trusted People

[ Remote Desktop

2 Smart Card Trusted Root:

v [ Trusted Devices

=

Certificates =

T Y Y WY Y owow
=

Ll T | b

Trusted Root Certification Authorities store contains 197 certificates.

&. Double-click on “Certificates” in the middle.
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a. This reveals to you the certificates that were included with the Microsoft
Operating System.

&k Console1 - [Console Root\Certificates (Local Computer)\Trusted Root Certification Authorities\Certificates]

- o X
File Action View Favorites Window Help w |
e 2@ 4B XER
| Console Root Issued To Issued By Expiration Date  Intended Purposes Fri || Actions
v (G Certificates (Local Computer) [551Go Daddy Class 2 Certification A Go Daddy Class 2 Certification Auth.. 6/29/2034 Client Authentication.. Go || Certificates
» W Benoe [55] Go Daddy Root Certificate Autho.. Go Daddy Root Certificate Authorit..  12/31/2037 Client Authentication.. Go
~ [ Trusted Root Certification Author| More Actions
S Certificat Q IBM Internal Root CA IBM Internal Root CA 1/3/2035 <All> <N
= Emer:ﬂ,;is:{ 5JIBM PKI Root CA IBM PKI Root CA 12/31/2049 <All> <N || Microsoft Root Certificate Authority 2..
3 1 Inemmecite Cerifcation Author | B VPN PCCA 1BM VPN PC CA 11302026 <All> < SreRiions
> Bl Trusted Publishers 5/1BM Wireless PC CA IBM Wireless PC CA 11302026 <All> <
> Bl inieco et 5/idenTrust Commercial Root CA 1 IdenTrust Commercial Root CA 1 1162034 Client Authentication.._ e
> (] Third-Party Root Certfcation Aut|| Z#ISRG Root X1 ISRG Root X1 6/4/2035 Client Authentication... IS
> 1 Trusted People 2] Microsoft Authenticode(tm) Root... Microsoft Authenticode(tm) Root A 12/31/1999 Secure Email, Code S.. Mi
> [ Client Authentication Issuers [ Microsoft ECC Product Root Certi.. Microsoft ECC Product Root Certific..  2/27/2043 <All> Mi
> B Preview Build Roots 5 Microsoft ECC TS Root Certificate.. Microsoft ECC TS Root Certificate A..  2/27/2043 <All> Mi
> [ Test Roots 5 Microsoft Intune Root Certficatio.. Microsoft Intune Root Certification .. 8/11/2026 Client Authentication <N
> [ AAD Token Issuer I Microsoft Root Authority Microsoft Root Authority 12/31/2020 <All> Mi
> [ eSIM Certification Authorities || 5] Microsoft Root Certificate Author... Microsoft Root Certificate Authority  5/9/2021 <All> Mi
PSSR RN IEIER I = Vicrosoft Root Certificate Author... Microsoft Root Certificate Authority..  6/23/2035 <All> Mi
> [ OEM eSIM Certification Authoritid | (5] Microsoft Root Certificate Author... Microsoft Root Certificate Authority..  3/22/2036 <All> Mi
> [ Passpoint Trusted Roots [ Microsoft Time Stamp Root Certi.. Microsoft Time Stamp Root Certific..  10/22/2039 <All> Mi
> [ Remote Desktop [55/NO LIABILITY ACCEPTED, (097 Ve..  NO LIABILITY ACCEPTED, (097 VeriS.. 1/7/2004 Time Stamping Ver
> [ Certificate Enroliment Requests. || (] g oadis Root Certification Auth.. QuoVadis Root Certification Author..  3/17/2021 Client Authentication.. Qu
> [ Smart C;’d ilstediRoot | CEISecureTust CA SecureTrust CA 12/31/2029 Client Authentication... Tru
: . 1’“5:53 Da"faged Aplretalletio] ey iy oo BROiCA? SeuityCommuition ReiCie S99 Client Authentication... SE¢
e [55]55Lcom Root Certification Autho.. SSLcom Root Certification Authorit..  2/12/2041 Client Authentication... S|
> [ Windows Live ID Token Issuer || catior catior " et
a LE] Starfield Class 2 Certification Aut.. ~ Starfield Class 2 Certification Autho..  6/29/2034 Client Authentication..  Ste
> [ WindowsServerUpdateServices " " : i
(=] Starfield Root Certificate Authorit.. Starfield Root Certificate Authority -..  12/31/2037 Client Authentication..  Ste
[5)Symantec Enterprise Mobile Roo..  Symantec Enterprise Mobile Root f.. 3/14/2032 Code Signing <

Trusted Root Certification Authorities store contains 59 certificates.

9. Examine the contents of the first Microsoft Root Certificate Authority 2017 in

—the list by double-clicking on the enfry.

| A

| General

Certificate

Details

Certification Path

X

R Certificate Information

This certificate is intended for the following purpose(s):

¢ Proves your identity to a remote computer
» Ensures the identity of a remote computer
¢ All issuance policies

Issued to:

Issued by:

Valid from

Microsoft RSA Root Certificate Authority 2017

12/18/2019 to 7/18/2042

Microsoft RSA Root Certificate Authority 2017

Issuer Statement

10. Select the Detail tab.
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a  Certificate X
| General Defails Certification Path
: Show: <All> AV
Field Value |
|:| Version V3 {
|j Serial number 1ed397095fd8b4b347701eaabe...
|___| Signature algorithm sha384RSA
|j Signature hash algorithm sha384
|___| Issuer Microsoft RSA Root Certificate Au...
|:| Valid from Wednesday, December 18, 201...
[ valid to Friday, July 18, 2042 7:00:23 PM
[=] <1 ihiert Mirracaft RGA Rant Cartifirata A [
)
|
Edit Properties... Copy to File...

oK ,

11-. S?le-c-t the Certification Path Tab.
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a  Certificate X
| General Details Certification Path

: Certification path

BA] Microsoft RSA Root Certificate Authority 2017

View Certificate

Certificate status: i

This certificate is OK.

12. Answer these questions:
a. How many certificates are in the “chain of trust” for this certificate?
1.
1) This tells you that this is a Root CA certificate (a self-signed
certificate)
13. Exit from the view of this Certificate by selecting OK.
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[ Console1 - [Console Root\Certificates (Local Computer)\Trusted Root Certification Authorities\Certificates] = o X
File Action View Favorites Window Help -8 x
e @ 4B XER
— Console Root Issued To Issued By Expiration Date Intended Purposes Fri || Actions
v Gl Certficates (Local Computer) [55]Microsoft ECC Product Root Certi.. Microsoft ECC Product Root Certific..  2/27/2043 <All> Mi || Centificates -
> & Personal [5] Microsoft ECC TS Root Certificate... Microsoft ECC TS Root Certificate A 2/27/2043 <All> Mi
v [ Trusted Root Certification Author, ’ 5 5 : More Actions 4
S Certificat G] Microsoft Intune Root Certificatio.. Microsoft Intune Root Certification..  8/11/2026 Client Authentication <N
cates .
@ Em: n,'SE ot 53] Microsoft Root Authority Microsoft Root Authority 12/31/2020 <All> Mi || thawte Primary Root CA -
- Imem’ie diote Centification Author|| —# Microsoft Root Certificate Author... Microsoft Root Certficate Authority  5/9/2021 <All> Mi o TACore. »
> [ Trusted Publishers [Z2] Microsoft Root Certificate Author.. Microsoft Root Certificate Authority.. 6/23/2035 <All> Mi
= Microsoft Root Certificate Author... Microsoft Root Certificate Authority.. 3/22/2036 <All> Mil
> _| Untrusted Certificates
> [ Third-Party Root Certifcation Aut] | =& Microsoft Time Stamp Root Certi.. Microsoft Time Stamp Root Certific.. 10/22/2039 <Al> Mi
> B Trusted People [2INO LIABILITY ACCEPTED, ()97 Ve..  NO LIABILITY ACCEPTED, ()97 VeriS... 1/7/2004 Time Stamping Ver
> [ Client Authentication Issuers. (5] QuoVadis Root Certification Auth.. QuoVadis Root Certification Author... ~ 3/17/2021 Client Authentication.. Qu
> [ PreviewBuild Roots 5] SecureTrust CA SecureTrust CA 12/31/2029 Client Authentication... Tru
> [ Test Roots [55] Security Communication RootCA2  Security Communication RootCA2 — 5/29/2029 Client Authentication... SE¢
> [ AAD Token Issuer [55]s5Lcom Root Certification Autho..  SSLcom Root Certification Authorit..  2/12/2041 Client Authentication... SS|
> [] eSIM Certification Authorities || (53] Starfield Class 2 Certification Aut.. ~ Starfield Class 2 Certification Autho..  6/29/2034 Client Authentication... Stz
> [ Local NonRemovable Certificates| | [] Starfield Root Certificate Authorit.. Starfield Root Certificate Authority -.. 12/31/2037 Client Authentication.. Stz
> L] OEM eSIM Certification Authoritiq| (5] Symantec Enterprise Mobile Roo.. Symantec Enterprise Mobile Root f..  3/14/2032 Code Signing <N
> [ Passpoint Trusted Roots [ Thawte Premium Server CA Thawte Premium Server CA 12/31/2020 Code Signing, Server... ~the
> [ Remote Desktop 55 thawte Primary Root CA thawte Primary Root CA 7/16/2036 Client Auther thd
> [ Certificate Enroliment Requests || [ haute Timestamping CA Thawte Timestamping CA 12/31/2020 Time Stamping The
> [ Smart C;’d jstediRoot 1| CEIUSERTst ECC Certfcarion Auth.. - USERTrust ECC Centfcation Authority 1/16/2038 Client Authentication.. Ser
: - 1’“5:53 Da"faged App Installatiol| ) cerrct RsA Certification Auth..  USERTrust RSA Certification Authority  1/18/2038 Client Authentication... Sex
g j V\"T: dim?ffo heritosen [55] UTN-USERFirst-Object UTN-USERFirst-Object 7/9/2019 Encrypting File Syste..  Sec
s M WinlovaSarnaiUpdsteSenices [55]VeriSign Class 3 Public Primary C...  VeriSign Class 3 Public Primary Certi..  7/16/2036 Client Authentication... Vel
55 VeriSign Commercial Software Pu.. VeriSign Commercial Software Publi..  1/7/2004 Code Signing, Secur.. Ve
53] Verisign Universal Root Certificat... VeriSign Universal Root Certificatio..  12/1/2037 <All> <N

Trusted Root Certification Authorities store contains 59 certificates.

14. Examine the contents of the VeriSign Class 3 Public Primary Certification

— Authority - G5 by double-clicking on the entry.

| a  Certificate

| General Details

Certification Path

X

ﬁ Certificate Information

This certificate is intended for the following purpose(s):

* Proves your identity to a remote computer

* Ensures software came from software publisher

e Protects software from alteration after publication
» Protects e-mail messages
¢ Ensures the identity of a remote computer
e All issuance policies

Issued to:

Issued by:

Valid from

Authority - G5

Authority - G5

11/7/2006 to 7/16/2036

VeriSign Class 3 Public Primary Certification

VeriSign Class 3 Public Primary Certification

Issuer Statement

|

15. Select the Detail tab.
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a  Certificate X
| General Details Certification Path
: Show: <All> 7|
Field Value
| |VerS|on V3
|-~ serial number 18dad19e267de8bb4a2158cdcc... {
| |S|gnature algorithm shalRSA |
| |S|gnatme hash algorithm shal
| |Issuer VeriSign Class 3 Public Primary C... |
[ valid from Tuesday, November 7, 2006 8:0...
[ vaid to Wednesday, July 16, 2036 7:59...
| |Q||hmd- \/eriSinn Clace 2 Piihlic Primany C
(
Edit Properties... Copy to File...

o |

16. Answer these questions:
a. What is this certificate being used for? (Key Usage)
i. Certificate Signing
ii. Off-line CRL Signing
iii. CRL Signing
17. Select the Certification Path tab.
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a  Certificate X
| General Details Certification Path

Certification path

S50

View Certificate

Certificate status:

This certificate is OK.

OK
18. Answer these questions:
a. How many certificates are in the “chain of trust” for this certificate?
1.
1) This tells you that this is a Root CA certificate (a self-signed
certificate)
19. Exit from the view of this Certificate by selecting OK.
20. Exit from the MMC by selecting:
a. File >>> Exit >>> No (Do not Save)

End of the Lab
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