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200 JIBBEAICTFRIANOBROaL 7y a rypgEh
¥9, BRICEEY - 2 M) —EKREEEREE
Ao
401 BUTERDGFRREE N TV EE A,
403 BT —F —3HER2 D D $E A,
406 Accept Ny X—%ZHR-t+rENhparrry-24
TWRETHRENDHD £T,
500 WEBT 7 =D FAEL F Lz, oV Tid,
Warning N\ v X —Z2ZH L T X0,
503 P—N— - - ZADBEHARTY, FEICONT
¥, Warning Ny X —Z2ZH L TS W,
AF¥x—7
1
"type": "array",
"minItems": 2,
"uniqueltems": true,
"items": [
"type": "object",
"required": ["type","id", "href" ],
"additionalProperties": true,
"properties": {
"type": § "enum": [ "ref" ] %,
"id": § "enum": [ "events", "debug", "recipients" ] %,
"href": "string"
&
3t
]
&
il

Request: GET /logs
Response: 200 OK
[



"type": "ref",
"id": "event".
"href": "/rest/logs/events",
§o
i
Il.typell: “Ief“ ,
IIidII: Ildebugll'
"href": "/rest/logs/debug",
}I
1
"type": "ref",
"id": "recipients",
"href": "/rest/logs/recipients",
¥
]
/logs/events/

AT L ARV MEERED S
GET

BRNSGA—52—

NTA—=R—

EE8a)

event_type

FBUEDRA TR T IR M) —DARER
RI DL ARV ATI =T b type 7 4 —
NRIZHEETEAHEDOWTALIIHE L £ T, ik
TERWHEHIZER S XS, Hi:
event_type=audit&event_type=system

order

ldescending] ICEE XN TV B HEITHRHTDA N
> M RONCECE S 2 HFE, B
order=descending

BR—rINBZIVTIY 2147

aAvFyY - xA4S

EE8a)

application/json TRDOAF—<TidRENTVWE LTI =7 b,
text/csv DTo@Hchz2ur - )Y —2Dar~<XYybE

(CSV) it

KRaA—-F

a— K Easan

200 ERTIZT AT L « ARY M eEFo /oLy b
Jy—parriaryrLTaEhEd, BE741
Z—DHEAINTED., a7 —HLRWEGEEIE.
ZZepalLrya yREEINET,

400 FATESR DA EYI 2R > TVWE T,

401 BATE RGBS N TWER A,

403 AT — —1IHERL D D TR A,

406 Accept Ny X—ZHR—-—rZhra>rrry kA4

TICRET 2RERDD £5,
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500 WEL 7 =AU F Lz, ROV TR,
Warning v X —Z2ZRR L T 72X\,

503 Y —N— - =L ZXEHAR TS, FEMITOVWT
&, Warning Ny X —%2Z L TL 72X,

AF¥x—7
%

"type": "array",
"minItems": O,
"uniqueItems": true,

"items": [
Il.typell: Ilobjec.t“’
"required": ["type", "sequence_number", "event_id", "source",
"event_type", "severity", "timestamp", "message_args", "redacted" ],

"additionalProperties": false,
"properties": {
"type": § "enum": [ "event" ] %,
"sequence_number": {
“type": "number",
"multipleOf": 1,
"minimum": 1

"event_id": "string",
"source": "string",
"event_type": { "enum": [ "AUDIT", "SYSTEM" ] %,
"severity": § "enum": [ "DEBUG", "INFO",
"WARN", "ERROR", "CRITICAL" ] 3%,
"timestamp": {
"type": "number",
"multipleOf": 1,
"minimum": ©
Fo
"message": "string",
"message_args": 1§
"‘type": [ ”aIIay” ]'
"minItems": O,
"uniqueltems": false,
"items": [ ¥ "type": [ "number", "string",
"boolean", "null" ] % 1]

§o
"redacted": "boolean"

]|

Request: GET /rest/logs/events?event_type=audit&event_type=system

Response: 200 OK

[

i
Il.typell : Ileven.tll ,
"sequence_number": 12,
"event_id": "OX00020003",
"source": "localhost",
"event_type": "AUDIT",
"severity": "INFO",
"timestamp": 1442947787281,
"message_args": [ "admin", "policy255" ],
"redacted ": false

}I

1

"type": "event",
"sequence_number": 14,
"event_id": "Ox00220334",
"source": "192.168.4.234",
"event_type": "SYSTEM",
"severity": "CRITICAL",
"timestamp": 1442947787282,
"severity": "CRITICAL",

"message": "Policy %s could not be applied: RC %s",

oz -yy—2 13



"message_args": [ "policy255", 23 ],
"redacted ": false

/logs/events/{sequence_number}

([T ANV S
GET
BENFA—2—
NPT & AR
<IRL>
KRa—-F
a—F Fabi
200 JEEA T URL @ {sequence_number} #857 & —#
FTEANY D - ATV =S MAEGERET,
401 FUTERDGFRGREEN TV ER A,
403 BT —F —3HER» DD $H A,
404 8 X N7z {sequence_number} D4 R FHSHED
P53, POLENCHFEL TVER A,
406 Accept Ny X—ZHR—-—rZIhrarrry &4
TIRHET HHENDHD £,
410 F8E X 7= {sequence_number} DA X F AR D
PHFEEATLURED, DENTFELE L,
500 WEBT 7 —D3F AL E L7z, FHEflicOVW T,
Warning ~v X —ZZf L T X0,
503 P —N— « =R HAA TS, FEAICDOVT
iE. Warning Ny X—%2ZR LT 7230,
Ax—v
ARV bP-maZaLriay - AF—<EBRLTLIEIWN,
il
Request: GET /rest/logs/events/12
Response: 200 OK
i
"type": "event",
"sequence_number": 12,
"event_id": "OX00020003",
"source": "localhost",
"event_type": "AUDIT",
"severity": "INFO",
"timestamp": 1442947787281,
"message_args": [ "admin", "policy255" ],
: "redacted ": false
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[/logs/debug/

SRFLCFAy Y eny

GET
BaNFA—4—
KGR =R AR
<IRL>
RRI—-F
a—F sl
200 IVEARIZFRIZANOZROaAL 7Y a vy BEEN
9, sIciIn s - = V) —BHREZEENEE
Ao
401 BUTESRAGRRES N TV EE A,
403 BT —F — 3R D D £E A,
406 Accept Ny X—ZHR—-—rZhrarrry &4
TITRET BRED DD £75,
500 WEBT 7 —D3F AL E L7z, FHflicOVW T,
Warning N v X —ZZf L T X0,
503 P—N— - - ZDBEHARTT, FEICONT
iE. Warning Ny X —%2ZR L T 7230,
A¥—7
i
"type": "array",
"minItems": O,
"uniqueltems": true,
"items": [
"type": "object",
"required": ["type", "id", "href" ],
"additionalProperties": true,
"properties": {
"type": { "enum": [ "ref" ] %,
"id": "string",
: "href": "string"
3
]
3
i

Request: GET /rest/logs/debug
Response: 200 OK

[
{
"type": "ref",
"id": "bundleAll.log",
"href": "/rest/logs/debug/bundleAll.log",
}I
{

"type": "ref",
"id": "bundleWarnPlus.log",

os/--9y)y—x 15



"href": "/rest/logs/debug/bundleWarnPlus.log",

/logs/debug/{log_id}

R A T4

GET
BENTA—42—
NI R—R— Foab
<HKL>
RRa—-F
a—§ sl
200 IREARIZ, BEXINTF Ny 7 -arZparsy
YOI FHDEFNE LT7 7 L LHNDOBITITL D
TOGENET,
401 BUTERDFRAES N TV ER A,
403 BT =Y — 3R D D FE A,
404 EESNz{log_id} v B/ O FHATL
406 Accept Ny X—%ZHR—rENhdarrry- x4
TICRET HREDRHD FT,
500 NE T —0FEELE L, SOV TIE,
Warning ~v X —ZZf L T X0,
503 P—N— - B ZXDMEHARATT, FHlicoVT
¥, Warning Ny X—%2ZR L T 7230,
Ax—=v
i
"type": "array",
"minItems": 0O,
"uniqueltems": false,
"items": [
"type": "string"
1
i
il

Request: GET /rest/logs/debug/bundleAll.log

Response: 200 OK
[

"r22 Sep 2015 13:09:38 [INFO ] c.s.a.f.l.LogConfigurator(LogConfigurator.java:42)

Logs Configured",

"22 Sep 2015 13:09:38 [INFO ] c.s.a.f.b.BundleValidator(BundleValidator.java:37)

"22 Sep 2015 13:09:38 [INFO ] c.s.a.f.l.Activator(Activator.java:35)
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Starting Loggeref"
]

/logs/recipients

TIER ARV B TDZEE

GET
BRNTA—2—
NRIR—R— sl
<IRL>
KRI—F
a— R Fiid
200 JEEARSUS, RSN TRXTDOA RV b - BrE
BEVPEENE T,
401 FUTERDFRGREEN TV EE A,
403 BT —F —3HER2 D D $E A,
406 Accept Ny X—ZHR—-—rZhparrry &4
TIRETHRENDHD £7,
500 WEBT 7 =D FAEL F Lz, EfliconTid,
Warning N\ v X —Z2ZH L T Z W0,
503 P—N— s —EZADBEHARTY, FEICONT
¥, Warning Ny X —Z2ZH LTI W,
Ax—7
1
"type": "array",
"minItems": O,
"uniqueltems": true,
"items": [
"type": "object",
"required": [ "type", "id", "transport", "user",
"password", "host", "port", "email", "security", "actions", "format" ],
"additionalProperties": false,
"properties": {
"type": { "enum": [ "event-recipient" ] %,
"id": "number",
"transport": { "enum": ["syslog"] %,
"user": "string",
"password": "string",
"host": "string",
"port": "number",
"email": "string",
"format": §{ "enum": [ "LEEF", "CADF-CSV", "CADF-JSON", "CEF"] %,
"security": § "enum": [ "none", "SSL", "TLS"] %,
3
&
]
3
B

Request: GET /rest/logs/recipients

oy -y —2x 17




Response: 200 OK

[
i "type": "event-recpient",
"id": 4,
"transport": "syslog",
"host": "sfc.ibm.com",
"port": 5687,
; "security": "none"
]
POST
BaNFA—4—
NI R—R— Foab
<IRL>
RRI—-F
a—FK sl
201 ZEEPERSINZE LT, Location N\ v X —IZH
BIZIEHED URL RS NE T,
400 FRAXLDEANIEL L HD FHA, FHMICONT
¥, Warning Ny X—%2ZH L T 7230,
401 BUTESRAFRREES N TV EE A,
403 BUT2—H —13K Y O — 2T 2 HERP D D ¢
Ao
406 Accept Ny X —%ZHR—rENhdarrry-x4
TICHRET HREDNDHD 7,
409 FRAEEDBHFRIEED E X -V F2i3 1D L
ABLTVETD,
500 WEBT 7 =D FAE L E Lz, EfliconTid,
Warning v X —Z S L TL 72X W0,
503 P—N— - - ZADBEHARTY, FElICONT
¥, Warning Ny X—%2ZR L TL 7230,
AF¥x—7

ARV IREZEAL I a v  AF—<D event-recipient ¥ 7Y = 7 MR BIRL T Z &\, ZH: id 13
HATIEIZL, BRED LAV TLEE W,

1l
Request: POST /rest/logs/recipients
{

"type": "event-recpient",
"transport": "syslog",
"host": "sfc.ibm.com",
"port": 5687,

"format": " LEEF",
"security": "none"

Response: 201 Created | Location: /logs/recipients/4
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/logs/recipients/{id}

BEDA N FZEH

GET

BRNTA—F—

NRTRX—R— Easa)

<KRL>

RRa—-F

a—§ sl

200 IVEASIZ, BREINIZARY VZEELEENE
R

401 FATERDIFRAE SN TOWER A,

403 BT —H —13MERL D D £H A,

404 BEXNZ{dIDARY FZEENIRO2 ST, 2
DLENZBIFEL TV EE A,

406 Accept Ny X—ZHR—-—rZhrarrry -4
FICRET D2HENDD T3,

410 WEEXINZ{d)DARY VZEELREROPD FXA
TLED, MENCFEELE LT,

500 NERL o —RELE Lz, iz oV TIE,
Warning v X —ZZf L TL 72X W0,

503 F—nN— - F—EZREMAATT, FlCONT
¥, Warning Ny X—%2ZR L TL 7230,

Ax—=7

ARV IVZEZHAL I ay - X —<D event-recipient + 73 = 7 F 2B LTL X W,

1l
Request: GET /rest/logs/recipients/4
Response: 200 OK

{
"type": "event-recpient",
"id": 4,
"transport": "syslog",
"host": "sfc.ibm.com",
"port": 5687,
"format": "LEEF",
"security": "none"
&
DELETE
BRNFA—2—
RIA—R— Alib

oz - yy—2 19



<KL>

KRaA-F

a—F Easan

202 HIRRZ ST 372010y a THMERENE LT,
a2 7 ® URL IZDW T, Location v & — % & d
LT,

204 HIFRIZIEF IR T LE L=,

401 FATERDIFRAE SN TOWER A,

403 FAT = —1IHERL D D 8 A,

404 BEXNZ{d} DA XY FZEEBRRO» ST, »
DLENZBIFEL TV ER A,

406 Accept Ny X—%ZHR—-rENpar7rV 24
FICERET IVERDD T3,

500 NERL o = RAELE Lz, iz oV TIE,
Warning v X —ZZf L TL 72X W0,

503 P —N— - =L ZXMEHAR T, FEMITOVWT
X, Warning Ny X—%2ZR L TL 7230,

Ax—=7

DELETE T AXIZEEINT A,

141

Request: DELETE /rest/logs/recipients/4

Response: 204 No content

PATCH

BENSTA—=4—

NI R—R— Easan

<KL>

KRaA—-F

a— R ERbu

204 ERIIEFEIIfTbNE LD, ZEREENTWE
BATLZ 72947 « A4 ROFRREEHT
ZREIXH D TR A,

205 BERDPIEFEIITHONT VY —ADBEHINE L,

400 BRAXDEADPIELLS HD FHA, FEMIZONWT
iE. Warning Ny X—%2ZR L T 7230,

401 FATERNEGREENTVWER A,

403 FUT2—HF =134 RNV "V ZEEFEEZIEN T 2R D
DEHA,
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404 HBEXNZ{d}DARY VZEENIRONLT,
DLHENCHFEL TV EE A,

406 Accept Ny X—ZHR—-—rZhrarT7ry &4
TICRET 2DENH D F5,

409 ZEZBIINTEIEENHNOZEELHAELTVE
7,

500 WERT 7 —BRAELE Lz, FiliconTIE,
Warning N\ v X —%2ZH L T2 &0,

503 P —N— - B —ERDMEHAR TS, GOV T
IE. Warning Ny X—%2ZR LT 230,

Ax—=7

ARV IZEFHAL I ay - AFxF—<D eventrecipient ¥ 73 = 7 b BT EE W, BH: f RN
NZEEA TS 27 N TR PATCH D type 74—V R ¥ id 74—V RDAMETT, TOMDT7 4 —L K

WEIRTAHT> a2 »TF,

&
Request: PATCH /rest/logs/recipients/4
{
"id": 4,
"email": "noreply-2@example.com"

Response: 205 Reset content

PUT

BRE|NSA—2—

NI R —R— Easan

<KL>

KRI—-F

a— K sl

204 FRIFIEEICITONE LD, ZHEETHATVWE
HATL 2947 - 4 ROFREEFT
BB HD FHA,

205 BERBPEFEIITONT Y Y —ABREHINE LT,

400 BERAXDIERDBIELL H D THA, dEICONT
¥, Warning Ny X—%2ZR L TL 7230,

401 FATERDIFRAE SN TOWER A,

403 BT —F =134 RNV "V REFEIEN T 2R D
DEHA,

404 IBEXNZ{dIDARY FZEEBIROLHT. 2
DLENZBIFEL TV ER A,

406 Accept Nv X—%FHR—-rENpar7rV 24
FICERET IVERDD T3,
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409 ZAEE N T 2 EENHNOZEELHELTVE
ED
500 WEL 7 =2 FAE L F Lz, ROV TR,
Warning N\ v X —Z2ZH L T X0,
503 F—nN— - F—EZAREAATT, FlicOWT
E. Warning Ny X —Z2Z L TS W,
A¥—7
ARV IZEZEaAL 7 ay « AF—<D event-recipient ¥ 73 = 7 P EBRLTL X0,
%l
Request: PUT /rest/logs/recipients/4
{
"type": "event-recpient",
"id": 4,
"transport": "email",
"user": "admin",
"password": "",
"host": "",
"port": null,
"email": "noreply-3@example.com",
"locale": "de",
"security": "none"
b

Response: 205 Reset content
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4y

/jobs
a7V TNV —ADY R,
GET
BENTA—2—
NPT & AR
<IZL>
KRI—-F
a—F Fabi
200 JEEARIZTF VY —ZAANDBRDaL 7y a V&
FNET, ZRICEYaT - RFVa—ners -
TV MY —HEREEENEE A
401 BUTERDFRREE N TV EE A,
403 BATL—F —3HER2 D D $E A,
406 Accept Ny X—ZHR-F+rZNhparrry-24
TICRETHRBENRDHD £7,
500 WEBT 7 =D FAEL F Lz, EfliconTid,
Warning N\ v X —Z2ZH L T X0,
503 P—N— - - ZADBEHARTY, FEICONT
¥, Warning Ny X —Z2ZH L TS W,
AF¥x—7
1
"type": "array",
"minItems": 3,
"uniqueltems": true,
"items": [
"type": "object",
"required": ["type", "id", "href"],
"additionalProperties": true,
"properties": {
"type": § "enum": [ "ref" ] %,
"id": § "enum": [ "schedules", "schedulers", "history" ] %,
"href": "string"
&
3
]
&
il

Request: GET /jobs
Response: 200 OK
[




"type": "ref",
"id": "schedules",
"href": "/jobs/schedules",
§o
i
Il.typell : “Ief“ ,
"id": "schedulers",
"href": "/jobs/schedulers",
}I
1
"type": "ref",
"id": "history",
"href": "/jobs/history",
¥
]
/jobs/schedules

SATLDITRTDY a7 « A7Ta—J,

GET
BENSA—4—
RTA—R— L
<IRL>
KRI-F
a—F GWUN
200 IVEAZ, TRTORHIOY a7 « A7y a—)L
PEENET,
401 BUTESRAGFRREES N TV EE A,
403 %ﬁ?a—qa“_ciya T RN T HHERDDH D £
406 Accept Nv X —%ZHR—-rENpar7rV %4
TIWRET 2HERDHH 5,
500 W7 —2FAE LU F Lz, ROV T,
Warning v X —ZZf L TL 72X W0,
503 P—N— - - ZADBMEHARTY, FEICONT
¥, Warning Ny X—%2ZH L TL 7230,
ZAF¥—7
i

Iltypell : “aIIay“ ,
"minItems": O,
"uniqueItems": true,
"items": [

"type": "object",

”quuiIed": [ "‘type", ”id”, ”job_id”,
"ends_unit", "frequency",

"when_starts", "when_ends", "starts_unit",
"multiplier", "state", "job_type",

"job_notes", "job_properties" ],

"additionalProperties": false,
"properties": {

"type": { "enum": [ "job-schedule" ] %,

"id": "number",
"job_id": "number",
"when_starts": "number",
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"when_ends": "number",

"starts_unit": § "enum": [ "ABS_MS", "REL_MS", "REL_SECONDS", "REL_MINUTES",
"REL_HOURS", "REL_DAYS", "REL_WEEKS", "REL_MONTHS", "REL_YEARS" ] %,

"ends_unit": § "enum": [ "ABS_MS", "REL_MS", "REL_SECONDS", "REL_MINUTES",
"REL_HOURS", "REL_DAYS", "REL_WEEKS", "REL_MONTHS", "REL_YEARS" ] %,

"frequency": § "enum": [ "ONCE", "MINUTELY", "HOURLY", "DAILY", "WEEKLY",

"MONTHLY",

"YEARLY" 1 %,

"multiplier": "number",

"state": § "enum":
"CANCELLED",

[ "NOT_APPROVED", "WAITING", "RUNNING", "PAUSED",
"FINISHED" ] %,

"job_type": "string",

"job_notes": "string",

"job_properties": {
"type": "object",

"required": []

’

"additionalProperties": true,
"properties": {%

il

Request: GET /rest/jobs/schedules

Response: 200 OK

[
1
”id”: 1’
"job_id": 1,
"when_starts": 0,
"when_ends": 0O,
"starts_unit": "ABS_MS",
"ends_unit": "ABS_MS",
"frequency": "ONCE",
"multiplier": 1,
"state": "NOT_APPROVED",
"job_properties": {
"c.s.a.b.u.j.createUser": "secadm",
"runnable.passwordSalt64": "oPgSim+htrj13c73xgytESU2hiWIViqkQB8CMcu71+4¥uB03d",
"job-submitter": "admin",
"runnable.passwordDigest64": "tPV9p7WDjpkNv7czqlKUh+BCC3LcySTsUnZcN1OUYYQ¥u003d",
"c.s.a.b.u.j.createNotes": ""
}I
"job_type": "c.s.a.b.u.j.CreateJob",
"job_notes": "Creating a security administrator",
"type": "job-schedule"
b
]
POST
BaNFAXA—4—
IRTR—R— aCih
<IZL>
RRI—-F
a—F sl
201 Yaz A7 a—APERENE L7, Location
ANy X=IZ LRSI R T Y2 —F— - D
27 (KBENZ LIROY a7« A7V a—n%
7774 76T 5) DURL DI RENFE T,
400 BERALOBADELL HD FHA. FEHICOVT
&, Warning Ny X —Z2 S L T ZE W0,

a7 25



401 BUTESRAGRRES N TV EE A,
403 BAT2—H—12id, 20V a7« 275 Y2 — IR
ENTWBEY a7y - XA TZ2ERT 25FR]3H D ¥
A,
406 Accept Ny X—ZHR—-—rZhrarrry &4
TITRET 2RED DD £75,
500 WEBT 7 —D3FAE L E Lz, FHflicOVW T,
Warning \v X —ZZf L T X0,
503 P—N— - - ZDBEHARTT, FElICONT
iE. Warning Ny X—%2ZR LT 230,
A¥—7
i
"type": "object",
"required": [ "type", "when_starts", "when_ends", "frequency", "multiplier",
"job_type", "job_notes", "job_properties" ],
"additionalProperties": false,
"properties": {
"type": § "enum": [ "job-schedule" ] %,
"id": "number",
"job_id": "number",
"when_starts": "number",
"when_ends": "number",
"starts_unit": § "enum": [ "ABS_MS", "REL_MS", "REL_SECONDS", "REL_MINUTES",
"REL_HOURS", "REL_DAYS", "REL_WEEKS", "REL_MONTHS", "REL_YEARS" ] %,
"ends_unit": § "enum": [ "ABS_MS", "REL_MS", "REL_SECONDS", "REL_MINUTES",
"REL_HOURS", "REL_DAYS", "REL_WEEKS", "REL_MONTHS", "REL_YEARS" ] %,
"frequency": § "enum": [ "ONCE", "MINUTELY", "HOURLY", "DAILY", "WEEKLY",
"MONTHLY", "YEARLY" ] %,
"multiplier": "number",
"state": § "enum": [ "NOT_APPROVED", "WAITING", "RUNNING", "PAUSED",
"CANCELLED", "FINISHED" ] %,
"job_type": "string",
"job_notes": "string",
"job_properties": {
"type": "object",
"required": [],
"additionalProperties": true,
"properties": {%
&
3
3
oaT X Ta—IL - 714—ILREDFHA
74—V F 247 fHHTX 21 Wt
id B EEVENDT 27 Y 2 —Ld ID,
job_id B SRAT LDEE 24T 2 — W BEEA T
BNTWARRT T a—7
—_ y 3 7@ IDo
when_starts Long 0 725 MAX_LONG MRy 7 - I U,

FLBRT Y 2 =K

0 AR NE LT O |5 Al
.. = = RN 24
@kﬁébt%“%bi SRR (8

ZOMEICED, AT Y
—DFEITERMRT 5 X
AIVITMRED T,
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when_ends

Long

0 7* 5 MAX_LONG

0 3KAIRFEITTBZ
PEMRLUET (EDIEL
27T 2 —ILDEED
Ao

ML ARy 27 - U
FRBERT Y 2 —UHE
(R ALV S IS
% AHRHIRF P B N2 2K

COfEICED, AFTa
—LFEITX N B HAM D
wEDFT,
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> AT LD when_starts
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F, ABS_MS IZFET 5
%4&. when_starts 121
IRy Z - SURPAD
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when_starts 1213 &R
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Lzl

MINUTELY = M 43 #8312 f&
DiRL

HOURLY = M IR ]34  #
DiRL

DAILY =M HEIZH#E D IR
L

WEEKLY = MBI D
B L

MONTHLY =M » B2
IR L

YEARLY = M /1258 D
B L

FE:MELTD
multiplier 7 4 —/L F T
5,

ends_unit Hl|ZE A ABS_MS = ffixf =K v > 25 L when_ends
VARIRRR 74 =L KD AN EZE
REL_MS = (R & 2 — | N5 BRENEL &
WD 5 0) iR 3 0 | o, ABSMS IERUET &
% a SOV 84, when_ends iii

Ky 7« IUMBADFE

REL_SECONDS = (R 7 ¥ | ¥, ZHLIHNDLA.
2 —/LEA%ED & D) Mxt | when_ends 1ZiZFA4aHF
R LN XIS B AR ] B
REL_MINUTES = (24 & %"&i;\gfibzéé
2 —/LEA%E D & D) KXt ’Cé‘
5% :
REL_HOURS = (2% ¥ 2
—ILBHBRD & D) FHIE
ik
REL_DAYS = (R4 ¥ 2 —
IVERGRD & D) 3 H AL
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—ILEREED: & D) FEXHE
b3
REL_MONTHS = (27 &
2 —/LEARED & D) KXt
HE
REL_YEARS = (R %7 ¥ 2
— I LBHERD 5 D) MR
b3

frequency 7k =i ONCE =1 [HIEfT/# VIR |#DERLAT Y 2—10D

HEZRELE T,
ONCEWZRET B & X7
Ja—FEYIRE Nz
Wiz (#EDIRLAR L),
when_ends >89 X — &
—I3EHINE T,

ZHNLINCRET 555
4. multiplier 7 4 —L R
BT A{EIC K o THE
DIRL Y a 7 DHEEMNE
Z XN, when_ends /S5
RA—=R—TATT a—)L
% ki3 2 HARI DS % D
3
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multiplier B 0 72 & MAX_INT frequency ¥ EHEI L. %
DR U547 ¥ TDFRFER
BERELET, HlZIX
frequency=HOURLY,
multiplier=3 OFA, &
a 73 3 R ST X
ﬂé t L\‘O f:ﬁ“él\,c‘j_o
state Hl| A ARAGR 2T a—)ILDIRAE, >
P e I ;gALiofﬁﬁéﬁ
fIdahTwinid, °
Ya JIEFETEINEE
Ao ZAUIHEERTDOHIHA
KT,
(S ax
AT 2 — )V ETHT
HY., Ta TIKEEA
TEH, FEMBFETE
NTVWEHA,
FEiTH
22—k 128k
DY a 7 & BIIFEITEA
THYH, X5 DIFETH
AT a—)LENTWVWE
ER
—RHE 1k
27 2 — ) —RIC
FlhEhTnEd, o
REICH BENEY a 7iF
EITINFEE A,
* oy VEALEA
27 Y 2 — VBRI
FyrbLENFE LT,
SHhDY a TEITIIFHE
LEXA,
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2T 2 —EIEHICHE
TRSETLE LR, 51
DY a TETIIFRELF
‘A,
job_type & Vadc RATICHET S | FETRET 2 a TR
I avESRLTL |47, Zhuckbh, &7
72X\, Ja—F—=DBrUVH—-L
T ZITHEITIN BT
AR a 7D&RA S
EBov—2a—F)
REDE T,
job_notes &l EEDFHE, FI74N TV aTIBE

3 23FL/aX b,
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job_properties 7Y =2 b

JSON A 7T =7 |,

25T a— )V TEITT S
JadRERTLHYa
T e TanT4— - FT
YV b, TIZTOHE
Z., YaTvox4 Tk
S>THEEDET, FFLL
ERDE 7> arEBE
LTLEZW,

oaJ - 7aAnNT1—+ A*¥—7

i
"type": "object",

"required": [ "type", "job_type", "keys_to_update", "public_key"],

"additionalProperties": false,
"properties": {
"type": § "enum": [ "key-update-job" ] %,

"job_type": § "enum": [ "key-rotation", "key-revocation", "key-shred" ] %,

"keys_to_update": {
Iltypell : [Ilarrayll] ,
"minItems": O,
"uniqueltems": true,
"items": [

"type": "object",
”quuired”: [”type”, uidu]
"additionalProperties": false,
"properties": {

"id": "number"
3

¥
]

}I
"public_key": {
"type": "object",
”quUiIed”: [ unameu, ”id”, ”type”, ”hIef”],
"additionalProperties": false,
"properties": {
”type”: { uenumu: [ ”Ief” ] },
"name": "string",
"id": "number",
"href": "string"

5l

Request: POST /rest/jobs/schedules

{
"type": "job-schedule",
"when_starts": 2,
"when_ends": 0O,
"starts_unit" : "REL_WEEKS",
"frequency": "WEEKLY",
"multiplier": 1,
"job_type": "key-update-job",
"job_notes" : "",
"job_properties": {
"type": "key-update-job",
"job_type": "key-rotation",
"keys_to_update": [{

"id": 3
fo
{
"id": 2
fo
{
"id": 1
515
"notes": "',
"public_key": {
“name": "serverl.cert.pem",
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"id": 1,
"type": "client-file"
:
b
b

Response: 201 Created | Location: /rest/jobs/schedulers/2

/jobs/schedules/{id}

REDY a7« A7 a—l,

GET

BENSA—2—

NRIRAX—R— Foab

<KEL>

KRa—-F

a—F GWUN

200 JBBEASIT, BERENeY a7 « AT a—ADF
EFNET,

401 BUTESRDEREEE N TV ER A,

403 Bffa—F—12id, 20¥a7 - A75rYa—icH
HF N TWEY a7 EREFIYaT - X4 T%FE
IRTBHADH D FHA,

404 BEINAdIDYa T - A7rTa—An/ ons
3. POLENCHOIFEL TV EE A,

406 Accept Ny X—ZHR—-—brENhdarrry-x4
TWRRETHIDENRDHD FT,

500 WERT T —DFEL F Lz, FEflicoVW T,
Warning Ny X —ZZf L T 72X W,

503 P—N— » =R TT, IO VT
&, Warning Ny X —%2Z L TL 72X W0,

AF¥x—=v

72 arv2aR=ID [ZRF—~<] ®array ND job-schedule ¥ 7Y =7 b « 24 THSBIRLTL 2 X

W,

il

AIRD POST 27> a v DAY a—, ZORITIRELEEKRINTOARVDOTHERLTLEI N, F
7= job_properties A 7Y 2 7 "y MANEA T 27 b+ T+ — LS NEHREICEBF XN HICHIEELT

&V,

Request: GET /rest/jobs/schedules/2
Response: 200 OK

1
"id": 2,
"job_id": 2,
"when_starts": 2,
"when_ends": 0O,
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"starts_unit": "REL_WEEKS",
"ends_unit": "ABS_MS",
"frequency": "WEEKLY",
"multiplier": 1,

"state": "NOT_APPROVED",
"job_properties": §

"com.securityfirstcorp.atlantis.bundles.keygen.keys.agentIndex": "",
"com.securityfirstcorp.atlantis.bundles.keygen.keys.keyUpdateIndexes": "1 2 3",

"runnable.updateJobType": "ROTATE",
"runnable.keyIndexes2": "1",
"runnable.fileBytes64":

"LSOtLS1CRUdITiBDRVIUSUZIQOFURSOtLSOtCk1ISUdIakNDQkFhZOF3SUIBZO1DRUFFAdORRWUpLblpJaH

. omitted ...

DNVYWpCc1lVIbHNOaBUwbk5MTjIyK2JoRGtOSHINNMZSULZESEd3PTO

KLSOtLS1FTkQgQOVSVELGSUNBVEUtLSOtLQo¥uee3d",
"runnable.keyIndexes0": "3",
"runnable.keyIndexesl": "2",
"runnable.user": "admin",
"runnable.notes": ""

: "job-submitter": "admin"

"job_type": "c.s.a.b.p.j.KeyRotationJob",

"job_notes": null,

"type": "job-schedule"

ks
PATCH

BRINSGA—2—

RIR—R— seib

<KEL>

RRa—F

a— R s

204 FORIBIEFEITONE LD, EEHEETATVE
HATLZ, 77947 - A4 RORREERT
BZREIIH Y FHA,

201 AT a—)VEHY a THEREINE LT,
Location ~v X —iZ, HILLAMERE N/ a7 (K
MENZEERDODY a T « A7 T a—LE2HE S
XA—=R—TVY 7L v>a$3)DURLDLRENE
KRS

400 BERALDIEADIELL H D FHA, FEMITONT
iE. Warning Ny X —%2ZRL T 230,

401 FATERIFEEENTVWER A,

403 T2 ——12id, 2ova7 « 27T a—nNIcH
H N TWEY a 7EREREDY a7 - 24
TEIFIRT DD D FX A,

404 HEEXN{dIDYa T « AFJa—BRO»5
3. OLENCHFEELTOWER A,

406 Accept Ny X—ZHR—-—rZhrarrry &4
TWCRET HRENPDHD FT,

500 WL —DFAEL L Lz, sHlicoWTIE,
Warning Ny X —%2ZH L T2 &0,

503 P —N— - =L ZRMEHAR T, GOV T
iE. Warning Ny X—%2ZRRL T 230,
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AF¥x—7

72 arv2aR=ID TZRF—~<] D array ND job-schedule A 7Y =7 b « 24 TSI TL X

W, BHENWET 4 — L Rid type & id DATT, ZHETZ 3 DIX when_starts. when_ends.
starts_unit. B X ends_unit DFT7 4 —IL FDATT,

]|

A 2 REICA —N—F 4 FFTBI8TT7IT47 +PaT « ArTa—NL%EPATCHL, A7r¥a—
IVEHIY a TR EINTZH TSR T IS X5 1CLET,

Request: PATCH /rest/jobs/schedules/2

"type": "job-schedule",
"id": 2

1
"when_starts” :
"when_ends": 2,
"starts_unit":
"ends_unit":

¥

Response: 201 Created | Location: /rest/jobs/schedulers/3

PUT
BRENTA—2—

NRIA—&— Easan

<KL>
KRaA—F

a— K siif

204 FRIZIEFEIITONT LD, BEEIESENATVE
HATL 727947 - 4 ROFRREEHT
LZREEH D FHA,

201 ATV a—)VEHY a THERINE LT,
Location Nv X —12, HILLAMERRE NP a7 (K
mMENBEeTYaT c AT T a—NEFRAATA—X
—TY7Lv>ad3)DURLBREINET,

400 FRALDERDIELL H D FHA, dEITONVT
¥, Warning Ny X—%2ZR L T 7230,

401 FATERDIFRAE SN TOVWER A,

403 FiTa—%—12ld,. 2o¥a7 - &Y a—LicH
HF IO TWEY a7 RE3REDYa T - X4
TEFRT DEAADRHD FE A

404 BEXNZdIDY a T « AFT a—BHO”S
3. POLMENCOFELTOVER A,

406 Accept Ny X—ZHR—-—rZhrarrry kA4
TICRET D2V ENHD T3,

500 NEL S —FRELFE L. sEflicoOWTIE,
Warning N v X —ZZf L T X0,

503 P—N— - - ZPEHARRTT, FEICONT
¥, Warning Ny X—%2Z L T 7230,
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AF¥x—7

72 arv2aR=ID TZRF—~<] D array ND job-schedule A 7Y =7 b « 24 TSI TL X
W, ZEHi N Z5H T X % D3 when_starts. when_ends. starts_unit. 3 X X ends_unit D& 7 4 —L F DA

<7
fl

FTRTDRT T a—)L + VY —ABRETILEND 3 HERE. "iRd PATCH Of| L RT3,

Request: PUT /rest/jobs/schedules/2

{
"id": 2,
"job_id": 2,
"when_starts": 1,
"when_ends": 2,
"starts_unit": "ABS_MS",
"ends_unit": "ABS_MS",
"frequency": "WEEKLY",
"multiplier": 1,
"state": "NOT_APPROVED",
"job_properties": {

"com.securityfirstcorp.atlantis.bundles

nn
’

.keygen.keys.agentIndex":

"com.securityfirstcorp.atlantis.bundles.keygen.keys.keyUpdateIndexes": "1 2 3",

"runnable.updateJobType": "ROTATE",

"runnable.keyIndexes2": "1",
"runnable.fileBytes64":

"LSOtLS1CRUdITiBDRVIUSUZIQOFURSOtLSOtCk1ISUdIakNDQkFhZOF3SUJIBZO1DRUFFAORRWUpLblpJaH

. omitted ...

DNVYWpCc1VIbHN®aB®Uwbk5MTjIyK2JoRGtOSHINNMZSULZESEd3PTOKLSO

tLS1FTkQgQOVSVELGSUNBVEUtLSOtLQo¥uee3d",
"runnable.keyIndexes0": "3",
"runnable.keyIndexesl": "2",
"runnable.user": "admin",
"runnable.notes": "",
"job-submitter": "admin"

i

"job_notes": null,
"type": "job-schedule"
%

“Cob_type“: "c.s.a.b.p.j.KeyRotationJob",

Response: 201 Created | Location: /rest/jobs/schedulers/4

/jobs/schedulers

IARTDRTF Y a—5—+Ya’,

GET

BRINSGA—2—

NRTRA—R— o

<IRL>
HKRA-F

a—§ siab

200 JIVEASNZ, TRTOBHIDRA Y a—F— + V=

ITHREENE T,
401 BUTERDGERRES N TV E R A,
403 i,b%ﬁ:w*f‘—ci\y‘ a 7RFRT HMHERD DD £
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406 Accept Ny X—ZHR—-—rZhrarr7ry kA4

TICRET 2REDRDD £5,

500 NERL o =AU E Lz, sElICOWTIE,
Warning N\ v X —Z2ZH L T X0,
503 P —N— - =L ZREHAR] TS, FEMICOWT
&, Warning Ny X—%2ZR LT 230,
& T
i

"type": "array",
"minItems": O,
"uniqueltems": true,
"items": [

"type": "object",
"required": [ "type", "id", "scheduler_id", "job_type",

"state", "substate", "when_created", "when_started", "when_done",
"required_approvals", "required_rejections", "notes", "properties",
"results", "schedules", "actions" ],

"additionalProperties": false,
"properties": {
"‘type": { ||enum||: [ "jOb" ] }'
"id": "number",
"scheduler_id": "number",
"job_type": "string",
"state": § "enum": [ "WAITING", "RUNNING", "DONE",
"REJECTED", "ERROR" ] %,
"substate": §{ "enum": [ "R_OK", "R_BLOCKED", "D_OK",
"D_REVIEW", "D_FAILED" ] %,
"when_created": "number",
"when_started": "number",
"when_done": "number",
"required_approvals": "number",
"required_rejections": "number",
"notes": "string",
"properties": {
"type": "object",
"required": [],
"additionalProperties": true,
"properties": {%

"results": {
"type": "object",
"required": [],
"additionalProperties": true,
"properties": {%

"schedules": (array of job-schedule, see 6.2.1.3)
"actions": {

Il_typell : [ “aIIay“ ] ,

"minItems": 0O,

"uniqueltems": true,

"items": [
1
"type": "object",
"required": ["type", "id", "job_id", "user",
"action", "when_taken", "notes" ],

"additionalProperties": false,
"properties": {
"type": §{ "enum": [ "job-action" ] %,

"id": "number",
"job_id": "numbez",
"user": "string",

"action": § "enum": [ "APPROVE",
"REJECT", "ABSTAIN" ] %,

"when_taken": "number",

"notes": "string"
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1]

Request: GET /rest/jobs/schedulers
Response: 200 OK

[

{

”id”: 1'

"scheduler_id": 1,

"job_type": "c.s.a.b.j.j.SchedulingJob",
"state": "DONE",

"substate": "D_OK",
"when_created": 1503619618974,
"when_started": 1503672302393,
"when_done": 1503672302402,
"required_approvals": 1,
"required_rejections": 1,

"notes": "Creating a security administrator",
"properties": {
"c.s.a.b.u.j.createUser": "secadm",

"runnable.passwordSalte6e4":
"oPgSEm+htrj13c73xgytESU2hiWIVEqkQB8CMcu71+4¥u@03d",
"job-submitter": "admin",
"runnable.passwordDigest64":
"tPV9p7WDGpkNv7czglKUh+BCC3LcySTsUnZcN1OUYYQ¥ue03d",
"c.s.a.b.u.j.createNotes": ""

“iesults“: null,
"actions": [{

"id": 2,
"job_did": 1,
"user": "admin",

"action": "APPROVE",

"when_taken": 1503672302385,

"notes": "Approved on 16 April [JTK]",
"type": "job-action"

i1,
"schedules": [{
"id": 1,
"job_id": 1,
"when_starts": 0,
"when_ends": 0,
"starts_unit": "ABS_MS",
"ends_unit": "ABS_MS",
"frequency": "ONCE",
"multiplier": 1,
"state": "FINISHED",
"job_properties": §
"c.s.a.b.u.j.createUser": "secadm",
"runnable.passwordSalté4": "oPgSim+htrj13c73xgytESU2hiWIVEqkQB8CMcu71+4¥u@03d",
"job-submitter": "admin",
"runnable.passwordDigesté64": "tPV9p7WDjpkNv7czqlKUh+BCC3LcySTsUnZcN1OUYYQ¥u003d",
. "c.s.a.b.u.j.createNotes": ""
"job_type": "c.s.a.b.u.j.Createlob",
"job_notes": "Creating a security administrator",
"type": "job-schedule"
i1,
IltypeII: Iljobll
b
]
B 7 IREE
7R —EBORBBEICOAFEL T, :ZY LARWEEIE, nullick b £5, ¥ 7IREMEIZ. XD
XOWTEREINTVE T,
WIPR NG REETHAISN DD GWpUN
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R_OK

Va IHEKREINTED, ALy
R OEITREENCH L THF 2 —IT A
NHENTWEH, 77574 TITHE
frantngd, ST, [ME
BRI TOER A,

R_BLOCKED

PaTdDETIEEII TRy JX
NTWEETIIC 7T ey 7 &3h
TEDH, MTADPRBETT, Va7
DFER T4 — L FDF— &% fEH
TReWY T 7y a v ERET
ER=00 0

D_OK

Ja T DFEIPETLTED, M
I I hERATL,

D_REVIEW

PaTdDEITPETLTOET

W, WP ERNE T v 7T LT
BRETEZ A, Va 7TDER
T4 =V ERDT—2BLUEKL
7RO FEMGEE T % 2.
Y a TR I 2 REE T &
¥9, ZOY7TIREIE. EhTH
b THEINET,

D_FAILED

JaTOETPETLTOET
D, KL e DRI AT WD
9, BRI —LFOTF—%&%
AT KNERETEET,

/jobs/schedulers/{id}

REDRrYa—5—+Ya7,

GET

BRNFA—42—

NRIRX—K— Al

<IRL>

KRa—-F

a—§ sl

200 BRI, BREINTD a TREFENET,

401 BUTERDGERRES LTV E R A,

403 72— —-3Yar7ghkldzoyar - 24 7%
FRT MR DY EEA,

404 EIN/IAidI DY a THRRO2 5T, »OLFEIC
HIFEL TV E R A,

406 Accept Ny X—ZHR—-—rZhrarrry &4
TITRET BRED DD £75,
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500 WEL 7 =AU F Lz, ROV TR,
Warning v X —Z2ZRR L T 72X\,

503 Y —N— - =L ZXEHAR TS, FEMITOVWT
&, Warning Ny X —%2Z L TL 72X,

AF¥x—=v

272 ar35R—IDIZRF—<) Djob ATV =7 bBXU job-action A 7Y =7 b BB LTL X
W,

i

Request: GET /rest/jobs/schedulers/1
Response: 200 OK

{
”id”: 1'
"scheduler_id": 1,
"job_type": "c.s.a.b.j.j.SchedulingJob",
"state": "DONE",
"substate": "D_OK",
"when_created": 1503619618974,
"when_started": 1503672302393,
"when_done": 1503672302402,
"required_approvals": 1,
"required_rejections": 1,

"notes": "Creating a security administrator",

"properties": {
"c.s.a.b.u.j.createUser": "secadm",
"runnable.passwordSalt64": "oPgSim+htrj13c73xgytESU2hiWIViqkQB8CMcu71+4¥uB03d",
"job-submitter": "admin",

"runnable.passwordDigesté64": "tPV9p7WDjpkNv7czqlKUh+BCC3LcySTsUnZcN1OUYYQ¥u003d",
"c.s.a.b.u.j.createNotes": ""

“iesults“: null,
"actions": [

i
"id": 2,
"job_id": 1,
"user": "admin",

"action": "APPROVE",

"when_taken": 1503672302385,

"notes": "Approved on 16 April [JTK]",
;type”: "job-action"

] r

"schedules": [

i
”id”: 1’
"job_id": 1,
"when_starts": 0,
"when_ends": 0O,
"starts_unit": "ABS_MS",
"ends_unit": "ABS_MS",
"frequency": "ONCE",
"multiplier": 1,
"state": "FINISHED",
"job_properties": {

"c.s.a.b.u.j.createUser": "secadm",
"runnable.passwordSalt64": "oPgSim+htrj13c73xgytESU2hiWIVigkQB8CMcu71+4¥uB03d",
"job-submitter": "admin",

"runnable.passwordDigest64": "tPV9p7WDjpkNv7czqlKUh+BCC3LcySTsUnZcN1OUYYQ¥u003d",
"c.s.a.b.u.j.createNotes": ""

}I

"job_type": "c.s.a.b.u.j.CreateJob",

"job_notes": "Creating a security administrator",
"type": "job-schedule"

b

1o
”type”: ”job”
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PATCH

PUT

BRINSGA—52—

NRTRX—R— sl

<KL>

KHRaA-F

a— R Easan

204 ERIIEEITbNELEDS, ZEIZEENTVWE
HATL 72947 - 4 ROFTREEFT
ZREIDH D FH A,

205 ERMPEFEIITONT U Y —ABREHEINZE LT,

400 BRAXDERADBIELL B D FHA, FEAICONWT
&, Warning Ny X —%2ZR L TL 72X W0,

401 FATERDIFRAE SN TOVER A,

403 T2 —Y—13Ya 7R3 REDY a7 - 24
REBETILHERID D FH A

404 BEXNZ{dIDOY a THREO1 ST, 2OLHIIC
HIFELTVWER A

406 Accept Ny X—ZHR—-—rENdarrry-24
FIERETHIVERDD T3,

500 NERL o —RAELE Lz, dElicOWTIE,
Warning Ny X —ZZ L T 72X W,

503 Y —N— - =L ZXMEHAR] TS, FEMITOVWT
&, Warning Ny X —%2Z L TL 72X,

Ax—=7

72 ay35R=VD (RF—<] DjobF 7V + 2B LTLELI WV, BHEHE: MWHET 4 =L R
type ¥ id DATT, ZETE 2D notes 74 —ILFEDATT,

&
Request: PATCH /rest/jobs/schedulers/1
{

"type": "job",
"id": 1,

"notes": "Creating a security administrator (delete after 1/1/2018)"

Response: 205 Reset content

BENTA—2—
PRT R K AR

<KL>
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RRI—-F

a— R Foab

204 TRIZIEFEICITONE LD, ZEIEESENATVE
BATLR 72947 A4 RORREEHRT
HPREIEH Y FHA,

205 FORDIEFIATON T, U Y =AW EF S E L,

400 TRAXDIEANIEL S H D FHA, #HlicOVT
¥, Warning Ny X —Z2ZH L TS W,

401 FATERDIFRAE SN TOVER A,

403 HiTa—Y—3Ya7F 3N EDYa T - X4 T
REBTILHERPD D FH A,

404 HEEXIN{d} DY a THROMES T, D OLLHEIIC
BEFELTVWERA,

406 Accept Ny X—ZHR—-—rIhra>r7ry kA4
TICRET 2RHENHD F5,

500 WERL o —FBAE L E Lz, sElicOWTIE,
Warning N v X —Z2ZH L T X0,

503 P —N— - =L ZREHAR TS, FEMICOWT
E. Warning Ny X —%2ZRR L T 230,

A¥x—7

t272arv35R—ID (RF—<1 DjobF 7T xz7 +2BHLTLEIW, BHM:LTHTEZZ01X

notes 7 4 —)L FDATT,
i

Request: PUT /rest/jobs/schedulers/1

i
"id": 1,
"scheduler_id": 1,
"job_type": "c.s.a.b.j.j.SchedulingJob",
"state": "DONE",
"substate": "D_OK",
"when_created": 1503619618974,
"when_started": 1503672302393,
"when_done": 1503672302402,
"required_approvals": 1,
"required_rejections": 1,

"notes": "Creating a security administrator (delete after 1/1/2018)",

"properties": {
"c.s.a.b.u.j.createUser": "secadm",

"runnable.passwordSalt64": "oPgSfm+htrj13c73xgytESU2hiWIViqkQB8CMcu71+4¥u003d",

"job-submitter": "admin",

"runnable.passwordDigesté64": "tPV9p7WDjpkNv7czqlKUh+BCC3LcySTsUnZcN1OUYYQ¥u003d",

"c.s.a.b.u.j.createNotes":

“iesults“: null,
"actions": [

1
"id": 2,
"job_id": 1,
"user": "admin",

"action": "APPROVE",
"when_taken": 1503672302385,

"notes": "Approved on 16 April [JTK]",

"type": "job-action"
3
]

“schédules“: [

1
“id": 1,
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"job_id": 1,
"when_starts": 0,
"when_ends": 0,
"starts_unit": "ABS_MS",
"ends_unit": "ABS_MS",
"frequency": "ONCE",
"multiplier": 1,
"state": "FINISHED",
"job_properties": {

"c.s.a.b.u.j.createUser": "secadm",
"runnable.passwordSalt64": "oPgSfm+htrjl13c73xgytESU2hiWIVEqkQB8CMcu71+4¥u003d",
"job-submitter": "admin",

"runnable.passwordDigesté64": "tPV9p7WDjpkNv7czqlKUh+BCC3LcySTsUnZcN1OUYYQ¥u003d",
"c.s.a.b.u.j.createNotes": ""

i
"job_type": "c.s.a.b.u.j.Createlob",

"job_notes": "Creating a security administrator",
"type": "job-schedule"
3

1,
"type": "job"
¥

Response: 205 Reset content

/jobs/schedulers/{id}/actions

REDY a 71T LTEITEINSE T a v,

GET

BRINTGA—2—

NRTRX—R— sl

<IKL>

RRa—-F

a—§ sl

200 ISEARNC. T a T D77y a AN EENET,

401 FUTERDIFRAE SN TVWER A,

403 FATa—%—13Ya7ghidcoyars - 2L 7%
FoRT HHERED D FH A,

404 BEXNZ{dI oY a THRERO1 LT, OB
LIFELTVWER A,

406 Accept Ny X—%HR—-—brZhparrry kA4
TICRET DRV ENHD T3,

500 NEL S —DFRELFE L. sEflicoVTIE,
Warning v X —ZZf L TL X0,

503 P—N— - - ZPEHARATT, GO NT
¥, Warning Ny X—%2ZR L T 7230,

AFx—v

72 arv35R=IYDIRX—=) Djob AT =7 bBXU job-action ¥ 7Y =7 b B LTL 72X

W,
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1]

Request: GET /rest/jobs/schedulers/1/actions
Response: 200 OK

[
1
"id": 2,
"job_id": 1,
"user": "admin",
"action": "APPROVE",
"when_taken": 1503672302385,
"notes": "Approved on 16 April [JTK]",
;type”: "job-action"
]
POST
BENTA—4—
RTR— R — Foab
<HKL>
RRa—F
a—§ sl
201 a7 varPERENE L7, Location N
v RIS a7 77> ar®D URLPRENZE
ER
400 FRALDIEADIELL HH FHA, FEllIcONT
¥, Warning Ny X—%2ZR L T 7230,
401 BUTESRDEREEE N TV ER A,
403 Bffa—¥—& Ya7gkidzovar - 247
BERNTBHER, I Z0Ya 7 - 2L FTxfL
THRESINLT 7 a2 RT3 5EREHH 8
Ao
406 Accept Ny X—%ZHR—rENhdarrry-x4
TICRET HREDRHD FT,
500 WNE TS —NFEELE L, oW TIE,
Warning ~v X —ZZf L TLZX W0,
503 P—N— - - ZPEHARATT, GOV T
¥, Warning Ny X—%2Z L T 7230,
Ax—=v

€72 ary3ER=—IDIZF—=) DjobFT7T =7 bBXU job-action 7Y =7 v SR L TLEX
W, ZH:type, job_id, B XU action DADMET 4+ —)V R TT, user, id, B XU when_taken 7 4 —
U RIZ POST SIEH IR T35 eSS E T,

&
Request: POST /rest/jobs/schedulers/1l/actions
$

"type": "job-action",

"job_id": 1,

"action": "APPROVE",

"notes": "Approved on 16 April [JTK]"
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%
Response: 201 Created

/jobs/history[r}
AT a— ko TEFTENZTRTOY 3 7,
GET

BENSTA—2—

NRTRX—R— sl

<KRL>

RRa—-F

a—F Easan

200 JEARSIZ, TRTOFHIDA T V2 —F— V3
THEEFNFT,

401 FATERDIFRAE SN TOWER A,

403 T2 =Y =13 a 7 2RI HHERPD D $4
Ao

406 Accept Ny X—ZHR—-—rZhrarrry &4
TICRET BN DD T3,

500 WERT 7 —DRAELE L, iz onTIE,
Warning N\ v X —%2ZH L T2 &0,

503 P —N— - B —ERDMEHAR TS, GOV T
iE. Warning Ny X —%2ZR L T 7230,

AFx—v

€72 arv35R=—IYD (RF—<) DjobF 727 v EBMLTLIEIW, id 74—V RIEEIX
scheduler id 74—V RE BRZEZPHRE A5y Ta—5— T a 7 REETT, scheduler id 74— R
Z. ET¥a 7N T AR T a—T5— « Vg JIEEMITET,

5l

Request: GET /rest/jobs/history

Response: 200 OK

[

{

”id”:4,

"scheduler_id":1,

"job_type":"c.s.a.b.u.j.CreateJob",

"state":"DONE",

"substate":"D_OK",

"when_created":1503672302432,

"when_started":1503672302455,

"when_done" :1503672302509,

"required_approvals":1,

"required_rejections":1,

"notes":"Creating a security administrator",

"properties":{

"c.s.a.b.u.j.createUser":"secadm",

"runnable.passwordSalt64":"oPgSim+htrj13c73xgytESU2hiWIVigkQB8CMcu71+4¥u003d",
"runnable.passwordDigesté64": "tPVIp7WDjpkNv7czqlKUh+BCC3LcySTsUnZcN1OUYYQ¥u003d",

"job-submitter":"admin",
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"c.s.a.b.u.j.createNotes":
§o
"results":null,
"actions": [

"id":2,
"job_id":1,
"user":"admin",
"action":"APPROVE",

"when_taken":1503672302385,

"notes":"Approved on 16 April [JTK]",

"type":"job-action"
b

i
"schedules": [
{

”id”:l,
"job_id":1,
"when_starts":0,
"when_ends":0,
"starts_unit":"ABS_MS",
"ends_unit":"ABS_MS",
"frequency":"ONCE",
"multiplier":1,
"state":"FINISHED",
"job_properties":{

"c.s.a.b.u.j.createUser":"secadm",

"runnable.passwordSalt64": "oPgSfm+htrj13c73xgytESU2hiWIVEqkQB8CMcu71+4¥u003d",

"job-submitter":"admin",

"runnable.passwordDigest64" : "tPVIp7WDjpkNv7czqlKUh+BCC3LcySTsUnZcN1OUYYQ¥uB03d",

"c.s.a.b.u.j.createNotes":

"job_type":"c.s.a.b.u.j.CreateJob",

’

"job_notes":"Creating a security administrator",

"type":"job-schedule"
%

1,
ype”:”job”

/iobs/history/{id}

REDFATHEAS a 7

GET

BRINSGA—2—

RIRX—K— Al

<IRL>

RRI—-F

a—F s

200 ?%Ktmgﬁémk%ﬁﬁéyafﬁﬁimi

401 BUTERDGRRES LTV E R A,

403 BT —V -3 ar7gkidzoyar - 24 7%
FKRT MR H D EEA,

404 BEEINZAd) DY a 7HREOD ST, OIS
BIFEELTVERA,

406 Accept Ny X—ZHR—-—rZhrarrry &4
TICHET Z2REDDHD T,
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500 NEBL S —FAEL F Lz, i oW TIE,
Warning v X —Z2ZRR L T 72X\,

503 P—N— - =L ZAPEHAATT, FEHICDONT
&, Warning Ny X —%2Z L TL 72X,

Ax—7

73 ar35R—IYD M RF—<] DjobA 727 bE2BIRLTLEX, id 74—V EHEFI
scheduler id 74—V RE B ZEZHRE AF Y a—5— Y a7 A TT, scheduler id 74—V K
. EfTYa T ENET AR a—T— « Vg TICHEEMNTE T,

1]

Request: GET /rest/jobs/history/4
Response: 200 OK

{
”id”:A,
"scheduler_id":1,
"job_type":"c.s.a.b.u.j.CreateJob",
"state":"DONE",
"substate":"D_OK",
"when_created":1503672302432,
"when_started":1503672302455,
"when_done" :1503672302509,
"required_approvals":1,
"required_rejections":1,
"notes":"Creating a security administrator",
"properties":{
"c.s.a.b.u.j.createUser":"secadm",
"runnable.passwordSalt64":"oPgSfm+htrj13c73xgytESU2hiWIVEqkQB8CMcu71+4
¥uoo3d", "runnable.passwordDigest64" : "tPV9p7WDjpkNv7c
zq1lKUh+BCC3LcySTsUnZcN10OUYYQ¥u@03d",
"job-submitter":"admin",
"c.s.a.b.u.j.createNotes":

%

esults":null,

"actions": [

1
"id":2,
"job_id":1,
"user":"admin",
"action":"APPROVE",
"when_taken":1503672302385,
"notes":"Approved on 16 April [JTK]",
"type":"job-action"

3

”échedules”:[

”id”:l,

"job_id":1,

"when_starts":0,

"when_ends":0,

"starts_unit":"ABS_MS",

"ends_unit":"ABS_MS",

“"frequency":"ONCE",

"multiplier":1,

"state":"FINISHED",

"job_properties":{
"c.s.a.b.u.j.createUser":"secadm",
"runnable.passwordSalt64":"oPgSfm+htrj13c73xg

ytESU2hiWIVEqkQB8CMcu71+4¥u@03d",
"job-submitter":"admin",
"runnable.passwordDigest64" : "tPV9p7WDjpkNv7czql
KUh+BCC3LcySTsUnZcN1OUYYQ¥u003d",
"c.s.a.b.u.j.createNotes":
}I

"job_type":"c.s.a.b.u.j.CreateJob",
"job_notes":"Creating a security administrator",
"type":"job-schedule"
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"type":"job"
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BTHERARYVS— - YY—2R

/pathsets

HHATREIR T RTDRR - £y b

GET
BRNTA—2—
PTG R— R — b
<IRL>
KRa—F
a— R sl
200 JEBEARIT, BRI NI2TRXTORR - 2y bHE
EFNET,
401 BUTERDGFRREE N TV EE A,
403 BAT2—F —3HER» DD $E A,
406 Accept Ny X—ZHR—bINzpar7ry -4
TWRETHRENDHD £T,
500 WEBT 7 =D FAEL F Lz, oV Tid,
Warning N\ v X —Z2ZH L T X0,
503 P—N— - - ZADBEHARTY, FEICONT
¥, Warning Ny X —Z2ZH L TS W,
AFx—7
1
"type": "array",
"minItems": O,
"uniqueltems": true,
"items": [
"type": "object",
"required": [ "type", "id", "name", "notes",
"snapshot", "source", "paths", "href" ],
"additionalProperties": false,
"properties": {
"type": { "enum": [ "pathset" ] %,
"id": "number",
"name": "string",
"notes": "string",
"snapshot": "boolean",
"source": "number",
"paths": {
"‘type": [ ||array|| ]'
"minItems": O,
"uniqueItems": true,
"items": [
"type": "object",
"required": ["type", "id", "path_set_id",
"path", "notes", "source", "snapshot" ],
"additionalProperties": false,

"properties": {




“type“: { "enum" : [ "path" ] }’

"id": "number",
"path": "string",
"path_set_id": "number",
"notes": "string",
"source": "number",
"snapshot": "boolean"
3
¥
]
3
¥
3
]
¥
i
Request: GET /rest/pathsets
Response: 200 OK
[
1
"idn s 1,
"name" : "newPathset",
"notes" : "",
"source" : 0O,
"snapshot" : false,
"paths" : [
i
"id" : 1,
"path_set_id" : 1,
"path" : "/file/path/one",
Ilno.tesll : nn ,
“source" : 0O,
"snapshot" : false,
Il.typell : Ilpa.thll
§o
i
”id” . 2’
"path_set_id" : 1,
"path" : "/file/path/two",
Ilno.tesll : nn ,
“source" : 0O,
"snapshot" : false,
Il.typell : Ilpa.thll
3
1p
"href": null,
"type": "pathset"
]
POST
BENFA—2—
NRIR—R— Al
<IRL>
KRI—F
a—F GWpuN
201 RA ety MOMER XN E L7z, Location ~\ v X —
WCHHFI SR - 2y D URLARINE T,
400 FRAXDIEADIEL L H D FH A, FFHITDONT
E. Warning Ny X —Z2ZH LTI W,
401 BUTESRAGFRRE SN TV EE A,

48 1BM Multi-Cloud Data EncryptionPowered by SPx°: REST API {1:4




403 BT —H—13RZ « kv 2T 2R H D
A

406 Accept Ny X—ZHR—-—rZhrarrry -&A4
TICRET 2DENH D F5,

409 R - 2y FDEFARA - £y FOHHETE 21T
ideBmELTVET,

500 NESLZ T —DFAEL E Lz, iV T,
Warning N\ v X —%2ZH L T2 &0,

503 P —N— - B —ERDMEHAR TS, GOV T
IE. Warning Ny X—%2ZR LT 230,

AFx—v

NRRAX kv b-aLryay - AF—vDpathset A 72 =7 b BEXL path A7 =27 V2SR TLE
WV, BH: WITNDATI 2T b+ AT TH id IZRBHATITRL, ED LRVWTLIEE W,

5l

Request: POST /rest/pathsets

1

%

"name" : "newPathset",
"notes" : M
"source" : 0O,
"snapshot" : false,
"paths" : [
i
"path" : "/file/path/one",
"notes" : ""
"source" : 0O,
"snapshot" : false,
"type" : "path"
}I
1
"path" : "/file/path/two",
"notes" : "",
"source" : O,
"snapshot" : false,
"type" : "path"
]

”%ype”: "pathset"”

Response: 201 Created | Location: /rest/pathsets/1

/pathsets/{id}
FFEDRR « kv b
GET
BENTA——
NIRX—R— Foab
<HL>
HRI—K
a— R soab

HY o — -
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200 VBRI, BREINZRZ -y PREENE T,

401 BUTESRAGFRREES N TV EE A,

403 BT — Y —3HERD D D FH A,

404 EINZIdI D8R - £y RO ST, 2O
DENCHFEL TV EE A,

406 Accept Ny X—%FHR—-rENpar7rV 24
TWRRETHIDENPDD FT,

500 WEBT 7 =D FAE L E Lz, FEfliconTiE,
Warning ~v X —Z S L TL 72X W0,

503 PN« =R TT, FEICOWT
¥, Warning Ny X—%2ZR L TL 7230,

AFx=v

NRA k2w bhealryay - AFx—<Dpathset ¥ 72 =227 vV BEUL path A7 =7 b BIRL TR

AN

i

Request: GET /rest/pathsets/1
Response: 200 OK

”id” : l,
“name" : "newPathset",
"notes" : "',
"source" : O,
"snapshot" : false,
"paths" : [
1
"id" : 1,
"path_set_id" : 1,
"path" : "/file/path/one",
"notes" : ""
"source" : 0O,
"snapshot" : false,
"type" : "path"
}I
1
"id" : 2,
"path_set_id" : 1,
"path" : "/file/path/two",
"notes" : ""
"source" : 0O,
"snapshot" : false,
"type" : "path"
3
1p
"href": null,

"type": "pathset"

DELETE
BRNFRXA—2—
TR — R Aol
<IZL>
RRI—-F
a— R sl
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204 HIFRIZIEF IR T LE L=,

401 FATERDIFRAE SN TOWER A,

403 FAT = —1IHERL D D 8 A,

404 EINZIdI D8R - £y RO ST, 2O
MENCHFELTOER A,

406 Accept Ny X—%FHR—-rENpar7rV 24
FICERET DVERDD T3,

500 NESL T —FAEL E Lz, sEflicoVWTIE,
Warning ~v X —Z S L TL 72X W0,

503 F—nN— - F—EZREAATT, FHlICONT
¥, Warning Ny X—%2ZR L TL 7230,

Ax—=7

DELETE T AXIZEEINT A,

141

Request: DELETE /rest/pathsets/1

Response: 204 No content

PATCH

BENTA—2—

NIR—Z— Fabi

<IRL>

KRa—F

a—F sl

204 FORIZEFIITbOUE LD, EHEHEEEFATVE
BATL 7747 - A4 NORRZEHT
LZRENIDH D FH A,

205 ERDVIEFZIATONT Y Y —AEHINE L,

400 FERALDIFADELL H D FEA, FHIITONT
iE. Warning Ny X—%2ZR L T 230,

401 BUTERDGERRES LTV E R A,

403 FATa—9—137mt2 -y s 2ZET HERH
HHFEXA

404 fEEXINZ{id} DA -y FHBRRONST, 2O
DENZHEEL TVER Ao

406 Accept Ny X—ZHR—-—rZhrarrry -&A4
TIHET HDENDH D 7,

409 R -y MINT2EEDIRIDONR - £y b
/El\b"cb\ij—o

500 NERT 7 —DRAEL F Lz, FElicOVTIE,
Warning ~v X —ZZf L TL 72X W0,
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503 F—nN— - F—EZREMAATT, FHlCONT
¥, Warning Ny X—%2ZH L TL 7230,

AF¥—7

NRA sy bhealryay - AFx—<Dpathset ¥ 72 =227 vV BEUL path A7 =7 b BIRL TR
WV, EHirtype L id DAPHTDA TS 27 b « RATOXET 4 —)LRTT,

1l
Request: PATCH /rest/pathsets/1
1
"type": "pathset",
"id": 1,
"name": "newPathSetName"
&

Response: 205 Reset content

PUT

BRNTA—2—

RTR— R Aol

<IRL>

KRa—F

a— R Flak

204 FORIIEFIITDORE LD, EHEHEEEFATVE
FATLZ, 72947 34 ROFRREENT
ZREEH D FE A,

205 FORMPIEFIATONT VY — AP EHREINF L,

400 FERAXDIGADEL L HD FHE A, FHIITOWNT
iE. Warning Ny X —%2ZR L T 7230,

401 BUTESRAGERRES N TV EE A,

403 FATa—9 -3 7mt2 -y s 2EET HERH?
HYEEA

404 fEEXINZ{id} DR - 2y bBRONLT, 2D
DENCHFEL TV EE A,

406 Accept Ny X—ZHR—-—rZhrarrry &4
TITRET BREDDHD £75,

409 PR -y MINTR2EEDRIDONR - £y b
/EI\LVCL\iTO

500 NERT 7 =D RAEL F Lz, FEMlicOVTIE,
Warning v X —ZZf L T X0,

503 HF—N— - F—EZABEHRATT, FHlicOVT
¥, Warning Ny X—%2Z L T 7230,

Ax—v

NRA k2w bealryay - AFx—<Dpathset ¥ 72 =227 VBEUL path A7 =7 b2 BIR LT

W,
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1]

Request: PUT /rest/pathsets/1

i
”id” . 1’
"name" : "newPathsetName",
"notes" : "Add some notes to the path set",
"source" : 0O,
“snapshot" : false,
"paths" : [
1
"id" : 1,
"path_set_id" : 1,
"path" : "/file/path/one",
"notes" : "',
"source" : 0O,
"snapshot" : false,
"type" : "path"
o
1
”id” : 2'
"path_set_id" : 1,
"path" : "/file/path/two",
"notes" : "',
"source" : 0O,
"snapshot" : false,
"type" : "path"
¥
]I
"href": null,
"type": "pathset"
3

Response: 205 Reset content

/processes

GET

ERATEER TR T T a2

BRNTA—F—

NRTIRX—R— )

<KRL>

RRa—-F

a—§ slif

200 IVEASIZ, AT RTOTaAnEgdEh
£9,

401 FUTERDIFRAE SN TOVWER A,

403 FAT = —13MERL D D £H A,

406 Accept Ny X—ZHR—-—rZhrarrry &4
TIRET VBN HD T3,

500 WET o —BFBAELE Lz, FiliconTIiE,
Warning N\ v X —=%2ZH L T2 &0,

503 P —N— - B —ERDMEHAR TS, GOV T
iE. Warning Ny X —%2ZR LT 7230,
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AF¥x—7
%

"type": "array",
"minItems": O,
"uniqueItems": true,
"items": [

Il.typell: Ilobjec.t“’
”quuired”: [ "‘type", ”id”, ||name||' "pa‘th",
"version", "os", "distribution", "snapshot", "source", "rows" ],
"additionalProperties": false,
"properties": {
"type": § "enum": [ "process" ] %,
"id": "number",
"name": "string",
"path": "string",
"version": "number",
"os": "number",
"distribution": "number",
"snapshot": "boolean",
"source": "number",
"rows": §
"type": [ ”aIIay” ]’
"minItems": 0O,
"uniqueltems": tzrue,
"items": [

"type": "object”,
"required": ["type", "id", "hash", "source", "snapshot" ],
"additionalProperties": false,
"properties": {

"type": { "enum": [ "process-hash" ] %,

"id": "number",

"hash": "string",

"source": "number",

"snapshot": "boolean"

0s
FRV—=T4 V7« DATLADEIZERTRINE T, BREO Oy Y7L TOEEBED T,

fE R A=A
0 zL
1 Linux
2 Windows
ot
A DEIZBH TR I N E T, BHUEO Yy B 73T BD TT,
fE S A-4N4
0] KL
1 Red Hat
2 CentOS
3 Windows
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1]

Request: GET /processes
Response: 200 OK

L

”id”: 1’
“name": "testProcess",
"path": "/home/bin/processA",
"version": "1.1",

"os": 1,

"distribution": 2,

"source": 0,

“snapshot": false,

"rows": [

"id": 1,

"hash":
"01200102030405060708091011121314151617181920212223242526272829303132",

"source": 0O,

"snapshot": false,

"type": "process-hash"

AL

”id”: 2’

"hash":
"01200102030405060708091011121314151617181920212223242526272829303132",

"source": 0,

“snapshot": false,

"type": "process-hash"
3
1p
"href": null,
"type": "process"
§o
i
"id": 2,
“name": "testProcess",
"path": "/home/bin/processA",
"version": "1.1",
"os": 1,
"distribution": 2,
"source": 1,
“snapshot": true,
"rows": [],
"href": null,
: "type": "process"
]
POST
BENFA—2—
RTA—R— L
<IRL>
KRI—F
a—F Eabi
201 T ABER X E L7z, Location v X —iZ
¥ 7Tat 2 -ty b URLPREINET,
400 FRAXDIEADIEL L H D FH A, FFHITDONT
E. Warning Ny X —Z2ZH L TS W,
401 BUTERDGRIEE N TV ER A
403 BT —Y -3 70 A2ER T 2MR1H D 8
Aoo
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406 Accept Ny X—ZHR—-—rZhrarr7ry kA4
TWRETHRENDHD £T,

409 R 28 E T e R -y FOKRTE I
id eHmEaLTVWET,

500 N T —RELE L, ST,
Warning N\ v X —%2ZH L T2 &0,

503 P —N— - =L ZRMEHAR] T, GOV T

E. Warning Ny X —%2ZRL T 230,

AF¥—=

TRER-aLryay c AF—<Dprocess A 7Y =7 MBI process-hash A7 = 7 M2 B LT
{EEV, BHEH: WTHDOF TV 27 b« XA T TH id IFHETIERL, FHED LBRVTLEI W,

i
Request: POST /processes
i
"name": "newProcess",
"path": "/home/bin/newProcess",
"version": "1.1",
"os": 1,

"distribution": 2,
"source": 0O,
"snapshot": false,
"rows": [

"hash":
"01200102030405060708091011121314151617181920212223242526272829303132",

"source": 0O,

"snapshot": false,

"type": "process-hash"

i

{
"hash":
"01200102030405060708091011121314151617181920212223242526272829303132",
"source": 0,
“snapshot": false,
"type": "process-hash"

i
"type": "process"

¥

Response: 201 Created | Location: /processes/2

/processes/{id}
FRED 71t 2
GET
BENTA—2—
NRITR—=R— sl
<HKL>
by o B S
a—§ slid
200 ISEAIC, RN ETor2ngEh% T,
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401 BUTESRAGRRES N TV EE A,

403 BT —F — 3R DD £E A,

404 feExh{idi o7t 2ABREO0 53, oL
WHFELTVEE A,

406 Accept Ny X—%ZHR—rENhdarrry x4
TWCHETHDENDH D 7,

500 NERT 7 —DRAEL F Lz, FEMlicOVTIE,
Warning N v X —ZZf L TL X0,

503 P—N— - - ZPEHARRTT, GO NT
¥, Warning Ny X—%2ZR L T 7230,

Ax—v

TrtRcalLryayc AF—<Dprocess A 7P =7 B XU process-hash 7Y =7 M 2SR L T

7ZE W,

%l

Request: GET /rest/processes/1
Response: 200 OK

1
"id": 1,
“name": "testProcess",
"path": "/home/bin/processA",
"version": "1.1",
"os": 1,
"distribution": 2,
"source": 0,
“snapshot": false,
"rows": [
{
"id": 1,
"hash": "01200102030405060708091011121314151617181920212223242526272829303132",
"source": 0,
“snapshot": false,
"type": "process-hash"
}I
{
"id": 2,
"hash": "01200102030405060708091011121314151617181920212223242526272829303132",
"source": 0O,
"snapshot": false,
"type": "process-hash"
b
1p
"href": null,
"type": "process"
Fo
DELETE
BaNFA—4—
RIRX—K— Al
<IRL>
RRI—F
a—F aCih
204 HIFRIZIERE IR T LE L,
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401 FUTERDIFRAE SN TOVWER A,

403 BT = —1IMERL D D £H A,

404 IBEXNEIdIo a2 /o063, oLIH]
WKHEFEELTOVERA,

406 Accept Ny X—ZHR—-—rZhrarrry &4
TICRET DB T3,

500 NEL S —FRELFE L. sEflicoWTIE,
Warning N v X —ZZf L TL X0,

503 P—N— - - ZPEHARRTT, GO NT
¥, Warning Ny X—%2ZR L T 7230,

Ax—7

DELETE TR AXIZZEEINFEA,

i

Request: DELETE /rest/processes/1

Response: 204 No content

PATCH

BRNSGA—52—

RIRX—&— Easan

<KEL>

KRa—-F

a—F sl

204 TRIZIEFEIITONE LD, ZEEIESENATHE
BATLR 729478 « A4 FORREEHRT
ZRERHD FRA,

205 FRDPIEFEIITONT VY — AR EHFEINE L,

400 FRAXDIEADIIELL HD FHA, FEMICONVWT
E. Warning Ny X —%2ZRL T 230,

401 BATE RGBS N TWER A,

403 T2 —¥ =1k 7ut R - £y FBLEET LERDL
HHFEH A

404 fEEhidloTat 2B BonsF, oL
WHFELTVERA,

406 Accept Ny X—ZHR—-—rZhrarrry &4
TICRET 2DENH D F5,

409 Tat 2T REENFDO et X EE L TW
3,

500 WET 7 —DFBELE Lz, FiliconTIE,
Warning \v X —ZZf L T X0,

58 IBM Multi-Cloud Data EncryptionPowered by SPx®: REST API {1:4#




503 F—nN— - F—EZREMAATT, FHlCONT
¥, Warning Ny X—%2ZH L TL 7230,
AF¥x—7

TrtRcalLryayc AF—<Dprocess A 7P =7 b B XU process-hash 7Y =7 v SR L T
&V, EH:type £ id DAMPMTDATI 27t « A TORET 4 =L FTT,

1l
Request: PATCH /rest/processes/1
{
"type": "process",
"id": 1,
"name": "ProcessA-BC"
&

Response: 205 Reset content

PUT

BRNTA—2—

RTR— R Aol

<KEL>

KRaA—-F

a— R ERbu

204 ERIIEFEIIfTbNE LD, ZEREEENTWE
BATLZ 72947 « A4 ROFRREEHT
ZREIH D TR A,

205 FRDIEEIWITONT VY —ADEHRINE L,

400 FERALDIERMBIELL B Y FHA, FHlIcONWT
iE. Warning Ny X —%2ZR L T 7230,

401 FATESR D FRAE SN TOVWER A,

403 FATa—9 -3 7mt2 -y s 2EET HERH?
HNFEH A

404 feEan{idlo a2 o053, oLl
WHFEELTVWERA,

406 Accept Ny X—ZHR—-—rZhrarrry &4
TICRET BN DD T3,

409 Tat 2T REENFD et R HE L TW
9,

500 NEL S —FRELFE L. sEflicoVWTiE,
Warning v X —ZZf L T X0,

503 P—N— e =L ZAPMERHARA TS, FEfICONT
¥, Warning Ny X—%2Z L T 7230,

& kg

TrtR-alLryayc AF—<Dprocess A 7P =7 bB XU process-hash 7Y =7 M SR L T

&V,
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1]

Request: PUT /rest/processes/2

i
"id": 2,
“name": "newProcess",
"path": "/home/bin/newProcess",
"version": "1.1",
"os": 1,
"distribution": 2,
"source": 0,
“snapshot": false,
"rows": [

"id": 4,
"hash":

"01200102030405060708091011121314151617181920212223242526272829303132",

"source": 0O,
"snapshot": false,
"type": "process-hash"

”id”: 5’
"hash":

"01200102030405060708091011121314151617181920212223242526272829303132",

"source": 0,
“snapshot": false,
"type": "process-hash"

]

”%ype”: "process"

¥

Response: 205 Reset content

/selectors

ERATEE R T RTOEL 7 X —

GET

BENSKX—4—

KGR =R AL IR

<KL>

®RaA—-kr

a—§ slif

200 IVEASIZ, AN 2TRTORLZZ—DEF
NEI,

401 FUTERDIFRAE SN TOVWER A,

403 FAT = —13HERL D D £H A,

406 Accept Ny X—ZHR—-—rZhrarrry -&A4
TICRET HRENHD T3,

500 WERT o —DRAELE L, iz onTIE,
Warning N\ v X —%2ZH L T2 &0,

503 P —N— - B —ERDMEHAR TS, GOV T
iE. Warning Ny X —%2ZR LT 7230,
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AF¥x—7
%

"type": "array",
"minItems": O,
"uniqueItems": true,
"items": [

Il.typell: Ilobjec.t“’
"required": [ "type", "id", "name", "notes", "snapshot", "rows", "href"],
"additionalProperties": false,
"properties": {
"type": § "enum": [ "selector" ] %,

"id": "number",

"name": "string",
"notes": "string",
"snapshot": "boolean",
"source": "number",
"rows": {

Iltypell : [ Ilarrayll :I ,
"minItems": O,
"uniqueltems": true,
"items": [

"‘type": ”Object”,
"required": ["type", "id", "oxder",
"user", "group", "external_group", "process_set", "snapshot"],
"additionalProperties": false,
"properties": {
"type": { "enum": [ "selector-row" ] %,
"id": "number",
"order": "number",
"user": "string",
"group": "string",
"external_group": "boolean",
"process_set": {
"‘type": ”Object”,
”quuired”: ["‘type", ”id”, "hIef" ]'
"additionalProperties": true,
"properties": {
"‘type": { ||enum||: [ ”Ief” ] }'

"id": "number",
"href": "string"
}I
"source": "number",
"snapshot": "boolean"
%
b
]
b
"href": "string"
]
%
]
Request: GET /rest/selectors
Response: 200 OK
[
{
"id": 2,
"name": "selectorl",
"notes": ",
"snapshot": false,
"source": 0,
"rows": [
{
"id": 2,
"“order": 1,
"user": "userl",

"group": null,
"external_group": false,
"process_set": §

"id": o,
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"href":
"type" :

"/rest/processsets/0"
nrefh

"source": O,
“snapshot": false,

’

. "type": "selector-row"
{I
"id": 3,
"type": "selector-row",
"order": 2,
"user": "sfcl",
"group": null,
"external_group": false,
"process_set": null,
"snapshot": false,
“source": 0
: ¥
“Href“: null,
"type": "selector"
]
POST
BRNTA—2—
PR R — K fib
<IZL>
KRa—-F
a—F seib
201 L7 X —PER SN E L7z, Location ~\ v X —
WKHHEL 7 Z—D URLPRENE T,
400 FERALDIFADELL H D FHA, FHlITONT
iE. Warning Ny X—%2ZR LT 7230,
401 BUTERDGERRES LTV E R A,
403 BUTZ—F =3t L 7 X —%ER T 2R H D %
A,
406 Accept Ny X—ZHR—-—rZhrarrry &4
TIRET HHENDHD £,
409 FRtL 2722 —BFELL 7 2 —D4RT% -1 id
EHELTVWET,
500 WEBT 7 =3 AL E L7z, FHflicOVW T,
Warning ~v X —ZZf L T X0,
503 P —N— « =R HAA TS, GO WT
IE. Warning Ny X—%2ZR L T 7230,
Ax—7

kL& —-aLryay- - AF¥—<Dselector 7Y =7 B LU selector-row 7V 27 FESBELT

{BEZZ WV, ZH: WTHDOATI 27 b - BATTH id IFHHETIZRL,

U

Request: POST /rest/selectors

”type”:

"selector",

WED LRV TLIEE N,
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"name": "sfcUsers2",

"notes": "Manual copy of selector for internal users",
"snapshot": false,

"source": 0O,

"type": "selector-row",

"rows": [
i
"order": 1,
"user": "sfcO",
"group": null,

"external_group": false,
"process_set": null,
"snapshot": false,

"source":

"type": "selector-row",

"order":

"user": "sfcl",

"group": null,
"external_group": false,
"process_set": null,
“snapshot": false,

"source":

]
¥

2

0

0

Response: 201 Created | Location: /rest/selectors/3

/selectors/{id}
REDEL 7 & —
GET

BENSTA—4—

T R—R— Easan

<IKL>

KRaA—-F

a— K siif

200 INEARIC, BRXN-R L7 Z2—DEENE T,

401 FRITERDFEILEINTVWERA,

403 AT — — IR D D T A,

404 BEXNZ{dIoXL 72X —BHON53, oLl
BNCHEEL TV ER A

406 Accept Ny X—ZHR—-—rZhrarrry &4
TICKET HERDHD 5,

500 N T —RELE L, FEHlicoVWTIE,
Warning \v X —%2ZH L T2 &0,

503 P —N— - =L ZRMEHAR] TS, GOV T
iE. Warning Ny X —%2ZR LT 230,

Ax—v

L&k —-aLrary - AF¥x—<Dselector ¥ 72 =7 B XU selector-row 7 =7 BT

IZEW,
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1]

Request: GET /rest/selectors/3

Response: 200 OK

1
"type": "selector",
"id": 3,
“name": "sfcUsers2",
"notes": "Manual copy of selector for internal users",
"snapshot": false,
"source": 0O,
"rows": [
"type": "selector-row",
"id": 5,
"order": 1,
"user": "sfc0",
"group": null,
"external_group": false,
"process_set": null,
"snapshot": false,
"source": 0
§o
i
"type": "selector-row",
"id": 6,
"order": 2,
"user": "sfcl",
"group": null,
"external_group": false,
"process_set": null,
“snapshot": false,
"source": 0
3
1p
"href": null
3
DELETE
BENFA—2—
NIA—&— abi
<IRL>
KRI—F
a—F sl
204 HIFRIXIERE I T LE L,
401 BUTESRAGFRREES N TV EE A,
403 BT — Y —3HERD D D FH A
404 fEESNAid DXL I 2= HO056F . Db
ANCHDIFELTOVERA,
406 Accept Ny X—ZHR—-—rENdarrry-24
TICHRET HRENDHD £7,
500 WEBT 7 =D FAE L F Lz, dEflicoVTIE,
Warning v X —Z2ZRR L T 723\,
503 P—N— s - ZADBMEHARTY, FEICONT
E. Warning Ny X —%2ZR L T 230,
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Ax—=7
DELETE TRANIIEEEINE LA,
i

Request: DELETE /rest/selectors/3

Response: 204 No content

PATCH

BENSTA—4—

T R—R— Easan

<KL>

KRaA—-F

a— R Easan

204 FRIZIEFEIITONT LD, BEEIESENATVE
HFATL 727947 - 4 ROFRREETRT
ZREIXHH TR A,

205 FRMBIEEIITONT Y Y — AR EHEINE L=,

400 ZERALDOEADEL K HD ¥ A, #HlliZOVT
¥, Warning Ny X—%2Z L T 7230,

401 FATERDIFRAE SN TOWER A,

403 T2 — -3k L 7 X —%2ZHTIERID D F
A

404 BEXNZ{dI oL 7 X —BEO"53, oL
BICHFEELTVWER A,

406 Accept Ny X—ZHR—-—rZhrarrry &4
FICRET D2HENDD T3,

409 L7 2T ZEENOEL X — AL
TWVWET,

500 NERL o —RBELE Lz, iz oV TIE,
Warning v X —ZZf L TL 72X W0,

503 P —N— « =L ZXMEHAR T, FEMITONT
¥, Warning Ny X—%2ZR L TL 7230,

Ax—=7

L&k —-aLray - AF¥—<Dselector 7Y =7 B LU selector-row X 7P =7 FESHELT
&V, BH:type L idd DADBHITDATI 27 b « RA TDONKET 4 —NLEFTT,

&
Request: PATCH /rest/selectors/3
{
"type": "selector",
"ighs 3,
"notes": "Change to the notes field",
&
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Response: 205 Reset content

PUT
BENTA—2—
RIRX—K— Flak
<IRL>
KRI—-F
a—FK Flak
204 FERIZIEFEITbOOE LD, EHEHEEEFATVE
HATLz 729472 - A4 ROFRREZEHT
LZREIDH D FH A,
205 ERPERTITORT, Y Y — AN EH SN E L
400 ZRALDIWANEL S HD TR A HlllicONT
¥, Warning Ny X—%2ZR L T 7230,
401 BUTESRDEREEE N TV EH A,
403 BIT2—Y -3 L7 X —%2EHTHHERPDH D £
Ao
404 fBEEN{idt LI R=REOR 5T, DL
AICHBIFELTVERA,
406 Accept Ny X—ZHR—-—rZhrarrry x4
TICRET HHERDHD £,
409 LI R —IINTREENFIOEL 7 X - HEL
TWVWET,
500 WERT T —DFEL F L, FEflicoVWTIE,
Warning v X —ZZf L TL 72X W0,
503 H—N— e = XA TT, FHllIZDONWT
¥, Warning Ny X—%2ZH L TL 7230,
AF¥x—7
L&k —caLryar - Ax—<Dselector ¥ 7Y =7 v B XU selector-row *F 7 =7 F BB LT
(AR
i
Request: PUT /rest/selectors/3
i "type": "selector",
"id": 3,
"name": "sfcUsers2",
"notes": "Another change to the notes field",

"snapshot": false,
"source": O,

"rows": [
"type": "selector-row",
"id": 5,
"order": 1,
"user": "sfc0",
"group": null,

"external_group": false,
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"process_set": null,
“snapshot": false,
"source": 0

}I

1
"type": "selector-row",
”id”: 6,
"order": 2,
"user": "sfcl",
"group": null,
"external_group": false,
"process_set": null,
"snapshot": false,
“source": 0

¥

%

Response: 205 Reset content

[keys

R ATREZ: 3T D A & 3

GET

BENSA—2—

NRIRAX—R— Foab

<IRL>

wKrRa-—Fr

a—F GWuN

200 JIEEARSC, BRI N2 TN TOHRIMT X E F
nE9,

401 BUTERDERIES N TV ER A,

403 BT — Y —3HERD D D FH A,

406 Accept Nv X—%FHR—-rENpar7rV 24
TRHETIVLERDD T,

500 WEBT 7 =D FAE L E Lz, eV TIE,
Warning v X —Z S L TL 72X 0,

503 PN« =R TT, FEICOVT
¥, Warning Ny X—%2ZH L TL 7230,

A¥x—=2

i

Iltypell : “aIIay“ ,
"minItems": O,
"uniqueItems": true,
"items": [

"type": "object”,
"required": [ "type", "id", "name",
"additionalProperties": true,
"properties": {

"notes", "scope", "autogen", "versions" ],

"type": § "enum": [ "encryption-key" ] %,

"id": "number",

"name": "string",

"notes": "string",

"scope": § "enum": [ "user", "internal" ] %,
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"autogen": "boolean",
"versions": {
"‘type": [ ”aIIay” ]'
"minItems": 1,
"uniqueltems": true,
"items": [
1
IltypeII: “ObjeCt”,
"required": [ "id", "version", "current",
"additionalProperties": false,
"properties": {

"id": "number",

"version": "number",
"current": "boolean",
"timestamp": "number"

1]

Request: GET /rest/keys

Response: 200 OK

"timestamp" 1],

[
.
"id": 1,
"name": "keyA",
"autogen": false,
"versions": [
"id": 1,
"version": 1,
"current": true,
"timestamp": 1478268524124
3
i
"scope": "user",
"notes": "".
"type": "encryption-key"
}I
1
"id": 2,
"name": "keyB",
"autogen": false,
"versions": [
"id": 2,
"version": 1,
"current": true,
"timestamp": 1478268526490
¥
]I
“"scope": "user",
"notes": ""
"type": "encryption-key"
3
]
POST
BaNFA—4—
RIRX—K— Al
<IRL>
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RRI—-F

a— R Flif

201 HEMER XN E L7, Location ~ v X — 2R
D URLDP/RENET,

400 FRAXDIERADBPIELL B D FHA, FEMICONWT
&, Warning Ny X —%2Z L T 72X,

401 FATERDIFRAE SN TOVER A,

403 FAT2— — 13 ER S 2B D TR A,

406 Accept Ny X—%FHR—-rENpar7rV 24
FICERET IVERDD T3,

409 HRESHFRHOLRT 2T id e AL TVWE T,

500 NERL o —RAELE Lz, dElicOWTIE,
Warning Ny X —ZZ L T2 X0,

503 Y —N— - =L ZXEHAR TS, FEMITOVWT
&, Warning Ny X —%2Z L TL 72X W0,

Ax—=7

HarLryay - X —<Dencryption-key A 7 2 7 b B BIRLTL X W, BH: id [ ZHETIEZRL,
RED LBWTLZEW, POSTIZ K o TR T 28 Tld. Tuser) #IFHOAMHTE X9,

&
Request: POST /rest/keys
{
"type": "encryption-key",
"name": "testKey",
"notes": "Key for users in the test org",
"scope": "user",

"autogen": false

Response: 201 Created | Location: /rest/keys/1

/keys/{id}

K€ DA & 5
GET

BRNSGA—52—

NRIRX—=K— Rl

<IRL>
KRa—F

a— K Al

200 IRBEARST, BRINIALHI ESEIEENE T,
401 BATERDFEEE N TV EE A,

403 BT —F — 3R D D $E A,
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404 fEE STz {id} OAHI ZHEDP RO 53, DL
AHZHDFELTVEE A,

406 Accept Ny X—ZHR—-—rZhrarrry -&A4
TIRET BHENDHD £,

500 WEBLT 7 —D3F AL E Lz, FEflicoOVW T,
Warning N\ v X —%2ZH L T2 &0,

503 P—N— - - ZABEHAATT, FlicONWT
E. Warning Ny X —%2ZRL T 230,

Ax—7

HEarrzary « AF—<Dencryption-key 7P 27 + 2 BIRLTL W,

1]

Request: GET /rest/keys/1

Response: 200 OK

i "id": 1,
"name": "keyA",
"autogen": false,
"versions": [
"id": 1,
"version": 1,
"current": true,
. "timestamp": 1478268524124
Jécope“: "user",
"notes": "",
"type": "encryption-key"
PATCH
BRNTA—2—
PR R — K fib
<IZL>
KRI—-F
a—F seib
204 FORIFIEFIATONE LD, ZEEIEEFNTVE
HATLz 729472 - A4 ROFRREEHT
LZREIH D FH A
205 ZERDIEFEIATOLNT Y Y —ADEHF I E L,
400 FRAXDIEADIEL L H D ¥ A, FMICONT
¥, Warning Ny X—%2ZR L T 7230,
401 BUTERDGERRES LTV E R A,
403 BT —V — 32 ZEHT 2RI DD FE A
404 fEE NI {id} OB EOD 5 F . HOLENC S HE
FELTVWERA,
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406 Accept Ny X—ZHR—-—rZhrarr7ry kA4
TICRET 2RHENHD F5,

409 PRI T2EENHOEF S L TOET,

500 WET o —DFAELE L, iz oV TIE,
Warning Ny X —%2ZH L T2 &0,

503 P —N— - =L ZRMEHAR] T, GOV T
E. Warning Ny X —%2ZR LT 230,

A¥—7

HWaL s> ay - AF—<Dencryption-key & 7Y =7 FEBIRLTL X W, EH: type ¥ id DADL

2574’ —Jv }\\‘VC‘\TO

1]

Request: PATCH /rest/keys/1

"type": "encryption-key",

"id": 1,
"name": "testKey-orig",
"notes": "Original key for users in the test org"

¥

Response: 205 Reset content

PUT

BRINSGA—52—

RIRX—&— Easan

<KEL>

KRa—-F

a—F sl

204 TRIZIEFEICITONE LD, ZEEIESENATHE
BATLR 729478 « A4 FORREEHRT
HZRERHD FRA,

205 BERDBEBEIITHONT Y Y —ADBEHINE L=,

400 FRAXDIEADIIELL HD FHA, FEMICONVWT
iE. Warning Ny X —%2ZR LT 230,

401 BATERDFRIE I N TVWER A,

403 FUT2—F 132 EET 2ERB1H D R A,

404 eI {idl 0BRSS F. 2OLENCHTE
ELTVERA.

406 Accept Ny X—ZHR—-—rZhrarrry &4
TICRET 2DENH D F5,

409 FCN T 2 ZEDFOHEFEE L TVET,

500 WET o —DFBAELE Lz, FiliconTIiE,
Warning N\ v X —=%2ZH L T2 &0,

A= UY—RT1



503 F—nN— - F—EZREMAATT, FHlCONT
¥, Warning Ny X—%2ZH L TL 7230,
AF¥x—7
Harray - AF—<Dencryption-key 7Y 27 +ESIRL TV,
&
Request: PUT /rest/keys/1
{
"id": 1,
"name": "testKey",
"autogen": false,
"versions": [
"id": 3,
"version": 1,
"current": true,
"timestamp": 1478547390464
&
]I
"scope": "user",
"notes": "Key for users in the test org",
"type": "encryption-key"
b

Response: 205 Reset content

/groupscopes

IR N —F « XN —3y THIH

GET

BENTRA—5—

NRIRX =K — GWUN

<IZL>

KRI—-F

a— R Flif

200 IEEARSIT, BRENT T RTD TN — T NS
FNET,

401 BUTEORDPFREE LTV EE Ao

403 BAT2 -V —B3MERB DD THA,

406 Accept Ny X—%ZHRKR—rENhdarrry- x4
TWRET 2HEDNDH D 5,

500 WERLZ Z —DFAEL F L, FElicOWTIE,
Warning v X —ZZf L T X0,

503 P—N— - - ZPEHARATT, FEICONT
¥, Warning Ny X—%2ZRR L T 7230,

Ax—7

]

"type" . ”aIIay” ,
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"minItems": O,
"uniqueltems": true,
"items": [
"type": "object",
"required": [ "type", "name", "host",
"secure", "bind_dn", "bind_password", "groups_dn"

"additionalProperties": false,

"properties": {

"oort",
, "users_dn" ],

"type": { "enum": [ "group-scope" ] %,
"name": "string",
"host": "string",
"port": "number",
"secure": "boolean",
"bind_dn": "string",
"bind_password": "string",
"groups_dn": "string",
"users_dn": "string"
3
3
]
3
i
Request: GET /rest/groupscopes
Response: 200 OK
[
i
"type": "group-scope",
“name": "ldap",
"host": "192.168.4.223",
"port": 389,
"secure": false,
"bind_dn": "cn=admin,ou=Users,dc=example,dc=com",
"bind_password": null,
"users_dn": "ou=Users,dc=example,dc=com",
"groups_dn": "ou=Groups,dc=example,dc=com"
3
]
/groupscopes/{name}
FFE D 27V — 7 &l
GET
BRNTA—2—
NTRX—R— i
<IZL>
KRa—-F
a— R sl
200 JEEARN BRI NN —THEANEENE T,
401 FUTERDFRGREEN TV EE A,
403 BT —F —3HER2 D D £E A,
404 ¥eE SN {name} D Z L — T HEIPHA R OH 63
POLENCHFEL TV EE A,
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406 Accept Ny X—ZHR—-—rZhrarr7ry kA4
TWRETHRENDHD £T,

500 WL 7 =2 FAE L F Lz, FElICDOVTIE,
Warning N\ v X —Z2ZH L T X0,

503 P—N— - - ZADBEHARTY, FEICONT
&, Warning Ny X—%2ZR LT 230,

AFx—7

IN—THEaL 7 ay - AF—<0 group-scope 7Y =7 FESIBLTL IV,

i

Request: GET /rest/groupscopes/ldap

Response: 200 OK

1
"type": "group-scope",
"name": "ldap",
"host": "192.168.4.223",
"port": 389,
"secure": false,
"bind_dn": "cn=admin,ou=Users,dc=example,dc=com",
"bind_password": null,
"users_dn": "ou=Users,dc=example,dc=com",
"groups_dn": "ou=Groups,dc=example,dc=com"
PATCH
BRINFGA—2—
NRIR =R — Foab
<IEL>
KRaA-F
a— K sl
204 FRIZEBEIWITONE LD, EEEEENATOE
HATLz 729472 - A4 ROFREEHT
BRENIDH D FE A,
205 FERDIEFEIWITONT Y Y — AR EHINE L,
400 ERAXDOADIELLS B D €A, FFMlICDONT
¥, Warning Ny X—%2ZH L TL 7230,
401 BUTERDFRIES N TV ER A,
403 BT —Y -3 7N —THIPHZZE ST SR D D
FE A
404 IBE XN {name} DN —FHFHADB RO 55,
P OLENCHFEL TV E R Ao
406 Accept Nv X —%HR—-rENpar7rV &4
TICRET HHERDHD £,
500 WEBT 7 =D FAE L E Lz, EfliconTid,
Warning v X —Z S L TL 72X W0,
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503 F—nN— - F—EZREMAATT, FHlCONT
¥, Warning Ny X—%2ZH L TL 7230,
AF¥x—7

IN—FHEaL T ay c AF—<D group-scope A7V 27 M EBIRL T XV, EH: type ¥

name DAMWNET 4 —V KT,

1l
Request: PATCH /rest/groupscopes/ldap
{
"type": "group-scope",
"name": "ldap",
"port": 636,
"secure": true,
%

Response: 205 Reset content

PUT

BR|NSA—2—

RS R — R — ERbuN

<KL>

HKRI—-F

a— K siif

204 BFSRIZIEFEIAITONE L2, ZHIEZEENTVWE
HATLZ 72947 - 4 ROFREEFT
BB HD FHA,

205 FORDPIEFEIITON T )Y — AR EHINE L=,

400 BERACDERDBIELL H D THA, dEITONT
¥, Warning Ny X—%2ZH L TL 7230,

401 BUTERDFRAES N TV ER A,

403 AT =Y =137 — T HHEZE T RN H D
FHA.

404 e a7z {name} D 7L — FHEIPHD R OH 63,
POLENCHIFEL TOVEE A,

406 Accept Nv X—%FHR—-rENpar7rV 24
TIRET DV ENRHD T,

500 NESL T —RAEL E Lz, sl oW TIE,
Warning v X —ZZf L TL 72X 0,

503 P—N— - =L ZAPMEHAA TS, FEICDONT
¥, Warning Ny X—%2ZH L TL 7230,

Ax—7

IN—TFHEaAL T ay « AF—<D group-scope A7V =7 M EBIRLTL XV,

AV —+-UY—R 75



1]

Request: PUT /rest/groupscopes/ldap

1
"type": "group-scope",
“name": "ldap",
"host": "192.168.4.223",
"port": 636,
"secure": true,
"bind_dn": "cn=admin,ou=Users,dc=example,dc=com",
"bind_password": null,
"users_dn": "ou=Users,dc=example,dc=com",
"groups_dn": "ou=Groups,dc=example,dc=com"
b

Response: 205 Reset content

/groupsets

EHATRER S RTO V=T kv b,

GET

BENFA—F—

RIRX—K— Al

<IRL>

RRI—-F

a—§ siab

200 JIEEARZIC, BRI FTRXTOIL—F - &y b
NEENET,

401 BUTESRAGRRES N TV EE A,

403 BT —F — 3R DD £E A,

406 Accept Ny X—ZHR—-—rZhrarrry -4
TITRET BREDDHD £75,

500 WE L7 =2 FAE L E Lz, ROV T,
Warning N\ v X —%2ZH L T2 &0,

503 P—N— - BRI TT, FHllicOVT
iE. Warning Ny X —%2ZR L T 230,

A¥—7

{

"type": "array",
"minItems": O,
"uniqueltems": true,
"items": [
1
"type": "object",

"required": [ "type", "id", "policy_binding_id", "groups" 1],

"additionalProperties": false,
"properties": {
"type": { "enum": [ "group-set" ] %,
"id": "number",
"policy_binding_id": "number",
"groups": {
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Il.typell : [ “aIIay“ ] ,
"minItems": 0O,
"uniqueltems": true,
"items": [

"type": "object",

"required": ["type", "name", "members" ],

"additionalProperties": false,
"properties": {
"type": { ||enum||: [ “gIOUp n ] }’
"name": "string",
"members": {
"type": [ ”aIIay” ]’
"minItems": 0O,
"uniqueltems": tzrue,

"items": [
"type":
"string",
3
]
3
3
¥
]
3
¥
3
]
¥
i
Request: GET /rest/groupsets
Response: 200 OK
[
1
"type": "group-set",
"id": 1,
"policy_binding_id": 1,
"groups": [
“"type": "group",
"name": "users",
"members": [
"user0",
"anotheruser",
”IOO't” ,
"someone"
]
3
]
¥
]
POST
BENFA—2—
NIA—&— abi
<IRL>
KRI—F
a—F GWUN
201 IN—T Xy bIMER SN ZE LTz, Location N\ v
R—ZHHIN—T - £y D URLRENFE T,
400 FRAXDIEADIEL L H D FH A, FFHICDONT
E. Warning Ny X —Z2Z L TS W,
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401 BUTERDGERRES LTV ER A,

403 Bffa—¥ -7V —7 &y s 21ERT MR
HHFEHA

406 Accept Ny X—ZHR—-—rZhrarrry -&A4
TWHET2DENDHD 7,

500 W T —DFAEL F Lz, FflicoVn T,
Warning N\ v X —%2ZH L T2 &0,

503 ==« B ZXPMEHARTT, FHllicONT
iE. Warning Ny X—%2ZR L T 7230,

AFx—v

INn—F Xy healZiary  AFx—<Dgroup-set A 7T =27 b ESBLTLEE W, ZH: type B
X U policy_binding_id ® A% POST TIXET 2REDNH D £T, ZOMDITRTD T 14—/ FiFH—A

— - ¥4 FTAEREhET,
5l

Request: POST /rest/groupsets
{

"type": "group-set",
"policy_binding_id": 1

Response: 201 Created | Location: /rest/groupsets/3

/groupsets/{id}
REDIN—F «Ev b
GET
BRINFGA—2—
RTR— R — RN
<IRL>
KRa—-F
a—F aCih
200 JIRBEARUC, BRENINV—=T -y FHEER
£9,
401 BUTERDGERRES LTV E R A,
403 BUTL—F —3HER2 D D £E A,
404 fBEXN{idIDIN—T £y b BROD ST,
POLENCHFEL TV EE A,
406 Accept Ny X—ZHR—-—rZhrarrry &4
TWHETHHENDHD 7,
500 WEBT 7 —D3FAE L E L7z, FHflicOVW T,
Warning \v X —%2ZH L T2 &0,
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503 F—nN— - F—EZREMAATT, FHlCONT
¥, Warning Ny X—%2ZH L TL 7230,
AF¥x—7

IN—F Xy h-alLray  AFx—<Dgroup-set A 7T =7 b ESBLTLEX W,

1]

Request: GET /rest/groupsets/3
Response: 200 OK

i
"type": "group-set",
"id": 3,
"policy_binding_id": 1,
"groups": [
"type": "group",
"name": "users",
"members": [
"userl",
"user2",
"user3"
1
3
1
3
DELETE
BENTA——
NIAX—R— At
<IRL>
RRa—F
a— R Flif
204 HIFRIZIEF I T L Lz,
401 BUTERDFRES LTV ER A,
403 BT — Y —3HERD D D FH A
404 fBEIN{dDIZN—F kv b BROP ST,
P OLENCHFEL TV E R Ao
406 Accept Ny X—%FHR—-rENpar7rV 24
TICRET HHENHD £,
500 WEBT 7 =D FAE L E Lz, EfliconTid,
Warning v X —ZZf L TL 72X 0,
503 PN« =R TT, FEICOWT
X, Warning Ny X—%2ZR L TL 7230,
AF¥x—7

DELETE TRANIIEEEINEE A,
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1]

Request: DELETE /groupsets/3

Response: 204 No content

/datatypes

HHARER T ARTDOTF—&K « XA S

GET

BRINSGA—2—

RIRX—K— Al

<IZL>

RRI—-F

a—Fk sl

200 JIEEARIC, BRINTFTRNTOTFT—& - A4 T
HENET,

401 BUTESRAGRRES N TV EE A,

403 BT —F — 3R DD £E A,

406 Accept Ny X—ZHR—-—rZhrarrry &4
TITRET 2RED DD £75,

500 P 7 —DREL F L7z, FMlCOVTIE,
Warning N\ v X —%2ZH L T2 &0,

503 PN - = ZRDIHHAATT, FEACDOVT
IE. Warning Ny X —%2ZR LT 230,

A¥—7

i

"type": "array",
"minItems": O,
"uniqueltems": true,

"required": [ "type", "id", "name",

"items": [
"type": "object",
"notes", "snapshot", "source",

"additionalProperties":

"properties": {

"type": {1 "enum":

"id": "number",
"name": "string",
"notes": "string",
"snapshot": "boolean",
"source": "number",
"rows": {

"‘type": [ ||array|| ]'
"minItems": O,
"uniqueltems": true,

"required":

"items": [
Iltypell :
"datatype_id", "order", "selector",
"override_flags", "snapshot", "source"],

[ "data-type" ] %,

[Iltypell' Ilidll'
"actions", "notes",

"additionalProperties": true,
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"properties": {
"type": § "enum": [ "data-type-row" ] %,
"id": "number",
"datatype_id": "number",
"order": "number",
"selector": {
Il.typell: Ilobjec.t“’
"required": ["type", "id", "href" ],
"additionalProperties": true,
"properties": {
"‘type": { ||enum||: [ ”Ief” ] }'

"id": "number",
"href": "string"
”6ps”: 3 "enum": ["read", "write", "read/write"] %,

"actions": { "enum": ["permit",
"permit, log", "deny", "deny, log"] %,

"notes": "string",

"override_flags": {
"type": "object",
"required": "required": ["type"],
"additionalProperties": true,
"properties": {

"type": §{ "enum": [ "override-flag-map" ] %

i
"source": "number",
"snapshot": "boolean"

¥
¥
¥
]
¥

F—=N=F1K 735

F—R e XA TDET 4 =NV RIZ, WETEF—N—F4 F - 757 lHEEELET, FrJSIN3EGLF
TEF) 'may). 'may_not)., BEY Imust) OFE. ZhbDfidznzih, =—J > b - R —-
NAVTA VT ESTT—R - XA TDERZ LHEEXTZS, LEXITERY, FREEEFEZTI20EDN
H2ZeZERLET, 7—&+ X4 7D, 17TID. #ID%EXy Y7 D74 — L FHICTYa—FT5Z
L&D, 75T T—R - XA TOREED 7 4 —)L RICHBEM I s E T,

POST £721Z PUT DT — & « XA FIT T~y BV ZIEIMEEZI N TVWARWEGEE. 75 271% Imay_not) ¥
LTHRIEEINE T, <y 7EDPBRVIEES. PATCH TIIRZEDE FICT A ARINE T,

F=N—=F1F « I3 JELEHK

72 7 p=LUS
may I—YxzYb RV — - NL T4 A HDOE

PREZINTWBILGE. TONAL VT4 v 7 lEDME
AENnE T, Z5TRWEEIE. 7—& « 24 717
TEHRINTWLRENMEFXNE T,

may_not I—YxzY b RVY— - NL T4 Y TIZHIDOMHE
PREZNTVWEDE I PICEFRRL, 7—& - X
A I TERINTWAEIFEHINE T,

must I—VxzVb RV — N T4 T, BN
WK ARDMERRET I2NERSIDET, T—& -
AATITEHBRIEEFEEINTWAHEIIERHINEE
Ao

F=N=FAK <735+ 74—V FROITYA—-TFT1 2T

oY ITDT 4=V ERKE, T—K - RATID, T—X - X4 F{TID. BEUH|ID LT TER) 2%
EO L 74 v 722 BITIBITEET 2 TERENE T, 2FD. x. y». B z22hZFhr—

AYT—-VUYV—2X 81



R+ RATID, T—& +« AL TITID, BEOHIID & T2356, A—N—F34F 7537074 —1LF%
. X Y. BEUEz2FH Tdxryez) (MR L) BT 2 Z e THESINE T,

F—& « XA TITORAID POST TlE, BFNZITLEENDT—R - ZA TSI 772 WHT %
BBERICRT /=D, T— R - XA TFTIDEeT—X - ZALASTIDZ O LTHRETEZE T,

774 —n1F % ID
selector 1
ops 2
actions 3

F=N—=F1FK - 2556

PIFTE, =&« 2471, T—& « RATITFLIRHLTRDESIBA—N—F4 F « 757 %EHRL
TVET,

TRV IR =A== FERRVEIIZTS

ITHEED L —N—=F 4 RENDZREDD 5

T7 07> aryPht—n—74 RAND (FFSINRV) 22T 5

"override_flags": {
"dlrlcl": "may_not",
"dlrlc2": "must",
"dlrlc3": "may",
"type": "override-flag-map"

o

1]l

Request: GET /rest/datatypes
Response: 200 OK

[
1
"id": 1,
"name": "testDatatype",
Ilnotes“: n II'
"source": 0O,
"snapshot": false,
"rows": [
i
"id": 1,
"datatype_id": 1,
"order": 1,
"selector": §
”id”: 3'
"href": "/rest/selectors/3",
"type": "ref"
"ops": "read/write",
"actions": "permit",
"override_flags": {
"dlrlcl": "may_not",
"dlrlc2": "may_not",
"dlrlc3": "may_not",
"type": "override-flag-map"
}I
Ilnotes“: n II'
"source": 0O,
"snapshot": false,
"type": "data-type-row"
&
]I
"type": "data-type"
]
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POST

BENFA—2—

RIRX =K — Al

<IRL>

KRa—F

a—§ sl

201 T =R XA THER SN E L7z, Location v X
—WZHHARY > —D URL DRI NZE T,

400 FRAXDIEADBIELL H D XA, FHICONT
¥, Warning Ny X—%2ZH L T 7230,

401 BUTESRAGFRRES N TV EE A,

403 BT —Y =37 —& « X4 TRAEKNT 2R D
DEHA

406 Accept Ny X—%ZHR—rENhdarrry-x4
TWHRETHDEPDHD FT,

500 NERT 7 —DRBAEL F Lz, FEMlicOVTIE,
Warning v X —ZZf L T X0,

503 HP—N— - - ZPEHARATT, GO NT
¥, Warning Ny X—%2ZR L T 7230,

AFx—v

RV —-aLryay - Ax—<Dpolicy ¥ 72 =27 v BLU policy-row 772 =27 v 2SR LTL 72
TV, BH: WTINOATI 27 b« XA T TH dIFREATIERL, RED LBV TLIZZW,

1l
Request: POST /rest/datatypes
{
“name": "testDatatype",
"notes": ""
"source": 0,
“snapshot": false,
"rows": [
{
"order": 1,
"selector": {
"id": 3,
"href": "/rest/selectors/3",
"type": "Tef"
}I
"ops": "read/write",
"actions": "permit",
"override_flags": {
"dorOcl": "may_not",
"dorOc2": "may_not",
"d0r0c3": "may_not",
"type": "override-flag-map"
Fo
Ilno.tesll: n II’
"source": 0O,
"snapshot": false,
"type": "data-type-row"
b
1g
"type": "data-type"
b
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Response: 201 Created | Location: / datatypes/1

/datatypes/{id}
REDT—& « 24T
GET

BRENTA—2—

NG R— K — Easan

<IKL>

KRaA—-F

a—F seib

200 VBRI, BREINT—R - ZATHhEENF
KR

401 FUTERDBIA I N TVER A,

403 FUT2—F —1IMERDI DD 28 A,

404 HEEXINF{dIDTF—& « RATHEROMLLT, »
DLENCHFEL TV EE Ao

406 Accept Ny X—ZHR—-—rZhrarrry &4
TICHKET HLENDHD 5,

500 WEL o —DFBAELE Lz, iz oV TIE,
Warning N\ v X —%2ZH L T2 &0,

503 P —N— - =L ZRMEHAR T, GOV T
iE. Warning Ny X —%2ZRL T 230,

2x—=7

RV —-avLryay - AFxF—<Dpolicy ¥ 7Y =27 v BXU policy-row 7Y =27 v S LTL

W,

i

Request: GET /rest/datatypes/1
Response: 200 OK

T,
"id": 1,
"name": "testDatatype",

"notes": "",
"source": 0,
“snapshot": false,
"rows": [
1
"id": 1,
"datatype_id": 1,
"order": 1,
"selector": {
"id": 3,
"href": "/rest/selectors/3",
"type": "Tef"

’
[

ops": "read/write",
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"actions": "permit",

"override_flags": {
"dlrlcl": "may_not",
"dlrlc2": "may_not",
"dlrlc3": "may_not",

"type": "override-flag-map"

"hotesh: "h

"source": 0O,
"snapshot": false,
"type": "data-type-row"

] r
"type": "data-type"

DELETE

BRINFGA—2—

RIRX—K— Al

<IRL>

HKRA-F

a— K sl

204 HIFRIZIEF I T LE L,

401 BUTERDGERRES LTV ER A,

403 BT — Y —3HERD D D $E A

404 fBEINA{id DT =% « XA TDHROH LT »
DLHNCBFEL TV EE Ao

406 Accept Ny X—ZHR—-—rZhrarrry -4
TICHET D2REDDHD T,

500 NET T —DFELE Lz, OV TIE,
Warning ~v X —ZZf L T X0,

503 =N - = RMEAARFTT, FHficonT
¥, Warning Ny X—%2Z L T 7230,

Ax—=7

DELETE TIIAIIEEFE SN ER Ao

1l

Request: DELETE /rest/datatypes/1

Response: 204 No content

PATCH
BENTA—2—
RIRX—&— Easan
<KL>
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RRI—-F

a— R Flif
204 FORIBEEITDONE LD, EEHEETATVE
HYATLKk, 79472 - 47‘4 RDORRZEHT
HRENIDHH FX A,
205 FORDIEFEIWITONT VY —ADEHRINE L,
400 ZRALDIEADBIEL L H D FH A, HllicDOVT
&, Warning Ny X —%2ZRR LT 2SI W0,
401 Iﬁﬁi‘g;‘kz’)nunﬁé ﬂfb\i“ﬁ_/b
403 BT —1d7 =& - XA T2 EET R D
hEHA
404 BEINAd} DT =& « ZATHREOPLT, H
DLENCHFFEL TV ER A,
406 Accept Ny X—ZHR—-—rIhra>r7ry kA4
TICRHET HRENHD F5,
409 RY =T ZEEHFNDORY —HELTWY
£,
500 W 7 —DFAEL F Lz, FHlicoVTIE,
Warning N\ v X —%2ZH L T2 &0,
503 == - =X TT, FHllicOVT
iE. Warning Ny X —%2ZR LT 230,
Ax—7
T—RRAT-aLrray - Ax—<Ddata-type 7Y = 7 B XU data-type-row X 7T =7 &
SBLTLEE W, Bl type £ id DARMSTDF T2 7+ « RALATOMET 4 =L FTT,
i
Request: PATCH /rest/datatypes/1
1
"id": 1,
“name": "newDatatypeName",
"notes": "new datatype notes",
; "type": "data-type"

Response: 205 Reset content

PUT

BaENSA—4—

RIRX—&— ERbui

<KEL>

KRa—F

a—F EasaN

204 TRIZIEEICITONE LD, ZEEIEENATVE
BATLE. 729470 « A4 FORREZERTT
ZREEH D FHA
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205 ERDIEFEIATHLNT Y Y —AREHF I E L,

400 FRALDIEADIELL H D FHA, FHlITONT
&, Warning Ny X —%2Z L TL 72X,

401 Eﬁf?g*ipuunﬁié hVCL\i'E_/U

403 BIT2—Y =37 =& - XA TR EET R D
hFEHA

404 fFEESINAd DT =& « XA THBEONGTF,
DLENCHFFEL TV EE A,

406 Accept Ny X—%& ¥ R—hIhzbar7ry- 24
FICRET HREDRHD I,

409 T—=& + A TN TEEEDRNOT =& « AT
EHaLTVWETD,

500 WERT T —DFELE L, FEflicoVTIE,
Warning N\ v X —Z2ZH L T X0,

503 HF—nN— - - ZREAATT, FliCOWT
E. Warning Ny X —%2ZRR LT 230,

AF¥x—7

T—R e RAT -aLrray -  AFx—<Ddata-type 7 =7 b B X data-type-row 7T =7 b %

SR TL I,

i

Request: PUT /rest/datatypes/1

Response:

1

nign

205 Reset content

1,

"name" :

"notes":
"source":

"testDatatype",

"updated with new selector and overrides",

0,

"snapshot": false,
"rows":

L

"id: 1,

"datatype_id": 1,

"order": 1,

“selector )
id": 4

"href": "/rest/selectors/4",

type "ref"

"ops": "read/write",
"actions": "permit",
"override_flags": {
"dlrlcl": "may",
"dlrlc2": "may",
"dlrlc3": "may",

"type": "override-flag-map"

Ilrl]o.tes”: n II'
"source": 0O,
"snapshot": false,

"type": "data-type-row"

: "data-type"
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3 8 M HEHNRIT—3

/agents

.V b

TRTOEFHMNRL - x> b

GET

BRNTA—2—

NRIRA—K— Flak

<IZL>

KRa—F

a— R sl

200 JIEEARSUT, TRTOBHOEHNRL—> =+
PDEENFET,

401 BUTERDPTIFEE N TV EH Ao

403 BT —F —3HER2 D D $E A,

406 Accept Ny X—ZHR-F+rZNparr7rry-24
TWRETHRENDHD £T,

500 WEBT 7 =D FAEL F Lz, oV Tid,
Warning N\ v X —Z2ZH L T X0,

503 P—N— - - ZADBEHARTY, FEICONT
¥, Warning Ny X —Z2ZH L TS W,

AFx—7

i

"type": "array",
"minItems": O,
"uniqueltems": true,
"items": [

"‘type" : ”Object” ,
"required": [ "type",

"agent_type", "cores", "host", "peer_host",
"state", "notes", "certificates",

"policy", "install_bundle", "snapshots"],
"additionalProperties": false,

[ "agent" ] %,

"properties": {

"type": § "enum":
"id": "number",
"name": "string",

"agent_type": i "enum":
"file", "hybrid", "objstore" ] %,

"cores": "number",
"host": "string",
"peer_host": "string",
"uuid": "string",

"state": § "enum":

"WAITING", "INACTIVE" ] %,

"notes": "string",

"certificates": {

Il_typell : [ “aIIay“ ] ,
"minItems": O,

[ "ACTIVE",

“UUid”,

[ "volume",




"uniqueItems": true,
"items": [

Il.typell: “Object“,
”quuired”: [”type”, ”id”,
"agent_id", "fingerprint", "state", "notes" ],
"additionalProperties": true,
"properties": {
”type”: { "enum" :
[ "agent-certificate" ] %,
"id": "number",
"agent_id": "number",
"subject": "string",
"fingerprint": "string",
"expiry": "number",
"has_privkey": "boolean",
"state": { "enum":
[ "ACTIVE", "WAITING", "INACTIVE" ] %,
"notes": "string"
%

]

§o

"policy": §
Iltypell : IIaIIayII ,
"minItems": O,
"uniqueltems": true,

"items": [
1
"type": § "enum": [ "volume-policy" ] %,
"id": "number",
"agent_id": "number",
"device_label": "string",

"mofn": § "enum": [ "1:1" ] %,
"key": "string"

"type": § "enum": [ "file-policy" ] %,
"id": "number",
"agent_id": "number",
"path": "string",
"key": "string",
"data_type_id": "number",
"path_set_id": "number",
"group_set_id": "number",
"variables": §
”type”: ”Object”,
"required": [],
"additionalProperties": true

]

"install_bundle": §
"type": §{ "enum": [ "install-bundle" ] %,
"id": "number",
"agent_id": "number",
"operating_system": { "enum":
[ "centos-6x", "centos-7x", "windows" ] %,
"authorized_users": §
”type”: [ ”aIIay” ]’
"minItems": 0O,
"uniqueltems": true,
"items": [
{ ”type”: ”String” }

"supported_formats": {
Iltypell : [ Ilarrayll ] ,
"minItems": 0O,
"uniqueltems": true,
"items": [

i "type": "string" %

%

"object_store": {
Tmofn": "2:3" "1:1","2:4"
"certificates": §
Iltypell : [ Ilarrayll ] ,
"minItems": O,
"uniqueItems": true,
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"items": [
1
"type": "object",
”quuiIed”: [”type”, ”id”,
"agent_id", "fingerprint", state", "notes" ],
"additionalProperties": true,
"properties": {
"type": § "enum": [ "agent-certificate" ] %,
"id": "number",
"agent_id": "number",
"subject": "string",
"fingerprint": "string",
"expiry": "number",
"has_privkey": "boolean",
"state": § "enum":
[ "ACTIVE", "WAITING", "INACTIVE" ] %,

"notes": "string"
¥
3
]

"backends": [%
"url": "string",
"key_id": "string",
"api_key":"string",
"auth_type": "S3_IBM4","Se_AMZ4",6 "SWIFT"
"share": "number",

3

i
"credentials":[§
"key_id": "string",
"access_key": "string",
"auth_type": "S3_IBM4","Se_AMZ4" 6 "SWIFT"

3
i
"buckets": [§
"name": "string",
"log_denial": true,
"policy": [%
"cred_id": "string",
"access": "string",
"log": "boolean",
t]
3
i
"policy_snapshots": {
Iltypell : [ Ilarrayll :I ,
"minItems": 0O,
"uniqueltems": true,
"items": [
1
"type": "object",
”quuired”: [”type”, ”id”,
"policy", "state", "notes" ]

dditionalProperties": true,
"properties": {
Il.typell: { Ilenumll:
[ "policy-snapshot" ] %,
"id": "number",
"state": § "enum":
[ "ACTIVE", "WAITING", "ACTIVATING",

"INACTIVE" ] %,
"notes": "string",
"policy": {

"type": "array",
"minItems": 0O,
"uniqueltems": true,

"items": [
1
"type":
¥ "enum": [ "volume-policy" ] %,
"id": "number",
"agent_id": "number",
"device_label": "string",

"mofn": § "enum": [ "1:1" ] %,
"key": "string"

"type":
§ "enum": [ "file-policy" ] %,
"id": "number",
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"agent_id": "number",
"path": "string",

"key": "string",
"data_type_id": "number",

"path_set_id": "number",
"group_set_id": "number"
3
]
3
3
¥
]
"storage": {1
"protocol": “smbvl, nfsv3, nfsv4”,
"host": "string",
"share_path": "string",
"share_user": "string",
"share_pass": "string",
"options": "string",
"type": “network-share ",

"features": {
"type": { "enum": [ "agent_feature" ] %,
"policy": {
"type": [ "agent_feature_status" ],
"state": "number" {0, 1%,
"has_feature": "boolean",

§o

"volume": §
"type": [ "agent_feature_status" ],
"state": "number" {0, 1%,
"has_feature": "boolean",

}I

"su_block": {
"type": [ "agent_feature_status" ],
"state": "number" {0, 1%,
"has_feature": "boolean",

"objstore": {
"type": [ "agent_feature_status" ],
"state": "number" {0, 1%,
"has_feature": "boolean",
3
Fo
"tools": §
"‘type": [ ||array|| ]'
"minItems": O,
"uniqueItems": true,
"items": [

"type": {1 "enum":
[ "agent_tool" ] %,
"tool_id": "number",
"purpose": { "enum":
[ "BACKUP", "RESTORE", "SEND", "RECEIVE",
"OBJSTORE" ] %,
"key": "string",

"active": "boolean",
Fo
]
§o
%
b
]
b
i
Request: GET /rest/agents
Response: 200 OK
[
1
"id": 1,
"name": "fileAgent",
"agent_type": "file",
"cores": 0O,

"host": "1.21.1.1",
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"peer_host": "1.1.1.10",
"uuid": "9faae641-347c-4f05-b47e-202b7430969d",
"state": "ACTIVE",

"notes": ,
"certificates": [

"id": 1,

"agent_id": 1,

"subject": null,

"fingerprint": "al5b027baaall82b32e160dff4955bb2064d2dOb",
"expiry": null,

"has_privkey": null,

"state": "ACTIVE",

"notes": ",
"type": "agent-certificate"
3
"policy": [
1
”id”: 1'
"agent_id": 1,
"path": "/home/path",
"key": "homekey",
"data_type_id": 1,
"group_set_id": 0O,
“path_set": null,
"variables": §
“dlIlCl“: II2II ,
"dlrlc3": "permit"
Fo
"type": "file-policy"
§o
i
Ilidll: 2’
"agent_id": 1,
"path": "/data/path",
"key": "datakey",
"data_type_id": 1,
"group_set_id": 0O,
"path_set": null,
"variables": {
"dlrlci": "3",
"d1lrlc3": "deny, log"
§o
"type": "file-policy"
3
i
"install_bundle": §
Ilidll: 1’
"agent_id": 1,
"operating_system": "centos-6x",
"authorized_users": [
"admin"
]

'upported_formats“: [
"application/x-tar",
"application/zip",

"application/json"
"type": "install-bundle"
}I
“pol%cy_snapshots“: [
”id”: 1’
"notes": ",
"state": "ACTIVE",
"policy": [
1
"id": 3,
"agent_id": 1,
"path": "/home/path",
"key": "homekey",
"data_type_id": 2,
"group_set_id": O,
"path_set": null,
"variables": 3%,
: "type": "file-policy"
1

"id": 4,
"agent_id": 1,
"path": "/data/path",
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"key": "datakey",
"data_type_id": 3,
"group_set_id": 0O,
"path_set": null,
"variables": {%,
"type" :

3

1,
ype":

" "policy-snapshot"
3
i
"features": {
"policy": {
"has_feature": true,
"state": 1,

||.type|| .

"volume": §

"has_feature": false,
"state": 0,

"type":

}I
"su_block": {
"has_feature": true,
"state": 1,
"type":
Fo
"objstore": {
"has_feature": false,
"state": 0,
Il.typell:
3

'ype”: "agent_feature"
}I
"type": "agent"

L

"tool_id": 1,
"purpose": "BACKUP",
"key": “toolKeyA",
"active": tzrue,
"type": "agent_tool"

"tools":

"tool_id": 2,
"purpose”: "RESTORE",
"key": “toolKeyA",
"active": true,
“"type": "agent_tool"

"file-policy'

"agent_feature_

"agent_feature_

"agent_feature_

"agent_feature_status"

status'

status’

status

AL

201

I—Yxy FOBMERRXNE L, Location Ny &
—IZHHZ—F—D URL DIRENE T,

202

T—Yx Yy MIIEAEAY a 7 CER SN 3,
Location Ny X — KN EF =2 v 7T 5720DY
a 7D URLDBRENE T,
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400 FRALDIEADELL HH FHA, FEllicONT
¥, Warning Ny X—%2ZH L TL 7230,

401 BUTERDERIES N TV ER A,

403 BT —Y = ¥ M3FH 2 — Y — 2 1ER T 2 MR D3
HHFEHA

406 Accept Ny X—ZHR—-—rZhrarrry &4
TWHRETHIDENPDHD FT,

409 Pz —Y 2 2RI P EBEL T
S

500 WERT T —DFELF L, FEflicoVnTIE,
Warning ~v X —Z S L TL 72X W0,

503 PN« =R TT, FEICOWT
¥, Warning Ny X—%2ZH L TL 7230,

AF¥x—7

I—Yxrb-alryary - AF—~vDagent 727 +ESBLTLIEXWN,

AR

uuid 7 4 —L RI213 16 EXFOAIBEEL. N 7V XUID D 8-4-4-4-12 TER TERILTALERDH D £ 5
M. NV 7Y e AR OGN T 2 X MR RERI I ThbN R A,

&
Request: POST /rest/agents

1
"name": "volumeAgent",
"agent_type": "volume",
"host": "1.1.1.1",
"peer_host": "1.1.1.10",
"uuid": "caca@d57-1f6a-4663-a2c7-e9b9591e48f5",
Ilnotes“: n II'
"certificates": [

"has_privkey": true,

"content_type": "application/x-pem-file",

"subject": "CN=localhost,0OU=Development,0=Test.,L=Test,ST=CA,C=US",
"fingerprint": "al5b027baaall82b32e160dff4955bb2064d2dOb",

“name": "http.pem",

"expiry": 1478733066000,

”id”: 3'

"type": "client-file",

"href": "/rest/files/upload/3"

b
“6olicy”: [
{
"key": "webkey",
"type": "volume-policy",
"device_label": "webroot"
fo
{
"key": "nfskey",
"type": "volume-policy",
"device_label": "nfsshare"
b
1y
"install_bundle": §

"operating_system": "centos-7x",
"authorized_users": ["admin"],
"type": "install-bundle"
o
"policy_snapshots": [],
"tools": [
1
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"purpose": "BACKUP",
"key": “toolKeyA",
"active": true,
"type": "agent_tool"

]
¥

Response: 202 Accepted | Location: /jobs/23

/agents/{id}
FEDEHMRL—Y = b
GET
BENTA—4—
RIR— R — Foab
<HKL>
KRa—F
a—§ sl
200 JOEARICBEREIN -V 2 b EENE T,
401 BUTESRDEREEE N TV EH A,
403 BT — Y —3HERD D D FE A
404 BEXN{d OV Y W ROMSS, o
DENZHFEL TV EE A,
406 Accept Ny X—ZHR—-—rZhrarrry &4
TICRHET HHERHD £,
500 NERT 7 —DRAEL F Lz, FElicOVTIE,
Warning v X —ZZf L T X0,
503 == - = RPHEHARATT, DOV T
¥, Warning Ny X—%2ZR L T 7230,
AFx—v
I—Yzrbh-aLfyay - A¥—<Dagent 7V =27 FESBLTL XN,
1l
Request: GET /rest/agents/4
Response: 200 OK
1
"id": 4,
"name": "volumeAgent",
"agent_type": "volume",

"host": "1.1.1.1",
"peer_host": "1.1.1.10",
"uuid": "caca0d57-1f6a-4663-a2c7-e9b9591e4815",
"notes": "".
"certificates": [

"subject": "CN=localhost,OU=Development,

0=Test.,L=Test,ST=CA,C=US",
"fingerprint":

96 IBM Multi-Cloud Data EncryptionPowered by SPx°: REST API {1:



"al5b027baaall82b32e160dff4955bb2064d2dob",
"expiry": 1478733066000,
"id": 6,
"type": "agent-certificate"
%

i
olicy": [
1

"id": 13,

"agent_id": 4,

"key": "webkey",
"device_label": "webroot",
"mofn": "1:1",

"type": "volume-policy"

"id": 14,

"agent_id": 4,

"key": "nfskey",
"device_label": "nfsshare",
"mofn": "1:1",

"type": "volume-policy"

¥
1,

"install_bundle": {
”id”: 5'
"agent_id": 4,
"operating_system": "centos-7x",
"authorized_users": ["admin"],
"supported_formats": [
"application/x-tar",
"application/zip",
"application/json"
]I
: "type": "install-bundle"
"policy_snapshots": [],
"features": {

"policy": §
"has_feature": true,
"state": 1,
"type": "agent_feature_status"

5volume”: )
"has_feature": false,
"state": O,

“"type": "agent_feature_status"

Fo
"su_block": {
"has_feature": true,
"state": 1,
"type": "agent_feature_status"

"objstore": §

"has_feature": false,

"state": 0,

"type": "agent_feature_status"
}I

"type": "agent_feature"
Il.t§pell : Ilagen.tll
"tools": [1

DELETE

BENFIA—52—

NI A—=R—

<KL>

o5 m Bl

-k

ol
S
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202 BB 2B S 270120 a 7OMERENE LTz, &
a 7D URL IZ22W T, Location ~v X — % &g
LTL7EEW,

401 FATERDIFRAE SN TOVER A,

403 FAT— —1IHERL D D £H A,

404 BEXNFII O -2y RO LT, 2D
MENCHFELTOVER A,

406 Accept Ny X—ZHR—-—rENdarrry-24
FIERETIVERDD T3,

500 NERL o —RAELE Lz, dElicOWTIE,
Warning Ny X —%2Z L T2 X0,

503 P—N— s - ZADBMEHARTY, FEICONT
&, Warning Ny X —%2ZR L TL 72X,

Ax—=7

DELETE TIIAXIZEEINFT A,

i

Request: DELETE /rest/agents/4

Response: 202 Accepted | Location: /rest/jobs/9

PATCH

BENSTA—=4—

NIR—=Z— Flabi

<IKL>

KRaA—-F

a— K sl

204 FRIZEFEIITONFE LD, BEEIESENATVE
HFATLZ 727947 - 4 ROFRREETRT
ZREIH D TR A,

205 FRDIEFEIITONT VY —2ADEHEINFE LI,

400 TRAXDIERADBIELL B FHA, FEMIZONWT
¥, Warning Ny X—%2ZR L T 7230,

401 FUTERDIFRAE SN TOWER A,

403 71—V -3z -y V2L ETAHRERH D
FH Ao

404 BEXNEdI -2y PR 5T, 2D
MENCHFELTOER A,

406 Accept Ny X—ZHR—-—rZhrarrry kA4
FICRET D2DENDD £5,

409 Iy MW TEEENROZ—Y = b it
ALTVE T,
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424 I—YxY KRBT IODF T 74
R A2y bBTTIHD EFX A

500 WERL o —RAELE Lz, FElCOWVTIE,
Warning N\ v X —Z2ZH L T X0,

503 P —N— - =L ZREHAR] TS, FEMICOWT
&, Warning Ny X—%2ZR LT 230,

A¥x—7

I—Yxzrvh-alrray - AF¥x—<Dagent A7V 27 b ESRL T XV, El:type £ id DA

DET 4 — L FTT,
i

Request: PATCH /rest/agents/4
1
"type": "agent",

"id": 4,
"state": "ACTIVE"

Response: 205 Reset Content

/agents/{id}/certificates

GET

REOEHNRL—Y = v+ OBEHIOGHIAE

BRNTA—F—

« NIRX—K— - el

e <none> .

®RrRIA—-F

a— K sl

200 IVEARIC, BRI —Y = v FFAZEDRE
NEI,

401 BFATERNEGREENTVWER A,

403 FUT2—F —1IMERP D D ¥ A,

404 BEIN{dIOZ—S 2y RBRORLHT, 0
MENCHFELTOWER A, fEFHE 7 4 —IL FiX.
T4 =V EDREDOHBETHEHEFOL—Y =2 > MK
LTRICEELE T,

406 Accept Ny X—ZHR—-—rZhrarrry &4
TIRET BN DD T3,

500 WET o —BRELE Lz, iz onTIiE,
Warning ~v X —ZZf L T X0,

503 P —N— - B —ERMEHAR TS, GOV T

iE. Warning Ny X—%2ZR L T 230,
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AFx—7
I—YxzrbhaLrTay - AF—<0 agent-certificate A 7Y = 7 b RSB L TLZE W,
&

Request: GET /rest/agents/4/certificates

Response: 200 OK

[
{
"subject": "CN=localhost,OU=Development,0=Test.,L=Test,ST=CA,6C=US",
"fingerprint": "al5b027baaall82b32e160dff4955bb2064d2dOb",
:QEE?IZ“: 1478733066000,
; “%ypé“:'“agent-certificate“
]
POST
BENFA—F—
RITR—=R— Fiif
<IRL>
HRI— K
a—§ sl
201 AERAEAER XL E L7, Location N v X —IZH
HIRFRAE O URL 2V RENF T
400 ERAXDOADIELLS B D €A, FFMlICDONT
¥, Warning Ny X—%2ZH L T 7230,
401 BATERDFREE N TV EE A,
403 BT — Y — A EZE T 2 HERD D D 8
Ao
406 Accept Ny X—%ZHR—rENhdarrry- x4
TICHRET HREDNDHD 7,
409 HRGGEE B FREAE A LTV 3,
500 WE L7 —2FAE L F Lz, ROV T,
Warning v X —ZZf L TL 72X W0,
503 F—nN— - F—EZREAATT, FlCONT
¥, Warning Ny X—%2ZR L T 7230,
AFx—7

I—YxzY b alLryay - AF—~0D agent-certificate ¥ 7Y = 7 b RSB LTL 72XV, ¥ id X
WDZATIEIRL, BRED LARVTLEE W,

1l
Request: POST /rest/agents/4/certificates
{
"id": 4,
"type": "client-file",
"href": "/rest/files/upload/4"
"notes": "After expiration, contact person@example.com for a new one"
%
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Response: 201 Created | Location: /rest/agents/4/certificates/7

/agents/{id}/certificates/{certid}

HEDEHNRL— x> b OIFHE

GET

BRNTA—2—

NIR—K— Ffabi

<IRL>

RRI-F

a—F seib

200 JIDEARIC, BREIN o —Y = > MEHEDE
NE7,

401 FUTERDFRGREEN TV EE A,

403 BAT2—F —3HER» DD $H A,

404 BEIN{d O -2 Y bR ROH 5T, o
DENCHFEL TRV D, FEEShicn—Y v
MR LT, f5E X7z {certid} DAFIHE 2R D2
53, POLENCOFEL TVER A,

406 Accept Ny X—ZHR—-—rZhrarrry &4
TIRET HHENDHD £,

500 W o —DFAELE Lz, Fflicon T,
Warning N\ v X —%2ZH L T2 &0,

503 ==« BRI TT, FHllicOVT
iE. Warning Ny X —%2ZRL T 230,

Ax—7

I—YxzYbh-aLrrary - AF—<D agent-certificate 7 7 = 7 bR SBIRL T ZE W,

i

Request: GET /rest/agents/4/certificates/7

Response: 200 OK

"CN=localhost2,0U=Development,0=Test.,L=Test,ST=CA,C=US",
"b88b327bha3a3182b32e160dff4955bb2064d2d1f",

"After expiration, contact person@example.com for a new one"

{
"id": 7,
"state": "ACTIVE",
"subject":
"fingerprint":
"expiry": 1478733066676,
"has_privkey": true,
"notes":
"type": "agent-certificate"
b
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DELETE

BRINSGA—52—

NRTRX—R— sl

<IKZL>

KHRaA-F

a—§ sl

202 HIRRZ MRS 372010y a THMERENE LT,
a 7 ® URL IZDW T, Location v & — % & d
LTL7EEW,

401 FUTERDIFRAE SN TOVWER A,

403 BT —H —13MERL D D £H A,

404 BEXNZ{dI O —Y 2y RO HT., 20
ENCHFEL TRV, EESN -V v
MICH LT, IBE S N7= {certid} DEFRAED B o5
53, POLENCHFHEL TVER A,

406 Accept Ny X—ZHR—-—rZhrarrry -4
TICRET H2VENRHD T3,

500 NEL S —FRELFE L. sEflicoWTIE,
Warning v X —ZZf L T X0,

503 P—N— - - ZPEHARATT, FEICONT
¥, Warning Ny X—%2ZR L T 7230,

AFx—v

DELETE TR AXIZZEEINT A,

i

Request: DELETE /rest/agents/4/certificates/7

Response: 202 Accepted | Location: /rest/jobs/33

PATCH

BRNSGA—52—

NRIRX—=R— sl

<KEL>

KRa—-F

a— R ERbui

204 TRIZIEEIITONE LD, ZEEIEENATVE
BATLE 729470 « A4 FORREZHETT
ZREEH D FHA

205 BERDBIEBEIITHONT VY —ADBEHINE L,

400 FRAXDIEADIELL HD FHA, FEMICONWT
E. Warning Ny X—%2ZRL T 230,
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PUT

401 FUTERDIFRAE SN TOVWER A,

403 72— 13— = > MIFHEZER T 2 HEfR
BHHEH A,

404 IBEXNEdI -2y RO 5T, 2D
ENZHFE L TWRWY, fEESIN o —Y v
MIZH LT, 3BE & N7 {certid} DEFAE D B o5
53, POLETICHIFEL TVWERA,

406 Accept Ny X—ZHR—-—rZhparrry -4
FICRET D2HENDD F5,

209 T—Vxy NIHTREENPOL—D 2> h L
BLTVWE T,

424 IV KRBT oA
A28y BT 3IHh FHA

500 NERL o =AU E Lz, dElicOWTIE,
Warning Ny X —ZZ L T 72X W,

503 P—N— s - ZADBEHARTY, FEICONT
&, Warning Ny X —%2Z L TL 72X W0,

Ax—=7

I—Yxzrvbh-alrray - AFx—~<Dagent A7 =27 b ESIL T XV, Eli:type ¥ id DA

iﬁ’/lZ‘éE\7/f —J)L FVC\\TO
]|

Request: PATCH /rest/agents/4/certificates/7
{

"type": "agent-certificate",
"id": 7,

"state": "ACTIVE",

"notes": "Expires 2017-04-28,

contact jack@example.com for a new one. Activated 2016-04-15."

Response: 205 Reset Content

BRNSGA—52—

RIRX—&— ERbu

<KEL>

KRa—-F

a—F GWUN

204 TRIZIEFEIITONE LD, ZEEEENATHE
BATLE. 729470 « A4 FORRZHETT
ZREEH D FHA

205 BERDBIEBEIITHONT VY —ADBEHINE L,

400 BRAXDEADPIELL HD FHA, FEMICONVWT
E. Warning Ny X—%2ZR LT 230,

401 BUTE RGBS N TWE R A,
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403 BIT2—H — 3RV > —2EN T 2R H D £
Ao

404 feEaIn{idt o=y =Y b RO HT, D
DENCHFEL TV EE A,

406 Accept Ny X—ZHR—-—rZhrarrry &4
TWHET2DENDHD 7,

409 I—VxY MIWNTZEENFNDOL—T = b
BLTVWET,

424 IV e RRT DDA -T2 RIT4 L
A 20y BT HD FE A,

500 WEBT 7 =D FAE L E Lz, EfliconTid,
Warning ~v X —Z S L TL 72X W0,

503 P—N— - - ZADBEHARTY, FEICONT
¥, Warning Ny X—%2ZR L TL 7230,

& a4

I—Yxrb-alryary - AF—~vDagent 727 +ESBLTLIEXWN,

1l

Request: PUT /rest/agents/4/certificates/1

{

"id": 7,
"state": "ACTIVE",

"subject": "CN=localhost2,0U=Development,0=Test.,L=Test,ST=CA,6C=US",
"fingerprint": "b88b327ba3a3182b32e160dff4955bb2064d2d1f",

"expiry": 1478733066676,
"has_privkey": true,
"notes": " Expires 2017-04-28,

contact jill@example.com for a new one. Activated 2016-04-15."

"type": "agent-certificate"

&
Response: 205 Reset Content

/agents/{id}/install_bundle

I—zV MDA VA =L« NV R

I—JxY b A VAP=IL N R =DHIBENZY Y —ATT, N FLD
authorized_users Y A MIZEZENTWVWBE 2 —HF —DAD, ITNEHmARNEZIENTEE T,

GET
BRENTA—2—
NI R—R— Easan
<KL>
RRI—-F
a—F EssaN
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200 EFE NS Accept Ny X—IZIG LT, ERx ik
I—YxVbh A VAP—IL s XY RILERTA >
AR =) s XY R« XRTF—=EAPIERICEE
NEJ,

401 BUTESRDEREEE N TV ER A,

403 FUT 2= —13MERD D D £8 A,

404 BEXNZdIOZ -2 Y PRSP ST, 2O
DRTMCHEEL TWEHR A, install_bundle 7 4 —
ILVRIEHFEOZ -2 P L TEIREFEELE
R

406 Accept Ny X—%FHR—-rENpar7rV 24
TIRRET HHENDH D 3, type application/
json Z5E L T Accept Ny X—%KEET D L, K
X35 ISON 7 — RT3 ANAJRER X 4 T D X F
BB R FENFET,

500 W7 —FELF L, oV TIE,
Warning v X —ZZf L TL 72X 0,

503 H—N— e = ZXPEHAR]TT, FHlIZDOWVT
¥, Warning Ny X—%2ZH L T 7230,

Ax—7

I—Yxzrb-arLray - AFx—<0install-bundle 7 77 = 7 F SR LTLE XV,

141

Request: GET /rest/agents/4/install_bundle
Response: 200 OK

"id": 4,
"agent_id": 4,
"operating_system": "centos-7x",

"authorized_users": ["admin"],

"supported_formats": [
"application/x-tar",
"application/zip",
"application/json"

"expiry": 1478733066000,
"type": "install-bundle"

Request: GET /rest/agents/4/install_bundle | Accept: application/x-tar

Response: 200 OK (binary content - tar file with agent installer and configuration)

/agents/{id}/install_bundle/authorized_users

AR =)L s XY FILFRLZ—HF— - YU}

GET
BRENTA—2—
RTR—R— Easan
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<HEL>

RRa—-F

a—§ sl

200 JIVEAIC, BRINZ—F 2 £ VA=
L NV RVFR[Z—F— - YR IDBEENRE T,

401 BUTERDFRAEES N TV ER A,

403 BT =Y — 3R D Y FE A,

404 fHEEXN{do—Y Y MR RORLT., o
LETMCHEFEEL TWEHR A, install_bundle 7 4 —
)L KB & Kinstall_bundle/authorized_users 7 4
— L RIFHREFEOZ—Y 2y MR L TRICTEEL
ER

406 Accept Ny X—ZHR—-—rZhrarrry -4
TWCRET HRENDHD T,

500 NE T —PFEELE L, oV Tid,
Warning ~v X —ZZf L T X0,

503 P —N— - B —ERAMEHAR T, FEMIcOWT
¥, Warning Ny X—%2ZR L T 7230,

Ax—=v

I—Yxzrybavryay- - A¥—<0 install-bundle 7> = 27 + O authorized_users 7 4 —V N & %

HL T30,

i

Request: GET /rest/agents/4/install_bundle/authorized_users

Response: 200 OK

[
"admin"
1
PUT
BRENTA—2—
NRIA—&— Easan
<KL>
KRaA—F
a— K siid
204 FRIZIEFEIITONT LD, BEEIESENATVE
HATLZ 727947 - 4 ROFRREETRT
HZREEIHH FRA,
205 BERDBEFEIITHONT. VY —ADBREHINE LT,
400 FRALDERDIELL H D FHA, dEITONT
¥, Warning Ny X—%2Z L T 7230,
401 FATERDFRAE SN TOVWER A,
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403 fﬁﬁl =14 VR b=« Ny RAFA 22—
REETHMERID D 8 A

404 feEaIn{idt o=y =Y b RO HT, D
DENCHFEL TV EE A,

406 Accept Ny X—ZHR—-—rZhrarrry &4
TITRET BRED DD £75,

500 WEL 7 =2 FAE L Lz, ROV T,
Warning N\ v X —%2ZH L T2 &0,

503 P—N— - - ZDBEHARTT, FEICONT
IE. Warning Ny X—%2ZR LT 230,

Ax—=7
I—YzrbarLrsay - AF—<0 install-bundle 7Y = 7 b D authorized_users 7 4 —)V K% &
LT,

&
Request: PUT /rest/agents/4/install_bundle/authorized_users
[
"admin",

"wspoppleton”,
"zriggs"

Response: 205 Reset Content

/agents/{id}/policy_snapshots

GET

1—91yb-ﬁuy—-74—wF®x%y7yaybox%yfvavb@$§f%b\x%yfy
a v MERFFHICEEE RUS—2FE—ICEDET (POSTEEMR), AFvy Favh - FT7Tx2 MTH
HRID BWREXN, FRICEROEy FRFRA T 27 MICEZEFAINTOWAR[EESERD D T, &
DEEDEKRINCHE IR £3,

BINGA—H2—

NRIA—R— et

<IKL>

KHRaA-F

a— R o

200 IVEASIC, BREIN 22— 2 v MEAEDLE
NEJ,

401 fﬁf?g;ki?)mun INTVWEHA,

403 FAT = —1IHERL D D 8 A,

404 HBEXNZII DO —2 2V RO LT, 2D
MRETNCHEELTOVER A, aFBHE T 4 — L Rk,
T4 =V ERZEDOLETHHEFEOL—Y 2 > MK
LTRICEELE T,

BEHMRTZ— x>+ 107



406 Accept Ny X—ZHR—-—rZhrarr7ry kA4
TWRETHRENDHD £T,

500 WL 7 =2 FAE L F Lz, FElICDOVTIE,
Warning N\ v X —Z2ZH L T X0,

503 P—N— - - ZADBEHARTY, FEICONT
&, Warning Ny X—%2ZR LT 230,

AFx—7

I—YzYbhalrray - AF—<D policy-snapshot F 73 =7 b B SBIRLTL XV,

i

Request: GET /rest/agents/4/policy_snapshots

Response: 200 OK

[
$
"id": 1,

"notes": "This is a file agent for the Cent0S7.x file system",

"state": "ACTIVE",
"policy": [
1

"id": 11,

"agent_id": 4,

"path": "/mrslate/misc",
"key": "public",
"data_type_id": 6,
"group_set_id": 0O,
"path_set": null,
"variables": %,

"type": "file-policy"

"id": 12,

"agent_id": 4,

"path": "/mrslate/company",
"key": "company",
"data_type_id": 7,
"group_set_id": 0O,
"path_set": null,
"variables": %,

"type": "file-policy"

”éype”: "policy-snapshot"

POST
HHRRVS— - X F v Fay FOERK

BRNFA—2—

RTR— R — Ebul

<IRL>

KRa-F

a—§ sl

201 AFy T¥ay PHBER SN E LTz, Location N
;ﬁ—m%ﬁx%yfyathwmﬁ%éhi
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400 FRAXDOADIELLS B D €A, FFMlICDONT
¥, Warning Ny X—%2ZH L TL 7230,

401 BUTESRAGFRREES N TV EE A,

403 BT —F =3 R F v I a v bEAERT 2HERH
HHEEA

406 Accept Ny X—ZHR—-—rZhrarrry &4
TICHRET HREDNDHD 7,

500 NET T —DFELE L, iV TIE,
Warning N v X —ZZf L TL X0,

503 P—N— - - ZPEHARATT, GOV T
¥, Warning Ny X—%2ZR L T 7230,

Ax—v

BDF T T b

%l

Request: PUT /rest/agents/4/policy_snapshots/
i3

Response: 201 Created | Location: /rest/agents/4/policy_snapshots/3

/agents/{id}/policy_snapshots/{snapshot_id}

GET

I—TzYb ARV — T4 =V EFDRFyTavb, AFvTTay MIARETHH, RFv 7>
ay MERFFICEE E, ~2&Z— - RYS—2RE—IZRD £ (POST 25, XF v F>av b - FT7Y
=7 MZHHIRID BRE SN, FARRICERDy bOFRA T 2 7 MICEEEH XA TWAEEENERH D

T, COHABERMCFAICICAD £75,

BRINSGA—52—

KGR — R AR

<KRL>

®RaA-kr

a—§ sl

200 ISEASZ, BRXN2—P 22 b - KV — -
AFw Tay bR EENTET,

401 FUTERDIFRAE SN TOWER A,

403 FAT L —H —13MERL D D £H A,

404 BEXN{do—S 2y bR S o7z
. T—Y Y MINLT, fEEXNE
{snapshot_id} DA F v T a v B RO ST
DLENZBDIFEL TV EE A,

406 Accept Ny X—ZHR—-—rZhrarrry &4

TICRET 2RENHD 7,

BEMWRIZ— 2 109



500 WEL 7 =AU F Lz, ROV TR,
Warning v X —Z2ZRR L T 72X\,

503 Y —N— - =L ZXEHAR TS, FEMITOVWT
&, Warning Ny X —%2Z L TL 72X,

AF¥x—=v
I—Yxzrybh-allyay - AF—<D policy-snapshot ¥ 7Y = 7 2 BIRL TLE X W,
i

Request: GET /rest/agents/4/policy_snapshots/3
Response: 200 OK

$
"id": 1,
"notes": "This is a file agent for the Cent0S7.x file system",
"state": "INACTIVE",

"policy": [
1
"id": 11,
"agent_id": 4,
"path": "/mrslate/misc",

"key": "public",
"data_type_id": 6,
"group_set_id": 0O,
"path_set": null,
"variables": %,
"type": "file-policy"

"id": 12,

"agent_id": 4,

"path": "/mrslate/company",
"key": "company",
"data_type_id": 7,
"group_set_id": 0O,
"path_set": null,
"variables": %,

"type": "file-policy"

"type": "policy-snapshot"

PUT

I—Yz Y MINLTRFyT>av b - 72774 7T a 7% BLET, O a 7DETHEK. PUT DI
HMTCT7 T4 RAFy Toay "WIETIZT4 72k D, PUTOXR—Fw b THE2RAFvTay b»
TITATWXHRDET, Va I BERRLEGEE. HVWRF Y T ay b7 T4 TOEFIIHRDET,

BENTA—42—

RTIR— R — Foab

<HEL>

KRa—F

a—F siab

204 FERIBIEEITOOE LEDY, EEHEETATVE
HATLZ 29472 - A4 ROFRREEHT
LRI H D FHA,

205 FORDIEFIIATONT VY — A EHFINE LT,
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400 FRALDIERPIELL H Y A, sHllicoONT
¥, Warning Ny X—%2ZH L TL 7230,

401 BUTESRDEREEE N TV ER A,

403 72— —3RIS— - RFvyF¥ay b 277
T4 7L T 2RV DH D £E A,

404 BEXNEII O -2 b EREFAFY T a
v MBEOP ST 2 OLENCHFEL TV ER A

406 Accept Nv X—%FHR—-rENpar7rV 24
FIRET HRER DD 5,

500 W7 —FELF L, OV TIE,
Warning v X —ZZf L TL 72X W0,

503 F—nN— - F—EZREAATT, FlCONT
¥, Warning Ny X—%2ZR L TL 7230,

AFx—=7

I—Yxzrbalrray - AF¥—~<0Dinstall-bundle * 7Y = 7 + D policy_snapshots 7 4 —L ¥ % &
LT X\, £l state B L notes DALHETEET,

&
Request: PUT
{
"id": 1,
"notes":
"state":
"policy":
{
o
{
%
1lg
"type":
%

/rest/agents/4/policy_snapshots/1

"This is a file agent for the Cent0S7.x file system",

"ACTIVE",
L

"id": 11,

"agent_id": 4,

"path": "/mrslate/misc",
”key” : "public” ,
"data_type_id": 6,
"group_set_id": 0O,
"path_set": null,
"variables": 1%,

"type": "file-policy"

"id": 12,

"agent_id": 4,

"path": "/mrslate/company",
"key": "company",
"data_type_id": 7,
"group_set_id": 0O,
"path_set": null,
"variables": 1%,

"type": "file-policy"

"policy-snapshot"

Response: 205 Reset Content

DELETE
r—yx>V b

RV — - AF v T ay bOHIBR

BRNTA—F—
PTG R— R — o

BEEMRI— b 111



<IKL>

RRI-F

a—F seib

204 HIFRIZIEF IR T LE L=,

401 BATERDFRIE I N TVWER A,

403 FUT2—F —1IMERDI DD 28 A,

404 BEshkiidloz—yzy FERIFIEESIN:
{snapshot_id} D2 F v 7> a v b RONLF 2
DOBENZBIFEL TVWER A,

406 Accept Ny X—ZHR—-—rZhrarrry &4
FICRETHIVERDHD T,

500 WET o —DFAELE Lz, i oVnTIE,
Warning N\ v X —%2ZH L T2 &0,

503 P —N— - =L ZRMEHAR] T, GOV T
iE. Warning Ny X —%2ZR LT 230,

& kg

2L,

i

Request: GET /rest/agents/4/policy_snapshots/1

Response: 204 No Content

/agents/{id}/policy

IT—V Y MRETRX— - KV —, ZHUI. RV — RNV T4 7 OSAFREFI A -y b, &
B4 —E - F—-N—F 4 FDEy b, BIUEFIEFRELRZRYVS— - F T2 b AL VT

24727 F)DIYAFTY,

GET
BENFIA—5—
NRIA—&— sl
<ZRL>
RRI-F
a— K sl
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200 JEEAIC, BRI -T2 AKX —
RV —MEENET,

401 Iﬁﬁ—‘g*ﬁ)mun ENTVWEHA,

403 FUT 2= —13MERD D D £ A,

404 BEIN{d O -V Y b ROND FHAT
L/?:—O

406 MwNAuﬁ PHR—bIhdarrry--x4

TICRET 2RHENDD FF,

500 W7 —FELF L, oV TIE,
Warning ~v X —Z S L TL 72X W0,

503 P—N— - = ZAPMEHAATT, FEHICDONT
¥, Warning Ny X—%2ZR L TL 7230,

Ax—7

I—YzrbaLsyay - AxF—<Dpolicy 74— KZBRLTLEXW,

141

Request: GET /rest/agents/4/policy
Response: 200 OK

[
1
"id": 13,
"agent_id": 4,
”key”: ”Webkey”,
"device_label": "webroot",
"mofn": "1:1",
"type": "volume-policy"
o
i
"id": 14,
"agent_id": 4,
"key": "nfskey",
"device_label": "nfsshare",
"mofn": "1:1",
"type": "volume-policy"
3
]

Request: GET /rest/agents/3/policy
Response: 200 OK

[

Illdll. 2

"agent_ 1d”’ 3,

"path": "/mrslate/misc",
”key”: ”public",
"data_type_id": 1,
"group_set_id": 0O,
"path_set": null,
"variables": 1%,

"type": "file-policy"

uld“, 3,

"agent_ 1d”' 3,

"path": "/mrslate/company",
"key": "company",
"data_type_id": 7,
"group_set_id": 3,
"path_set": null,
"variables": {

"d7r2c1": "3",
"d7r2c2": "permit, log"

EHNRT -z
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"d7r2c3": "read"

§o
"type": "file-policy"

POST
%ﬁiﬁﬂ‘f‘) S— e N UT 4 y?@ﬁzﬁk

BENTA—2—
RGA— R — A
<IRL>
RRI-F
a—F seib
201 NA VT4 Y IDBER SN E L7z, Location ~\ v
B—IZHIRANAL T4 7D URLDSRENE T,
400 ZRALDIBEADBIEL S H D FH A, sHllicONT
iE. Warning Ny X —%2ZR LT 230,
401 BUTESRDEREEE N TV EH A,
403 BT = —13INA T4 7= T 2 MR H
DEH A,
406 Accept Ny X—ZHR—-—rZhrarrry &4
TICRET HERHD FT,
500 W 7 —DFEL F Lz, FMlicoVnTIE,
Warning Ny X —%2ZH L T2 &0,
503 == - BRI TT, FHllicOVT
iE. Warning Ny X—%2ZRL T 230,
ZF—%
I—YzYvb-avrrary - AF—=0 file-policy 7Y = 7 b B XU volume-policy ¥ 73 = 7 + % %
LT ZEwn,
i
Request: POST /rest/agents/3/policy/
1
"agent_id": 3,
"path": "/mrslate/company",
"key": "company",

"data_type_id": 7,
"group_set_id": 3,
"path_set": null,
"variables": $

"d7r2c1": "3",

"d7r2c2": "permit, log",

"d7r2c3": "read"
§o
"type": "file-policy"
3

Response: 201 Created | Location: /rest/agents/3/policy/3
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/agents/{id}/policy/{binding_id}

GET

BRINTA—2—

NRTRX—R— sl

<IKZL>

RRa—-F

a—§ sl

200 ISEASZ, BRXN2Z—D 22 b - KV — -
NA VT4V ITHREENET,

401 FATERDIFRAE SN TOWER A,

403 BT —H —13MERL D D £H A,

404 BEXNZ{dO—Y 2y bR S oz
. fBE X N7z {binding_id} D~ 2 X — « KV —
DA T4 TRHHERA,

406 Accept Ny X—ZHR—-—rZhrarrry &4
TWCRET HRENDD T,

500 NEL S —DFRELFE L. sflicoWTIE,
Warning ~v X —ZZf L T X0,

503 P—N— « =L ZABMERHARA TS, FEMICONT
¥, Warning Ny X—%2ZR L T 7230,

AFx—v

I—Yxrb-avrryay - AFx—< file-policy * 7Y = 7 v B L volume-policy ¥ 73 = 7 % 5
BLTEEW,

1l
Request: GET /rest/agents/3/policy/3
Response: 200 OK

i
”id” 3 ,
"agent_id": 3,
"path": "/mrslate/company",
Ilkeyll : Ilcompanyll ,
"data_type_id": 7,
"group_set_id": 3,
"path_set": null,
"variables": {
"d7r2c1": "3",
"d7r2c2": "permit, log",
"d7r2c3": "read"

i
"type": "file-policy"

BEEMWRTZ— 2 115



PUT

BRNTA—F—

NRTRX—R— Easa)

<KRL>

RRa—-F

a—§ sl

204 ERIIEEITbNELEDS, ZEIZEENTVWE
HATL 72947 - 4 ROFTREEFT
BZREEHD FHRHA,

205 ERMPEFEIITONT U Y —ABREHEINZE LT,

400 BRAXDERADBIELL B D FHA, FEAICONWT
&, Warning Ny X —%2ZR L TL 72X W0,

401 FATERDIFRAE SN TOVER A,

403 T2 — =3RS — NA Ty VI BREET
ZHERD DY T A,

404 EIhElidloz—y =y FERIBIEESINS
{binding_id} DA ¥ F 4 Y I ROMSF, o
MENCHFELTOER A,

406 Accept Ny X—ZHR—-—rENdarrry-24
FIERETHIVERDD T3,

500 NERL o —RAELE Lz, dElicOWTIE,
Warning Ny X —ZZ L T 72X W,

503 Y —N— « =L ZXMEHAR T, FHEMITONWT
&, Warning Ny X —%2Z L TL 72X,

Ax—=7

I—Yzvbavryay  AF¥F—=0 file-policy 7 7Y =7 b B XU volume-policy 7 73 =7 + &%
L TLZEE W,

&
Request: PUT /rest/agents/3/policy/3

{
"id": 3,
"agent_id": 3,
"path": "/mrslate/company",
"key": "company",
"data_type_id": 7,
"group_set_id": 4,
"path_set": null,
"variables": §
"d7r2cl": "4",
"d7r2c2": "deny, log",
"d7r2c¢3": "read"
§o
"storage":null,
"type": "file-policy"
b

Response: 205 Reset Content
Request: PUT /rest/agents/3/policy/3 (for adding storage object)
{

"id": 3,
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"agent_id": 3,

"path": "/mrslate/company",
"key": "company",
"data_type_id": 7,
"group_set_id": 4,
"storage": {1
"protocol":"smvbl",

"host": "nfs.sfc.local",
"share_path": "/sfc",
"share_pass": "PasswOrd",
"options": "port=112, sec=ext,noexec",
"type": "network-share"

“éype“: "file-policy"
b

Response: 205 Reset Content

PATCH
BENTA—2—
NRIR— R — Foab
<IZL>
RRI-F
a— R Foab
204 FERIZIEFEITDOOE LD, EHEHEEEFATVE
FATULZ, 72947 A4 FOERREEHT
LZREIDH D FH A,
205 FERDIEFEITONT )Y —ADREHEINE L,
400 ZORALDOEADEL K HD ¥ A, #HlliZOVT
¥, Warning Ny X—%2ZR L T 7230,
401 BUTESRDEREEE N TV EH A,
403 BT —H -3 RV — - NA Ty VIR EET
LHERRD D D FH A,
404 fEEEN{do -z v P ERBIEEESNT
{binding_id} DA T4 YT B RODLT, D
DENZHFEL TV EE A,
406 Accept Ny X—ZHR—-—rZhrarrry kA4
TICRET HREDRHD FT,
500 NERT 7 —DRAEL F Lz, FEMlicOVTIE,
Warning ~v X —ZZf L T X0,
503 ==« = RPIHEHARA TS, FEICDOWT
¥, Warning Ny X—%2Z L T 7230,
Ax—v
IT—Yzrb-avrryay - AF—=<0 file-policy 7 = 7 b B XU volume-policy 7> = 7 &%
BLTEEW,
i
Request: PATCH /rest/agents/3/policy/3
1

"group_set_id": 4,
"variables": §
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“d7I2C1“ : II4II ,

"d7x2c2": "deny,

"d7r2c3": "read"
}I

log",

"type": "file-policy"

%

Response: 205 Reset Content

Request: PATCH /rest/agents/3/policy/3 (to reset the storage )

"storage": {
”id”:l,

"protocol”:"smvbl",
"host": "nfs.sfc.local",
"share_path": "/sfc",
"share_pass": "PasswOrd",

"options": "port=
"type": "network-

112, sec=ext,noexec",
share"

"type": "file-policy"

¥

Response: 205 Reset Content

DELETE
I—Yxrb - RKYT—

cNA VT v 7O HIBR

BENTA—4—

RITR—R— Foab

<IRL>

KRa—F

a—§ slif

204 HIFRIZIEF I T LE L,

401 BUTERDGRRES LTV E R A,

403 BT — Y —3HERD D D $E A

404 FEEIN{dO—I = v P ERZIEEENT
{binding_id} D4 > T4 Y IR EONST. D
DENCHFEL TV EE A,

406 Accept Ny X—%ZHR—rENhdarrry- x4
TWRETHDENPDHD FT,

500 NERT 7 —DRAEL F Lz, FEMlicOVTIE,
Warning ~v X —ZZf L TL X0,

503 HP—N— - - ZPEHARRTT, FEICONT
¥, Warning Ny X—%2ZR L T 7230,

Ax—v

% Lo
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1]

Request: GET /rest/agents/3/policy/2

Response: 204 No Content

/agents/{id}/policy/{binding_id}/storage

GET

BENTA—42—

RTR— R — Foab

<HKL>

RRa—-F

a—§ sl

200 JIEEARSIC, BRIN2—V 20 b s KUY — -
NAVT 4 YTV EENE T,

401 BUTESRDEREEE N TV EH A,

403 BT =Y — 3R D Y FE A,

404 BEINEIdIOZ—Y 2y PR LRI
. fBE X N7z {binding_id} D~ 2 X — « KVY > —
DNA T4 Y TBHYEEA,

406 Accept Ny X—ZHR—-—rZhrarrry &4
TICRET HREDRH D FT,

500 NE TS —DFELE L, AoV TIE,
Warning ~v X —ZZf L T X0,

503 P—N— - - ZPEHARATT, GOV T
¥, Warning Ny X—%2ZR L T 7230,

Ax—=v

I—Yzrbalbryay - AF—<Dfile-policy # 72 =27 B XU storage A 7P =7 b 2SR T

2N,

i

Request: GET /rest/agents/3/policy/3/storage
Response: 200 OK

"id": 84,

“protocol”:"smvbl",

"host": "nfs.sfc.local",

“share_path": "/sfc",

"share_pass": "PasswOrd",

"options": "port=112, sec=ext,noexec",
"type": "network-share"
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PUT

BENTA—4—
KGR =R ACIR
<HKEL>
RR3a-F
a—§ sl
204 FRIBIEEITOUE LD, EEHEETATVE
HATUL, 72947 34 FOFRREEHT
HPREIEH Y FH A,
205 ERDIEFHIATHLNT Y Y —ADREHF I E L,
400 FRARLDIEANIEL L H D A, FHflicoNT
&, Warning Ny X —%2ZR L TL 72X W0,
401 BUTESRDEREEE N TV ER A,
403 BHEOL—F -3z —Y = v MERED IR 2 ZH
T HMERDDH D FH A
404 BEINZ{dlo -y r b ERIIEESINS
{binding_id} D N4 > T4 VI FIFEESI N
{storage_id} DA b L —I D HOM 5T, O LE]
WKHBEELTOVERA,
406 Accept Ny X—ZHR—-—rENdarrry-24
FIRET HREDRH D I,
500 WERTZ T —DFEL F L, FEflicoVWTIE,
Warning Ny X —ZZ L T 72X W,
503 P—N— =R TT, FEICOVT
&, Warning Ny X —%2Z L TL 72X,
AFx—=v
I—Yxzvbh-alryary - AFxF—<dfile-policy #7227 b BXU storage A 727 b ESIRL T
7Z&E W,
il
Request: PUT /rest/agents/3/policy/3/storage
1
"id": 3,
"path": "/mrslate/company",
"key": "company",

"data_type_id": 7,

"group_set_id": 4,

"storage": {

"protocol”:"smvbl",

"host": "nfs.sfc.local",

"share_path": "/sfc",

"share_pass": "PasswOrd",

"options": "port=112, sec=ext,noexec",
"type": "network-share"

”%ype”: "file-policy"
%

Response: 205 Reset Content
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PATCH

BaNFA—4—
IRTR—R— aCih
<IRL>
RRI—-F
a—§ sl
204 FORIZIEFIATONE LD, BHIEFEENATVE
HATLZ 29472 - 4 ROFRREEHT
LRI HH FHA,
205 BORMIEFIATON T VY =AM EHREINE L,
400 FRAXDIEADIEL L H D FH A, FFHITDONT
&, Warning Ny X —%2ZR L TL 72X W0,
401 BUTESRAGFRREE N TV EE A,
403 BEODLZ—F— 123z —Y x> MEREDIRN 2 ZE
T AHMERDDH D £ A,
404 EEIN{do—Y v P ERFEEINT
{binding_id} D N4 > T4 VI FIFEESI N
{storage_id} DA N L= « A7V =7 b RO
53, 2OMANCHFELTVER A,
406 Accept Ny X—ZHR—-—rENdarrry-24
TICHRET HRENDHD £7,
500 WEBT 7 =D FAE L F Lz, dEflicoVTIE,
Warning Ny X —ZZ L T 72X W,
503 P—N— s - ZADBEHARTY, FElICONT
&, Warning Ny X —%2Z L TL 72X,
AFx—7
I—Yxzvbh-alryary - AFxF—<dfile-policy #7227 b BXU storage A 727 b ESIRL T
T EN,
i
Request: PATCH /rest/agents/3/policy/3/storage
1
"storage": {1
"id":1,
“protocol”:"smvbl",
"host": "nfs.sfc.local",
"share_path": "/sfc",
"share_pass": "PasswOrd",
"options": "port=112, sec=ext,noexec",
"type": "network-share"

"type": "file-policy"
%
Response: 205 Reset Content
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/agents/{id}/features

GET

BRINTGA—2—

IRTR—R— Foab

<IKZL>

RRa—-F

a—§ sl

200 ISEAIC, BRI -V v MERERE TN
£,

401 BUTERDFRAES N TV ER A,

403 BEOLI—Y—IZIZHERED D THA

404 EINLI D=V Y FRROMD FBAT
L7

406 Accept Ny X—%ZHR—rENhdarrry-x4
TWCRET HRENDD T,

500 NE T —0FEELE L, SOV TIE,
Warning ~v X —ZZf L T X0,

503 P—N— - - ZPBEHARATT, GOV T
¥, Warning Ny X—%2ZR L T 7230,

AFx—v

I—Yzrb-aLryay - Ax—<Dagent_feature A 7V = 7 bR BIRL TL X W,

1]

Request: GET /rest/agents/1/features

Response: 200 OK
1
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"policy": {

"has_feature": true,
"state": 1,
"type": "agent_feature_status"

“Qolume”: )
"has_feature": false,

"state": 0,

"type": "agent_feature_status"
"su_block": {

"has_feature": true,

"state": 1,

“"type": "agent_feature_status"

“6bjstore“: 1
"has_feature": false,
"state": 0O,

"type": "agent_feature_status"

”%ype”: "agent_feature"
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/agents/{id}/features/{feature}

GET

BRINSGA—52—

IRTR—R— Foab

<IKZL>

RRa—-F

a—§ sl

200 JIEEARIZ, BRXN - —Y x> MERER G TN
E3,

401 BUTERDFRAES N TV ER A,

403 REDZ—F —ICIIERLE DD THA

404 HBEEIN{id} & {featurel D —P = ¥ F RO
MY EFATL .

406 Accept Ny X—ZHR—-—rZhrarrry kA4
TWCRET HRENDD T,

500 NEL S —DFRELFE L. sflicoWTIE,
Warning ~v X —ZZf L T X0,

503 P—N— - - ZPBEHARATT, GOV T
¥, Warning Ny X—%2ZR L T 7230,

AFx—v

I—Yzr b -aLryay - Ax—<OD agent_feature_status A 7Y =7 b EBIRLTLZE W,

1]

Request: GET /rest/agents/1/features/policy

Response: 200 OK

"policy": {
"has_feature": true,
"state": 1,

: "type": "agent_feature_status"
PUT
BENFTA—2—
KGR =R AR
<IZL>
KRI—F
a—F Foih
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202 FEEEIZIERIHY 2 7 CTHEH SN E T, Location ~
VR —ICHREF 2y 7 T272DDT a3 7D URL
PIRENET,

400 TRAXDIEANIEL S H D FEA, IOV T
&, Warning Ny X —%2Z L T 72X,

401 BUTERDERIES N TV ER A,

403 BEDI—F 123 —Y = ¥ MEREDIRIEZE
T AR D FHA,

404 fEE XN {id} & {feature} D= —Y = ¥ 23R D
MY FEHATL,

406 Accept Ny X—ZHR—-—brENdarrry-24
TICRET 2RHENDD 5,

500 WEBT 7 =D FAE L F Lz, oV TIE,
Warning Ny X —ZZ L T2 X0,

503 P—N— s - ZADBEHARTY, FEICONT
&, Warning Ny X —%2Z L TL 72X W0,

AFx—=v

I—Yxrvh-alLrTay - AF—<0D agent_feature_status ¥ 7Y = 7 b ESBIRL TLFX W,

il

Request: PUT /rest/agents/3/feature/policy

"has_feature": true,
"state": O,
“"type": "agent_feature_status"

%
Response: 202 Accepted | Location: /rest/jobs/schedulers/9

PATCH

BENSTA—4—

NRIRA—&— Eesa

<IKL>

KRaA—-F

a— K sl

202 BEREIZIERY 2 7 CHH XN E T, Location ~
v R EF 2y 7 T5720DDT a2 7D URL
DRENZET,

400 BERAXDOEADNBELL DD FXRA, FHllicONT
iE. Warning Ny X—%2ZR LT 7230,

401 FATERNEGREENTVWER A,

403 BT3RS — NA Ty VTR EET
LHERBD D £H A,
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404 IeEXI N {id} & {feature} D —Y =~ FAIRD
MHbhEHATLR,

406 Accept Ny X—ZHR—-—rZhrarrry -&A4
TWCRET HRENDHD FT,

500 W T —DFAEL E Lz, iV T,
Warning N\ v X —%2ZH L T2 &0,

503 == - BRI TT, FHllicOVT
E. Warning Ny X —%2ZRL T 230,

& g

I—YxzYbh-aLrrary - Ax—<D agent_feature_status 7 =7 FESBIRLTLZE W,

1]

Request: PATCH /rest/agents/3/feature/su_block

"state": O,

Response: 202 Accepted | Location: /rest/jobs/schedulers/9

/agents/{id}/tools
GET

BENSTA—=4—

NIA—R— fabi

<HKEL>

®Ra—FK

a—F siid

200 JIEEAIZ, BRI -T2V b - Y —HE
FNFET,

401 BUTESRDFRAES N TV ER A,

403 BREDZI—YF—IZIIERED D THA

404 HEEN{d D — 2 PR ROMD EHAT
L7z

406 Accept Ny X—ZHR—-—rENdarrry-x4
FICRET HRLEDRHD I,

500 W T —FELF L, ROV TIE,
Warning Ny X —Z2Z L T2 X0,

503 H—N— « = ZXDPHEHARTT, FHllIZDOVWT
&, Warning Ny X —%2Z L TL 72X,

A¥—7

I—YxzrhaLryay - AF—<Dagent tool ¥ 727 FESBRL TN,
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1]

Request: GET /rest/agents/1/tools

Response: 200 OK
[

"tool_id": 1,
"“purpose”: "BACKUP",
"key": §
”id”: 3’
"name": "Normal",
"autogen": false,
"scope": "User",
"notes": "The key used for general encryption",
"versions": [

"id": 3,

"version": 1,

"current": true,
"timestamp": 1523371339398

]
§o
"active": true,
"type": "agent_tool"

"tool_id": 2,
"purpose”: "RESTORE",
"key": §
”id”: 3’
"name": "Normal",
"autogen": false,
"scope": "User",
"notes": "The key used for general encryption",
"versions": [
1
IIidII: 3'
"version": 1,
"current": true,
"timestamp": 1523371339398

]
§o
"active": tzrue,
"type": "agent_tool"

"tool_id": 3,
“purpose”: "OBJSTORE",
"key": §
"id": 3,
"name": "Normal",
"autogen": false,
"scope": "User",
"notes": "The key used for general encryption",
"versions": [

"id": 3,
"version": 1,

"current": true,
"timestamp": 1523371339398

]
§o
"active": true,
"type": "agent_tool"

POST
Re

A=5—
R —

{118
£
=

N>
T X—
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<IRL>

RRa—F

a—§ sl

202 T—Yx ¥ MIFEFAY a 7RI E T,
Location Ny X — IR ZF v 7T B572DDY
2 7®D URL DRENE T,

400 FRAXDIEADIELL H D FX A, FHICONT
X, Warning Ny X—%2ZH L T 7230,

401 BUTESRAGFRREES N TV EE A,

403 BT —Y = ¥ M3FH 2 — Y — 2 1ER T 2 MR D3
HHFEHA

406 Accept Ny X—ZHR—-—rZhrarrry -4
TICRET HHERDHD £,

409 R —> = IR —Y 2 PEBELTY
EJC I

500 WEBT 7 =D FAE L E Lz, eV TIE,
Warning v X —ZZf L TL 72X W0,

503 PN« =R TT, FEICOVT
X, Warning Ny X—%2ZR L TL 7230,

AF¥x—7

I—Yxrb-alryay - AF¥x—~vDagent_tool ¥ 73 =7 b EBIRLTLEX W,

1]

Request: POST /rest/agents/1/tools

"tool_id": 1,
"purpose": "BACKUP",
"key": “toolKeyB"”
"active": true,

; "type": "agent_tool"

Response: 202 Accepted | Location: /rest/jobs/schedulers/9

/agents/{id}/tools/{tool_id}

GET
BRENTA—2—
NI R—R— asan
<IKL>
KRaIA—-F
a—F sl
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200 IVEARIC, BREINZ—V 2V b« VD E
FNEI,

401 BUTESRDEREEE N TV ER A,

403 REOL—F —IZIIERLID D FHA

404 HEXN{id} & {tool_id}DT—2 = FARD
PHFEFATL .

406 Accept Ny X—%FHR—-rENpar7rV 24
TWRET HDRDENDHD T,

500 N7 —FELF L, oW TIE,
Warning ~v X —Z S L TL 72X W0,

503 P—N— - = ZAPMEHAATT, FEHICDONT
¥, Warning Ny X—%2ZR L TL 7230,

Ax—7

I—Yxrb-alryay - AF¥x—~vDagent_tool ¥ 73 =7 b EBIRLTLEX W,

1]

Request: GET /rest/agents/1/tools/1
Response: 200 OK

"tool_id": 1,
"purpose": "BACKUP",
”key”: {
”id”: 3'
"name": "Normal",
"autogen": false,
"scope": "User",
"notes": "The key used for general encryption",

"versions": [

"id": 3,
"version": 1,

"current": true,
“"timestamp": 1523371339398

}
]
3

“éctive”: true,
"type": "agent_tool"

t
PUT

BE/NSA—2—

NRIRX—R— Foab

<KL>

KRI—-F

a—§ sl

202 HEBEIXIERIEIY 2 7 CTHEFI XN F T, Location ~
v R IR EF 2y 7 T5720DDT a2 7D URL
DRENF T,
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400 FRAXDIEADBIELL H D XA, FHMICONT
¥, Warning Ny X—%2ZH L TL 7230,

401 BUTERDERIES N TV ER A,

403 BEDI—F—1CFT -V b - V—LEEHET
LHERRDI D D 1A,

404 HEXN{id} & {tool_id} DT —2 = FARD
MY FEHATLR,

406 Accept Ny X—%FHR—-rENpar7rV 24
TICRET HHENHD £,

500 WEBT 7 =D FAE L E Lz, dEflicoVnTid,
Warning ~v X —Z S L TL 72X W0,

503 PN« =R TT, FEICOWT
¥, Warning Ny X—%2ZH L TL 7230,

& a4
I—Yxrb-alryay - AF¥x—~vDagent_tool ¥ 73 =7 b EBIRLTLEX W,

1]

Request: PUT /rest/agents/86/object_store
{

1

"id": 11,

"mofn": "2:3",

"certificate": §
"id": 45,
"agent_id": 90,
"subject": "CN=192.168.1.26",
"fingerprint":

"432663eaf2ael8e44bed1a9185f1b7cd7e902cdbdc7006h884a2ec678fcedbob”,

"expiry": 1606341305000,
"has_privkey": true,
"state": "ACTIVE",

Ilnotes“: nn
"type": "agent-certificate"
“Backends“: [
"id": 25

"url": "https://s3.us-south.objectstorage.softlayer.net",
"key_id": "owerjl78937jkjkj8888",

"api_key": null,

"auth_type": "S3_IBM4",

"share": 1,

"type": "object-store-backend"

"id": 26,

"url": "https://s3.us-south.objectstorage.softlayer.net",
"key_id": "78937jkjkj9owerjl999",

"api_key": null,

"auth_type": "S3_IBM4",

"share": 2,

"type": "object-store-backend"

"id": 27,
"url": "https://s3.us-south.objectstorage.softlayer.net",
"key_id": "7jkjkj9ower7893j1999",
"api_key": null,
"auth_type": "S3_IBM4",
"share": 3,
"type": "object-store-backend"
b

e
"credentials": [

“id": 17,

BHEMWRI— v+ 129



"key_id":

"344Q75QUHMTRYUCN4QT7",

"access_key": null,

"auth_type": "S3_IBM4",
"type": "object-store-credential"
o
1
"id": 18,
"key_id": "411QJK9Y5450MWALTKY5",
"access_key": null,
"auth_type": "S3_IBM4",
"type": "object-store-credential"
b
]I
"buckets": [
"id": 17,
“name": "bucketl",
"log_denial": false,
"policy": [
{
"id": 33,
"cred_id": "344Q75QUHMTRYUCN4QT7",
"access": "R0O",
"log": false,
"type": "object-store-bucket-policy"
o
1
"id": 34,
"cred_id": "411QJK9Y5450MWALTKY5",
"access": "RW",
"log": true,
"type": "object-store-bucket-policy"
b
]I
"type": "object-store-bucket"
fo
{
"id": 18,
"name": "bucket2",
"log_denial": false,
"policy": [
1
"id": 35,
"cred_id": "344Q75QUHMTRYUCN4QT7",
"access": "RW",
"log": true,
"type": "object-store-bucket-policy"
fo
{
"id": 36,
"cred_id": "411QJK9Y5450MWALTKY5",
"access": "W0",
"log": false,
"type": "object-store-bucket-policy"
%
i
"type": "object-store-bucket"
%
i
"source": 0O,
"snapshot": false,
"snapshotIndex": O,
"type": "object-store"

%

Response: 202 Accepted |

Location: /rest/jobs/schedulers/9

PATCH
BRINTGA—2—
NRIR—R— Foab
<KL>
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RRI—-F

a— R Flif

202 FERERIEFRIAY a 7 CHEHrEN £F, Location ~
VR —ICHREF 2y 7 T272HDT a3 7D URL
PREINET,

400 FRAXDIEADIEL L H D FH A, FHHICTDONT
&, Warning Ny X —%2Z L T 72X,

401 BUTERDERIES N TV ER A,

403 T2 =3 RV — - N VT VTR EHET
LHERRDIH D 8 A,

404 HEEXN/={id} & {tool_id} D —I =¥ b IRD
PhERATL,

406 Accept Ny X —ZHR—-—rENdarrry-24
TICRET HRHERHD £,

500 WEBT 7 =D FAE L F Lz, dEflicoVTIE,
Warning Ny X —%ZZ L T 72X W,

503 P—N— s - ZADBEHARTY, FEICONT
&, Warning Ny X —%2Z L TL 72X W0,

AF¥x—=v

I—YxzryhaLriay - AF—<Dagent tool ¥ 727 FESBRL TN,

i

Request: PATCH /rest/agents/1l/tools/1

i "key": “toolKeyB"”

Response: 202 Accepted | Location: /rest/jobs/schedulers/9

DELETE
BRINFGA—2—
NRITR—=R— Flif
<IRL>
RRI—-F
a—F siab
202 HIERZ WIS 272012 a 7HER ST E Lz,
2 7’ ® URL IZDOWTIE, Location ~\ v X —% SR
LTLEZ W,
204 HIFRIZIEREITH T L E L,
401 BUTESRAGFRREES N TV EE A,
403 BT —F — 3R D D $E A,
404 EEXNT={id} & {tool_id} D2 —F —1ZRo» 5
3, LENCHFEL TV EEA

BEMWRI—Y v 131



406 Accept Ny X—ZHR—-—rZhrarr7ry kA4
TWRETHRENDHD £T,

500 NERL o =AU E Lz, sElICOWTIE,
Warning N\ v X —Z2ZH L T X0,
503 P —N— - =L ZREHAR] TS, FEMICOWT
&, Warning Ny X—%2ZR LT 230,
A¥x—7
i

Request: DELETE /rest/agents/1l/tools/1

Response: 202 Accepted | Location: /rest/jobs/schedulers/9

/agents/{id}/object_store

GET

BRENSA—2—

R R— R — FfRpu

<KL>

®RIA—-F

a—§ sl

200 IVEAIC, BRENS-Z -T2 b - VDG
FNFET,

401 FATER D FRAE SN TOVWER A,

403 REOL—F—IZIIHER1IDH D FHA

404 feEan{idlo—y Y FBROPHD FHAT
L7,

406 Accept Ny X—ZHR—-—rZhrarrry &4
TIRET DB D T3,

500 NET 7 —DRAELE Lz, FiliconTIE,
Warning N\ v X —=%2ZH L T2 &0,

503 Y —N— - B —ERDEHAR TS, 5OV T
E. Warning Ny X —%2ZR LT 7230,

AFx—v

FITV2TF AN ATV POV Al Tay AFXF—<ESHRLTLLEFX N,

i

Request: GET /rest/agents/1/object_store

Response: 200 OK
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1
”id”: 9'
"mofn": "2:3",
"certificate": {
"id": 42,
"agent_id": 86,
"subject": "CN=192.168.1.27",
"fingerprint":

"24d2327171ce69c5080081579f2bedddc3£c19ca988b8030c430460df17a931b",

"expiry": 1606341293000,
"has_privkey": false,
"state": "ACTIVE",

Ilno.tesll: n II’
"type": "agent-certificate"
“Backends“: [
"id": 19,
"url":

"https://s3.us-south.objectstorage.softlayer.net",
"key_id": "owerjl78937jkjkj8888",
"api_key": null,

"auth_type": "S3_IBM4",
"share": 1,
"type": "object-store-backend"
5
1
"id": 20,
"url":

"https://s3.us-south.objectstorage.softlayer.net",
"key_id": "78937jkjkj9owerjl999",
"api_key": null,
"auth_type": "S3_IBM4",
"share": 2,
"type": "object-store-backend"
fo
{
"id": 21,
"url":
"https://s3.us-south.objectstorage.softlayer.net",
"key_id": "7jkjkj9ower7893j1999",
"api_key": null,
"auth_type": "S3_IBM4",
"share": 3,
"type": "object-store-backend"
%

i
"credentials": [

"id": 13,

"key_id": "344Q75QUHMTRYUCN4QT7",
"access_key": null,

"auth_type": "S3_IBM4",

"type": "object-store-credential"

"id": 14,
"key_id": "411QJK9Y5450MWALTKY5",
"access_key": null,
"auth_type": "S3_IBM4",
"type": "object-store-credential"
3
1s
"buckets": [
1
"id": 13,
"name": "bucketl",
"log_denial": true,
"policy": [
1

"id": 25,

"cred_id": "344Q75QUHMTRYUCN4QT7",
"access": "RO",

"log": false,

"type": "object-store-bucket-policy"

"id": 26,

"cred_id": "411QJK9Y5450MWALTKY5",
"access": "RW",

"log": true,

"type": "object-store-bucket-policy"
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¥

i
"type": "object-store-bucket"
}I
{
"id": 14,
"name": "bucket2",
"log_denial": false,
"policy": [
{
"id": 27,
"cred_id": "344Q75QUHMTRYUCN4QT7",
"access": "RW",
"log": true,
"type": "object-store-bucket-policy"
}I
{
"id": 28,
"cred_id": "411QJK9Y5450MWALTKY5",
"access": "WO",
"log": false,
"type": "object-store-bucket-policy"
b
1g
"type": "object-store-bucket"

e
"source": 0,

“snapshot": false,
"snapshotIndex": 0,

; "type": "object-store"
PUT

BRENTA—2—

NRIR— R — Foab

<KL>

KRaA—-F

a— R sl

200 IVEASIZ, BEREIN/2Z—J 2 b - V—hE
EFNET,

401 BFATERIFREEEINTVWER A,

403 HEDL—F —IZ3MHERLEDH D THA

404 BEINLI OV Y PR D FVAT
L7,

406 Accept Ny X—ZHR—-—rZhrarrry &4
TIWCRET HRENPDHD FT,

500 WL T —DFAEL E Lz, sV T,
Warning \v X —%2ZH L T2 E W,

503 P—N— « =L ZAPMEHAA TS, FEICDONT
&, Warning Ny X —%2ZRL T 230,

& g

FTO2 I AT ATV DTz b -

ST XN,
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i
Request: PUT /rest/agents/86/object_store
1

i

"id": 11,

"mofn": "2:3",

"certificate": §
"id": 45,
"agent_id": 90,
"subject": "CN=192.168.1.26",
"fingerprint":

"432663eaf2ael8e44bed1a9185f1b7cd7e902cdbdc7006b884a2ec678fcedb9b”,

"expiry": 1606341305000,
"has_privkey": true,
"state": "ACTIVE",

"notes": ""
"type": "agent-certificate"
"backends" : [
.
"id": 25,

"url": "https://s3.us-south.objectstorage.softlayer.net",

"key_id": "owerjl78937jkjkj8888",
"api_key": null,

"auth_type": "S3_IBM4",

"share": 1,

"type": "object-store-backend"

"id": 26,

"url": "https://s3.us-south.objectstorage.softlayer.net",

"key_id": "78937jkjkj9owerjl999",
"api_key": null,

"auth_type": "S3_IBM4",

"share": 2,

"type": "object-store-backend"

“id": 27,

"url": "https://s3.us-south.objectstorage.softlayer.net",

"key_id": "7jkjkj9ower789371999",
"api_key": null,
"auth_type": "S3_IBM4",
"share": 3,
: "type": "object-store-backend"

'redentials“: [

]

"id": 17,

"key_id": "344Q75QUHMTRYUCN4QT7",
"access_key": null,

"auth_type": "S3_IBM4",

"type": "object-store-credential"

"id": 18,
"key_id": "411QJK9Y5450MWALTKY5",
"access_key": null,
"auth_type": "S3_IBM4",
"type": "object-store-credential"
3
i
"buckets": [
1
"id": 17,
"name": "bucketl",
"log_denial": false,
||polg_cyu : [

"id": 33,

"cred_id": "344Q75QUHMTRYUCN4QT7",
"access": "RO",

"log": false,

"type": "object-store-bucket-policy"

"id": 34,
"cred_id": "411QJK9Y5450MWALTKY5",
"access": "RW",
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"log": true,
"type": "object-store-bucket-policy"

¥
] r
"type": "object-store-bucket"
o
1
"id": 18,
"name": "bucket2",
"log_denial": false,
"policy": [
i
"id": 35,
"cred_id": "344Q75QUHMTRYUCN4QT7",
"access": "RW",
"log": true,
"type": "object-store-bucket-policy"
o
1
"id": 36,
"cred_id": "411QJK9Y5450MWALTKY5",
"access": "W0",
"log": false,
"type": "object-store-bucket-policy"
3
i
"type": "object-store-bucket"
3

i
"source": 0O,
"snapshot": false,
"snapshotIndex": O,
"type": "object-store"

3
Response: 202 Accepted | Location: /rest/jobs/schedulers/9

PATCH

BENSTA—=4—

RIRX—&— Easan

<KL>

RRa—F

a—F sl

202 HEBEIXIERIIY a 7 CHF XN F T, Location ~
v XK EF 2y 75 272HDYa 7D URL
DRENE T,

400 FRAXDERADBIELL D FHA, FEMICONWT
E. Warning Ny X —%2ZRR L T 230,

401 FATERDIFRAE SN TOVER A,

403 Fffa—F—3RVS— - NA VT VIR EET
LIERB DD TR A,

404 WEEXN{Id O -2y A ROLD ERAT
L7z,

406 Accept Ny X—ZHR—-—rIhparr7ry &4
TIRET HREDRHD 3,

500 NEBL S —FAE L Lz, EflicoVTIE,
Warning N\ v X —Z2ZH L T Z W0,
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503 F—nN— - F—EZREMAATT, FHlCONT
¥, Warning Ny X—%2ZH L TL 7230,

Ax—7
FITSLT P RANT ATV DIz Al Ziay  AF—<ESRBL T,
141

Request: PATCH /rest/agents/1l/object_store

“id”: 11,
“credentials”:[§

“id": 17,

“key_id": "“244Q75QUHMTRYUCN4QT7"
],

“type": "“object-store”

Response: 202 Accepted | Location: /rest/jobs/schedulers/9

/agents/{id}/object_store/credentials

POST

BMENGRA—H—

RTR— R — Aol

<KL>

Wyla—F

a— R ERbu

200 IBEARIC, BRI —T 2V b - VD E
FNET,

401 FATERDIFRAE SN TOVER A,

403 BFAT2—Y — 3R H D T2 A,

404 IBEXINLIDO—Y Y PR ERAT
L7z,

406 Accept Ny X—ZHR-F+rENparr7rry-24
TICRET 2RHENHD 5,

500 NERL o —DRAELE Lz, sEliCOWTIE,
Warning N\ v X —Z2ZH L T EE W0,

503 P —N— - =L ZREHAR T, FEMICOWT
&, Warning Ny X —%2ZR LT 230,

AF—<

object_store 7 7Y =7 D TIZH 5 credentials 7V =27 bDT—Y=z> b calrday - AFxF—<
PSIRLTLEXN,

il

Request: POST /rest/agents/1l/object_store/credentials

"key_id": "344Q75QUHMTRYUCN4QT7",
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"access_key": "hdclImO0t2kQ7xxchmRkGxZyuGfGlOnotActualKey",

"auth_type": "S3_IBM4"
%

Response: 202 Accepted | Location: /rest/jobs/schedulers/9

DELETE

BN R —KR—

NITRX =R — At

<IRL>

Kola—r

a— R s

202 FEEEIZIERIAY 2 7 CTHEH SN E T, Location ~
v R EF 2y 7 TB7-DDT a3 7D URL
PRENET,

400 FRAXDIEADIEL L H D FH A, FFHITDONT
&, Warning Ny X —%2ZR L TL 72X W0,

401 BUTERDGRIES N TV ER A,

403 HEODL—YF 13—z - V=L E2EEHT
LHERRDI D D 1A,

404 HEEXN{dl e {cidt - = B ROH”MD
FHATLR,

406 Accept Ny X—ZHR—-—rENdarrry-24
TICRET HRENHD £,

500 WEBT 7 =D FAE L F Lz, dEflicoVTIE,
Warning Ny X —ZZ L T 72X W,

503 P—N— s - ZADBEHARTY, FElICONT
&, Warning Ny X —%2Z L TL 72X,

A¥x—=

object_store D FIZH BT —Y x> b -aLray - AFx—=<O credentials * 7Y =7 + &S LTL

72 &\,

il

Request: DELETE /rest/agents/86/object_store/credentials/<cid>

Response: 202 Accepted | Location: /rest/jobs/schedulers/9

/agents/{id}/object_store/buckets

GET
GETREZNRFG R —R—
RITR— R — Foab
<HEL>
Ryta—r
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a— K s

200 JIVEASIZ, BEREINZZ—J 2 b - V=G
FNEI,

401 FATERDIFRAE SN TOVER A,

403 FAT— —1IHERL D D £H A,

404 HBEXNZI BIEF T2 b c AT AT
v FeREOL—Y 2V RO ERATLT

406 Accept Ny X—ZHR—-—rENdarrry-24
FICERETHIVERDD T3,

500 NERL o —RAELE Lz, dElicOWTIE,
Warning v X —Z2ZRR L T 72X\,

503 Y —N— - =L ZXMEHAR TS, FEMITONWT
&, Warning Ny X —%2ZR L TL 72X,

AF¥—=

I—YxzrbarLriay RFz—DATITI b A7 =Tz b FTT T ¥ buckets

FAVES/A N
i

Request: GET /rest/agents/1/object_store/buckets

Response: 200 OK
[

$
“id": 17,

LTS,

"name": "bucketl",
"log_denial": true,

"policy":
1

Ili
"cred_id":

[
d": 33,

"access": "RO",
"log": false,

"type":

ng
"cred_id":

d": 34,

"access": "RW",
"log": true,

”type”:

¥
]

“id": 18,

”éype”: "object-store-bucket"

"name": "bucket2",
"log_denial": false,

"policy":
{

L

“id": 35,

"cred_id":

"access": "RW",
"log": true,

”type”:

“id": 36,

"cred_id":

"access": "WO",
"log": false,

"type":

"type": "object-store-bucket"

"object-store-bucket-policy'

"object-store-bucket-policy

"object-store-bucket-policy'

"object-store-bucket-policy'

"344Q75QUHMTRYUCN4QT7",

"411QIK9Y5450MWALTKY5",

"344Q75QUHMTRYUCN4QT7",

"411QJK9Y5450MWALTKY5" ,
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]
POST
BERFGR—KR—
NI RX—=R— At
<IRL>
Kola—F
a—F Flif
200 JIEEARIZ, BRXNF 22—z b - VAR E
EFNFEI,
401 BUTERDFREE N TV EE A,
403 BT —F —B3HMHERP DD £E A,
404 eIz {idi e ATV c AT EFOT—
VY IBRONPYEEATLR,
406 Accept Ny X—%ZHR—-rENpar7rV 24
TWCHET HRHENDHD 7,
500 W7 —2FAE L F Lz, ROV T,
Warning v X —ZZf L TL 72X W0,
503 F—nN— - F—EZREAATT, FlICONT
¥, Warning Ny X—%2ZR L T 7230,
AF—
object_store ¥ 7Y = 7 F D FIZH % buckets ¥ 7V =27 rDIT—Y v b calrary s AFx—<ES
ML TLZEZ W,
Bl
Request: POST /rest/agents/1l/object_store/buckets
i
"name": "bucketl2",
"log_denial":
“pol%cy”:
: "344Q75QUHMTRYUCN4QT7",
"log": false,
; "object-store-bucket-policy"
{,
: "411QJK9Y5450MWALTKY5",
"log": true,
; "object-store-bucket-policy"
]I
"type": "object-store-bucket"

Response: 202 Accepted | Location: /rest/jobs/schedulers/9

DELETE
BRI —R—
PRI R—R— iR
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<IRL>

Rota—F

a—§ sl

202 FEREIEFRIAY 2 7 CHEHTEN £ 3, Location ~
YRR EF =y 7T 270D a 7D URL
DRINET,

400 FRAXDIEADIELL H D FX A, FHICONT
¥, Warning Ny X—%2ZR L TL 7230,

401 BUTESRAGRREES N TV EE A,

403 BEDZI—F—1CIFT -V b - V—LEEHET
LR D 8 Ao

404 IBEXNZ{d B L/ E71% {bucketid} D= —
Y IBRROPD FHATL,

406 Accept Ny X—%ZHR—-rENpar7rV 24
TWHETIDENDD 5,

500 WEHTZ —DFAELE Lz, FElicOV T,
Warning v X —ZZf L TL 72X W0,

503 P—N— - - ZADBMEHAR TS, FElICONT
X, Warning Ny X—%2ZR L TL 7230,

Ax—v

object_store ¥ 7Y = 7 v D FIZH % buckets ¥ 7V =27 rDIT—Y v b calrary s AFx—<ES

HL T &0,

il

Request: DELETE /rest/agents/86/object_store/buckets/<bid>

Response: 202 Accepted | Location: /rest/jobs/schedulers/9

/agents/{id}/object_store/buckets/<bid>/policy

POST

NG R —R—

RTA—R— (L

<IRL>

Wta—F

a—F GWuN

200 JEEARIC, BRINZ =V b - V=D E
EFNET,

401 BUTESRDEREEE N TV ER A,

403 BT = — 3R H D FH A,
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404 HBEXN{id} B X/ £ {bucket_id} D=—
TV IBREONDFEHATL,

406 Accept Ny X—ZHR—-—rIhrarrry kA4
TICRET 2DHENH D F5,

500 WEL o —DFAELE Lz, iz oV TIE,
Warning N\ v X —%2ZH L T2 &0,

503 P —N— - =L ZRMEHAR] T, GOV T

E. Warning Ny X —%2ZRL T 230,

AF—=

buckets A 72 =7 t ¥ object store ¥ 7T =7 FDTIZH B policy X7V =27 v DT—Y 2 aly
Yay  AF—<ESRLTIEI W,

1|
Request: POST /rest/agents/1/object_store/buckets/<bid>/policy
i "cred_id": "344Q75QUHMTRYUCN4QT7",
"access": "RO",
"log": false,
"type": "object-store-bucket-policy"
DELETE
RN F X —K—
NRIRA—K— Rk
<IRL>
Wyla—F
a—F sl
202 HAEIZIERI S a 7 CHEFrE N £F, Location
v XK EF 2y 7T 572DDYa 7D URL
DRENET,
400 FERAXDIZADIEL L HD ¥ A, FHHITONT
E. Warning Ny X—%2ZRL T 230,
401 FUTERDFRGREEN TV EE A,
403 BEDZ—F—1C3T—Yx Vb - V—LEBEEHT
LHERRDID D 8 A
404 faE &7z {idt B LU/ F 7213 {bucket_id} B X ¥/
F 2% {policy_id} D=—Y = > F RO D T8
ATL7z,
406 Accept Ny X—ZHR—-—rZhrarrry &4
TIRET 5HENRDHD £,
500 WERT T —DFAEL F L, FflicoV T,
Warning Ny X —%2ZH L T2 &0,
503 F—N— s - ZADBEHAATY, FElICONT
E. Warning Ny X —%2ZRL T 230,
2F—=
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buckets # 7> = 7 b ¥ object_store A 7 =7 bD FIZH B policy F 7 =7 FDT—Y =V aLy
Yay s AF—zBRLTIEZ W,

il

Request: DELETE /rest/agents/86/object_store/buckets/<bid>/policy/<pid>

Response: 202 Accepted | Location: /rest/jobs/schedulers/9

/agents/{id}/policy/<pid>

REDEMMNREL—Y 2 > bOAIOIIEE

GET

BMENGRA—H—

PRTR— R Aol

< L>

Wola—F

a— R ERbu

200 INEARIZ, BRXN-o—Y = v MiEFAZEDRE
NEI,

401 FATERDIFRAE SN TOWER A,

403 FIT2— —3MERL DD A,

404 IBEXNZIdD—Y 2y PR HT, 2D
DENCHFEELTOER A, aFBHET 4 —L FiX,
T4 =L RBEDOGEETHHREOZI -V = v Mt
LTHRICEELE T,

406 Accept Ny X—ZHR—-—rZhrarrry kA4
TWCRETHIVERDHD T7,

500 NERL o —DRAE L E Lz, sEICOWVTIE,
Warning N v X —Z2ZH L T X0,

503 P —N— - =L ZREHAR T, FEMICOWT
&, Warning Ny X —%2ZRR LT 2SI\,

AF—=

I—YxzYb-aLrrary - AFx—<D agent-certificate 7 7 = 7 bR SBIRLTLZE W,
1|

Request: GET /rest/agents/4/certificates
Response: 200 OK

: {
"subject": "CN=localhost,OU=Development,0=Test.,L=Test,ST=CA,C=US",
"fingerprint": "al5b027baaall82b32e160dff4955bb2064d2d0b",
"expiry": 1478733066000,
"id": 6,
"type": "agent-certificate"

]
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POST

BENRFGRA—R—

NI R—R— Foab

<IKL>

Ryta—§

a— K Foab

201 AFBHEDER XL E L7z, Location ~\ v & —IZHT
JHEFHZED URL 2V RE %3,

400 FRAXDEANIEL L HD FHA, FHMICONT
¥, Warning Ny X—%2ZR L TL 7230,

401 BUTERDFRAES N TV ER A,

403 FAT 2 —Y — 1 XGEIAF 2B T 2R D D 4
Ao

406 Accept Ny X—%ZHR—rINhdarrry x4
TWRET HRENDD T,

409 PG ES B FAEHE A L TV E 3,

500 W7 —FELF L, oV TIE,
Warning v X —ZZf L TL 72X W0,

503 P—N— - =L ZAPMEHAATT, FEICDONT
X, Warning Ny X—%2ZR L TL 7230,

A¥—=

I—YxzY b alLryay - AF¥F—~0D agent-certificate ¥ 7Y = 7 b RSB LT 72XV, £H:id X

WETIEZ L
il

Request: POST /rest/agents/4/certificates

i
"id": 4,
Iltypell :
"href":
"notes":

%

FED LBWTL I E W,

"client-file",
"/rest/files/upload/4"

"After expiration, contact person@example.com for a new one"

Response: 201 Created | Location: /rest/agents/4/certificates/7
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jusers
TARTDOY—N— « L)L« Z—H —
GET
BRNTA—2—
PG R— R — b
<IRL>
KRa—F
a— R sl
200 JIEEARSU TR TOMHD L —F = EENE T,
401 BUTERDGFRREE N TV EE A,
403 BAT2—F —3HER» DD $E A,
406 Accept Ny X—ZHR-F+rZNparr7rry-24
TWRETHRENDHD £T,
500 WEBT 7 =D FAEL F Lz, oV Tid,
Warning N\ v X —Z2ZH L T X0,
503 P—N— - - ZADBEHARTY, FEICONT
¥, Warning Ny X —Z2Z LTI W,
AFx—7
1
"type": "array",
"minItems": 1,
"uniqueltems": true,
"items": [
"type": "object",
"required": [ "type", "username",
"password", "password_confirm", "state", "roles", "properties"],
"additionalProperties": false,
"properties": {
"type": { "enum": [ "user" ] %,
"username": "number",
"password": "string",
"password_confirm": "string",
"state": §{ "enum": [ "enabled",
"disabled", "expired", "locked" ] %,
"roles": §
IltypeII: Ilarrayll ,

"minItems": O,
"uniqueItems": true,
"items": [

i "type": "string" %

”ﬁroperties“: )
"type": "object",
"required": [ "notes",

"additionalProperties":

"properties": %

"passwordlLastModified"],
true,




"notes": "string",

"passwordlLastModified": "number",
3
3
¥
]
3
1l
Request: GET /rest/users
Response: 200 OK
[
1
"type": "user",
"username": "admin",
"password": null,
"password_confirm": null,
"state": "enabled",
"roles": ["product-administrator", "admin"],
"properties": {
"notes": "Paul's user account",
; "passwordlLastModified": 1460911763077
¥
]
POST
BENSFA—2—
RTA—R— L
<IRL>
HRI— K
a—F EasaN
201 2—YF—ER XN % L7z, Location v X' —IZ
P —Y—D URLDIRENZE T,
202 2 —H—ZIEFEAY 2 7 CE S L% 3, Location
AN R =N F 2y 7 T572DDTa 7D
URL 2V RENE T,
400 FERAXDIFADELL H D FH A, FHlITONT
E. Warning Ny X —%2ZRL T 230,
401 BUTERDFRIEE N TV ER A,
403 BT — Y — 3R = —Z2ER S 2 1R H D D
FH A
406 Accept Ny X—ZHR—-—rZhrarrry kA4
TWRETHRENDHD £7,
409 Wl —¥ =2 BfF - - HALTVET,
500 WERT T —DFAEL E L, FflicoVnTIE,
Warning \v X —%2ZH L T2 E W,
503 P—N— « =R HAAT T, FElICDOWT
E. Warning Ny X —%2ZR L TLZS W0,
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AF¥x—7

I —H—

aLrvay AF—<Quser A7V 27 F RSB LTL &N, ZH;

properties.passwordLastModified \¥FE LB WNWT L 72& W,

&

Request: POST /rest/users

{
"type": "user",
"username": "admin-joe2",
“password": "MyPasswordl2345",
"password_confirm": "MyPasswordl2345",
"state": "enabled",
"roles": ["policy-server-administrator"],
"properties": §

"notes":

b

%

Response: 202 Accepted | Location: /jobs/67

/users/{username}

"By management request, a second user account for Joe.",

GET

BEDF —— » 2

BRINFTA—2—

RIR—R— siab

<IRL>

KRaI—F

a—F seib

200 JEEARIT, BREIN 22— =B FENE T,

401 BUTERDFRREE N TV EE A,

403 BTV —3HER2HD $HA,

404 8 X N7z {username} D L —HF — A 53,
D OLENCHFEL TV ER Ao

406 Accept Ny X—ZHR—-—rZhrarrry &4
FTIRET 2RHENDHH 5,

500 WEBT 7 —D3FAE L F Lz, FHflicOVW T,
Warning \v X —%2ZH L T2 &0,

503 HP—nN— - - ZABEHAATT, FlicOWT
iE. Warning Ny X —%2ZR L TLZS W0,

Ax—=7

2—F—-aLryay - AF—<Duser 7V 7 b ESRBLTLIIEI W,

i

Request: GET /rest/users/admin

Response: 200 OK
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"type": "user",
"username": "admin",
“password": null,
"password_confirm": null,

"state": "enabled",
"roles": ["policy-server-administrator", "admin"],
"properties": §
"notes": "",
"passwordLastModified": 1460911763077
3
DELETE
BENFA—2—
RTA—R— (L
<IRL>
HRI— K
a—F sl
202 HIBRZ IR S 27212 a THERENE Lz, &
a 7’ ® URL IZDOWTIE, Location ~\ v X — % SR
LTLEEW,
204 HIFRIFIEF I T LE Lz,
401 BUTESRAGFRRE SN TV EE A,
403 BT =Y — 3R H D £H A,
404 & X7z {username} D L —HF — D EO0 53,
PODENCHIFEL TV EE Ao
406 Accept Ny X—ZHR—-—rZhrarr7ry kA4
TIRETHRBENDHD £7,
500 WEBT 7 =D FAEL F Lz, dEfliconTiE,
Warning N\ v X —Z2ZH L T X0,
503 P—N— - - ZADBEHARTY, FElICONT
&, Warning Ny X —%2ZRR L TLZS W0,
AFx—7
DELETE TIIAILEFE SN EE A,
i

Request: DELETE /rest/users/admin

Response: 202 Accepted | Location

: /rest/jobs/5

PATCH
BRENTA—F—
NRIA—R— Easan
<KZL>
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HRI— K

a— R Flif

202 EEPVIWHTE-DICYa THEREINE LTz, ¥
a 7'® URL IZ2W T, Location ~\ v % — % ZHE
LTL7EEW,

204 FORIBEFEIATONE LY, EEHEETATVE
BATLR 729478 « A4 FOFRREERT
BPREIIH Y FHA,

205 BERDBIEBEIITHONT VY —ADBEHINE L,

400 FERALDIEADIELL H D FHA, FEMITONT
iE. Warning Ny X—%2ZR LT 230,

401 FRAITERDFFILEINTVWER A,

403 FIT2—H -3 - —%2ZLHEIT2MERBLHD 8
Ao

404 gE XN {username} DL —HF —DH O 5 7,
DPOLENIHIFEL TV EH A,

406 Accept Ny X—ZHR—-—rZhparTry &4
TIRET HR0ER DD 3,

409 I—HF =T R2EEDHNDO L —F - HHAEL TV
3,

500 NESL T —DFAEL E Lz, iV TIE,
Warning N\ v X —%2ZH L T2 &0,

503 P—=N— « =L ZAPMEHAA TS, FEICONT
IE. Warning Ny X —%2ZR LT 230,

AFx—v

I—H—-alLr¥ay - AF¥—<Quser A 7T =7 bEBRLTLZI WV, ZH: type B X U username

DAMWET 4 —)IL R TT,

5l

Request: PATCH /rest/users/admin

i
"properties": {
"notes":
}I
IltypeII: IluseIII
&

Response: 205 Reset Content

"updated notes for Paul",

PUT
BRNTA—2—
NI R—R— asan
<IKL>
KRaIA—-F
a—F sl
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202 BEPINT 272012 a IBERENE Lz, ¥
2 7’® URL IZ2W\WTlZ. Location N\ v X' — %S HH
LTLEZW,
204 BORIZIERIATONE LD, BHEIFEFLhTOVE
HATL 7279472 - A4 RORREZEHT
LRI DHH FHA,
205 FERDIEFEIWTODNT )Y —ADREHEINE L,
400 FERAXDIFADELL H D FH A, FHlITONT
E. Warning Ny X—%2ZR LT 230,
401 FUTERDGFRGREEN TV ER A,
403 BTV — 32—V —2ZLHT 2RI DD £
Ao
404 feE X N7z {username} DL —H —HHOH 55,
POLENCHFEL TOVEE A,
406 Accept Ny X—ZHR—-—rZhrarrry &4
TIRET DHENDHD £,
409 Z—HF =R ZEEDRID L —F — LHEL T
£,
500 WEBT 7 —D3F AL E Lz, FHflicOVWTIE,
Warning v X — %2 S L TL 7230,
503 P —N— « =R HAA TS, FEICDOVT
iE. Warning Ny X —%2ZR LT 7230,
AFx—v
I—P—-alLrary  AFx—Quser A7V FESHLTLIIEIWN,
il
Request: PUT /rest/users/admin
i
"type": "user",
"username": "admin",
"password": null,
"password_confirm": null,
"state": "disabled",
"roles": ["product-administrator", "admin"],
"properties": {
"notes": " Disabled 2016-04-15 due to temporary reassignment.",
"passwordlLastModified": 1460911763077
&

Response: 205 Reset Content

[roles

TRTOY—N— + 2—HF— - m—)
GET

BENSTA—=4—

NI A—=R—

b=l
e
=
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<IZL>
RRI—-F
a— R sl
200 BB, TRNTOBHOu—AnEENE T,
401 BUTESRAGRRES N TV EE A,
403 BATL—F —3HER2 D D £2 A,
406 Accept Ny X—ZHR—-—rZhrarrry &4
TITRET BREDDHD £75,
500 WEL 7 =2 FAE L Lz, ROV T,
Warning N\ v X —%2ZH L T2 &0,
503 ==« B ZXPMEHARTT, FHllicONT
IE. Warning Ny X—%2ZR LT 230,
A¥—7
i

"type": "array",
"minItems": 2,
"uniqueltems": true,
"items": [

"type": "object”,
"required": [ "type", "id", "permissions"],
"additionalProperties": false,
"properties": {
"type": { "enum": [ "rbac-role" ] %,
Ilidll : Ilstringll ,
"permissions": §
"type": "array",
"minItems": 1,
"uniqueltems": true,
"items": [

"type": "object”,
"required": [ "type", "id", "actions"],
"additionalProperties": false,
"properties": {
"type": { "enum": [ "rbac-permission" ] %,
"id": "string",
"actions": {
"type': "array",
"minItems": 1,
"uniqueltems": true,
"items": [
i "type": "string" %

%
b
]
%
b
&
]
b
&
Request: GET /rest/roles
Response: 200 OK
[
{
"type": "rbac-role",
"id": "product-administrator",

"permissions": [
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"id": "see-keystore-settings",
"actions":

[

"see-keystore-settings"

”%ype”: "rbac-permission"

}I
1

"id": "see-licenses",

"actions":

L

"see-licenses"

”%ype”: "rbac-permission"
]
}
1
[roles/{id}
FEDHF —N— + 2—H— - m—)L
GET
BENSFA—2—
NRIA—&— Foab
<IRL>
KRIA—-F
a—F siib
200 JEEARIZ, BRI -0 —AnE&EZEnE T,
401 FUTERDGFRREX N TV ER A,
403 BT =Y — 3R H D £H A,
404 fgEEhz {idiou— L HohsF, Lol
HIFELTVER A,
406 Accept Ny X—ZHR—-—rZhrarrry &4
TICRET HRBENHD F5,
500 W T —DFAEL E Lz, sHlicoWTIE,
Warning Ny X —%2ZH L T2 &0,
503 H—N— « BRI TT, FHllicOVT
iE. Warning Ny X—%2ZRL T 230,
Ax—7

O—)L-aLrZyay - AFxF—<Drbac-role 77327 b ESBLTLIEE W,

1]

Request: GET /rest/roles/product-administrator

Response: 200 OK
{

"type": "rbac-role",

"id": "product-administrator",

"permissions": [

"id": "see-keystore-settings",
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"actions": [

"see-keystore-settings"

”%ype”: "rbac-permission"
§o
i
"id": "see-licenses",
"actions": [
"see-licenses"
: ”fype”: "rbac-permission"
]
3
/sessions
FTRTDOH— =+ Z—HF— kv T ay
GET
BRNTA—2—
PRTR— K AR
<IZL>
KRI—F
a— R sl
200 JEEARIZ, TRTDT7 7 T4 TR —F— -y
TarvhEegEhEd,
401 BUTERDFRGREEN TV ER A,
403 BT —F —3HER2 D D $E A,
406 Accept Ny X—ZHR—-—rZhrarrry &4
TWRETHRENDHD F7,
500 WEBT 7 =D FAEL F Lz, EfliconTiE,
Warning N\ v X —Z2ZH L T Z W0,
503 P—N— - —EZADBEHARTY, FEICONT
E. Warning Ny X —Z2Z L TS0,
AFx—7
1
"type": "array",
"minItems": 1,
"uniqueltems": true,
"items": [
"type": "object",
"required": [ "type", "id",
"user", "roles", "activated_permissions", "when_started"],

"additionalProperties":

"properties": {

"type": { "enum":
id": "string",

"user": "string",

"when_started":

"roles": {

"type': "array",
"minItems": O,

"uniqueltems": true,

"items": [

false,

"number",

[ "web-session" ] %,

I—H%—-T7AhU >+ 153



{ “type“: “StIing“ }

"activated_permissions": {
"type": "array",
"minItems": O,
"uniqueItems": true,
"items": [

{ ”type”: “String“ }

]|

Request: GET /rest/sessions
Response: 200 OK

L
1

"type": "web-session",

"id": "1d3eldnegio001ksj59gedjln5",

"user": "admin",
"when_started": 1460911832224,
"roles": [
"admin",
"product-administrator"
]

r
ctivated_permissions": [

"add-product-administrator-role",

"approve-agents",
“change-agents",
"change-own-user"

AR

FFE TR, BEZFIEEh w3 a—HY—- -ty aryoANHEINET,

POST

DYV =R FTEZERAYy REFHLTHRHTTPty > a Y 2FFEB X OB L 5,

BR—brINBZIVTIY 2147

arvryvy e xA4S RN

application/x-www-form-urlencoded BOIDY YV —AT, 7+—Libite 7025 LZRGE
DO FIHEH I TVWET,

KRa—-F

a—F seib

201 tyarpBEhE L, BfToktysay -
U Y —Z URLIZJHED Location N\ v X —ITRE N
QO

401 BIREROPENTDH 20, AXDEADIEL L 72w

. ERBFZEOMOMEN DD, EEODH LT T
4 BT 4 —DIRE T2 o 72358 I IHERIE 2 WV 2 HKE
§ 3 DI ERIIcE#F LS TVE T,
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AF¥x—7

$
"‘type" : ”String” ,
"description”:
"URL encoded parameter list of j_username,

j_password, and optionally j_directory with

values set to the username, password, and
directory respectively"

1]

Request: POST /rest/sessions

j_username=admin&j_password=MyPass12345

Response: 201 Created | Location: /rest/sessions/ilet8oc714vekl534fso3uw9

Request: POST /rest/sessions

j_username=admin&j_password=MyPass12345&j_directory=IT_LDAP

Response: 201 Created | Location: /rest/sessions/la2ascg8qi7drlépue3nvvvidz

AR

POST 3213 A6 N2 72DI2iE. CSRF +— 27 U DENTH Z20ENHH T, 20D, Lyyar -
AL a X B POST Cidatt v > a Y EERT 21213, HTTPEy > a vik (BEIERHDY VvV —2
IZXd B GET T (frest/session %3E IR T 2 LI H 7)) AT 20 ELH D £3,

#HeEExh 5 7 m—I1d, /rest/sessions 10 LT GET ZFE(T L TREa— FZ2MEEL, OB —F23401 O
BEIC DA frest/sessions IZ%F LT POST #FEfTT 3 W\WH 70 —T7,

/sessions/{id}

FFEDY—nN— by gy

GET

BRINSGA—2—

RIRX—K— Al

<IRL>

HKRA-F

a—F s

200 JIEEARSIC, BRIy v a vAEgihxd,

401 BUTERDGERRES LTV E R A,

403 BT — Y —3HERD D D $E A

404 fEEXN{idl Dty > a vRRONLT, 2ol
ACHFEL TV ER A,

406 Accept Ny X—%Z ¥ K- rZNhdarrry- x4
TICHET Z2REDNDHD T,

500 NET T —DFELE L, iV TIE,
Warning N v X —ZZf L TL X0,
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503

PN« =R TT, FEICOWT
¥, Warning Ny X—%2ZH L TL 7230,

AF¥—7

tysary-arriary s AFx—<Dsessions F 7P 7 FESHELTLEZW,

1]

Request: GET /rest/sessions/l1d3eldnegio00lksj59gedilnb

Response: 200 OK

{
"type": "web-session",
"id": "1d3eldnegioB01lksj59gedjln5",
"user": "admin",
"when_started": 1460911832224,
"roles": [
"admin",
"product-administrator"
”éctivated_permissions”: [
"add-product-administrator-role",
"approve-agents",
"change-agents",
] "change-own-user"
%
DELETE
II\Al\osx_a_
NRIRX =K — Al
<IZL>
KRI—-F
a—F aCih
204 HIBRIZIEFEICH T LE Lz, DFED. &—% v b T
Hry>a PEMNTRIZDE LK,
401 BUTESRAGFRREES N TV EE A,
500 WEBT 7 —D3F AL F Lz, FEflicOVW T,
Warning Ny X —=%2ZH L T2 &0,
A¥—7
DELETE TRIAXITEEINE R A,
%l

Request: DELETE /rest/sessions/ilet8oc714vekl534fso3uw9

Response: 204 No content
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#3510 B Y —N—FE

/settings
TRTOEHIDO 1 7 DI
GET

BENSTA—=4—

T R—R— Easan

<KL>

KRaA—-F

a—F seib

200 VBRI FHREY Y —ANDBROaL 7 a v
PEFINET, SRICEREERIEENTEA,

401 FRITERDFFILEINTVWER A,

403 BT —Y—3MEREDH D ¥ A,

406 Accept Ny X —%Z Y K- bEN3ar7rV &4
TICRET 2RHENHD F5,

500 NERL o =AU E Lz, sElICOWTIE,
Warning N\ v X —Z2ZH L T X0,

503 P —N— - =L ZREHAR] TS, FEMICOWT
1. Warning Ny X —%2 S L TL 2 X0,

A¥x—7

i

"type": "array",
"minItems": O,
"uniqueltems": true,
"items": [

"‘type": ”Object”,
”required”: ["‘type","id", ”href” ]'
"additionalProperties": true,
"properties": {
Iltypell: { Ilenumll: [ Ilrefll ] }'
"id": § "enum": [ "directories", "keystores"] %,
"href": "string"

]l

Request: GET /settings
Response: 200 OK

[

1
"type": "ref",



"id": "directories",

"href": "/rest/settings/directories",
fo
{

"type": "ref",

"id": "keystores",

"href": "/rest/settings/keystores",
b

/settings/directories

P —N— LDAP 74 L7 b VU — MK

GET
BENTA—2—
RIRX—K— Al
<IRL>
RRI—-F
a—§ sl
200 JIVEAIZ, BFBOBZ 7 REDEEINE T,
401 BUTESRAGRRES N TV EE A,
403 BT —F — 3R D D £E A,
406 Accept Ny X—ZHR—-—rZhrarrry &4
TITRET 2REDDHD £75,
500 WEBT 7 —D3F AL E Lz, FHflicOVW T,
Warning N\ v X —%2ZH L T2 &0,
503 P —N— « = ZRHIHEHAATT, FEAICDOVT
iE. Warning Ny X —%2ZR LT 7230,
A¥—7
i

"type": "array",
"minItems": 0O,
"uniqueltems": true,
"items": [
{
"type": "object",

"required": ["type", "id", "host", "port", "binddn", "secure"],

"additionalProperties": false,
"properties": {

"type": { "enum": [ "directory" ] %,

Ilidll : Ilstringll ,
"host": "string",
"port": "number",

"binddn": "string",

"directory_type": { "enum": [ "LDAP", "ACTIVE_DIRECTORY" ] %,

"secure": "boolean"
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R
directory_type /% ACTIVE_DIRECTORY (27

EXINTWVWABEEZ. binddn 71+ —L FHAEHINE T, B

B2i< o, ZoHEa. HUH LT TE binddn Z null 27213220 FHNCHRET 5 2L 2 BEID L X

ER
]|

Request: GET /rest/settings/directories

Response: 200 OK

[
i "id": "human-resources",
"host": "192.168.4.114",
“port": 389,
"host": "LDAP",
"binddn": "uid={$username?},cn=humanresources,ou=Groups,dc=example,dc=com",
"secure": false,
"type": "directory"
]
POST
BRNTA—2—
RIR—R— Flak
<IZL>
KRI—-F
a—F seib
201 T4 L2 MY =R ERT 5 a2 TAER SR E
L7z, Location ~\ vy & —IZH T a 7D URL 2313
INET,
400 FERALDIFADNELL H D FEA, FHlITONT
iE. Warning Ny X —%2ZR LT 7230,
401 BUTERDGERRES LTV E R A,
403 BfT2— =374 L7 vV — 2T 2HERD H
DFEHA
406 Accept Ny X—ZHR—-—rZhrarrry &4
TIRET HHENDHD £,
409 T4 L2 PV =BT L2 P =D id &
BELTOVE T,
500 WERT T —DFEL F L, FflicoVW T,
Warning N v X —ZZf L T X0,
503 P—N— « = ZRHEHAA TS, FEAICDOWT
E. Warning Ny X —%2ZR L T 230,
AFx—7

FALZ PV —calLZyary s Ax—~<Ddirectory A 7Y =7 b RSB LTLZE WV, ZBH: WIhO
FTT 2T b ZATTH A IFRBHETITRL, RED LBROVTLIZE W,
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1]

Request: POST /rest/settings/directories

]

%

Response: 201 Created | Location: /rest/jobs/1

"id": "human-resources",

"host": "192.168.4.114",

"port": 389,

"host": "LDAP",

"binddn": "uid={$username?},cn=humanresources,ou=Groups,dc=example,dc=com",
"secure": false,

"type": "directory"

/settings/directories/{id}

FEDLDAP 74 L7 + VU — MK

GET

BRNTA—2—

RR3a—-Fr

a— R FliR

200 JIEEARIT, FEDA VR —T7 2 —ADT 4 L7 b
V—REDPTENET,

401 BUTERDFRIES N TV ER A

403 BT — Y —3HERD D D FE A

406 Accept Ny X—%ZHR—rENdarrry -4
TWHRETHDENPDHD F3,

500 NERT 7 —DRBAEL F Lz, FEMlicOVTIE,
Warning ~v X —ZZf L TL X0,

503 P—N— - - ZDBEHARATT, FEICONT
¥, Warning ~v & —%2 S L TL 72X W0,

Ax—v

TA4LZ M) —FKEAL IS ay - AF—<Ddirectory A 73 =7 b ESBRLTL XN,

1]

Request: GET /rest/settings/directory/human-resources

Response: 200 OK

]

"id": "human-resources",

"host": "192.168.4.114",

"port": 389,

"host": "LDAP",

"binddn": "uid={$username?},cn=humanresources,ou=Groups,dc=example,dc=com",

"secure": false,

"type" .

"directory"
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DELETE

PUT

BRINSGA—52—

RIRX—K— Al

<IRL>

HKRA-F

a— R siab

204 HIFRIZIEF I T LE L,

401 BUTERDGERRES LTV ER A,

403 BT -V —3HMERDED D ¥ A,

404 fEEESNAdOT 4 L2 MY =D RO F, B
DLHNCBFEL TV EE Ao

406 Accept Ny X—ZHR—-—rZhrarrry &4
TICHET Z2REDDHD T,

500 NET T —DFELE L, iV TIE,
Warning v X —ZZf L T X0,

503 PN - = RMEAARATT, FHficonT
¥, Warning Ny X—%2ZR L T 7230,

Ax—=7

DELETE TR AXITAEINEE A,

1l

Request: DELETE /rest/settings/directories/human-resources

Response: 204 No content

BENFA—2—

RTA—R— B

<IRL>

wKRa-—rFr

a—F Easa)

204 EORIZIEFITITbR E LA, ZEEEFhTVE
HATL 7279472 - A4 RORREZEHT
ZRENIDH D T A,

205 ZRDIEFEITONT Y Y —ADEHFEINF L,

400 FERAXDIGADIEL L HD FE A, FHIITONWT
E. Warning Ny X—%2ZR LT 230,

401 BUTERDPFTIFE N TV EE Ao

403 Bffa—¥ -3 atx -ty FRLHET ZHERY
HHFEEA
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404 BESNI{id} DT 4 L2 b= HEORHT, P
DLHENCHFEL TV ER A,
406 Accept Ny X—ZHR—-—rZhrarrry -&A4
TIRET BHENDHD £,
409 TA4LZ M) =T BEERHDT4 L7 bV —
EHAELTVET,
500 WEBT 7 =3 AL E Lz, FHflicOVW T,
Warning N\ v X —%2ZH L T2 &0,
503 P—N— - - ZDBEHARTT, FEICONT
IE. Warning Ny X—%2ZR LT 230,
A¥—7
TA4LZ MY —aLrTay - Ax—~<Ddirectory A 7Y =7 b ESBIRLTLZX W,
Bl
Request: PUT /rest/settings/directories/tenantl
"id": "human-resources",
"host": "192.168.2.134",
"port": 389,

"host": "LDAP",

"binddn": "uid={$username?},cn=humanresources,ou=Groups,dc=example,dc=com",

"secure": false,
"type": "directory"
&

Response: 205 Reset content

/settings/keystores

Y= N—FEZ TR

GET

BRNFRXA—2—

NRIR—R— sl

<IRL>

RRI—-F

a—F abi

200 IVEARIC, BHOEA 7 REDEENE T,

401 BATERDPFEFEE N TV EE A,

403 BT —H —13HERD D D £ Ao

406 Accept Ny X—ZHR—-—brENdarrry-x4
TICHET D2REDNDHD ET,

500 WL 2 —2FAE L F Lz, FEHIICOWTIE,
Warning N\ v X —Z2ZH L T2 W0,
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503 F—nN— - F—EZREMAATT, FHlCONT
&, Warning Ny X —%2ZRL T 72X W0,
AFx—7
i

Iltypell : “aIIay“ ,
"minItems": O,
"uniqueItems": true,
"items": [

"type": "object",

"required": ["type", "id", "state", "name",
"product", "host", "port", "keystore", "keystore_alias",
"truststore", "truststore_alias", "truststore_password", "master_keystore_id" ],

"additionalProperties": false,

"properties": {

"type": { "enum": [ "keystore-kmip"”, “keystore-hsm" ] %,

"id": "number",
“name ": "string",

"state": § "enum": [ "ACTIVE",

"INACTIVE" ] %,

"product": { "enum": [ "IBM_SKLM", “HSM" ] %,

"host": "string",

"port": "number",

"keystore": {
"type": "object",

"required": [ "type", "id", "name", "href"],
"additionalProperties": false,

"properties": {
”type”: { uenumu:
"id": "number",
"name": "string",
"href": "string"

5,

"keystore_alias": "string",
"keystore_password": "string",

"truststore": {
"type": "object",

[ "ref" ] %,

”quUiIed”: [ ”type”, ”id”, unameu, ”hIef”],
"additionalProperties": false,

"properties": {
”type”: { uenumu:
"id": "number",
"name": "string",
"href": "string"

“trus%store_alias“: "string",
"truststore_password": "string",

“hsmpassword”: “string”,
“hsmtoken”: “string”,
“key_handle”: “string”,

"master_keystore_id": "number"

1]

Request: GET /rest/settings/keystores
Response: 200 OK

[

"idvs 1,
"name": "builtin",

"state": "INACTIVE",

"product": "IBM_SKLM",

"host": null,

"port": O,

"keystore": null,
"keystore_alias": null,
"keystore_password": "xkkkkxkx",
"truststore": null,
"truststore_alias": null,
"truststore_password": "skkkxxx",

[ "ref" ] %,
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"master_keystore_id": 0O,
"type": "keystore-kmip"

¥
1
id": 1,
"name": "hsm",
"state": "INACTIVE",
"product": "HSM "
"hsmpassword": null,
"hsmtoken": “0",
"key_handle": “441",
"master_keystore_id": 0O,
: “"type": "keystore-hsm"
]
POST
BRNTA—2—
NRIRX—K— Flak
<IZL>
KRa—-F
a—F seib
201 P N7 2B T 52 a 7DER SN E L,
Location v X —IZHHIT a2 7D URL DR &L E
E
400 FRALDIFADELL H D FHA, FHlITONT
iE. Warning Ny X—%2ZR LT 7230,
401 BUTERDGFRRES LTV E R A,
403 BfT2—Y =374 L2 MY —ZAERT 2R H
DEX A
406 Accept Ny X—ZHR—-—rZIhrarrry &4
TIRET 2HENRDHD £,
409 T4 L2 b —=DBFET4 L2 b =D id &
BELTVET,
500 WEBT 7 —D3F AL E L7z, FEflicOVWTIE,
Warning \v X —ZZf L T X0,
503 P—N— - - ZPEHARTT, FEICONT
iE. Warning Ny X —%2ZR L T 230,
A¥x—7

WAL7 -aLryay - Ax—<Dkeystore ¥ 7T = 7 MR BRL TSV, EH: id IZHHETIER

L RED LBRWTLZEW,
]|

KMIP Keystores:
Request: POST /rest/settings/keystores

1
“name": "standby",
"state": "INACTIVE",
"product": "IBM_SKLM",
"host": "192.168.4.133",
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"port": 5696,
"keystore": {

"name": "sklm-client-keystore.jks",
"id": 42,
"type": "ref",
"href": "/rest/files/upload/42"
}I
"keystore_alias": "sklmclient",
"keystore_password": "keystorePa55wordl23",
"truststore": {
"name": "sklm-truststore.jks",
"id": 43,
Il.typell : IIIefII ,
: "href": "/rest/files/upload/43"
"keystore_alias": "sklmserver",

"keystore_password": "trustp@ssl23",
"master_keystore_id": 1,
"type": "keystore-kmip"

b

Response: 202 Accepted | Location: /rest/jobs/112

HSM keystores:
Request: POST /rest/settings/keystores

i
Ilnamell: IlhsmII’
"state": "INACTIVE",
"product": "HSM",

"hsmpassword": null,

"hsmtoken": "0",
"keystore_handle": "441",
"master_keystore_id": 0O,
"type": "keystore-hsm"

¥

Response: 202 Accepted | Location /rest/jobs/112

/settings/keystores/{id}

FrE DR + 7 MK

GET

BENSTA—4—

NG R—R— Easan

<IKL>

KRIA—-F

a—F siib

200 IVEARIZ, FFEDA VB —T 2 —AD R N7
ENEENT T,

401 BATE RGBS N TWER A,

403 AT — —1IHERL D D T A,

406 Accept Ny X—ZHR—-—rZhpa>rrry kA4
TICRET 2DHENHD F5,

500 WERL o —DRAE L E Lz, sEHlICOWTIE,
Warning N\ v X —Z2ZH L T X0,

503 P —N— - =L ZREHAR] T, FEMICOWT
E. Warning Ny X —%2ZRR LT 230,
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AF¥x—7

A NTHREAL I ay c AF—<Dkeystore F TV = 7 b EBBLTL I W,

]|

Request: GET /rest/settings/keystores/1
KMIP Keystores:
Response: 200 OK

1
”id”: 1'
"name": null,
"state": "INACTIVE",
“product": "IBM_SKLM",
"host": null,
"port": O,
"keystore": null,
"keystore_alias": null,
"keystore_password": "xkkkkxkx",
"truststore": null,
"truststore_alias": null,
"truststore_password": "skkkkkk'",
"master_keystore_id": O,
"type": "keystore-kmip"

3

HSM Keystores:
Request: GET /rest/settings/keystores/1

i
"id": 1,
"name": “hsm”,
"state": "INACTIVE",
"product": " HSM ",
"hsmpassword": null,
"hsmtoken": "0",
"key_handle": "448",
"master_keystore_id": O,
. "type": "keystore-hsm"
PUT
BR/XS5X—g—
RTA—R— B
<IRL>
KRa—-F
a—F GWUN
204 BORIZIERIATONE L2, BHEIEFEFHhTVE
HATLZe 729472 « 34 ROFRREEHNT
LZREEDH D FHA,
205 FRDIEFEITODNT )Y —ADREHEINE L,
400 FERAXDIFANELL H D FH A, FHIlITONT
iE. Warning Ny X —%2ZRL T 230,
401 BUTERDPFRREE LTV EE Ao
403 BATL—Y — 3R D7 REZLEE T LR D D
FH A
404 fEESIN{id} DA VR —=T 2 — AR BON 5T,
POLENCHFEL TOVEE A,
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406 Accept Ny X—ZHR—-—rZhrarr7ry kA4
TICRET 2RHENHD F5,

409 AVR—T 2 =R WTEEEDNRDA VX —T
""X tﬁﬁé\bfb\ij_o

500 WET o —DFAELE L, iz oV TIE,
Warning N\ v X —%2ZH L T2 &0,

503 P —N— - =L ZRMEHAR] T, GOV T
E. Warning Ny X —%2ZRL T 230,

A¥—7

HE2ANT7HREAL I ay c AF—<Dkeystore F 7V = 7 b RSB L TLEEW,

1]

KMIP Keystores:
Request: PUT /rest/settings/keystores/1

1
”id”: 1'
"name": null,
"state": "INACTIVE",
“product": "IBM_SKLM",
"host": "192.168.2.87",
"port": 5696,
"keystore": null,
"keystore_alias": null,
"keystore_password": "skkkkkk'",
"truststore": null,
"truststore_alias": null,
"truststore_password": "skkkxxx",
"master_keystore_id": O,
"type": "keystore-kmip"

3

Response: 205 Reset Content

HSM Keystores:
Request: PUT /rest/settings/keystores/1
{

"id": 1,

"name": “hsm”,
"state": "INACTIVE",
“product": " HSM ",

"hsmpassword": null,
"hsmtoken": "0",
"key_handle": "448",
"master_keystore_id": 0,
"type": "keystore-hsm"

3

Response: 205 Reset Content

PATCH
BRINTGA—2—
NRIR—R— Easan
<IKL>
RRI—F
a—F Eabi
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204 TRIZIEEICITONE LD, ZEREESENTVE
BATLR 72947 A4 RORREERT
HZREEIHD FRA,

205 BERDBIEEIITONT VY —ADBREHINE L,

400 FRAXDERADBIELL D FHA, FEMICONWT
&, Warning Ny X—%2ZR LT 230,

401 FATERDIFRAE SN TOVER A,

403 AT — 3R N7 REEZLE T H2MERLH D
EH Ao

404 HBEXN{d} DA VR —T 2 =20 BOoh b3,
DOMENCOEFEEL TVER A,

406 Accept Ny X—ZHR—-—rZhra>rrry kA4
TICRET 2RHENHD F5,

409 AVR—T 2 =R WTEEEDNRIDA VX —T
th%ﬁé\b‘(b\ij—o

500 NEH T —FELE L, FEHlicoVWTIE,
Warning N\ v X —%2ZH L T2 &0,

503 P —N— - =L ZRMEHAR] T, GOV T
iE. Warning Ny X —%2ZR LT 230,

A¥x—7

HE2ANT7HREAL I ay c AF—<Dkeystore F 7V =27 bR BB L TLEEW,

1]

KMIP Keystores:
Request: PATCH /rest/settings/keystores/1
1

{
"id": 1,
"state": “INACTIVE",
"type": "keystore-kmip"
%

Response: 205 Reset Content

HSM Keystores:
Request: PATCH /rest/settings/keystores/1
1

{
"id": 1,
"state": “INACTIVE",
"type": "keystore-hsm"
%

Response: 205 Reset Content

DELETE

Ax—=7
DELETE TRANIIEEFEEINERA,
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1]

KMIP or HSM Keystores:
Request: DELETE /rest/settings/keystores/1
Response: 204 No content
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PLLIE 774 NMDT7—hA4 77y Fa—FK

/files
P N—TERINT I T (GBRDVY —R)BLUOHIRX~Y— Ty Ta—F - 77 4 VOIUE
GET
BRNTA—2—
NPT & AL
<IZL>
KRI—-F
a—F seib
200 JCEARNF 7 7 ANVERIEF I 740 aL oy
a VANDBBOaLryarREERE T, BRI
7740 avyFUVIEEERER A,
401 BUTERDGFRREE N TV EE A,
403 BT —F —3HER2 D D $E A,
406 Accept Ny X—%ZHR-t+rENhparrry-24
TWRETHRENDHD £T,
500 WEBT 7 =D FAEL F Lz, oV Tid,
Warning N\ v X —Z2ZH L T X0,
503 P—N— - - ZADBEHARTY, FEICONT
¥, Warning Ny X —Z2ZH L TS W,
AF¥x—7
1
"type": "array",
"minItems": 4,
"uniqueltems": true,
"items": [
"type": "object",
"required": ["type", "id", "href" ],
"additionalProperties": true,
"properties": {
"type": § "enum": [ "ref" ] %,
"id": § "enum": ["upload"] %,
"href": "string"
&
3
]
&
i

Request: GET /rest/files
Response: 200 OK
[




"type": "ref",
"id": "upload",
"href": "/rest/files/upload",
3
]
/files/upload

A7 PO Y Y —RATHHT 27017 7 A VET Yy 7Ta— T 550,

OV —RATIEERDOFRTROPEHENS 2D, 2—F—N7y 72— RFLET7 7 A LVDANEDIL—
P—IZRRENET, ERTIZ7ANADPDY Y —RIZFEENDZ ., ZDT 7 A NMFF— =T K> THI
RENZAEEMDH D 9, @H. 77 A LVOFEHHEIBREZNED D T A,

GET

BRINTGA—2—

NRTRX—R— Easa)

<KRL>

KHRaA-F

a—§ sl

200 IWEARXICHAZR<— 7y Ta—F « 774
OB aLrrarBEaEnEs, BRI 7 7
AN aryrFoVidaEniEti,

401 FATERDIFRAE SN TOWER A,

403 BT —H —1IMERL D D £H A,

406 Accept Ny X—ZHR—-—rZhrarrry &4
TIRET BN DD T3,

500 WERT 7 —DFBAELE Lz, FiliconTIE,
Warning N\ v X —%2ZH L T2 &0,

503 P —N— - B —ERDMEHAR] TS, GOV T
E. Warning Ny X—%2ZR LT 230,

AFx—v

5

"type": "array",

"minItems": O,
"uniqueltems": true,

"items": [
"type": "object",
"required": [ "type", "name", "id"
"additionalProperties": true,
"properties": {
Iltype”: { IlenumII: [ “Ief” ] },
"type": "string",
"id": "number",
"href": "string"

’

"href" ] ,
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1]

Request: GET /rest/files/upload
Response: 200 OK

[
i
"name": "cert.pem",
"id": 1,
"type": "ref",
"href": "/rest/files/upload/1"
3
]

POST
P N—ADHH T 7 A NDT7y T —FK

BRINSGA—52—

NI R—R— Foab

<IKL>

RRa—-F

a—§ sl

201 77 A A7y Far— &% L7, Location
ANY X —=IZT7 741D URLBIRENFE T,

400 FERARLDIERMBIELL H Y A, sHllicoONT
¥, Warning Ny X—%2ZR L T 7230,

401 BUTERDFRAEES N TV ER A,

403 BiT2—Y =37 74 V%2 7y Tu— K32 MR
HHFEHA,

500 W7 —DFAEL F Lz, ROV TIE,
Warning N\ v X —%2ZH L T2 &0,

503 P—N— « =L ZAPMEHAA TS, GOV T
iE. Warning Ny X—%2ZR LT 7230,

AFx—v

ZDPOSTTCZary Ty IV BRFBEELRZVWTLEE N,

5l

Request: POST /rest/files/upload

Response: 201 Created | Location: /files/upload/my_saved_backup_2015-10-15.tar.gz

/files/upload/{id}

RMEDIZ 47 -7y Fa—F 7740
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GET

BRINSGA—52—

NRTRX—R— sl

<KRL>

®RaA-kr

a—§ sl

200 IWEARIEZ T 7 ANDAL F Y — - Kyva— Rz
B ET,

401 FUTERDIFRAE SN TOWER A,

403 BT —H —13MERL D D 8 A,

404 HBEXNZ{dIO7y Ta— KR EO») F8AT
L7

406 Accept v X —Z iR EMIR L 72 F FI2F 50, ¥R
—hENZarTUY  RATCHRET I2D0ELRD
b ij‘(}

500 NEL S —FRELFE L. flicoVTIE,
Warning v X —ZZf L T X0,

503 HP—N— - - ZPEHARATT, GO NT
¥, Warning Ny X—%2ZR L T 7230,

AFx—v

AART— Ty T —RENLF Y=+ FT—REALRIN, AF—<EDHYEHEA,

DELETE

BENTA—2—

RIRA—R— seib

<IZL>

KRa—-F

a—F seib

204 HIFRIZIEFE IR T L X L,

401 BUTERDPFTIFEE N TV EE Ao

403 BT —F —3HER2 D D $E A,

404 fEESN{id D7y T —FRROND FHAT
L7,

500 WEBT 7 =D FAEL F Lz, EfliconTid,
Warning N\ v X —Z2ZH L T X0,

503 P—N— - - ZADBEHARTY, FEICONT
¥, Warning Ny X —Z2Z LTI W,
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Ax—=7
DELETE TRANIIEEEINE LA,

]|

Request: DELETE /rest/files/upload/my_saved_backup_2015-10-15.tar.gz

Response: 204 No Content

T77ANDT—=h AT 7y Fa—F 175
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Y iy

5

12 Z sk a5 4 —

/properties

GET

RS T a7 4 — 2T 272001 V—2X

BaENTA—2—
NIR =R — Foab
<IZL>
KRa—-F
a—F Fabi
200 IEEARSUT, TaRT 4 —DENNEENE T,
401 BUTERDGFRREE N TV EE A,
403 BT —F —3HER2 D D $E A,
406 Accept Ny X—ZHR—bINzpar7ry -4
TWRETHRENDHD £T,
500 WEBT 7 =D FAEL F Lz, oV Tid,
Warning N\ v X —Z2ZH L T X0,
503 P—N— - - ZADBEHARTY, FEICONT
¥, Warning Ny X —Z2Z LTI W,
AFx—7
1
"type": "array",
"minItems": O,
"uniqueltems": true,
"items": [
"type": "object",
"required": [ "type", "key",
"scope", "value", "defaultValue", "needsRestart" ],
"additionalProperties": false,
"properties": {
"type": { "enum": [ "property" ] %,
"key": "string",
"scope": § "enum": [ "LOCAL", "CLUSTER" ] %,
"value": "string",
"defaultValue": "string",
: "needsRestart": "string"
3
]
3
i

Request: GET /rest/properties

Response: 200 OK




1
"key": "com.securityfirstcorp.atlantis.bundles.dataman.password",
"alias": "node.db.password",
“scope": "LOCAL",
"value": "PASSWORD",
"defaultValue": "PASSWORD",
"needsRestart": false,
"type": "property"
}I
1
"key": "com.securityfirstcorp.atlantis.bundles.dataman.initialConnections",
"alias": "node.db.initConns",
“scope": "LOCAL",
"value": "1",
"defaultvValue": "1",
"needsRestart": false,
"type": "property"
3
]
/properties/{key}
FRED T BT 4 —
GET
BENTA—2—
RIR—R— sl
<IZL>
KRa—F
a— R sl
200 ISBEAIT, FEDTa T4 =N EENET,
401 FUTERDGFRGREEN TV ER A,
403 BT —F —3HER2 D D $E A,
406 Accept Ny X—ZHR—-—rZhrarr7ry kA4
TWRETHRENDHD £T,
500 WEBT 7 =D FAEL F Lz, EfliconTid,
Warning N\ v X —Z2ZH L T X0,
503 P—N— s - ZADBEHARTY, FEICONT
¥, Warning Ny X —Z2Z LTI W,
AFx—7

TUNT 4=« AF =D property ¥ 7Y =7 b

i

ZRL TSV,

Request: GET /rest/property/com.securityfirstcorp.atlantis.bundles.dataman.password

Response: 200 OK
{

"key": "com.securityfirstcorp.atlantis.bundles.dataman.password",

"alias": "node.db.password",
"scope": "LOCAL",

“value": "PASSWORD",
"defaultValue": "PASSWORD",
"needsRestart": false,
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"type": "property"

PATCH

BENTA—2—

RIRX—K— Foab

<IZL>

KRI—-F

a— K sl

204 FORIFIERIATONE LD, ZEIEEFNTVE
BATLz 72747V 4 FORREEHT
LZREIDH D FH A,

205 ZERDIEFIATOLNT Y Y —ADEHF I E L,

400 ZORALDOEADEL K HD ¥ A, #HlliZOVT
¥, Warning Ny X—%2ZR L T 7230,

401 BUTERDGRRES LTV E R A,

403 BT =Y — 3R EECZE T 2HRAH D £¢
Ao

406 Accept Ny X—ZHR—-—rZhrarrry &4
TWHET 2DENDH D 7,

500 WERT T —HDFAEL F L, FflicoVWTIE,
Warning N v X —ZZf L T X0,

503 P —N— « =R HAATT, FEAICDOWT
iE. Warning Ny X —%2ZR LT 7230,

AFx—v

TONRT4— c F TV 2T b RAF BB TLIEE N,

5l

Request: PATCH /rest/property/com.securityfirstcorp.atlantis.bundles.dataman.password

1

"value": "newPassword34"

Response: 205 Reset Content
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HI3T| by b7y 7 BRICE I 5

ty b7y 7 HERICEY B RRE

/issues

Bty b7y AT 2 RIGEIROME X 7 3B S 2 BIEETH OMEZBR S 570D 1) Y — X

GET
BEINTA—F—
RIR—R— seib
<ZL>
KR—F
a— R EsaN
200 INEARSC, FEOENREENE T,
401 BUTERAFHREE N TV EE Ao
403 BT -V — 3R D D ZH A,
406 Accept Nv X—%FHR—-rENpar7rV 24
TIIRET 2REDD D £7,
500 WET 7 —HFEL & L, FEAIICOWVWTIE,
Warning ~v X —ZZf L TL 72X 0,
503 F—nN— - F—EZREMAATT, FlCONT
¥, Warning Ny X—%2ZR L TL 7230,
AF¥—7
{

Iltypell : Ilarrayll ,
"minItems": O,
"uniqueItems": true,
"items": [

"type": "object",
”quuired”: [ "‘type", ”id”,

"issue_id", "dismiss_status", "importance",

"additionalProperties": false,
"properties": {

"permisstion_to_dismiss" ],

"type": § "enum": [ "issue" ] %,

"id": "number",
"issue_id": "string",
"dismiss_status": { "enum":

[ "DISMISSED", "NOT_ALLOWED", "NOT_DISMISSED", "UNKNOWN" ] %,
"importance": { "enum":

[ "HIGH", "MEDIUM", "LOW", "UNKNOWN" ] %,
"permisstion_to_dismiss": "boolean"

¥




1]

Request: GET /rest/properties
Response: 200 OK
[
i
"id": 1,
"issue_id": "US_2_policyAndSecurityRoles",
"dismiss_status": "NOT_DISMISSED",
"importance": "LOW",
"permission_to_dismiss": true,
"type": "issue"
}I
1
"id": 2,
"issue_id": "US_1_onlyOneUser",
"dismiss_status": "NOT_ALLOWED",
"importance": "HIGH",
"permission_to_dismiss": true,
"type": "issue"
¥
]
[issues/{id}
FRED a7 4 —
GET
BaENFA—4—
IRTR—R— aCih
<IRL>
RRI—-F
a—F siab
200 IVEA I, FEORENEENE T,
401 BUTERDGRRES LTV E R A,
403 BT —F — 3R DD £E A,
406 Accept Ny X—ZHR—-—rZhrarrry &4
TWHRETHHENDHD £7,
500 WEBT 7 =3 AL E Lz, FHflicOVW T,
Warning N v X —ZZf L T X0,
503 PN« =R HAA TS, GO WT
iE. Warning Ny X —%2ZR LT 7230,
AFx—v
TaRT 4 — c AF =D property A 7V 27 M ESBIRL T X,
il

Request: GET /rest/issues/1
Response: 200 OK

i
"id": 1,
"issue_id": "US_2_policyAndSecurityRoles",
"dismiss_status": "NOT_DISMISSED",
"importance": "LOW",
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"permission_to_dismiss": true,
"type": "issue"

PATCH

BENFA—2—

RTA—R— L

<IRL>

KRI—K

a—F GWuN

204 ZORIZIERITONE L, ZHEFEENATOLE
HATLZe 729472 34 ROFRREEFEHNT
LZRBEEDHH FHA,

205 FERDIEFEIWTONT ) Y —ADREHEINE L,

400 FERAXDIFADNELL H D FHA, FHlITONT
iE. Warning Ny X—%2ZRR LT 230,

401 BUTEORDEERES TV E R A

403 BT —INAIRGEZZH T 2 HRP D D £
Ao

406 Accept Ny X—ZHR—-—rZhpa>rrry &4
TIRETHRBENDHD £7,

500 WEBT 7 =D FAEL F Lz, EfliconTid,
Warning N\ v X —Z2ZH L T Z W0,

503 P—N— - - ZADBEHARTY, FEICONT
E. Warning Ny X —%2ZRR LT 230,

AFx—7

MEA 727 b - X =% T,

i

Request: PATCH /rest/issues/1

{

"dismiss_status": "DISMISSED"

Response: 205 Reset Content
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G

1435 Ja—nNY)E—Tay s YY—R

[locales

GET

HEOYR— PR T — LB YR NTE2DDY Y —Z,

BRNTA—2—
NIRA =K — Flak
<IRL>
KRa—-F
a—F Fabi
200 JIEEARRICT R— P NROa T — LB EENET,
401 BUTERDGFRREE N TV EE A,
403 BAT2—F —3HER» DD $E A,
406 Accept Ny X—ZHR-F+rZNparr7rry-24
TWRETHRENDHD £T,
500 WEBT 7 =D FAEL F Lz, oV Tid,
Warning N\ v X —Z2ZH L T X0,
503 P—N— - - ZADBEHARTY, FEICONT
¥, Warning Ny X —Z2Z LTI W,
AFx—7
1
"type": "array",
"minItems": O,
"uniqueltems": true,
"items": [
"type": "object",
"required": [ "type", "id", "display_name",
"language", "country", "default" ],
"additionalProperties": false,
"properties": {
"type": { "enum": [ "product-locale" ] %,
"id": "string",
"display_name": "string",
"language": "string",
"country": "string",
: "default": "boolean"
3
]
3
i

Request: GET /rest/locales

Response: 200 OK




1
"id": "en_US",
"display_name": "english (United States)",
“language": "en",
"country": "United States",
"default": true,
: "type": "product-locale"
{,
"id": "es_MX",
"display_name": "espanol (México)",
"language": "es",
"country": "Mexico",
"default": false,
"type": "product-locale"
3
]
[locales/{id}
FFED R 7 —)L
GET
BaENFAXA—4—
KGR =R AR
<IRL>
RRI—-F
a—F aCih
200 JIEEARIC, HEDOR T —ADBEENE T,
401 BUTESRAGRRES N TV EE A,
403 BT —F — 3R DD £E A,
406 Accept Ny X—ZHR—-—rZhrarrry &4
TITRET BREDDHD £75,
500 WEBT 7 =23 AL E Lz, FHflicOVW T,
Warning ~v X —ZZf L T X0,
503 P—N— -« =R HAATT, FEAICDOVT
IE. Warning Ny X—%2ZR LT 230,
A¥—7

o —i - 2F—< D product-locale A 7Y = 7 b BB LTL X W,

5l

Request: GET /rest/locales/en_US
Response: 200 OK
1

"id": "en_US",

"display_name": "english (United States)",

"language": "en",
"country": "United States",
"default": true,
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"type": "product-locale"

/strings

GET

DO FHNE YA RNTBEHDY Y —R,

BENSA—2—

NI RAX—R— Foab

locale XFHNIREIND FiEERT 7 —H, v —iL
PRRELBRWEGE, XFINET 740 SFETIRE
%3, #l: locale=en_US

RRI-F

a—F seib

200 JICEARRIZE DO FINNEEFNF T,

401 FRAITERDFFILEINTVWER A,

403 BT = — 3R H D £H A,

406 Accept Ny X—ZHR—-—rIhra>r7ry kA4
TIRET HREDRHD 3,

500 W T —2FELF L, FliconTid,
Warning N v X —Z2ZH L T X0,

503 P—N— - B —EZAPEHAA TS, FEICDONT
E. Warning Ny X —%2ZRR L T 230,

Ax—=v

1

"type": "array",
"minItems": O,
"uniqueItems": false,
"items": [

"type": "object",
"required": [ "id"
"minItems": O,

15

"uniqueltems": true,

"items": [

{ ”type”: “StIing“ }

i

Request: GET /rest/strings
Response: 200 OK

L
1

"id": "web",

"sLoadingRecords": "Loading...",

"ButtonlLabels_ExportCSV": "Export CSV",

"Jobs_Status": "Status",

"PageNames_Processes":

"Processes",
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"US_1_ONLY_ONE_SECURITY_APPROVER category": "User Setup"

"Backup data creation
"User 10} has deleted
"Backup data creation
"Backup data creation

§o

i
"id": "events",
"PSO0070003" :
"PSO0070002" :
"PSO0070005" :
"PSO0070004" :

¥

/strings/{id}

job {0% has started.",

backup file {1%.",

job {0% has failed.",

job {0% has completed successfully."

REDSLTFHIE v bo

GET
BENSTA—=4—
RTA—R— (L
locale NFHNPREND FiEERIT B —H, ar—ib
PRRELRBWEGE, XFINET 740 5B TIRE
NFE 3, Hl: locale=en_US
RRa—F
a—F sl
200 JIEEARRITRED Ty "D EENE T,
401 BUTERDFRAES N TV ER A,
403 FUT2—H =1 3MERDI D D 28 A,
406 Accept Nv X —%FHR—-rENpar7rV 24
TWRET HDRDENDHD T,
500 N7 —DFELF L, oW TIE,
Warning v X —Z S L TL 72X 0,
503 P—N— - =L ZAPMEHAA TS, FHICDONT
¥, Warning Ny X—%2ZR L TL 7230,
Ax—7
NFHNRAF =< BB TLEE W,
141

Request: GET /rest/strings/web

Response: 200 OK

1

”id” . ”Web” ,

"sLoadingRecords": "Loading...

"ButtonLabels_ExportCSV": “Expoit csv",

"Jobs_Status":

"Status",

"PageNames_Processes": "Processes",

"US_1_ONLY_ONE_SECURITY_APPROVER category":

"User Setup"
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