7z/OS: ICSF Version and FMID Cross Reference

Abstract: This document describes the relationship between ICSF Web Deliverables, z/OS
Releases, and IBM Z cryptographic hardware support, highlights the new functions available in
each ICSF web deliverable, and provides a glimpse into the past history of ICSF and IBM Z.

ICSF and z/OS have different release cycles, so it can be confusing trying to determine which
release of ICSF matches up with which release of z/OS, especially when you consider that each
ICSF release supports multiple z/OS releases, but only one version of ICSF is included in the
base z/OS release. Confusing, right? If you throw IBM Z cryptographic hardware releases into
the mix, the challenge to make sense of the combinations is daunting.

In brief, ICSF has a generally available (GA) release of a new “web deliverable” in conjunction
with every IBM Z hardware release that introduces new cryptographic support. The z/OS release
cycle is not the same. While z/OS strives to include the most recently GA’ed version of ICSF,
there are times when ICSF will ship new function beyond the point where it is possible to be
included with the z/OS base release, thus it is made available separately as a downloadable “web
deliverable” (at http://www.ibm.com/systems/z/os/zos/downloads/). These web deliverables will
support multiple versions of z/OS and multiple IBM Z hardware systems.

The chart below shows at least two rows for most releases of ICSF: one for the web download
and one for the version incorporated into the z/OS base. For example, ICSF FMID HCR77B0
was made available as a web deliverable in February 2015 and supported on the then current
operating systems and hardware. There is a separate row for HCR77B0 on z/OS 2.2 since that is
the version of ICSF that was shipped with the base release of z/OS 2.2 in September 2015. Note
that the planned End of Service column reflects the End of Service for the last release of the
operating system that supports the specific level of ICSF.

Remember, although a specific level of ICSF supports multiple IBM Z hardware releases and
z/OS releases, do not assume that every combination will be functionally equivalent. The rule of
thumb is:
e Newer ICSF FMIDs will typically run on older hardware and exploit the capabilities of
that older hardware fully.

o For example, HCR77C1 was released in conjunction with the z14 system, but can
also run on prior systems such as a zEC12 and fully exploit all cryptographic
features of that system.

e Older ICSF releases can often run on newer hardware platforms but will typically not
exploit the new features of that hardware.

o For example, HCR77C0 was released alongside the second GA of z13, but can
also run on a z14 system. When on z14, however, HCR77C0 has only toleration
support for the new CEX6S cryptographic coprocessor. From the HCR77C0’s

© Copyright IBM Corporation, 2019



perspective, the CEX6 is functionally equivalent to the CEXS that was available
in the z13. The new features of the z14 and CEX6 are only available with ICSF
HCR77C1 and later web deliverables.

NOTE: Be aware that HCR77A1 or later FMIDs of ICSF no longer support z800/2900 machines
when running z/OS V1R13 or later.

As always, be sure to check the appropriate PSP buckets for the latest information when
installing ICSF either from a web download, or a part of the z/OS base. Upgrading the ICSF
version will always require an IPL because of its reliance on control block information specific
to the hardware.

Current ICSF Versions
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**Older versions of ICSF may need toleration
maintenance installed to support newer

hardware
* For China market only.

Yellow => planned
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Historical ICSF Versions (No longer supported)

FMID External Name Support Highlights Applicable | Availability EoS Supported Servers
z/0S
Releases*
HCR7740 Cryptographic Support for PKCS #11 APIs 2/0S 1.9 Sep 2007 Sep 2800; z900; z890; z990; z9;
z/OS V1R6/R7 and z/0S.e 2010 z10**, z196**
V1R6/R7
2z/0S 1.9
HCR7750 Cryptographic Support for Support ISO Format 3 PIN Blocks and RSA | z/OS 1.7; Nov 2007 Sep 2800; z900; z890; z990; z9;
2z/0S V1R7-z/0S V1R9 and Keys up to 4096-bits; 2/0S 1.8; 2011 z10**, 2196**, z114**,
2/0S.e VIR7-VIR8 Enhanced TKE Auditing Support; 2/0S 1.9; ZEC12***
New Random Number Generate Long 2/0S.e 1.7;
APIl; Enhancements to CPACF; z/0S.e 1.8
2z/0S 1.10 CEX2 Dynamic Add; 2/0S 1.10 Sep 2008
Add support for AES-192 & AES-256,
SHA-512
HCR7751 Cryptographic Support for Support for 13-Digit through 19-Digit PAN 2/0S 1.8; Nov 2008 Sep 2800; z900; z890; z990; z9;
z/0S data; 2/0S 1.9; 2012 z10**, 2196**, z114**,
V1R8-z/0S V1R10 and z/0S.e New Crypto Query Service; z/0S 1.10 zEC12***
V1R8 Keystore Policy;
2/0S 1.11 Secure Key AES; 2/0S 1.11 Sep 2009
TKE 5.3
HCR7770 | Cryptographic Support for Protected Key CPACF; z/0S 1.9; Nov 2009 Sep 2800; z900; z890; z990; z9;
2/0S V1R9-V1R11 Crypto Express3; 2/0S 1.10; 2014 210, z196**, z114**,
Extended PKCS #11 Support; 2/0S 1.11 zEC12**
Elliptic Curve Cryptography (ECC)
2/0S 1.12 Support 2/0S 1.12 Sep 2010
HCR7780 | Cryptographic Support for 2196 Support (MSA-4 Instructions); z/0S 1.10; Sep 2010 Sep z800%#; z900#; z890; z990;
2z/0S V1R10-V1R12 CCA Elliptic Curve (ECDSA, ECDH); 2/0S 1.11; 2016 29; z10; 2196 ; z114;
ANSI X9.8 & ANSI X9.24 Enhancements; | z/0OS 1.12 zEC12**; zBC12**; z13**
HMAC (with OA33260);
TKE 7.0; #Variable Length CKDS is
64-bit support for all APIs; not supported on z800 or
Enhance logging for PCI Audit; 2900
CKDS constraint relief
2z/0S 1.13 2z/0S 1.13 Sep 2011
HCR7790 | Cryptographic Support for Coordinated KDS Administration; z/0S 1.11; Sep 2011 Sep z800#; z900#; z890; z990;
2z/0S VIR11-V1R13 Expanded CCA key support for AES 2/0S 1.12; 2016 29; 210; 2196 ; z114;
algorithm; 2/0S 1.13 zEC12**; zBC12**; z13**
Enhanced ANSI TR-31 Interoperable
secure key exchange; # Variable Length CKDS is
PIN block decimalization table not supported on z800 or
protection; 2900
PKA RSA OAEP with SHA-256
algorithm;
Additional ECC functions;
TKE 7.1
HCR77A0 | Cryptographic Support for zEC12 & CEX4S Support, including z/0S 1.12; Sep 2012 Sept 2800; z900; z890; z990;
2z/0S V1R12-V1R13 Enterprise PKCS #11 (EP11); 2z/0S 1.13 2018 29; z10; z196; z114;

KDS Administration support for the
PKDS (RSA-MK/ECC-MK) and TKDS
(P11-MK) including improved 1/O
performance on these key datasets;
24-byte DES Master Key support;
New controls for weak key wrapping;
DUKPT for MAC and Encryption

zEC12; zBC12; z13**;
z14**

# Variable Length CKDS is
not supported on z800 or
on z900
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