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AR R - LNIIVEBDEMGE

O EEBOOWAK @ db2audit configure ’I::> db2audit.cfg

db2audit configure @
O BEEBOORIE - 51k =

db2§1udit start/stop ‘ @ db2audit start
O BEBOJI7AILDOF—hAD R .

db2audit archive I :

.~ . dit ACTIVE
0 E&ELI— Rofd | | R .
ELdeaudit extract : l I DB I ||: buffer——_ " Audit log

O ESEOUOfEMN Vo o = —_

db2audit archive

ARCHIVED
® ﬂ Audit log
db2audit extract ﬂ

File

@ db2audit stop
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BEB0O0 J 7ML EEEEOY ) CRDIERMK

O 705« JeEEOTJ ET7—h+ TR0
2BFDEBOITNFET B, BEBEOJOHME (EXTRAXT)ZITDIHE. U757+« JEENOJ % —Edb2audit archive ¥ > RICK
DT7—HAT U, TERlESNIz77—hJE8EaOJ(Cd L TcOJ oMt =TS,

O 705« JeEa0J
EEBIBHRN/\AF U —TRiFE=ND, OTDOR—=>TJ(FUTF

JEX53{EDBT(&

AR REBEOYD (7O7«7) node number
db2audit.instance.log.node_number (a""O_"&Tdizn

F—AIN-EBOYT (7O7+47)
db2audit.db.dbname.log.node_number
FIJAI)LMDEEBRDOVIIX
Windows
— C:¥Documents and Settings¥All Users¥Application Data¥ibm¥Db2¥Db2 1 E—&¥Db21 > X5 > X%
¥security¥auditdata
Linuxd KT UNIX
— Instance/sqllib/security/auditdata
O 7—h+aJ&E8a00
FOF4 JEBOIN TV —hA4JEn3,
=AY RRETESNZTA LRI THMEMEN3.
TIAINBTRETO7« TEBT LT NI EA—/ (R END.

AR AEBOY (FO7147) <
db2audit.instance.log.node_number.timestamp O—70)LEsZINY }

2N ZEEOS (754 T) YYYYMMDDHHMMSSHZ T T <
db2audit.db.dbname.log.node_number.timestamp
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BEBEOY J71ILEEEEDOD ) CADIER,

O BBEOV)(ADEE
7OT4JEEOQD. 7 b%jy”DOtELAX%Wﬁﬁézéﬁfééo

7O74 JEBEOJDE
db2audit configure datapath <log_path> " EN"H ) — REE AT
—H+ TEBOY)CADESE $ouﬁj7?0;
db2audit configure archivepath <log_path> W

EBEOJ/(RICXZME) — RD ) — RERBEMERATES
— db2audit configure datapath “/auditForNode $N”

$ db2audit configure datapath /log/audit/active
AUDOOOOI Operation succeeded.
$ db2audit configure archivepath /log/audit/archive

AUDOOOOI Operation succeeded ( .
$ db2audit describe describe I~ > RCHE

Db2 AUDIT SETTINGS: \\

Audit Data Path: “/log/audit/active/"
Audit Archive Path: "/log/audit/archive/"
AUDOOOOI Operation succeeded.

IBM RO GHgELGLR G ELELTE S software .
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BEBEOY J71ILEEEEDOD ) CADIER,

O XMEREBETE. BEEOY/ (X[ partition expression’E S ENTED, Node 1 || | Node 2 ||| Node 3
2 DM partititon expressions’Zz /) VA (CESDH :
db2audit configure datapath "D:¥auditLogs $N+1 _ $N+1"
RIEDT—AIR—XXENOTHNUE. BEBEOJ/(XFUATICRD
D:¥auditLogs1_1".

"partititon expressionsldTS> o TED. $NZHIT D,

H7R— k&3 partition expression"M I A+ —< W ~

Syntax Example Result

[blank]$N " SN "23°

[blank]$N-+[number] " §N+1000" 1023

[blankh3{number] " S & Node 1 Node 2 Node 3
[blank]$N-+[number]:number] " §N+197:8 "z

[Eank] &N number]+[number) " EMY3+200 a2
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T—HAINR—X - LRILEEEDIEK

O F7—AIR=X - LN)LOEEZITOZHICE. BEARYUZ — (AUDIT POLICY)Z/ERMR L. EDXDIREEIBI®RATT
U —ZHS I DNIRET D

O RICEBERYS—%Z, AUDITOXY > RICLO>TCEEMFEATZIIMNMINVES DU, BEEBEZEITID.

O 7 —9INR—=R - LN)LEEEDOERK(FSECADMIER T —Y —TEM T D2UENHDCH. SECADMIERI—Y —ZRE
L. SOI—Y—-CEEDBHRZITD.

[%ﬁﬁus—@wm]

| mmsquemiLEL s CREATE AUDIT POLICY
— CATEGOLY EXECUTE
%ﬁﬂ%@?wﬁ)ﬁ]
[STAFFE(CDL\‘CEEEL/EL\]—» AUDIT J<> K S

AUDIT
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ErB/NY = —DERK

O 7 —AR—=X(THEHRUEBEBERY S —ZEk T D,

CREATE AUDIT POLICY X7 — X |~ %E/‘Iﬁ U= —7%=ERk
ALTER AUDIT POLICY X7 — bhXZ |~ BEERNJS—DRE

DROP AUDIT POLICY X5 —bhX> b EEBERYUS —DHIER

OEFEHNTIYU—

ERICEER T DCENTEDANR bDYAT .,  EBEBERIS—VEREFICIEET D,

CATEGORIES

ALL £TOHFIV

AUDIT BEERENEBEINEE, FEEBREOJ(CV RSN EE(IC

CHECKING T—HINR=R « ATZ 10 bFIZFBEENDT I REITE L (FEDRERITO IR E
OBIMAINT AT U L. BRER

SECMAINT AT O b T—HIR-XDF5HEFZ(IDBADMIERDTS. HXDHE UKF

SYSADMIN SYSADM, SYSMAINT. SYSCTRLIEBRMIMHEE & SN DIRVEDEITHS

VALIDATE O—YDFPEERF. SECURITYEIRODIRZRIES

CONTEXT T—HINR—RBEERITROOD

EXECUTE SQL RT— AT RDEIT B (T—IXR—XLNILEEBEDH TER)

IBM RO GHgELGLR G ELELTE S software
©BARIBMIATAR - IV¥ " Z7Y¥)" (#k) Information Management&h 34




EXECUTE Hh>JU—

O 31— —H"F1T793 SQL A57— b XA hEMEIC RS YF>TI D ENAJEE

SQLRAFT— hXA> hOERITOEBNBMNDIZE. MEIMERINTL/Zz. CONTEXTAHFIU—DRHhD &3,
O SQL A7 — bXAY RDOTFXMIIMA T, O2)AIURIEYS, B TRAT— MAD M2BIR I 3D(CHERZDMODEBYNERTEE
O A2 3> CKDTAINRA REEFD, I\SGA—4 - I—H—DEBEUS ] EE
O 52089 SQL &S&1fY SQL OmADRAT— b A b~ « TFAX MRS ND
O FE/RUNERTEEIEER

AF—hA M- FTEX

=5 -59470, E=

ATRARER, )I\SA—5 - <—H (WITH DATAA TS 3> =D Tease

LOBS, LONG, XML, #&&Eb5 1 JEEF N0
OI)\AIVIRIE, BEXZ(E. UG- =NziT
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CREATE AUDIT POLICY = >45wv O X

- BEBERUS—DERZES /D

BOTH :
IRAUR

GATEGORIES :

LD,

BEID)\—= 3 > ddb2audit configure scope
EBTVBH. SQLRT— b X MEFZER
I BIEHD"EXECUTE" BT —HNEHIIESNT

™ &

FAILURE :

,/

NONE :

KEANRD bDHEE

SUCCESS :
BINA > hDHER

<

KA bly75Es

Vo)

|
+—ALL +——STATUS-—+-BOTH-———+—+—>

+AUDIT i +FAILURE—+
+~CHECKING : +—NONE————+

+—CONT = " -SUCCESS-’
£ =m0 DA )
||-—EXECUTE = ‘

= DA
+—SECMAINT

+-SYSADMIN
" -VALIDATE

>——@--ERROR TYPE-—+-NORMAL-+—@ ><

IBM RO GHgELGLR G ELELTE S software
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"—AUDIT—'

>>—-CREATE AUDIT POLICY--policy—-name—@--CATEGORIES————- 7 /A\ B2 L /

ERROR TYPE :BEETS—ZRI N EBHIDINZIEE

NORMAL : BEBIC KD TEMSNTEIS —(FINTERSN,
FEITSNDIBEICEELE TS —Ddr

AUDIT : ESBHEE B TRELETS— %230, IATOITS— EEEE?
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ALTER AUDIT POLICY =>49wvwTX

= BEBERUS—DEEZHILED
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e/ = — DRI

O SECADMIERRDHS

$GRANT SECADM ON DATABASE TO USER DB2SEC
DB20000I The SQL command completed successfully.
O BEBE/RY S —{ERDDLOAI
CONNECT TO SAMPLE USER DB2SEC USING XXXXXXXXX;
CREATE AUDIT POLICY auditdb CATEGORIES ALL STATUS BOTH ERROR TYPE NORMAL;
COMMIT;
CREATE AUDIT POLICY admins CATEGORIES SYSADMIN STATUS BOTH ERROR TYPE NORMAL;
COMMIT;
CREATE AUDIT POLICY powerusers CATEGORIES OBIMAINT STATUS BOTH,SECMAINT STATUS BOTH ERROR TYPE AUDIT;
COMMIT;
CREATE AUDIT POLICY context CATEGORIES CONTEXT STATUS BOTH ERROR TYPE NORMAL;
COMMIT;
ALTER AUDIT POLICY context CATEGORIES CONTEXT STATUS FAILURE ERROR TYPE NORMAL;
COMMIT;
ALTER AUDIT POLICY auditdb CATEGORIES EXECUTE WITH DATA STATUS BOTH ERROR TYPE NORMAL;
COMMIT;
DROP AUDIT POLICY context; COMMITZ L WMESI FTOTS—
COMMIT; DB21034E The command was processed as an SQL statement because it was not a

valid Command Line Processor command. During SQL processing it returned:
SQL4708N Only a COMMIT or ROLLBACK statement is allowed at this time for this
unit of work. SQLSTATE=5U021

IBM RO GHgELGLR G ELELTE S software #
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CREATE/ALTER AUDIT POLICY FE=

O AUDIT #Hi SQL X7 — b X> hD#(E. COMMIT ZF/z(d ROLLBACK XF— RXA > RTRAFUZWLWF/RLY (SQLSTATE 5U021)
O AUDIT #EtE SQL XF7— hX> ~

AUDIT

CREATE AUDIT POLICY. ALTER AUDIT POLICY. Z/=(Z DROP AUDIT POLICY

DROP ROLE & DROP TRUSTED CONTEXT

ZOO—IILP S RXFTY R - O>FFR MEBRYU S — EEEMASITESNDHE
O AUDIT #HtE SQL X7 — b X> h&EIJO-/VUL - bS50 3> BIXE XA hS2HF023>) NTRITIDSEETERN
(SQLSTATE 51041)

057 —49RXR—-X - \—F023>2h=ZBU T, EFCEITTCEDIFIZY b AUDIT HHt SQL X7 — XA MME 1 DDFH+. FET
=w b AUDIT #Hth SQL X5 — b XS MAEITESNTULBRIFE. #HD AUDIT #Hit SQL X7 — b X> M. IR1TD AUDIT #F
ft SQL X5 — A MO OZw hEEEFO—IVNYISNDETEHFET B,

O ZE(IS AT A - HAOJICEZIAENSA. OZY hSNBETEBRITRSRAV, CNUE. RFT— M MERITI DIEHEDS
BTEHTIEES.
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BEEBEWRATZ T NORTE

OAUDITON> RT, BEERVUS —ZEEWROATZ IO MNIIVESDTTD.
EEMROATS LU MMERESNZR(C. BEEMTSNEEERY S — (T > TEEOIPISENS.
EERERD . AHCARULVEROHZIRET D T EHE]EE
SECADM #&RTEITI dENS D

1 DMAUDIT POLICY (&, DT —HIR—IAATZTONIIYVE T TES
1DDATZ 1T ME1DDAUDIT POLICYICFAE T B

Ex. AUDIT ROLE ACCOUNTING, ROLE SUPPORT USING POLICY SENSITIVE_DATA_POL;

EBEDAUDIT POLICYRBR(CIRDIHEES. ¥—2aNnd
X (L, POLICY1 — groupl. POLICY2 — group2 &EFEEINTHD. HB3I—HFW2DDT)IL—TI(CET BHE(.
miEflZE &D

AUDIT AUDIT POLICY(d. #2AT ROLE=ACCOUNTING

POLIC g~ (B
Y =T oM
SENSITIVE_DATA_POL === AUDIT

ROLE=SUPPORT

ADMIN_POL ﬁ —
1D2DAT T HOMELIDD BOB

AUDIT POLICYIZFRE9 %
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AUDITRAT— A~ 22459V IDRX

= {ERUTCEEARYU S —ZAUDITRAT— A2 hEFERALULTATZ T O MMINVESZ DTS
policy-block

1

4

w— AUDIT II policy-block II -
—— ADD EXCEPTION FOR TRUSTED CONTEXT — context-name ——
~— REMOVE EXCEPTION FOR TRUSTED CONTEXT — confexf-name —

ESATY R -O2FTFX bz
EE LU CVWDIIRIEDHER

IBM R0 GHnEN LR ELED gL software
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DATABASE ]

L i
Y

41

TABLE — table-nams

}— TRUSTED CONTEXT — confext-name —

USER authorization-name —

GRDUPj
ROLE

ACCESSCTRL

—

[— CREATE_SECURE_OBJECT —

= ~ N v °o__ v
DATAACCESS %7"7{3 /(IJ;A@/\ >
- DBADM ——————— K DFFHSIR

SECADM

SQLADM ———————
SYSADM ——
SYSCTRL

SYSMAINT

SYSMON

— WLMADM ——r

USING j— POLICY — policy-name
REPLACE
REMOVE POLICY




AUDITRAF— X~ EEXNR

0 DATABASE
T—AINR—ADPRTHELETD. BEEABERANRY MIET, BEMIFSNIZ/RY S —(CE> TEEMNMTHOND

f51) AUDIT DATABASE USING POLICY auditdb
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AUDITRAF— X~ EEXNR

0 TABLE
EEBEMWRORICT I DL TDHDDML, XquerylC XDV ITTLANEBETNDS.
HiRk— hEN3d3KRDI1T
*=
Materialized Query Tables (MQT)
VR SN
HR— hENRWVWKRDST AT
Ea1—
aARARES
EERHER
BfER
EXECUTEADFOU —DHERELITFHKEIND.
EXECUTEARS U —SDRU S —hEE SN TUVBRIHSESEBEXECUTEDFT I U —DA R hDHELERETND,

f51) AUDIT TABLE le_employee USING POLICY auditdb
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AUDITRF7— X b~ EBEEXR

O TRUSTED CONTEXT
EEE/RU S — (CRE(T T SMN/ZTRUSTED CONNECTIONN TRAE T BEEATIRERA AR M OF > TN S

f51) AUDIT TRUSTED CONTEXT appserver USING POLICY admins

ADD/REMOVE EXCEPTION FOR TRUSTED CONTEXTAZ > 3> %{#RA L. TRUSTED CONNECTION(CEs&Hl
HZBEM T, BUKEEDBELI DT ENTED. BEEHIMDBEERITSNITIHE. TRUSTED CONTEXT CTRE
FZSNJIZTRUSTED CONNECTIONATHA I DEERIREIR-T R I\(afﬁ'/\_CEF*éﬂTdb\

O USER. GROUP. ROLE
BBERU S — ([CREMTENTEA - DB EITNTARY M EiREN D,
EBEBRUS—(CREMITENTVDTIL—T ., FEO-IDAZI/IN—-THDI1-—F-—NS5RTNDIAIR>

MNrOF>TJ=nsd.
— BEHENRA I\ =2V FICDWTEEBTURELD.

f51) AUDIT USER manager, GROUP dbas, ROLE teller USING POLICY powerusers
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AUDITRAF— X~ EEXNR

O 1R
BESNEERZIF DI—H N SEITNEARY M OF > T N3
HR— SN BHER

— ACCESSCTRL
— CREATE_SECURE_OBJECT
— DATAACCESS
— SYSADM

— DBADM

— SECADM

— SYSCTRL

— SYSMAINT

— SYSMON

— SQLADM

— WLMADM

f51) AUDIT SYSADM, DBADM, SECADM USING POLICY powerusers
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AUDITAF— X2~ FE2FIHE

O ZE(F, EBERUS—WERASNZI AT 0 MaSBI IROELEMNERINDIZTTIEEMCRSRL, X BEF/RY
S —NF—HIR—ITEASNTUVDIIEES., IRITOMEREE[I(Z COMMIT F/z(d ROLLBACK X5— kXS M TIDETIIRY
S —(CE> CEERZERIE LR,
EBRIS—EREMIFSNTUVBRRICEDZ—NT7IOTERTIIHEE. TOE1—FERRORIUS — (> TCEREIND.
EEHRIUS—HARIGEASINDHEES. TOEBRIS —(FZORICEIKIFTUTZSAXBEEX (MQT) (CIHERA=NZL, EBRY
S —ZZREBEMTDBEEFTDORIS —ZZORICED K MQT (CHEEEMTDZE, SQL AT — M XS MHIEARERZSIELTL)
TH. A2\ S—(F MQT BN (TERIT BEMENHD. EleU. BERARTHERASIN TWLREERY S —(I5|EHEE=ER.

O MSRXFTYR - OFTFIAMTI—H—DUIDBIIRIENEITINDR, BEBERUS —(FIRTHRI—T— (G0 TEBHE =N,
W1 —H—0RUS— (3R Ty a>TIHMERAETNZRL,. CNE>FC. I—Y—, I—5—DJ)IL—FF=@FO—ILdDA>)(—
v, BRUOL—H—DHER EEEREM TSN TVREBRIS —(CHTIEESD. AIXE UDBXFIO1—H —HIEBEURD
O—I)LDOAI)N—Zoelzd(CIRiTv I anERcsNzEdd L. UDBREOI—T—NZ200O—-)LDOA>)\—TIFRVGE.
ZORIUS—(FtvI a> (BRSNS,

O SET SESSION USER X5 — b X> MAETEINBR. w1 —H— (PRrUZOI—HF—DII)IL—TEO0-ILDAI)N\—2 v T EHE
PR) EBEETFSNTWVBRERMRYI S —I(d, SET SESSION USER XF— b XA R TCIBESNEI—Y — EBEMITFSNTULDRY
S —(CEESND, TOI1—H— EEEMITSNTVREERU S —(F5|IEHhEB/IERD,. SET SESSION USER X5 — kXX
TIRESNEI—H—0RUS—EEULDICEHERD. 1 DOV 3> RTEED SET SESSION USER XF— M XA > MOYF
TESN3BE. TO1——HIWRITI—T— LEEMTSNTUVRERRI S —EITHhEEEIND,

O BEERUS—HEEAIFSNTULWBSAT SO M ROV IEaNd & BB RI S — EOMEMAIFIEHhAYOTh SBESND., TD
BLWDNZDOAT T MOIBIESNDBZE. TOAT> O M ROY TSN ERATEEMMITSNTULWERUS —(CKDER
(F. ZOATZT0 MW U TEITSNRN,

O
O
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A 2RI R - L) VEBEDIEK

O1>RXI2X - LNILDEBEBS| S {EATI g
OA4>2RAF2R - LAN)LVEIBEDERIEdb2audit configure 1Y > RzFIH
SYSADMIN*EBE_C\E'?—}EJLE\E ................................ s .

»w— dbZaudit —1— configure r :
T Sy e

AUDIT IIIIIIIIIIIIIIIIIIIII :j-e.;;-n:I;; ----------------------
AR
OBIMAINT flush
SECMAINT arhive
SYSADMIN start
VALIDATE stop

?

XEXECUTEDZFTIU—(&

FHETERW (-4 -

/\‘_X ¢ I//\\) LE;’E__E@ L { - J ‘ l— errortype audit J
scope

Audit Configuration

h J

) L mormat J

all both

status
7 M audit none
— checking — failure
success

| context —

— objmaint —
— secmaint —

— sysadmin —

~— validate —~

-
»>

P
L |

L datapath — audit-data-path —J L archivepath — audit-archive-path —J
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AR - LANIVEEDIERK

O db2audit configure

Scope
BE ALL £2TOHFTIV
% AUDIT AuditDBRRZEE, AuditOT DT ICRREDA N> NRERF
¥ #F/=(FAUDIT_BUF_SZDZES
& CHECKING Db2A TS 1 hEFETzISHEE 77 T AR Tz (FAIBRF DFF iR
D OBJMAINT ATS T SO, BRER
H SECMAINT ATST O FT—HR—RADIFHEE = (IDBADMIEIRDF S, EXDH LS
> 2 SYSADMIN SYSADM. SYSMAINT., SYSCTRUEMRH INE & SN BIREDEITH
| VALIDATE 1 —H DR, SECURITYIBIRODIBZRES
U CONTEXT T—INR—-REEEITROOY
BEERA A MSERIDN KB AuditDIS—EZH3h
Status(* ContextDIBZ&RXBIRL) Errortype
success EERTUIARY haOd AUditBEEN TIEC D IE TS —ZFH T
audit 2 TDHIS—I(EDb2(c k> TEE.
failure KEUIEAR> baOY TS5 —BmDSQLCODERFUM Lit(TRENS
both ZomAEOT normal | dbauditCERETNIZLTOIS —(3HER.
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A AT R - LN)VEEE DS/

O auditiée =R I ARICIE. £, audittégE TED KL DRT —FZEUE I DINREL. auditOEHRZEIT O THEENHDET,
auditBéeEDIBRL(E. db2audit configure I~ > RTiTHMN. [BHR(dsecurityT -« L2 kU ddbaudit.cfg 77 1 ILICRFENE T,
BECEBD/INSA-—FEUTDOESDTY,

Scope
EDFATDESHEOTITIMEELET .
T J#)L hTldcontextAFtdDscopeh IR TEIRETNTULET,
1 DEZ (3B EDscopeDIEAHENE M AIEET T,
Status
BIh. KB FrEZOmMAZOT IR EEIBELET,
ErrorType
AuditDIZE (FEEBHEERNEN C TS — M E UGS (ICBDSQLCODEAIR D £ T,
NormalDIZE (FEEEEEENEID TS — (IR =NE T,
O db2audit configure reset(d. HEZVHEHAREICRUET,
HHAIRRE (S SCOPE(ZCONTEXTRASN I ART
STATUS(&failure (REDHOY)
ERRORTYPE(EZNORMALTY,
O db2audit describe(3IRTEDEREZFRRI -
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ARSI R - LNR)VEEDRIR

OEEHEE = A
db2audit start
OESEHEEEDIELE
db2audit stop ) ‘
ODBMAERL/ (= A —~AUDIT _BUF _SZICKD. BEB/\vw I7— - B4 XZRE
{)X@)Z%ﬁ%fUC?Db—héﬂ5o
T IA)LNMIOEER/\Y T 7 —130)
0D E=F. EEBEOTADESIAH (ZFEIHAUIE
~INTA =R RICHET B, . X
BEE/N\yI7—%Z%EITBE. BEEOTNADE EZIAHIIEE IR
—-OJ4I2 AT Ot Xdb2auditd A A (Unix, Linux)
—EER(CEBROINKDONDOIEEES D
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7‘5 /0 ¢ /\o_yt“a_o
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BEBOY I 7 AILDT—HAT

OEBOVI7AILDT—HAT
SEHPOEBROJ %27 —HA JEBEBROINEZEET B,
F—hAJE=nNEEEOIHMSEEOJOMEEITS,
EEBOT D7 —H+ T I(Zlddb2audit archive OV¥> REFERT B,
P—=HATHEDINR(EIFTA)L hDEEEDOD - 7« LU hUFE(E. db2audit configure arhivepath TIEE 1
oo P—AATJEEOVICRITEMRE=ND,
db2 archive ON¥> R (toAT>3>) THEH/I\REEBEIDCEETES,

m— db2audit —=— configure reset
Audit Configuration }j
describe Audit Log Archive
extract —| Audit Extraction |——— - v
B v — fush =1 i L database — database-name _J L member J L to — archive-path _J B
—————— archive —| Audit Log Archive I—‘ L member-number —J
A e
stop
7
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V—NATEMEFIR(T—HFRX—R - LN)LVEE)

OBEBEOTDOF7—HA4T (GF—IR—=Z-IRNILEE) TO5 4 TEBEOY

7=+ TJainEBEOI) (X
[bashii95@yumiko /home/bashii95/audit/log/active]$ Is -I /home/bashii95/audit/+69/active

-rw------- 1 bashii95 staff 11686 Jun 12 15:1 b2audit.db.SECURITY.Iog.g>
[bashii95@yumiko /home/bashii95/audit/log/active]$ Is -I /home/bashii95/audit/log/archive

db2audit archive database <DB_NAME>MZET

[bashii95@yumiko /home/bashii95/audit/log/active]$ db2audit archive database security
Node AUD Archived or Interim Log File 7—HA T ENEEBEOD D&
Message BfghMIilE=ns
0 AUDO00001€db2audit.db.SECURITY.log.0.2008061221515
AUDOO0OOI Operation succeeded.
7 —NATHROEEOT) (X [ | 7—hIBEBEOY (R CBEENS.

[bashii95@yumiko /home/bashii95/audit/log/active]$ Is -1 /home/bashii95/audit/log/active

[bashii95@yumiko /home/bashii95/audit/log/active]$ Is -1 /home/bashii9s/andit/log/archive

-rW------- 1 bashii95 staff 11686 Jun 12 21:51(db2audit.db.SECURITY.log.0.20080612215157)
IBM RO GHgELGLR G ELELTE S software #
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—NATEmFIE (1> RF>2X - LNILEE)

OEBEOTD7—HAT (A>ARFX-LNILER) 75 TEEOH
7—HA THIDEEOT )X / (1> REFALN)L)

[bashii95@yumiko /home/bashii95/audit/log/active]$ Is -1 /home/bashii95/audit/log/active
-rwW------- 1 bashiio5 staff 8643 Jun 12 22:0&8 db2audit.instance.log.0
[bashii95@yumiko /home/bashii95/audit/log/active]$ Is -1 /home/bashii95/audit/log/archive

db2audit archive MOE{T

V=R TEEOV) (X (CBEEND,

[bashii95@yumiko /home/bashii95/audit/log/active]$ db2audit archive
Node AUD Archived or Interim Log File 7_73’1’7‘;“73%@['7‘@%
AY \ AY
Vessage BfhtfmEns
0 AUDOOOO(abZaudit.instance.Iog.0.20080612220617 >
77— J%0DEENT) (X S
[bashii95@yumiko /home/bashii95/audit/log/active]$ Is -1 /home/bashii95/audit/log/active

[bashii95@yumiko /home/bashii95/audit/log/active]$ Is -1 /home/bashii9
-rW--=----- 1 bashii95 staff 10955 Jun 12 22:0

audit/log/archive
db2audit.instance.log.0.20080612220617

I
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R0 Dt

O BEEBEOJ 0t
BB D77 — - T (ClEdbaudit extract A< > REEHT B,
P—hAJEBEBOVICHUTHEZITD. (707« JEBEOJICH U Textract(FTE/RLY)
F—FME ARSI T D20,
TEXTHZ

DELFZI (delimiter&zi87E L f=text)
— F(Cload 9 Bdhexcel ClERA
— DELERTOEADIGE. XD T 7AILDOESZTIAHSFID/ A ZI18TE 0] 8E
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Db2AUDIT EXTRACT =245 w X

O db2audit extractd>=>>45w DX Audit Extraction
D7 AIERELE file — output il {

w— db2audit —— configure reset DELFERZIETE instance owner
Audit Configuration “TR—— L N
‘ elasc

.
L

describe

J
L delimiter — load-delimiter —J L to — delasc-path —I

L syslog — facility. priority I

ﬂugh .................................. el Ltag_mrd_j Lsplitremrdsize _bym_J

—— archive —| Audit Log Archive }—-
start \‘ -L status

¥

from —»
J_

|

failure
stop L SUCCESS J

X, > J L ( .-
category audit

e e — checking — L status failure

TEE.':H@“%D?ZI U —ZEE —— context — SUCCess

— execute —

b

— objmaint —

— secmaint — Files: 7—h-JEsEOY

— sadmin — o (IDFREER) ZEE.

~—— validate —~
»- L J files — input-log-files -»-
path — archive-path
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eEanJomt (J7-1JL)

OEELI—Fomds  (TJ7-1I)L)

$db2audit extract file "./audit.file' from files db2audit.db.SAMPLE.log.0.20250317200232
AUDOOOOI Operation succeeded.

O#ME T 71ILDOFRS

timestamp=2025-03-17-20.02-
categoryl=EXECUTE;

audit event=STATEMENT;

event correlator=5;

EXECUTEHRZTIU—

STATEMENTZE1T \

EXECUTERZFTIU—T

event status=100; . STAFFERDEEEZHIS U
database=SAMPLE; / 1—T 1R =45,

userid=wt1211; /
authid=WT1211;

session authid=WT1211; J
application id=127.0.0.1.42462.250317110201;
application name=db2jcc_application;

client workstation name=10.44.51.139;
package schema=WT1211;

package name=SYSSH200;

package section=1;

local transaction id=0xb736000000000000;

global transaction
id=0x0000000000000000000000000000000000000000;

uow id=1;

activity id=1;

- RAR—S (TR
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eEEnJomt (J7-1JL)

OB T 7 1ILOFSH

(=)

statement invocation id=0;
statement nesting level=0;
activity type=READ_DML;

ﬁ | EERT—hA b

[statement text=SELECT * FROM t3 WHERE c1=?; |

isolation: CS

statement isolation level=CS;
Compilation Environment Description \

query optimization:5——

DEELANIL N

min dec div 3: NO
degree: 1
SQL rules: DB2

federated asynchrony: 0

reopt: NONE

blocking: BLOCK

SQL math warning: NO
static read only: NO

refresh age: +00000000000000.000000 N
resolution timestamp: 2025-03-17-20.02.01.000000

temporal business time: 0000-00-00-00.00.00.000000000000
temporal system time: 0000-00-00-00.00.00.000000000000

(oam=1

bus time sensitive: YES
sys time sensitive: YES
string units: SYSTEM
extended indicators: YES
intra parallel: FALSE
schema: WT1211

maintained table type: SYSTEM

tenantID: O;

[ rows modified=0; ]

rows returned=1;

value index = 1

BRESRIT

type = INTEGER

INSGA—II—H—1fB

extended indicator = 0;

local start time=2025-03-17-20.02.01.892187;

instance name=wt1211;

hostname=ISEI20241029-

tenant name=SYSTEM;

1945-fun-1;

X EBEBOJRTOEMICDVWTIIREEZSEBODC &
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timestamp=2025-03-17-20.02.01.916310;
category=EXECUTE;
audit eventECOMMIT; |—
event correlator=5;

COMMITZAT

event status=0;

database=SAMPLE;

userid=wt1211;

authid=WT1211;

session authid=WT1211;

application id=127.0.0.1.42462.250317110201;
application name=db2jcc_application;
client workstation name=10.44.51.139;
package schema=NULLID;

package name=SYSSH200;

package section=0;

local transaction id=0xb836000000000000;

global transaction
id=0x0000000000000000000000000000000000000
000;

activity type=0OTHER;

instance name=wt1211;
hostname=ISEI20241029-1945-fun-1;
tenant name=SYSTEM;
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eEano o (DELFZR)

O BT UB(CDELFER(CSV) TR,

EEBICEFNBLOBT—4Hauditlobs T 7 1ILICH I =ND.
audit.del
checking.del
objmaint.del
secmaint.del
sysadmin.del
validate.del
context.del
execute.del
auditlobs
FIAILRTIE, RUIDXFICHTINIOA—FT—23>(“). IRNUXFICHR(, YIMERENS,
delimiter A7 3> %ZFEAL. BEBEOIHISOHMERFIC. T IAI MDEAEXFA NI IXYD (ZESIBF ) #A4—/\—>+ RAJEE
EBLO—-RMNMABROP(CO— RIBDZHDOEREEFETHERAITDIFUVWXYIDXF%, delimiter DRICIBETED. FriuL\O— REXYID
XFEUT, B—DOXF (BIZE ). F/2lF 16 EERERELD 4 XFX MU T (FIZ(E Oxff) Hialge,
FIAILETIE. 7—hAaTJBEBEOT)\XICERRESND.
toATS a3 CTIVINAEIBELT, HH%T+ LU M) ZEIBEDIEE
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pEeAS
on

72 DL

=

i (DELAZR)

O BEEL O— Rl

(DELAZZX)

$db2audit extract{delasc]to 20250317194304 from files(db2audit.db.SAMPLE.10g.0.20250317194304)

AUDO0O000I Operationwcceeded

O e« Lo KU
HFIV-CELCT7AILBMERENS

DELZZA D DIETE

-FW-rw-rw-

-FW-rw-rw-

-FW-rw-rw-

-FW-rw-rw-

-FW-rw-rw-

-FW-rw-rw-

-FW-rw-rw-

-rW-rw-rw-

-rW-rw-rw-

1 bashii95 db2adm
1 bashii95 db2adm
1 bashii95 db2adm
1 bashii95 db2adm
1 bashii95 db2adm
1 bashii95 db2adm
1 bashii95 db2adm
1 bashii95 db2adm
1 bashii95 db2adm

0 Jun 13 02:36 audit.del
28 Jun 13 02:36 auditlobs
801 Jun 13 02:36 checking.del
869 Jun 13 02:36 context.del
620 Jun 13 02:36 execute.del
0 Jun 13 02:36 objmaint.del
0 Jun 13 02:36 secmaint.del

0Jun 13 02:36|sysadmin.de|‘

371 Jun 13 02:36 validate.del

IBM RO GHgELGLR G ELELTE S software
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\ 4

"2025-03-07-
20.26.12.891204","SYSADMIN","LOAD_TABLE",38,0,"S
AMPLE","wt1211","WT1211",,,"*LOCAL.wt1211.25030
7111207","db2bp",,,,,,,,,"CLP

load.sql",,,,,,,"wt1211" ,"ISEI20241029-1945-fun-
1","SYSTEM"

"2025-03-07-
20.26.13.188513","SYSADMIN","LOAD_TABLE",56,0,"S
AMPLE","wt1211","WT1211",,,"*LOCAL.wt1211.25030
7111207","db2bp",,,,,,,,,"CLP

load.sql",,,,,,,"wt1211" ,"ISEI20241029-1945-fun-
1","SYSTEM"
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EBEOTDORADO— R

0 DELASCHEER DT —4S %, Db2 ORICIBINT D ENTES,
o IBINFIBDLROERSEE. T > [Db2 EEBEST — A% RIFITIRDOERK | #518,
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https://www.ibm.com/docs/ja/db2/12.1?topic=logs-creating-tables-db2-audit-data

BEEOTDORADO— R (E171)

O BB SIEMEOIE ( ol ORI e

AF—NZ73T.
SYSADM,SECADM®Dd+
m EBT—JILADRF—ZERK (CTFOTRIERZE5Z D
$ db2 "CREATE SCHEMA AUDIT" ZEEBRD,
DB20000I The SQL command completed successfully.
$ db2 " SET CURRENT SCHEMA = 'AUDIT""

DB20000I The SQL command completed successfully.

m db2audit.ddl X UT bDET
$db2 -tf $HOME/sqllib/misc/db2audit.ddl

UFDF—TILHYERRENS.

Table/View Schema Type Creation time

AUDIT AUDIT
CHECKING AUDIT
CONTEXT AUDIT
EXECUTE AUDIT
OBIJMAINT AUDIT
SECMAINT AUDIT
SYSADMIN AUDIT
VALIDATE AUDIT

e e
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BEBEOTDORADO— R (E171)

O BEB\E>—~SY0o0O—R

LOAD FROM audit.del OF DEL MODIFIED BY DELPRIORITYCHAR LOBSINFILE INSERT
INTO AUDIT.AUDIT;

LOAD FROM checking.del OF DEL MODIFIED BY DELPRIORITYCHAR LOBSINFILE
INSERT INTO AUDIT.CHECKING;

LOAD FROM objmaint.del OF DEL MODIFIED BY DELPRIORITYCHAR LOBSINFILE
INSERT INTO AUDIT.OBIMAINT;

LOAD FROM secmaint.del OF DEL MODIFIED BY DELPRIORITYCHAR LOBSINFILE
INSERT INTO AUDIT.SECMAINT;

LOAD FROM sysadmin.del OF DEL MODIFIED BY DELPRIORITYCHAR LOBSINFILE
INSERT INTO AUDIT.SYSADMIN;

LOAD FROM validate.del OF DEL MODIFIED BY DELPRIORITYCHAR LOBSINFILE
INSERT INTO AUDIT.VALIDATE;

LOAD FROM context.del OF DEL MODIFIED BY DELPRIORITYCHAR LOBSINFILE
INSERT INTO AUDIT.CONTEXT;

LOAD FROM execute.del OF DEL MODIFIED BY DELPRIORITYCHAR LOBSINFILE
INSERT INTO AUDIT.EXECUTE;

B DELPRIORITYCHARMDIETE :
BINARY> — 4~ Z i@ (CXt] D

B LOBINFILEDIEE : 12512
LOB(Z 3 2K ([CHIR=N D,
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BEEOTDORADO— R (E171)

O SQLICKDEAE  GFl(dl BB L /R— MISER)
ARt DRV Z BT I D AT — b A MMl

SELECT TIMESTAMP,APPNAME, APPID,USERID,EXECID
FROM AUDIT.VALIDATE

WHERE STATUS <0

ORDER BY EXECID,USERID, TIMESTAMP,;
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BEEOJDA TR

O BEE/\w J 77 — &Rk
AUDIT_BUF SZ (DBM#gEL/ LS X —4)
0DigE. EHN(ICEBROJVESTAHNMTOND (TIAILE)
Ol EDIZE. FEREAN(CEEBEOIVEZTIAHFNIITHOHNS.

0 db2audit flush1~¥ > RDEFT
JERHEAE— RTIE. BEBL O— RIS XTICEZAENBFIT/I\Y T7—([CANBNBDIDT., L\<DhDL
d— RO B a]gEEN D B,
db2audit flushd<Y> RICEDT. T—INR—X « YA —Zv—(ITEANCEBRL J— ROEZFIAHZEEI a6,
EEBEMEEDF ] 1 —Y —6BF /e, BHRNRERICKIDEFR/\W I 7—%TSvS1FBRBENTES
FP—hHATJEERE, NNy IT7—NDBEFNCTSYVSa1INd,
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RSN TV TOS -2 v EXUKREEK

O SYSPROC.AUDIT_ARCHIVE
B DT —IR-ROEEOY - TJ7 (I ETF—H1TI3
Bl 0O —2v—ZFERLUT. IRNTDT—INR=R - =T >3>0EEOTZT IAIb - T LI KNI —(CF—HA
793
CALL SYSPROC.AUDIT_ARCHIVE(NULL, NULL)

0 SYSPROC.AUDIT _LIST LOGS zZXEJ%X
V—hAJE=NEEEONI "R KT D
Bl : T IAIBDEER—HAT - T4 L ORI —(CHDT—HATWREBEOTZINRNTIURX KT S
SELECT * FROM TABLE(SYSPROC.AUDIT LIST LOGS(")) AS T1

[0 SYSPROC.AUDIT_DELIM_EXTRACT X hF—R.JO>—>v—
P—hAJE=NEEEREOINS., DELERX TOMEZEITD

IBM R0 GHgEU G ELELE LS software .
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Note: SYSPROC.AUDIT_ARCHIVE

>>-AU DIT_ARCHIVE'-(--dil‘eCtOFy——,—-member——) ----------- ><

O directory (AT>32)
V—NATHRREEIT 7 AAILHDESTAFNDT LI KNI—ZEE : VARCHAR(1024)
TALORN)—DT—){—-EICHFEREULTED. A2RIVAMBENCDT 4 LI KNI —(CT7 AV EFRl CEDIRENDD
SIEM NULL FZE@ERIA NI T THDHBE. TIAIL - T LU NJ—ZER

O member (AT 32) \
BT —INR—=X « A)\—BSZEE : INTEGER ‘
IBfTDFT—INR—R « A2 )\—(Cl& -1. IRTDT—HAINR—X + A)\—DEMN(CIE NULL £l -2 #IBFEIT D

O BDE
544 F—H-HLT il

DBPARTITIONNUM INTEGER V—HATHRI7AILDIN—F 1> 3> BES

PATH VARCHAR(1024) T—=HATHRI7AILDT 1 LT NI —{IiE

FILE VARCHAR(1024) 7= THRIT 7 A )LD&REI

SQLCODE INTEGER T 7AILDT —H+ THITHICZ{E LTz SQLCODE

SQLSTATE VARCHAR(5) 7 AIVDT — 1A THITHICZE LTz SQLSTATE

SQLERRMC VARCHAR(70) FOR BIT DATA T7AIDT —HA TFHITHICZE LT sqlerrmc

MEMBER SMALLINT T—=HATHRI7AILDT—IR—=R + A>){— 1D
IBM RO GHgELGLR G ELELTE S software .
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Note: SYSPROC.AUDIT_LIST_LOGS

>>-AUDIT_LIST_LOGS--(~-directory-=-)-=============m==mnmnnmmn ><

O directory (ATJ>32) . .
T— A TRAREB T 7 A IHEBSAENZT A LI RNU—%EE : VARCHAR(1024) ‘ o
F4LORNI DB —LICREL CHD. A RIS AFFEBNTDT 1 LI R~ (LI 7 (L2 E TE3BEND S
518 NULL £2(FZER NV T THDBE. R IAIS - T4 LI N —%EA

O RDfBE
5% F—B LT L
PATH VARCHAR(1024) T—HATRRI7AILDT« LI KN —{IE
FILE VARCHAR(1024) 7 —HA TH/RIT 71 ILDEFI
SIZE BIGINT P—=HATHRI7AILDI 7L - 14X
IBM R0 GHgEU G ELELE LS software #
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Note: SYSPROC.AUDIT_DELIM_EXTRACT

>>-AUDIT_DELIM_EXTRACT--(--delimiter--,--target_directory--,--source_directory--,-->

>--file_mask--,--event_options--)-=---===============-m—mmem-m ><

LV THERSNZRYOXFEISE :  VARCHAR(1)
31£500Y NULL $7E_(¢:’E7\ N> O THBHE. _E%Iﬁﬁﬁb\lztﬂ NDXFEUTEREND

0 target_directory 3
XD Pt )wﬂ%één574 I/O NU—%38E : VARCHAR(1024)
> THDHE. source d/rectory EEUTo Lo KNU-—MMERENS
0 source_director ( ,
T—HA TRHREBOD - T7AIHMRESNBT A LI NJ—%IEE :  VARCHAR(1024)
5125H NULL iT (?I A J/U_Caﬁéiﬁ/\ BEBT IAI |\b‘1§ﬁﬁé’ﬂ5
O file_mask (AT>3>)
D7 IVEMEY BNCDONTDYRY  : VARCHAR(1024) )
SIEO NULL F2(EZERX KU 2T THDHEE. V—X - T LI KNI —DIRTOEROY - TJ7AI)ILh S5 ENns
O event_options (AT>3>)
EDANR> F%?&Hﬂ?%b"i’ “@_ZDX ~U }U%TEE :  VARCHAR(1024)
dblaudit 1—>+ U5+ —DE LR R >F E—KT 3 )
SIE NULL /23R MU T THBIH5E. INRNTOANRY MMt Eansd

SL
\J
\//
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Note : EEEB(CEIT D HYOTR

05 —AINXR=X - LNLEEB(CHATDBEIHRMUTOHNYOIRICERESND,
SYSCAT.AUDITPOLICIES
EB/RNUS—(CBIT DIFHR
SYSCAT.AUDITUSE .
AT 20 SERBEMTONTNIERRI > —DIER

O F—AIR—A(CEESNTVBEBRIS —%RRT S, (SYSCAT.AUDITPOLICIES)

$ db2 -tvf view_AUDITPOLICIES

select substr(AUDITPOLICYNAME,1,16) as AUDITPOLICYNAME, AUDITSTATUS, CONTEXTSTATUS, VALIDATESTATUS, CHECKINGSTATUS, SECMAINTSTATUS,
OBIMAINTSTATUS, SYSADMINSTATUS, EXECUTESTATUS, EXECUTEWITHDATA, ERRORTYPE REMARKS from SYSCAT.AUDITPOLICIES

AUDITPOLICYNAME AUDITSTATUS CONTEXTSTATUS VALIDATESTATUS CHECKINGSTATUS SECMAINTSTATUS OBJMAINTSTATUS SYSADMINSTATUS EXECUTESTATUS EXECUTEWITHDATA REMARKS

ALLPOLICY B B B B B B B B N A
SENSITIVEDATAPOL N N N N N N N B Y A
2 record(s) selected. \
L EBENRAT—FR
B=mA
F = X DH
N=71U
S = BINDH
IBM RO GHgELGLR G ELELTE S software #
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Note : EEEB(CEIT D HYOTR

O0F7—=AIR=X - LN)LEBCEATIBERMUTOHYOTRICRESND.
SYSCAT.AUDITPOLICIES
EB/RNUS—(CBIT DIFHR
SYSCAT.AUDITUSE
AT U B EEEMTENTUVDERRD S —DIEHR

O BEBENMREIGODTVWDIATZ T U MEEERIS —ZKRRID. (SYSCAT.AUDITUSE)

[bashii95@yumiko /home/bashii95/audit/config]$ db2 -tvf view_AUDITUSE

select substr(AUDITPOLICYNAME,1,16) as AUDITPOLICYNAME, AUDITPOLICYID, OBJECTTYPE, SUBOBJECTTYPE,
substr(OBJECTSCHEMA,1,16) as OBJECTSCHEMA, substr(OBJECTNAME,1,16) as OBJECTNAME from SYSCAT.AUDITUSE

AUDITPOLICYNAME  AUDITPOLICYID OBJECTTYPE SUBOBIJECTTYPE OBJECTSCHEMA  OBJECTNAME

ALLPOLICY 100 = SECURITY
SENSITIVEDATAPOL 101 T BASHII95 STAFF

2 record(s) selected.

OBJECT TYPE

S = MQT

T=%=

g = &R

i =58FA] ID
Xx=hroXAFYE-O25F7FX b
JS5>0 = F—HIR—R

IBM RO GHgELGLR G ELELTE S software
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IBM R LGB ELED a8 software

Db2 Warehouse on Cloud/Db2 on Cloud
[CHITREEEREHR

. J

2

. . . . . <551.0h% 2015478, 1.1k 2022448 552.0ik 2025%F18>
HEFD : HERHE. Db2 for Linux, UNIX and Windows V12.1 ZX—XI(CERENTWET,
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Db2 Warehouse on Cloud, Db2 on Cloud CDER

OE:EHA
Db2DEEEEREZED TT —HINR—XR - LRILDEEN AEE
OSSOV RIHMEATERALVZs., Dbt O - v ZFIAT S

Z2ZURL
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https://www.ibm.com/docs/en/db2w-as-a-service?topic=features-auditing-db2-activities

BiEDIE

OBEL 11— RBMAORIET IA )L M TYERR SN TLYS
AUDIT. *2&

OAUDITOENL
POLICYDYERK

ERIEEDPOLICY(AUDIT_ALL)ZFIAAT 2 EETED
— AUDIT_ALLIFI AR TCDEF=EE
AUDITOIN> FCEBEERMIE

f51) AUDIT DATABASE USING POLICY AUDIT_ALL

OBEL J1— RZAUDIT.*ERICLOADY S

EHIR (1502 &) (CLOADZERITI DL DEEBEM YRV Z/FRT D

CALL SYSPROC.ADMIN_TASK_ADD( 'AUDIT_UPDATE', NULL, NULL, NULL, '*/15 * * * *' '"AUDIT', 'UPDATE,
NULL, NULL, 'Periodically update to audit tables’ );

s DEEL 11— RZEKF(CLOADY 5
CALL AUDIT.UPDATE();
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©BARIBMIATAR - IV¥ " Z7Y¥)" (#k) Information Management&h 75




IBM R G e ELED g8 software

Db2 LUW EEEL7R— MMl

2

<%51.0hk 2015578, 1.1k 2022F48 552.0hk 2025%¢18>
DD : HERHL. Db2 for Linux, UNIX and Windows V12.1 ZXR—X(CERENTULET, F F F
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1. &= DERE

ANERIEGERESEREL
TUNRLN?
o CEHE JXZXD—R)\wFx>2?
O DBICH T BIBEEARE  (JCRT— RESELY) o
SR I/EIXVALIDATEDO U TEEE
Validatedft, 160 C (HRDEBHFTU—DL O— REERENS

—CHECKING: DBI(Zxt9 ©CONNECTHERDIRE
—EXECUTE: CONNECTA > ~

—CONTEXT: CONNECTA > |~
KEDAHEEERITNUI KD THINIE. AUDIT POLICY /ERkEF. VALIDATE 51U (CSTATUS FAILUREZIETE 9 D C & CEEAD
PJEZRS I ZENTES,

EBEROEES

$ db2 connect to secdb user XXXXXX using XXxxxxx

SQL30082N Security processing failed with reason "24" ("USERNAME AND/OR
PASSWORD INVALID"). SQLSTATE=08001
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1. &= DERE

O DBICH 9 DiEkekE  (JIRTJ— REREWN)
s iR{E(IValidateh7TUTER

" 30082 (SQL30082N 1 UF1— | S e e

L ENERans. | OPTRLASIGERTERSND.
- e, e e,
TIMESTAMP CATEGORY | EVENT CORREL | sTaTus | paTABASE | USERID | AUTHID | EXECID | NODF | SOPRP | appID appNAME | O0THT
NG %29;;95%'.27%'1034 VALIDATE IACUATTHKE)NT 2 | -30082 | sEcURITY | iwahashi osuser 0 0 232%&727;3%'35'0 db2bp SERVER
NG| 2o 033 | VALIDATE | £OTHERT > | -30082 | SECURITY | iwahashi osuser 0 0 | Densooaeie>08 | db2bp SERVER
NG| 20090023 o5 | vAuaTe | £OTHERT 2 | -30082 | SECURITY | iwahashi osuser 0 0 | Densseaess ™08 | dbabp SERVER
OK| 1000023 oa | vaLDaTE | 2UTHERT 2 0 | SECURITY | iwahashi | LIAMAS | osuser 0 0 | 758199 110490 | db2bp SERVER
CONNECTR#EEL—H — ............... S oSOy A>a1—H—
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1. &= DERE

B IEROKKICEAUT., EestisLie1l—Y -2 &2, Z2DRFCERUEZID,
ITS5—1—R, KBoE#ZzIUI TS
>execid(ZFE4TID): connectZEMERF (C{EA (login) L TLVZ20S1—H5 —ID
>userid: connectDFR(ICIEE L1 —H—ID
>authid: Db2RTI—H —#BIDZHIFERATNDID(A—TF-IDICYY TE=ND)
OS_t(Cd—Y—ID=osusercd4-1>UL
Db2 CONNECT TO DB USER kayoko using xxxx(/{XDJ— k)
Z18TE LTz Sexecid(dosuser, userid(dkayoko 72D

>db2 "select substr(execid,1,10) as “EXECID", substr(userid,1,10) as “USERID", status, count(*) as "%
@R from audit.validate where event="AUTHENTICATION' and status < 0 group by execid, userid,

status"
USERID EXECID STATUS S BR[EIEY
db2instl admusr -30082 1
db2instl ctrlusr -30082 1
kayoko  osuser -30082 1
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2. HEPRDIWAT T "ADT7 IR TERAD L2 MAD

O ¥ERRF T W IDEEEIXCHECKING AT I U TER
VEBRF T w (KRB UTEEE. STATUS <0 ERDTLWDRECARHHER
EDEDIRT7 O =ZRATMMNE. 7O R IT51T (ACCESSATT) Z=MHERL. TOEKEUTY =1
7L ESEE,

EDOLDOSRIBRATIES NS, 7O FEPIEH (ACCESSAPP) THUEZMHRL. TOEKIILITY
—a77)L=8

KBDAHEEERTNUSKNDTIHUE, AUDIT POLICY #ERkEEF, CHECKING/>OUI(CSTATUS FAILUREZ 1S

EIDELEBOTVENHD.

EBEMROEFH

$ db2 "select * from bashii95.staff"
SQLO551N "IWAHASHI" does not have the privilege to perform operation "SELECT"
on object "BASHII95.STAFF". SQLSTATE=42501

$ db2 "select * from bashii95.employee"
SQLO551N "IWAHASHI" does not have the privilege to perform operation "SELECT"
on object "BASHII95.EMPLOYEE". SQLSTATE=42501
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2. ERDIRWAT =T "DV IR

O HERF T v U DESE(FCHECKING HF T U TER

CHECKING
AU
CORRE DATA PKGSC | PKGN | PKGSE | oBisc | oBINA | oBiTY | ACCES | Acces
TIMESTAMP. | CATEGORY | EVENT | [3roe | STATUS | gidf | USERID | TH | APPID APPNAME | PKGSC | PRGN | PKGSE | OBJSC | OB o Aol fpaves
2008-06- CHECK w | 9.188.19 0x000 | 0x000
23- secu | . | A | 8111944 SECUR | DATA | 00000 | 00000
14.25328 | CHECKING | 116 O 2 O vy | Wahashi |4 | 916.0806 | 9P2PP ITY BASE | 00000 | 00400
73171 HI | 2305240 020 000
2008-06- CHECK w | 9.188.19 0x000 | 0x000
23- secu | . | AH | 8.119.44 sqQLC NULLT | sqLc2 | packa | 00000 | 00000
14.25.39.2 | CHECKING 1 & O 3 O vy | Wahashi |4 | 916.0806 | 9P2PP NULLID | 5613 Olp G13 GE 00000 | 00002
32465 HI | 2305240 040 000
2008-06- CHECK w | 9.188.19 0x000 | 0x000
23- _ secu | . | A | 8.119.44 SQLC BASHI 00000 | 00000
1425302 | CHECKING | ING O 3 551 | 2oC) | iwahashi | A0 | S ] dponp nuLLp | S 201 | B2 STAFF | TABLE | 00909 | Do000
92981 HI | 2305240 001 020
2008-06- CHECK w | 9.188.19 0x000 | 0x000
23- ) secu | . | AH | 8119.44 SQLC BASHI | EMPL 00000 | 00000
14.25.45.1 | CHECKING | 116 O 41 351 | pryy | Wahashi | g | 016.0806 | 9P2PP NULLID | 5613 201 | 195 ovee | ™BLE | 00000 | 00000
13443 __ HI | 2305240 001 020
. -551 (SQLO551N — — B LRy i - —
. authorization-ID (&, AT e NS 2 TOTREDRBRV 1Y —(C . ACCESS DENIED
=17 b object-name T KRBDERANDT7 O H Th DD . ' Z
: 18 operation =179 2% L PORRRGTIAT |
- EEROTLEEAL ) . SELECT
IBM oo o software s y =
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3. AT ST hOMER. HIRDES Rz

O AT k. HIFR(FOBIMAINT CEH _
BEDE(T(DDLOFAT) [FEXECUTE (CONTEXT) (C508% )
7\|’7§IU %ﬂEESZL/TCZch(C1¥5Hﬁ??sOD*EBEGDGRANT(ISECMAINT(ZEEﬁ
M\gfdﬂ@@fl w7 (FCHECKINGI(CE2 %

%ﬁ%ﬁ’\]@%ﬁ@ﬁﬁﬁ(&h EXECUT%CONTEXT AOCOMMITL 1— RTHIAT
Ll E@DDLFT. /EF TV, =ERCOMMIT/ROLLBACKZE TlEE—MEvent Correlator(C &> TRES T = IR T D

EBEROBEFEH

$ db2 create table test.tab1(cl int, c2 char(8))
$ db2 drop table test.tab1l
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3. AT 21U bERk. HIBROESR

O AT2x 0 hofepk. BlIBR(FOBIMAINT TES

RDAERRICH DBEBREV IR R F— X DERL

P\

= =T1)— (REEb 7:,3
;'ﬂ'éntDDL(EtEXECUTEjJTj y, (N=EE 245417 p—
| OBIMAINT EorOYT
CATEGOR CORRE | STA | DATA | USER | AUTH | NODE | coor APPN | PKGSC | PKGN | PkGsEc | oBisc | oBIN | :
TIMESTAMP |y EVENT | [aTorR | Tus | BASE | ID ID NUM | DNuM | APPID O AME | HEMA | AME | NUM HEMA | ame | OBITYPE
2008-06- Lﬁgﬁi ¢
23- CREATE SECUR | bashii | BASHI L. sqLC
19.40.42.94 | OBIMAINT | qpgrct @ O 17y 95 195 0 0 '59652'% db2bp | NULLID | 5¢43 0 TEST [ SCHEMA
9738 : 03948
2008-06- : oA @
23- CREATE_ | : SECUR | bashii | BASHI L. sQLC
T0.40.43.77 | OBIMAINT | (REfT— | @ 0| 2K 2 s 0 0 | 19508 | cb2op | NULLID | 33 0 | TEST | TABL | TABLE
3498 03948
B *
2008-06- %, “LocA .
23- DROP_O B SECUR | bashii | BASHI o SQLC
2o 411520 | OBIMAINT | DROF ,-@ 0| 2 2 o 0 0 | 18508 | db2bp | NULLID | 53 0| TEsT | TABL | TABLE
9673 | 03948
el | RE EXECUTE
RLLLLTTY " e
HFTU—A
IBM RO GHgELGLR G ELELTE S software .
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3. AT 21U bERk. HIBROESR

O AT bOERK. BIBR(FOBIMAINT CEEE
FATSNJZDDLIE>EXECUTENFT T —, AT — hAZ MR MESR

AIE  OBIMAINT

HRITAT—hX2

O©BRIBMIATAR" -IV5" Z7UY)" (#K) Information Managementsf

CORRE SESSNAU APPNA | ACTIVITY
TIMESTAMP | CATEGORY | EVENT LATOR | STATUS DATABASE-___:E USERID | AUTHID THID APPID ME TYPE STMTTEXT
200806- | | | i | | “LOCAL b create table e
23- STATEM | i /| s .bas e
EXECUTE @ ------------- 0 | SECURITY/ | bashii95 | BASHII95 | BASHII95 | hii95.08062 | db2bp | DDL test.tab1(cl int, c2
19.40.43.79 ENT g 3103948 i ’
3568 ' char(8))
3298_06_ ................... *LOCAL.bas
EXECUTE COMMIT | & @ """" 0 | SECURITY | bashii95 [ BASHII95 | BASHII95 | hii95.08062 | db2bp [ OTHER
19.40.43.83 :
: 3103948
3515 :
§g98-06- STATEM *LOCAL.bas ¢
EXECUTE @ 0 | SECURITY | bashii95 | BASHII95 | BASHII95 | hii95.08062 | db2bp | DDL drop table test.tab1l
19.41.15.22 ENT
3103948
9571
§g98-06- *LOCAL.bas
EXECUTE COMMIT @ 0 | SECURITY | bashii95 [ BASHII95 | BASHII95 | hii95.08062 | db2bp [ OTHER
19.41.15.27
7 3103948
515
IBM R0 GHgEU G ELELE LS software #
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3. AT 21U bERk. HIBROESR

O DDLEITICEAL T, AUTHIDZ &S AT T hOER. BIBR. RBIZECDWTHEIN. KB, ATZT T bDIAF—N. &I
FATZIARTD

>db2 "select substr(authid,1,10) as authid, event, status, substr(objschema,1,16) as

objectschema, substr(objname,
1,16) as objectname, objtype from audit.objmaint group by authid, event, status,

objschema, objname, objtype”

AUTHID EVENT STATUS OBJECTSCHEMA  OBJECTNAME OBJTYPE
DBUSR1  CREATE_OBIJECT -552 DBUSR1 SCHEMA
DBUSR1  CREATE_OBIJECT -552 DBUSR1 TEST TABLE
DBUSR1  CREATE_OBIJECT 0 MONUSR TEST2 TABLE
DBUSR1  DROP_OBIJECT 0 MONUSR TEST2 TABLE
MONUSR CREATE_OBIJECT 0 MONUSR SCHEMA
MONUSR CREATE_OBIJECT 0 MONUSR SALESFACT TABLE
MONUSR CREATE_OBIJECT 0 MONUSR TEST TABLE
MONUSR DROP_OBIJECT 0 MONUSR SALESFACT TABLE
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4. F—HTICRCHT BEE w7,
P2

T—HHEA?

O ATZTOMMDT—IT7ILAFEXECUTERFTTYU—-THYS
STATEMENTARY MNIFETD

® /f%?(—%_%—jj—\ TRA RE 95103'43%% CB I DIEA. AUDIT POLICY{ERkEE. EXECUTEADSTTIY —I(CWITH DATAA
> 3> =BT o
_Eé%%ﬁ%liﬁc‘:(iﬁw EXECUTE X Diz&(F. BEBEOIHMNKRFEAN TRRESNDRIC 1 AR MDA EEITICHED T
~ o
1 THDOL O— REEZRANRD MIDOWTERLTED ., AR MIC(FFE—T— X STATEMENT A'&FEN 3. B
% ﬁiDd)leD(a;\TA{ \b?xi—ﬁé— c X—H—VRABREECDNT, INSA=ESG-&IC 1 17Z2FERALUTEIRUET . CNSDITDAR MI(C(E.
EF’“IZI/JD\ I//‘I'\ I\R:‘:ﬁfﬁméﬂ%ﬁ”(i Ld— K& 117127337, [Statement Valuel (CIFERDIBENERRESND. DATA F—J—
E’iﬁb \7' W>r—27) l/(c_IZEIE LTCAUDIT9BCET. BB < T3,

(49'] 2)  #BFHAGERH SQL
AR YN f

<o char role[8],
con = DriverManager.getConnection(url, "bashii95",

"bashii95"); strcpy (role argv([3]);
pstmt = con.prepareStatement(“SELECT NAME FROM
BASHII95.STAFF WHERE ID >= ? WITH UR"); con = DriverManager.getConnection(url, "bashii9s",
pstmt.setInt(1,10); "bashii95");
rs = pstmt.executeQuery() EXEC SQL DECLARE c1 CURSOR FOR
et SELECT name, dept FROM BASHII95.staff WHERE
job=:role

FOR UPDATE OF job;
EXEC SQL OPEN c1;
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A7 OTCXA I DER

4. 57—

HTSTD IADF =BT IEREE XE CUT ENFTU—THIS L
STATEMENT AX2KNIEFHTD
WICT TR By N ) J—
IPTZRLRE ' AT—bhXZ b
CATEG CORREL STA DATA USER AUT SESSN:&"-‘ PKGSC ACTIVITZ"&. STMTISOL
TIMESTAMP ORY EVENT ATOR TUS BASE D HID UTHID APPID APPNAME HEMA PKGNAME YTYPE :| STMTTEXT ATIONLVL
: .
2008-06-
SEC BAS 9.188.198.1 . SELECT NAME FROM
o vaasa | | WA 5| 100 | URIT | 283" | HIr | S0SPH | 1o35508.08 | SPAJC P | MM | sysshaoo | GPAP-D | BASHIIOS.STAFF UR
< 54388 Y 95 062318444 WHERE ID (2 WITH UR
CATEG CORREL STA DATA USER AUT SESSNA PKGSC ACTIVIT STMTVA STMTVAL .
TIMESTAMP | oy~ | EVENT | aATor | TUS | BASE | 1D HID | UTHID | APPIP APPNAME 1 pema | PKGNAME 1 vrvpe LINDEX | TYPE
2008-06-
SEC BAS 9.188.198.1 ;
24- EXEC | STATE bash BASHII SMALLI 3
03.44.48.4 | UTE | MENT > | 100 | URIT 1jjgs | RII | o5 19.35398.08 NT 94
% 95 062318444
sa388 | | | | Y {7 | (7 o|oes&s il
\l T B I
s fEE=NZE
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ SNSA—H T H— BRI
TICDZ> Cacixend
) BEBELO— ROFNS—EDIDOHEDHL THEHE LFT .
1:1"} Information Management ELTEL =l 33z B
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4., ?T' 49 ‘C7tz;ch_ng§_%5

o (B2) %H%*LH##E’JSQL AR
TOUSLDBIA TSI MDT —FT7ILRFEXECUTEAFIU—THYS LT
STATEMENT AR KNIFEHITS

[ CATE SO DATA AUTH | SESSNAU APPNA | PKGSC | PKGN | ACTIVITYT
TIMESTAMP | Gopy | EVENT | ELAT | STATUS | gace | USERID | 1y > APPID o PROSC | PRGN | ACT STMTTEXT
2008-06- 9.188.198.1 DECLARE C1 CURSOR FOR SELECT
25- EXEC STATE SECU .. BASH : : : fch_au | BASHII FCH_ name, dept FROM _BASHII95.staff
19.08.12.7 | UTE | MENT > O | pery | DasNii®S | ;g5 | BASHII9S Soaph32 | dit 95 aupl | REAP-DML | \yLERE job=CHO000® FOR
82900 UPDATE OF job -
CATEG CORRE DATAB AUTHI SESSNAUT APPNA PKGSCH PKGNA ACTIVITYTY -
TIMESTAMP ORY EVENT LATOR STATUS ASE USERID D HID APPID ME EMA ME PE STMTVALINDEX STM_:TVALTYPE
2008-06- ;
9.188.198.1
25- EXEC | STATE SECU ) BASH
2512 | e | wan 5 o | 32 | bashios | BA9H | BasHIos | 19.41132.0 VARCHAR
8062510081
82900 o
AR RERICRAS T |
BHFREND
F) BEBLOI— ROBFHMNS—EBDOIFOHERDODH U TEHLET,
1:1"} Information Management B EIL - e ¥z R
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5. 4518, 1&EfED5ZE. AUTHIDZEEODOERE RERMERSE 2

I—YY—h9IxEL?

O (B11) %5iE, IERDSE
SECMAINT AU —TE® ) )
S8 & IHERDIERAIZPRIVAUTH I o« —)L R%&FER, Bk TSR

——[E (CZBDERNGRANT, REVOKES N/ &= (d, PRIVAUTHOMEFAND GRIEFD) (C723
EXECUTEATOU—ICETON RHEHNS

—CORRELATOR CRiE#E{11F 3, e
CHECKINGH> U —(CEHERFTvIDL 11— RBEEHNND

O GRANT/REVOKE®DA

SECMAINT

CORRE | STA | DATA AUT oBISC | oBINA | OBITY | GRAN | GRAN | GRANT GRANT
TIMESTAMP | CATEGORY | EVENT | CORKE | STR | PATA | yserip | AT | apPID il vt o ORAN | SRAN | SRANE | privAUTH | SRANT.
2008-06-24- *LOCAL.ba
17.12.53.66 | SECMAINT | GRANT G| o | EY | bashios | BLH | shiios.os0e | BESHI | starr | TaBLe | BOSMT | IWAH | ygpp | OX0000000 g

RITY 1195 95 195 ASHI 000000200

6172 N 24081113
2008-06-24- *LOCAL.ba
17.14.09.32 | SECMAINT |/REVOKE ®| o o) | pashios | P3| shios.osoe | on>" | stare | TaBLE | DT | QEAR | user | 0000900 | usEr
6212 e 24081113 0

STAFFZ(C3t U CGRANTEE(C

SELECTRRERTS —REEXECUTEICH <
STAFFZ (C3t U CGRANTEED 0x0000000000000200 =Table | v s
5SELECTH#ERZREVOKE SELECT 1#RZEKY D.
IBM RLICIn eGP ENEN g E S software ’ o 54
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5. ¥5t&. 1#ERDS5E. AUTHIDEZEED

O (B11) 518, HEROS5E

SECMAINTAHJU—TEHE
EXECUTEADOU—(COY> RIEHNMND

—CORRELATORTREH1T Do

O GRANT/REVOKE®D/!  DBTESECMAINTAS#<
RITFRT— hAS M
EXECUTEAZF U (CET4%
TIMESTAMP CATEGORY EVENT g.?ggEL STATUS DATABASE USERID AUTHID SESSNAUTHID ACTIVITYTYPE STI}"i'I_I'EXT
o
2008-06-24- . grant select on table
171253691415 EXECUTE STATEMENT @ 0 | SECURITY | bashii95 BASHIIO5 | BASHII9S DDL bashiios staff to iwahashi
2008-06-24- .
17.12.53.739312 EXECUTE COMMIT @ 0 | SECURITY bashii95 BASHII95 | BASHII95 OTHER
2008-06-24- . revoke select on table
17.14.09.347978 EXECUTE STATEMENT @ 0 | SECURITY bashii95 BASHII95 | BASHII95S DDL SR E T e vl el
2008-06-24- .
17.14.09.395883 EXECUTE COMMIT @ 0 | SECURITY bashii95 BASHII95 | BASHII95 OTHER
1:10 8 Information Management B El(- ’ m E.
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5. ¥51&. 1ERD5ZE. AUTHIDZEEDEE

O (fl12) SET SESSION AUTHORIZATION
SECMAINT CEHE _ \
L O— ROEMNDIGFRIBEDOFFE. HERODSZELRAU

SET SESSION AUTHORIZATION®

set session authorization(C &> T bashii95®m
¥R TERE IR, :

$ date; db2 "set session authorization bashii95"
Tue Jun 24 18:20:54 ]JST 2008
DB20000I The SQL command completed successfully.

$ db2 "select count(*) from bashii95.staff"

IBM RGO ENLLRELED E G S software
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5. ¥51&. 1ERD5ZE. AUTHIDZEEDEE

O (fl2) SET SESSION AUTHORIZATION EfTRFDEEEOY
SECMAINTI(CZ” SET_SESSION_USER"A > MRS ND.
EXECUTERFTIU—ICEITUZRAT— b X2 MAEEREND.
ZD(FMCHECKINGHF I U —(CEEEHFREND,

rm———— SEC_MAINTbU_‘j‘U—(:\
- SET_SESSION_USER’I//\‘.\/ ~
TIMESTAMP CATEGORY EVENT E,EA)'IE{CI}IE STATUS DATABASE USERID AUTHID APPID GRANTEE GRANTEETYPE PRIVAUTH
.
2008-06-24- SET_SESS . . 9.188.198.119.619 0x000000000
18.20.54.992543 SECMAINT ION_USER 5 0 SECURITY iwahashi IWAHASHI 42.08062409173 BASHII95 USER 0000000
- CORRE SESSNAU ACTIVITY
TIMESTAMP CATEGORY EVENT LATOR STATUS DATABASE USERID AUTHID THID APPID APPNAME TYPE STMTTEXT
2008-06-24 STATE 9.188.198.119.61 526 SESElOn
18.20.55.012049 EXECUTE MENT 5 0 SECURITY iwahashi BASHII95 BASHII95 9;12.0.8062.4092.173 db2bp OTHER authquzatlon
bashii95
s

EXECUTEDNFT O U —(CFITRAT— KX | oo
>k

IBM R GLHnEHGLR U ELEDE LS software # m
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5. ¥51&. 1ERD5ZE. AUTHIDZEEDEE

O (f12) SET SESSION AUTHORIZATION#&MD#&ER TDERF7 Iz X
SET SESSION AUTHORIZATIONZEM Uz 11— —DEDERDIEEIE. AUTHIDIFZERE L/ZID, USERID(FE EDIDTRFREND IS, ERFD
AuthIDICEAD DR ELEDI Y —ZHRFE T D N AkEE

e————————— SETSESSION AUTHORIZAION,’{&

B e M P e
EXECUTE I D1—Y
CORRE SEE ACTIVI STMTISOL | COMPEN | ROWSM
TIMESTAMP CATEGORY | EVENT | Pt | STATUS | DATABASE | USERID | AUTHID HIAST APPID ACTIL | sTmTTEXT ATHIOL | GORPEN | ROWSM
. . 9.188.198.1 select
200800 o8 166 | EXECUTE | STATE 9 0 | SECURITY | iwahashi | BAsHmos | SESFI | 196104208 [ REAP— | count() from | cs 0 1
-21.02. 062409173 bashii9s. staff
CHECKING
TIMESTAMP CATEGORY | EVENT Eﬂfgg STATUS | DATABASE | USERID | AUTHID | APPID OBJSCHEMA | oBINAME | oBITYPE ACCESSAPP ACCESSATT
2008-06-24- CHECKING 9.188.198.1 0x0000000000000 | 0x00000000000020
CHECKING 6 0 | SEcURITY | iwahashi | BASHII9S | 19.61942.08 | NULLID SQLC2G13 | PACKAGE
18.21.02.261127 _OBJECT 040 00
062409173
2008-06-24- CHECKING 2.188.198.1 0x0000000000000 | 0x00000000000000
CHECKING 6 0 | SECURITY | iwahashi | BASHIIOS | 19.61942.08 | BASHIIOS STAFF TABLE
18.21.02.306171 _OBJECT 010 20
062409173
9.188.198.1 SYSDEFAU
fgofl'%%'%‘gé‘ﬂ CHECKING cggjcgge 7 0 | securiTY | iwahashi | BASHIIOS | 19.61942.08 LTUSERWO | WORKLOAD 86(2’000000000000 8600000400000000
-21.02. - o 062409173 RKLOAD .
SETSESSION AUTHORIZAIONA&E®D - WORKLOAD (WLM)(Zx1 33
I—Y—ERTFTvVvIIND USAGEHEREF TV
1:1"} Information Management B EIL - e ¥z R
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5. ¥51&. 1ERD5ZE. AUTHIDZEEDEE

B EfTSNk. FE ERO5E. Ty 3 > HROAUthIDEEZERSIC X

select

timestamp,

status,

substr(event,1,16) as event,
substr(authid,1,10) as AuthlID,
substr(objtype,1,10) as ObjectType,

substr(objname,1,10) as ObjectName,

substr(objschema,1,10) as ObjectSchema,

substr(userid,1,10) as UserlID,

substr(grantor,1,10) as grantor, substr(grantee,1,10) as grantee, privauth
from audit.secmaint
where event in ("GRANT', 'REVOKE', 'SET_SESSION_USER")
order by TIMESTAMP
TIMESTAMP EVENT USERID AUTHID STATUS OBJECTTYPE  OBJECTSCHEMA  OBJECTNAME GRANTOR GRANTEE PRIVAUTH
2008-06-24-17.12.53. 666172 GRANT bashii95  BASHII95 0 TABLE BASHI 195 STAFF BASHII95  IWAHASHI ~ 0x0000000000000200
2008-06-24-17.14.09. 326212 REVOKE bashii95  BASHII95 0 TABLE BASHI 195 STAFF BASHII95  IWAHASHI  0x0000000000000200
2008-06-24-18. 20. 54. 992543 SET_SESSION_USER iwahashi  IWAHASHI 0 NONE - - - BASHI195  0x0000000000000000
2008-06-25-11. 27. 23. 155496 GRANT bashii95  BASHII95 0 TABLE BASHI 195 EMPLOYEE BASHII95  PUBLIC 0x0000000000000200
2008-06-25-11. 27. 43. 881203 GRANT bashii95  BASHII95 0 TABLE BASHI 195 EMPLOYEE BASHI195  DB2SEC 0x0000000000000200
2008-06-25-11. 28. 10. 970974 REVOKE bashii95  BASHII95 0 TABLE BASHI 195 EMPLOYEE BASHII95  Db2SEC 0x0000000000000200
2008-06-25-11. 28. 20. 934233 REVOKE bashii95  BASHII95 -567 TABLE BASHI 195 EMPLOYEE BASHI195  PUBLIC 0x0000000000000200
2008-06-25-11. 28. 39. 730331 REVOKE bashii95  BASHII95 0 TABLE BASHI 195 EMPLOYEE BASHII95  PUBLIC 0x0000000000000200
2008-06-25-11. 30. 04. 156214 GRANT bashii95  BASHII95 0 DATABASE - SECURITY BASHI195  IWAHASHI ~ 0x0004000000000000
2008-06-25-11. 30. 24. 623158 REVOKE bashii95 BASHII95 0 DATABASE - SECURITY BASHI195  IWAHASHI ~ 0x0004000000000000

10 record(s) selected.
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6. EIEEERIEFOER
EWEER, /(D—1—H—

O BSEEER CET S BIEIZSYSADMINAT T U — CEE X3, CANIE T E
SYSADM. SYSMAINT. SYSCTRUEENMNE & =NDIEOEITHE

O DBL AL TOEE

SYSADMIN

TIMESTAMP CATEGORY | EVENT CORRELATOR | STATUS | DATABASE | USERID AUTHID APPID

2008 a1 SYSADMIN | PRUNE_RECOVERY_HISTORY 3 0 | SECURITY | bashiios BASHIIOS | (oOshL-Dasios.0
B e oes SYSADMIN | BACKUP_DB 3 0 | SECURITY | bashiios BASHIIOS5 ;ngggﬁ%sshggio
B O 360 SYSADMIN | LOAD_TABLE 31 0 | SECURITY | bashiios BASHIIO5 ;ng?gﬁ%sfg%'o
ig.of?: %6321579 426 SYSADMIN LOAD_TABLE 49 0 | SECURITY bashii95 BASHII95 ;ng?gﬂaosfggs'o
B O 1 SYSADMIN | CREATE_TABLESPACE G) 0 | SECURITY | bashiios BASHIIs | cOSALDashioo.0
O e SYSADMIN | DROP_TABLESPACE Gd 0 | SECURITY | bashiios BASHIIs | COSALDashifs.0

| SREEXECUTEIC#:<
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6. BIEEERIZFORER

O BEEER CTERITSNIIREESYSADMINAT T —(CTERTESD.,

ERDRFT— b A MIEXECUTERFT T U —TC—EMERTES

O DBLANILTOEE

CORRE

SESSNAU

O©BRIBMIATAR" -IV5" Z7UY)" (#K) Information Managementsf

TIMESTAMP CATEGORY EVENT LATOR STATUS | DATABASE USERID AUTHID THID APPID ACTIVITYTYPE STMTTEXT
2008-06-25- " *LOCAL.bashii95
13.43.17.111358 EXECUTE STATEMENT 31 0 | SECURITY bashii9s BASHII95 BASHII95 080625044016 LOAD
2008-06-25- - *OCAL.bashii95
13.43.33.199534 EXECUTE STATEMENT 49 0 | SECURITY bashii9s BASHII95 BASHII95 1080625044016 LOAD

. create tablespace
2008-06-25- - *LOCAL.bashii95
13.45.16.413787 EXECUTE STATEMENT @ 0 SECURITY bashiios BASHII95 BASHII95 080625044016 DDL tsl mangged by

automatic storage
2008-06-25- - *LOCAL.bashii95
13.45.27.718980 EXECUTE STATEMENT @ 0 | SECURITY bashiios BASHII95 BASHII95 080625044016 DDL drop tablespace ts1
1:1" Information Management ELLVIE L - e ¥z R
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6. EEAMEREFEDET (1> XFAXLANI)

O EREER CTERITSNITEREESYSADMINAFT U —(CCEBRTE D,
SYSADM. SYSMAINT. SYSCTRLIERNHE & SN DIRIEDEITH
ARV ALANIVDEEICEITFRSND AR hEHD.

O A2RIALNILTOEE

| SYSADMIN
TIMESTAMP CATEGORY | EVENT CORRELATOR | STATUS | DATABASE | USERID | AUTHID | NODENUM | COORDNUM | APPID APPNAME
fg_og %60'5‘51'3 ca5 | SYSADMIN | FORCE_APPLICATION 2 0 bashii95 | BASHIIOS 0 0 foLg)%Ast'gjig‘g)%S db2bp
fg?ﬁ;fﬁ'%%'l762 SYSADMIN | ACTIVATE DB 2 0 | sEcURITY | bashiios | BASHII9S 0 0 TOL&%AZLS'(*)’Z?TES db2bp
%gf)ﬁfzsz_.zsiésze SYSADMIN | DEACTIVATE DB 2 0 | SECURITY | bashiios | BASHIIOS 0 0 iKOLSOOCG/ZI:S.(t))ZiTZ%S db2bp
fg?fég%'_i; 406 | SYSADMIN | UPDATE DB_CFG 6 5153 bashii95 | BASHII9S 0 0 ikoLs?()CsAzL5'ct))2iT;955 db2bp
fg?féfngsbes% SYSADMIN | UPDATE DB _CFG 8 0 bashii95 | BASHII95 0 0 fOL&%AZLS'gjiT;%S db2bp
.
— FORCE APPLICATION, ACTIVATE,DEACTIVATE, UPDATE DB CFG
REFA RIS AL TOEE(CTHREINS
IBM RO GHgELGLR G ELELTE S software #
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7. EEBREEDER

O BEEBRBERZEELLDSELIEES
AUDITHZIU—(CTCEETD

m RFEDAUDITRE TR T D

$ db2 -tvf auditchk.txt
select substr(AUDITPOLICYNAME,1,16) as AUDITPOLICYNAME, AUDITPOLICYID, OBJECTTYPE,

SUBOBJECTTYPE, substr(OBJECTSCHEMA,1,16) as OBJECTSCHEMA, substr(OBJECTNAME,1,16) as
OBJECTNAME from syscat. AUDITUSE

(C. EDOXDREEEL O— RHEERENDIN, °
*

AUDITPOLICYNAME AUDITPOLICYID OBJECTTYPE SUBOBJECTTYPE OBJECTSCHEMA  OBJECTNAME POLICY#ZREMOVE L.
———————————————————————————————————————————————————————————————————————————————————————————————————————————————— EEZFLE
ALLPOLICY 100 - SECURITY

| SENSITIVEDATAPOL 101 T BASHII95 STAFF J

B STAFFROEEZFILET D,
$ date; db2 "audit table bashii95.staff remove policy"

Wed Jun 25 15:26:16 JST 2008

$ db2 -tvf auditchk.txt
select substr(AUDITPOLICYNAME,1,16) as AUDITPOLICYNAME, AUDITPOLICYID, OBJECTTYPE,

SUBOBJECTTYPE, substr(OBJECTSCHEMA,1,16) as OBJECTSCHEMA, substr(OBJECTNAME,1,16) as
OBJECTNAME from syscat. AUDITUSE

AUDITPOLICYNAME AUDITPOLICYID OBJECTTYPE SUBOBJECTTYPE OBJECTSCHEMA

SECURITY

OBJECTNAME

ALLPOLICY 100

OSSN -

IBM QLG EHGLRELED E GG software
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7. EEBREEDER

O BEEEHRBERZEELLDEUEHZE(IC. EOXDSREEL I— RHARRENDIH.
AUDITHZTIU—(CCEETD
FITSNIEAT— b A2 MIEXECUTERFOU —THERTE S

AUDIT@DREMOVERM THNIZ

POLAS
/] CORRE STA DATABAS APPNAM POLNAM POLASSOCS POLASS POLASSOCO
TIMESTAMP CATEGORY EVENT LATOR TUS USERID AUTHID E APPID E E JS_IQYCP%B UBOBITYPE OCNAME BISCHEMA
-
2008-06- *LOCAL.
25 AUDIT ALIBTT_5 40 0 | db2sec DB2SEC SECURITY bashii9s db2b \S/EgiITTAI T STAFF BASHII95
15.26.16.23 EMOVE .080625 P POLICY
6786 060827
CORRE STA DATAB SESSNA APPNAM PKGSC ACTIVITYTY
TIMESTAMP CATEGORY EVENT LATOR TUS ASE USERID AUTHID UTHID APPID E HEMA PE STMTTEXT
2008-06- *LOCAL. audit table
25- STATEME SECURI bashiios. BASHI -
15 26.16.26 | EXECUTE NT 40 0|3y db2sec DB2SEC DB2SEC | g0g250 | db2bp 195 DDL bash||95.sta_1ff
1084 60827 remove policy
L
%1_}3“7—::] 7\/ H .......................................
IBM RGO ENLLRELED E G S software .
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