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4 5 5

/logs

A A HBEES

GET
EHB2H
28 athH
<>
ARAEES
AR EERS atHH
200 [FIfE R E ST HRN2RES - 2IRFEAE
SEMHIHEEB S ©
401 BT SRR i |
403 BT ARIETIHE -
406 FESZITTE N HREE £ AR N R ©
500 BAENEER o MFAHBEN © FES BB o
503 fAIRRPS ARG HEIAEH o NFEAERER @ S5 2% N
FEEGH o
4 =|
1
"type": "array",
"minItems": 2,
"uniqueltems": true,
"items": [
"type": "object",
"required": ["type","id", "href" ],
"additionalProperties": true,
"properties": {
"type": § "enum": [ "ref" ] %,
"id": § "enum": [ "events", "debug", "recipients" ] %,
"href": "string"
&
3t
]
&
il
Request: GET /logs
Response: 200 OK
[
1
"type": "ref",
"id": "event",
"href": "/rest/logs/events",




"type": "array",

"minItems":

"uniqueltems": true,

"items": [

1

0,

"type": "ref",
"id": "debug",
; "href": "/rest/logs/debug",
i
"type": "ref",
"id": "recipients",
; "href": "/rest/logs/recipients",
]
/logs/events/
IR B R FE
GET
EHSH
28 At A
event_type BT A B AR L R A B e — (R DA R
RFERZERNHEEEE o K ZIREEFERAE o
#iff : event_type=audit&event_type=system
order NEFFAE > AR E A "descending” @ HIl & R HT 5
AT AT © $if : order=descending
RN TER
AR At AH
application/json F4 H 7 R P BRI Y 2R
text/csv APl H 56 E IR E B S FR{E (CSV) ik
AREERS
AREES At AH
200 M EF RS RS H M R FZH S HEEA—E 5
& o MIREHEREIER LIRAMHEMFHGE > Bl g
REER o
400 BUTERMERNIENE ©
401 BUTESRARK B
403 BT B R RE -
406 P SZAEER IR E £ AR NSRS ©
500 BHENEREEGR o WIFEAERAER » A2 BT o
503 fRIARZS AR ST A o ANTRAHRAEGN © A2 RE
fEEEH o
4=
i
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"type": "object",
"required": ["type", "sequence_number", "event_id", "source",

"event_type", "severity", "timestamp", "message_args", "redacted" ],

"additionalProperties": false,
"properties": {
"type": § "enum": [ "event" ] %,
"sequence_number": {
“type": "number",
"multipleOf": 1,
"minimum": 1

"event_id": "string",
"source": "string",
"event_type": { "enum": [ "AUDIT", "SYSTEM" ] %,
"severity": § "enum": [ "DEBUG", "INFO",
"WARN", "ERROR", "CRITICAL" ] %,
"timestamp": {
"type": "number",
"multipleOf": 1,
"minimum": ©
Fo
"message": "string",
"message_args": {
"‘type": [ ”aIIay” ]'
"minItems": O,
"uniqueltems": false,
"items": [ ¥ "type": [ "number", "string",
"boolean", "null" ] % ]

§o
"redacted": "boolean"

i)
Request: GET /rest/logs/events?event_type=audit&event_type=system
Response: 200 OK

[

i
Il.typell : Ileven.tll ,
“sequence_number": 12,
"event_id": "OX00020003",
"source": "localhost",
"event_type": "AUDIT",
"severity": "INFO",
"timestamp": 1442947787281,
"message_args": [ "admin", "policy255" ],
"redacted ": false

}I

1
"type": "event",
"sequence_number": 14,
"event_id": "Ox00220334",
"source": "192.168.4.234",
"event_type": "SYSTEM",
"severity": "CRITICAL",
"timestamp": 1442947787282,
"severity": "CRITICAL",
"message": "Policy %s could not be applied: RC %s",
"message_args": [ "policy255", 23 ],
"redacted ": false

¥

]

/logs/events/{sequence_number}

fE A
GET



28 At

<>

AREEES

HREERS At

200 0] JE = 380 & 75 A URL {sequence_number} 3 55
HIE 1 o

401 BUTESRARLE @B

403 BT B ARSETZIRE o

404 HAF|BAFTHEE {sequence_number} FJ5H: HiZ
HeRTth A FTE

406 P AT TR E 232 SR N AR o

410 AT BA ST {sequence_number} KIS H-H%
HOSeAT G A7

500 P ERFHAR o AITRMHBAE > FH 2R E SR -

503 Eﬁg%ﬁﬂﬁi‘%ﬁ?{:ﬁﬁﬁ o WNIFAHBAE N @ sE2BIE G

] =]

H2 B event log £ 54 H

gl

Request: GET /rest/logs/events/12

Response: 200 OK

i
"type": "event",
"sequence_number":
"event_id": "0OX00020003",
"source": "localhost",
"event_type": "AUDIT",
"severity": "INFO",
"timestamp": 1442947787281,
"message_args": [ " i "1,
"redacted ": false
3
/logs/debug/
ZIRFREE H sk
GET
EHBH
28 atHH
<fE>
ARAEES
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ARRERS At
200 [ElE SRR E BT Hel 2 IRES - 2N
SEMHFBEEES -
401 BUTESRREIA I
403 BT ARIERZIHE -
406 P SZ ISR AN JH R E 22 SR N AR o
500 LIS o AFTAHREE R > S5 S RS AR o
503 RS IS S TEAE o ANRAERAE R - A2 RS,
feREH o
] =]
{
Iltypell : “aIIay“ ,
"minItems": O,
"uniqueItems": true,
"items": [
"type": "object",
”quuiIed": [Iltypell' ”id”, ”hIef” ]'
"additionalProperties": true,
"properties": {
"‘type": { ||enum||: [ ”Ief” ] }'
"id": "string",
"href": "string"
b
&
]
b
&f5l
Request: GET /rest/logs/debug
Response: 200 OK
[
{
Iltypell © “Ief“ ,
"id": "bundleAll.log",
"href": "/rest/logs/debug/bundleAll.log",
o
{
”t ype": "ref",
d”' "bundleWarnPlus.log",
. "href": "/rest/logs/debug/bundleWarnPlus.log",
]
/logs/debug/{log_id}
fERIFREE H sk
GET
EH2H
28 At
<Hik>
ARAERE

H b
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HRRERS AL

200 (] JEE 3= B8R A 28 LU R BB T U B PR e BR
HEEH AR > BT —EFE o
401 BUTE SRR BB R ©
403 AT F 3 R o
404 HAZIEAFHEE {log_id} FIHEE
406 FESZITEH N H R E 2532 SR N RS ©
500 B NTREETR o ANFRMHRAEGN © S5 2 R -
503 FINRZE ARSI o ANFRAHRAE RN © A2 BB,
FEEGH o
=
1
“type": "array",
"minItems": O,
"uniqueItems": false,
"items": [
t "type": "string"
]
3
il

Request: GET /rest/logs/debug/bundleAll.log
Response: 200 OK

"1r22 Sep 2015 13:09:38 [INFO ] c.s.a.f.l.LogConfigurator(LogConfigurator.java:42)
Logs Configured",

"22 Sep 2015 13:09:38 [INFO ] c.s.a.f.b.BundleValidator(BundleValidator.java:37)
I

"22 Sep 2015 13:09:38 [INFO ] c.s.a.f.l.Actlvator(Actlvator java:35)
Starting Loggeref"
]

/logs/recipients

P Habl &

GET

B2
28 Hrla]
<JiE>

ARRERS
HRBERE shiAA
200 [0 T B8 0 & A B0 B RS H stk &
401 BUTE SRR HHE R ©
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403 BUTIEFH B ARIESZIRE -
406 FESZ IR WA JH R 252 SR IN AR ©
500 BAENEER o MFAHBEN © FE2 BB o
503 AR RS S IEAE ) o ANFBAEBAE R - A2 RS,
FERTH o
=]
1
"type": "array",
"minItems": O,
"uniqueltems": true,
"items": [
1
"type": "object",
"required": [ "type", "id", "transport", "user",
"password", "host", "port", "email", "security", "actions", "format" ],
"additionalProperties": false,
"properties": {
"type": { "enum": [ "event-recipient" ] %,
"id": "number",
"transport": { "enum": ["syslog"] %,
"user": "string",
"password": "string",
"host": "string",
"port": "number",
"email": "string",
"format": § "enum": [ "LEEF", "CADF-CSV", "CADF-JSON", "CEF"] %,
"security": { "enum": [ "none", "SSL", "TLS"] %,
3
¥
]
3
il
Request: GET /rest/logs/recipients
Response: 200 OK
[
1
"type": "event-recpient",
"id": 4,
"transport": "syslog",
"host": "sfc.ibm.com",
"port": 5687,
"security": "none"
3
]
POST
EHSH
2 At A
<fm>
ARAENE
IRRENS At BH
201 CEN I o MEFSEHE R AR FEE R URL ©
400 BRSO IURIERE o« MFRHRAE > H2EEE
FEEEH o

HEt & 17



401 BUTESRARK B
403 BT B ARSI REACHE L A
406 P TH AN JHRE 232 SR N B o
409 HrilietE BLBLA AW i3 B8 R F el ID %€ o
500 A NFERGERR o ATFRAEBERN > FH 2B BT
503 AR IS S TE R o ANTRAERAE R - A2 RS
HERTH o
=
2B event recipients 541 H event-recipient VI o S : id K2 BRI AREREITRE ©
g
Request: POST /rest/logs/recipients
{
"type": "event-recpient",
"transport": "syslog",
"host": "sfc.ibm.com",
“port": 5687,
"format": " LEEF",
"security": "none"
b

Response: 201 Created | Location: /logs/recipients/4

/logs/recipients/{id}

FEE R FE A
GET
EH2H
28 Ik
<>
ARAERS
ARRERS At
200 [ R T AR 0 2 T 22 SR A AU
401 BUTE SRR BRI ©
403 BT ARIERZHE -
404 BOARZIRAPTHEE {id} A Bzl SeAt
AR
406 FESZ IRV JH 3 25 SRR IN A A o
410 BRI BAFHEE {id} YA E sz -3 Semi
AT
500 A EREEAR o AITRMHPAE > FH2 R BT o
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503 FHE%%HEZ?%T#T&?{:E% o UIRMBE ~ HSEES
TREH o
HE

H2 R event recipients B2 54 H event-recipient Y1

0]
Request: GET /rest/logs/recipients/4
Response: 200 OK

; "type": "event-recpient",
"id": 4,
"transport": "syslog",
"host": "sfc.ibm.com",
"port": 5687,
"format": "LEEF",
"security": "none"
&
DELETE
EH2H
2 At e
<fi>
ARAERE
HREER ]
202 TN TAFAREEERMER o 407 TAF URL > 552 BhL
BT o
204 THIBARMEA 72 B
401 BUTESRARK @I
403 AT FH B RS ©
404 BAZIRAPHEE {id} A Bzl Se At
thARAFE
406 HE SRS A B PR P BB o
500 LR o AFRIEGR © S -
503 fAIARPS ARG ETE I o ANTRAERAE @ S5 2N
FEE5E o
3] =]
DELETE bAR{EA(EAF48
il

Request: DELETE /rest/logs/recipients/4

Response: 204 No content

PATCH



PUT

28 At

<>

AREEES

ARRERS At AH

204 BURNERIZERL  (H AR SR o ATREETER
B P 2HAE o

205 BORNERIZERL - i L E & IR o

400 %ﬁﬁﬂi%fﬁ?\ﬂiﬁﬁ o WNFAHBAE N @ SEZ BB

401 BUTE SRR BRI ©

403 BT & AR L I o

404 BOARZIBAPTHEE {id} AU Bzl SeAt
AR

406 FESZ TS JH 3 25 SRR IN A A o

409 S P ) A L 5 — AL 5% o

500 A EREEAR o WIFRMHPAE > FH2 R BT o

503 gﬁg%ﬁﬂﬁi‘%ﬁ%@ﬁﬁ o WNFAHBHE N © SEZ BB

4E

H2 B event recipients S A H event-recipient Y{F o S . FHAEURLEE Y ETEE PATCH LI type fI

id #A0z > Fr A HARRAL AR BEHTHE o

&Bf5)
Request: PATCH /rest/logs/recipients/4
{
"id": 4,
"email": "noreply-2@example.com"

Response: 205 Reset content

EHBH

28 atHH

<>

ARAERE

ARRERS A

204 BORMER 52, AEAREEEMEEE o AFREEE
HAPmEHAA

205 FORNERIZERL > A H O EH &R ©
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400 %ﬁﬁi%ﬁ*ﬁﬁow%ﬁ%éﬁ’%ﬁﬁgﬁ

401 BUTESRARK B

403 BT B A SRR A T SR R o

404 HARZIEAFHEE {id} FEAREE HazidE& Sent
WARFETE

406 PSRRI R E B2 AR I N o

409 SIS A Pt ) A2 i B 5 — RS T € o

500 FENFRSER o WIFRAHPHE G 352 RS IR o

503 gg%w&%&ﬁ%ow%ﬁ%%ﬁ’%gﬁgﬁ

L=

BB ERIEAHE event-recipient PIfF o

&fif5)

Request: PUT /rest/logs/recipients/4
{

"type": "event-recpient",

"id": 4,

"transport": "email",

"user": "admin",

"password": ""

"host": ""

"port": null,

"email": "noreply-3@example.com",
"locale": "de",

"security": "none"

¥

Response: 205 Reset content
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906 T1E

/jobs
TAEFERIEE
GET
EHB2H
28 athH
<>
ARAEES
AR EERS At A
200 O] F RS S FIHERNZRES o 2N
BEEM TR T/EEE B & ©
401 BT SRR i |
403 BT ARIETIHE -
406 FESZITTE N HREE £ AR N R ©
500 BAENEER o MFAHBEN © FES BB o
503 IR RS S TEAE ) o ANFFAERAE R - 2RSS,
FEEGH o
=]
1
"type": "array",
"minItems": 3,
"uniqueltems": true,
"items": [
"type": "object",
"required": ["type", "id", "href"],
"additionalProperties": true,
"properties": {
"type": § "enum": [ "ref" ] %,
"id": § "enum": [ "schedules", "schedulers", "history" ] %,
"href": "string"
&
3
]
&
il
Request: GET /jobs
Response: 200 OK
[
1
"type": "ref",
"id": "schedules",
"href": "/jobs/schedules",




"type": "ref",
"id": "schedulers",
; "href": "/jobs/schedulers",
{,
"type": "ref",
"id": "history",
; "href": "/jobs/history",
]
/jobs/schedules
P BIFTA TAEEE o
GET
EHB2H
28 athH
<>
ARAEES
AR EERS atHH
200 (0] 3= B8R B 2 A CR TAEHREZ ©
401 BUTE SRR BB R ©
403 BT & REIREREE TIE -
406 FESZITTR N H R E £ AR N AR ©
500 BAENEER o MFAHBEN © FES BB o
503 fAIRRPS ARG HEIAE o ANFEHERER @ S5 2% N
FEEGH o
] =|
1

"type": "array",
"minItems": O,
"uniqueltems": true,

"items": [
"‘type" : ”Object” ,
"required": [ "type", "id", "job_id", "when_starts", "when_ends", "starts_unit",
"ends_unit", "frequency", "multiplier", "state", "job_type",
"job_notes", "job_properties" ],

"additionalProperties": false,
"properties": {

"type": §{ "enum": [ "job-schedule" ] %,

"id": "number",

"job_id": "numbez",

"when_starts": "number",

"when_ends": "number",

"starts_unit": § "enum": [ "ABS_MS", "REL_MS", "REL_SECONDS", "REL_MINUTES",
"REL_HOURS", "REL_DAYS", "REL_WEEKS", "REL_MONTHS", "REL_YEARS" ] %,

"ends_unit": §{ "enum": [ "ABS_MS", "REL_MS", "REL_SECONDS", "REL_MINUTES",
"REL_HOURS", "REL_DAYS", "REL_WEEKS", "REL_MONTHS", "REL_YEARS" ] %,

"frequency": { "enum": [ "ONCE", "MINUTELY", "HOURLY", "DAILY", "WEEKLY",
"MONTHLY", "YEARLY" ] %,

"multiplier": "number",

"state": {§ "enum": [ "NOT_APPROVED", "WAITING", "RUNNING", "PAUSED",
"CANCELLED", "FINISHED" ] %,

"job_type": "string",
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“jOb
“jOb

gBfl
Request: GET /rest/j

Response: 200 OK

_notes": "string",
_properties": §

"type": "object",

"required": [],
"additionalProperties": true,
"properties": {%

obs/schedules

[
{
"id": 1,
"job_id": 1,
"when_starts": 0,
"when_ends": 0O,
"starts_unit": "ABS_MS",
"ends_unit": "ABS_MS",
"frequency": "ONCE",
"multiplier": 1,
"state": "NOT_APPROVED",
"job_properties": {
"c.s.a.b.u.j.createUser": "secadm",
"runnable.passwordSalt64": "oPgSfm+htrjl13c73xgytESU2hiWIViqkQB8CMcu71+4\u003d",
"job-submitter": "admin",
"runnable.passwordDigesté64": "tPV9p7WDjpkNv7czqlKUh+BCC3LcySTsUnZcN1OUYYQ\u003d",
"c.s.a.b.u.j.createNotes": ""
i
"job_type": "c.s.a.b.u.j.Createdob",
"job_notes": "Creating a security administrator",
"type": "job-schedule"
%
]
POST
EH2H
28 oLk
<f>
ARAERS
IREERS GTLJE!
201 TN TAEPAZES o PrEEHG IR 2 PiE
8 LYERY URL » 3% TARTEAS I A% I & 18 1R B B
TAEHERE o
400 BORASCEIURIERE o« MFRHEAEN > H2REEE
FEEEH o
401 BUTE SRR B
403 BT A AR REA @ L I TR AR I T A
JEAd o
406 FESZ IRV JH 3 25 SRR IN AR o
500 PN ERFHAR o AITRMHBE > FH 2R BT o

TI1E 25



503 RS IS S TEAE o ANRAERAE R - A2 RS,
feREH o
] =]
{
"type": "object",
"required": [ "type", "when_starts", "when_ends", "frequency", "multiplier",
"job_type", "job_notes", "job_properties" ],
"additionalProperties": false,
"properties": {
"type": { "enum": [ "job-schedule" ] %,
"id": "number",
"job_id": "number",
"when_starts": "number",
"when_ends": "number",
"starts_unit": { "enum": [ "ABS_MS", "REL_MS", "REL_SECONDS", "REL_MINUTES",
"REL_HOURS", "REL_DAYS", "REL_WEEKS", "REL_MONTHS", "REL_YEARS" ] %,
"ends_unit": § "enum": [ "ABS_MS", "REL_MS", "REL_SECONDS", "REL_MINUTES",
"REL_HOURS", "REL_DAYS", "REL_WEEKS", "REL_MONTHS", "REL_YEARS" 1 %,
"frequency": { "enum": [ "ONCE", "MINUTELY", "HOURLY", "DAILY", "WEEKLY",
"MONTHLY", "YEARLY" ] %,
"multiplier": "number",
"state": § "enum": [ "NOT_APPROVED", "WAITING", "RUNNING", "PAUSED",
"CANCELLED", "FINISHED" ] %,
"job_type": "string",
"job_notes": "string",
"job_properties": {
"type": "object",
"required": [],
"additionalProperties": true,
"properties": {%
%
b
&
T{EHHZIRIRAA
A gL A Wt
id B HEELA PEIERY 1D ©
job_id B H 2 HRE B AH B BEAR 88 L
fEID ©
when_starts REY 0 & MAX_LONG KBS BEUH B
NN, APEREAZ R IRE ] ) AR i B
0 etz ey | TR
o 7
IHEHIEHAZ BB THY
R o
when_ends REH 0 & MAX_LONG s Al T =R EUE TR
ey . o BAYA A TG R AR IRF
0 graEBT (| e TR
WIERHER) o )
UL R TR
T ©
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starts_unit S7IE ABS_MS = @¥E4i Tz | HIE RG] g
Fha when_starts ﬁiﬁﬁiﬂ’\]iﬁﬁ
REL_MS = B (it | Aol Mg”%,f‘ﬁ%
REEEE) ZFHEL " " —
when_starts LA #i4CIT
REL_SECONDS = fH¥f ZRH; AHI
(EZHERF R E) FOE V\{hen_starts Eﬁ*ﬁ%‘]‘ﬁ’i
REL_MINUTES — *E%ﬂt @/&ﬁﬁaﬁmﬂ%ﬁaﬁimgﬁ ©
(R HERF Y ) 47 SR
REL_HOURS = #H¥%f (¢
WHERF D) /NRFER
REL_DAYS= #H¥f (¢4
HERFEEE) KEL
REL_WEEKS = tH¥t (1t
WERFREEE) B
REL_MONTHS = fH¥f
(MR ERE) A8
REL_YEARS = fH¥ (1
HHERF D) 4E8
ends_unit %) B ABS_MS = @@¥I#r4c ez | I8 2 figss

PHEL

REL_MS = fH¥ (1EHEE
BHIGHRF B D) ZFDEL

REL_SECONDS = g%t
(REHEFLBRIAREEHE) #)
#

REL_MINUTES = tH¥t
(EHERERRIRRF E L) 4
By
REL_HOURS = #H¥%f (¢
PEREBRUARF L) /NRFEY
REL_DAYS = tH¥ (¢4
FERAtRREERD) KEL
REL_WEEKS = tH¥t (11t
PERZBHMAIR ) By
REL_MONTHS = fH¥%t

(FEHEr2pasaRe RE) A
#

REL_YEARS = fH¥} (1
HEAZRMAI EHE) ARy

when_ends f#f_F 1
AME o MR EE
ABS_MS > HIl
when_ends B #isd ot
ZF0EL ; HHI
when_ends ELAHEHR
B 07 AR ] ) 3 B P i BT
o sz PR
IR ©
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HRRZ M ARAZIUE ~ NEHUT
oo R A E ST L
{F o Za ekt Z il e
URTIREE o

WAITING

PREIEERIT » TIFE&
e EE AR — T
fEfIHIH

RUNNING
PREC T el ZIH LT
5 > i HEHEE HAE
1o

PAUSED

PREC R > JHEfRERt
ARREIRF AN & T (AT T
fE e

CANCELLED

EHIHEREHZ » #A
EPITEMTHA T -

FINISHED

HERL ELE 52 AT o
R BT TR T
ffe o

frequency S7IE ONCE = YT —R /| RE | HIETERPFZIISER
B IR E 25 ONCE » HilHE
= . | EAGEERE CNMER) i
— AN
MIELAJHTELY =SMIEE H&ZlE when_ends £
B—R B -
H_QHRLY = M /J\E%:‘E@ IZ:IQEU s %{E@E—a
A multiplier iz —#EE %
DAILY = f M REHE—X | 1EIRHHAZASER > W H
~ == | When_ends 28EHE
WWEEKLY = B MR | prrd o &
g °
MONTHLY = & M AE#E
—R
YEARLY = & M FFEHEE—
R
s M2 TR
multiplier Hfi;
multiplier BB 0 & MAX_INT B frequency —iEH|E T
IR T AT FRER R
B o filan > 4R
frequency=HOURLY H.
multiplier=3 » Bl T{E/#F
3 /NRERAT— 2 LU
R ©
state 528 NOT_APPROVED HEREIIRAE o AR

T o system.
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job_type FH 2R TAEEAUINGR ©

BHERH TR - &

HlE PERE sl 3% nl T T

PRI T A T T A
(ERITIER) 38 o

job_notes TR AR E o

ARTERLEHTH 22 TAEAIR
af/akf

job_properties Yt JSON Pt »

PR E FREFGHE I TZ
TAER TR BRI ©
BTARERImE > S
EEAFAR o MFKE
AMERL > FHS2ET D
iy o

TFASHER

1
"type": "object",

"required": [ "type", "job_type", "keys_to_update", "public_key"],

"additionalProperties": false,
"properties": {
"type": { "enum": [ "key-update-job" ] }

"job_type": { "enum": [ "key-rotation", I"key—revocation”, "key-shred" ] %,

"keys_to_update": {
Il_typell : [ “aIIay” ] ,
"minItems": 0O,
"uniqueltems": true,
"items": [

"type": "object”,
”quUiIed” . [u_typeu , ”id”]
"additionalProperties": false,
"properties": {

"id": "number"
b

¥
]

o
"public_key": §
"type": "object",
"required": [ "name", "id", "type", "href"],
"additionalProperties": false,
"properties": {
IltypeII: { IlenumII: [ “Ief” ] }'

"name": "string",
"id": "number",
"href": "string"
&
%
b
&
04
Request: POST /rest/jobs/schedules
{

"type": "job-schedule",
"when_starts": 2,
"when_ends": 0,
"starts_unit" : "REL_WEEKS",
"frequency": "WEEKLY",
"multiplier": 1,
"job_type": "key-update-job",
"job_notes" : "",
"job_properties": {
"type": "key-update-job",
"job_type": "key-rotation",
"keys_to_update": [{

"id": 3
}I
{

“id": 2
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}I

1
"id": 1
31,
"notes": ",
"public_key": §
"name": "serverl.cert.pem",
"id": 1,
"type": "client-file"
?
3

%

Response: 201 Created | Location: /rest/jobs/schedulers/2

/jobs/schedules/{id}

GET

FEER TAEHE ©

BH2H

e A

<>

ARAEES

ARRENS At

200 [ 6 3= A1 0 & P 2SR AR HEAR ©

401 BUTESRAREL BT

403 BT B ARSE I RE AR T BT T AR PR AH B HA A L
PR AR o

404 HAZIEAPHEE {id} B9 TIEHHE B3 TAEPFRRSEAT
MATFLE ©

406 P SZIEIR I TR E 2 SR N o

500 PRI o AITAHBIEG > S5 2 B E AT o

503 ggg%%ﬁlﬁ%ﬁ%ﬁﬁ% o MFHME » FH2REE

L=

ARG L5 24 HIY TAIHY - BEEIRYIER job-schedule °

&if5)

AT—1{& POST /NETHRRIPER o
M E N 28 -

Request: GET /rest/jobs/schedules/2
Response: 200 OK

1
"id": 2,
"job_id": 2,
"when_starts": 2,
"when_ends": 0,
"starts_unit": "REL_WEEKS",
"ends_unit": "ABS_MS",

FATERL > TEMLE IR MR HERE © 5585118 job_properties YR ESN
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“erquency : "WEEKLY",
multlpller 1,
"state": “NOT APPROVED“
”job pIopeItles )

"com. securltyflrstcorp atlantis.bundles.keygen.keys.agentIndex": ""
"com.securityfirstcorp.atlantis.bundles.keygen.keys. keyUpdateIndexes "12 3",
"runnable.updateJobType": "ROTATE",

“"runnable.keyIndexes2": ”1“,
"runnable.fileBytes64":
"LSOtLS1CRUAITiBDRVIUSUZIQOFURSOtLSOtCk1ISUdIakNDQkFhZOF3SUJBZO1DRUFFAORRWUpLb1pJaH
... omitted ...
DNVYWpCc1lVIbHNOaBUwbk5MTjIyK2JoRGtOSHINNmZSULZESEd3PTO
KLSOtLS1FTkQgQOVSVELGSUNBVEUtLSOtLQo\ub03d",
“runnable.keyIndexes0": "3",
"runnable.keyIndexesl": "2",
"runnable.user": "admin",
"runnable.notes": ""
"job-submitter": "admin"

}I

"job_type": "c.s.a.b.p.j.KeyRotationJob",
"job_notes": null,

"type": "job-schedule"

3
PATCH

EH2H

28 At

<jm>

ARRETS

ARRERS atAA

204 FRIERFERL » ARG EEMEEE o R B E
B PR 2B o

201 BN HFRR T TAE o o BAESE S iR (o TIEN
URL » 3% TAETEAS A% 2 1B B F T 2 Mok
BERR TR -

400 %ﬁﬁx%ﬁfﬁ% WMFAHBE N © 52 BE S

401 BUTERAREL B

403 BT FH B A1 R A< 3 o Bt T A PR A B A
PRk e T/REA -

404 AR EAFHEE {id} 19 TAEPERR Bz TOEHERE Se A
WARLELE ©

406 PSRRI R TE B2 SR I N o

500 BENIREER o WIFAHRAE G 352 RIS TS o

503 ﬁgﬁg%ﬁﬂﬁ?k,\ﬁiﬁﬁfﬁ MFHBE - F2REE

=

HZRLUTNNGT 2 24 HIY THIHL - BIEIAEIYIHER job-schedule ° 3288 FUA type J id /&0 ELAH
u » W H A BESEA T when_starts ~ when_ends ~ starts_unit 5 ends_unit i o

a5l
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EREE R AR TAEHERR » J7 12020 Y mh A SRR A B ] A ] A T KR T BB e AR BT A
BIZIE 1B RIS o

Request: PATCH /rest/jobs/schedules/2

1
"type": "job-schedule",
IIidII: 2'
"when_starts” : 1,
"when_ends": 2,
"starts_unit": "ABS_MS",
"ends_unit": "ABS_MS"

b

Response: 201 Created | Location: /rest/jobs/schedulers/3

PUT

B2

28 AitBH

<JmE>

AKBERE

AR EERE G|

204 BORIEFIZER > HARB S TEE o RFEHENE
HHAPmEHRNE o

201 EEN BERR T TAE o BT SR A E TR
URL ’ 5% TAETEAS A 2 & T 2 BOR E T
T EHERR o

400 BRSO AN IERE o MFEAMAHBE > A2
FEEGH o

401 BUTE SRR BHE R o

403 PRAT{oH FH 35 ARSI M ok 528 v B 1L T R HERE AH BRI A 1
VEERE TAEREY o

404 BAZIEEEE {id} N TR B 32 TAEHERR SR
WAELE

406 2 RETE N E R E A RN A o

500 BAENTESERR o MFEAHBE > ES R o

503 fRIARASARES LG o NFEAHBE R > S EEE
FEGH o

=]

HSRLUNNG 55 24 EHIW THIHY - BEHINIYIHER job-schedule o ¥ © HFE# T when_starts
when_ends ~ starts_unit Jx ends_unit #7 o
il
BALRT—{H PATCH #BIAEML » ANFEZ BRI T A e R & -
Request: PUT /rest/jobs/schedules/2
i

”id”: 2’
"job_id": 2,
"when_starts": 1,
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"when_ends": 2,
"starts_unit": "ABS_MS",
“ends_unit“: "ABS_MS",
“erquency : "WEEKLY",
multlpller 1,

"state": “NOT APPROVED“
”job pIopeItles )

"com. securltyflrstcorp atlantis.bundles.keygen.keys.agentIndex":

"com.securityfirstcorp.atlantis.bundles.keygen.keys. keyUpdateIndexes "12 3",

"runnable.updateJobType": "ROTATE",

“"runnable.keyIndexes2": ”1“,

"runnable.fileBytes64":
"LSOtLS1CRUAITiBDRVIUSUZIQOFURSOtLSOtCk1ISUdIakNDQkFhZOF3SUJBZO1DRUFFAORRWUpLb1pJaH
... omitted ...

DNVYWpCclVIbHNOaBUwbk5MTjIyK2JoRGtOSHINNMZSUL1ZESEd3PTOKLSO
tLS1FTkQgQOVSVE1GSUNBVEUTLSOtLOo\uc03d",

"runnable.keyIndexes0": "3",

"runnable.keyIndexesl": "2",

"runnable.user": "admin",

"runnable.notes": ""

"job-submitter": "admin"

}I
"job_type": "c.s.a.b.p.j.KeyRotationJob",
"job_notes": null,
"type": "job-schedule"
b

Response: 201 Created | Location: /rest/jobs/schedulers/4

/jobs/schedulers
FrE RS TAE ©
GET
B2
28] Az
<ji >
ARBERS
AREETS st
200 [0l T 88 R & A BN HEERS TAF o
401 BIATESRAK AT R ©
403 BT S RERERE S TIE
406 FESZ IR ERE 22 LRI N AT o
500 L NEPERR o WIFFAHRAE N - A2 RIS o
503 Fﬁﬁi%ﬁﬂﬁi&m(ﬂ%ﬁﬁ WMFAHRAE R > A2 B
#e
1

"‘type" : ”aIIay” ,

"minItems":
"uniqueItems": true,
"items": [
"type":
"required": "scheduler_id", "job_type",
"state", "substate", "when_created", "when_started", "when_done",

"required_approvals",

"required_rejections",

"notes", "properties",
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"results", "schedules", "actions" ],
"additionalProperties": false,
"properties": {

"type": { ||enum||: [ ”job” ] }’

"id": "number",

"scheduler_id": "number",

"job_type": "string",

"state": § "enum": [ "WAITING", "RUNNING", "DONE",

"REJECTED", "ERROR" ] %,

"substate": § "enum": [ "R_OK", "R_BLOCKED", "D_OK",
"D_REVIEW", "D_FAILED" ] %,
"when_created": "number",
"when_started": "number",
"when_done": "number",
"required_approvals": "number",
"required_rejections": "number",
"notes": "string",
"properties": §
Il.typell: Ilobject“,
"required": [],
"additionalProperties": true,
"properties": {%

§o

"results": §
"type": "object",
"required": [],
"additionalProperties": true,
"properties": {%

"schedules": (array of job-schedule, see 6.2.1.3)
"actions": {

Iltypell : [ Ilarrayll ] ,

"minItems": O,

"uniqueltems": true,

"items": [
Il.typell: “Object“,
"required": ["type", "id", "job_id", "user",
"action", "when_taken", "notes" ],

"additionalProperties": false,
"properties": {
"type": § "enum": [ "job-action" ] %,

"id": "number",
"job_id": "number",
"user": "string",

"action": § "enum": [ "APPROVE",
"REJECT", "ABSTAIN" ] %,

"when_taken": "number",

"notes": "string"

0]
Request: GET /rest/jobs/schedulers
Response: 200 OK

L

1

"id": 1,

"scheduler_id": 1,

"job_type": "c.s.a.b.j.j.SchedulingJob",
"state": "DONE",

"substate": "D_OK",
"when_created": 1503619618974,
"when_started": 1503672302393,
"when_done": 1503672302402,
"required_approvals": 1,
"required_rejections": 1,

"notes": "Creating a security administrator",
"properties": {
"c.s.a.b.u.j.createUser": "secadm",

"runnable.passwordSalt64":
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"oPgSEm+htrj13c73xgytESU2hiWIVEqkQB8CMcu71+4\u@0O3d",
"job-submitter": "admin",
"runnable.passwordDigest64":

"tPV9p7WDjpkNv7czqlKUh+BCC3LcySTsUnZcN10OUYYQ\uB03d",
"c.s.a.b.u.j.createNotes": ""

“iesults“: null,
"actions": [{

"id": 2,
"job_did": 1,
"user": "admin",

"action": "APPROVE",

"when_taken": 1503672302385,

"notes": "Approved on 16 April [JTK]",
"type": "job-action"

"runnable.passwordSalté4": "oPgSim+htrj13c73xgytESU2hiWIVEqkQB8CMcu71+4\u@O3d",

"runnable.passwordDigesté64": "tPV9p7WDjpkNv7czqlKUh+BCC3LcySTsUnZcN1OUYYQ\u003d",

i

TAFEAC M > 3t HEPEA(TS
FH DU AR T 4 R ] AU T BIUEAE
FEHUT o HATR (L AR(EHIZRE

BH o

TAEC e e R BB B SHAE T TR
SER R ENT A o AILUfE
P AR SRR HH BRI
HERITTEN T8t ©

TAEESERHITIE HIg A I
B o

TAEESERT » (BiREELIERE
73 A B R R = AT DU
P AEA SRR P B R DU B 3 T
TETRIARCR AT T B BRas A B 1
PRI R R o It iRRETH
SR HHE o

i1,
"schedules": [{
"id": 1,
"job_did": 1,
"when_starts": 0,
"when_ends": 0,
"starts_unit": "ABS_MS",
"ends_unit": "ABS_MS",
"frequency": "ONCE",
"multiplier": 1,
"state": "FINISHED",
"job_properties": {
"c.s.a.b.u.j.createUser": "secadm",
"job-submitter": "admin",
"c.s.a.b.u.j.createNotes": ""
i
"job_type": "c.s.a.b.u.j.Createlob",
"job_notes": "Creating a security administrator",
"type": "job-schedule"
i1,
IltypeII: Iljobll
%
]
FikAE
RAESIREEA B FIRRE o FIREEANBERR R 22 o FIRBEERLN TR
TREE BEFHIIREE
R_OK RUNNING
R_BLOCKED RUNNING
D_OK DONE
D_REVIEW DONE
D_FAILED DONE

TAEESER T EIIMERIE B %
S8 o ] DU P A5 SRR AL A R
S N
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/jobs/schedulers/{id}

FrEMHERE 2 TAE o
GET

TS

28 shiAA

<JiE>
AREERS

HRBERS st HH

200 (0] JEE 3 8 8 £ P SR A o

401 FIATE SRR o

403 AT & AR IEIRE R E R TAFaI: T ERay

404 HAFEAFHEE {id} I TAE B3 TSRt AR FE TR
406 $EZRETE R E A RN AR o

500 B NEEERR o MFAMAREN > ES RN -
503 fRIARESARTS LR o dNFEAHRERN > SRS,

fEETH o
=]

ESBLUR/NGT 25 33 HY T40H  job B job-action ¥t o

gBf5l
Request: GET /rest/jobs/schedulers/1
Response: 200 OK

i
”id”: 1’
"scheduler_id": 1,
"job_type": "c.s.a.b.j.j.SchedulingJob",
"state": "DONE",
"substate": "D_OK",
"when_created": 1503619618974,
"when_started": 1503672302393,
"when_done": 1503672302402,
"required_approvals": 1,
"required_rejections": 1,

"notes": "Creating a security administrator"

"properties": §
"c.s.a.b.u.j.createUser": "secadm",

"runnable.passwordSalt64": "oPgSfm+htrjl13c73xgytESU2hiWIVEqkQB8CMcu71+4\u003d",

"job-submitter": "admin",

"runnable.passwordDigesté64": "tPV9p7WDjpkNv7czqlKUh+BCC3LcySTsUnZcN1OUYYQ\u003d",

"c.s.a.b.u.j.createNotes":

“iesults“: null,
"actions": [

i
"id": 2,
"job_id": 1,
"user": "admin",

"action": "APPROVE",

"when_taken": 1503672302385,

"notes": "Approved on 16 April [JTK]",
"type": "job-action"
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¥

“schédules“: [

”id”: 1'
"job_id": 1,
"when_starts": 0,
"when_ends": 0O,
"starts_unit": "ABS_MS",
"ends_unit": "ABS_MS",
"frequency": "ONCE",
"multiplier": 1,
"state": "FINISHED",
"job_properties": {

"c.s.a.b.u.j.createUser": "secadm",
"runnable.passwordSalt64": "oPgSfm+htrjl13c73xgytESU2hiWIViqkQB8CMcu71+4\u003d",
"job-submitter": "admin",

"runnable.passwordDigesté64": "tPV9p7WDjpkNv7czqlKUh+BCC3LcySTsUnZcN1OUYYQ\u003d",
"c.s.a.b.u.j.createNotes": ""

i
"job_type": "c.s.a.b.u.j.Createdob",

"Job_notes": "Creating a security administrator",
;type“: "job-schedule"
EHS2E
28 At A
<fm>
AREEES
HREERS At A
204 FURNEFIZERL (RS EMEEE o RFEEENE
HAPmEHEANA
205 FURNEFZERL - 3 B EEHr & o
400 %g;m%%iw\ﬂﬁ o WNFAHBAE N © sEZ BB
401 BUTESRORE BRI ©
403 BT F B ARSI RE AR 5 o T F sl e T AR o
404 PORE A FHEE {id} 1 TAE B2 TAESERTARTEE
406 Y SZ ISR AN R TE 22 SR N BRI ©
500 P ERFHAR o AITRMHEE > FH 2R BT o
503 gﬁg%ﬁﬂﬁi‘%’ﬂ(ﬂﬁﬁﬁ WMFAEBE N - A2 B
=

A2 BILUT/N @ 55 33 HIY TAIEL - job Mt o 884 @ VA type Je id B ERINL - A HIABESE T notes
L o

0]
Request: PATCH /rest/jobs/schedulers/1
{
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Il.typell: IIjObII’
"id": 1,
"notes": "Creating a security administrator (delete after 1/1/2018)"

Response: 205 Reset content

PUT
B2
28 At BH
<>
AREERE
(RS At BH
204 BORMER T2 - (EAREEEMEEE o NREEHE
AP mEHEANA
205 FURNEFIZERL - 3 B EHEHr & o
400 BURA SRS ORIERE o NFHERBIE R - A2 RSN
HESH o
401 BT B SR AR A |
403 AT R R AR s B T AR el TR
404 AR B A FHEE {id} B9 TAE Haz ARl A AR
406 FESZITEH N H R E 232 SR N RS ©
500 A NFERGERR o AFRAEBAE RN > SE 2B I o
503 IR RS S TEAE o ANFRAERAE R - A2 RS,
FEEEH o
=]
HSZBILUT/NGT @ 55 33 HIW T4HY » job Vit o 80 © HAES T notes ML ©
il
Request: PUT /rest/jobs/schedulers/1
: "id": 1,

"scheduler_id": 1,

"job_type": "c.s.a.b.j.j.SchedulingJob",
"state": "DONE",

"substate": "D_OK",

"when_created": 1503619618974,
"when_started": 1503672302393,
"when_done": 1503672302402,
"required_approvals": 1,
"required_rejections": 1,

"notes": "Creating a security administrator (delete after 1/1/2018)",
"properties": {

"c.s.a.b.u.j.createUser": "secadm",
"runnable.passwordSalt64": "oPgSfm+htrj13c73xgytESU2hiWIViqkQB8CMcu71+4\u003d",
"job-submitter": "admin",

"runnable.passwordDigesté64": "tPV9p7WDjpkNv7czqlKUh+BCC3LcySTsUnZcN1OUYYQ\u603d",
"c.s.a.b.u.j.createNotes": ""

“iesults“: null,
"actions": [

$
“id": 2,
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"job_id": 1,

"user": "admin",
"action": "APPROVE",
"when_taken"
“notes":
"type" :
3

1,

"schedules": [

"job-action"

{
”id”: 1'
"job_id": 1,
"when_starts": 0,
"when_ends": 0O,
"starts_unit": "ABS_MS",
"ends_unit": "ABS_MS",
"frequency": "ONCE",
"multiplier": 1,
"state": "FINISHED",
"job_properties": {

”c.s.a.b.u.j.createUser”:
"runnable. passwordSa1t64”'

"job-submitter": "admin"

"runnable. passworlegest64“'
"c.s.a.b.u.j.createNotes":

: 1503672302385,
"Approved on 16 April

[ITKI",

"secadm",

"Creating a security administrator",

i
"job_type": "c.s.a.b.u.j.Createdob",
"job_notes":
"type": "job-schedule"
%
]I
Iltypell : Iljobll
%
Response: 205 Reset content

/jobs/schedulers/{id}/actions

"oPgSEm+htrj13c73xgytESU2hiWIVEqkQB8CMcu71+4\u@03d",
"tPV9p7WDjpkNv7czqlKUh+BCC3LcySTsUnZcN10OUYYQ\uG03d",

SRR TAEFTEREA B 1 o

GET
EH2H
2% AtHA
<Jk>
ARAERE
ARBETHS At
200 [ e = f 4 B 2 AR VR o
401 BUTERARKAEL R
403 BT B AR RE AR A B LA st TR
404 HAZIHAFHEE {id} 9 T/E B2 TAEeRi AR TEE
406 FEZATTH N JH S8 232 SR B FAY o
500 A EREEAR o WIFHRMHAE > FH2 R ETH o
503 g%%m%ﬁ%ﬁﬁ WMFAHBE T © s 2 BB
4E
AZRLUTN/INGD ¢ 58 33 HIY T41HL - job ¥ K job-action it
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il
Request: GET /rest/jobs/schedulers/1/actions

Response: 200 OK

[
i
"id": 2,
"job_id": 1,
"user": "admin",
"action": "APPROVE",
"when_taken": 1503672302385,
"notes": "Approved on 16 April [JTK]",
;type”: "job-action"
]
POST
EHSH
28 At BH
<fm>
ARAENE
IRRENS At BH
201 N TAEENE o MESSEER A TIEEIEN
URL °
400 %*Wﬁ*ﬁfﬁf\mﬁﬁ o YITRMHRE » H2REE
401 BUTERAREL @I o
403 BUTRE & AR A S TAF ~ TSR s
TARSIRIEREGE & R B ©
406 Y 32 KRR T 22 IR N AR ©
500 A NTREETR o MFMHRAEN © sE2 RS -
503 fAIARPS ARG ETE I o ANTEAERAER @ S5 2SN
FEE5E o
=

ESBLURN/NGT @ 585 33 HY T4 HY 0 job ¥tk job-action ¥t o 5 : A type ~ job_id F action /&
RABERRAL © user ~ id Bt when_taken BRI 1E POST NEA|5E RS EAE o

gBfl
Request: POST /rest/jobs/schedulers/1l/actions
$

"type": "job-action",

"job_id": 1,

"action": "APPROVE",

"notes": "Approved on 16 April [JTK]"
¥

Response: 201 Created
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/jobs/history[r}

Fir TAERBEAZ AT
GET
TS
28 i iH
<Jie>
AREERS
HREERE s e
200 (0] JEE = B8 0 & P A EL RN HERE 28 LA ©
401 FIATE SRR o
403 AT ARG MR EE T
406 FE 2 RETE R R E A RN AR o
500 BAENESERR o MFEMHBEN > ES R B EIEE o
503 fRIAR 2 ARFS IETEAE A o A& © FE2 R,
PEEGH o
=]

ESELUT/NG 55 33 HIW T4IHY  job W o BIELUA—TEPHESR T1E » ARZIESE id Wi —i%E
scheduler_id fNLAIA] o scheduler_id RN & BT TAE L EHERR 23 TAEAHRRM: o

& f5l
Request: GET /rest/jobs/history
Response: 200 OK

[
{
”id”: 4'
"scheduler_id":1,
"job_type":"c.s.a.b.u.j.CreateJob",
"state":"DONE",
"substate":"D_OK",
"when_created":1503672302432,
"when_started":1503672302455,
"when_done" :1503672302509,
"required_approvals":1,
"required_rejections":1,
"notes":"Creating a security administrator",
"properties": {
"c.s.a.b.u.j.createUser":"secadm",
"runnable.passwordSalté4":"oPgSEtm+htrj13c73xgytESU2hiWIVEqkQB8CMcu71+4\u@O3d",
"runnable.passwordDigest64" : "tPVIp7WDjpkNv7czqlKUh+BCC3LcySTsUnZcN1OUYYQ\uoe3d",
"job-submitter":"admin",
“c.s.a.b.u.j.createNotes":""
}I
"results":null,
"actions": [

"id": 2,

"job_id":1,

"user":"admin",

"action":"APPROVE",
"when_taken":1503672302385,
"notes":"Approved on 16 April [JTK]",

"type":"job-action"
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¥

”échedules”:[

”id”: 1'
"job_id":1,
"when_starts":0,
"when_ends":0,
"starts_unit":"ABS_MS",
"ends_unit":"ABS_MS",
“"frequency":"ONCE",
"multiplier":1,
"state":"FINISHED",
"job_properties":{

"c.s.a.b.u.j.createUser":"secadm",

"runnable.passwordSalt64": "oPgSfm+htrj13c73xgytESU2hiWIViqkQB8CMcu71+4\u003d",

"job-submitter":"admin",

"runnable.passwordDigest64": "tPVIp7WDjpkNv7czqlKUh+BCC3LcySTsUnZcN1OUYYQ\u603d",

"c.s.a.b.u.j.createNotes":

"job_type":"c.s.a.b.u.j.CreateJob",

’

"job_notes":"Creating a security administrator",

"type":"job-schedule"
%

1,
||.type

:"job"

/iobs/history/{id}

BB T IAE -
GET
TS
28 shiAA
<Ji>
AREERS
HRBERS st HH
200 (0] JE = R 0 & P B SR I EL U T A o
401 PATE SRR o
403 AT & AR SEIREAR E R TAFaI: T ERay
404 HAFEAFHEE {id} I TAE B TIESeRT th AR FE TR
406 FEZRETE R E A RN RS o
500 B NEEERR o MFAREN > ES RS -
503 fRIARESARTS TR o AR ERN > SR
fZETH o
=]

ESBEILUR/NGT 55 33 HIW T4IHY » job Wi o EIELUA—TEPHES T1E » AEZIESE id i — A%
scheduler_id f#NLAIA] o scheduler_id RN & BT TAE L EHERR 28 TAEAHRRAH o

Bl
Request: GET /rest/jobs/history/4

Response: 200 OK
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"id": 4,
"scheduler_id":1,
"job_type":"c.s.a.b.u.j.CreateJob",
"state":"DONE",
"substate":"D_OK",
"when_created":1503672302432,
"when_started":1503672302455,
"when_done" :1503672302509,
"required_approvals":1,
"required_rejections":1,
"notes":"Creating a security administrator",
"properties": {
"c.s.a.b.u.j.createUser":"secadm",
"runnable.passwordSalt64":"oPgSfm+htrj13c73xgytESU2hiWIVEqkQB8CMcu71+4
\u6e3d", "runnable.passwordDigest64" : "tPVIp7WDjpkNv7c
zq1KUh+BCC3LcySTsUnZcN10UYYQ\u003d",
"job-submitter":"admin",
"c.s.a.b.u.j.createNotes":""
Fo
"results":null,
"actions": [

”id”: 2’
"job_id":1,

"user":"admin",

"action":"APPROVE",
"when_taken":1503672302385,
"notes":"Approved on 16 April [JTK]",
"type":"job-action"

3
i
"schedules": [
"id": 1,
"job_id":1,

"when_starts":0,
"when_ends":0,
"starts_unit":"ABS_MS",
"ends_unit":"ABS_MS",
"frequency":"ONCE",
"multiplier":1,
"state":"FINISHED",
"job_properties":{
"c.s.a.b.u.j.createUser":"secadm",
"runnable.passwordSalt64":"oPgSfm+htrj13c73xg
ytESU2hiWIVEqkQB8CMcu71+4\u@03d",
"job-submitter":"admin",
"runnable.passwordDigest64" : "tPV9p7WDjpkNv7czql
KUh+BCC3LcySTsUnZcN10OUYYQ\u003d",
"c.s.a.b.u.j.createNotes":
k

job_type":"c.s.a.b.u.j.Createdob",
"job_notes":"Creating a security administrator",
"type":"job-schedule"
%
] r

”type”:”job”
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>

o 7 5 R R

/pathsets
A AT FH S 1SR
GET
EH2H
28 athH
<JiE>
H*ll—nﬁl%
IRBETS atHH
200 (0] 3= A8 R B B A CBC B AR EE ©
401 BUTERARKAEEL R
403 BUTE B ARIERZIRE -
406 PEZATTHMN JH S8 232 SRR o
500 BAENEER o MFAHBEN © FES BB o
503 fAIRRPS ARG HEIAEH o NFEAERER @ S5 2% N
*ﬂnz/\ °
=]
1
"type": "array",
"minItems": O,
"uniqueltems": true,
"items": [
"‘type" : ”Object” ,
"required": [ "type", "id", "name", "notes",
"snapshot", "source", "paths", "href" ],
"additionalProperties": false,
"properties": {
"type": { "enum": [ "pathset" %,
"id": "number",
"name": "string",
"notes": "string",
"snapshot": "boolean",
"source": "number",
"paths": {
"‘type": [ ||array|| ]'
"minItems": O,
"uniqueItems": true,
"items": [
"type": "object",
"required": ["type", "id", "path_set_id",
"path", "notes", "source", "snapshot" ],
"additionalProperties": false,
"properties": {
"‘type": { ||enum||: [ "pa‘th" ] }'
"id": "number",
"path": "string",
"path_set_id": "number",
"notes": "string",




"source": "number",
“snapshot": "boolean"
3
]
¥
3
3
]
3
il
Request: GET /rest/pathsets
Response: 200 OK
[
i
"id": 1,
"name" "newPathset",
"notes": "",
"source": 0,
“snapshot": false,
"paths" : [
1
id": 1,
path set id" : 1,
"path" : ”/flle/path/one”
“notes": "",
"source": 0O,
"snapshot": false,
“type" “path"
o
1
”1d“' 2,
"path_ set id" : 1,
"path" : ”/flle/path/two”
“notes": "",
"source": 0O,
"snapshot": false,
“type" “path"
¥
] I
"href": null,
"type": "pathset"
]
POST
EH2H
e atHH
<>
H*l\-l\ %
AR EERS atHH
201 TRV R IEER o BTG R AR ISR URL ©
400 BRI URIERE o ANTFEHEBAER @ 552N
FER5H o
401 BUTESRARK B
403 BT B ARSI REACHE R 8 o
406 FESZ IR WA JH R T 252 SR IN AR ©
409 s (SR BRI BRI AR EL 1D 2 o
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500 A NFERGERR o AFRAEBAE RN > SE 2B o
503 fAIRRPS ARG A o ANFRHERAE RN @ S5 2 R8N
FEEGH o
] =]
H2 R path sets 2540 H pathset F path Y1 o 889 © id NELER I RESHEHE— VBRI TEE o
il
Request: POST /rest/pathsets
1
"name" : "newPathset",
"notes": "",
"source": 0O,
"snapshot": false,
”pat?s” |
"path" : "/file/path/one",
"notes": "",
"source": 0O,
"snapshot": false,
"type" : "path"
?
"path" : "/file/path/two",
“notes": "",
"source": 0O,
"snapshot": false,
“type" : "path"
: ¥
: ”fype”: "pathset"
Response: 201 Created | Location: /rest/pathsets/1
/pathsets/{id}
FEE RIS S5
GET
EHB2H
28 atHH
<>
ARAEES
AR EERS atHH
200 [ 8 3= A8 £ 2 AT B SR A PR A8 o
401 BUTERARE A EL R
403 BT RIS -
404 BARZIEARHEE {id} RS IEE B2 SBIeATth A
1L
406 FESZREETE A JH T 252 SR IN AR ©
500 BAENEER o MFAHBEN © FH2 BB o
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503 Fﬁﬁi%ﬁﬂﬁi‘%ﬁﬂiﬁﬁﬁ o UIRMBE ~ HSEES
TREH o
HE

a2 path sets 2G4 H path set & path #fF

gl
Request: GET /rest/pathsets/1
Response: 200 OK

"id": 1,

“name" : "newPathset",
"notes": "",

"source": 0O,
"snapshot": false,

"paths" : [
{
"id": 1,
path set_id" : 1,
"path" : “/flle/path/one
"notes": "

"source" 0

“snapshot“: false,

"type" : "path"
}I
1
"id": 2,
path set_id" : 1,
"path" : “/flle/path/two
"notes": "
"source" 0
“snapshot“: false,
"type" : "path"
3
1p
"href": null,

"type": "pathset"

DELETE

EH2H

28 S|

<fE>

AREEES

ARRERS i

204 TR NEA] 72 K

401 BUTESRARE B

403 BT FH B ARSI HE -

404 AR EAAHEE {id} (BRI HaZig S SeRT A
1L

406 PEZATTHMN JH S8 232 SR N B FARY o

500 A EREEAR o AITRMHPAEN > FH2 R BT o

503 gﬁg%ﬁﬂﬁi‘%ﬁ%@ﬁﬁ o WNFAEBHE N © SES BB
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=]
DELETE b A4 {T{n] 3= 44
#afl

Request: DELETE /rest/pathsets/1

Response: 204 No content

PATCH

EH2H

2¥ i

<JE>

ARRERS

ARRERS Al

204 FORNAMSER - HARE S ETEEE o AREEE
B Pm2BAR

205 FORNAFSER - A HEEHTER -

400 BRPSCRURIER - OIS TS

401 BUTERARKE B -

403 BUTHERE RIERIE A ERE P& o

404 PABIHAFEE {id} RIS SR Jeni A
fF1E

406 PRI NSRRI 2 SR N A SR o

409 PR ISER P S B B ) — (B A R 5¢ o

500 FENEREE o MFMHBEN > H2 BB IR o

503 Egg%ﬁﬂﬁi‘%ﬁﬂiﬁﬁﬁ o UIRMBE © HSEES

HE

H2 B path sets 82541 H pathset & path )1 o 59 © 1A type K id 278 WAV ETI L ERN o

1417

Request: PATCH /rest/pathsets/1
]

"type": "pathset",
"id": 1,
"name": "newPathSetName"

¥

Response: 205 Reset content
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28 GiAE|

<>

AREEES

ARRERS At

204 BURNERIZERL » (HRBL S E o AFREER
B P 2 BAR o

205 FRNEFFERL - 3 H EE# & o

400 %*WY*@?&T\EE@ o WNFAEBE N © SES BB

401 BUTERAREIAE R -

403 BT AR AR S A2 P

404 HARZIEAAHEE {id} (BRI 5 HaZig S SeRT A
1L

406 PEZATTHMN JH S8 232 SR AR o

409 S RS R g ) B B 5 — [l B (K B 5% o

500 BEANEREEAR o AIFRMHBAE > FH2 R AT o

503 gﬁg%ﬁﬂﬁ%ﬁ%@)ﬂ o WNFAHBHE N @ A2 BB

4E

2B path sets 2541 H path set J path it o

il

Request: PUT /rest/pathsets/1

”id”: 1’
"name" "newPathsetName",
"notes" "Add some notes to the path set",
"source": 0,
“snapshot": false,
"paths" : [
1
"id": 1,
path set id" : 1,
"path" : ”/flle/path/one”
"notes": "
"source": 0O,
“snapshot“: false,
"type" "path®
o
1
"id": 2,
path set id" : 1,
"path" : ”/flle/path/two”
"notes": "
"source": 0O,
“snapshot“: false,
"type" "path®
¥
]I
"href": null,
"type": "pathset"
Response: 205 Reset content
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/processes

FiA n] R F
GET
TS
28 shiAA
<JiE>
AREERS
HRBERS st HH
200 O fE F 3B & A CRCE NIRRT ©
401 FIATE SRR o
403 FATH R ARIEIRE o
406 FE 2 RETE R R E A RN AR o
500 BAENESERR o MFEMHBEN > ES R B EIEE o
503 fRIARBSARTS LR o AR E RN > SR
FEETH o

"type": "array",
"minItems": O,
"uniqueltems": true,
"items": [

"type": "object”,
IIquuiIedII: [ Iltype“, IIidII, IlnameII, Ilpath“,
"version", "os", "distribution", "snapshot", "source", "rows" ],
"additionalProperties": false,
"properties": {
"type": { "enum": [ "process" ] %,

"id": "number",

"name": "string",

"path": "string",
"version": "number",
"os": "number",
"distribution": "number",
"snapshot": "boolean",
"source": "number",
"rows": {

Iltypell : [ Ilarrayll ] ,
"minItems": O,
"uniqueltems": true,
"items": [

"‘type" : ”Object” ,
"required": ["type", "id", "hash", "source", "snapshot" ],
"additionalProperties": false,
"properties": {

"type": § "enum": [ "process-hash" ] %,

"id": "number",

"hash": "string",

"source": "number",

"snapshot": "boolean"
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; ]
0s

MWESE RS (HLURBURER o BREUEHMA IR

(=l e

0 b3

Linux

2 Windows
ficix

MR ) (HDUEEBURER o BEBUEHIRAN R AR

18 Eli

0

1 Red Hat
2 CentOS
3 Windows
)

Request: GET /processes
Response: 200 OK
[

"idvs 1,
"name": "testProcess",
"path": "/home/bin/processA",
"version": "1.1",

"os": 1,

"distribution": 2,

"source": 0O,

"snapshot": false,

"rows": [

"id": 1,

"hash":
"01200102030405060708091011121314151617181920212223242526272829303132",

"source": 0,

"snapshot": false,

"type": "process-hash"

Mt

"id": 2,
"hash":
"01200102030405060708091011121314151617181920212223242526272829303132",
"source": 0O,
"snapshot": false,

"type": "process-hash"
&
]l
"href": null,
"type": "process"
}l
1
"id": 2,
"name": "testProcess",
"path": "/home/bin/processA",
"version": "1.1",
"os": 1,

"distribution": 2,
"source": 1,
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"snapshot": true,

"rows": [],
o Thintess
: 3
EHS2E
28 At A
<fm>
AREEES
BT S|
201 CEVET o M BTSSRI/ URL ©
400 %ﬁﬁﬁ%f?ﬂﬁ WMFAHBE N © S5 2 BEE
401 BUTESRARK B
403 BT B ARSI RE AR LA T o
406 P TH AN JHRE 232 SR IN AR o
409 HAR R LA AR P SR 44 R El ID %€ o
500 P ERFHAR o AITRMHBEN > FH 2R E ST o
503 gﬁg%ﬁﬂﬁ?ﬁ A - FMHEAEN > H2EEE
=

2R processes 54 H process K process-hash VI o 88 @ id NENERTAEH EHE—Y5ER
BATRUE ©

il
Request: POST /processes
1
“name": "newProcess",
"path": "/home/bin/newProcess",
"version": "1.1",
"os": 1,

"distribution": 2,
"source": 0O,
"snapshot": false,
"rows": [

"hash":
"01200102030405060708091011121314151617181920212223242526272829303132",

"source": O,

"snapshot": false,

"type": "process-hash"

5,

i
"hash":
"01200102030405060708091011121314151617181920212223242526272829303132",
"source": 0O,
"snapshot": false,
"type": "process-hash"

¥
] r

"type": "process"
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Response:

201 Created | Location: /processes/2

/processes/{id}
FEE TR
GET
T8z
e athH
<>
H*l\_ﬂﬁl%
AR EERS atHH
200 [ e = 8 B & i ELRAR T o
401 T T SRR b i |
403 BT ARIETIHE -
404 AR B A FHEE {id} (27 Bazte e ai A2 1E
406 FESZ TR WA JH R T 252 SR IN AR ©
500 BAENEER o MFAHBEN © FH2 BB o
503 AR RS S IEAE ) o AIFBAEBAE R - A2 RS,
FEREH o
=]
2R processes A4 H process K process-hash Yt o
il
Request: GET /rest/processes/1
Response: 200 OK
1
"id": 1,
"name": "testProcess",
"path": "/home/bin/processA",
"version": "1.1",
"os": 1,
"distribution": 2,
"source": 0O,
"snapshot": false,
"rows": [
{ na d n 1
id": 1,
"hash": "01200102030405060708091011121314151617181920212223242526272829303132",
"source": 0O,

1,

¥

"snapshot": false,

"type":

"id": 2,

"hash":

"source"

"process-hash"

"01200102030405060708091011121314151617181920212223242526272829303132",

. 0,

“snapshot": false,

"type":

"process-hash"
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"href": null,

"type": "process"
DELETE
TS
28 i iH
<JiE>
AREERS
AREERE s e
204 TR MEF 52 A
401 FATE SRR A o
403 FATH R ARIEIRE o
404 AR EA R E {id} Wi F g F e th NMETE
406 $EZRETE R E A RN AR o
500 A NEREETR o WNFEAMEERN » SH2 R o
503 fRIAR 2 ARFS IEIEAE o WNFRAMRERN © SE2 R,
PEGH o
=]
DELETE b ARE AT 58
#afl

Request: DELETE /rest/processes/1

Response: 204 No content

PATCH

B2

28 AitBH

<>

AKBERE

AR R G|

204 BORIEFIZER > HARB S TEE o RFEHENE
HHAPImMEHRNE o

205 BRNER]FER > W HEEHER o

400 BRSO AN IERE o MFEAMAHBE > SR
FEEGH o

401 BUTE SRR BHE R o

403 FATH FE RIEIR AR S R 4 o
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404 BRI B A AHEE {id} ARy B2 T Je i th A7 AE
406 P S AEIR IR E Ry 2 SRR AR o
409 BT AT 5% B B — (R PP € o
500 BN ERSER o WIFAHBHE N 352 B S o
503 Eﬁg%ﬁﬂﬁi‘%ﬁﬂi@ﬁi o MIBMHME © HSRBE
=
f‘éf\ﬁﬂ processes B& 4 H process B process-hash ¥yt o S : 1A type K id & AV ERIA B
5 o
&if5l
Request: PATCH /rest/processes/1
{
:géE?“i'“process”,
"hame": "ProcessA-BC"

Response: 205 Reset content

PUT
EH2H
ES At
<>
AREEES
NGRS At
204 BURNERITERL » (HRBL S o AFREER
HH P 2 BN R o
205 BURNERIZERL - M HCE & IR o
400 %ﬁmm‘%ﬁT\Eﬁﬁ o WNFAEBE N © A2 BB
401 BUTERARAELA T
403 BT BRI R iR R
404 BABIRARTHEE {id} 2P B2 5 Seni th AN E e
406 PEZATTH M JH S8 232 SR N AR o
409 SRR e I g ) 8 B 5 — AR o 7 5 o
500 A NEREEAR o WIFRMHRAE > FH2 R EITH o
503 E}jg%ﬁﬂﬁi’%ﬁ%ﬁﬂ% o WNFAHBHE N @ 2RI
4E

2R processes £ &4 H process K process-hash Yy o
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il
Request: PUT /rest/processes/2

i
"id": 2,
“name": "newProcess",
"path": "/home/bin/newProcess",
"version": "1.1",
"os": 1,
"distribution": 2,
"source": 0,
“snapshot": false,
"rows": [

"id": 4,

"hash":
"01200102030405060708091011121314151617181920212223242526272829303132",

"source": 0O,

"snapshot": false,

"type": "process-hash"

"id": 5,

"hash":
"01200102030405060708091011121314151617181920212223242526272829303132",

"source": 0,

“snapshot": false,

"type": "process-hash"

]

”%ype”: "process"

¥

Response: 205 Reset content

/selectors
FiA ] FHAYZERUT
GET
EFH28
28 st
<JiE>
AREERS
AREETS st e
200 O] = 48R0 & A A B BV ZEHUT o
401 BIATE SR AR A o
403 AT B RIS ©
406 FESZ AR TR R REE 22 AR
500 B EREEGR o WIFRAMHRBHER > A2 R EIEE o
503 fRIARASARTSHETA R o MFRAHRAER © S5 2%
FEEGH o
£ =|
1

"type": "array",
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"minItems": O,
"uniqueltems": true,
"items": [

"type": "object",
"required": [ "type", "id", "name", "notes", "snapshot", "rows",
"additionalProperties": false,
"properties": {
"type": § "enum": [ "selector" ] %,

"id": "number",
"name": "string",
"notes": "string",
"snapshot": "boolean",
"source": "number",
"rows": §

"type": [ ”aIIay” ]’
"minItems": 0O,
"uniqueltems": tzrue,
"items": [
{
"type": "object",
"required": ["type", "id", "oxder",

"user", "group", "external_group", "process_set", "snapshot"],
"additionalProperties": false,
"properties": {

"type": § "enum": [ "selector-row" ] %,
"id": "number",
"order": "number",
"user": "string",
"group": "string",
"external_group": "boolean",
"process_set": {
"type": "object",
”quUiIed”: [ll.typeu’ ”id”, ”hIef” ]’
"additionalProperties": true,
"properties": {
"type": { ||enum||: [ ”Ief” ] }’

"id": "number",
"href": "string"
§o
"source": "number",
"snapshot": "boolean"
3
¥
]
3
"href": "string"
]
3
il
Request: GET /rest/selectors
Response: 200 OK
[
i
"id": 2,
"name": "selectorl",
"notes": "",
"snapshot": false,
"source": 0O,
"rows": [
1
"id": 2,
"order": 1,
"user": "userl",
"group": null,
"external_group": false,
"process_set": {
"id": 0,
"href": "/rest/processsets/0",
Il.typell : “Ief“

"source": 0O,
"snapshot": false,
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"type": "selector-row"

§o
i
"id": 3,
"type": "selector-row",
"order": 2,
"user": "sfcl",
"group": null,
"external_group": false,
"process_set": null,
“snapshot": false,
"source": 0
3
1p
"href": null,
"type": "selector"
]
POST
EHSH
28 At BH
<fm>
AREENE
IRRENS At BH
201 CEVERUT o MBS GR AN ZEROTH URL ©
400 BRSO IURIERE o MFRHRAE > SH2EEE
FEEEH o
401 BUTESRARK B
403 i FH B AR N R HUT. ©
406 Y 32 KRR T 2252 SR IN B EAY ©
409 HWrERCUT LA FEROTAREEL 1D 2% o
500 A NEGERR o AFRAEBER > FH 2B BT
503 RS IS S TEAE o ANRAERAE R - A2 RS,
FEEEH o
=
2B selectors AU H selector Jx selector-row ¥t o 88 @ id N2 LB ARES EHE—Y R
T o
il
Request: POST /rest/selectors
1
"type": "selector",
"name": "sfcUsers2",
"notes": "Manual copy of selector for internal users",

"snapshot": false,
"source": O,

"rows": [
"type": "selector-row",
"order": 1,
"user": "sfc0",
"group": null,

"external_group": false,
"process_set": null,
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%

"snapshot": false,
"source":

"type":
"order":
"user":
"group": null,

"external_group":
"process_set": null,
“snapshot": false,

"source":

"selector-row",

Response: 201 Created | Location: /rest/selectors/3

/selectors/{id}
FERERUT
GET
EH28
28 A
<HE>
AREERS
ARRET A
200 [A] B = 8 R 3 P B SR B 228 BT
401 BUTE SRR BT ©
403 BT R o
404 HAZIBEAFHEE {id} (ERUT B2 ZEBUT /oAl s
F#1E
406 PSSR N EREE 22 IR N AR o
500 B NEREEGR o AITRAMHRHER » 2RISR -
503 FINRZR RIS TLH A o ANEAHBAE RN © A2 R BE
FEEGH o
e

FH2 R selectors B2 &40 H selector F selector-row Yt o

5l

Request: GET /rest/selectors/3

Response: 200 OK

]

"type":
"id": 3,
"name" :
"notes":

"snapshot": false,

"source"
"rows":

1

"selector",

"sfcUsers2",

[

"Manual copy of selector for internal users",

0,
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"type": "selector-row",

"id": 5,
"order": 1,
"user": "sfcO",
"group": null,

"external_group": false,

"process_set": null,
“snapshot": false,
"source": 0

} r
i "type": "selector-row",
"id": 6,
"order": 2,
"user": "sfcl",
"group": null,
"external_group": false,
"process_set": null,
"snapshot": false,
"source": 0
: ¥
“Href“: null
¥
DELETE
EHSH
2 At A
<fm>
ARAENE
HRRETS At BH
204 THIBRMER] 52 5%
401 BUTE SRR AR o
403 AT FH B RIS -
404 HAZIBEAFHEE {id} FERUT HZ 20T el A
exin
406 Y 32 KRR T 2252 SCAR I N AR ©
500 A NTREETR o ANFTMHRAEN © sE2 RS -
503 fAIRRPS ARG ETEE ] o ANTRAERAER @ sE2 RN
o o
3] =]
DELETE b AR{EA(EAF48
il

Request: DELETE /rest/selectors/3

Response: 204 No content

PATCH

EH2HY

2%

B
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<>
AREEES

HREERS At

204 BUORNEFIZERL - (RS EMEEE o RTEEENE

HHPmEHEANA

205 FORNEFZERL - i H EHEHr & o

400 %iﬁﬂﬁ*ﬁfﬁﬁﬂiﬁﬁ o WNFAHBAE N @ SEZ BB
401 BUTE SRR B

403 BT A ARIERE AR L BEHOT ©

404 HAZIHAFMHEE {id} MERUT B2 S BUTeRT A

1

406 FESZ TS JH 3 25 SRR IN A A o

409 ST 5 B B 5 — [ BER T 58 o

500 A EREEAR o WIFRMHPAE > FH2 R BT o
503 gﬁg%ﬁﬂlﬁ%ﬁ?ﬁ@ﬁﬁ o WNFAEBE N © SES BB
4E
?ﬁ%%ﬂ selectors &4 H selector F selector-row ¥t o 8 ¥ © A type Jx id /&3 M V) T 0 B
5 o
il

Request: PATCH /rest/selectors/3

: "type": "selector",

"id": 3,

"notes": "Change to the notes field",

Response: 205 Reset content

PUT
EHSH
2 SollE|
<>
ARAEEE
ARAERS At A
204 FORMERFERR - EARGEEMEE o NHEEEHE
P S BN
205 FORMERFERL » i B E B & A o
400 %ﬁﬁqﬁ%ﬁf\ﬂﬁ o MIFMBE @ H2RES
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401 BUTESRARK B
403 HAAT s FH B AR SRR AR S B R T, o
404 PAZN B A PHEE {id} RUZERUT HaZEROT /el thAs
1L
406 Y 32 KRR T 252 SR IN AR ©
409 S EEIOT AT 5 B B ) — R BT %€ o
500 B/ PY R o ANTABIEAN o % B b o
503 MBS IRES AL  ANFRAHAEEAN - 32 Baes
FEEEH o
=
HS R selectors 54N E selector F¢ selector-row ¥4 o
il
Request: PUT /rest/selectors/3
1
"type": "selector",
"id": 3,
"name": "sfcUsers2",
"notes": "Another change to the notes field",
"snapshot": false,
"source": O,
"rows": [
"type": "selector-row",
"id": 5,
"order": 1,
"user": "sfc0",
"group": null,
"external_group": false,
"process_set": null,
"snapshot": false,
"source": 0
o
i
"type": "selector-row",
n 1d n : 6 ,
"order": 2,
"user": "sfcl",
"group": null,
"external_group": false,
"process_set": null,
"snapshot": false,
"source": 0
3
]
&

Response: 205 Reset content

[keys
A A R4 55
GET
BB
28 At

JFHIE TR 63



<fm>

AREEES

HREERS At

200 [FIfE F AR L E AR CECE N B4 e o

401 BUTESRARK B

403 BT 3 RIS HE -

406 FESZAT TN JHRE 232 SRR N B o

500 BAENEER o MFAHMEN  ; T
503 AR IR S TE R o AnFRAERAE AR

foH o

i
"type": "array",
"minItems": O,
"uniqueltems": true,
"items": [
1
"type": "object",
"required": [ "type", "id", "name", "notes", "scope", "autogen", "versions" ],
"additionalProperties": true,
"properties": {
"type": { "enum": [ "encryption-key" ] %,
"id": "number",
"name": "string",
"notes": "string",
"scope": { "enum": [ "user", "internal" ] %,
"autogen": "boolean",
"versions": §
"‘type": [ ”aIIay” ]'
"minItems": 1,
"uniqueItems": true,
"items": [
"type": "object",
"required": [ "id", "version", "current",
"additionalProperties": false,
"properties": {
"id": "number",
"version": "number",
"current": "boolean",
"timestamp": "number"
&
3
]
&
3
3
]
3t

&Bf5)
Request: GET /rest/keys
Response: 200 OK
[
"id": 1,
IlnameII: IlkeyAII'
"autogen": false,

"versions": [

"id": 1,
"version": 1,
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"current": true,
"timestamp": 1478268524124

: ¥
“écope”: "user",
"notes": "",
"type": "encryption-key"
§o
i
"id": 2,
“name": "keyB",
"autogen": false,
"versions": [
"id": 2,
"version": 1,
“current": true,
"timestamp": 1478268526490
3
scope": "user",
Ilno.tesll: n II’
: "type": "encryption-key"
]
POST
EHBH
28 A
<JiE>
ARAEES
ARRERS AtHH
201 TN B o DA E R ARSI URL -
400 BURN SRS ORIERE o IFHERBIE R > SH2RE N
FEEGH o
401 BUTE SRR BRI ©
403 BT B RN 2 8 o
406 FESZITEH N H R E 2932 SR N RS ©
409 WAL A B iR R 1D fE2E o
500 BAENEER o MFAHBEN © FES BB o
503 IR IS S TEAE ) o ANFFAERAE R - SRS,
TG o
=]

H2 B keys BEEHNH encryption-key Yiff o 88 © id NENWENMAEREITRTE o B POST FiE B

HEEEH "user" #ifF o

&Bf5)

Request: POST /rest/keys

1
"type": "encryption-key",
"name": "testKey",
"notes": "Key for users in the test org",
"scope": "user",
"autogen": false
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Response: 201 Created | Location: /rest/keys/1

/keys/{id}
FEN B
GET

T2

28] ETAA]

<Jie>

AREERS

ARFETS ETAE]

200 o] i = B R & P Bk B4 8

401 BUTERARK S

403 BAATIH B R HE -

404 HAEEAFHEE {id} R A& B8t
171E

406 2 RETE N E R E A RN R o

500 BAENTESEGR o MFEAHBE > E SR o

503 fRIARASARES LG o NFEAHBE R > AR
FETH o

=]

2R keys B2 G H encryption-key Yt o

gl

Request: GET /rest/keys/1
Response: 200 OK
1

"idv: 1,
"name": "keyA",
"autogen": false,
"versions": [
1
"id": 1,
"version": 1,
"current": true,
"timestamp": 1478268524124
¥
] r
“"scope": "user",
"notes": ""
"type": "encryption-key"
PATCH
EH2H
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e At
<>
ARRERS
HREERS at A
204 BORMERZERL » EARG S LA o AFREEE
FH P 2B A
205 BORMERZERL - U B E R A o
400 FORNSCRE R IERE o ANFRAHRAEN 52 RS
FREH o
401 BUTERAREIA T
403 BUTE I RIETZ A T 525 o
404 BAZFIBAPHEE {id} (8 BZe @it A7 1E
406 P SZRRIR I AR E 2 SR N B
409 B I AE T B D) — (S T 2% o
500 PRI o AITAHRIEG > SH 2 RS AT o
503 AR IR AL » MBAHRER 2RSS
FREH o
L=
H2 B keys EEHHH encryption-key Ytk o 5 © LUA type K id R ERRNL o
i)
Request: PATCH /rest/keys/1
; "type": "encryption-key",
"id": 1,
"name": "testKey-orig",
; "notes": "Original key for users in the test org"
Response: 205 Reset content
BH2H
28 BT
<>
ARRERS
ARREHS At
204 FORNEA FERR o (EARTL S ET AR o RFR B E T
HH P 2 BN
205 BORMERZERL - W B R o
400 FORNSCRE AR IERE o ANFRAHRER - 528
FREH o
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401 BUTESRARK B
403 BT FH B ARSI RE AR5 B < 3
404 BAZIHARHEE {id} 1288 B2l th A7 1E
406 P AT AN TR E 232 SR N AR o
409 S0 <P S T 22 B B ) — ] < T 5% o
500 P ERFHAR o AITRMHBE > FH 2R E SR o
503 RS IS S TEAE o ANRAERAE R - A2 RS,
feREH o
] =]
2B keys BEEHIE encryption-key ¥tk o
gl
Request: PUT /rest/keys/1
{
"id": 1,
"name": "testKey",
"autogen": false,
"versions": [
"id": 3,
"version": 1,
"current": true,
"timestamp": 1478547390464
&
“écope”: "user",
"notes": "Key for users in the test org",
"type": "encryption-key"
b

Response: 205 Reset content

/groupscopes

HMNEREERH I 2 E AR

GET
EHSY
2% R AH
<>
ARAEES
N SHA
200 (71 e 3= A RF € 2 P A L B A A A A
401 BUTERAREL @I o
403 BT & RSN o
406 RS2 IR AN JE R TE 2 SR N A SR o
500 BN o TGN - sH 2B o
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503

frlflias IR IR o anFRAHBAE A

*@n °
SRR

AR BN

HE

”type”:

“aIIay“,

"minItems": O,
"uniqueItems": true,
"items": [

"secure",

i1

"type": "object”,

"required": [ "type", "name", "host", "port",

"bind_dn", "bind_password", "groups_dn", "users_dn" ],

"additionalProperties": false,

"properties": {
”type”: { "enum" :
"name": "string",
"host": "string",
"port": "number",
"secure": "boolean",
"bind_dn": "string",
"bind_password": "string",
"groups_dn": "string",
"users_dn": "string"

1%,

[ "group-scope"

Request: GET /rest/groupscopes
Response: 200 OK
[
1
"type": "group-scope",
"name": "ldap",
"host": "192.168.4.223",
"port": 389,
"secure": false,
"bind_dn": "cn=admin,ou=Users,dc=example,dc=com",
"bind_password": null,
"users_dn": "ou=Users,dc=example,dc=com",
"groups_dn": "ou=Groups,dc=example,dc=com"
&
]
/groupscopes/{name}
R Y R A A [
GET
82
e AtHH
<fm>
ARBERS
IRRENS At BH
200 [ B = 87 . 25 T S SR ) A o [
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401 BUTESRAREIA B -

403 TIAT {6 FH B AR o

404 HARZIEAFHEE {name} BYTFAH SR H % B e Al
WAFETE

406 PSRRI R TE B2 SR I N Y o

500 BENIREER o WIFAHRAE G s 2 R S T AEE o

503 Eﬁg%ﬁﬂﬁi‘%ﬁ?ﬂﬁﬁﬁ o MFMHME © A2 HEE

wme

iH 2R group scopes &4 H group-scope Ptk o

& f5l

Request: GET /rest/groupscopes/ldap
Response: 200 OK

"type": "group-scope",
“name": "ldap",

"host": "192.168.4.223",
"port": 389,

"secure": false,

"bind_dn": "cn=admin,ou=Users,dc=example,dc=com",

"bind_password": null,

"users_dn": "ou=Users,dc=example,dc=com",
"groups_dn": "ou=Groups,dc=example,dc=com"

PATCH

EH2H

28 Ik

<>

ARAERS

ARRERS At

204 BORMERIZERL » ARG EEAEETE o ATREEE
HHPMEBAA ©

205 BORMER| 52K 0 i H E SR & i o

400 %ﬁﬁﬂi*ﬁﬁ?\ﬂiﬁ o WNFAHBHE N @ A2 BB

401 BUTESRAREL AT

403 BT B ARSE I RE A 58 T A R [ o

404 BOARBIRAFTHEE {name} YR 4H i [E B 3% B Soni
WAL

406 FEZATTH N JH S8 232 SR N B FRAY o

500 A EREEAR o AIFRMHBAE > FH2 R ETH o
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503 falflRas IR IRTA R o NFRMBIE N > SE2 BB S

FREH o

4] =]
2R group scopes G H group-scope YIHF o 88 @ LA type & name JE BN ©
il

Request: PATCH /rest/groupscopes/ldap
{

"type": "group-scope",
"name": "ldap",
"port": 636,

"secure": true,

3

Response: 205 Reset content

PUT
B2
28 At
<>
ARAERE
ARRENS atHH
204 BORMER T2 - AEAREEEMEEE o RNREEE
B A EHANA o
205 BORMEFRFER - 0 B ELEHr & IR o
400 BORA SRS ORIERE o IR - SHA2BE S
feREH o
401 BUTERAREL @I o
403 BT I AR T M A 5 s R AH
404 BAZIBATHEE {name} AYFEAH i E H3%# B Sori
thARTFE
406 Fi 32 LR R E 22 AR N A ERY ©
500 A NFEGERR o AIFRAEBIERN > 2B BT o
503 Fﬁﬁi%ﬁﬂﬁi‘%ﬁ?{:ﬁﬁﬁ o YITRMHRE » H2REE
] =]
iH 2R group scopes A4 H group-scope Ytk o
0L
Request: PUT /rest/groupscopes/ldap
i "type": "group-scope",
"name": "ldap",
"host": "192.168.4.223",
"port": 636,

"secure": true,
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"bind_dn":
"bind_password": null,

"cn=admin,ou=Users,dc=example,dc=com",

"users_dn": "ou=Users,dc=example,dc=com",
; "groups_dn": "ou=Groups,dc=example,dc=com"
Response: 205 Reset content
/groupsets
FF A Al P RAH 5
GET

BH2H

28 BT

<>

ARREES

TRREHS At

200 [ = e 0 2 A L C B A REAH

401 BUTESRREIA T

403 BUTE B ARIERZHE -

406 P SZIEIH IR E 2 SR N MY o

500 LIS o AFTAHRHE R > S5 RE AR o

503 Fﬁﬁi%ﬁﬂﬁi‘ﬁ,.‘\{iﬁﬁﬁ BB E N 2R ES
SLHH o

=

{

Iltypell : “aIIay“ ,
"minItems": O,
"uniqueItems": true,

"items": [
{
"type": "object",
"required": [ "type", "id", "policy_binding_id", "groups" ],
"additionalProperties": false,
"properties": {
"type": §{ "enum": [ "group-set" ] %,
"id": "number",
"policy_binding_id": "number",
"groups": {
"‘type": [ ||array|| ]'
"minItems": O,
"uniqueltems": true,
"items": [
"‘type": ”Object”,
"required": ["type", "name", "members" ],
"additionalProperties": false,
"properties": {
"‘type": { ||enum||: [ “gIOUp n ] }'
"name": "string",
"members": {
"‘type": [ ||array|| ]'
"minItems": O,

"uniqueltems": true,
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"items": [
1
"type":
"string",
3
]
3
3
¥
]
3
¥
3
]
¥
il
Request: GET /rest/groupsets
Response: 200 OK
[
1
"type": "group-set",
"id": 1,
"policy_binding_id": 1,
"groups": [
“type": "group",
"name": "users",
"members": [
"user0",
"anotheruser",
”IOO't” ,
"someone"
]
3
]
¥
]
POST
EHBH
28 A
<JiE>
ARAEES
ARRERS AtHH
201 TN R AR o DB GRS URL ©
400 BURNSUSUORIERE o IFEAEBIE R > SH2RE N
FEEGH o
401 BT E SR AR | o
403 AT F B AR AR N L A 4 o
406 FESZITEH N HREE 232 SRR ©
500 A NFERGERR o AIFRAEBAE RN > SE 2B I o
503 IR RS S TE AL o ANFRAERAE R - A2 RS,
FESH o
=]
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AR group sets EEHIE group-set Pyt o S5 ¢ [EELE POST {8

AR BT 2 2 A (R AR s AR oL

2 type K policy_binding_id * i H

il
Request: POST /rest/groupsets
{
"type": "group-set"
; pollcy binding_ id": 1
Response: 201 Created | Location: /rest/groupsets/3
/groupsets/{id}
5 E B RFAH
GET
EHBH
28 A
<>
ARBERS
ARRERS AtHH
200 [ B = o7 2 P S SR A B
401 BUTE SRR @A o
403 AT F 3 R o
404 HAZN B A FHEE {id} BIRFAHEE HazBHH S el thoAs
- 1E
406 FESZ TV JH 3 25 SR IN AR ©
500 A NFERGERR o AFRAEBE RN > SE 2B o
503 IR RS S TEAE o ANRAERAE R - A2 RS,
FEEGH o
=]
A2 group sets G HIH group-set YItF o
il
Request: GET /rest/groupsets/3
Response: 200 OK
{
type "group-set",
"id" 3
pollcy b1nd1ng id": 1,
"groups"
"type": "group",
“name": "users",
"members": [
"userl",
"user2",
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"user3"

. ]
. ]
DELETE

EH2E

28 At

<>
ARAERE

ARBETHS atAA

204 THIBARMEA 72

401 T T SRR i | o

403 BUTE B ARIESZIRE -

404 BORFIBAFTHEE {id} FUBEAH SR Bz B SRR oA

71

406 FEZATTH N JH S8 232 SR N B FAAY o

500 A NEREEAR o WIFRMHRAE > FH2 R ETH o
503 E}jg%%}iﬁi’%ﬁ%ﬁﬁi o WNFAHBHE N @ sE2 BB
4E
DELETE b AR(EIA (T F48
il

Request: DELETE /groupsets/3

Response: 204 No content

/datatypes

A A B BRI

GET

TS
28 shiAA
<JiE>

AREERS
HRBETS st HH
200 0] JE = 3R & B A G B &R E R
401 FATE SRR o
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403 BUTIEFH B ARIESZIRE -

406 P S AEIR IR E Ry 2 SRR AR o

500 B NERSEER o AITAHBHE N 352 B s o
503 Eﬁg%ﬁﬂ&i’%ﬁ%@ﬁ% o MFHMAE @ FHSRBE

=

"type'

. ”array”,

"minItems": O,
"uniqueltems": true,
"items": [

1

"notes",

”type”: ”Object”,
”quuired”: [ ”type”, ”id”, unameu'
"snapshot", "source", "rows" ],
"additionalProperties": false,
"properties": {
"type": { "enum": [ "data-type" 1]
"id": "number",
"name": "string",
"notes": "string",
“snapshot": "boolean",
"source": "number",
"rows": {
”type”: [ uarrayu ]'
"minItems": O,
"uniqueItems": true,
"items": [
i
"type": "object",
"required": ["type",

}I

”id”,

"datatype_id", "order", "selector", "ops", "actions", "notes",
"override_flags", "snapshot", "source"],
"additionalProperties": true,

"permit,

"properties": {
Il.typell: { Ilenumll
"id": "number",
"datatype_id":

: [ "data-type-row" ] %,

number",

"order": "number",

"selector": {

"type": "obi

"required":

ect",
[Il.typell , Ilidll , “hIef” ] ,

"additionalProperties": true,

"properties”
Il.typell :

g 4

1 "enum": [ "ref" ] %,

"id": "number",

"href":
3

/
ps": §{ "enum":

%

"string"

["read", "write", "read/write"] %,

"actions": { "enum": ["permit",

log", "deny", "deny, log'l %,

"notes": "string",

"override_flags"

”type”: “Obj

"required":

5 4
ect",
"required": ["type"],

"additionalProperties": true,

"properties"
"type" :

%

g 1

i "enum": [ "override-flag-map" ] %

'
ource": "number",

"snapshot": "boolean"
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BISER

datatype H ) —EHAAL AR H A B BRI EHUEEUE o BRAFFHVE (FEATESR) "may" » "may_not" &
"must" > G LEE ) B E AR AR RIS TR AT DL~ AU WHE M datatype PRI o ZELE R & B
datatype HHHFEMR AL AL RN » 77752 #F datatype ID ~ %1 ID J EAfl 1D 4R S 2 B BRI 24 7% o

YRTE datatype 1] POST 8¢ PUT _bEARSZ BT ST iR f(E » RIS FETF 4 "may_not" o &R 1 B ERHER
FAAE PATCH AR AR %% o

BERERERES

JEAEAE B&

may AN RAIRAR U R4S CLRE ANEME 0 IR F 245
{8 o &HI| > ¥ @ datatype ZIFTEFRIE o

may_not e am AR U HI i AS 2 5 O el E HME - &R
datatype #IffrEFKIIE ©

must AEERE AR R4S L H R 5 — EER E AR o AN
G FEELE datatype %1 5 5 R AE(AME o

BEREERARIBRT

SN L 7 7R datatype 1D~ datatype 51 10 RECHIID. (FEIFFER) DULIFFFSL IR
AR o R 0 x vy K z B datatype ID ~ datatype %1 ID K B ID > B LA
CREEBEEK X y Bz By rE "dxryez" (RESIHE) G -

£ datatype %15 —{# POST _L > datatype ID f datatype %I ID AIRE @44 7E 4 0 IR REEHER /5
Hl i B BB o

2L {vA HHf ID
selector 1
ops 2
actions 3

BEREEe -

NHITE H E F& datatype 1 ~ datatype 41| 1 FY & AL
- 2 T A B B A

- R B

BB R ERAEE

"override_flags": {
"dlrlcl": "may_not",
"dlrlc2": "must",
"dlrlc3": "may",
"type": "override-flag-map"

g
Request: GET /rest/datatypes
Response: 200 OK

[
{
"id": 1,
"name": "testDatatype",
Ilno.tesll: nn
"source": 0O,
"snapshot": false,
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"rows": [

1
"id": 1,
"datatype_id": 1,
"order": 1,
"selector": {
"id": 3,
"href": "/rest/selectors/3",
"type": "ref"
”éps”: "read/write",
"actions": "permit",
"override_flags": {
"dlrlcl": "may_not",
"dlrlc2": "may_not",
"d1lrlc3": "may_not",
"type": "override-flag-map"
Illzlo.tesll: nn
"source": 0O,
"snapshot": false,
"type": "data-type-row"
3
15
"type": "data-type"
]
POST
EHSH
2 At BH
<fm>
ARAENE
IRRENS At BH
201 CEVERYER o M ESBEG R AR URL ©
400 BUORNSCRERIERE o ANFEHERAE RN @ 552 RN
FEEEH o
401 BUTESRARK @I
403 AT FH B AR AR i L R Y o
406 Y 32 REIE AR T 252 SR IN AR ©
500 A NTREETR o ANFMHRAEN © sE2 RS -
503 fAIRRPS ARG ETEEH o ANTRAERAE @ S5 2N
FEE5E o
3] =]
iH 2B policies B EHHH policy K policy-row ¥ o 8 & id NEHER W AESEHE— W ERETHR
p policy X poucy
E o
il
Request: POST /rest/datatypes
1

“name": "testDatatype",
"notes": ""
"source": 0,
“snapshot": false,
"rows": [
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"order": 1,
"selector": {

"id": 3,
"href": "/rest/selectors/3",
"type": "ref"
”6ps”: "read/write",
"actions": "permit",
"override_flags": {
"dOrOcl": "may_not",
"d0r0c2": "may_not",
"dor0c3": "may_not",
"type": "override-flag-map"
§o
"notes": "",
"source": 0,
“snapshot": false,
"type": "data-type-row"
b
i
"type": "data-type"
b
Response: 201 Created | Location: / datatypes/1
/datatypes/{id}
FEE B AR Y
GET
EHS2E
28 At BF
<>
AREEES
IRRENS At BH
200 [ e = i o7 . 2 T SR A R Y
401 BUTERAREL B
403 BT 3 RIS HE -
404 BAZIAAPHEE {id} FERPER H 2R R e AT
WAL
406 P AT TR E 232 SR N AR o
500 A NTREETR o MNFTRMHRAEN © sE2 RS -
503 RS IS I TE AR o ANTRAERAE R - A2 RS
FEE5E o
=
FH2 R policies BE4HHH policy B policy-row P o
gl
Request: GET /rest/datatypes/1
Response: 200 OK
"id": 1,
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"name": "testDatatype",
"notes": "®
"source": 0,

“snapshot": false,

"rows": [
1

”id”: 1'
"datatype_id": 1,
"order": 1,
"selector": {

"id": 3,

"href": "/rest/selectors/3",
. "type": "Tef"
"ops": "read/write",
"actions": "permit",

"override_flags": {
"dlrlcl": "may_not",
"dlrlc2": "may_not",
"dlrlc3": "may_not",

"type": "override-flag-map"

§o
"notes":
"source": 0,
“snapshot": false,
"type": "data-type-row"

”%ype”: "data-type"

DELETE
B2
28 A
<JmE>
AKBERE
AR GTAE]
204 i AR ML) 57 o
401 FIATER AR LS ) o
403 BT ARIETIRE -
404 HAE|BAFEE {id} WERHER B & RERI e AT
WARFELE
406 PR SZ IR NVER E 2 KRN AR o
500 B NEREERR o WA » SE 2RI o
503 fRIARASARTS LR o MNFEAHBERN » SA 2 RS
FEEGH o
=]
DELETE b A4 {T{n] 334
#af1

Request: DELETE /rest/datatypes/1

Response: 204 No content
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EHBH
28 At
<>
ARREES
ARRERS At AH
204 BURNERITERL  (HARBL SR o ATREETER
B P 2HAA o
205 BURNERIZERL - i HC E & IR o
400 BORASCEIURIERE © MFRHEREN > H2EEE
KEEH ©
401 BUTE SRR @A o
403 BUTE R AR AR PR o
404 BOARZIRAPTHEE {id} A RPEA B 3ZE R R e AT
AR
406 P AT RE 22 SR N B FAIY o
409 3655 Bl P g ) A e L g — {1 [ 7 5 o
500 A EREEAR o WITRMHRAE > FH2 R BT o
503 RAINRESARES ETEME A o MFRAHRAE > H2REEE
KEGH ©
4E
2B datatypes EEHIH data-type . data-type-row Y o 58 1 H type I id 2iE REYIHFERLE
PR o
il
Request: PATCH /rest/datatypes/1
{
"id": 1,
"name": "newDatatypeName",
"notes": "new datatype notes",
0 "type": "data-type"

Response: 205 Reset content
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204 BURNERIZERL » (HRBL S o AFREER
HH P 2 BAR

205 FRNEFFERL - 3 H EE# & o

400 %ﬁmi%ﬁIEﬁOW%ﬁ%éﬁ’%gﬁgﬁ

401 BUTESRARE B

403 BT AR S s R R Y

404 BOARBIEARHEE {id} R RHEA B aZE R e AT
WATELE

406 PEZATTHMN JH S8 232 SR N AR o

409 BEORVE Y T 8 B B ) —(E DRV YT ¢ o

500 A NEREEAR o AIFRMHBAE > FH2 R ETH o

503 E%ﬁ%%ﬁ%ﬁﬁo@%ﬁ%éﬁ’%ﬁﬁgﬁ

4E

#H2 M datatypes &M H data-type K data-type-row ¥t o

il
Request: PUT /rest/datatypes/1

Response: 205 Reset content

{
"id": 1,
"name": "testDatatype",
"notes":
"source": 0O,
"snapshot":
"rows": [

false,

"id": 1,
”datatype_id“: 1,
"order": 1,
selector Y
4
href

||.type .

"/rest/selectors/4",
"ref"
§o
"ops": "read/write",
"actions": "permit",
"override_flags": {

"dlrlcl": "may",

"dlrlc2": "may",

"dlrlc3": "may",

"type": "override-flag-map"

"hotesh: "h

"source": 0O,
"snapshot": false,
"type": "data-type-row"

] r

"type": "data-type"
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4 8 T ZE PR

/agents
A 32 BRATEAE K
GET
EH2H
28 athH
<jm>
Hkl\-llﬁ%
IRBETS atHH
200 [ 8 = 8K B & Fl A AR 328 B RERE X
401 BUTERARKAEEL R
403 BUTE B ARIERZIRE -
406 PEZATTHMN JH S8 232 SRR o
500 BAENEER o MFAHBEN © FES BB o
503 fAIRRPS ARG HEIAEH o NFEAERER @ S5 2% N
*ﬂnz/\ °
=]
{
"type": "array",
"minItems": O,
"uniqueltems": true,
"items": [
"type": "object",
"required": [ "type", "id", "name", "agent_type", "cores", "host", "peer_host",
"uuid",
"state", "notes", "certificates", "policy", "install_bundle", "snapshots"],
"additionalProperties": false,
"properties": {
"type": §{ "enum": [ "agent" ] %,
"id": "number",
"name": "string"
"agent_type": § "enum": [ "volume", "file", "hybrid", "objstore" ] %,
"cores": "number",
"host": "string",
"peer_host": "string",
"uuid": "string"
"state": § "enum": [ "ACTIVE", "WAITING", "INACTIVE" ] %,
"notes": "string",
"certificates": {
Il_typell : [ “aIIay“ ] ,
"minItems": 0O,
"uniqueltems": true,
"items": [
"type": "object",
"required": ["type", "id", "agent_id", "fingerprint", "state",
"notes" ],

"additionalProperties":

true,




"properties": {
"type": § "enum": [ "agent-certificate" ] %,
"id": "number",
"agent_id": "number",
"subject": "string",
"fingerprint": "string",
"expiry": "number",
"has_privkey": "boolean",
"state": { "enum": [ "ACTIVE", "WAITING", "INACTIVE" ] %,
"notes": "string"

]

§o

"policy": £
Il.typell : IIaIIayII ,
"minItems": 0O,
"uniqueltems": tzrue,

"items": [
1
"type": § "enum": [ "volume-policy" ] %,
"id": "number",
"agent_id": "number",
"device_label": "string",

"mofn": § "enum": [ "1:1" ] %,
"key": "string"

o
1
"type": § "enum": [ "file-policy" ] %,
"id": "number",
"agent_id": "number",
"path": "string",
"key": "string",
"data_type_id": "number",
"path_set_id": "number",
"group_set_id": "number",
"variables": §
”type”: ”Object”,
"required": [],
"additionalProperties": true
3
¥

]

"install_bundle": §
"type": §{ "enum": [ "install-bundle" ] %,
"id": "number",
"agent_id": "number",
"operating_system": { "enum": [ "centos-6x", "centos-7x", "windows" ] %,
"authorized_users": $
”type”: [ uarrayu ]'
"minItems": 0O,
"uniqueltems": true,
"items": [
{ ”type”: ”StIing” }

"supported_formats": {
”type”: [ uarrayu ]'
"minItems": O,
"uniqueItems": true,
"items": [

{ ”type”: ”String” }

%

"object_store": {
"mofn": "2:3","1:1","2:4"
"certificates": {
Il.typell : [ “aIIay“ ] ,
"minItems": O,
"uniqueltems": tzrue,
"items": [
1
"type": "object",
"required": ["type", "id", "agent_id", "fingerprint", state",
"notes" ],
"additionalProperties": true,
"properties": {
"type": § "enum": [ "agent-certificate" ] %,
"id": "number",
"agent_id": "number",
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"subject": "string",
"fingerprint": "string",
"expiry": "number",

"boolean",
[ "ACTIVE",

"has_privkey":
"state": { "enum":
"notes": "string"

"WAITING",

]

}I
"backends": [{
"url": "string",
"key_id": "string",
"api_key":"string",
"auth_type": "S3_IBM4","Se_AMZ4",6 "SWIFT"
"share": "number",
3
i
"credentials":[{
"key_id": "string",
"access_key": "string",
"auth_type": "S3_IBM4","Se_AMZ4","SWIFT"
3

1s
"buckets": [{
"name": "string",
"log_denial": true,
"policy": [1
"cred_id":
"access":
Illogll:

"string",
"string",
"boolean",

i1

"policy_snapshots": §
Il.typell : [ “aIIay“ ] ,
"minItems": 0O,
"uniqueltems": tzrue,
"items": [

"type": "object”,
"required": ["type", "id", "policy",
"additionalProperties": true,
"properties": {
"type": {1 "enum":
"id": "number",
"state": § "enum": [ "ACTIVE",
"INACTIVE" ] %,

"state",

"WAITING",

"notes": "string",
"policy": §
Il.typell : “aIIay” ,

"minItems": O,
"uniqueltems": tzrue,

"items": [

1
Iltypell: { Ilenumll:
"id": "number",
"agent_id": "number",
"device_label": "string",
"mofn": { "enum": [ "1:1" ] %,
IlkeyII: Ilstringll

o

1
"type": § "enum":
"id": "number",
"agent_id": "number",
"path": "string",
"key": "string",
"data_type_id": "number",
"path_set_id": "number",
"group_set_id": "number"

]

5
torage": 1§

[ "policy-snapshot" ] %,

"INACTIVE" ] %,

"notes" 1],

"ACTIVATING",

[ "volume-policy" ] %,

[ "file-policy" ] %,
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"protocol": “smbvl, nfsv3, nfsv4’ ,
"host": "string",
"share_path": "string",
"share_user": "string",
"share_pass": "string",
"options": "string",
"type": “network-share ",
"features": {
"type": § "enum": [ "agent_feature" ] %,
"policy": §
"type": [ "agent_feature_status" ],
"state": "number" {0, 1%,
"has_feature": "boolean",

"volume": {
"type": [ "agent_feature_status" ],
"state": "number" {0, 1%,
"has_feature": "boolean",

Fo

"su_block": {
"type": [ "agent_feature_status" ],
"state": "number" {0, 1%,
"has_feature": "boolean",

"objstore": {
"type": [ "agent_feature_status" ],
"state": "number" {0, 1%,
"has_feature": "boolean",

¥

§o

"tools": §
"type": [ ”aIIay” ]’
"minItems": O,
"uniqueltems": tzrue,
"items": [

"type": { "enum": [ "agent_tool" ] %,

"tool_id": "number",

"purpose": { "enum": [ "BACKUP", "RESTORE", "SEND",
"OBJSTORE" ] %,

Ilkeyll : IIStIing“ ,

"active": "boolean",
5o
]
Fo
3
3
]
3
&l
%K : GET /rest/agents
[ElfE : 200 EE
[
1
"id": 1,
"name": "fileAgent",
"agent_type": "file",
“cores": 0,

"host": "1.1.1.1",

"peer_host": "1.1.1.10",

"uuid": "9faae641-347c-4f05-b47e-202b7430969d",
"state": "ACTIVE",

Ilno.tesll: n II’

"certificates": [

”id”: 1’

"agent_id": 1,

"subject": null,

"fingerprint": "al5b027baaall82b32e160dff4955bb2064d2d0b",
"expiry": null,

"has_privkey": null,

"state": "ACTIVE",

"notes": ",

"type": "agent-certificate"
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¥

]

]

i

'olicy”: [
1

%

”id”: 1’

"agent_id": 1,

"path": "/home/path",

"key": "homekey",

"data_type_id": 1,

"group_set_id": 0O,

"path_set": null,

"variables": {
"dlrlc1i": "2",
"dlrlc3": "permit"

3

'ype”: "file-policy"

"idv: 2,
"agent_id": 1,
"path": "/data/path",
"key": "datakey",
"data_type_id": 1,
"group_set_id": 0O,
"path_set": null,
"variables": §
"dlrlcl": "3",
"dlrlc3": "deny, log"
b

'ype”: "file-policy"

cnstall_bundle”: )

"id"T 1,
"agent_id": 1,
"operating_system": "centos-6x",
"authorized_users": [

"admin"

i
"supported_formats": [

] r

"application/x-tar",
"application/zip",
"application/json"

"type": "install-bundle"

'olicy_snapshots”: [

"id": 1,
"notes": ,
"state": "ACTIVE",
"policy": [

1

”id”: 3'

"agent_id": 1,
"path": "/home/path",
"key": "homekey",
"data_type_id": 2,
"group_set_id": 0O,
“path_set": null,
"variables": 1%,
"type": "file-policy"

"id": 4,
"agent_id": 1,
"path": "/data/path",
"key": "datakey",
"data_type_id": 3,
"group_set_id": 0O,
"path_set": null,
"variables": %,
"type": "file-policy"
3

i
ype": "policy-snapshot"

'eatures“: )
"policy": {

"has_feature": true,
"state": 1,
"type": "agent_feature_status"
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I
"volume": {

"has_feature": false,

"state": O,
"type":

Fo
"su_block": {

"agent_feature_status"

"has_feature": true,

"state": 1,
"type": "agent_feature_status"
“6bjstore“: )
"has_feature": false,
"state": 0,
"type": "agent_feature_status"
}I
"type": "agent_feature"
Il.typell : Ilagen.tll
' "tools": [
"tool_id": 1,
"purpose": "BACKUP",
"key": “toolKeyA” ,
"active": true,
"type": "agent_tool"
"tool_id": 2,
"purpose”: "RESTORE",
"key": “toolKeyA”
"active": true,
"type": "agent_tool"
]
]
POST
EHSH
28 At BF
<fm>
ARBENE
IRRENS At BH
201 EEV R o MEFSEHGRAN RSN
URL °
202 BHEIERIZ TR AIERE S o PrERETH gL
Rt ERRE Z TAER URL ©
400 BURA SRS ORIERE o NFHERBIE R - A2 RSN
FESE o
401 BT B SR AR A |
403 BT AR AR L &
406 ¥ 32 LR H R E 252 AR N A JERY ©
409 FrERE B A R A 2E o
500 A NFERGERR o AFRAEBAE RN > SE 2B o
503 IR RS S TE L o ANFRAERAE R - A2 RS,
FESH o
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L=
A2 R agent B2 EHIH agent Yot

PfieE
uuid BN EIEC S /M T B LUEFIRE RN 8-4-4-4-12 TEAEE - (HE X K M 2 MRS THAY
FEABERE MR FUT o
il
B3R : POST /rest/agents
1
"name": "volumeAgent",
"agent_type": "volume",
"host": "1.1.1.1",
"peer_host": "1.1.1.10",
"uuid": "caca@d57-1f6a-4663-a2c7-e9b9591e48f5",
"notesh: "h
"certificates": [
"has_privkey": true,
"content_type": "application/x-pem-file",
"subject": "CN=localhost,OU=Development,0=Test.,L=Test,ST=CA,6C=US",
"fingerprint": "al5b027baaall82b32e160dff4955bb2064d2dOb",
"name": "http.pem",
"expiry": 1478733066000,
n ld n : 3 ,
"type": "client-file",
"href": "/rest/files/upload/3"
3
e
"policy": [
1
"key": "webkey",
"type": "volume-policy",
"device_label": "webroot"
o
1
"key": "nfskey",
"type": "volume-policy",
"device_label": "nfsshare"
3
i
"install_bundle": {
"operating_system": "centos-7x",
"authorized_users": ["admin"],
"type": "install-bundle"
"policy_snapshots": [],
"tools": [
1
"purpose": "BACKUP",
"key": “toolKeyA” ,
"active": tzrue,
"type": "agent_tool"
3
]
3

[EIFE : 202 B#E= | {U&E : /jobs/23

/agents/{id}

R 324 PEACHERE X
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28 AtHH
<fm>
AREENE
IRRENS At BH
200 [ B = e o7 2 T S SR A AR AR X
401 BUTESRARK B
403 AT P RS o
404 HAZIBRAFHEE {id} FICHERE X H 5z AR e
WAL
406 ¥ 32 LR H R E 22 SCER I N A JERY ©
500 AR NTREETR o ANFMHRAEN © sE2 RS -
503 Fﬁﬁi%ﬁﬂﬁii‘%ﬁ?ﬂ%ﬁﬁ o YITRMHRE » H2REE
=
A2 R agents BEEHIH agent VIF o
il
B3R : GET /rest/agents/4
[ : 200 1EH
i
"id": 4,
"name": "volumeAgent",
"agent_type": "volume",
"host": "1.1.1.1",
"peer_host": "1.1.1.10",
"uuid": "caca0d57-1f6a-4663-a2c7-e9b9591e48f5",

"notes":

nn
’

"certificates": [

] 4
"policy":
{

"subject":
"fingerprint":
"expiry": 1478733066000,
"id": 6,

"type": "agent-certificate"

L

"id": 13,
"agent_id": 4,
"key": "webkey",
"device_label":
IlmontI: Ill:lll'
"type": "volume-policy"

"webroot",

"id": 14,
"agent_id": 4,

n keyll :

"device_label":

"mofn": "1:1",

Iltypell :
&

] 4

"install_bundle": {
"id": 5,
"agent_id": 4,
"operating_system":
"authorized_users":

"nfskey",

"nfsshare",

"volume-policy"

"centos-7x",
["admin"],

"CN=1localhost,0U=Development,0=Test.,L=Test,ST=CA,C=US",
"a15b027baaall82b32e160dff4955bb2064d2d0b",
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"supported_formats":
"application/x-tar",
"application/zip",
"application/json"

”%ype”: "install-bundle"

“éolicy_snapshots“:
"features": {
"policy": {

"has_feature":
"state":
"agent_feature_status"

”type”:

'
"volume":

"has_feature":

"state":

"type":

“éu_block“:

"has_feature":
"state":
“"type": "agent_feature_status"

“6bjstore“: 3
"has_feature":
"state":

”type”:

5,

"type": "agent_feature"

ype": "agent"

"agent_feature_status

"agent_feature_status

1,
"tools": []
3
DELETE

T2

28] aAA

<>

AKBERE

AREERS ETAE]

202 BN TAEREEFEMHIFR o 403 T/E URL @ 552 Rl
iitn&\o

401 BUTE SRR A HE R ©

403 BT I R HE -

404 HAEEA FrEE {id} AR R Bz R e AT
HAFETE

406 FE 2 RETE R E A RN A o

500 BAENESERR o MFEMHBEN > S E B o

503 ARSI AR HETLE G o aNFEAHBE RN » SRS
FEETH o

=]

DELETE b AREZATA] 38
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il
Request: DELETE /rest/agents/4

Response: 202 Accepted | Location: /rest/jobs/9

PATCH

EHSH

2 sAAA

<>
AREEES

ARRETS A A

204 TRNEFIFERR » EAREESEEEE o NFREEN R

HAHPmEHENA

205 TR NEFISERR > M HEEHTE R o

400 %iﬁ?i%fﬁﬁﬂiﬁﬁ o WITAHRAE N © BRI
401 BUTESRALBIER

403 BT R Ak s e A X o

404 HARZIRAFHEE {id} MR Bz e mt

WATFLE

406 PRS2 RTINS TE B2 AR I N AR o

409 B Ui o Bl 5 — (A U e o
424 TR 4 0 BR TR AE I 1 AR A% AR =X

500 L NEREETR o MIFRMHMEN » H2 RGN o
503 lgﬁg%%ﬂﬁf%ﬁ%ﬁﬁi o WITAHRAE N © BB
e
A2 R agents EEHHHE agent Vit o 8 1 A type K id RV EMRNL o
&fif5)

Request: PATCH /rest/agents/4

t "type": "agent"

"id": 4,
. "state": "ACTIVE"

Response: 205 Reset Content

/agents/{id}/certificates

R 2B AR R E R
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B2
-2 L]
- <fiE>
AREEES
ARRERS At AH
200 [ B = i 87 . 2 T SR ) AP AR IR 8
401 BUTERAREL @
403 BT 3 RIS HE -
404 BAZIAAPHEE {id} AR HaZ PR SEAT
WAL o B RERAA —HEE
RISz A /2 22 R AT 77 TE o
406 P AT TR E 232 SR N AR o
500 A NFEGERR o AFRAEBER > FH 2B BT
503 RS IS I TE R o ANRAERAE R - A2 RS
HERTH o
L=
B2 agents EAHNE agent-certificate VI o
g
Request: GET /rest/agents/4/certificates
Response: 200 OK
[ {
"subject": "CN=localhost,OU=Development,0=Test.,L=Test,ST=CA,C=US",
"fingerprint": "al5b027baaall82b32e160dff4955bb2064d2d0b",
"expiry": 1478733066000,
"id": 6,
. ”%ype”: "agent-certificate"
]
POST
EH2H
28 At
<>
ARAEES
ARRENS At
201 TR o MBI ERAHIREA URL ©
400 BRI SRS TURERE o aIFEBERR - FH2RE S
FREH ©
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401 BUTERAREL @
403 BT B ARSI REACH LI o
406 P TH AN JHRE 232 SR N B o
409 W iR G LA RS 1 5€ o
500 A NFERGERR o ATFRAEBERN > FH 2B BT
503 AR ARG ETE I o ANTRAERAE @ S5 2SN
HERTH o
=
H2 B agent AU H agent-certificate Y1 o 8 & id NEVSBERMAEEITEE o
g
Request: POST /rest/agents/4/certificates
{
"id": 4,
"type": "client-file",
"href": "/rest/files/upload/4"
"notes": "After expiration, contact person@example.com for a new one"
%

Response: 201 Created | Location: /rest/agents/4/certificates/7

/agents/{id}/certificates/{certid}

e A PR USRS

GET

EASH

2 At A

<jm>

ARREEE

ARRERS At A

200 (7 8 = R 2 P B SR A A AR U 8

401 BUTERARKAEL R

403 BT B ARSE I AE -

404 PAZBAFHEE {id} AR Haz RS AT
WATEAE - S rE e KRS B A e E
{certid} AR HZIBaH SCAT L RTELE ©

406 P SZ AT R E 29 SR AN SRR o

500 BENERSERR o MIFRMHBEN > H2 BB o

503 Eﬁg%ﬁﬁﬁi’%ﬁ%ﬁﬂ% o WITAHRAE R » A2 REE
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L=
H2 B agents BG4I H agent-certificate Y14 ©
b5l

Request: GET /rest/agents/4/certificates/7

Response: 200 OK

i "id": 7,
"state": "ACTIVE",
"subject": "CN=localhost2,0U=Development,0=Test.,L=Test,ST=CA,C=US",
"fingerprint": "b88b327ba3a3182b32e160dff4955bb2064d2d1f",
"expiry": 1478733066676,
"has_privkey": true,
"notes": "After expiration, contact person@example.com for a new one"
"type": "agent-certificate"
DELETE
EHBH
28 A
<Ji>
ARBERS
ARRERS AtH
202 TN TAFAERERINER o 47 T URL » 552 B
BT o
401 BUTE SRR BB R ©
403 BT 3 R o
404 HAZN B A FHEE {id} BFARHERE A HaZ R e Al
WAL > BE IS AT E R AR B A e E
{certid} BYR#E Haz BB Ao pl th RT7AE ©
406 FESZ IRV JH 3 25 SRR IN AR o
500 A NFERGERR o AFRAEBAE RN > SE 2B o
503 AR PN ARG EIA I o ANFRHERAE N @ S5 2 RE N
FEEGH o
=]
DELETE b AREA(EA T4
il

Request: DELETE /rest/agents/4/certificates/7

Response: 202 Accepted | Location: /rest/jobs/33

PATCH
EAS2H

2

Gkl
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<>

ARRERE

ARRETS A A

204 FORIERFERL » EARGEE IR o REE B HER
HHPmEHEANA

205 TRNEFISERR > M HEEHTE R o

400 %ﬁﬁ?i%fﬁﬁﬂiﬁﬁ o MFEMHME @ A RBE

401 BUTE SR ALBIER

403 T FH 3 AR A s vy (RO R o

404 HARZIRAFHEE {id} IR Bz e mt
AR > St E e RERE AR A A Fife
{certid} FUIRREE HZBRB SAT L ARTELE o

406 PSRRI R TE B2 AR N AR o

409 SRR ST s e B o) — E PR U e o

424 RA RS BRI LR M AR A AR K

500 B NERSER o AITAHBHE N 352 B AT o

503 gﬁg%ﬁﬁﬁi’%ﬁ%@ﬂﬂ o MFBHME @ FHASRBE

e

AR agents EEHHHE agent Vit o 8 1 A type K id SR EMRNL o

&fif5)

Request: PATCH /rest/agents/4/certificates/7
i

"type": "agent-certificate",
"id": 7,

"state": "ACTIVE",

"notes": "Expires 2017-04-28,

contact jack@example.com for a new one. Activated 2016-04-15."

[EIfE : 205 EBXAR

PUT
TS
28 e
<Jie>
AREERS
AREERE e
204 BSRNEF|FERK > (EARE ST o RNEEEHE
AP ERRNE o
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205 FURNEFIZERL - 3 H EEHr & o
400 BURA S ORIERE o IFHERBIE R - A2 RSN
FEEH ©
401 BUTESRORE @I
403 BT AR AR LR R o
404 BAZIEAPTHEE {id} AR X R e AT
AR
406 FESZ IRV JH 3 8 25 SRR IN AR o
409 SRR ZCPITAI 22 B B 5y — (i QR A ¢ o
424 R JE S BRTRAS RE & M AR A A R AR =X
500 A NEREEAR o AIFRMHBAE > FH2 R ETH o
503 RAINRESIRBS ETERE A o MFRAHRAE > H2RES
HREH ©
4E
2R agents EEHH agent Y o
il
Request: PUT /rest/agents/4/certificates/1
1
"id": 7,
"state": "ACTIVE",
"subject": "CN=localhost2,0U=Development,0=Test.,L=Test,ST=CA,6C=US",
"fingerprint": "b88b327ba3a3182b32e160dff4955bb2064d2d1f",
"expiry": 1478733066676,
"has_privkey": true,
"notes": " Expires 2017-04-28,
contact jill@example.com for a new one. Activated 2016-04-15."
. "type": "agent-certificate"

Response: 205 Reset Content

/agents/{id}/install_bundle

RIFE A 2 5E g aH
ﬁﬂﬁfﬁ%@x%ﬂﬁﬂmﬁﬂi%xﬁﬁﬁ(ﬁo HA MRS authorized_users 15 58 AR RY(# & A REEEGZE

GET
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200 (] e 3= A8 6 2 P SR ARBRAR SN2 Bk A Bl 22 4
HRAEAH meta Bk (HASHEARNREZITEAT E) o

401 BUTESRARK B

403 BT F = RS ©

404 EAZIEAFTHEE {id} MR X Bz R ST
WAFETE o B RIEEREAY install_bundle H8A7#F
—RIELE ©

406 AT ERE A SR AR o X EA
Ji7! application/json [#%5Z 12258 » {#[E]f1) JSON
BRI AT 2 R 2 R o

500 A NEEAGR o AIFRAHBAER > A2 R T o

503 Fﬁﬁ%ﬁﬂlﬁ‘%ﬁ?{:ﬁﬁﬁ o WITMMEN @ H2HEBE
HHH o

4=

H2 B agents £G4 H install-bundle Y1 o

gl

Request: GET /rest/agents/4/install_bundle
Response: 200 OK

{

”id”: 4'

"agent_id": 4,

"operating_system": "centos-7x",

"authorized_users": ["admin"],

"supported_formats": [
"application/x-tar",
"application/zip",
"application/json"

"expiry": 1478733066000,
"type": "install-bundle"
%

Request: GET /rest/agents/4/install_bundle | Accept: application/x-tar

Response: 200 OK (binary content - tar file with agent installer and configuration)

/agents/{id}/install_bundle/authorized_users

2 SR A A P RE R A T B

i

At
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PUT

200 (] e = A 6 2 B SR AR BRAR SN2 BSR4 P2 ME e
&

401 BUTERAREL @I o

403 AT B AR RE -

404 AR EAFTEE {id} PR H sz RIE e
WAFETE o B ARIEERETXAY install_bundle B8z
install_bundle/authorized_users M —R1FELE ©

406 FESZAEGH N H R E £ S8 AR I N RS ©

500 AR NTREETR o AFRMHRAEN © sE2 RS -

503 FIARZE ARG ST o ANFRAHRAE RN © A2 RS h
FEE5E o

4=

2B agents EEHIH install-bundle Y4 ~ authorized_users i o

1417

Request: GET /rest/agents/4/install_bundle/authorized_users

Response: 200 OK

[ "admin"

]

L

28 A A

<>

AREETS

AREERS At

204 FORIERFERL » AR EE IR o R B
B Pt 2 BN o

205 BORNERIFERL » i L E & IR o

400 %ﬁﬁﬁ%ﬁ*ﬁ@o@%ﬁ%é%’%ﬁﬁgﬁ

401 BUTESRARK B

403 gﬁ@ﬁ%iﬁﬁ%ﬁ%ﬁﬁ@ﬁﬁ%%ﬁﬁ%@%

404 HORE A A FHEE {id} r9AERE =0 H sz ROAR U 5e Al
WARFTE

406 PSRRI R E B2 AR N o

500 FHENFRSER o WITAHRHEG » S5 2 RIS I o

503 FINRZSARS A o MFBAHRAE A2 RS

FREH o
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e

HAM agents &M H install-bundle ¥+ ~ authorized_users B °

1417

Request: PUT /rest/agents/4/install_bundle/authorized_users

[
"admin",
"wspoppleton",
n ZIiggS“

Response: 205 Reset Content

/agents/{id}/policy_snapshots

RIS R AL Snapshot © Snapshot 2 ARTE[ » ilff BAE N Snapshot AR RIZCER HZAH R
(F52R POST) © Snapshot ¥ HEA#1 ID » i BRI ERE ST st E BERER R - (BEEWN

It EREFR LIERZA

GET

EH2E

28 At

<>

ARRETS

ARRERS atAA

200 [ 3 R . 2 P 22 SR A PR AR

401 BT SRR b i |

403 BUTE B ARIERZIRE -

404 BARFIBAFHEE {id} fARERE L H ez REAE SRl
WATELE o BRI’ — 17 1E
B A 2 22 AT TR 7E o

406 FEZATTH N JH S8 232 SR N B o

500 A NEREEAR o WIFRMHBAE > FH2 R o

503 Eﬁg%ﬁﬁﬁi’%ﬁ%ﬁﬂ% o WNFAEBHE N @ A2 BB

4E

2R agents & EHIH policy-snapshot ¥yt o

{5l

Request: GET /rest/agents/4/policy_snapshots

Response: 200 OK

L
1
"id": 1,

"notes": "This is a file agent for the Cent0S7.x file system",

"state": "ACTIVE",
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POST

"policy": [
{

Mt

1,
"type" .

"id": 11,
"agent_id": 4,
"path": "/mrslate/misc",

"key": "public",
"data_type_id": 6,
"group_set_id": 0O,
"path_set": null,
"variables": %,
"type": "file-policy"

"id": 12,

"agent_id": 4,

"path": "/mrslate/company",
"key": "company",
"data_type_id": 7,
"group_set_id": 0O,
“path_set": null,
"variables": 1%,

"type": "file-policy"

"policy-snapshot"

FEREER R Snapshot

EHSH

2 st

<>

ARAENE

ARAEHS At e

201 ELA7 Snapshot o i BESH TR EHT Snapshot 1Y
URL °

400 %Eﬁlﬁﬁ%iﬁf\ﬂiﬁﬁ o YITRMHRE » H2REE
EHH o

401 BUTERAREL @I o

403 AT B AR REA EE N7 Snapshot ©

406 Y 32 KRR T 252 SCER I N AR ©

500 A NREATR o WIFEAEBAER > SH 2R T o

503 fAIARAS RS AL o WIFBAEBERR > A2,
fELGH ©

3] =]

Y o

il

Request: PUT /rest/agents/4/policy_snapshots/
i3
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Response: 201 Created | Location: /rest/agents/4/policy_snapshots/3

/agents/{id}/policy_snapshots/{snapshot_id}

RIEFE X RAIBERLAY Snapshot © Snapshot @2 ANATE2( - i HAE# L Snapshot FREAY 3= 225 RIS H g2 AH
1) (3E2B] POST) o Snapshot ¥fFEAH ID » il LM E STt EERER MWL - EEE

qnit > fEREFE EIERZAHIA

GET

EH2H

28 At A

<Jg>

ARAEES

ARRENS A

200 [F1] R = R 0 2 P SR A AR AR U HI Snapshot

401 BUTERRAC AR

403 BUTHE B RIESHE

404 PAZIRAFHEE {id} RPN stz AR
REAZN B A EE {snapshot_id} i Snapshot
H#ZAH 8L Snapshot JERTHATELE ©

406 P SZIEIR I TR E 2 SR N o

500 PRI o AITAHRIEG > SH 2 RS AT o

503 ggg%%ﬂﬁ?%ﬁﬁ:ﬁ)ﬂ o MFHFHBE » FH2REE

L=

2R agents &I H policy-snapshot ¥yt o

{5l

Request: GET /rest/agents/4/policy_snapshots/3

Response: 200 OK

$
“id": 1,

"notes": "This is a file agent for the Cent0S7.x file system",

"state": "INACTIVE",

"policy": [
1
"id": 11,
"agent_id": 4,
"path": "/mrslate/misc",

"key": "public",
"data_type_id": 6,
"group_set_id": 0O,
“path_set": null,
"variables": 1%,
"type": "file-policy"

"id": 12,
"agent_id": 4,
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"path": "/mrslate/company",
"key": "company",
"data_type_id": 7,
"group_set_id": 0O,
“path_set": null,
"variables": 1%,

"type": "file-policy"

”éype”: "policy-snapshot"

PUT

SRR U@ Snapshot BEI TAE o £ TIEIT 2R > FEHUT PUT RPEE R 1ERTHEY Snapshot iR IE
fEMH > BAER PUT HARR Snapshot B TEAI o AR TAERRM > AEE Snapshot i ORFEF1EM A o

EH2H

28 GiAdL

<>
ARRETS

ARRERS atEA

204 FRIERFERL » ARG EEEEE o R B ER

I P 2 HANZ o

205 FRIER FERL > M B E &R

400 ﬁﬁgﬁﬁli*ﬁﬁﬁEﬁﬁ o MFMHME @ A2 HEE
401 BUTESRAREIA B -

403 BT B ARSI REAR N [ HI Snapshot ©

404 BRI AAAHEE {id} A~ E Shapshot H %

RIEFLR B Snapshot JERTAIELE

406 PSRRI R TE B2 SR I N o

500 BENIREER o WIFAHRAE G S5 2 RI S TS o
503 Eﬁg%ﬁﬂﬁi‘%ﬁﬂiﬁﬁﬁ o MFMHME @ A2 HEE
wme
HE2 B agents BEEHIH install-bundle Y14 ~ policy_snapshots Hifi o S8 : HAESETE state Fz notes ©
&fif5l

Request: PUT /rest/agents/4/policy_snapshots/1

{

"id": 1,

"notes": "This is a file agent for the Cent0S7.x file system",

"state": "ACTIVE",

"policy": [
i
"id": 11,
"agent_id": 4,
"path": "/mrslate/misc",

"key": "public",
"data_type_id": 6,
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"group_set_id": 0O,
“path_set": null,
"variables": %,
"type": "file-policy"

"id": 12,
"agent_id": 4,
"path": "/mrslate/company",
Ilkeyll : Ilcompanyll ,
"data_type_id": 7,
"group_set_id": 0O,
"path_set": null,
"variables": %,
"type": "file-policy"
b

i

"type": "policy-snapshot"

b

Response: 205 Reset Content

DELETE
fHERACHEEFZ R Snapshot

EHBH

28 wt A

<Ji>

ARAEES

ARRENS At

204 MR ME R 72

401 BUTESRARACA B

403 BUTHE B RIESHE

404 BAZIAAFHEE {id} AR AR S E
{snapshot_id} #J Snapshot * H % EfE A u
Snapshot JEAT L ATETE

406 PESZIEIR I TR E 2 SR N AR o

500 P NERGE o AITAHBIEG > S5 B E AT o

503 EE&%%EE?’%@‘EE@H% o MFHFHBE » FH2REE

L=

I o

b5l

Request: GET /rest/agents/4/policy_snapshots/1

Response: 204 No Content
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/agents/{id}/policy

GET

R A ORE T I o 752 R R B - FROR B CE B A SR A T R ~ — A B B R L
KRR SR -

B2

28 At

<>

AREEES

ARRERS At AH

200 [ B = i 87 . 2 P 2 SR ) AR =X 3 s

401 BUTESRAREIA B -

403 BT 3 RIS HE -

404 BAZIRAHEE {id} (IAFRE -

406 P AT AN TR E 232 SR N AR o

500 A NFERGERR o ATFRAEBER > FH 2B BT
503 Egﬁg%ﬁﬂﬁi%ﬁﬁiiﬁﬁfﬁ o WNIFAHBE N © FESBIE G
=

2R agents BG4I H policy fifr ©

g

Request: GET /rest/agents/4/policy

Response: 200 OK

[

1

i,

]

¥
]
Request:

"id": 13,

"agent_id": 4,

Ilkeyll : Ilwebkeyll ,
"device_label": "webroot",
"mofn": "1:1",

"type": "volume-policy"

"id": 14,

"agent_id": 4,

"key": "nfskey",
"device_label": "nfsshare",
"mofn": "1:1",

"type": "volume-policy"

GET /rest/agents/3/policy

Response: 200 OK

L

"id": 2,
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"agent_id": 3,

"path": "/mrslate/misc",
"key": "public",
"data_type_id": 1,
"group_set_id": 0O,
"path_set": null,
"variables": %,

"type": "file-policy"

o
1
"id": 3,
"agent_id": 3,
"path": "/mrslate/company",
"key": "company",
"data_type_id": 7,
"group_set_id": 3,
“path_set": null,
"variables": §
IId7I2c1II : II3II ,
"d7r2c2": "permit, log",
"d7r2c3": "read"
}I
: "type": "file-policy"
]
POST
SRR S I A
EHBH
28 A
<JiE>
ARAEES
HREERS atHH
201 A o L EITBH G TR AL AS Y URL ©
400 BURN SRS ORIERE o NFHERBIE R > SH2RE N
FEEGH o
401 BT E SR AR | o
403 AT F 3 RS AR N 2 o
406 FESZITEHINH R E 232 SR N RS ©
500 A NFERGERR o AFRAEBAE RN > SE 2B o
503 frAIARAS RS S TEAE o ANFRAERAE R - A2 RS,
FESH o
] =]
H2 R agents £AHIE file-policy B volume-policy ¥t o
il
Request: POST /rest/agents/3/policy/
1
"agent_id": 3,
"path": "/mrslate/company",
"key": "company",

"data_type_id": 7,
"group_set_id": 3,
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/agents/{id}/policy/{binding_id}

"path_set": null,
"variables": {
"d7r2c1": "3",
"d7r2c2": "permit, log",
"d7r2c3": "read"

i
"type": "file-policy"
%

Response: 201 Created | Location

: /rest/agents/3/policy/3

GET

EH2H

28 oLk

<>

ARBERS

ARRERS At

200 [ R 3 A RF 0 25 P 2 SR A A R X FU

401 BUTE SRR BB R ©

403 BT ARIESZHE -

404 BAZIRARHEE {id} AR 8RR
FHEJFAIFRA B A4 E {binding_id} AYZL4S o

406 FESZ TS JH 3 25 SR IN A A o

500 P N ERFHAR o AITRMHBE > FH 2R BT o

503 ggg%%ﬂﬁﬁ%ﬁiﬂﬁﬁﬁ o WNFAHBAE N © SE2BIEE

=

2B agents A4 H file-policy k. volume-policy Pt °

1417

Request: GET /rest/agents/3/policy/3

Response: 200 OK

1
"id": 3,
"agent_id": 3,
"path": "/mrslate/company",
"key": "company",

"data_type_id": 7,
"group_set_id": 3,
“path_set": null,
"variables": §
Ild712clll : II3II ,
"d7r2c2": "permit, log",
"d7r2c3": "read"
}I
"type": "file-policy"
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EHS2E
28 At BH
<>
AREEES
IRRENS At BH
204 BORMERFER  (EAREEEMIEE o NREEE
HAHPmEHENA
205 FURMEFIZERL - 3 B EHEHr & o
400 BURASOEORIERE o IFFHERBIE R - A2 RSN
FEHEH ©
401 BUTE SRR BB R ©
403 BRAT (50 3 AR 132 M o 52 o i 1 2 o
404 HAZBAFHEE {id} IREEASR B A AE
{binding_id} #Y 2%k » HaZ B XeE S eaT A
1R
406 FESZ IRV JH 3 25 SRR IN AR o
500 A NFERGERR o AIFRAEBAE RN - SE 2B BT o
503 IR RS S TEAE o ANFRAERAE R - A2 RS,
FHEH ©
=]
H2 R agents £AHIE file-policy B volume-policy ¥t o
04
Request: PUT /rest/agents/3/policy/3
{
"id": 3,
"agent_id": 3,
"path": "/mrslate/company",
"key": "company",
"data_type_id": 7,
"group_set_id": 4,
"path_set": null,
"variables": §
"d7r2c1": "4",
"d7r2c2": "deny, log",
"d7r2c¢3": "read"
”étorage“:null,
; "type": "file-policy"

Response: 205 Reset Content

Request: PUT /rest/agents/3/policy/3 (for adding storage object)
{

"id": 3,

"agent_id": 3,

"path": "/mrslate/company",
"key": "company",

"data_type_id": 7,
"group_set_id": 4,
"storage": {

"protocol”:"smvbl",
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"host": "nfs.sfc.local",

"share_path": "/sfc",

"share_pass": "PasswOrd",

"options": "port=112, sec=ext,noexec",
"type": "network-share"

”%ype”: "file-policy"
%

Response: 205 Reset Content

PATCH

EH2H

28 i

<>

ARAERS

ARRERS GiAE|

204 BORMERIZERL » ARG EIEEETE o ATREEE
HH P 2 BN

205 FRNEFFERL » i B EEH & o

400 %gggFﬁ§i$§iﬁﬂ<ﬂEH§° WMFAERE N - s B

401 BUTESRAREIAE R -

403 BT F B AR 15 RE A 8 o [ | i 45 o

404 BRI EAHEE {id} WAHEES A A S E
{binding_id} A ik - Ha B A EEeaT A
A1

406 FEZATTH N JH S8 232 SR N B FRAY o

500 BEAEREEAR o WIFRMHBAE > FH2 R ETH o

503 ﬁggg%%ﬂﬁi%ﬁ@%&ﬁﬁﬁﬁ o WNFAHBE N @ A2 BB

4E

H2 R agents EAHAH file-policy B volume-policy ¥Itf o

il

Request: PATCH /rest/agents/3/policy/3

1

"group_set_id": 4,
"variables": {
"d7r2cl": "4",
"d7r2c2": "deny, log",
: "d7r2c3": "read"

"type": "file-policy"
%
Response: 205 Reset Content

Request: PATCH /rest/agents/3/policy/3 (to reset the storage )
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1
"storage": 1§
"id": 1,
"protocol":"smvbl",
"host": "nfs.sfc.local",
"share_path": "/sfc",
"share_pass": "PasswOrd",
"options": "port=112, sec=ext,noexec",
"type": "network-share"

"type": "file-policy"
%
Response: 205 Reset Content

DELETE
it QB A X R 2

EH2H
28 AtHA
<Ji>
AREEES
AREERS At A
204 IR MEA 5¢ K
401 BUTE SR AL A
403 BT B ARSI HE o
404 BB AAFHEE {id} WREESRASSE
{binding_id} i 24k - H iz RERFE el s Sepl thAs
T#1E
406 P SZ ISR AN R TE 22 KRIN N BRI ©
500 FHENFRSER o WIFTRAHPHE G » 352 RS IR o
503 ggg%%ﬂﬁ?%ﬁ?ﬁﬁﬁﬁ o MFEMHBE @ A REE
L=
i o
&fif5)

Request: GET /rest/agents/3/policy/2

Response: 204 No Content

/agents/{id}/policy/{binding_id}/storage

GET

RS2
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28 A

<>
AREEES

ARRERS At A

200 [ B = 87 2 P S SR ) A QPR i R 2 4 o

401 BUTESRARLL @B

403 BT E & ARIEIZHE -

404 HAZIHAHEE {id} AR SRR

FEJFAIFRA B A4 E {binding_id} A4S o

406 P SZ ISR AN JH R E 232 SR N AR o

500 P ERFHAR o AITRMHBE > FH 2R E ST o
503 Eﬁg%ﬁﬂﬁi‘%ﬁ?ﬂ%ﬁﬁ o WNIFAHBAE N @ sE2BIE G
=

2R agents £ 54 H file-policy K storage ¥t ©

0L

Request: GET /rest/agents/3/policy/3/storage
Response: 200 OK

"id": 84,

"protocol”:"smvbl",
"host": "nfs.sfc.local",
“share_path": "/sfc",
"share_pass": "PasswOrd",
"options": "port=112, sec=ext,noexec",
: "type": "network-share"
PUT
EHBH
28 AtHH
<fm>
AREEES
N A
204 BORMERFER » (EAREEEMIEEE o RNREEHE
HAHPmEHRAE
205 FORMEFRFER > A B ELEH &R ©
400 BURNSUSORIERE o IFEAERBIER > SH2RE N
TG o
401 BUTESRORE BRI ©
403 TAATSE P ARSI R AR 5 v (X PRAR SN REARBE
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404 BAZIRAHEE {id} RHEES A A ST
{binding_id} RYZ4 - BE AT A KE
{storage_id} FIREFE RSV Bz ARSI SERT thoAs
F#AE ©

406 FESZ IR WA JH R 252 SR IN AR ©

500 BAENEER o MFAHBEN © FE2 BB o

503 AR RS S IEAE ) o ANFBAEBAE R > A2 RS,
FEEGH ©

=]

H2 R agents £ A4 H file-policy K storage ¥t o

il

Request: PUT /rest/agents/3/policy/3/storage
i

"id": 3,
"path": "/mrslate/company",
"key": "company",

"data_type_id": 7,

"group_set_id": 4,

"storage": {1

"protocol":"smvbl",

"host": "nfs.sfc.local",

"share_path": "/sfc",

"share_pass": "PasswOrd",

"options": "port=112, sec=ext,noexec",
"type": "network-share"

iy

“éype“: "file-policy"
b

Response: 205 Reset Content

PATCH

EH2E

28 At

<fm>

ARAERE

AREETS At

204 BUORMEFIZERL - (ARG EEMEEE o RFEEE
HH PG E BN o

205 BORMEFZERL - U B E R & o

400 ﬁﬁgﬁqi*ﬁﬁﬁﬂﬁ o WIFAHBE N © FESBE G

401 BUTESRARK B

403 BT B ARSI RE AR B8 R NI RE ARG o

404 HAZIHAMHEE {id} REREX - BARE

{binding_id} RSB A4 E {storage_id} K7
BEYIfE 0 Bz - A A R AT thoAS
F#HE ©

112 IBM Multi-Cloud Data Encryption H SPx® $2 557/l #% : REST API £7f%




406 FESZ IR WA JH R 252 SRR N A o
500 BAENEER o MFAHBEN © FES BB o
503 IR RS S TEAE ) o ANFFAERAE R - 2RSS,
FEEGH o
=]
H2 R agents £ &4 H file-policy K storage ¥t ©
il
Request: PATCH /rest/agents/3/policy/3/storage
i
"storage": {
"id": 1,
"protocol”:"smvbl",
"host": "nfs.sfc.local",
"share_path": "/sfc",
"share_pass": "PasswOrd",
"options": "port=112, sec=ext,noexec",
"type": "network-share"
"type": "file-policy"
3
Response: 205 Reset Content
/agents/{id}/features
GET
EH2H
2 At e
<>
ARAERE
N atHH
200 (] e 3= A8 R G2 Al R A AR BERAZ XD BE o
401 BUTERARE @
403 BT B AR IR
404 BAZIAAPHEE {id} AR -
406 Vi SZ KR AR 8 252 SR IN AR ©
500 BAENEER o MFAHBEN © FE2 BB o
503 AR AR ETEE ] o ANTEAERAE R @ sE2 RSN
FEE5H o
4E

H2 R agents B2 540 H agent_feature Yt o
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{5l

Request: GET /rest/agents/1/features

Response: 200 OK

1
"policy": §
"has_feature": true,
"state": 1,
"type": "agent_feature_status"

“Qolume”: )
"has_feature": false,

"state": O,

“"type": "agent_feature_status"
"su_block": {

"has_feature": true,

"state": 1,

"type": "agent_feature_status"
"objstore": §

"has_feature": false,

"state": 0,

"type": "agent_feature_status"

"£YD6”: "agent_feature"

/agents/{id}/features/{feature}

GET
EHSH
2 Skl
<>
HRAEES
N At AH
200 (7] R = S8 R 0 25 P B SR A FRIRAZ IR o
401 BUTERAREL @
403 BT & RS
404 BAZIBAFHEE {id} & {feature} FIAHRE -
406 P SZ AT R TE 7292 KRNI o
500 B NEREEER o NFEMHBE - 52 BB o
503 Eﬁg%ﬁﬂﬁi‘%ﬁ?ﬂ%ﬁﬁ o WITAHRAE R » FHSHEE
#e

H2 R agents EAHIH agent_feature_status Y o

a5l

Request: GET /rest/agents/1/features/policy

Response: 200 OK
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"policy": {
"has_feature": true,
"state": 1,
"type": "agent_feature_status

PUT

T2

28 ETAA]

<>

AREERS

ARBERS ETAE]

202 FHEIER TAER R IIRE o DB SE S LA R
WaERRE > TR URL ©

400 TR SO AN IERE o FEAMAHBE > AR
FEETH o

401 BUTE SRR A HE R ©

403 PRAT (6 FH 5 AR P A 2 v AR ST REARRE o

404 HAFEAFHEE {id} & {feature} IR o

406 FE 2 RETE R R E A S RN RS o

500 BAENTESERR o MFEAMHBEN > ES R B EIEE o

503 fRIARBSARTS LG o aNFEAHBE RN » SRS
FEETH o

=]

w2 agents BEEHIH agent_feature_status Ytk o

{5l

Request: PUT /rest/agents/3/feature/policy

"has_feature": true,

"state": O,

"type": "agent_feature_status"
b

Response: 202 Accepted | Location:

PATCH
EH2H

/rest/jobs/schedulers/9

2

wil

it
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202 RHEIER TAEHERIAE o MBS R AR
A ARREZ TAERY URL ©

400 i}%ﬁélﬂi%fﬁ%ﬁﬁﬁ o UITRMBE ~ HSEE N

401 BUTERAREE A

403 BT A RIE R A it o S I i o

404 ABIRAFHEE {id} J {feature} FIRFRRER o

406 P SZ IR TR 755 KRB N BSEAY o

500 PSR o MFRMHBIE A > S 2B R o

503 gﬁg%ﬁﬂﬁi‘%ﬁiﬂﬁﬁﬁ o UITRMBE ~ H2EE N

e

H2 R agents £AHIH agent_feature_status Y o

1417

Request: PATCH /rest/agents/3/feature/su_block

"state": 0,

Response: 202 Accepted | Location: /rest/jobs/schedulers/9

/agents/{id}/tools
GET
EFH28
28 st
<JiE>
AREERS
AREETS st e
200 (0] = R & P SR AR SR T A
401 BUTE SRR A HE R ©
403 BUATIH & RIS
404 HAZIBEAFHEE {id} R -
406 FESZ TR ERE 22 LRI AR o
500 PR NETERR o WA » 2RSS o
503 fRIARAS RIS HETA R o NFRAHRAERN » SA2RE S
fEE5H o
wma
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#E2B agents A4 H agent_tool Yt o
gl

Request: GET /rest/agents/1/tools

Response: 200 OK
[

"tool_id": 1,
"purpose": "BACKUP",
Ilkeyll : {
"id": 3,
"name": "Normal",
"autogen": false,
"scope": "User",
"notes": "The key used for general encryption",

"versions": [

"id": 3,

"version": 1,

"current": true,
"timestamp": 1523371339398

]
}I
"active": true,
"type": "agent_tool"

}I
{
"tool_id": 2,
"purpose": "RESTORE",
”key”: {
"id": 3,
"name": "Normal",
"autogen": false,
"scope": "User",
"notes": "The key used for general encryption",
"versions": [
”id”: 3’
"version": 1,
"current": true,
"timestamp": 1523371339398
b
]
}I
"active": true,
"type": "agent_tool"
}I
{
"tool_id": 3,
"purpose": "OBJSTORE",
”key”: {
"id": 3,
"name": "Normal",
"autogen": false,
"scope": "User",
"notes": "The key used for general encryption",

"versions": [

”id”: 3’
"version": 1,

"current": true,
"timestamp": 1523371339398

]

'ctive”: true,
"type": "agent_tool"

3
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28 G

<fm>

ARBERS

ARRENS s

202 BHEIERD TAER R R o BTt
PR EAREE 2 T/ER URL ©

400 BRSO URIERE o ANFEHERE N © 552 RSN
HELGE o

401 B TESRAREABER o

403 BT F B RS AR N i

406 FESZRETE N ERE 252 ST RN N B HERY o

409 FrERE B A R A 5E o

500 PR NEREEGR o WNFEMHREE N © 52 RS A o

503 AR ARG EEIEE o ATAERE N © sE2 RN
HELGE o

1=

#E2 B agents FEEHIH agent_tool Yt o

gl

Request: POST /rest/agents/1/tools

1
"tool_id": 1,
"“purpose”: "BACKUP",
"key": “toolKeyB”
"active": true,
"type": "agent_tool"
%

Response: 202 Accepted | Location: /rest/jobs/schedulers/9

/agents/{id}/tools/{tool_id}

GET
TS
28 shiAA
<JiE>
AREERS
HRBERS st HH
200 [ JE = R 0 B B BRI AR B R T A
401 FATE SRR o
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403 BT & RIER

404 BAZEAFHEE {id} K {tool_id} FIAERER -

406 PESZ TN AR E 292 SR N BRI ©

500 BAENERET o MBHBE N > H2 B o

503 fFARES AR A o MFBHREN > H2EEE
FREH o

=]

2l agents G HIH agent_tool Y1 -

a1

Request: GET /rest/agents/1/tools/1

Response: 200 OK

"tool_id": 1,
"purpose": "BACKUP",
"key": 1
"id: 3,
"name": "Normal",
"autogen": false,
"scope": "User",
"notes": "The key used for general encryption",

"versions": [

"id": 3,
"version": 1,
"current": true,
"timestamp": 1523371339398
&
]

o

"active": true,

"type": "agent_tool"

PUT
EHBH
28 At A
<>
HRAEES
ARRETS At
202 RAEIERD TAEHERTIAE o L EASE G RN
A AREE Z TER URL ©
400 %ﬁmi%ﬁKEﬁOW%mﬁéﬁ’%ﬁﬁgﬁ
401 BUTERARKAEL R
403 BT ARSI AR s A U T AL -
404 BAZBAFHEE {id} K {tool_id} FIAHFE -
406 P SZ TR E 29 SR AN SETY o
500 BENERSERR o WITFRMHBEN > H2 BB o

ZEFAHER 119



*ﬁn °
SRR

503 frlflias IR IR o anFRAHBAE A

AR BN

=
H2H agents 2541 H agent_tool ¥ItF ©

il
Request: PUT /rest/agents/86/object_store
{

1

"id": 11,

"mofn": "2:3",

"certificate": §
"id": 45,
"agent_id": 90,
"subject": "CN=192.168.1.26",
"fingerprint":

"432663eaf2ael18e44bed1a9185f1b7cd7e902cdbdc7006h884a2ec678fcedbob",

"expiry": 1606341305000,
"has_privkey": true,
"state": "ACTIVE",

Ilnotes“: n II'
"type": "agent-certificate"
“Backends“: [
"id": 25,

"url": "https://s3.us-south.objectstorage.softlayer.net",

"key_id": "owerjl78937jkjkj8888",
"api_key": null,

"auth_type": "S3_IBM4",

"share": 1,

"type": "object-store-backend"

o
{
"id": 26,
"url": "https://s3.us-south.objectstorage.softlayer.net",
"key_id": "78937jkjkj9owerjl999",
"api_key": null,
"auth_type": "S3_IBM4",
"share": 2,
"type": "object-store-backend"
o
{
"id": 27,
"url": "https://s3.us-south.objectstorage.softlayer.net",
"key_id": "7jkjkj9ower7893j1999",
"api_key": null,
"auth_type": "S3_IBM4",
"share": 3,
"type": "object-store-backend"
b
15
"credentials": [
{
"id": 17,
"key_id": "344Q75QUHMTRYUCN4QT7",
"access_key": null,
"auth_type": "S3_IBM4",
"type": "object-store-credential"
o
{
"id": 18,
"key_id": "411QJK9Y5450MWALTKY5",
"access_key": null,
"auth_type": "S3_IBM4",
"type": "object-store-credential"
&
] I
"buckets": [
"id": 17,
"name": "bucketl",
"log_denial": false,
"policy": [
{
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"id": 33,
"cred_id": "344Q75QUHMTRYUCN4QT7",
"access": "RO",
"log": false,
"type": "object-store-bucket-policy"
fo
{
"id": 34,
"cred_id": "411QJK9Y5450MWALTKY5",
"access": "RW",
"log": true,
"type": "object-store-bucket-policy"
: b
”%ype”: "object-store-bucket"
}I
{
"id": 18,
"name": "bucket2",
"log_denial": false,
"policy": [
{
"id": 35,
"cred_id": "344Q75QUHMTRYUCN4QT7",
"access": "RW",
"log": true,
"type": "object-store-bucket-policy"
}I
{
"id": 36,
"cred_id": "411QJK9Y5450MWALTKY5",
"access": "WO",
"log": false,
"type": "object-store-bucket-policy"
b
1g
"type": "object-store-bucket"
b
e
"source": 0,
“snapshot": false,
"snapshotIndex": 0,
"type": "object-store"
b
%
Response: 202 Accepted | Location: /rest/jobs/schedulers/9
PATCH
EH2E
28 At
<fm>
H*l\_nﬁl%
AREETS At
202 RHAEIERIZ TAEFR R OIAE o DB G2 ALHIR
A AREE Z T/ER URL ©
400 BRI SRS TURNERE o IFRERERR - FH2RE S
FREH ©
401 BUTERAREL @
403 BT FH B A 15 R A< 52 o [ I 2
404 BAZIEAFHERE {id} J {tool_id} HICEIAER ©
406 P THAMN JHR 8 232 SRR N B o
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500 P EREERR o MFRMHBIE A > S 2B B R

503 faflRas IRB IRTA R o NFRMBIE N - 2B

TG o

L=
A2 R agents £ EHIH agent_tool V) ©
b5l

Request: PATCH /rest/agents/1l/tools/1

]

3
Response: 202 Accepted | Location: /rest/jobs/schedulers/9

"key": “toolKeyB”

DELETE
EH2H
28 AtHA
<Ji>
AREEES
AREEHS At A
202 U TAEARBEFRIMER o 4ndk TE URL > 552 BfL
B o
204 THIBARMELR 72
401 BUTE SRR B
403 BT P B ARSI HE -
404 BAZIHAFHEE {id} K {tool_id} FYfE A7 H &
F#& SeRi thANZAE
406 P ST N R E 2 SRR o
500 A EREEAR o AIFRMHPAEN > FH2 R BT o
503 ggg%%ﬂ&i‘%ﬁ%@ﬁﬁ o WNFAEBHE N © A2 B
=
&fif5)

Request: DELETE /rest/agents/1l/tools/1

Response: 202 Accepted | Location: /rest/jobs/schedulers/9

/agents/{id}/object_store
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B2
28 At
<>
AREEES
ARRERS At AH
200 [ e = S B 2 P SR A R X T R
401 BUTESRARE A B -
403 BT A AR b
404 BAZIRAAHEE {id} (IAFRE -
406 P AT AN TR E 232 SR N AR o
500 A NFERGERR o AFRAEBER > FH 2B BT
503 Eiﬁg%ﬁﬂﬁf%ﬁﬁﬁiﬁﬁfﬁ o WIFAHBE N @ FESBIE G
=
2R agents BG4I H object store ¥yt o
g
ER : GET /rest/agents/1/object_store
[CIFE : 200 EE

"id": 9,

Certificate"! 1

"id": 42,

"agent_id": 86,

"subject": "CN=192.168.1.27",

"fingerprint": "24d2327171ce69c5080081579f2bedddc3fc19ca988b8030c430460df17a931b",
"expiry": 1606341293000,

"has_privkey": false,

"state": "ACTIVE",

Ilno.tesll: n II’
"type": "agent-certificate"
“Backends“: [
"id": 19

"url": "https://s3.us-south.objectstorage.softlayer.net",
"key_id": "owerjl78937jkjkj8888",

"api_key": null,

"auth_type": "S3_IBM4",

"share": 1,

"type": "object-store-backend"

}I
{
"id": 20,
"url": "https://s3.us-south.objectstorage.softlayer.net",
"key_id": "78937jkjkj9owerjl999",
"api_key": null,
"auth_type": "S3_IBM4",
"share": 2,
"type": "object-store-backend"
}I
{

"id": 21,
"url": "https://s3.us-south.objectstorage.softlayer.net",
"key_id": "7jkjkj9ower7893j1999",
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"api_key": null,

"auth_type":
"share":

”type”:
3
]

nige

'Iedentials“: [

"S3_IBM4",
3,
"object-store-backend"

13,
"key_id":

"344Q75QUHMTRYUCN4QT7",

"access_key": null,

"auth_type":

”type”:

g

"S3_IBM4",
"object-store-credential"

14,
"key_id":

"411QJK9Y5450MWALTKY5" ,

"access_key": null,

"auth_type":

"type”:
¥

] I

"buckets": [

Ilidll:
"name" :

"log_denial":

"S3 _IBM4",
"object-store-credential"

13,

"bucketl",
true,

"policy": [
{

¥
] r
"type":

IIidII:
"name" :

"id": 25,

"cred_id": "344Q75QUHMTRYUCN4QT7",
"access": "R0O",

"log": false,

"type": "object-store-bucket-policy"

"id": 26,

"cred_id": "411QJK9Y5450MWALTKY5",
"access": "RW",

"log": true,

"type": "object-store-bucket-policy"

"object-store-bucket"

14,

"bucket2",

"log_denial": false,
"policy": [
i

¥

1,
ype":

]

'
ource": 0O,

"id": 27,

"cred_id": "344Q75QUHMTRYUCN4QT7",
"access": "RW",

"log": true,

"type": "object-store-bucket-policy"

"id": 28,

"cred_id": "411QJK9Y5450MWALTKY5",
"access": "W0",

"log": false,

"type": "object-store-bucket-policy"

"object-store-bucket"

"snapshot": false,

“snapshotIndex":

"type":
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28 At A
<>
AREEES
AREERS At A
200 [ = R 0 2 A BRI R X T B
401 BUTESRARLL @B
403 BATIE R B ARSI
404 BAZIEAFHEE {id} R -
406 PSRRI R E B2 AR I N o
500 A NEREEAR o WA - 52 RIS -
503 Egﬁﬁ%%ﬂﬁi%ﬁ@%ﬁﬁifﬁ o MFBMHME @ A HEE
wme
2Bl agents BG4I H object store ¥yt o
&fif5l
§equest: PUT /rest/agents/86/object_store
Yo 11,
‘Certificate"! 1
"id": 45,

"agent_id": 90,

"subject": "CN=192.168.1.26",

"fingerprint":
"432663eaf2ael18e44bed1a9185f1b7cd7e902cdbdc7006b884a2ec678fcedbob”,

"expiry": 1606341305000,

"has_privkey": true,

"state": "ACTIVE",

Ilnotes“: n II'
"type": "agent-certificate"
“Backends“: [
"id": 25,

"url": "https://s3.us-south.objectstorage.softlayer.net",
"key_id": "owerjl78937jkjkj8888",

"api_key": null,

"auth_type": "S3_IBM4",

"share": 1,

"type": "object-store-backend"

[NOPN

"id": 26,

"url": "https://s3.us-south.objectstorage.softlayer.net",
"key_id": "78937jkjkj9owerjl999",

"api_key": null,

"auth_type": "S3_IBM4",

"share": 2,

"type": "object-store-backend"

"id": 27,

"url": "https://s3.us-south.objectstorage.softlayer.net",
"key_id": "7jkjkj9ower7893j1999",

"api_key": null,

"auth_type": "S3_IBM4",

"share": 3,

"type": "object-store-backend"
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"credentials":

$
“id":

||.type|| .

g

17,
"key_id":
"access_key":
"auth_type":

"344Q75QUHMTRYUCN4QT7",
null,

"S3_IBM4",

"object-store-credential"

18,
"key_id":

"411QJK9Y5450MWALTKY5" ,

"access_key": null,

"auth_type":

o
%

] I
"buckets": [
i

Ilidll:
"name" :

"log_denial":

"S3 _IBM4",
"object-store-credential"

17,

"bucketl",
false,

"policy": [
{

¥
] r
"type":

IIidII:
"name" :

"id": 33,

"cred_id": "344Q75QUHMTRYUCN4QT7",
"access": "R0O",

"log": false,

"type": "object-store-bucket-policy"

"id": 34,

"cred_id": "411QJK9Y5450MWALTKY5",
"access": "RW",

"log": true,

"type": "object-store-bucket-policy"

"object-store-bucket"

18,

"bucket2",

"log_denial": false,
"policy": [
i

¥

1,
ype":

]

'
ource": 0

"id": 35,

"cred_id": "344Q75QUHMTRYUCN4QT7",
"access": "RW",

"log": true,

"type": "object-store-bucket-policy"

"id": 36,

"cred_id": "411QJK9Y5450MWALTKY5",
"access": "W0",

"log": false,

"type": "object-store-bucket-policy"

"object-store-bucket"

“snapshot“:'false,

“snapshotIndex":

"ype":
%

Response: 202 Accepted |

PATCH

EH2HY

0,

"object-store"

Location: /rest/jobs/schedulers/9

2%

i

<Ji>

any
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IRRENS At BH
202 BHEIERI TAEFRERTOIRE o A BT G2 LA
A REE 2 TAERY URL ©
400 BURA SRS ORIERE o IFFHERBIE R - A2 RSN
FEEGH o
401 BT B SR AR A |
403 BRAT (50 FH 3 AR 132 M o 52 o i 1 2 o
404 BAZIRAFTHEE {id} AR -
406 FESZITEH N H R E 2932 KRN N RS ©
500 A NFERGERR o AIFRAEBAE RN > SE 2B BT o
503 ARSI S TE A o ANFRAERAE R - A2 RSN
FEEGH o
] =]
A2 R agents &4 H object store Y1t ©
il
Request: PATCH /rest/agents/l/object_store
1
“id” : 11,
“credentials” :[{
“id” : 17,
1 “key_id” : “244Q75QUHMTRYUCN4QT7"
“éype” : “object-store”

Response: 202 Accepted | Location: /rest/jobs/schedulers/9

/agents/{id}/object_store/credentials

POST
A28

2 At

<none>
ARRET

ARRERS AL

200 (e e 3= AR (L 2 i SR A REERE SN T R
401 BUTERAREE A

403 BT RIESRHE o

404 EAZIRAFEE {id} R -
406 P SZ IR TR 755 KRB N BIEAY ©
500 PSR o MFRMHBIE A > FH 2 BB R o
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503 Fﬁﬁ%ﬁﬂﬁi‘%ﬁﬂiﬁﬁﬁ o UIRMBE ~ HSEES
TREH o
A H

#2 B agents A4 H object_store ¥ RHY credentials Y

il

Request: POST /rest/agents/l/object_store/credentials

"key_id":
"access_key":
"auth_type":

3

"344Q75QUHMTRYUCN4QT7",
"hdc1Im0t2kQ7xxchmRkGxZyuGfGlOnotActualKey",

Response: 202 Accepted | Location: /rest/jobs/schedulers/9

DELETE

HHSY

2 aht A

<none>

AREERS

AREETS atAA

202 RHEIERZD TAEFRTEHTHAE o i EEsH G R LR
A HREE Z TERY URL ©

400 BRSO AR IERE © ANFEHERAE R @ 552 R8N
FEEGH o

401 BUTE SRR AR o

403 BT FAE RIS A s o RN T A o

404 HAZN B A FHEE {id} & {cid} R -

406 FESZATTE N HEEE £ AR N B ©

500 LTSGR o WIFEHERBAER © 2R AT o

503 fAIRRPS ARG HEIAE o ANFEHERAE R @ S5 2% N
FEEGH o

e

E2 R agents £AHIH object_store R credentials Y1t

{5

Request: DELETE /rest/agents/86/object_store/credentials/<cid>

Response: 202 Accepted | Location: /rest/jobs/schedulers/9

/agents/{id}/object_store/buckets

GET
GET &2
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28 GTAE]

<none>»

ARBERS

AR EERE st

200 o] i = 3R A P Bk R ERE X T A

401 PUATE SRR LS o

403 FATH R B RIEIZRE -

404 AR B A e {id} B -7 B A7 W AR
fExk o

406 FEZRETE R E A RN AR SER o

500 A NEREERR o WNFARERN  SH2 R IR o

503 Fﬁﬁi%ﬁﬂﬁi‘%ﬁ?ﬂ%ﬁﬁ o YNIFAHBAE RN @ ESRBE
TG o

ElE]

HE2 B agents A
#if5

Request: GET /rest/agents/1l/object_store/buckets

Response: 200 OK
[

]
“id": 17,

"name": "bucketl",
"log_denial":

"policy":
i

IIidII:
"cred_id":
"access":
"log": false,
"type":

nigh
"cred_id":
"access":
"log": true,
"type:

¥
]

“id": 18,

”éype”: "object-store-bucket"

il 5 Y1t store agent ¥4 B buckets ¥yt o

"344Q75QUHMTRYUCN4QT7",

"object-store-bucket-policy"

"411QIK9Y5450MWALTKY5",

"object-store-bucket-policy"

"name": "bucket2",
"log_denial": false,
"policy": [

1

"id": 35,

"cred_id": "344Q75QUHMTRYUCN4QT7",
"access": "RW",

"log": true,

"type": "object-store-bucket-policy"

"id": 36,

"cred_id": "411QJK9Y5450MWALTKY5",
"access": "WO",

"log": false,

"type": "object-store-bucket-policy"
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"type": "object-store-bucket"
]
POST
A28
28 A A
<none>
JIRRERS
AREERS At
200 [ R = A e 0 PSR R X T R
401 BUTESRARE B
403 BUTIEFH B ARIESZIRE -
404 HORZBAAHEE {id} YRR RS o
406 PSR IR TE B2 SR N AR o
500 BN ERSER o WITAHBHE N » 352 B S o
503 E%ﬁmﬁﬁ%@ﬁom%m%%ﬁ’%gﬁgﬁ
41

2B agents A4 H object_store ¥ NI buckets ¥fF

il

Request: POST /rest/agents/1l/object_store/buckets

1

“name" :

"bucketl12",

"log_denial": true,
"policy": [
i

AL

]

"cred_id": "344Q75QUHMTRYUCN4QT7",

"access": "RO",
"log": false,

"type": "object-store-bucket-policy"

"cred_id": "411QJK9Y5450MWALTKY5",

"access": "RW",
"log": true,

"type": "object-store-bucket-policy"

”éype”: "object-store-bucket"

Response: 202 Accepted | Location: /rest/jobs/schedulers/9

DELETE
B2

2

i

<none>

ARRET
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ARRERS At A

202 RHAEIERIZ TAEFREE R DIAE o A BAESE E2 LR
MEEIRRE Z T AR/ URL ©

400 BURN SRS ORIERE o IFHEBIE R > SH2RE N
HEEGE ©

401 BUTE SRR B

403 BT HERE RS AR T A -

404 BAZIHAFHEE {id} ke /8¢ {bucket id} FIRFERE
ﬁ o

406 FESZ TR WA JH R 252 SRR N AR o

500 BAENETER o MFAHBEN © FES BB o

503 IR RS S TE AL o ANFBAERAE R - A2 RS,
HEEGE ©

A H

H2 R agents EAHIH object_store Y NI buckets ¥

ol

Request: DELETE /rest/agents/86/object_store/buckets/<bid>

Response: 202 Accepted | Location: /rest/jobs/schedulers/9

/agents/{id}/object_store/buckets/<bid>/policy

POST

A2

28 wH]

<none>

ARAERS wtH]

200 (5] = A 0 & R A ACBR R U T R

401 BUTE SRR I o

403 BT #ARIERME -

404 fﬂéK@JEﬁﬁ FiE7E {id} B /5 {bucket_id} AR
= o

406 PSRN Ry 52 SR AN B SARY o

500 FAEPNBRSERR o MFAHBAEN » H2SRIE SR o

503 Eﬁg%ﬁﬂﬁ%ﬁ%@ﬂ% o WIFMBAEGN > SHSRIEE

AH

2B agents FEEHIH buckets T object_store ¥ R policy ¥t
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il

Request: POST /rest/agents/1/object_store/buckets/<bid>/policy

; "cred_id": "344Q75QUHMTRYUCN4QT7",
"access": "RO",
"log": false,
; "type": "object-store-bucket-policy"
DELETE
28
e At
<none>
AREERS
HREERS at A
202 RAEIERD TR R hEE o AEFEEH &R AR
B IRREZ TAEH URL ©
400 FORNSORE AN IERE o ANFRAHBEN > s52 RSN
FEREH o
401 BUTE SRR @I
403 BUTEE B AR A T A -
404 BAFIHBAFHEE {id} ke /8¢ {bucket_id} kz/8L
{policy_id} FIAIHFES o
406 P AT H R E 2 SR N B FAIY o
500 FENTREHR o AFAHREE G > S5 B E EARE o
503 RIS AR - FRAHREN  s52RE S
FEREH o
#iH

H2 R agents G HIH buckets T object_store ¥ R policy ¥yt

il

Request: DELETE /rest/agents/86/object_store/buckets/<bid>/policy/<pid>

Response: 202 Accepted | Location: /rest/jobs/schedulers/9

/agents/{id}/policy/<pid>

R 2 B AR R B R

GET
B2

2

Al

<none>

ARRE
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R

AL

200 (e e 3= AT 0 2 P SR O A QB TR

401 BUTERAREE A

403 BT RIESRHE -

404 BAZIBAFHEE {id} AR Haz RS AT
WAEAE o B REE KRB — A7 1E
R 2R 22 R AT LE ©

406 P SZ IR TR 755 KRB N BSEAY o

500 PSR o MFRMHBIE A > S 2B R o

503 ﬁgﬁg%ﬁﬂﬁ%%ﬁ&%ﬁfﬁﬁﬁ o UITRMBE ~ H2EE N

A H

#H2 B agents &I H agent-certificate Y14 ©
il
Request: GET /rest/agents/4/certificates
Response: 200 OK
[

t "subject": "CN=localhost,OU=Development,0=Test.,L=Test,ST=CA,C=US",
:giBgiiefigz;é7;gézggég?aaa1182b32e160dff4955bb2064d2d0b“,
:%3;é“?'“agent-certificate“
: %
POST
A2
28 At HA
<none>
ARRERS
AREERS At
201 CUENIRGEE o PLEFSHE R TN URL o
400 %ﬁﬁi%ﬁ$£ﬁo@%ﬁ%%ﬁ’%§ﬁ%ﬁ
401 BUTERAREL B
403 BT B ARSI REACHE LI o
406 P AT TH AN JH3E 232 SRR N B o
409 HriRE PR BB E ¢
500 A NERSEAR o WITEMHRER - 2RI -
503 ﬁgﬁg%ﬁﬂﬁi%ﬁﬁﬁiﬁﬁfﬁ o WNIFAHBAE N @ FESBIE G
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4H
H2 B agent £ 541 H agent-certificate Yiff o 8 ¢ id NELBEIHAEEITEIE ©

Hif5)
Request: POST /rest/agents/4/certificates
i
"id": 4,

"type": "client-file",
"href": "/rest/files/upload/4"
"notes": "After expiration, contact person@example.com for a new one"

3
Response: 201 Created | Location: /rest/agents/4/certificates/7
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o+ 9 5 fHEHIAIRP

jusers
i fel AR 2/ e
GET
EHSH
28] SLAA
<Ji>
ARAERS
R EERS SHAA
200 O T 88K & A BRI &
401 BUTE SRR BHE R o
403 BT S RIS -
406 FESZIETE N E R E 272 SR I N 48R o
500 B NEREEGR o WIFAHRHE R > 2R IEE -
503 fAARZIARFS VL o ANTFABIE R © sH2 RS
FEGH o

e

1
"type": "array",
"minItems": 1,
"uniqueltems": true,
"items": [
"‘type": ”Object”,
"required": [ "type", "username",
"password", "password_confirm", "state", "roles
"additionalProperties": false,
"properties": {
"type": { ||enum||: [ ”USeI” ] },
"username": "number",
"password": "string",
"password_confirm": "string",
"state": §{ "enum": [ "enabled",
"disabled", "expired", "locked" ] %,
"roles": §
"‘type": ||array||'
"minItems": O,
"uniqueItems": true,
"items": [

i "type": "string" %

”ﬁroperties“: )
"type": "object",
"required": [ "notes",

', "properties"],

"passwordlLastModified"],

"additionalProperties": true,

"properties": {
"notes": "string",
"passwordLastModified":

“number",




]
¥

Bl
Request: GET /rest/users

Response: 200 OK

[
1
"type": "user",
"username": "admin",
"password": null,
"password_confirm": null,
"state": "enabled",
"roles": ["product-administrator", "admin"],
"properties": {
"notes": "Paul’ s user account",
"passwordlLastModified": 1460911763077
3
]
POST
EH2H
e atH
<>
ARAEES
AR EERS atHH
201 OV HE o MEFEHGRANEHER URL -
202 RHEFER TR E o MEFIHGRAH
R ERRE Z TAER URL o
400 BORNSCRE R IERE o ANTFEHEBAER @ 552N
FEE5E o
401 BUTE SRR BRI ©
403 AT FH 3 AR R A N A P
406 Vi SZ KRN JH R T 252 SR IN AR ©
409 W {s P = BB A (o P T ¢ o
500 A NTREETR o MFMHRAEN © sE2 RS -
503 fRIARZE ARG ST o ANFRAHRAERN © A2 REh
FEE5E o
3] =]
A2 users BEEATE user VI o 82 I RNERE properties.passwordLastModified
il
Request: POST /rest/users
1
“type": "user",
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"username": "admin-joe2",

“password": "MyPasswordl2345",
"password_confirm": "MyPasswordl2345",
"state": "enabled",

"roles": ["policy-server-administrator"],

"properties": §

"notes": "By management request, a second user account for Joe.",

¥
¥

Response: 202 Accepted | Location: /jobs/67

/users/{username}
i E AR Al e (5 FH =&
GET
ESHIE
28 e
<Jie>
AREERS
AREERS e
200 (0] 8 3= 8 0 A SR s FH 3
401 BUTE SRR BHE R o
403 BT S RIS -
404 BAZNEARSE {username} IS & B EHE
SEAT I ANTFAE
406 2 RETE N E R E A RN A o
500 A NESEGR o WFEAHBE RN © SR EH
503 fRIARPSARES LG o NFEAHBE R > SRS
FEGH o
=]
FHES B users EEHIE user YIF o
Eafl

Request: GET /rest/users/admin
Response: 200 OK
1

"type": "user",
"username": "admin",
“password": null,
"password_confirm": null,
"state": "enabled",

"roles": [“policy-server-administrator“,

”propertles )
no-tes . nn

passwordLastModlfled”: 1460911763077

"admin"],
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DELETE

EHS2E
28 S|
<fm>
AREEES
HREERS At A
202 CUENT TAEARBRERMER o 4ne% T/F URL > s5 2 RIfL
BT o
204 TR MEA] 7€ K
401 BUTERAREL @I o
403 BT FH B ARSI RE o
404 HWAZIEAFHEE {username} W & Bz &
FeAT AR
406 P SZ ISR AN JH R TE 22 SR N AR o
500 P ERFHAR o AITRMHBAE > FH 2R E ST o
503 Eﬁg%ﬁﬂﬁi‘%ﬁ?{:ﬁﬁﬁ o WNIFAHBAE N @ sE2BIE G
=
DELETE b AR{EA(EAF48
gl

Request: DELETE /rest/users/admin

Response: 202 Accepted | Location: /rest/jobs/5

PATCH

B2

28 ETAE]

<JE>

AREERS

N2 AH

202 CVEEN TAEREEIRSE T o 4155 T/F URL > 52BN
BT o

204 FORIEFIZER » EARB ST EEE o RFEEHEE
AP AR o

205 FORNEFFER W HEEHEE o

400 BRSO AR IERE o FEAMAHBFE > SR
fZETH o

401 FATE SRR A o
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403 BT RIE A TE (I o
404 BAZNEAFHEE {username} I A& HaZ i &
JeAi L ANEAE

406 PSRRI IR TE B2 SR AN AR o

409 B FH 7 g 14 8 o L — {5 R ¢ o

500 BENIREER o WIFAHRAE G s 2 R S T AEE o
503 Eiﬁggﬁﬂﬁi%ﬁﬁﬁiﬁﬁfﬁ o MFMHME © A2 HEE
wme
SR users BEHTH user VIt o 8 1 HA type e username SE BN o
& f5l

Request: PATCH /rest/users/admin

i "properties": {

"notes": "updated notes for Paul",
. %éype“: "user"

Response: 205 Reset Content

PUT

EH2H

e GIAL]

<fiE>

ARRETS

ARRERS atAA

202 EUENT TAEAREEFIAETE o 4078 T/E URL » 32BN
BT o

204 FRIERFERL » AR EE T o R B
B P 2 BN o

205 BORNERIFERL » i HC E & IR o

400 %ﬁﬁqﬁ%ﬁfxﬂﬁ o MFBMHME @ A REE

401 BUTESRARK B

403 BT B ARSI A B 3 o

404 HWAZIEAFHEE {username} HIfH & Bz &
JeRi L ANTEAE

406 PSRRI R E B2 AR I N o

409 SR P 75 i g ) A2 B L ) — I 1 5 o

500 FHENFRSER o WIFRAHPHEG - 352 PSR o
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503 Fﬁﬁi%ﬁﬂﬁi& B o MFRMBIE N > 2B S
TREH o

1=
FH2R users EEHE user Y o

gl
Request: PUT /rest/users/admin

1
"type": "user",
"username": "admin",
"password": null,
"password_confirm": null,
"state": "disabled",

"roles": ["product-administrator", "admin"],
"properties": {
"notes": " Disabled 2016-04-15 due to temporary reassignment.",

"passwordlLastModified": 1460911763077

%
Response: 205 Reset Content

[roles
i AR 28 (5 & f (o
GET
EHSEH
28 H5tEH
<Ji>
ARAERE
REERS SLAA
200 0] jE T A A R A E A A
401 BUTE SRR A HE R ©
403 BT A AR -
406 FESZAETE N E R E 52 SR I N a7 o
500 BHENERSERR o WITEAHBER 0 2 RS
503 ARSI METEAE ] o ANTEHBIE R © sE 2 RS
{EHE o
£ =]
g

"type": "array",
"minItems": 2,
"uniqueltems": true,
"items": [

"type": "object",

"required": [ "type", "id", "permissions"],
"additionalProperties": false,
"properties": {
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"type": { "enum": [ "rbac-role" ] %,

"id": "string",
"permissions": §
Il.typell : ”aIIay“ ,
"minItems": 1,
"uniqueltems": true,
"items": [

"type": "object",

"required": [ "type",

"id", "actions"],

"additionalProperties": false,

"properties": {

"type": {1 "enum":
"id": "string",

"actions": §

[ "rbac-permission" ] %,

”type”: ”aIIay”,

"minItems":

"uniqueltems": tzrue,

"items":
{ ”type”: ”String” }
b
b
]
b
b
%
]
b
g
Request: GET /rest/roles
Response: 200 OK
[
{
"type": "rbac-role",
"id": "product-administrator",
"permissions": [
"id": "see-keystore-settings",
"actions": [
"see-keystore-settings"
”%ype”: "rbac-permission"
o
1
"id": "see-licenses",
"actions": [
"see-licenses"
”fype”: "rbac-permission"
b
]
b
]
[roles/{id}
15 E BRI AR 256 FH 3 A £
GET
B2
28 fH
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AREERS At A

200 [ R = S R 0 I SR 0 7 £

401 BUTE SR AL A

403 BT B ARSI HE o

404 HARZIRAFHEE {id} Bt B aSeai th A7 E
406 P SZ IS AN R TE 22 RIN N BRI ©

500 FENFRSER o WIFRAHPHE G 352 RS IR o
503 ggg%%ﬂlﬁ%ﬁfiﬁ)ﬂ o MFEMHME @ A RBE
L=

S roles 5541 H rbac-role Yyt

&fif5)

Request: GET /rest/roles/product-administrator
Response: 200 OK
{

"type": "rbac-role",
"id": "product-administrator",
"permissions": [

"id": "see-keystore-settings",
"actions": [
"see-keystore-settings"
"type": "rbac-permission"
"id": "see-licenses",
"actions": [
"see-licenses"
] r

"type": "rbac-permission"

/sessions

P ] AR 4 {66 FH 3 R B 2

GET
T2
28 e
<Jie>
AKBERE
AREERS e
200 (0] e 3 A8 0 & Bl A VR A & P B2
401 BUTE SRR BHE R o
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403 BT A ARSI -

406 PRI 2SR N A SR o
500 B EREES o ANTRMBIE A 0 S 2B B R
503 AR es IR SRTE R o ANFRMBAE A > sE2 RIS

FEREH o

=

"type": "array",
"minItems": 1,
"uniqueltems": true,
"items": [
1
"type": "object",
"required": [ "type", "id",
"user", "roles", "activated_permissions", "when_started"],
"additionalProperties": false,
"properties": {
"type": { "enum": [ "web-session" ] %,

"id": "string",

"user": "string",
"when_started": "number",
"roles": {

"type': "array",
"minItems": O,
"uniqueltems": true,
"items": [

i "type": "string" %

"activated_permissions": {
"type": "array",
"minItems": O,
"uniqueItems": true,
"items": [

{ "‘type": "StIing" }

0L
Request: GET /rest/sessions

Response: 200 OK

[
{
"type": "web-session",
"id": "1d3eldnegioB01ksj59gedjln5",
"user": "admin",
"when_started": 1460911832224,
"roles": [
"admin",
"product-administrator"
"activated_permissions": [
"add-product-administrator-role",
"approve-agents",
"change-agents",
"change-own-user"
]
b
]
PisE

BILERHE 2B B Al T 851 0 F B B A3 o
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POST

Za e I _E AL SR 7T TR T AR 1 B BT HT TP FEBL(ESE -

SZERANFER
AR At A
application/x-www-form-urlencoded E 5 — Rk R [RIIRE FH A 2 B3 1| B A2 ALl o
ARBENE
HREERS S}
201 CURENRE B AF2E o BUTREEAFSEE TR URL A AL B
) TACE ) FESEA R At
401 PR RN 0 FRERSURNIEME - SIS AR - TR
FERIE B A B A BT E DR D &R
=
i
"type": "string",
"description”:

"URL encoded parameter list of j_username,
j_password, and optionally j_directory with
values set to the username, password, and
directory respectively"

{5l

Request: POST /rest/sessions
j_username=admin&j_password=MyPass12345

Response: 201 Created | Location: /rest/sessions/ilet8oc714vekl534fso3uw9

Request: POST /rest/sessions
j_username=admin&j_password=MyPass12345&j_directory=IT_LDAP

Response: 201 Created | Location: /rest/sessions/la2ascg8qi7drlépue3nvvvidz

HitaE

G EHZ POST » CSRF sLSRF AR o FItL » HTTP BEBHEENECEE) CEHZABY S —&RIUT
GET » /rest/sessions 2 —fEFFHIA AVEIR) -~ A REB B FEEANEEEGHUT POST REE) Tl HIHIREE
2

HRIM R /rest/sessions HUT GET » & O fERS > SABEE OIEW L 401 BiA ¥ /rest/sessions AT
POST

/sessions/{id}

R BRI AR 2 P B S o
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2 At A

<>
ARAEES

N SHA

200 (71 8 3= A RF 2 P SR AR RS B 5 o

401 BUTERAREL @I o

403 BT & ARIEHE o

404 PAZNEAFHEE {id} AR BEE Hazls B/E SRl

WATELE

406 P2 AR AN JE R TE B2 SR N SR o

500 FAENEREERR o MFEMHRAE N - SE 2B & o
503 ggg%%ﬂﬁi‘%ﬁi{:ﬁﬁﬁ o MIFMHBE @ H2RES
=

FH2 B sessions S 4 H sessions Yt o

it

Request: GET /rest/sessions/l1d3eldnegio00lksj59gedilnb

Response: 200 OK

"type": "web-session",

nign

: "1d3eldnegio00lksj59gedjln5",

"user": "admin",
"when_started": 1460911832224,
"roles": [

"admin",
"product-administrator"

,
"activated_permissions": [

"add-product-administrator-role",
"approve-agents",
"change-agents",
"change-own-user"

3
DELETE

EHSY

2 R AA

<>
ARAEES

N SAA

204 THIBRNER TER% » @2 E AR B EAN A K
401 BUTERAREL @I o

500 BN EISERR o WIFRMHRAE A - 52 BB o
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=]
DELETE b A4 {T{n] 3= 44

0]
Request: DELETE /rest/sessions/ilet8oc714vekl534fso3uw9

Response: 204 No content
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o5 10 &5 fr] flfas it

/settings

A EHHBEES

GET
EH2H
28 athH
<>
ARAEES
AR EERS atHH
200 o] F RS L E T IR E E TR 2 IRES - 2
BAEEEMERER S o
401 BT SRR i |
403 BT ARIETIHE -
406 FESZITTE N HREE £ AR N R ©
500 BAENEER o MFAHBEN © FES BB o
503 fAIRRPS ARG HEIAEH o NFEAERER @ S5 2% N
FEEGH o
4 =|
1
"type": "array",
"minItems": O,
"uniqueltems": true,
"items": [
"type": "object",
"required": ["type","id", "href" ],
"additionalProperties": true,
"properties": {
"type": § "enum": [ "ref" ] %,
"id": § "enum": [ "directories", "keystores"] %,
"href": "string"
&
3
]
&
il
Request: GET /settings
Response: 200 OK
[
1
"type": "ref",
"id": "directories",
"href": "/rest/settings/directories",




"type": "ref",
"id": "keystores",
"href": "/rest/settings/keystores",

/settings/directories

fAIARS LDAP Bigil B

GET
EHS2E
28 At BF
<fm>
ARBENE
IRRENS At BH
200 (] e = A8 R 2 E o R SR R R R
401 BUTESRARK B
403 AT FH B RIS ©
406 Vi SZ R TE AR 8 252 SR IN AR ©
500 BAENEER o MFAHMEN © FE2 BB S o
503 AR AR ETEE ] o ANBAERAER @ sE2 RSN
FER5H o
4E
i
"type": "array",
"minItems": 0O,
"uniqueltems": true,
"items": [
"type": "object",
"required": ["type", "id", "host", "port", "binddn", "secure"],
"additionalProperties": false,
"properties": {
"type": { "enum": [ "directory" ] %,
Ilidll : Ilstringll ,
"host": "string",
"port": "number",
"binddn": "string",
"directory_type": { "enum": [ "LDAP", "ACTIVE_DIRECTORY" ] %,
"secure": "boolean"
3
]
3
PfeE

H directory_type #% &% ACTIVE_DIRECTORY K > &2l binddn f#{ o FELLIENL T » BRI bR
binddn 5% % null 5022 7 8 DU (TR AL
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il
Request: GET /rest/settings/directories

Response: 200 OK

[
i
"id": "human-resources",
"host": "192.168.4.114",
"port": 389,
"host": "LDAP",
"binddn": "uid={$username?},cn=humanresources,ou=Groups,dc=example,dc=com",
"secure": false,
"type": "directory"
3
]
POST
EHSH
2 At BH
<fm>
ARAENE
HRAEHS ]
201 N, TAEARENLHTH #% o DB SE SR A T1F
[ URL ©
400 FORASEIURIERE o« MFBRHRAE > H2EEE
FEEEH o
401 BUTERAREL @I o
403 BT AR RE AR N, H B o
406 Y 32 KRR T 22 IR N AR ©
409 W H $RBLA H §% 1D 2% o
500 A NEGERR o AFRAEBER > FH BB T
503 RS IS S TEAE o ANRAERAE R - A2 RS,
FEEEH o
=
wH 20 directories 2540 H directory Y o 88 © id ANE BN EHE— Y ERETRE o
il
Request: POST /rest/settings/directories
1
"id": "human-resources",
"host": "192.168.4.114",
"port": 389,
"host": "LDAP",
"binddn": "uid={$usernamel},cn=humanresources,ou=Groups,dc=example,dc=com",
"secure": false,
: "type": "directory"

Response: 201 Created | Location: /rest/jobs/1
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/settings/directories/{id}

HER) LDAP HERRC B

GET
EHSH
ARAEES
N athH
200 (0] e = A8 R B B REE A Y B $a e
401 BUTESRARE BT
403 BUTIEFH B ARIETZIRE -
406 FESZ R WA JH T 22 SR IN AR o
500 BAENEER o MFAHBEN © FH2 BB o
503 AR RS S IEAE ) o AIFBAEBAE R - A2 RS,
FERTH o
=]
#H2 B directories settings S8 &4 H directory V)1 ©
46
Request: GET /rest/settings/directory/human-resources
Response: 200 OK
: "id": "human-resources",
"host": "192.168.4.114",
“port": 389,
"host": "LDAP",
"binddn": "uid={$username?},cn=humanresources,ou=Groups,dc=example,dc=com",
"secure": false,
"type": "directory"
DELETE
EHBH
28 A
<Ji>
ARAEES
ARRERS atHH
204 T RS NE R 72 %,
401 BUTE SRR BRI ©
403 BT & R o
404 PR B A FHEE {id} B9 H#% Bz B # el A7 1E
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PUT

406 PEZATTHMN JH 8 232 SRR o

500 A EREEAR o WITRMHPAE > FH2 R BT o
503 ggg%%ﬂﬁi‘%ﬁ&“@ﬁﬁ o WNFAEBE N © SES BB
4E

DELETE b AR(EIA A48

il

Request: DELETE /rest/settings/directories/human-

Response: 204 No content

resources

EHBH

28 At

<Ji>
AREEES

ARRERS A

204 FORNERFERL - [EREEEEEE o AFEEME

HHPm2HARE -

205 FORNEFISER - i HEEHTE R

400 %ﬁlﬁi*ﬁfﬁf\ﬂiﬁﬁ o YIFFMHBAE N - SH2 B EE
401 BUTESRRAE B HH o

403 BT B ARSI AR S T 2 £

404 BOAZIBAPHEE {id} A9 H % 3% B th A E
406 PSR IHIN R E 2 SR N AR o

409 3 B S ) 28 o L 5 — ] kA 5% o

500 FE ISR o AFAHREE G > S5 RS AR o
503 ggg%%ﬂﬁ?%ﬁ?ﬂﬁﬁﬁ o WIFFMHBAE N - SH2REE
L=
iH2 R directories 8241 H directory Yotk o
b5l

Request: PUT /rest/settings/directories/tenantl
{

"id": "human-resources",

"host": "192.168.2.134",

“port": 389,

"host": "LDAP",

"binddn": "uid={$username?},cn=humanresources,ou=Groups,dc=example,dc=com",

"secure": false,
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"type": "directory"
%

Response: 205 Reset content

/settings/keystores
fRIAR 2 <2 S ek 17 B e B
GET
EHBH
28 A
<HiE>
ARAERS
ARRERS AtHH
200 [ e = 8 7 25 7 A e S e 7 B R
401 BUTE SRR BRI ©
403 AT 3 R o
406 Fi 2 LR H R E 22 SCER I N A ERY ©
500 A NFEGERR o AFRAEBER > 2B BT
503 RIS IS S TEAE o ANRAERAE R - A2 RS,
*m»,\ °
=
i
Iltypell : “aIIay“ ,
"minItems": O,
"uniqueItems": true,
"items": [
"type": "object",
"required": ["type", "id", "state", "name",
"product", "host", "port", "keystore", "keystore_alias",
"truststore", "truststore_alias", "truststore_password", "master_keystore_id" ],
"additionalProperties": false,
"properties": {
"type": { "enum": [ "keystore-kmip” , “keystore-hsm" ] %,
"id": "number",
"name": "string",
"state": §{ "enum": [ "ACTIVE", "INACTIVE" ] %,
"product": § "enum": [ "IBM_SKLM", “HSM” ] %,
"host": "string",
"port": "number",

"keystore": {
”type”: ”Object”,
”quuired”: [ ”type”, ”id”, unameu' ”href”],
"additionalProperties": false,
"properties": {
”type”: { uenumu: [ ”Ief” ] }'
"id": "number",
"name": "string",
"href": "string"

"keystore_alias": "string",
"keystore_password": "string",
"truststore": §
"type": "object",
”quuired”: [ ”type”, ”id”, unameu' ”href”],
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"additionalProperties": false,

"properties": {

Iltypell: { Ilenumll: [ “Ief“ :I }'
"id": "number",
"name": "string",
"href": "string"
“trusfstore_alias“: "string",
"truststore_password": "string",
“hsmpassword” : “string” ,
“hsmtoken” : “string” ,
“key_handle” : “string” ,
"master_keystore_id": "number"
3
¥
]
3
il
Request: GET /rest/settings/keystores
Response: 200 OK
[
.
"id": 1,
"name": "builtin",
"state": "INACTIVE",
“product": "IBM_SKLM",
"host": null,
"port": O,
"keystore": null,
"keystore_alias": null,
"keystore_password": "xkkkkxkx",
"truststore": null,
"truststore_alias": null,
"truststore_password": "skkkxxx",
"master_keystore_id": 0O,
"type": "keystore-kmip"
3
i
id": 1,
“name": "hsm",
"state": "INACTIVE",
"product": "HSM ",
"hsmpassword": null,
"hsmtoken": “0”
"key_handle": “441”
"master_keystore_id": 0O,
"type": "keystore-hsm"
¥
]
POST
EH2H
e atHH
<jm>
ARAERE
IRRET atAH
201 N, AR I 17 o AL BT & HE
¥ TAERY URL ©
400 BRSSO IERE o ANTFEHEBAE @ 552 RN
FEE5H o
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401 BUTE SR AL B o

403 BT B ARSI REACHE 2 H §% o

406 PSRRI IR TE B2 SR AN AR o

409 #1 H $RELA B #% 1D &% o

500 BENIREER o WIFAHRAE G 352 RS S o
503 EHE%%HEE‘%@‘E&@% o MFMHME © A2 HEE
wme

H2 B keystores B4 H keystore Y o W id NE VBT AEETRE ©

& f5l

KMIP Keystores:
Request: POST /rest/settings/keystores

{
"name": "standby",
"state": "INACTIVE",
“product": "IBM_SKLM",
"host": "192.168.4.133",
"port": 5696,
"keystore": {
"name": "sklm-client-keystore.jks",
"id": 42,
"type": "ref",
"href": "/rest/files/upload/42"
}I
"keystore_alias":
"keystore_password":
"truststore": {
"name": "sklm-truststore.jks",
"id": 43,
Il.typell : IIIefII ,
"href": "/rest/files/upload/43"

"sklmclient",

Fo

"keystore_alias": "sklmserver",
"keystore_password": "trustp@ssl23",
"master_keystore_id": 1,
"type": "keystore-kmip"

b

Response: 202 Accepted |

HSM keystores:
Request: POST /rest/settings/keystores

i

"name" :
"state": "INACTIVE",
"product": "HSM",

"hsmpassword": null,
"hsmtoken": "0",
"keystore_handle": "441",
"master_keystore_id": 0O,
"type": "keystore-hsm"

"hsm" ,

%
Response: 202 Accepted |

/settings/keystores/{id}

"keystorePa55wordl123",

Location: /rest/jobs/112

Location /rest/jobs/112

R Y < Tt A L B
GET
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2 st

<>
ARBENE

ARRENS At e

200 (0] e = A8 R B B REE A Y B 8k 7 SR R E

401 BUTESRARK B

403 AT FH B RIS ©

406 Vi SZ KR AR T 252 SR IN AR ©

500 BAENEER o MFAHMEN © FE2 BB o
503 fFAIARZS ARG HEIEME o AFAERER @ sE2 %N

FEEGH ©

] =]

E2 [ keystore settings 82540 H keystore Yt o

&l

Request: GET /rest/settings/keystores/1
KMIP Keystores:
Response: 200 OK

{
"id": 1,
"name": null,
"state": "INACTIVE",
"product": "IBM_SKLM",
"host": null,
"port": O,
"keystore": null,
"keystore_alias": null,
"keystore_password": "skkkkkk'",
"truststore": null,
"truststore_alias": null,
"truststore_password": "skkkkkk'",
"master_keystore_id": 0O,
"type": "keystore-kmip"

&

HSM Keystores:
Request: GET /rest/settings/keystores/1

1

"idvs 1,
"name": “hsm”
"state": "INACTIVE",
"product": " HSM ",

"hsmpassword": null,

"hsmtoken": "0",

"key_handle": "448",

"master_keystore_id": O,
"type": "keystore-hsm"

AL

fAARZS 7% E 155



<>

AREEES

ARRERS At AH

204 BURNERIZERL  (H AR SR o ATREETER
HA P 2HAE o

205 TERNEFIZER - M HEERTE R

400 %il’?i%ﬁﬁﬂiﬁﬁ o WNFAHBAE N @ SEZ BB

401 BUTEORARK @R -

403 BT A AR A o B Sl A7 S A e

404 BOAZIBAFTHEE {id} AU/ T B2 E e mi thAEE

406 P SZ IR TR 75 KRB N BSEAY o

409 350 TE P A3 ) 28 L 5 — {1 A T 76 5% o

500 BENEREH o MTHREN > H2 B -

503 ljﬂfi%ﬁﬂﬁi‘%fﬂ(iﬁﬁﬁ WMFAARE T 2B

4E

H2 B keystore settings B2 541 H keystore Y o

il

KMIP Keystores:
Request: PUT /rest/settings/keystores/1

i
”id”: l,
“name": null,
"state": "INACTIVE",
"product": "IBM_SKLM",
"host": "192.168.2.87",
"port": 5696,
"keystore": null,
"keystore_alias": null,
"keystore_password": "xxkkkxkx",
"truststore": null,
"truststore_alias": null,
"truststore_password": "skkkkkk'",
"master_keystore_id": O,
"type": "keystore-kmip"

3

Response: 205 Reset Content

HSM Keystores:
Request: PUT /rest/settings/keystores/1
{

"id": 1,
"name": “hsm”
"state": "INACTIVE",

"product": " HSM ",
"hsmpassword": null,
"hsmtoken": "0",
"key_handle": "448",
"master_keystore_id": 0O,
"type": "keystore-hsm"

&

Response: 205 Reset Content
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EHS2H

2¥ SAA

<>

HRASTEE

HRAERE kL]

204 FORMERERR - BRI EEMEE o NHEEEH
B P 2HAA o

205 BERIEA FERL - M H O BEHE R o

400 ﬁg}élﬁii‘%ﬁT\ﬂiﬁﬁ o HIFMBFE @ H2REN

401 BUTESRARL BRI o

403 AT B AR P A 5 T < S ol 17 LA

404 AR A FrE7E {id} B B Se i thAE R

406 P SZ ISR 2 SR N A o

409 S5 TEL PP 588 5 B 5 — B A TR T 2% o

500 BN ERSERR o WIFRMRAE A - 52 BB e o

503 ggg%%ﬂﬁi‘%ﬁ%@ﬁﬁ o HIRMBFER @ HE2REE

=

A2 B keystore settings &4 H keystore ¥t

11407

KMIP Keystores:
Request: PATCH /rest/settings/keystores/1
{

{
"id": 1,
"state": “INACTIVE”
: "type": "keystore-kmip"

Response: 205 Reset Content

HSM Keystores:
Request: PATCH /rest/settings/keystores/1
{

1
"id": 1,
"state": “INACTIVE”
"type": "keystore-hsm"
3

Response: 205 Reset Content

DELETE
He
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DELETE b A4 {T{n] 3= 44
#afl

KMIP or HSM Keystores:
Request: DELETE /rest/settings/keystores/1
Response: 204 No content
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% 11 71 PR LR R

/files
fAARZS AT LRERE CRARARA) P C LEEENES
GET
EH2H
28 atHH
<>
ARAEES
AR EERS A
200 [ e = A B B T IEE R B R R A2 RS
S NLEHEENES -
401 BT SRR i |
403 BT ARIETIHE -
406 FESZITTE N HREE £ AR N R ©
500 BAENEER o MFAHBEN © FES BB o
503 fAIRRPS ARG HEIAEH o NFEAERER @ S5 2% N
4 =|
1
"type": "array",
"minItems": 4,
"uniqueltems": true,
"items": [
"type": "object",
"required": ["type", "id", "href" ],
"additionalProperties": true,
"properties": {
"type": § "enum": [ "ref" ] %,
"id": § "enum": ["upload"] %,
: "href": "string"
3
]
&
il

Request: GET /rest/files
Response: 200 OK

[
{
"type": "ref",
"id": "upload",
"href": "/rest/files/upload",




/files/upload

PR 7 i (R 2k DUBLHL At i R FA O G A O B o

BEETRE AT AT A RER] A - DRI GE AR B B L ERORESE o e e (8008 2 L 2SRk mp i HL A 3
Z1& > flReS T RE ERERAAAE S o — AR ETBIMIPRAES -

GET
EHB2H
28 athH
<jm>
ARAEES
AR EERS atHH
200 M F KRR P C MEEEN2RES - 2
A EHEEANS ©
401 BT SRR b i |
403 BUTE B ARIERZIRE -
406 FESZ TR WA JH R 252 SRR N AR o
500 BAENETER o MFAHBEN © FES BB o
503 IR RS S TE A o aNFBAERAE R - A2 RS,
FEEGH o
=]
1
"type": "array",
"minItems": O,
"uniqueltems": true,
"items": [
"‘type" : ”Object” ,
"required": [ "type", "name", "id", "href" ],
"additionalProperties": true,
"properties": {
"type": § "enum": [ "ref" ] %,
"type": "string",
"id": "number",
: "href": "string"
3
]
3
il

Request: GET /rest/files/upload

Response: 200 OK

[
i
"name": "cert.pem",
"id": 1,
"type": "ref",
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"href": "/rest/files/upload/1"

3
1
POST

BETtE 2 R R RES

TS

28 shiAA

<JiE>

AREERS

HRBETS G TALA]

201 B L EHTIAEE o M EIETEE IR AR ZEM URL ©

400 %ﬁ?ﬁqﬁ%ﬁx\ﬂﬁ o YNIFAHBAE RN @ AESRBE

TG o

401 PIATE SRR LS o

403 BT P AR RE R (SR

500 BAENTSERR o MFEMHBEN > SR B o

503 fRIARBSARTSHETLE R o AR E RN > SR

FEETH o

=]

REETELE POST HEEFAAIRNE o

&l

Request: POST /rest/files/upload

Response: 201 Created | Location: /files/upload/my_saved_backup_2015-10-15.tar.gz

/files/upload/{id}

RFRE B A P o A R

AL

it

(7 B8 3= AR 2 R A ) — B T

BUTESRARLE BB

R _EEREZ 161




403 BT A ARSI -

404 AR EAEE {id} iy -2

406 FE 2 TR R B AR 5 B E 252 SR N A
ﬁgo

500 BAENESERR o MFEAMHBEN > SR B o

503 ARSI AR HETLE R o aNFEAHBE RN > SR
FEETH o

=]

&5 - EIE H R A R B A E

DELETE

B2

28 ETAa]

<JE>

AKBERE

AR EERE AbH

204 TR MER 52 Ak

401 FATE SRR o

403 AT & RS o

404 BARIEA e {id} iy _L =

500 A NEREERR o WA > A2 RS o

503 fRIARASARTS LR o NFEAHBERN » SA 2 RS
FEH o

=]

DELETE b A4 {T{n] 354

#afl

Request: DELETE /rest/files/upload/my_saved_backup_2015-10-15.tar.gz

Response: 204 No Content
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/properties

P C B R 7 i A A A B

GET
EHB2H
28 AthH
<jm>
ARAERE
IRBETS atHH
200 [ 8 3= A8 B & N A A 22
401 BUTERARKAEEL R
403 BUTE B ARIERZIRE -
406 FESZ IR WA JH R 252 SRR N A o
500 BAENEER o MFAHBEN © FES BB o
503 IR RS S TEAE ) o ANFBAERAE R - A2 RS,
FEEGH o
=]
1
"type": "array",
"minItems": O,
"uniqueltems": true,
“ite?s”: [
IltypeII: Ilobjectll'
"required": [ "type", "key",
"scope", "value", "defaultValue", "needsRestart" ],
"additionalProperties": false,
"properties": {
"type": { "enum": [ "property" ] %,
"key": "string",
"scope": § "enum": [ "LOCAL", "CLUSTER" ] %,
"value": "string",
"defaultValue": "string",
: "needsRestart": "string"
3
]
3
il

Request: GET /rest/properties
Response: 200 OK

L
1

"key": "com.securityfirstcorp.atlantis.bundles.dataman.password",



"alias": "node.db.password",
“scope": "LOCAL",

"value": "PASSWORD",
"defaultValue": "PASSWORD",
"needsRestart": false,
"type": "property"

}I
1
"key": "com.securityfirstcorp.atlantis.bundles.dataman.initialConnections",
"alias": "node.db.initConns",
“"scope": "LOCAL",
"value": "1",
"defaultvValue": "1",
"needsRestart": false,
"type": "property"
3
]
/properties/{key}
FRERINE
GET
EH2H
28 atHH
<HE>
ARAERE
ARBETS atHH
200 0] i 3= AE R B B R E N
401 T T SRR i i |
403 BUTE B ARIERZIRE -
406 FESZ IR WA JH R 252 SRR N A o
500 BAENEHR o MFAHBEN © FES BB o
503 IR RS S TEAE o ANFBAERAE R - A2 RS,
HEEGE ©
=]
H2 B property il H property Yy o
il

Request: GET /rest/property/com.securityfirstcorp.atlantis.bundles.dataman.password

Response: 200 OK

1
"key": "com.securityfirstcorp.atlantis.bundles.dataman.password",
"alias": "node.db.password",
"scope": "LOCAL",
“value": "PASSWORD",
"defaultValue": "PASSWORD",
"needsRestart": false,
"type": "property"
3
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EHSH

2 Skl

<Ji>

HRAEES

HRAETS At e

204 BRNEFIZER - HREE AR o RFEEEM R
B P 2HAA o

205 FRNEFIZER » W HEEHTER

400 %ﬁﬁi%fﬁ?\ﬂiﬁﬁ o WITAHRAE R » H2HEE

401 BUTESR AL BRI

403 FRAT e FH 35 A P AR B B I R

406 PR SZ AT R 29 SR N AT o

500 LN ERGER o ANFEMHBIE > G2 BB o

503 Egg%ﬁﬂlﬁ‘%ﬁﬂi@ﬁﬁ o WITAHRAE R » FH2HEE

=]

2B property VI E o

i)

Request: PATCH /rest/property/com.securityfirstcorp.atlantis.bundles.dataman.password

1

"value": "newPassword34"

Response: 205 Reset Content
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a5 e B fic & i R

/issues

PR AR D 2 2 fit 5 A2 B A T P A R P R R D

GET
BH2H
28 At
<Ji>
ARREES
HRRERS At
200 [ R = A R 0 2 e R
401 BUTESRORE B o
403 BUTIE B ARIERZHE -
406 PSR IHIN R E 2 SR N AR o
500 LIS o AFTAHREE R > S5 BE AR -
503 ggg%%ﬂﬁi‘%ﬁﬂiﬁﬁﬁ o YIFFMHBAE N - SH2 B EE
=
{

Iltypell : Ilarrayll ,
"minItems": O,
"uniqueItems": true,
"items": [
i
"type": "object",
"required": [ "type", "id",

"issue_id", "dismiss_status", "importance", "permisstion_to_dismiss" ],

"additionalProperties": false,
"properties": {
"type": § "enum": [ "issue" ] %,
"id": "number",
"issue_id": "string",
"dismiss_status": { "enum":
[ "DISMISSED", "NOT_ALLOWED", "NOT_DISMISSED", "UNKNOWN" ] %,
"importance": { "enum":
[ "HIGH", "MEDIUM", "LOW", "UNKNOWN" ] %,
"permisstion_to_dismiss": "boolean"

{5l

Request: GET /rest/properties



Response: 200 OK

[
1
"id": 1,
"issue_id": "US_2_policyAndSecurityRoles",
"dismiss_status": "NOT_DISMISSED",
"importance": "LOW",
"permission_to_dismiss": true,
"type": "issue"
§o
i
"id": 2,
"issue_id": "US_1_onlyOneUser",
"dismiss_status": "NOT_ALLOWED",
"importance": "HIGH",
"permission_to_dismiss": true,
"type": "issue"
3
]
Jissues/{id}
FRERNE
GET
EHBH
28 EAE|
<dk >
ARAEES
IREEHS At
200 (] e 3= R AR E Y TR
401 BT B SR AR A |
403 BT F 3 R o
406 Fi 2 LR H R E 22 SCER I N A ERY ©
500 BEAENTREETR o ANFTMHRAEN © sE2 RS -
503 fAIARPS AR EIA I o ANFRHERAE N @ S5 2 RN
FEEEH o
=
2B property 4 H property ¥ ©
il

Request: GET /rest/issues/1
Response: 200 OK

i
n 1d n : l,
"issue_id": "US_2_policyAndSecurityRoles",
"dismiss_status": "NOT_DISMISSED",
"importance": "LOW",
"permission_to_dismiss": true,
"type": "issue"

3

PATCH
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28 i iH

<Jie>

AREERS

AREERE s e

204 BSRNEF|FERK » (EARE ST o RNEEEHE
AP ERRNE o

205 BERNEF]FERY 0 M HEEHT &R o

400 BRSO AN IERE o MFEAHBER » A2 RS
FE5H o

401 FATERARLMBER o

403 AT FH 35 RIS IR M AR S R IR R R

406 FEZRETE R E A RN SR o

500 PR NERERR o WFAHAE » 52 RS EE o

503 FHE%EHE’(?%T#T@%‘:@?H o YNIFAHBAE RN @ A2 RBE
THH o

=]

FE2R issues Y4 HE -

#afl

Request: PATCH /rest/issues/1
{

"dismiss_status": "DISMISSED"

Response: 205 Reset Content

HEMICENE 169




170 IBM Multi-Cloud Data Encryption Hi SPx® $2 557/l #% : REST API £7f%



3B 14 = FERILE S

[locales

FHTRB HH S it il S8 5 BRI A B

GET
EH2H
2 athH
<jm>
H*l\-llﬁ%
IRBETS atHH
200 [0 8 = B8R & SR YRR S IR IR
401 BUTERARKAEEL R
403 BUTE B ARIERZIRE -
406 FESZ IR WA JH R 252 SRR N A o
500 BAENEER o MFAHBEN © FES BB o
503 fAIRRPS ARG HEIAEH o NFEAERER @ S5 2% N
FEEGH o
=]
1
"type": "array",
"minItems": O,
"uniqueltems": true,
"items": [
"type": "object",
"required": [ "type", "id", "display_name",
"language", "country", "default" ],
"additionalProperties": false,
"properties": {
"type": { "enum": [ "product-locale" ] %,
"id": "string",
"display_name": "string",
"language": "string",
"country": "string",
: "default": "boolean"
3
]
3
il

Request: GET /rest/locales
Response: 200 OK
[

]
"id": "en_US",




"display_name": "english (United States)",

“language": "en",
"country": "United States",
"default": true,

"type": "product-locale"

fo
{
"id": "es_MX",
"display_name": "espanol (México)",
"language": "es",
"country": "Mexico",
"default": false,
; "type": "product-locale"
]
[locales/{id}
K E HRE S TR
GET
EHS2E
28 At
<>
AREEES
RENS it AH
200 [ 3= AR 2 e E R 5 BRI
401 BUTERAREL @
403 BT 3 RIS HE -
406 P AT JH R E 232 SR N AR o
500 B NEREEAR o AIREMHPAE N > FH2 RN o
503 AR IR IETE L o ANFRAERAE R - FH2 RS
FEREH ©
4E
#H2 R product-locale 41 H product-locale ¥t °
i)

Request: GET /rest/locales/en_US
Response: 200 OK
1

"id": "en US",
"display_name": "english (United States)",
"language": "en",

"country": "United States",

"default": true,

"type": "product-locale"
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/strings

FHIRB HH E die  BR A R

EHSH
2 At BH
locale b 5 IRIEAE 0 45 AT T AR Y o YISRARARML
i S IR 0 A DTHRGE S ST 8 o i)
locale=en_US
ARBENE
IRRENS At BH
200 (] e 3= 8 G 3 L T R
401 BUTESRARK B
403 AT FH B RIS -
406 P SZ R IE A H RS T8 252 SR
500 BAENEER o MFAHMEN © FE2 BB o
503 AR AR ETEE ] o ANTBAERAE R @ sE2 RSN
FEE5H o
] =]
i
"type": "array",
"minItems": O,
"uniqueltems": false,
“ite?s”: [
"type": "object",
"required": [ "id" 1],
"minItems": O,
"uniqueltems": true,
"items": [
; i "type": "string" %
]
3
&l

Request: GET /rest/strings
Response: 200 OK

[

i
IIidII: “Web“,
"sLoadingRecords": "Loading...",
"ButtonLabels_ExportCSV": "Export CSV",
"Jobs_Status": "Status",
"PageNames_Processes": "Processes",
"US_1_ONLY_ONE_SECURITY_APPROVER_category": "User Setup"

o

i

"id": "events",

"PSO0070003": "Backup data creation job {0% has started.",
"PSO0070002": "User 0% has deleted backup file §1%.",
"PSOEO70005": "Backup data creation job 0% has failed.",
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"PSO0070004": "Backup data creation job {0% has completed successfully."

3
1
/strings/{id}
—HFFER TR
GET

EHSH

28 At BH

locale i 5 IRHE 0 A5 AT FERATEE S o ANFRTR L
i S IR 0 A DTHRGE S ST 8 o i)
locale=en_US

ARBENE

IRRENS At BH

200 [ B = i o7 . 2 R o ) 7 R R

401 BUTESRARK B

403 BT & RIETIHE -

406 Vi SZ KR A JH R 8 252 SR IN AR ©

500 BAENEER o MFAHBEN © FE2 BB o

503 AR AR ETEE ] o ANTBAERAE R @ sE2 RSN
FEE5H o

=

FH2 R strings fiH o

&l

Request: GET /rest/strings/web
Response: 200 OK
1

"id": "web",
"sLoadingRecords": "Loading...",

"ButtonlLabels_ExportCSV": "Export CSV",

"Jobs_Status": "Status",
"PageNames_Processes": "Processes",

"US_1_ONLY_ONE_SECURITY_APPROVER_category":

"User Setup"
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