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-GET
-PUT
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-POST
- DELETE
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EERe

REST API 0K TLS 1.2+ Z2ER AT, ENEM . BEIEMEMSEBRT NIST sp800-131a 1 FIPS
140-2 HEM AR NI,

BPFIAE

REST API TR B8 5%, ¥ ZHRMAmANE 714

1. B RVFERASRIMNE, ZAIE#EFHEX Web UL AJF BAE R {# <315 Cookie FIE ARk (40 CSRF
AR BERA SR AINIE L, XM EEE N T 72 Web UL ¥ REST API i FH B CHIIRE,
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HizeiE (BE) BB YR ERSTERNR T SIERIRRIE TS AW CSRF 2/ DELETE &SRR 58K

., HXREZEL, ESHSERESIE,

1. HTTP ZEASIAUE

1EU0 IETF RFC 1945 %8 11.1 AR R4IHIARIAREE, REST API 30 St R A MIAIER SR, [HEA RAIH

A

R RIZROE K IR AR AEATERRAL (WWW-Authenticate Fr3k) o

 ANFEATART S R B A v SR R 17 S

- RTEESRBET HTTP &35

k2, REST APL B2 E & IAY Authorization Fr3k, X o UFEIZ B NG R RS RINHETE

INERTG ], SR SRR ZARBEIARSL,  TARLE U 1E & e BN IEBR R 2 5 A -4 46 A I bRk 1

BN TIEER BT,
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EEuh iR {h1E (CSRF) R1F
TR S TRINIER ) REST APL &R, i H %52 CSRF Wi, BJKIM S, MDE B RYIZER, IF
HIXEEF SR N A TSI AIERIE K :
-PATCH. PUT. POST #1 DELETE i& R #41 N%Z CSRF R4 iE K, F H A JBEMT B %) CSRF £k
TESSTEPEARBER NS, AT, ERERRERIVIN ZIERTM (REIHSHRENT
MO0 AE LG S F I I S O8O
BEEANZ T ERER A BN Csrf-Token B Cookie 2RI WML Y BT A0 S ht
- B RRNIAERZ CSRF (R TE SR X-Csrf-Token Fr3kAr &%
AHFLAE 2T & HS1N 52 CSRF (RIPIIE R 2TE CSRF 2/, MLICAEBEIEREEER. ¥
FERRSS S M B bk A% B BT R
AL TR RIS SR GRS, X FEN R, HTTP IRASHE N 400, T H Warning ARk FRIE SR SCA S
FeHHFE K h CSRF 2R,
- CSRF £hi /2 256 /i Base64 mtS{E, HixZee M n] AFENIE TR as LA R,

BERAEEI

FRAEARTEH EE XN TFRIFES iR, GNKEEEH application/json WERASRFIRITERIR, X THRLE
TR HAM AR TINIETR, REST APLGE IS E HTTP Accept #risk,  (EfAIE IR KT A LKA
DAz R F4AFT 415 Unsupported Media Type JIRASHD AT i B

URL. URL &3, FHFEFRFEH{thERD

HERR
REST AP ¥ & E MM, FRIESEIER, GNPEENE 5
“HTTP /5 GET. PUT. POST #/1 DELETE 5izHt. H¥r. OI@FMEREEIEH
- [Al[A]— URL & Hi ) GET F1 PUT &R0 BARLEIEIE SR N 52 2 HR], PUT 1% K FRis SR B 7 B B
FRAN

- POST IEREH COMBARIRA R, F HIXFERE LN %5 BAH R IR H AT R R TR ER OF
T E X HIZRAE APT E SCHRAY) | BRAEFFE APT A& X

P E AT SR ROENE “GET-EHT-PUT” MK, IXEIRE R P LM IZRER X B A BRI ERY
URL £f1T GET i&3K, BT GET W SCAFRRYFTARME, SRS 6 S8 e M B SRR A 4 URL & HH Y
MR PUT 3R 1K,

- URL 5 PMIR B RN R IR S A EARTE, XS
- JEI M URLIBANRHAL (/) B, MiZnl@Edix URL BRI R 7B,

flan, 4R /rest/resource JRE {"id": 1, "name": "myResourceNumber1"}, FlZ /rest/resource/name
RI& A "myResourceNumberl"

- B URLIBARHAL (/) AR FRFRICERA id FERIE, MIZFNEE % URL BT TR,
filan, ans /rest/resources IR [{"id": 1}, {"id": 2}], HRZ. [rest/resources/1 MiR[E] {"id": 1},
T id PROEEX, APk HmAN “id”

“7E URL Y, BB IR N 2 a4,
BN, IZE users FIEZHZIR AT AR /rest/user
 BIBESE URL 5325, AR LEASEHESBRHERE] REST API VIR 200
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4N, /rest/users ItF /rest/user/list, BIETE /rest/user NI AJREFREE At FH A S TR 2 an it

{Edk bR
REST API iER A KIS [EETT, el RE1T, X REST API & H T ] fE KN RIZ1THY PUT, POST 5
DELETE IR A M T AE — DRSS AU E 55 /A2, SRI5H&4 R R A :
- Location tR3KIZE N HEZ GET 15KAY URL, DAHTFIRESKRE
IRAHES R 202 (Accepted)
« Wi B 244 R AT e T3

Location #R3kFlifEs Ay URL AbiE IR L BRIRRE A% 52 PUT B( POST 13K,  DELETE 1 sRAG RN I F
W ERMERIZ TR IELIE S, BABGRTLRES, MM TMARERTS, FraffliRaesEn, JHHE
N ARFEFEIZERRER,
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HARRME GRS ISON 15 S MIE AR AR AR E S — B,

£
1530
EABHMBTINAR, ENKH, FEPNTEEmRNPRTNEA, iy B3R sifE—1 () 4
W REST ARZ5 ax ol Seiti, A2l iEik T tEm.
{
"type": "array",
"minItems": O,
"items": § ... %
: "uniqueltems": true
ANl
EERAZ AT N R I E A S
[
i
"type": "user",
"id": "4"
o
{
"type": "user",
"id": "5"
Fo
1
"type": "user",
"id": "8"
?
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8 4 51 IR

(T

fiipuy

200

RO, ARG RINAER H
PRLEMR R F A

201

Created

COTEHAIZIE, Location ik
R BN T A B IR URL,

202

Accepted

AR DARG 75 AL BEmA N, i o 4
2RI HIEIR, E0EE
KALFEIER, Location hR3LK %
B RZAELT URL,

204

No Content

TESRERY, (R N H N TR BT
WA, ZH % DELETE i# Rk [H]
LIRSS, (HIRASE e TR
{LH PUT Al PATCH 1% 3K,

205

Reset Content

ERER, HTEMEER, M
HE HARE IR P Lm A,
Z2H % PUT A1 PATCH 1 SRR [B] 1
R,

400

Bad Request

T IE R AR AR R TR TR RE X Hodt
AR,

401

Unauthorized

THRARZILINIIE,

403

Forbidden

HREETLINE, BEARTFHFR
FTRmIE RIS

404

Not Found

FINESRAVBIRANF(E, BE IR A
R AT I T IR G S AFAEN)
e,

405

Method Not Allowed

% HTTP J5 3006 T HARB IR 5 C
Ao

406

Not Acceptable

Accept FrSkHIE R A BREIAN
%% ¥f, HHi, application/json
SEME— 2[RI,

409

Conflict

1 >R 77 TR AR T 5 -

-POST - BAHF B rI B IHEE
e, CHUERBIRAMEITE
o

- PATCH/PUT - IEFE SR B 1) F
B, HHBSMTES S -1 E
R S O3AHIR],  IEFE BRI EE
TREA S — DR DA ISR 2K
TR, BT IR A
TR,

- DELETE - EfUE B R PUE(THE
Ko




410

Gone

HAPNER S IS IR S L1,
HEBHMIPR,

424

Failed Dependency

P SR B S AR T 59 — SR IR
A, HHERATRFEZIRE,

428

Precondition Required

BERE DB D HAME R A
S MHRBEFRINSEERZ
JG, ARESEROZIER,

500

Internal Server Error

T PIERIR S ae b IR M ENE, %H
AR, Warning bR
SR EL B RIS B R o I AT 5
HIfE R,

503

Service Unavailable

PATIZIE KA TR NEBARSS AN AT
H. Warning fr ki8S 7EAHY
BRI AR B AE R
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i w2

5

H&

N

A/
v,
JIE\

/logs

FTA BRI H &R

GET
EiSH
S DTN
<>
KEB
HAG ik
200 s E AR S T HENS I HNES, XEE5(H
M ESEMEERE AR,
401 LHTE RAREISINIE,
403 AR TAL Y 1/l P A TN
406 Accept hrk WIS B 5 KRN AR AL,
500 RA TSR, 1EAE Warning 73k DURECE %
B
503 ARFS ARG AR, 1EEE Warning brk DARECE
EZEISS
1=
1
"type": "array",
"minItems": 2,
"uniqueltems": true,
"items": [
"type": "object",
"required": ["type","id", "href" ],
"additionalProperties": true,
"properties": {
"type": § "enum": [ "ref" ] %,
"id": § "enum": [ "events", "debug", "recipients" ] %,
"href": "string"
&
3t
]
&
w5l
Request: GET /logs
Response: 200 OK
[
1
"type": "ref",

nid" - “event“,




; "href": "/rest/logs/events",
L
"type": "ref",
"id": "debug",
; "href": "/rest/logs/debug",
i
"type": "ref",
"id": "recipients",
: "href": "/rest/logs/recipients",
]
/logs/events/
RARMFHEITHE
TS
ZH iR
event_type WRENEN G R A R HE A —ME, DAE
RS H S H,  TCIRIRBIRIER
WRnG,
event_type=audit&event_type=system
order BN “descending” MK H & T &AiNH
HIFFE, 7:f: order=descending
FIFHIRE R
et iR
application/json AR TR R 5
text/csv N HE TR R H S IRAYIE S 70 WRE (CSV) £R
K&
(T iR
200 W i AR S R S TR R R G H AR I H &S
Ho WRMH TEREIES, HREEMEE
fe, MLRIEBES,
400 E RN W NIRRT
401 LHATERAREIS INIE,
403 ARIEH AT P E TR
406 Accept RSk NI B 32 SR A2,
500 RAET NEREE R, 1HEE Warning b3k DURECE 2
(B
503 Mk%% #siR35 A AT M. TEEFE Warning frsk DLREE

ZIEE.
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B’

"type": "array",
"minItems": O,
"uniqueItems": true,
"items": [

Il.typell: Ilobjec.t“’
"required": ["type", "sequence_number", "event_id", "source",

"event_type", "severity", "timestamp", "message_args", "redacted" ],

"additionalProperties": false,
"properties": {
"type": § "enum": [ "event" ] %,
"sequence_number": {
“type": "number",
"multipleOf": 1,
"minimum": 1

"event_id": "string",
"source": "string",
"event_type": { "enum": [ "AUDIT", "SYSTEM" ] %,
"severity": § "enum": [ "DEBUG", "INFO",
"WARN", "ERROR", "CRITICAL" ] %,
"timestamp": {
"type": "number",
"multipleOf": 1,
"minimum": ©
Fo
"message": "string",
"message_args": {
"‘type": [ ”aIIay” ]'
"minItems": O,
"uniqueltems": false,
"items": [ ¥ "type": [ "number", "string",
"boolean", "null" ] % 1]

§o
"redacted": "boolean"

=
Request: GET /rest/logs/events?event_type=audit&event_type=system
Response: 200 OK

[

i
Il.typell : Ileven.tll ,
"sequence_number": 12,
"event_id": "OX00020003",
"source": "localhost",
"event_type": "AUDIT",
"severity": "INFO",
"timestamp": 1442947787281,
"message_args": [ "admin", "policy255" ],
"redacted ": false

}I

1
"type": "event",
"sequence_number": 14,
"event_id": "Ox00220334",
"source": "192.168.4.234",
"event_type": "SYSTEM",
"severity": "CRITICAL",
"timestamp": 1442947787282,
"severity": "CRITICAL",
"message": "Policy %s could not be applied: RC %s",
"message_args": [ "policy255", 23 ],
"redacted ": false

¥

]

3

/|

ARy

[

IR 13



/logs/events/{sequence_number}

BAAEM
GET
EigBH
¥ A
<Je>
K&
(] 4
200 M . E AR5 5 URL Y {sequence_number} #5453
iE[UMi S E DT E
401 MHTIE SRR INIE,
403 AR IR BT P TRAL
404 HAZ|BEATEE {sequence_number} FIEELE, Hi%
B Z IR
406 Accept Tk NI B S SR N B R A,
410 AT BAEE {sequence_number} FJEELE, Hi%
B ZATEFEE
500 KA THERHEIR, EEE Warning brsk DIREE 2
ER.
503 k55255 A Al . 12 H Warning brk DURECE
EZE)
=X
EZ I EFHERE G
i
Request: GET /rest/logs/events/12
Response: 200 OK
i
"type": "event",
"sequence_number": 12,
"event_id": "0OX00020003",
"source": "localhost",
"event_type": "AUDIT",
"severity": "INFO",
"timestamp": 1442947787281,
"message_args": [ "admin", "policy255" ],
0 "redacted ": false
/logs/debug/
KAWAHE
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GET

EigBK
2 4
<Je>
K&
(] 4
200 M B FE A B SN HERN S HNE S, X5 H
B EEMHEREARS,
401 MHTIE SRR INIE,
403 AR IR JiT P A TRAL
406 Accept Tk WIS B 952 SR N B R,
500 KAETNERHER, 1EEE Warning ir3k DUREUE £
%I%\O
503 MRS 2RSS AT, 1HEE Warning F13k DARECE
EZEISS
=X
i
"type": "array",
"minItems": O,
"uniqueltems": true,
"items": [
i "type": "object",
"required": ["type", "id", "href" 1],

"additionalProperties":

"properties": {

"type": { "enum":
"id": "string",
"href": "string"
&
%
]
&
w5

Request: GET /rest/logs/debug
Response: 200 OK

[
{
"type": "ref",
"id": "bundleAll.log",
"href": "/rest/logs/debug/bundleAll.log",
}I
{
"type": "ref",
"id": "bundleWarnPlus.log",
"href":
%
]

true,

[ "ref" ] &,

"/rest/logs/debug/bundleWarnPlus.log",

HERR 15



/logs/debug/{log_id}

BRI H A&
GET
TSN
¥ A
<>
K&
(AT iR
200 Wi o7 3 (A 0 & 2 R B T X e I H B8
WNE, XS —1TEE — MR TR
401 L HTER ARG INIE,
403 ARIE 1 TR
404 BAZIAAYEE {log_id} FIHE
406 Accept TRk NI E N2 SFRFIN AR,
500 RAETNERHEIR, 1EEE Warning b3k DISKECE £
BR.
503 A% aiRSS AT, 1EEE Warning frsk PLREE
EZE)
R
1
Il.typell : “aIIay” ,
"minItems": 0O,
"uniqueltems": false,
"items": [
"type": "string"
]
%
ANl
Request: GET /rest/logs/debug/bundleAll.log
Response: 200 OK
"r22 Sep 2015 13:09:38 [INFO ] c.s.a.f.l.LogConfigurator(LogConfigurator.java:42)
Logs Configured",
"22 Sep 2015 13:09:38 [INFO ] c.s.a.f.b.BundleValidator(BundleValidator.java:37)
L O O 1 A O O I
"22 Sep 2015 13:09:38 [INFO ] c.s.a.f.l.Activator(Activator.java:35)
Starting Loggeref"
]
/logs/recipients
Vilnl A 2SR
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GET

Eifgs
8 iR
<>
K&
(AT iR
200 M 7 A 00 5 B CECE RSB0 H SRR IO
401 LATER ARG INIE,
403 ARIE 1 TR
406 Accept TR NI E N2 SCRIN A 2R,
500 RAETWNHEER, 1EEE Warning Frsk DUREE 2
B8
503 %5 #iRSS AT, TEEE Warning frsk DLREE
EZEISS
=30
{
"type": "array",
"minItems": O,
"uniqueltems": true,
"items": [
"type": "object",
"required": [ "type", "id", "transport", "user",
"password", "host", "port", "email", "security", "actions", "format" ],
"additionalProperties": false,
"properties": {
"type": { "enum": [ "event-recipient" ] %,
"id": "number",
"transport": { "enum": ["syslog"] %,
"user": "string",
"password": "string",
"host": "string",
"port": "number",
"email": "string",
"format": § "enum": [ "LEEF", "CADF-CSV", "CADF-JSON", "CEF"] %,
"security": { "enum": [ "none", "SSL", "TLS"] %,
&
%
]
&
i

Request: GET /rest/logs/recipients
Response: 200 OK
[

"type": "event-recpient",
"id": 4,

"transport": "syslog",
"host": "sfc.ibm.com",
"port": 5687,

"security": "none"

HEBRR 17



TS
28 ik
<Te>
REB
vz ik
201 O &7, Location bRk KR LI T 1Y
URL,
400 ERFERAE A E, EEE Warning t33k UK
B 25 5
401 METERALIINIE,
403 ARIZBCL T P A TR,
406 Accept bRk Ik B N2 TR N B 287
409 P 5 B BT TR B bR IR AR R 2,
500 RAETNERHIR, 1EEE Warning b3k DISKECE £
'fgzﬁ\o
503 RS #RES AT, 1EEE Warning brk DARECE
EZEISS
#EX

HSHEHREBTTREEK, event-recipient X R,

w5l

Request: POST /rest/logs/recipients

{
"type": "event-recpient",
"transport": "syslog",
"host": "sfc.ibm.com",
"port": 5687,
"format": " LEEF",
"security": "none"

¥

B id ARSFETE, WAV RERETE,

Response: 201 Created | Location: /logs/recipients/4

/logs/recipients/{id}

R FIHRIOT
GET
TS
28 g
<Jo>

18 IBM Multi-Cloud Data Encryption Hi SPx® 2R Z#¢: REST API #ii




b/ N1

(V] ik

200 M 7 = (K 0 355 i SR Y S U

401 ETE R ARG NIE,

403 RIS A EATRAL

404 BRI BAHRE {id} R0, Hizdlos <l
RIELE

406 Accept Bk NI B 52 AR AR,

410 HORBIBAHEE {id} RSy, (Hiza0s Z |
MTFEIE

500 %%TW%%EO%EEWMﬂgﬁ%uﬁWEz

503 giﬁ%%ﬁﬂ%oﬁéﬁwMMQﬁ%uﬁmE

1=

ES R BT EAE, event-recipient S H

]

Request: GET /rest/logs/recipients/4

Response: 200 OK

: "type": "event-recpient",
"id": 4,
"transport": "syslog",
"host": "sfc.ibm.com",
"port": 5687,
"format": "LEEF",
"security": "none"
%
DELETE
EigBH
8 4
<>
K&
(] 4
202 OB R HEMBR, 157 %E Location frsk PAZK
H /Al URL,
204 IR 22
401 MHTE R ARG NIE,
403 R[4 Jif FH P TR
404 B EATEE {idy BT, HizEBos <
RFEAEIS

HERT 19



406 Accept bRk W B N2 TR AR,

500 ﬁg?ﬁ%%ﬁoﬁﬁﬁwMMgﬁ%uﬁmE%
'f%‘/ AhYe)

503 AR5 eSS AT, 1E#EHE Warning b1k DAIRECE
ZE-,

=

DELETE AR IEEIR

a5

Request: DELETE /rest/logs/recipients/4

Response: 204 No content

PATCH

EigSH

ZH R

<>

K&

K R

204 RO, ERESEMER, AFRERHE S
GIR e

205 ERCAY), HBEHRCER,

400 TEREREAARER. 1HEE Warning 13k UK
HEZ(5 R,

401 ETE R ARG NIE,

403 RIZHY 71 P B S O

404 BRI BAHRE {id} RO, Hizdlos <l
RIELE

406 Accept Bk NI B 52 AN AR,

409 XHEUTT R B S 55— MR IO T AR EE,

500 %%TW%%EO%EEWmﬂgﬁ%uﬁmEz

503 giﬁ%%%ﬂ%o%EEwMMQﬁ%uﬁmE

1=

HSHEHREBOTREEN, event-recipient }R, Wk: FAHEUBTTHNRINFEZ PATCH Hi type 1 id 5

B, P HAth B2 Rl IERY,
ANl
Request: PATCH /rest/logs/recipients/4

$
“id": 4,
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"email":

%

Response: 205 Reset content

"noreply-2@example.com"

EigsH
ZH iR
<>
K&
vz R
204 THREHY), EREESETER, AFHERFE S
MR,
205 ERERTY, HBEIEEE,
400 ERERIEAARIER, 1EEE Warning Frk DIk
N GEA )W
401 S RTTHRAREITINIE,
403 RIS /i P B S RO
404 BAZIEARE {id} R, Hizglkos i
RAEAEE
406 Accept hrsk W B R 2 KRN AR,
409 XHECT ) B S 55— I AR,
500 RET R 1HEE Warning bRk DURECE S
503 AR5 28RS A rl . TEEE Warning i3k DUKECE
EZEHSW
EE
B2 HEMRERTEEHER, event-recipient M,
At

Request: PUT /rest/logs/recipients/4
{

"type": "event-recpient",

"id": 4,

"transport": "email",

"user": "admin",

"password": ""

"host": "".

"port": null,

"email": "noreply-3@example.com",
"locale": "de",

"security": "none"

¥

Response: 205 Reset content

HEBRR 21
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4 6 5 Rk

/jobs
TENLF R IRNEER
GET
EigBH
S PN
<>
KEB
HAG ik
200 M o7 = AR B B TR IRA s SR & XEE5 (A
AR EMEEESREVEZEAS,
401 LHTE RAREISINIE,
403 AR TAL Y 1/l P A TN
406 Accept bRk WIS B2 RN A RAL,
500 RAE TR, & E Warning frsk DIRECE 2
B
503 IR #MS AT, 1HEEE Warning Fr3k DURECE
EZEISS
15
1
"type": "array",
"minItems": 3,
"uniqueltems": true,
"items": [
"type": "object",
"required": ["type", "id", "href"],
"additionalProperties": true,
"properties": {
"type": § "enum": [ "ref" ] %,
"id": § "enum": [ "schedules", "schedulers", "history" ] %,
"href": "string"
&
3
]
&
w5l

Request: GET /jobs
Response: 200 OK

[
1
"type": "ref",
"id": "schedules",




"href": "/jobs/schedules",

o
1
Il.typell : “Ief“ ,
"id": "schedulers",
"href": "/jobs/schedulers",
}I
{
"type": "ref",
"id": "history",
: "href": "/jobs/history",
]
/jobs/schedules
KRG HIATAE TR E,
GET
TS
ZH iR
<>
K&
HAG iR
200 M 7 3 (AR 0 35 R SRR
401 S RTERARZEIL INIE,
403 AP HTH P EBEL,
406 Accept Tk NI B S SCRE N A R A,
500 KA THNERHEIR, EEE Warning brsk DIREE 2
BERo
503 M55 2a R AFT . 1EEE Warning frsk DRECE
EZE)-
R
{
Iltypell : “aIIay“ ,
"minItems": O,
"uniqueItems": true,
"items": [
"type": "object",
"required": [ "type", "id", "job_id", "when_starts", "when_ends", "starts_unit",
"ends_unit", "frequency", "multiplier", "state", "job_type",
"job_notes", "job_properties" ],

"additionalProperties": false,
"properties": {

"type": { "enum": [ "job-schedule" ] %,

"id": "number",

"job_id": "number",

"when_starts": "number",

"when_ends": "number",

"starts_unit": §{ "enum": [ "ABS_MS", "REL_MS", "REL_SECONDS", "REL_MINUTES",
"REL_HOURS", "REL_DAYS", "REL_WEEKS", "REL_MONTHS", "REL_YEARS" ] %,

"ends_unit": § "enum": [ "ABS_MS", "REL_MS", "REL_SECONDS", "REL_MINUTES",
"REL_HOURS", "REL_DAYS", "REL_WEEKS", "REL_MONTHS", "REL_YEARS" ] %,

"frequency": { "enum": [ "ONCE", "MINUTELY", "HOURLY", "DAILY", "WEEKLY",
"MONTHLY", "YEARLY" ] %,

"multiplier": "number",
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"state": { "enum": [ "NOT_APPROVED", "WAITING", "RUNNING", "PAUSED",
"CANCELLED", "FINISHED" ] %,

"job_type": "string",
"job_notes": "string",
"job_properties": {
"type": "object",
"required": [],
"additionalProperties":
"properties": {%

]
Request: GET /rest/jobs/schedules

Response: 200 OK

[
{
"id": 1,
"job_id": 1,
"when_starts": 0,
"when_ends": 0O,
"starts_unit": "ABS_MS",
"ends_unit": "ABS_MS",
"frequency": "ONCE",
"multiplier": 1,
"state": "NOT_APPROVED",
"job_properties": {
"c.s.a.b.u.j.createUser": "secadm",
"runnable.passwordSalt64": "oPgSfm+htrj13c73xgytESU2hiWIViqkQB8CMcu71+4\u003d",
"job-submitter": "admin",
"runnable.passwordDigesté64": "tPV9p7WDjpkNv7czqlKUh+BCC3LcySTsUnZcN1OUYYQ\u003d",
"c.s.a.b.u.j.createNotes": ""
i
"job_type": "c.s.a.b.u.j.Createdob",
"job_notes": "Creating a security administrator",
"type": "job-schedule"
%
]
POST
TS
S8 iR
<>
W&
HAG ik
201 ELRIERIEIIFEE, Location ARk KHe ks il i
JEREFAENEY URL, I%AE Nk — BAR R S 0 52
BRI B
400 TERFEERIEARIER, 1EEE Warning Frsk AR
HEZER,
401 LHATERARZIL INIE,
403 ARG 1T O AR QI FrdE R B PR 26
5,
406 Accept RSk IE B3 SR A K,
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500 KT NERHR, 1EEE Warning fr3k DEREUE %
B
503 M55 4R AT . 15 E Warning frsk DARECE
ZEE,
1#:xX
{
"type": "object",
"required": [ "type", "when_starts", "when_ends", "frequency", "multiplier",
"job_type", "job_notes", "job_properties" ],
"additionalProperties": false,
"properties": §
"type": { "enum": [ "job-schedule" ] %,
"id": "number",
"job_id": "numbezr",
"when_starts": "number",
"when_ends": "number",
"starts_unit": { "enum": [ "ABS_MS", "REL_MS", "REL_SECONDS", "REL_MINUTES",
"REL_HOURS", "REL_DAYS", "REL_WEEKS", "REL_MONTHS", "REL_YEARS" ] %,
"ends_unit": § "enum": [ "ABS_MS", "REL_MS", "REL_SECONDS", "REL_MINUTES",
"REL_HOURS", "REL_DAYS", "REL_WEEKS", "REL_MONTHS", "REL_YEARS" ] %,
"frequency": { "enum": [ "ONCE", "MINUTELY", "HOURLY", "DAILY", "WEEKLY",
"MONTHLY", "YEARLY" ] %,
"multiplier": "number",
"state": { "enum": [ "NOT_APPROVED", "WAITING", "RUNNING", "PAUSED",
"CANCELLED", "FINISHED" ] %,
"job_type": "string",
"job_notes": "string",
"job_properties": {
"type": "object",
"required": [],
"additionalProperties": true,
"properties": {%
b
b
%
{EAVIREF EgHaiR
T R FVHE filiid
id Integer EEEN X2 VA FERIFRIN
job_id Integer HASIKE X2 5 1% AR SR A 1
FERE AL IFRI
when_starts Long 0 B KK RAIE HantEC =ML, SE A
NN N T FEARAZIE IR R A s
0 R \ o
0 BTHRRRII | oy g
BRI A EE AR THY
I TA]
when_ends Long 0 B ARKEAH “o N BICZEREL, A
RN \ AT V8 B R AE A T A S A
0 #AmiET (s | g LT
TEMEE) o °
AR E R T2 K
I Al
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starts_unit

Enum

ABS_MS = 4o B id =)

24

REL_MS = #Hxt (M

FRIFGRI)) ZFDER

REL_SECONDS = fHx*}
(MW HER I 4R #)

24

REL_MINUTES = #Hxf

(AHERS TRIT 4R A0) 53
By

REL_HOURS = #axf (M
WHERS [RITFAERT) 7N
REL_DAYS= #Xf (MiZ
HER RIFARRYT) K8
REL_WEEKS = #Hx} (M
HERS [RITFUEE) JEEL

REL_MONTHS = fHx*}
(MNZHERTRIFFAGHY) A
RS

REL_YEARS = tHX+ (M
FZHERT BRI UaRY) AEEL

W E R AR R RE
when_starts F A )%
NE, WMRIEER
ABS_MS, Hk2,
when_starts EHEICZ
G A,
when_starts A X T
F I ] P IS ] 207 B,

ends_unit

Enum

ABS_MS = 4% B ic =D
"

REL_MS = fHXT (MR E
FFUARRITFAEEHT) ZFHEL

REL_SECONDS = fHx*t
CATA FE FF 4R B TR 46
1) FhEk

REL_MINUTES = #Hx¢
CATA FE FF 4R R TR 46
1) P

REL_HOURS = X (M
VA EEFFUE RIFLEET) /)N
N

REL_DAYS = X} (M
FEFFAEI RITFAAY) AL

REL_WEEKS = X (M

VUG [RIFAER) &

%5

REL_MONTHS = fHx*t
CATA FE FF 4R R TR TG

DR R

REL_YEARS = g% (M

VUGN RIFEE)

%5

W E RGT U AT iR
when_ends FEH 1%
NE, WRIEER
ABS_MS, Fk4
when_ends B &=
%, &), when_ends
A TR [H A
N RIBANI R, RS
2, XRHAENKE,
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ZIHEARRZIE, RIEB
17, FFHRBARITEL,

IXIRALIE Z HTHIRIAEIR
WAITING

ZHEIEEBTT, (ke
IALIE, (HFEARE AT
R,
RUNNING

ZHE AT
ek, I H e R AR
1o

PAUSED
ZFAE OGN =, £
AT IHARASHAE, RPUT
(ERENAIA

CANCELLED

A C AR N
AZ A TR LR
1o

FINISHED
ZHE CIER eI T,
AZ AT E LA
1o

frequency Enum ONCE = #fT—IR/AEE | e e R EmRZR,
_ RIZE N ONCE, HBAIZ
MINOTELY = f o AR e R (R
#1) , 3t H when_ends
HOURLY = & M VINTEE | S U8 21
Y
B ZN, %5 multiplier
DAILY = 8 M KEE — X | FE—RE e
B - | B, HHE
}%EEKLY =B MARE when_ends %€ H
ER eSS iSO
MONTHLY =& M MNHE
g2—k
YEARLY = f§ M fFEHE —
%
WM B NEP
multiplier FE%,
multiplier Integer 0 B KEAUE 5 frequency —iCHiELE
EHAPUT Z BT E IR
ARG, filan, s
frequency & HOURLY,
¥ H multiplier 4 3, 7B
2NN 3 AN AT
—R, FE,
state Enum NOT_APPROVED XBIZEERIRES, H

RGUETEHL,
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job_type String
Mo

[P S R (A& itl= Ry

X R AR K

A, e B A

RPN, RKEHT
AP AN TR (5
R TAERED o

(A4 B H

job_notes String

IXRHREEO N E AL
AN TR

job_properties Object JSON M4,

X TE CEHGIH S
ITHIENERI PR R MRS
o HAEHHMEREIE L
RIAFT . 1ESHF
— AT TS R

{ElL RIS

1
"type": "object",

"required": [ "type", "job_type", "keys_to_update", "public_key"],

"additionalProperties": false,
"properties": {
"type": { "enum": [ "key-update-job" ] }

"job_type": { "enum": [ "key-rotation", I"key—revocation”, "key-shred" ] %,

"keys_to_update": {
Il_typell : [ “aIIay” ] ,
"minItems": 0O,
"uniqueltems": true,
"items": [

"type": "object”,
”quUiIed” . [u_typeu , ”id”]
"additionalProperties": false,
"properties": {

"id": "number"
b

¥
]

o
"public_key": §
"type": "object",
"required": [ "name", "id", "type", "href"],
"additionalProperties": false,
"properties": {
IltypeII: { IlenumII: [ “Ief” ] }'

"name": "string",
"id": "number",
"href": "string"
&
%
b
&
5l
Request: POST /rest/jobs/schedules
{

"type": "job-schedule",
"when_starts": 2,
"when_ends": 0,
"starts_unit" : "REL_WEEKS",
"frequency": "WEEKLY",
"multiplier": 1,
"job_type": "key-update-job",
"job_notes" : "",
"job_properties": {
"type": "key-update-job",
"job_type": "key-rotation",
"keys_to_update": [{

"id": 3
}I
{

“id": 2

ek 29




}I

1
"id": 1
31,
"notes": ",
"public_key": §
"name": "serverl.cert.pem",
"id": 1,
"type": "client-file"
?
3

%

Response: 201 Created | Location: /rest/jobs/schedulers/2

/jobs/schedules/{id}

ReEENL A,
GET
EigBSH
S R
<>
KEB
HAG R
200 M )87 (AR 6 35 P i SR BV M R
401 LHTIE RAREISINIE,
403 ARIFEPCYHTH P ER S R E A BRI E Lt
(RESidN
404 AR EATEE {id} BEWREE, Hiz e &R 2§
RETEIL,
406 Accept MRSk NI E N2 RN AR,
500 RAETWNERHEIR, 1EEE Warning brsk DUREUHE 2
BR.
503 M55 RS AT H. 1EEE Warning brsk DAIREE
EZEI
=X
BEZHE 24 U T —77, BEHANRINSSEA job-schedule,
il

RE E— POST WHIAE, 1EER, fEATRGIF, ZAEMARIFXE, 7, EEFE job_properties X
G MM G A8 B BN N BB R R
Request: GET /rest/jobs/schedules/2
Response: 200 OK
1
"id": 2,
"job_id": 2,
"when_starts": 2,
"when_ends": 0,

30 IBM Multi-Cloud Data Encryption H SPx® #8{i{iHeRZ+5: REST API #iit



"starts_unit": "REL_WEEKS",

"ends_unit": "ABS_MS",

"frequency": "WEEKLY",

"multiplier": 1,

"state": "NOT_APPROVED",

"job_properties": §
"com.securityfirstcorp.atlantis.bundles.keygen.keys.agentIndex":

"com.securityfirstcorp.atlantis.bundles.keygen.keys.keyUpdateIndexes": "1 2 3",
"runnable.updateJobType": "ROTATE",
"runnable.keyIndexes2": "1",

"runnable.fileBytes64":
"LSOtLS1CRUMITiBDRVJIUSUZJIQOFURSOtLSOtCk1ISUdIakNDQkFhZOF3SUJIBZO1DRUFFAORRWUpLb1pJaH
. omitted ...
DNVYWpCclVIbHNOa®Uwbk5MTjIyK2JoRGtOSHINNMZSU1ZESEA3PTO
KLSOtLS1FTkQgQOVSVELGSUNBVEUtLSOtLQo\u@O3d",
"runnable.keyIndexes0": "3",
"runnable.keyIndexesl": "2",
"runnable.user": "admin",
"runnable.notes": ""
: "job-submitter": "admin"
"job_type": "c.s.a.b.p.j.KeyRotationJob",
"job_notes": null,
"type": "job-schedule"

PATCH

ks
EFigB¥N
28 fifiik
<TC>
RED
vz R
204 HRET), EARESEMER, NRERFES
Wit Ro
201 ERIEEEEHE, Location 73 iR At o
HITENLRY URL, ZEN — B SRS
Tl S A MR
400 R EARFIE AN IER, EEE Warning rsk Ak
BHEZ(EE,
401 METERAREILINIE,
403 RFRCY B B S AR LA B A S BE A VR b Bl 4
TSR,
404 BARIEAEEE {id} BEWERE, HizfledbiEE > i
406 Accept tRk NI B N SR N AR,
500 KA THNFEETR, 1EEH Warning brsk DAIRECE %
EHE.
503 R eeIRE AT H, 1EEE Warning b1k DIRECE
258,
=

B2 24 T TRy —77, BHANN 527 job-schedule, Bi: R type l id BT TE, It
HH when_starts, when_ends. starts_unit #1 ends_unit FEA] B L,
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il

RTESEIEAL AT EAN, TR E S HES BN RTEE, X/ S BCEAE A LSRN 37 B4

o
Request: PATCH /rest/jobs/schedules/2
i
"type": "job-schedule",
"id": 2,
"when_starts” : 1,

"when_ends": 2,
"starts_unit": "ABS_MS",
"ends_unit": "ABS_MS"

3

Response: 201 Created | Location: /rest/jobs/schedulers/3

PUT

Fig8¥

28 fifii

<TC>

RED

vz R

204 HRERT), ERESEMER, NRERFES
Wit Ro

201 ERIEEEEHEI, Location 73 iRty o
HITENLRY URL, ZEN — B SRS
Tl ML

400 R EARFIE AN IER. EEE Warning frsk AR
BHEZEE,

401 METERAREILINIE,

403 AR B B S AR LA B A S BE A VR b Bl 4
TSR,

404 BARIEAE$EE {id} WEWIERE, HizfedLiEE > i
RIFEL

406 Accept tRk W B N SR N AR,

500 KAETNFEETR, 1EEH Warning brsk DAIRECE %
FHE.

503 R eeIRE AT H, 1EEE Warning bk DIRECE
258,

=

B2 24 T TR —17, BN R job-schedule, ¥EE: H when_starts,

when_ends. starts_unit fl ends_unit A EHK,

il

PR TR RILERRE RIS, 5 _E— PATCH RBIAEL,

Request: PUT /rest/jobs/schedules/2
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”id”:

2,

“job_id": 2,

"when_
"when_

starts": 1,
ends": 2,

"starts_unit": "ABS_MS",

"ends_

unit": "ABS_MS",

"frequency": "WEEKLY",
"multiplier": 1,
"state": “NOT_APPROVED“,
”job properties )
“com. securltyflrstcorp atlantis.bundles.keygen.keys.

"com.securityfirstcorp.atlantis.bundles.keygen.keys. keyUpdateIndexes :

“runnable.updateJobType": "ROTATE",
"runnable.keyIndexes2": ”1“,
"runnable.fileBytes64":
"LSOtLS1CRUAITiBDRVIUSUZIQOFURSOtLSOtCk1ISUdIakNDQkFhZOF3SUJIBZO1DRUFFAORRWUpLb1pJaH
. omitted ...
DNVYWpCclVIbHNOa®OUwbk5MTjIyK2JoRGtOSHINNmZSU1ZESEd3PTOKLSO
tLS1FTkQgQOVSVE1GSUNBVEUtLSOtLQo\ubGe3d",

"runnable.keyIndexes0": "3",
"runnable.keyIndexesl": "2",
"runnable.user": "admin",

"runnable.notes":

"job-submitter": "admin"

i,

"job_type": "c.s.a.b.p.j.KeyRotationJob",
"job_notes": null,

agentIndex":

) 3||’

: "type": "job-schedule"
Response: 201 Created | Location: /rest/jobs/schedulers/4
/jobs/schedulers
Fi A R L,
GET

EisH

S iR

<Je>
K&

(VT iR

200 Wi 7 3 (AR B0 35 Pl AR AR L

401 S FTIERARZILINIIE,

403 ARIEZBEFTH P EEEL

406 Accept TRk NI B2 RN AR,

500 kgT N R, 1EA A Warning bk DURECE %

'lel/ NO
503 M55 2R Al . 16E%E Warning bRk DURECE
EZEISS

=3l

{

"type":

u array D

"minItems": O,

"uniqueltems": true,

"items":

[
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utypeu: “Object“,

"required": [ "type", "id", "scheduler_id", "job_type'

"state", "substate", "when_created", "when_started", "when_done",
"required_approvals", "required_rejections", "notes", "properties'
"results", "schedules", "actions" ],

"additionalProperties": false,
"properties": {
”type”: { uenumu: [ ujobu ] }'
"id": "number",
"scheduler_id": "number",
"job_type": "string",

"state": { "enum": [ "WAITING", "RUNNING", "DONE",

"REJECTED", "ERROR" ] %,

1
’

1
’

"substate": §{ "enum": [ "R_OK", "R_BLOCKED", "D_OK",

"D_REVIEW", "D_FAILED" ] %,
"when_created": "number",
"when_started": "number",
"when_done": "number",
"required_approvals": "number",
"required_rejections": "number",
"notes": "string",
"properties": {
"type": "object",
"required": [],
"additionalProperties": true,
"properties": {%

"results": {
"type": "object",
"required": [],
"additionalProperties": true,
"properties": {%

"schedules": (array of job-schedule, see 6.2.1.3)
"actions": {

Il.typell : [ “aIIay“ ] ,

"minItems": 0O,

"uniqueltems": tzrue,

"items": [

"type": "object”,
"required": ["type", "id", "job_id",
"action", "when_taken", "notes" ],
"additionalProperties": false,
"properties": {

”USeI”,

"type": § "enum": [ "job-action" ] %,

"id": "number",
"job_id": "number",
"user": "string",

"action": § "enum": [ "APPROVE",
"REJECT", "ABSTAIN" ] %,

"when_taken": "number",

"notes": "string"

]
Request: GET /rest/jobs/schedulers
Response: 200 OK

[

1

"id": 1,

"scheduler_id": 1,

"job_type": "c.s.a.b.j.j.SchedulingJob",
"state": "DONE",

"substate": "D_OK",

"when_created": 1503619618974,
"when_started": 1503672302393,
"when_done": 1503672302402,
"required_approvals": 1,
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"required_rejections": 1,

"notes": "Creating a security administrator",
"properties": §
"c.s.a.b.u.j.createUser": "secadm",
“runnable.passwordSaltée4":
"oPgSEm+htrj13c73xgytESU2hiWIVEqkQB8CMcu71+4\u@0O3d",
"job-submitter": "admin",

"Tun

"tPV9p7WDjpkNv7czqlKUh+BCC3LcySTsUnZcN10OUYYQ\uG03d",

e s

"results
"actions
n id n
"job
"use
"act
"whe
"not

nable.passwordDigest64":

.a.b.u.j.createNotes":

": null,

||: [{

2,

_id": 1,

r": "admin",

ion": "APPROVE",

n_taken": 1503672302385,

es": "Approved on 16 April [JTK]",

- "type": "job-action"
“séhedules“: [$
"id": 1,
"job_id": 1,
"when_starts": 0,
"when_ends": 0O,
"starts_unit": "ABS_MS",
"ends_unit": "ABS_MS",
"frequency": "ONCE",
"multiplier": 1,
"state": "FINISHED",
"job_properties": {
"c.s.a.b.u.j.createlUser": "secadm",
"runnable.passwordSalt64": "oPgSfm+htrjl13c73xgytESU2hiWIViqkQB8CMcu71+4\u003d",
"job-submitter": "admin",
"runnable.passwordDigesté64": "tPV9p7WDjpkNv7czqlKUh+BCC3LcySTsUnZcN1OUYYQ\u603d",
"c.s.a.b.u.j.createNotes": ""
i
"job_type": "c.s.a.b.u.j.Createdob",
"job_notes": "Creating a security administrator",
- "type": "job-schedule"
Il.t§pell: Iljobll
b
]
FIRE
HAFLERSEFEFRS. NEAN, TSR, FIRSEE AT :
TR &R iR
R_OK RUNNING TR\ ERAZME, EIETEHBAE R
PRI [A] DUEIZTT, B IELEIBAT,
E AT AR I 2 (7] 7,
R_BLOCKED RUNNING e e BRI, SEOLEE
e, REFRETI, AlfEAEL
i results B REHE R E IE
WRIEI A,
D_OK DONE L ESERRIaTT, I HARKIET
[I5i
D_REVIEW DONE ek EZERIaTT, HRAGRRE Tk
B R INE 2R, I
TRV results =B ERE DU
RN FHARCR A T T8 S e A
A R AE R R A E VR L2 5
I IRAS AR B,
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D_FAILED DONE

TRl E5ERUa1T, FHHRM, wl
] results 7B AYEAERIA A
A

/jobs/schedulers/{id}

FeE A ERE R,
GET
EFigEH
28 iR
<>
REB
vz iR
200 iy 7 32 AR B 5 A i SR A VR
401 Y ETIE R ARLILINIE,
403 ARIPCY AT P EBE S 2R
404 BAZIEEEE {id) ek, HizfElZRiREFEER
406 Accept PRk I B N2 RN B 2R,
500 RAETHNEEIR, 1EEH Warning brsk DIRECE %
'fgzﬁ\o
503 R%eRIRE AR H, TEEHE Warning brk DIIKECE
EZEISS
530

EZRE 33 Ty Ty —75, job #l job-action X%,

i
Request: GET /rest/jobs/schedulers/1
Response: 200 OK

{
”id”: l,
"scheduler_id": 1,
"job_type": "c.s.a.b.j.j.SchedulingJob",
"state": "DONE",
"substate": "D_OK",
"when_created": 1503619618974,
"when_started": 1503672302393,
"when_done": 1503672302402,
"required_approvals": 1,
"required_rejections": 1,

"notes": "Creating a security administrator",
"properties": {
"c.s.a.b.u.j.createUser": "secadm",

"runnable.passwordSalté4": "oPgSim+htrj13c73xgytESU2hiWIVEqkQB8CMcu71+4\u@O3d",

"job-submitter": "admin",

"runnable.passwordDigest64": "tPV9p7WDjpkNv7czqlKUh+BCC3LcySTsUnZcN1OUYYQ\uG03d",

“c.s.a.b.u.j.createNotes":

“éesults“: null,
"actions": [
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"se

1
”id”: 2'
"job_id": 1,
"user": "admin",
"action": "APPROVE",
"when_taken": 1503672302385,
"notes": "Approved on 16 April [JTK]",
"type": "job-action"
¥

] r
hedules": [

1
”id”: 1’
"job_id": 1,
"when_starts": 0O,
"when_ends": 0O,
"starts_unit": "ABS_MS",
"ends_unit": "ABS_MS",
"frequency": "ONCE",
"multiplier": 1,
"state": "FINISHED",
"job_properties": {

"c.s.a.b.u.j.createUser": "secadm",

"runnable.passwordSalté4": "oPgSim+htrj13c73xgytESU2hiWIVEqkQB8CMcu71+4\u@O3d",

"job-submitter": "admin",

"runnable.passwordDigest64": "tPV9p7WDjpkNv7czqlKUh+BCC3LcySTsUnZcN1OUYYQ\u003d",

"c.s.a.b.u.j.createNotes":

}I
"job_type": "c.s.a.b.u.j.CreateJob",

"job_notes": "Creating a security administrator",
;type”: "job-schedule"
“tygé“: "job"
PATCH

EigSH

ZH R

<>

K5

(AT R

204 ERCY), (EREESEMESR, ANFHZEREE A
MR,

205 EXRCAY), HEFECER,

400 THRERIEAARIER, 1EEE Warning brsk DUk
HUPE 245 R,

401 LATERARZIS INIE,

403 AT Y 1T P B SRR E R AL 2R Y,

404 BAZIAAEE {id} W1E, HzfEl 2z miREE

406 Accept TRk NI E N2 SR N AR,

500 KA THHEER, 15EHE Warning frsk AKEUCE 2
(I8

503 A% aiRSS AT, TEEE Warning frsk DUREE
258,
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B’

HZHEE 33 T Ty —79, job M., Hk: A type fl id BUFHFE, HHHEAE notes FEAIHE

Ko
ANl
Request: PATCH /rest/jobs/schedulers/1

1
"type": "job",
"id": 1,
"notes":

Response: 205 Reset content

"Creating a security administrator (delete after 1/1/2018)"

EigSH

S R

<>

K&

(T R

204 RO, EREESEMER, AFHRERFHE S
HIIERRo

205 RO, HBEECEH,

400 TR FERIISRIER, 1EEE Warning Frsk AR
EBEZER,

401 MHTIE SRR INIE,

403 RIS Hi P s s R A 2R

404 BORBIBAHEE {id} ek, Bz Z RiREER

406 Accept Hrsk N B R 2 RN A RAY,

500 ?%%TW%B%EO TE#E Warning frsk AREUE %

503 Héﬁiﬁgﬂﬁ%xﬂﬁﬂo TH# A Warning f73k DUKECHE

R

HZHE 33 T Ty —77, job R, Hk: HA notes FEATHEMK,

]
Request: PUT /rest/jobs/schedulers/1

1
”id”: 1'
"scheduler_id": 1,
"job_type": "c.s.a.b.j.j.SchedulingJob",
"state": "DONE",
"substate": "D_OK",
"when_created": 1503619618974,
"when_started": 1503672302393,
"when_done": 1503672302402,
"required_approvals": 1,
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"required_rejections": 1,
"notes": "Creating a security administrator (delete after 1/1/2018)",
"properties": §

"c.s.a.b.u.j.createUser": "secadm",
"runnable.passwordSalt64": "oPgSfm+htrjl13c73xgytESU2hiWIVEqkQB8CMcu71+4\u003d",
"job-submitter": "admin",

"runnable.passwordDigesté64": "tPV9p7WDjpkNv7czqlKUh+BCC3LcySTsUnZcN1OUYYQ\u003d",
"c.s.a.b.u.j.createNotes": ""

“iesults“: null,
"actions": [

i
"id": 2,
"job_id": 1,
"user": "admin",

"action": "APPROVE",

"when_taken": 1503672302385,

"notes": "Approved on 16 April [JTK]",
"type": "job-action"

i
"schedules": [

1
"id": 1,
"job_id": 1,
"when_starts": 0,
"when_ends": 0,
"starts_unit": "ABS_MS",
"ends_unit": "ABS_MS",
"frequency": "ONCE",
"multiplier": 1,
"state": "FINISHED",
"job_properties": {

"c.s.a.b.u.j.createUser": "secadm",
"runnable.passwordSalt64": "oPgSfm+htrjl13c73xgytESU2hiWIVEqkQB8CMcu71+4\u003d",
"job-submitter": "admin",

"runnable.passwordDigesté64": "tPV9p7WDjpkNv7czqlKUh+BCC3LcySTsUnZcN1OUYYQ\u003d",
"c.s.a.b.u.j.createNotes": ""

i

“Cob_type“: "c.s.a.b.u.j.Createdob",
"job_notes": "Creating a security administrator",
"type": "job-schedule"

utypéu: "Job"
¥

Response: 205 Reset content

/jobs/schedulers/{id}/actions
HREEN A TR BN E

GET
EigSH
S fiiik
<>
K&
(v ik
200 M L = A B 5 VR L B R $EE
401 L ETIERARZILINIIE,
403 ARIZACY 1T P BB E AU R LAY
404 BARZIEAE {id} ek, HizfElZ aiREEDS

1)



406 Accept bRk W B N2 TR AR,
500 ﬁg? NEREEIR, TEEE Warning hrk DUEE 2
'f%‘/ AhYe)
503 AR5 eSS AT, 1E#EHE Warning b1k DAIRECE
ZE-,
1530

B2 33 Ty MBIy —15, job X5 H1 job-action M,

{5l

Request: GET /rest/jobs/schedulers/l/actions

Response: 200 OK

L
1

“id": 2,

"job_id": 1,

"user":

"admin",

"action": "APPROVE",
"when_taken": 1503672302385,

"notes": "Approved on 16 April [JTK]",
;type”: "job-action"
]
POST
EigBH
2 R
<>
K&
(] R
201 ERIEEWSIE, Location bRk G HALHT1E L B 1E
i URL,
400 THRERIMEAARER, 1EEE Warning brsk DUk
BE 215 R
401 LATERARZEIS INIE,
403 ARIBCEHTA P EBE R ER, B A A
PRI T pirdEE BB
406 Accept TR NI E N2 SR N A 2R,
500 %ET N IR, TEEE Warning frk DIREE %
503 %5 #iRSS AT, TEEE Warning frsk DLREE
ZEE,
=30

EZHE 33 T Ty —79, job X% A job-action W%, Wek: WA type. job_id ¥l action EWNFEF
B, user, idfl when_taken F-E21E POST RIS AE AR,
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il

Request: POST /rest/jobs/schedulers/1/actions

{

"type": "job-action",

“job_id": 1,

"action": "APPROVE",

"notes": "Approved on 16 April [JTK]"
%

Response: 201 Created

/jobs/history[r}
Fin S $2 8 FE B TR L
GET
FigB¥
28 ik
<Je>
RES
vz iR
200 e i AR B & e EAE R 1R
401 YHTIE RAREILINUE,
403 ARIPCERTH P EEEL
406 Accept PRk I B N2 RN B 2R,
500 KA THNEEIR, 1EEH Warning brsk DAIREUE %
'fgzﬁ\o
503 R eRIRES AR H, TEEHE Warning brk DIIKECE
EZESS
EX

HZPE 33 T Ty —79, job MR, RXECTHERFIEL, BRT id 7BIEHR ANFT scheduler_id
TR, scheduler_id B fEHAFT 1SR R A VA BERE PP AR A R B

i
Request: GET /rest/jobs/history
Response: 200 OK

[

"id": 4,
"scheduler_id":1,
"job_type":"c.s.a.b.u.j.CreateJob",
"state":"DONE",

"substate":"D_OK",
"when_created":1503672302432,
"when_started":1503672302455,
"when_done" :1503672302509,
"required_approvals":1,
"required_rejections":1,

"notes":"Creating a security administrator",

"properties": {
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"c.s.a.b.u.j.createUser":"secadm",

"runnable.passwordSalté4":"oPgSEim+htrj13c73xgytESU2hiWIVEqkQB8CMcu71+4\u@O3d",
"runnable.passwordDigest64": "tPVIp7WDjpkNv7czqlKUh+BCC3LcySTsUnZcN1OUYYQ\u003d",

"job-submitter":"admin",
"c.s.a.b.u.j.createNotes":

Fo
"results":null,
"actions": [

"id": 2,

"job_id":1,

"user":"admin",
"action":"APPROVE",
"when_taken":1503672302385,

"notes":"Approved on 16 April [JTK]",

"type":"job-action"
%

i
"schedules": [
1

"id": 1,
"job_id":1,
"when_starts":0,
"when_ends":0,
"starts_unit":"ABS_MS",
"ends_unit":"ABS_MS",
"frequency":"ONCE",
"multiplier":1,
"state":"FINISHED",
"job_properties":{

"c.s.a.b.u.j.createUser":"secadm",

"runnable.passwordSalté4":"oPgSEim+htrj13c73xgytESU2hiWIVEqkQB8CMcu71+4\u@O3d",

"job-submitter":"admin",

"runnable.passwordDigesté64": "tPVIp7WDjpkNv7czqlKUh+BCC3LcySTsUnZcN1OUYYQ\u003d",

"c.s.a.b.u.j.createNotes":

"job_type":"c.s.a.b.u.j.Createdob",

’

"job_notes":"Creating a security administrator",

"type":"job-schedule"
b
] r

”type”:”job”

/jobs/history/{id}

K EATIIE L,
GET
TS
2 fifii
<TC>
RED
vz AR
200 M 5, 3= AR L 5 AT SR E P TR
401 BTN B S ZIURIN T
403 eI RE T = (A= A (e
404 HWAFBEAETEE {id} frEN, HizfelZRiREED
406 Accept Frk W B N2 RN AR,

42 1BM Multi-Cloud Data Encryption B SPx® 2t R3Z#¢: REST API iy




500 RAETNEREEIR, 1HEE Warning trsk DURECE 2
{51%\0

503 MRo5aikss ArT o TEEE Warning bk DURECE
ZER.

B’

HZHE 33 T TR —77, job MR, REELITHERFEL, FBRT id FEI@HEAFET scheduler_id
TR, scheduler_id “FEREHATT RS A R A VA EERR P A R B

il

Request: GET /rest/jobs/history/4

Response: 200 OK

{
”id”: 4'
"scheduler_id":1,
"job_type":"c.s.a.b.u.j.CreateJob",
"state":"DONE",
"substate":"D_OK",
"when_created":1503672302432,
"when_started":1503672302455,
"when_done" :1503672302509,
"required_approvals":1,
"required_rejections":1,
"notes":"Creating a security administrator",
"properties": {
"c.s.a.b.u.j.createUser":"secadm",
"runnable.passwordSalt64":"oPgSfm+htrj13c73xgytESU2hiWIVEqkQB8CMcu71+4
\u003d", "runnable.passwordDigest64" : "tPV9p7WDjpkNv7c
zq1lKUh+BCC3LcySTsUnZcN1OUYYQ\u@O3d",
"job-submitter":"admin",
"c.s.a.b.u.j.createNotes":

!

'esults“:null,
"actions": [

"id": 2,
"job_id":1,

"user":"admin",

"action":"APPROVE",
"when_taken":1503672302385,
"notes":"Approved on 16 April [JTK]",
"type":"job-action"

3
i
"schedules": [
1
”id”: 1'
"job_did":1,

"when_starts":0,
"when_ends":0,
"starts_unit":"ABS_MS",
"ends_unit":"ABS_MS",
“"frequency":"ONCE",
"multiplier":1,
"state":"FINISHED",
"job_properties":{
"c.s.a.b.u.j.createUser":"secadm",
"runnable.passwordSalt64":"oPgSfm+htrj13c73xg
ytESU2hiWIVEqkQB8CMcu71+4\u@O3d",
"job-submitter":"admin",
"runnable.passwordDigest64" : "tPV9p7WDjpkNv7czql
KUh+BCC3LcySTsUnZcN10UYYQ\u003d",
"c.s.a.b.u.j.createNotes":
b

iob_type“:”c.s.a.b.u.j.CreateJob”,
"job_notes":"Creating a security administrator",
"type":"job-schedule"

b

1,
ype”:”job”
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o 7 5 ORRE BTN

/pathsets
i vl FROBE 12 5,
GET
TS
SR R
<Te>
K&
ez R
200 M B E AR L5 AT EEC B R R 5
401 METERARLITIANUE,
403 AR /1T A TR
406 Accept bRk W B N2 TR AR,
500 VigT NEREEIR, TEEE Warning hrk DUEE 2
ﬁ%/“o
503 AR5 eSS AT, 1E#EHE Warning b1k DAIRECE
Z1ER.
1530
i

"type": "array",
"minItems": O,
"uniqueltems": true,

"items": [
"type": "object",
”required”: [ ”type”, ”id”, unameu'
"snapshot", "source", "paths", "href" ],

"additionalProperties": false,

"properties": {

“notes",

"type": { "enum": [ "pathset" ] %,

"id": "number",
"name": "string",
"notes": "string",
"snapshot": "boolean",
"source": "number",
"paths": {

Iltypell : [ Ilarrayll ] ,
"minItems": O,
"uniqueItems": true,
"items": [

"type": "object”,
["type", "id", "path_set_id",

"required":
"path", "notes", "source", "snapshot" ],

"additionalProperties": false,

"properties": {

”type”: { "enum" : [ ”path” ] }'

"id": "number",
"string",

"path":




"path_set_id": "number",
"notes": "string",
"source": "number",
"snapshot": "boolean"
3
¥
]
3
¥
3
]
¥
ANl
Request: GET /rest/pathsets
Response: 200 OK
[
1
"id": 1,
"name" : "newPathset",
"notes": "".
"source": 0O,
"snapshot": false,
"paths" : [
i
"id": 1,
"path_set_id" : 1,
"path" : "/file/path/one",
IInOteS“: n II’
"source": 0O,
"snapshot": false,
Il.typell : Ilpa.thll
§o
i
"id": 2,
"path_set_id" : 1,
"path" : "/file/path/two",
IInOteS“: n II’
"source": 0O,
"snapshot": false,
Il.typell : Ilpa.thll
3
1p
"href": null,
"type": "pathset"
]
POST
EigsH
2 iR
<JE>
K&
HAg iR
201 EOIEEER%E, Location frk iR LTI RN
URL,
400 TR BRI RER, EEHF Warning ik DR
INEIEZESSH
401 LHATERAREILINIE,
403 AP 1 P AR5,
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406 Accept bRk WIS B2 RN A RAL,
409 WIR R R S UA BB IR R A PRER IR S,
500 RAETNERSER, 1EEE Warning i3k DUREUCE £
R,
503 IR55 2SI, 1HEE Warning Fr3k DURECE
EZEESS
1=
BEZRBREEAEI, pathset 1 path %, WHK: id NERLFFE, WANME—NGERLEIZT
B
il
Request: POST /rest/pathsets
i
"name" : "newPathset",
“notes": ""
"source": 0O,
"snapshot": false,
”pat?s” [
"path" : "/file/path/one",
“notes": "",
"source": 0O,
"snapshot": false,
“type" : "path"
}%,
"path" : "/file/path/two",
"notes": "",
"source": 0,
“snapshot": false,
"type" : "path"
i
"type": "pathset"
3

Response: 201 Created | Location: /rest/pathsets/1

/pathsets/{id}
e e s
GET
EifBHK
S R
<TIe>
R&EB
RAg R
200 i o7 =8 ACKE B 5 i i SRR AR 4R
401 METERARLILINIE,
403 ENCELl IR 2
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404 BAZIBATEE {id} FEREE, HZMRE AR
g
406 Accept bRk iR BN AZ SR AR,
500 KT NERHEIR, THEE Warning br3k DURIE 2
(EI=
503 MR35 asiRos A nl . 1EAH Warning bRk DIREUE
ZIEE.
(EEa

HZRABREEGH, pathset il path AR,

il

Request: GET /rest/pathsets/1

Response: 200 OK

1
"id": 1,
"name" : "newPathset",
"notes": "".
"source": 0O,
"snapshot": false,
"paths" : [
i
"id": 1,
"path_set_id" : 1,
"path" : "/file/path/one",
Ilno.tesll: n II’
"source": 0O,
"snapshot": false,
Il.typell : Ilpa.thll
§o
i
"id": 2,
"path_set_id" : 1,
"path" : "/file/path/two",
Ilno.tesll: n II’
"source": 0O,
"snapshot": false,
Il.typell : Ilpa.thll
3
1p
"href": null,
"type": "pathset"
DELETE
EiBH
2 4
<Je>
K&
(] (4
204 TR E R
401 MHTIE SRR INIE,
403 AR 1A 4§ P A TRAL
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404 BARIEETEE {id} 258, HIZBREEZIRT
1t

406 Accept PRk I B N2 TR N B 2R3,

500 KA TNEHETR, TEEE Warning trsk DUIKEE 2
BEE,

503 RS AARS AR, 1EEE Warning b1k DIRECE
ZE-,

=

DELETE AR IE TR

{5l

Request: DELETE /rest/pathsets/1

Response: 204 No content

PATCH

EigsH

¥ ik

<Jt>

K&

K ik

204 EROEY, HARBEEEMESR, AFEEREHE S
MR R,

205 ERE T, HEIRCER,

400 TER RS AARIER, 1EEE Warning 13k PR
HEZER,

401 HTTERAREISINIE,

403 RIZHY Hi P SO R,

404 BB BAHEE {id} (RIS, HIXBEEZ ARG
et

406 Accept hrsk WIS BN Z RN A KT,

409 X ER ARSI B S S — DR SR RS,

500 %gTW%%EOEEEWMMgﬁ%uﬁWE%

503 giﬁ%%%ﬂ%oﬁﬁﬁmemﬁ%u%mE

=5

HZHABREEGHEK, pathset fll path MR, B MNTXWMNRER HE type 1 id BLFFE.

{5l

Request: PATCH /rest/pathsets/1
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"type": "pathset",
"id": 1,
"name": "newPathSetName"

Response: 205 Reset content

PUT
TS
2 ik
<>
W&
A5 g
204 HRCEY), ERUSEMESR, AT
HUfZR R,
205 TERCEHT), HBEFRECER,
400 R FRIMENARER, EEE Warning frsk DU
i EZEZEYSW
401 HATERARZIL INIE,
403 ARAZAN G i P SO R
404 BAZIEAHE {id) FERRE, BB EEZARE
e
406 Accept RSk LR B RS2 SCRHINN A AL,
409 X RS ER AT B S 55 — DR BRI S,
500 7%%7 WEREIR, 1EAE Warning bRk DIREUE %
503 ARSs RS AP, 1EEE Warning F7k DAIRECE
215 R,
EERY

EZRBREEAE, pathset Fl path A4,

il

Request: PUT /rest/pathsets/1

"id": 1,

“name" : "newPathsetName",
"notes" : "Add some notes to the path set",

"source": O,
"snapshot": false,

"paths" : [
{
"id": 1,
"path_set_id" :
"notes":

"path" : "/file/path/one",

"source": 0

“snapshot“:’false,

"type" : "path"
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”id” . 2’
"path_set_id" : 1,
"path" : "/file/path/two",
Ilno.tesll: n II’
"source": 0O,
"snapshot": false,
Il.typell : Ilpa.thll
3
1p
"href": null,
"type": "pathset"
¥

Response: 205 Reset content

/processes
Fir & Al RO HERR
GET
EigsH
ZH EPEN
<>
KEB
HAG PN
200 Wi B 3 (AR B0 5 BT CLEC B RO R
401 LHTIE RAREISINIE,
403 ENE T Vb g2
406 Accept bRk WIS B2 KRR RAL,
500 RAE TR, & HE Warning frsk IRECE 2
BER.
503 MRS ERMS AT, 1HEE Warning Fr3k DURECE
ZEE,.
=3
1
"type": "array",
"minItems": O,
"uniqueltems": true,
"items": [
"type": "object",
"required": [ "type", "id", "name", "path",
"version", "os", "distribution", "snapshot", "source", "rows" ],

"additionalProperties": false,
"properties": {
"type": { "enum": [ "process" ] %,

"id": "number",

"name": "string",

"path": "string",
"version": "number",
"os": "number",
"distribution": "number",
"snapshot": "boolean",
"source": "number",
"rows": §

"‘type": [ ”aIIay” ]'
"minItems": O,
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"uniqueItems": true,
"items": [

Il.typell: Ilobjec.t“’
"required": ["type", "id", "hash", "source",
"additionalProperties": false,
"properties": {
"type": § "enum": [ "process-hash" ] %,

"snapshot" ],

"id": "number",
"hash": "string",
"source": "number",
"snapshot": "boolean"
3
3
]
3
3
¥
]
3
BRIERSK
“BERG” (HFRT N, XEEREUEFZ A R R TR
{1 MLERF
0 JC
1 Linux
2 Windows
2 %R
DRI AEFRT LR, IXEEEEE L AN T B g T -
B LB
(] Jc
1 Red Hat
2 CentOS
3 Windows
w5l
Request: GET /processes
Response: 200 OK
[
i
"id": 1,
“name": "testProcess",
"path": "/home/bin/processA",
"version": "1.1",
"os": 1,

"distribution": 2,
"source": O,
"snapshot": false,
"rows": [

"idvs 1,
"hash":
"01200102030405060708091011121314151617181920212223242526272829303132",
"source": 0O,
"snapshot": false,
"type": "process-hash"

AL

"id": 2,
"hash":
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"01200102030405060708091011121314151617181920212223242526272829303132",

"source": 0O,
"snapshot": false,

"type": "process-hash"
3
1p
"href": null,
: "type": "process"
{,
"id": 2,
"name": "testProcess",
"path": "/home/bin/processA",
"version": "1.1",
"os": 1,
"distribution": 2,
"source": 1,
"snapshot": true,
"rows": [],
"href": null,
"type": "process"
3
]
POST
EigsH
S R
<>
K5
HAG U
201 B0, Location Frk iR (LT AR
URL,
400 TERFARESNER, 1EEF Warning tr3k AR
BEZE R,
401 LATERARZIS INIE,
403 AL AT A,
406 Accept trk WAL B 952 AR N B R AL,
409 Witk 5 A AR R A AR R A SE,
500 KAETNEREER, 1EEE Warning ir3k DUREUE £
%I%\O
503 IRS5#RARSS AT, 1HEE Warning F13k DARECE
EZEISS
=X
B2 HIEFEE B, process fll process-hash X%, WM: id NELTFFE, WA AE—XREANL
BiZT K.
w5l
Request: POST /processes
i
"name": "newProcess",
"path": "/home/bin/newProcess",
"version": "1.1",
"os": 1

”distriBution”: 2,
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"source": 0,
“snapshot": false,
"rows": [

"hash":
"01200102030405060708091011121314151617181920212223242526272829303132",

"source": 0,

“snapshot": false,

"type": "process-hash"

}I

{
"hash":
"01200102030405060708091011121314151617181920212223242526272829303132",
"source": 0O,
"snapshot": false,
"type": "process-hash"
%
i
"type": "process"

¥

Response: 201 Created | Location: /processes/2

/processes/{id}
FEE R
GET
TGS
2 R
<JE>
KA
vz iR
200 M o7 3 (A 60 35 I i SR A2
401 S RTERARZEIL INIE,
403 AR /i FH AT
404 AR BEATEE {id} e, Bz aiRFfed
406 Accept RSk WAL E N Z ZHRFIN AR,
500 KA T NEREEIR, TEEE Warning bRk DIREE £
{%‘/%\O
503 AR%S 23RS Rl H. TEE R Warning Frsk DAIRECE
ZER.
=X
B2 L SR, process Fl process-hash X%,
il

Request: GET /rest/processes/1
Response: 200 OK

1
"id": 1,
"name": "testProcess",
"path": "/home/bin/processA",
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"version": "1.1",

"os": 1,

"distribution": 2,

"source": 0,
“snapshot": false,
"rows": [
: "id": 1
id": 1,
"hash": "01200102030405060708091011121314151617181920212223242526272829303132",
"source": 0,
“snapshot": false,
"type": "process-hash"
}I
: "id": 2
id": 2,
"hash": "01200102030405060708091011121314151617181920212223242526272829303132",
"source": 0O,
"snapshot": false,
"type": "process-hash"
b
1p
"href": null,
: "type": "process"
DELETE
EiSH
¥ ik
<>
K&
(AT iR
204 TR E R
401 LATER ARG INIE,
403 ARIE A TR
404 BRI EATEE {id} B, HIZERE Z AR RIS
406 Accept TRk NI E N2 SR N AR,
500 KA THNERHEIR, EEE Warning brsk DIKEE 2
BR.
503 A% #iRSS AT, 1EEF Warning frsk DUREE
Z(ER,
R
DELETE AR F 4K
w5
Request: DELETE /rest/processes/1

Response: 204 No content

PATCH
AR
28 fitid
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<Jo>
b/

(T iipay

204 RO, HRUSEMES, AFHERHE

WL Ro
205 HEREHY), BRECHET,
400 HR RSN LR, 1HEE Warning b3k K
HEEZE)S W

401 HHTERAREILINIE,

403 R AT P E AR

404 BAZIEA T {id} (UEER, HiZHRE iR FED
406 Accept bRk BN SZ SR A R,

409 KRR SE S 55— NIRRT R

500 ?%gT NEREIR. 1HEF Warning bk DURECE 2
503 g{%ﬁjﬂﬁ%%ﬂ)ﬂ o THEFHE Warning trk DAREUE
(b2
E?%i&%ﬁ%ﬁ*ﬁﬁ, process Fl process-hash X%, W MTFIXHARFRER, LG type Ml id 2T

"X o

T

Request: PATCH /rest/processes/1

$

“type": "process",
:ia;é“?'”ProcessA-BC“

Response: 205 Reset content

PUT

EigB¥

<JE>

K&

(] R

204 RO, (ERESEMER, ASTFERFEF
MR,

205 ERERY), HREFECER,

400 TERFERAIERIEM. 1EEE Warning 13k AR
HUE 215 R,
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401 LATER ARG INIE,
403 AR Bl P B O AR R
404 HWAZIBEGHEE {id} FiERE, Hiz#fE Z giRfErEd
406 Accept Tk NI B NS SR N B R A,
409 X HERR R B8 2 5 — D HEREAE 2R,
500 KA THNERHEIR, EEE Warning brsk DIREE 2
ER.
503 RS #RES AT, 1EEE Warning brk DARECE
EZE)-
=X
B2 L AR, process Fl process-hash X%,
5l
Request: PUT /rest/processes/2
1
"id": 2,
"name": "newProcess",
"path": "/home/bin/newProcess",
"version": "1.1",
"os": 1,

"distribution": 2,
"source": 0O,
"snapshot": false,
"rows": [

"id": 4,

"hash":
"01200102030405060708091011121314151617181920212223242526272829303132",

"source": 0,

"snapshot": false,

"type": "process-hash"

"id": 5,
"hash":
"01200102030405060708091011121314151617181920212223242526272829303132",
"source": 0O,
"snapshot": false,
"type": "process-hash"
&
] r
"type": "process"

¥

Response: 205 Reset content

/selectors

A w i As
GET
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b/ N1

(T 4
200 Wi 7 3 AR E0 5 Fr CLRD B AIE R 8
401 ETE R ARG NIE,
403 R[] 4 Jif FH P TR
406 Accept TRk NI E N2 SR N AR,
500 KA TNERHEIR, TEEE Warning i3k DK E %
BER.
503 A5 2siss ANnT . 1E&H Warning b7k DURECHE
Z(ER,
R
1
Il.typell : “aIIay“ ,
"minItems": O,
"uniqueltems": tzrue,
"items": [
"type": "object",
"required": [ "type", "id", "name", "notes", "snapshot", "rows", "href"],
"additionalProperties": false,
"properties": §
"type": { "enum": [ "selector" ] %,
"id": "number",
"name": "string",
"notes": "string",
“snapshot": "boolean",
"source": "number",
"rows": {
"‘type" : [ ||array|| ] ,
"minItems": O,
"uniqueItems": true,
"items": [
Il.typell: Ilobjec.t“’
"required": ["type", "id", "oxder",
"user", "group", "external_group", "process_set", "snapshot"],
"additionalProperties": false,
"properties": {
"type": § "enum": [ "selector-row" ] %,
"id": "number",
"order": "number",
"user": "string",
"group": "string",
"external_group": "boolean",
"process_set": §
Il.typell: Ilobjec.t“’
“quuired n : ["‘type" , n ld n , n href” ] ,
"additionalProperties": true,
"properties": {
"‘type": { ||enum||: [ ”Ief” ] }'
"id": "number",
"href": "string"
Fo
"source": "number",
"snapshot": "boolean"
%
b
]
%
t
"href": "string"
%
]
b
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il

Request: GET /rest/selectors

Response: 200 OK

[
n 1d n . 2 ,
"name": "selectorl",
"notes": "',
"snapshot": false,
"source": 0O,
"rows": [
n ld n : 2 ,
"order": 1,
"user": "userl",
"group": null,
"external_group": false,
"process_set": {
n ld n . 0 ,
"href": "/rest/processsets/0",
Il.typell : “Ief“
§o
"source": 0O,
"snapshot": false,
"type": "selector-row"
o
1
"id": 3,
"type": "selector-row",
"order": 2,
"user": "sfcl",
"group": null,
"external_group": false,
"process_set": null,
"snapshot": false,
"source": 0
3
1p
"href": null,
"type": "selector"
]
POST
EigsH
2 ®
<JE>
K&
g iR
201 EOIEERESY, Location ArkiE 2 SEHTIE RSN
URL,
400 TR RIS RER, EEH Warning i3k DK
INEIEZESSH
401 LHTTE RAREISINIE,
403 ARG 1T FH P Al e 48,
406 Accept hrsk WIS BN Z KRN A KA,
409 Wrietide 5 INA LR SR A ARERIRAHMSE,
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500 KA T NEREEIR, TEEE Warning bRk DIREE £
B
503 A& aeiRss AT H.  1EEE Warning frsk PARECE
ZEE,
=
ESRNERIRE G, selector Fl selector-row W%, WHH: id NRLFERTFE, WA NE—XNFAERE
RS
w5l
Request: POST /rest/selectors
1
"type": "selector",
"name": "sfcUsers2",
"notes": "Manual copy of selector for internal users",
"snapshot": false,
"source": 0O,
"rows": [
i
"type": "selector-row",
“order": 1,
"user": "sfcO0",
"group": null,
"external_group": false,
"process_set": null,
"snapshot": false,
“source": 0
Fo
1
"type": "selector-row",
"order": 2,
"user": "sfcl",
"group": null,
"external_group": false,
"process_set": null,
“snapshot": false,
"source": 0
3
]
¥

Response: 201 Created | Location: /rest/selectors/3

/selectors/{id}
e
GET
EiSHK
28 filiik
<Je>
WAL
] iR
200 M 57 B AR B & i SR I BR 2
401 YETERAREIDINIE,
403 ARERYETH PTG
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404 ABIEATEE {id} Fikekeds, HiZERds 2 aioRe?
g

406 Accept bRk iR BN AZ SR AR,

500 KT NERHEIR, THEE Warning br3k DURIE 2
(EI=

503 MR35 asiRos A nl . 1EAH Warning bRk DIREUE
ZIEE.

(EEa

ES RIS E A, selector F1 selector-row X%,

il

Request: GET /rest/selectors/3

Response: 200 OK

1
"type": "selector",
n 1d n . 3 ,
"name": "sfcUsers2",
"notes": "Manual copy of selector for internal users",
"snapshot": false,
"source": 0O,
"rows": [
"type": "selector-row",
"id": 5,
"order": 1,
"user": "sfc0",
"group": null,
"external_group": false,
"process_set": null,
"snapshot": false,
"source": 0
§o
i
"type": "selector-row",
n ld n : 6 ,
"order": 2,
"user": "sfcl",
"group": null,
"external_group": false,
"process_set": null,
“snapshot": false,
"source": 0
3
1p
"href": null
3
DELETE
EigSH
2 iR
<JE>
K&
g iR
204 IR 252
401 HTTERAREISINIE,
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403 ARARY HTH PTG

404 WAZIEGTEE {id} ks, HiZERes 2 aik
et

406 Accept b3k B N2 RN A A,

500 %ETW%%EO%QEWMMgﬁ%uﬁWE%

503 IR%5 2RSS AT, 1E&E Warning br3k DAIRECE
Z1ER.

1530

DELETE HARKIEFIR

5l

Request: DELETE /rest/selectors/3

Response: 204 No content

PATCH

TS

e R

<JE>

K&

(v ik

204 TERCHY), EREESETER, AFHERFEH
MR Ro

205 ERE Y, HBEIEREE,

400 TR BRI ER, 152 E Warning Fr3k DAk
WEZER,

401 LHTTE RAREISINIE,

403 RAZHY Hi P B O PR AR

404 BAZIEARE {id} FikiEds, HIZEREZ iRz
fExd

406 Accept hrsk N BN Z RN AR,

409 X BRI B S 5 — MR AR A P,

500 %gTW%%EO%EEWMmmﬁ%uﬁmﬁé

503 Mk55 e8RS ANrl . 1EEE Warning 57k DURECE
EZEISS

=30

B2 RIERESE OB, selector fl selector-row A%, W MNFXWAKTRER, HE type Ml id 245

T
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PUT

il

Request: PATCH /rest/selectors/3

{

"type": "selector",

"id": 3,

"notes": "Change to the notes field",
¥

Response: 205 Reset content

NS

S8 filiid

<Jo>

b/

(T} iipay

204 HREEY), HRUSEMES, AFHERHE
WL

205 HEREHY), BRECHET,

400 HR RSN LR, 1HEE Warning b3k K
BUEZ(ER,

401 HHTERAREILINIE,

403 S E LI TP $rizea

404 BAZIBATEE {id} BIEREA, HiZEREs ZaiRef
i

406 Accept bRk i Jitis BN SZ SR A R,

409 RHIEREER AT RS 5 — MBI SR

500 ?;}gTW%ﬁ%i&eo & %E Warning b7k DURECE 2

503 g{%ﬁjﬂﬁ%%ﬂ)ﬂo TH& A Warning #7k DURECE

(b2

BESNERESE A, selector F1 selector-row X%,

T

Request: PUT /rest/selectors/3

: "type": "selector",

"id": 3,
“name": "sfcUsers2",

"notes": "Another change to the notes field",
"snapshot": false,
"source": 0O,

"rows": [
1
"type": "selector-row",
"id": 5,
"order": 1,
"user": "sfc0",
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"group": null,

"external_group":

false,

"process_set": null,
"snapshot": false,

"source": 0

fo

{
"type": "selector-row",
"id": 6,
"order": 2,
"user": "sfcl",
"group": null,
"external_group": false,
"process_set": null,
"snapshot": false,
"source": O

b

¥

Response: 205 Reset content

/keys

P ml B E a4 5 51
GET
EigSHN
¥ ik
<>
K&
(AT iR
200 Wi 2 3= PR (0 S e CARCE R E an 44 & 5A
401 LHTERAREIS NIE,
403 ARIE | TR
406 Accept TRk NI E N2 SCRIN A 2R,
500 RAETWNHEER, 1EEE Warning Frsk DUREE 2
%/%\o
503 %5 #iRSS AT, TEEE Warning frsk DLREE
EZE)="
=30
{
"type": "array",
"minItems": 0O,
"uniqueltems": true,
"items": [
"type": "object",
"required": [ "type", "id", "name", "notes", "scope", "autogen", "versions" ],

"additionalProperties": true,
"properties": {

"type": { "enum":
"number",

IIidII:
“name" :

"notes":
"scope":
"autogen":

[ "encryption-key" ] %,

"string",

"string",

¥ "enum": [ "user",
"boolean",

"internal" ] %,
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"versions": {

"‘type": [ ||array|| ]'

"minItems": 1,

"uniqueItems": true,

"items": [

i

Il.typell: Ilobjec.t“’
"required": [ "id", "version", "current",
"additionalProperties": false,
"properties": {

"id": "number",
"version": "number",
"current": "boolean",
"timestamp": "number"
¥
3
]
¥
3
3
]
3
il

Request: GET /rest/keys

Response: 200 OK

"timestamp" ],

[
i
"id": 1,
“name": "keyA",
"autogen": false,
"versions": [
1
"id": 1,
"version": 1,
“current": true,
"timestamp": 1478268524124
3
i
"scope": "user",
Ilno.tesll: n II’
"type": "encryption-key"
Fo
.
"id": 2,
"name": "keyB",
"autogen": false,
"versions": [
"id": 2,
"version": 1,
"current": true,
"timestamp": 1478268526490
3
i
"scope": "user",
"notes": "".
"type": "encryption-key"
3
]
POST
EigsH
S R
<>
K35
HAG YN
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201 ELAI#ZH, Location FRIGHR LT %A URL,
400 TER RS AARIER, 1EEE Warning 13k PR
HEZER,

401 HTTERAREISINIE,

403 AAZACY 1T P AR A,

406 Accept Bk NI B 52 AN AR,

409 Wt S A B A A AR R IR 5E,

500 ?;Eélgz? WERES, 1EAE Warning bRk DIFRECE %2

503 H;{%%jﬂﬁ%%ﬂﬂﬂo TH2 A Warning i3k DUKECE
1#:xX

WS HBEAEAIK, encryption-key W%, HK:

ZEA R “user” {EFHIE,

ANl

Request: POST /rest/keys

{
"type": "encryption-key",
"name": "testKey",
"notes": "Key for users in the test org",
"scope": "user",
"autogen": false

b

Response: 201 Created | Location: /rest/keys/1

id NEOFRTE, WAMREZTE. POST ATl

/keys/{id}
e B S
GET
TFifB
2 fifii
<TC>
REB
vz AR
200 M &, T AR L & BT SR I B i 2 B8R
401 BTN B S ZIURIN T
403 ENEELI RS iR &
404 BAZIEGHEE {id} WEMEEH, HizEeaiss
ZHIARTFAES
406 Accept Frk W B N2 RN AR,
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500 RAETNEREEIR, 1HEE Warning trsk DURECE 2
{%I%\O
503 MRo5aikss ArT o TEEE Warning bk DURECE
ZER.
B’

B2 HRBHESEI, encryption-key XA,

il

Request: GET /rest/keys/1

Response: 200 OK

{
"id": 1,
"name": "keyA",
"autogen":
"versions":
"current": true,
; "timestamp": 1478268524124
Lo
scope":
"notes": "",
"type": "encryption-key"
PATCH
TS
ZH iR
<>
K&
HAg iR
204 ERCY, (EAREEEMESR, AFERFE S
LN ES
205 EXRCRY), HEFECER,
400 ERERERER, EEEF Warning frsk UK
EEZE)SH
401 LHTE RAREILINIE,
403 AAZRE Al P B U,
404 HAZNEATEE {id} EH, BIXEHZAIREFET
406 Accept TR W B N2 SCRIN A 2R,
409 X EHAT I R S T — DA S,
500 7%1%7 N IR, TEEHE Warning frk DIREE %2
503 %5 #iRSS AT, TEEE Warning frsk DLREE
258,
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B’

BB HEEEI, encryption-key A%, W: H

ANl
Request: PATCH /rest/keys/1

1
"type":
"id": 1,
"name" :
"notes":

"encryption-key",
"testKey-orig",
"Original key for users in the test

¥

Response: 205 Reset content

A type fl id BVHFETEK,

org"

PUT
EiSH
¥ ik
<Je>
K&
K ik
204 EROEY, HARBEEEMESR, AFEEREHE S
MR R,
205 ERE Y, HEIECER,
400 TR ERIERIER, 1EEE Warning frsk DAk
HEZER,
401 HHTTE RAREISINIE,
403 AAZA Y 1T P B SO A
404 BORZIBAHEE {id} (%, HxEHZaiRE e
406 Accept hrsk WIS BN Z KRN A KT,
409 XA AT BE S 5 — N B AR S,
500 %gTW%%EO%EEWMMgﬁ%uﬁWE%
503 giﬁ%%%ﬂ%o%E%memﬁ%u%mE
=5
B2 HBHESEI, encryption-key M E,
AN
Request: PUT /rest/keys/1
i "id": 1,
autogen: falos,’
"versions": [
"id": 3,
"version": 1,
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"current": true,
"timestamp": 1478547390464

b
] r
"scope": "user",
"notes": "Key for users in the test org",

"type": "encryption-key"
%

Response: 205 Reset content

/groupscopes

HMNERLE AR R BEAS A FH A

GET
EigsH
2 LR
<JE>
KA
g Y
200 Wi B T AR 0 5 i L B AR 1 A 3R
401 HTTE RAREISINIE,
403 ARTA] 4 Ji FH P AT
406 Accept TRk NI E N2 KRN AR,
500 KA THERHEIR, EEE Warning brsk DIREE 2
{51%\0
503 MRS #RGS AT, 1EEE Warning brk DARECE
Z(ER.
=X
i
Iltypell : “aIIay“ ,
"minItems": O,
"uniqueItems": true,
"items": [
i
"type": "object",
"required": [ "type", "name", "host", "port",
"secure", "bind_dn", "bind_password", "groups_dn", "users_dn" 1,
"additionalProperties": false,
"properties": {
"type": { "enum": [ "group-scope" ] %,
"name": "string",
"host": "string",
"port": "number",
"secure": "boolean",
"bind_dn": "string",
"bind_password": "string",
"groups_dn": "string",
"users_dn": "string"
&
3
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=
Request: GET /rest/groupscopes
Response: 200 OK

[
i
"type": "group-scope",
“name": "ldap",
"host": "192.168.4.223",
"port": 389,
"secure": false,
"bind_dn": "cn=admin,ou=Users,dc=example,dc=com",
"bind_password": null,
"users_dn": "ou=Users,dc=example,dc=com",
"groups_dn": "ou=Groups,dc=example,dc=com"
]
/groupscopes/{name}
e ERE
GET
EiSH
S DI
<>
K75
HAG ik
200 i 07 3 (AR 0 55 T SR B9 ZE 15 F 3R
401 LHTTE RAREISINIE,
403 AR TAL Y 1l P A TN
404 HAZIBEGHEE {name} RUAHIERIE, HIZHAEHIEK
Z IR
406 Accept Tk WAL B 95 SR N B R,
500 RAETNERSER, 1EEE Warning ik DUREUCE £
R,
503 IR55 2SI, 1HEE Warning Fr3k DURECE
EZEESS
1=
B2 RAEHBEEE, group-scope NH,
il

Request: GET /rest/groupscopes/ldap
Response: 200 OK

{
"type": "group-scope",
"name": "ldap",
"host": "192.168.4.223",
"port": 389,
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"secure": false,

"bind_dn": "cn=admin,ou=Users,dc=example,dc=com",
"bind_password": null,
"users_dn": "ou=Users,dc=example,dc=com",
: "groups_dn": "ou=Groups,dc=example,dc=com"
PATCH
EigBH
ZH Ik
<Je>
K&
(] 4
204 EREY), (ERESEMER, ANHEREE P
MR,
205 ERE T, HBEIECER,
400 TE R RIS ORER, 1EEH Warning ik DR
HE 245 .
401 HTTE RAREISINIE,
403 ARAZIN Y 1T FH P B8 2 A 3
404 HAZIEGHEE {name} RIAHIERIR, HIZHIERE
ZHIARLEEL
406 Accept TRk WAL E N Z ZHRFIN AR,
500 KT NERHR, 1EEE Warning fr3k DEREUE %
fBR.
503 A&k AT H. 1EEE Warning frsk PARECE
EZE
=
B2 RAEERBEGE, group-scope %, BB: HE type fl name BHFETFEL,
w5l
Request: PATCH /rest/groupscopes/ldap
i "type": "group-scope",
"name": "ldap",
"port": 636,
. "secure": true,

Response: 205 Reset content

PUT
EFiSHK
28 iR
<>
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b/ N1

(] 4
204 ERERY, (HRESEMER, RNHEERHE S
MR R
205 ERE Y, HBEIEREER,
400 TR BRI RER, EEH Warning ik DK
INEIEZESSH
401 LHTTE RAREISINIE,
403 ARFACY 1l FH P BE 2 ZH R R SR
404 HAZIEGHEE {name} FAHTERIR, HIZHERH
ZHIAREEL
406 Accept hrsk N BN Z RN AR,
500 ﬁg?ﬂq%ﬁ%i&eo TH#AE Warning br3k DUIREUE 2
,f%‘/‘\o
503 RS2SR, 1HEEE Warning Fr3k DURECE
ZEE,
1=
B2 AERBEEE, group-scope N H,
il
Request: PUT /rest/groupscopes/ldap
: "type": "group-scope",
"name": "ldap",
"host": "192.168.4.223",
"port": 636,
"secure": true,
"bind_dn": "cn=admin,ou=Users,dc=example,dc=com",

"bind_password": null,
"users_dn": "ou=Users,dc=example,dc=com",
"groups_dn": "ou=Groups,dc=example,dc=com"

Response: 205 Reset content

/groupsets

G R I 2H S
GET

Eigs¥

<JE>

K&

(! Rk
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200 ma & E R ST E BB S

401 METERARLILINIE,

403 AARY ETH PTG

406 Accept bRk B N2 RN AR,

500 KT NERHEIR, 1EEE Warning b3k DISRECE £
HE,

503 IR%5 2RSS A AT, 1E&E Warning br3k DAIRECE
ZE-,

E
i

Il.typell : “aIIay“ ,
"minItems": O,
"uniqueltems": tzrue,
"items": [

"type": "object",

"required": [ "type", "id", "policy_binding_id", "groups" ],

"additionalProperties": false,
"properties": {
"type": { "enum": [ "group-set" ] %,
"id": "number",
"policy_binding_id": "number",
"groups": {
”type”: [ uarrayu ]'
"minItems": O,
"uniqueItems": true,
"items": [

"type": "object",

"required": ["type", "name", "members" ],

"additionalProperties": false,
"properties": {
”type”: { uenumu: [ “gIOUp n ] }'
"name": "string",
"members": {
”type”: [ uarrayu ]'
"minItems": 0O,
"uniqueItems": true,
"items": [

Il.typell :
"string",

=
Request: GET /rest/groupsets
Response: 200 OK

[
{
"type": "group-set",
"id": 1,
"policy_binding_id": 1,
"groups": [

"type": "group",
"name": "users",
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"members": [
"user0",

"anotheruser",
"root",
"someone"
]
3
]
¥
]
POST
EigsH
ZH R
<JE>
KA
g HiR
201 ELAIEHSE, Location FR3kIGHEAEHTA S URL,
400 TR BRI RER, EEHF Warning ik DK
INEIEZESSH
401 LHTTE RAREISINIE,
403 ARG 1T P Al a5,
406 Accept RSk WAL E N Z ZHRFIN AR,
500 KT NERHR, 1EEE Warning fr3k DEREUE %
{%‘l%\o
503 Hﬁ%%jﬂﬁ%%ﬂ)ﬂ o 1HAE Warning bRk DAIRECE
EZE
=
B2 HHEEESE, group-set %, W POST W H N K% type Fl policy_binding_id, P HAth5E
HB B TEAR S v A= Y
w5l
Request: POST /rest/groupsets
1

"type": "group-set",
"policy_binding_id": 1

Response: 201 Created | Location: /rest/groupsets/3

/groupsets/{id}

SRR
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S
28 iR
<>
K&
A5 iR
200 Wi 7 = (AR £ 5 BT SR 4 4R
401 LATER ARG INIE,
403 ARIE 1 TR
404 BAZNEATRE {id} A%, BIZHEZREE
406 Accept RSk AR B RS2SR A AL,
500 ?%%T PIEREEIR, 15AF Warning Frk AFREE %2
503 A5 2siss ANnT . 1EEH Warning brk DURECHE
215 R,
EEY

BE2HAHRESE, group-set N4,

il

Request: GET /rest/groupsets/3

Response: 200 OK

i
"type": "group-set",
"id": 3,
"policy_binding_id": 1,
"groups": [
"type": "group",
"name": "users",
"members": [
"userl",
"user2",
"user3"
]
3
]
¥
DELETE
EigBH
ZH fk
<Je>
K&
(] 4
204 FHIER 22
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401 METERARLILINILE,
403 AR A B PTG
404 HWAZ BT {id %, HizHEZRiAREED
406 Accept bRk B N2 RN AR,
500 KT NERHEIR, 1EEE Warning b3k DISRECE £
ERo
503 IR%5 2RSS A AT, 1E&E Warning br3k DAIRECE
ZE-,
E
DELETE HARKRIEFIK
]

Request: DELETE /groupsets/3

Response: 204 No content

/datatypes
Pl AT R BdE Y
GET
EigsH
2 A
<JE>
K&
g HHR
200 Wi 7 3= K 0 5 Fir B CUAC B R EidiE 2
401 S RTERAREILINIE,
403 ENEIET: IV bR
406 Accept TRk NI E N2 KRN AR,
500 KA THNERHEIR, EEE Warning brsk DIREE 2
BR.
503 A& aeiRS AT, TEEE Warning frsk DUREE
EZE)-
=X
i
"type": "array",
"minItems": O,
"uniqueItems": true,
"items": [
"type": "object",
"required": [ "type", "id", "name",
"notes", "snapshot", "source", "rows" ],
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"additionalProperties": false,
"properties": {
"type": { "enum": [ "data-type" ] %,

"id": "number",
"name": "string",
"notes": "string",
"snapshot": "boolean",
"source": "number",
"rows": §

Il.typell : [ “aIIay“ ] ,
"minItems": 0O,
"uniqueltems": tzrue,
"items": [

"type": "object”,
”quUiIed”: [ll.typeu’ ”id”,
"datatype_id", "order", "selector", "ops", "actions", "notes",
"override_flags", "snapshot", "source"],
"additionalProperties": true,
"properties": {
"type": § "enum": [ "data-type-row" ] %,
"id": "number",
"datatype_id": "number",
"order": "number",
"selectoxr": {
"‘type": ”Object”,
”quuired”: ["‘type", ”id”, "hIef" ]'
"additionalProperties": true,
"properties": {
"‘type": { ||enum||: [ ”Ief” ] }'

"id": "number",
"href": "string"
%
}I
"ops": § "enum": ["read", "write", "read/write"] %,

"actions": § "enum": ["permit",
"permit, log", "deny", "deny, log"] %,

"notes": "string",

"override_flags": {
Il.typell: Ilobjec.t”’
"required": "required": ["type"],
"additionalProperties": true,
"properties": {

"type": § "enum": [ "override-flag-map" ] %

}I
"source": "number",
"snapshot": "boolean"

BEINE

BHERAP BN FEA B AN E SAEE. N TARWE “may” o “may_not” 1 “must”  (F£ NH
ENX) , XEES R R RIS E 2 A nT DL, ANA] DASA /078 se B8 B A (e, JE g8 A
FRIAL ATPRIRFIFIAR IR G i B T B FR Y, fFRAE S BB 8 A YR & 2 BoAH 5K

XL, an SR E fEEE2EAIAT POST 8¢ PUT HEE(H, AAMERTEEN “may_not” , B/DBLER
BB NTEINAT PATCH MRS,

BENEEREX

PR E ER4

may R P RIS E IR E T 55— ME, ALK
PE(E, SN, R HBERERAN T RS HE,

may_not TR P RIS e B A E 75— ME, AR
BARSANTHTE X EHE,
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must RERE R RIS E LI 5 — MEREN G,
AN BRI TA B BRI {E

BENEFRABMNED

WG 7 B B ARAIA I T IR, MRUCR A % B TSR BRI ARIR, BUREATRRIRRISIRRIR (FE R HE
SO T E, WRURE, AR x. y Mz 0 RIFOREEESRANRIR, BAEAUTIRIRMISINRIR, IR2Eid R
X,y z BFMBIFRFE “dxrycz”  (AH515) FRAEEE SRS FBAR.

BRI THITE S POST I, BRI RRIRAEHERAATIRARTREN 0, REWE IZIREEH TANELT

HISNEEHERAY,
1T HIFRIA
selector 1
ops 2
actions 3
BEERETG:
HECOVEERTY 1 AEHERAT 18 E SRS, IXEARER:
B IEATIE AR i B
- EURE SR TERE

FRVRERER O E S TENE

"override_flags": {
"dlrlcl": "may_not",
"dlrlc2": "must",
"dlrlc3": "may",
"type": "override-flag-map"

5,

w5
Request: GET /rest/datatypes
Response: 200 OK

[
{
"id": 1,
"name": "testDatatype",
Ilno.tesll: n II’
"source": 0

“snapshot“:'false,

"rows": [
1
"id": 1,
"datatype_id": 1,
“order": 1,
"selector": {
”id”: 3’
"href": "/rest/selectors/3",
"type": "Tef"
"ops": "read/write",
"actions": "permit",

"override_flags": {
"dlrlcl": "may_not",
"dlrlc2": "may_not",
"d1rlc3": "may_not",
: "type": "override-flag-map"
"notes":
“source": 0O,
"snapshot": false,
"type": "data-type-row"

un
’
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] r
"type": "data-type"

]
EigsH
ZH iR
<>
K&
HAG HHR
201 EREEIERAL, Location R3S KR ALHT SR MY
URL,
400 TR BRI RER, EEHF Warning sk DK
HUE 215 .
401 LHATERAREILINIE,
403 AP 1l FH P AR E 2R A,
406 Accept TRk WAL E N Z I HRFIN AR,
500 KT NERER, 1EEE Warning fr3k DEREUE 2
{gl%\o
503 A&k AT H. 1EEE Warning frsk PAIRECE
EZE
=
ES RIS E G, policy 1 policy-row M5, W: id NMELTFFE, AN E—NRERILEIZF
Eﬁo
ANl
Request: POST /rest/datatypes
1

"name": "testDatatype",
Ilno.tesll: n II’
"source": 0O,

"snapshot": false,

"rows": [

"order": 1,

"selector": {
"id": 3,
"href": "/rest/selectors/3",
Il.typell : IIIefII

§o

"ops": "read/write",

"actions": "permit",

"override_flags": {
"dorOcl": "may_not",
"d0r0c2": "may_not",
"d0rOc3": "may_not",
"type": "override-flag-map"

}I

"hotesh: "h

"source": 0O,

"snapshot": false,

"type": "data-type-row"
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"type": "data-type"

3
Response: 201 Created | Location: / datatypes/1

/datatypes/{id}
FEE R
GET
EigBH
2 LR
<JE>
KA
vz R
200 i 17 3= AR 6 75 P i SR B 28 Y
401 S RTERARZEIL INIE,
403 FRIA] Y 71 FH AT
404 AR EATEE {id} NEIRRE HizBdERE 2 |
RIFLEL
406 Accept TRk WAL E N Z ZHRFIN AR,
500 KA T NEREEIR, TEEE Warning bRk DIREE £
{%‘/%\O
503 AR%S 23RS Rl H. TEE R Warning brsk DAIKECE
Z(ER.
=X
B2 HERIEEERI, policy F policy-row 4,
il

Request: GET /rest/datatypes/1
Response: 200 OK

LI
"id": 1,
"name": "testDatatype",

"notes": "W
"source": 0O,
"snapshot": false,
"rows": [

”id”: 1’
"datatype_id": 1,
"order": 1,
"selector": {
Ili II: 3'
"href": "/rest/selectors/3",
Il.typell : IIIefII
§o
"ops": "read/write",
"actions": "permit",
"override_flags": {
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"dlrlcl": "may_not",
"dlrlc2": "may_not",
"dlrlc3": "may_not",
"type": "override-flag-map

§o
"notes": "",

"source": 0,
“snapshot": false,
"type": "data-type-row"

1,
"type": "data-type"

DELETE

FigB¥

2 fifii

<TC>

RED

vz R

204 kR E R Eh

401 BTN B S ZIURIN T

403 AARY ETH PTG

404 AR EETEE {id} EFERS, HizBdEA 2 ai
REAE

406 Accept Frk W B N2 RN A,

500 RAETNERHIR, 1EEE Warning b3k DUKECE 2
{%I%\O

503 RSG5 ESARS AT, 157 HE Warning brk DARECE
ZE-,

#EX

DELETE A AR IEEIR

a5l

Request: DELETE /rest/datatypes/1

Response: 204 No content

PATCH
FiEH
28 iR
<Je>
RE
] iR
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204 ERCY), (ERESEMESR, TR
DN TEST
205 TEREAT), HBERECER,
400 TERFERIEARIER, EEE Warning Frsk AR
WEZER,
401 LATERAREIL INIE,
403 AAZRY A P e B dE 2R A,
404 HAZNEATEE {id} FEHERA HixBdEa i
E N XU
406 Accept RSk NI BN SZ SR A2,
409 X SRS AT BE 2 5 S — N RIS AE I 5E,
500 RAETNHEGER, TEEE Warning Frsk DUREE 2
(B
503 k%5 asiRS5 AT, TEEE Warning frsk DLREE
EZE)="
=30
EZRABIERTE SR, data-type Fl data-type-row X%, B N FIXHAE LR A type M id
ENFETR,
w5l
Request: PATCH /rest/datatypes/1
1
"id": 1,
“name": "newDatatypeName",
"notes": "new datatype notes",
; "type": "data-type"
Response: 205 Reset content
PUT
TS
ZH iR
<>
K&
HAg iR
204 ERCY), (EAREEEMESR, AFERFE S
DN EST
205 ERCRY), HERFECER,
400 ERERE R ER, EEE Warning trsk IR
EEZE)SH
401 LHTERARZIS INIE,
403 AAZA 1l P B e dE 2R A
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404 BRI BAHRE {id} FEEERA, HizBdERA 2|
KAEtEIL
406 Accept TR W B NS SCRIN A 2R,
409 X EAE BT B S S — FPEdE 2R A i 28,
500 RAETWNHER, 1EEE Warning Frsk DUREE 2
%I%\O
503 M%5#iRS AT, TEEE Warning frsk DLREE
EZE)=0
=30
EZABIERE S, data-type Fl data-type-row X4,
w5
Request: PUT /rest/datatypes/1
Response: 205 Reset content
{
"id": 1,
"name": "testDatatype",
"notes": "updated with new selector and overrides",

"source": 0,
"snapshot": false,

"rows": [
”id” : l,
"datatype_id": 1,
"order": 1,
"selector": {
"id": 4,
"href": "/rest/selectors/4",
} Iltypell : “Ief“
"ops": "read/write",
"actions": "permit",

"override_flags": {

"dlrlcl": "may",

"dlrlc2": "may",

"dlrlc3": "may",

"type": "override-flag-map"
o
"notes":
"source": O,
"snapshot": false,
"type": "data-type-row"

un
’

”{ype”: "data-type"
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¥,

4 8

l

<$L

BV

/agents
F G2 E AR
GET
EiSH
ZH G
<>
K75
HAG R
200 W . AR B0 & AT RS2 S AR P
401 LHTTE RAREISINIE,
403 AR 1A Bl P AT RAN
406 Accept MRSk NI E N2 KRN AR,
500 RATNEGER, EEE Warning brk DURECE %2
B
503 Mk% #siR35 AT M. TEEH Warning frsk DUREE
EZEISS
1=
{
"type": "array",
"minItems": O,
"uniqueltems": true,
"items": [
"type": "object",
"required": [ "type", "id", "name", "agent_type", "cores", "host", "peer_host",
"uuid",
"state", "notes", "certificates", "policy", "install_bundle", "snapshots"],
"additionalProperties": false,
"properties": {
"‘type": { ||enum||: [ ”agent” ] }'
"id": "number",
"name": "string",
"agent_type": § "enum": [ "volume", "file", "hybrid", "objstore" ] %,
"cores": "number",
"host": "string"
"peer_host": "string",
"uuid": "string",
"state": § "enum": [ "ACTIVE", "WAITING", "INACTIVE" ] %,
"notes": "string",
"certificates": {
"type" . [ "aIIay” ] ,
"minItems": 0O,
"uniqueltems": true,
"items": [
"type": "object",
"required": ["type", "id", "agent_id", "fingerprint", "state",

"notes" ],




"additionalProperties": true,
"properties": {
"type": { "enum": [ "agent-certificate" ] %,
"id": "number",
"agent_id": "number",
"subject": "string",
"fingerprint": "string",
"expiry": "number",
"has_privkey": "boolean",
"state": { "enum": [ "ACTIVE", "WAITING", "INACTIVE" ] %,
"notes": "string"

]

Fo

"policy": {
"type": "array",
"minItems": O,
"uniqueItems": true,
"items": [

"type": §{ "enum": [ "volume-policy" ] %,

"id": "number",
"agent_id": "number",
"device_label": "string",

"mofn": §{ "enum": [ "1:1" ] %,
"key": "string"

"type": § "enum": [ "file-policy" ] %,
"id": "number",
"agent_id": "number",
"path": "string",
Ilkeyll : “StIing“ ,
"data_type_id": "number",
"path_set_id": "number",
"group_set_id": "number",
"variables": {
"type": "object",
"required": [],
"additionalProperties": true

]

ki

"install_bundle": {
"type": § "enum": [ "install-bundle" ] %,
"id": "number",
"agent_id": "number",

"operating_system": §{ "enum": [ "centos-6x", '"centos-7x", "windows" ] %,

"authorized_users": §
Il.typell : [ “aIIay“ ] ,
"minItems": 0O,
"uniqueltems": tzrue,
"items": [
i "type": "string" %

"supported_formats": {
Iltypell : [ Ilarrayll ] ,
"minItems": 0O,
"uniqueltems": true,
"items": [

i "type": "string" %

%

"object_store": {
"mofn": "2:3" "1:1","2:4"
"certificates": §
Iltypell : [ Ilarrayll ] ,
"minItems": O,
"uniqueItems": true,
"items": [

"type": "object",
"required": ["type", "id", "agent_id", "fingerprint", state",
"notes" ],
"additionalProperties": true,
"properties": {
"type": { "enum": [ "agent-certificate" ] %,
"id": "number",
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"agent_id": "number",

"subject": "string",
"fingerprint": "string",
"expiry": "number",
"has_privkey": "boolean",
"state": § "enum": [ "ACTIVE", "WAITING", "INACTIVE" ] %,
"notes": "string"
3
¥
]
"backends": [{

"url": "string",

"key_id": "string",

"api_key":"string",

"auth_type": "S3_IBM4","Se_AMZ4","SWIFT"

“share": "number",

¥

] ’
"credentials":[{
"key_id": "string",
"access_key": "string",
"auth_type": "S3_IBM4","Se_AMZ4",6 "SWIFT"

¥
]I
"buckets":[{
"name": "string",
"log_denial": true,
"policy": [%
"cred_id": "string",
"access": "string",
"log": "boolean",
t]
3

"policy_snapshots": {
Iltypell : [ Ilarrayll ] ,
"minItems": O,
"uniqueItems": true,
"items": [
i
"type": "object",

"required": ["type", "id", "policy", "state", "notes" ],

"additionalProperties": true,

"properties": {
"type": § "enum": [ "policy-snapshot" ] %,
"id": "number",

"state": { "enum": [ "ACTIVE", "WAITING", "ACTIVATING",

"INACTIVE" ] %,
"notes": "string",
"policy": {

"type": "array",
"minItems": O,
"uniqueItems": true,
"items": [

"type": §{ "enum": [ "volume-policy" ] %,

"id": "number",
"agent_id": "number",
"device_label": "string",

"mofn": §{ "enum": [ "1:1" ] %,
"key": "string"

}I

1
"type": § "enum": [ "file-policy" ] %,
"id": "number",
"agent_id": "number",

"path": "string",

Ilkeyll : IIS.tIingII ,
"data_type_id": "number",
"path_set_id": "number",
"group_set_id": "number"

]

“étorage“: 3
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"protocol": “smbvl, nfsv3, nfsv4’ ,
"host": "string",
"share_path": "string",
"share_user": "string",
"share_pass": "string",
"options": "string",
"type": “network-share ",
"features": {
"type": § "enum": [ "agent_feature" ] %,
"policy": §
"type": [ "agent_feature_status" ],
"state": "number" {0, 1%,
"has_feature": "boolean",

"volume": {
"type": [ "agent_feature_status" ],
"state": "number" {0, 1%,
"has_feature": "boolean",

Fo

"su_block": {
"type": [ "agent_feature_status" ],
"state": "number" {0, 1%,
"has_feature": "boolean",

"objstore": {
"type": [ "agent_feature_status" ],
"state": "number" {0, 1%,
"has_feature": "boolean",

¥

§o

"tools": §
"type": [ ”aIIay” ]’
"minItems": O,
"uniqueltems": tzrue,
"items": [

"type": { "enum": [ "agent_tool" ] %,

"tool_id": "number",

"purpose": { "enum": [ "BACKUP", "RESTORE", "SEND",
"OBJSTORE" ] %,

Ilkeyll : IIStIing“ ,

"active": "boolean",
Fo
]
§o
b
b
]
b
i
itk : GET /rest/agents
Response: 200 OK
[
1
"id": 1,
"name": "fileAgent",
"agent_type": "file",
"cores": O,

"host": "1.21.1.1",

"peer_host": "1.1.1.10",

"uuid": "9faae641-347c-4f05-b47e-202b7430969d",
"state": "ACTIVE",

"notes": ""
"certificates": [
{
"id": 1,
"agent_id": 1,
"subject": null,
"fingerprint": "al5b027baaall82b32e160dff4955bb2064d2d0b",
"expiry": null,
"has_privkey": null,
"state": "ACTIVE",
Ilno.tesll: nn
"type": "agent-certificate"
%
]I
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%

"policy": [
{

"idv: 1,
"agent_id": 1,
"path": "/home/path",
"key": "homekey",
"data_type_id": 1,
"group_set_id": 0O,
"path_set": null,
"variables": §
"dlrlc1": "2",
"dlrlc3": "permit"

}I
"type": "file-policy"

o

1
”id”: 2'
"agent_id": 1,
"path": "/data/path",
"key": "datakey",
"data_type_id": 1,
"group_set_id": 0O,
“path_set": null,
"variables": §

“dlIlCl“: II3II ,
"dlrlc3": "deny, log"

Fo
"type": "file-policy"

3

i
"install_bundle": {

IIidII: 1'

"agent_id": 1,

"operating_system": "centos-6x",

"authorized_users": [
"admin"

]

upported_formats": [
"application/x-tar",
"application/zip",
"application/json"

”%ype”: "install-bundle"

“éolicy_snapshots“: [
{

"id": 1,
"notes": "",
"state": "ACTIVE",
"policy": [
i
"id": 3

"agent_id": 1,
"path": "/home/path",
"key": "homekey",
"data_type_id": 2,
"group_set_id": 0O,
"path_set": null,
"variables": %,
"type": "file-policy"

}I
{
"id": 4,
"agent_id": 1,
"path": "/data/path",
"key": "datakey",
"data_type_id": 3,
"group_set_id": 0O,
"path_set": null,
"variables": %,
"type": "file-policy"
%
]I
"type": "policy-snapshot"
]I
"features": {
"policy": £
"has_feature": true,
"state": 1,

"type": "agent_feature_status"

}I
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"volume": §
"has_feature": false,
"state": 0,
"type": "agent_feature_status"

§o
"su_block": §
"has_feature": true,
"state": 1,
"type": "agent_feature_status"
}I
"objstore": {
"has_feature": false,
"state": O,
“type": "agent_feature_status"

”éype”: "agent_feature"

"type": "agent"

' "tools": [
t "tool_id": 1,
"purpose”: "BACKUP",
"key": “toolKeyA”
"active": true,
. "type": "agent_tool"
{,
"tool_id": 2,
"purpose": "RESTORE",
"key": “toolKeyA”
"active": true,
: "type": "agent_tool"
]
POST
Eigs
S DTN
<>
KEB
HAG ik
201 EOIEHFER, Location bRk B A5H I F HY
URL,
202 BERE PO AIERET, Location tr3kR42
BEZENLE URL, DHTIRESKE,
400 R FERIISARIER, 1EEE Warning Frsk AR
EZER,
401 MHTIE SRR INIE,
403 ARFACY Fi AR 7 Al g -
406 Accept Tk NI B 95 SR N B R4,
409 PR S EE AR P,
500 KT NERHIR, 1EEE Warning fr3k DIIKECE %
B R
503 MRS #ARGS AT, 1EEE Warning Frk DAIRECE
Z1ER.
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=X

EZHRERFEAHEN, agent WE,

AR

uuid FERUHAEET/RHGIFER, HRADEFF RN 8-4-4-4-12 15, HE, R AM
RS [T HEAT B R 30 UE,

w5

iHR: POST /rest/agents

1
"name": "volumeAgent",
"agent_type": "volume",
"host": "1.1.1.1",
"peer_host": "1.1.1.10",
"uuid": "caca@d57-1f6a-4663-a2c7-e9b9591e48f5",
"notesh: "h
"certificates": [
"has_privkey": true,
"content_type": "application/x-pem-file",
"subject": "CN=localhost,OU=Development,0=Test.,L=Test,ST=CA,6C=US",
"fingerprint": "al5b027baaall82b32e160dff4955bb2064d2dOb",
"name": "http.pem",
"expiry": 1478733066000,
”id”: 3'
"type": "client-file",
"href": "/rest/files/upload/3"
3
e
"policy": [
1
"key": "webkey",
"type": "volume-policy",
"device_label": "webroot"
o
1
"key": "nfskey",
"type": "volume-policy",
"device_label": "nfsshare"
3
i
"install_bundle": {
"operating_system": "centos-7x",
"authorized_users": ["admin"],
"type": "install-bundle"
"policy_snapshots": [],
"tools": [
1
"purpose": "BACKUP",
"key": “toolKeyA” ,
"active": tzrue,
"type": "agent_tool"
3
]
3

Response: 202 Accepted | Location: /jobs/23

/agents/{id}
e 2 ERIHET

GET

it
ar
b
s

W
&
B
[Se
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<Te>
REB
vz ik
200 M . = (AR 1 25 Fn i SR AR ER AR
401 METERARLILINILE,
403 AR A B PTG
404 BARIEAET5E {id} RERR, HizREREF Zhi
AREAE
406 Accept bRk B N2 RN AR,
500 KT NERHEIR, 1EEE Warning i3k DISKECE £
HE,
503 IR%5 2RSS AT, 1E&HE Warning br3k DAIRECE
ZEE,
E
BE2RNEEFESE, agent %,
]

iHkK: GET /rest/agents/4
WK : 200 OK

{
"id": 4,
"name": "volumeAgent",
"agent_type": "volume",
"host": "1.2.1.1",
"peer_host": "1.1.1.10",
"uuid": "caca0d57-1f6a-4663-a2c7-e9b9591e4815",
"notes": ""
"certificates": [
{
"subject": "CN=localhost,OU=Development,0=Test.,L=Test,ST=CA,6C=US",
"fingerprint": "al5b027baaall82b32e160dff4955bb2064d2dOb",
"expiry": 1478733066000,
"id": 6,
"type": "agent-certificate"
b
e
"policy": [
{
"id": 13,
"agent_id": 4,
"key": "webkey",
"device_label": "webroot",
Ilmofnll: II1:1II ,
"type": "volume-policy"
fo
{
"id": 14,
"agent_id": 4,
"key": "nfskey",
"device_label": "nfsshare",
"mofn": "1:1",
"type": "volume-policy"
b
1g
"install_bundle": {
”id”: 5'
"agent_id": 4,
"operating_system": "centos-7x",

"authorized_users": ["admin"],
"supported_formats": [
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"application/x-tar",
"application/zip",
"application/json"

: "type": "install-bundle"
"policy_snapshots": [],
"features": {
"policy": §
"has_feature":
"state": 1,
"type": "agent_feature_status"

true,

"volume": {
"has_feature": false,
"state": O,
: "type": "agent_feature_status"
"su_block": {
"has_feature": true,
"state": 1,

"type": "agent_feature_status"
“6bjstore“: )
"has_feature": false,
"state": 0,
"type": "agent_feature_status"
%fype”: "agent_feature"
”t&pe”: "agent"
%éools“: []
3
DELETE
EigsH
2 PN
<JE>
KA
g HER
202 ELGIEECRACEFR, 7EEE Location bRk DAIK
HY ek URL,
401 LHTTE RAREISINIE,
403 ENEIET: I R N2 )
404 HAZIEGHEE {id} W, HizHEER 2
RAFAEXS
406 Accept PR3k NI B2 RN A RAL,
500 ﬁg? WNEREEIR, TEAE Warning b3k DAIREUHE £
'f%‘/ AhYe)
503 IR 2SI, 1HEEE Warning Fr3k DURECE
ZEE,
=X
DELETE HAKIXEER
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il
Request: DELETE /rest/agents/4

Response: 202 Accepted | Location: /rest/jobs/9

PATCH

= RLIE3

¥ ik

<Je>

K&

K ik

204 HROEY, HARBEEEMESR, AFEEREHE S
MR R,

205 ERE Y, HEIRCER,

400 TER RS AARIER, 1EEE Warning 13k DR
HEZER,

401 HTTERAREISINIE,

403 RIZHCY Fi P E AR T

404 BORZI A AHEE {id} FRERE P, HizRERF 2l
RIFTES

406 Accept hrsk NI BN Z KRN A R,

409 AR 7 PR B ek 5 55— MR P 2E,

424 RETIF RO Z VFRIIERE, TCAZE %R

500 %gTW%%ﬁoﬁﬁﬁwagﬁ%uﬁmﬁz

503 AR5 e8RS AN Al . TEEE Warning 57k DURECE
EZEISS

=30

EZHRERFEAEN, agent M5, H¥: 1A type Ml id ZUFHTE.

Al

Request: PATCH /rest/agents/4

i

ety M

"state": "ACTIVE"

Response: 205 Reset Content

/agents/{id}/certificates

RrEENHEEFNERIED
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GET

EFiSH
B ik
<>
REB
vz iR
200 e 57 = AR B & B SR I ARERAE e B
401 METERARLILINIE,
403 RS /i TR
404 BARIEATEE {id} ARERER, HizEE R 2]
AR, N TS, certificates B
BIRARFAE, BTN,
406 Accept tRk W B N Z TR N R 2T,
500 KA TNERHEIR, TEEE Warning iRk DUIKEE %2
(B9
503 RS2SRSS AR, 1EEE Warning b1k DURECE
ZER.
EX

E2RNRERFEESHER, agent-certificate XA,

]
Request: GET /rest/agents/4/certificates
Response: 200 OK
[

{

"subject": "CN=localhost,OU=Development,0=Test.,L=Test,ST=CA,C=US",
"fingerprint": "al5b027baaall82b32e160dff4955bb2064d2d0b",
"expiry": 1478733066000,
n 1d n : 6 ,
"type": "agent-certificate"

]

POST

EigSH

ZH iR

<>

K&

(AT iR

201 EOI#IET, Location fRsk 2 BEHTIEF Y URL,
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400 ERFERAE A ERM, EEE Warning b33k UK
B 25 5

401 METERARLILINIE,

403 ARIZBCE T P AIEIE 1,

406 Accept bRk ik B N2 TR N B 2R

409 FEBS5MAIERHENZR,

500 RAETNERHEIR, 1EEE Warning b3k DISKECE £
,fg 1%\ o

503 RS #RES AT, 1EEE Warning brk DARECE
EZEISS

#EX

BZHNEREFEAHR, agent-certificate MR, W: id NELTRTE, WAMBKERXETE,

w5l

Request: POST /rest/agents/4/certificates

]
“id": 4

”type“:'”client-file“,
"href": "/rest/files/upload/4"

"notes": "After expiration, contact person@example.com for a new one"

3

Response: 201 Created | Location: /rest/agents/4/certificates/7

/agents/{id}/certificates/{certid}

e ZENHEEFIED

GET

EigSHK

S ik

<>

K&

K iR

200 W 7 3 (AR 0 5 B i SR AR P LE

401 LATERARZIS INIE,

403 AR IA) 4 Bl P A TRAN

404 HORZIHAHEE {id} (AR R, HIZRERRF 2§l
RAFTENL ; BEHAZIAAHE {certid} HIEF, H
FirtE € R T IIZ IR 2 BRI,

406 Accept Hrsk NS B R 2 RN A A,
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500 RAETNEREEIR, 1HEE Warning trsk DURECE 2
{%I%\O
503 MRo5aikss ArT o TEEE Warning bk DURECE
ZER.
B’

EZRNRERFESE, agent-certificate A,

il

Request: GET /rest/agents/4/certificates/7

Response: 200 OK

i "id": 7,
"state": "ACTIVE",
"subject": "CN=localhost2,0U=Development,0=Test.,L=Test,ST=CA,C=US",
"fingerprint": "b88b327ba3a3182b32e160dff4955bb2064d2d1f",
"expiry": 1478733066676,
"has_privkey": true,
"notes": "After expiration, contact person@example.com for a new one"
"type": "agent-certificate"
DELETE
EigSH
2 iR
<JE>
K&
HAg iR
202 ELOERE RN FRMIER, 157EE Location trsk PAZK
HY ek URL,
401 S RTERARZEIL INIE,
403 ARTA] 4 JiT FH P AT
404 HAZEATEE {idy (REREF, HixERET 2§l
AR, BEHRAZIEGRE {certid} FIEH, H
Firdia & ARIRAR 7 BIZIE B 2 B ARF R,
406 Accept hrsk WIS BN Z KRN A KA,
500 KT NERHR, 1EEE Warning fr3k DEREUE %
{%I%\O
503 A& aeiRSS AT H. TEEE Warning brsk DARECE
EZE-
=
DELETE FANKIXEER
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il
Request: DELETE /rest/agents/4/certificates/7

Response: 202 Accepted | Location: /rest/jobs/33

PATCH

EigsH

S fiiiR

<>

K&

(AT iR

204 ERCY), (ERUSEMESR, AR
MR R

205 HRCEY), HRFECER,

400 TERERIEORER, 15EH Warning trk DAIR
HEZER,

401 S FTIERARZETINIIE,

403 ARAZBEH T P AR I,

404 HAZEATEE {idy (RERET, HixERET 2§l
RIFTE; BE AR BAHE {certid} AIES, H
Firdia & ARIRAR 7 BIZUE B Z B ARF R

406 Accept RSk WAL E N Z ZHRFIN AR,

409 XHRBRRE P T B 205 5 — IMRBAR P A I 28,

424 RETHF RS Z IVFRTIERE, TCEE % AR

500 EETW%%ﬁJ%EEWmMmﬁ%uﬁﬂﬁg

503 k%5 asiRS5 AT, TEEE Warning frsk DLAREE
258,

=3

ESFEREEFEEEN, agent MR, HX: 1A type fl id BOHFT L

i

Request: PATCH /rest/agents/4/certificates/7

t "type": "agent-certificate",

"id": 7,

"state": "ACTIVE",
"notes": "Expires 2017-04-28,

contact jack@example.com for a new one. Activated 2016-04-15."

Response: 205 Reset Content
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PUT

EiSH

¥ ik

<Je>

K&

K ik

204 EROEY, HARBEEEMER, AFEEREHE S
MR R,

205 ERE T, HEIECER,

400 TER RS AARIER, 1EEE Warning 13k DR
HEZER,

401 HHTTERAREISINIE,

403 AAZACY 1T QISR

404 BRI A EHEE {id} FRERE e, HizERRF 2l
RIFTES

406 Accept hrsk NI BN Z KRN A KA,

409 BRI B ek 5 55— MR P 2,

424 RITIF RO Z NV RIIERE, TCAZME %R

500 %gTW%%ﬁoﬁﬁﬁwagﬁ%uﬁmﬁz

503 AR5 e8RS Al . TEEE Warning F7k DURECE
EZEISS

=30

HZHRERFEAEN, agent M4,

At

Request: PUT /rest/agents/4/certificates/1

' "id": 7,

"state": "ACTIVE",

"subject": "CN=localhost2,0U=Development,0=Test.,L=Test,ST=CA,C=US",
"fingerprint": "b88b327ba3a3182b32e160dff4955bb2064d2d1f",

"expiry": 1478733066676,

"has_privkey": tzrue,

"notes": " Expires 2017-04-28,
contact jill@example.com for a new one. Activated 2016-04-15."
"type": "agent-certificate"

b
Response: 205 Reset Content

/agents/{id}/install_bundle
PRIEFE e 1 2SR R 1
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R P 2 RN R 2 P 2 BRI B R, A IZIRGREERY authorized_users FIIZR AT A REXT H:

HATIREL
GET
EiBH

ZH EPEN

<Je>
&

g EPEN

200 i 37 =8 (AOKE B 5 BT A SRR AR e 2 S IR R e AR el 22
SR R Ao R, BRI T R IEH) Accept

401 MHTIE SRR INIE,

403 ALY 1l P AT

404 WAZIEGHEE {id} (RER R, HizREER 2
REEL, M TIERRIERER, install_bundle ¥
BOIRAFE,

406 Accept irk WAL B XFINAARA, TERIX
2% application/json [ Accept Frsk, FrRME
fY) ISON B H AT 232 SR AL 1T ER

500 RAETNERHEIR, 1EEE Warning b3k DISRECE £
BFE.

503 AR5 eSS AT H, 1EEE Warning Fr3k DAIRECE
215 R,

=X
ESRREEFESE, install-bundle X%,
ol

Request: GET /rest/agents/4/install_bundle

Response: 200 OK

1
"id": 4,
"agent_id": 4,
"operating_system": "centos-7x",

"authorized_users": ["admin"],

"supported_formats": [
"application/x-tar",
"application/zip",
"application/json"

"expiry": 1478733066000,
"type": "install-bundle"

Request: GET /rest/agents/4/install_bundle | Accept: application/x-tar

Response: 200 OK (binary content - tar file with agent installer and configuration)
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/agents/{id}/install_bundle/authorized_users

GET

PUT

ARG A 7 81 3%

EigsH
S iR
<Je>
K&
(v ik
200 M 7 = AR B, 55 AT SR RBEAR 17 e AR R R P24
P,
401 HRTE R RIS INIE,
403 R[4 AT F AT
404 BARZIE AT {id} R, HixREET 2
REEL, M TIERRIERER, install_bundle ¥
EX AN install_bundle/authorized_users B4
ZAFE,
406 Accept Rk NI B N2 KHRHIIN A28,
500 ?%%T NEREEIR, TEAEE Warning bk AFKE %2
503 H;i%@%ﬂﬁ%%ﬂﬁﬂo iE2E Warning #73k DAIRECE
=

ESFRFEFEEHER, install-bundle X1 authorized_users FEx.,

il

Request: GET /rest/agents/4/install_bundle/authorized_users

Response: 200 OK
[

"admin"
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204 TERCET, EARESETER, AFRERFES
MR R,
205 ERE Y, HBEIEREER,
400 THRERIASNAR LR, 152 E Warning bRk DAk
WEZER,
401 LHTTE RAREISINIE,
403 ARAZA Y 1T B SR AU
404 BRZ| A EEE {id) (RERE R, HizERF il
RIFTES
406 Accept hrsk W BN Z RN AR,
500 %g? WIS, 1EAE Warning ik DURECE %
503 giﬁjﬂﬁ%ﬁﬂﬂﬂ o TH&EHE Warning trsk DAKECE
=30
BEZRARIEEFESHE, install-bundle X% K] authorized_users FF%.
ANl

Request: PUT /rest/agents/4/install_bundle/authorized_users
[

"admin",

"wspoppleton",

"zriggs"

Response: 205 Reset Content

/agents/{id}/policy_snapshots

R P R 7 B PRI, PRI AN AT 28T, fEQIEPRIGI HRBOOR 5 R se 2R (25 POST) o R
MR EAFIRR, H BEMZENZEEHATRECERN A THANR, EREMITERE BN,

GET

EFBE

S A

<Te>

REB

A HR

200 M B = 42K L 5 BT SR AR E P
401 METERARLILINIE,

403 ARARY HTH AT
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404 HAZBEATEE {id IRERERF, HizRMER 2§
REEL, N TEERERER, certificates 7K
KRR EE, BERTBON=S,
406 Accept TRk NS B 5 SR N AR AL,
500 KT NEREIR, 1EEE Warning fr3k DIREUE %
BR.
503 IR 2RSS AT, 1EEE Warning Fr3k DAIRECE
EZEISW
53

ESHRHEFEEGHEK, policy-snapshot A H,

il

Request: GET /rest/agents/4/policy_snapshots

Response: 200 OK

[
i
”id”: 1’
"notes":
"state":

"policy":
{

uéypeu:

POST
A CHTHY SR PR AR

R EIE

"This is a file agent for the Cent0S7.x file system",

"ACTIVE",

[
"id": 11,
"agent_id": 4,

"path": "/mrslate/misc",

"key": "public",

"data_type_id": 6,
"group_set_id": O,

"path_set": null,
"variables": %,

"type": "file-policy"

"id": 12,
"agent_id": 4,

"path": "/mrslate/company",

"key": "company",

"data_type_id": 7,
"group_set_id": 0O,

“path_set": null,
"variables": 1%,

"type": "file-policy"

"policy-snapshot"
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201 ELAIETRIR, Location FR3IGHRHLHT RN URL,
400 TEREERIS AL, EEE Warning H73k% DA
B 215 R
401 HTTERAREISINIE,
403 ARIACY 7T Al TR,
406 Accept Tk NI B NS SR N A R A,
500 KL TNERHR, 1EEE Warning i3k DIIKECE 2
'fgzﬁ\o
503 A% aeiRS AT, TEEE Warning frsk DUREE
Z(ER.
=X
ESOSE 8
{5l
Request: PUT /rest/agents/4/policy_snapshots/
it

Response: 201 Created | Location: /rest/agents/4/policy_snapshots/3

/agents/{id}/policy_snapshots/{snapshot_id}

B PRE  B PR, PRIV A AT ARG, EQIE IR SRR 5 TG 2 2MA (525 POST) o
PRI R BAHHIARIR, HEEMZERNZREECERNA TN SR, (HREWIAEE X ENAHF,

GET
EigsH
S8 ik
<Je>
K&
(%] ik
200 M 7 2 (AR B 25 T SR A AR 17 SR PR TR
401 HRTE R ARG INIE,
403 AR 1A BT AT RAL
404 BRI EAEE {id) (PR, sESRAENZ A
BFHNEALTE {snapshot_id} RYTRIE, HizfCHE
Pl R IR TR AR
406 Accept hrk WIS E N Z RN A R,
500 {7;:4%7 WNHEEEIR, TEEE Warning frk DREE %
503 ﬂg{%%gﬂﬁ%xﬂ)ﬂ o HEE Warning 5k DUKECE
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PUT

B’

BEZRNRERFEAGE, policy-snapshot X4,

il

Request: GET /rest/agents/4/policy_snapshots/3

Response: 200 OK

1

Ilidl
"notes":
"state":

] r

1,

type":

"This is a file agent for the Cent0S7.x file system",

"INACTIVE",

"policy": [
{

"id": 11,
"agent_id": 4,

"path":
n keyll :

"/mrslate/misc",
"public",

"data_type_id": 6,
"group_set_id": 0O,
"path_set": null,
"variables": %,

"type":

"file-policy"

"id": 12,
"agent_id": 4,

"path":
"key" :

"/mrslate/company",
"company",

"data_type_id": 7,
"group_set_id": 0O,
"path_set": null,
"variables": %,

"type" :

"file-policy"

"policy-snapshot"

EOMACERE R s RIS R L, FEIZMEIBTT 25, FERAT PUT I AL TE SRS I PRARRE 2 AN TS SR
A, M PUT B EARMRIRR N TSI, GHRIZIELRIG, AR A IR RICR R A T TE SRS,

EigBHK

S R

<>

K&

vz R

204 RO, (HRUSEMER, ASFERFE
GIRGES

205 ERERY), HEREER,

400 TR FERIERIE . 1EEE Warning Fr3k AR
HE 245 E.

401 M HTIESRAREILINIE,

403 AAZBCY A1 IS SR TR,

404 HAZIAAHEE {id} MR, sEHREIRE,

HAZABRE P el PR AT R 7 AR
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406

Accept Rk il BN SCRIIA A A,

500

ﬁgT NEREEIR, TEEE Warning hrk DUEE 2
'f%‘/ AhYe)

503

AR55 asiRos AR, 16 AH Warning bRk DARIE
ZIEE.

(b2

BEHMHEEREEGEI, install-bundle X2 policy_snapshots ¥R, WeX: WA state Fl notes AJ B

E& o

{5l

Request: PUT /rest/agents/4/policy_snapshots/1

i
"id": 1,
"notes":
"state":

"policy":
1

¥
1,
gy men:
¥

"This is a file agent for the Cent0S7.x file system",
"ACTIVE",
[

"id": 11,

"agent_id": 4,

"path": "/mrslate/misc",
"key": "public",
"data_type_id": 6,
"group_set_id": 0O,
"path_set": null,
"variables": %,

"type": "file-policy"

"id": 12,

"agent_id": 4,

"path": "/mrslate/company",
”key” : ||Company|| ,
"data_type_id": 7,
"group_set_id": 0O,
"path_set": null,
"variables": 1%,

"type": "file-policy"

"policy-snapshot"

Response: 205 Reset Content

DELETE

TR A QR P R R

EigSH

S8 ik

<Je>
K&

(v iR

204 TR E R

401 LETERARZIS INIE,
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403 ARIAY JiTFH P AT
404 HAZEEEE {id) WREREFSREAEGLE
{snapshot_id} FYBLER, HiZFRFE R ek PLid > A
T
406 Accept Frk W B N2 RN AR,
500 KA TNERHEIR, TEEE Warning Rk DUIKEE 2
B
503 RS ARG AR, 1EEE Warning b1k DURECE
ZER.
=
%O
5l

Request: GET /rest/agents/4/policy_snapshots/1

Response: 204 No Content

/agents/{id}/policy

REERE ORI RIS, IXBRRIEHE TR — DR Relig 25, —HR R 7 BUE el S A A R SR R

PEAE AN R) KB,

GET

EFiSH
<Te>

K&
A iR
200 iy . = AR L 25 B SR R AR AR e 2 SR I
401 METERARLILINIE,
403 ARARY HTH PTG
404 HAFEEHEE {id} FARERET,
406 Accept b3k B N2 RN A A,
500 7;:&7 NEREEIR, TEAE Warning bk DAFKEE %2
503 IR%5 2RSS AT, 1E&E Warning br3k DIIRECE

Z5E,
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1#:xX
EZFRERREFEEER, policy 7B,
ANl

Request: GET /rest/agents/4/policy

Response: 200 OK

[
1
"id": 13,
"agent_id": 4,
"key": "webkey",
"device_label": "webroot",
Ilmofnll: II1:1II’
"type": "volume-policy"
o
1
"id": 14,
"agent_id": 4,
Ilkeyll : Ilnfskeyll ,
"device_label": "nfsshare",
"mofn": "1:1",
"type": "volume-policy"
3
]

Request: GET /rest/agents/3/policy
Response: 200 OK

[

"id": 2,

"agent_id": 3,

"path": "/mrslate/misc",
”key” : ”pUbliC” ,
"data_type_id": 1,
"group_set_id": O,
“path_set": null,
"variables": 1%,

"type": "file-policy"

”id” 3 ,
"agent_id": 3,
"path": "/mrslate/company",
Ilkeyll : Ilcompanyll ,
"data_type_id": 7,
"group_set_id": 3,
"path_set": null,
"variables": {
"d7r2c1": "3",
"d7r2c2": "permit, log",
"d7r2c3": "read"
ki

'ype”: "file-policy"

POST
A T SRS 0

REIE
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b/ N1

(T 4
201 EQIESE, Location Frk 2 EHT 45 E M URL,
400 TE R RIS ORER, 1EEH Warning ik DR
HE 245 .
401 S RTERARZEILINIE,
403 ARG HiT OIS E
406 Accept TRk NI E N2 IHRFIN AR,
500 KA THNERHEIR, EEE Warning brsk DIREE 2
ER.
503 M55 #aRss AT . 1EEE Warning frsk DURECE
EZE)-
R
EZRNRERFEESH, file-policy Fl volume-policy X £
i
Request: POST /rest/agents/3/policy/
{
"agent_id": 3,
"path": "/mrslate/company",
"key": "company",
"data_type_id": 7,
"group_set_id": 3,
"path_set": null,
"variables": {
"d7r2c1": "3",
"d7r2c2": "permit, log",
: "d7r2c3": "read"
: “%ype“: "file-policy"

Response: 201 Created | Location: /rest/agents/3/policy/3

/agents/{id}/policy/{binding_id}

GET

T8N
28 iR
<>

REB
R R
200 iy . 3 AR B 25 B i SR AR AR e SRR 4T
401 METERAREITINIE,
403 AR /T P A TR
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404 BAZIAATEE {id} FIRETE, sEZAREREFR
TR IRE BAL4E {binding_id} KIZEE.
406 Accept bRk iR BN AZ SR AR,
500 KT NERHEIR, THEE Warning br3k DURIE 2
(EI=
503 MR35 asiRos A nl . 1EAH Warning bRk DIREUE
ZIEE.
(EEa

BEZRNREREFESE, file-policy Fl volume-policy X%

5l
Request: GET /rest/agents/3/policy/3
Response: 200 OK

i "id": 3,
"agent_id": 3,
"path": "/mrslate/company",
"key": "company",
"data_type_id": 7,
"group_set_id": 3,
"path_set": null,
"variables": $
"d7r2c1": "3",
"d7r2c2": "permit, log",
"d7r2c3": "read"
%iype”: "file-policy"
PUT
EigsH
2 iR
<JE>
K&
g iR
204 ERCY, (EAREEEMESR, AFERFE S
Mo
205 EXRCAY), HEFECER,
400 TERFARESONER, 1EEF Warning tr3k AR
BEZE R,
401 LHTIE RAREISINIE,
403 AL 1 P B RIS E
404 BAZIAAHEE {id} WRHEAE PSR EAE
{binding_id} HU4HE, HI%AHIRFHEE 2 iR
e
406 Accept trk WAL B N5 SR N B R AL,
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500 RAETWNERER, 1EEE Warning bRk DEREE 2
R,
503 M55 4R AT . 15 E Warning frsk DARECE
EZE)%
1#:xX
B2INEERESHEI, file-policy #1 volume-policy M4,
ANl
Request: PUT /rest/agents/3/policy/3
{
"id": 3,
"agent_id": 3,
"path": "/mrslate/company",
"key": "company",
"data_type_id": 7,
"group_set_id": 4,
"path_set": null,
"variables": §
"d7r2cl1l": "4",
"d7r2c2": "deny, log",
"d7r2c3": "read"
§o
"storage":null,
"type": "file-policy"
b

Response: 205 Reset Content

Request: PUT /rest/agents/3/policy/3 (for adding storage object)
{

"id": 3,

"agent_id": 3,

"path": "/mrslate/company",
"key": "company",

"data_type_id": 7,
"group_set_id": 4,
"storage": %
"protocol”:"smvbl",
"host": "nfs.sfc.local",
"share_path": "/sfc",
"share_pass": "PasswOrd",

"options": "port=112, sec=ext,noexec",

"type": "network-share"

”%ype”: "file-policy"
%

Response: 205 Reset Content

PATCH
EFigB¥N
2 fifii
<>
RES
vz iR
204 HRERY), ERESEMER, NRERFES
W R R0
205 EREAY), HRIFEEER,

ZEREER 111



400 TR BRI RER, &R Warning bRk A
HUE 215 R,
401 ETE R ARG NIE,
403 ARAZ I Hil FH P BE RIS E
404 BAZEATEE {id} IRERFSREER T
{binding_id} Hy4fE, HIXEREFERIE 2 RIARFE
1Eid
406 Accept PRk I B N7 RN B 2R,
500 KA THNERHEIR, EEE Warning brsk DIREE 2
{EI%\O
503 A& aeiRS AT, TEEE Warning frsk DUREE
EZE)-
=X
EZRNRERFEESH, file-policy Fl volume-policy X £
5l
Request: PATCH /rest/agents/3/policy/3
: "group_set_id": 4,
"variables": §
"d7r2c1": "4",
"d7r2c2": "deny, log",
"d7r2c3": "read"
Fo
"type": "file-policy"
&

Response: 205 Reset Content

Request: PATCH /rest/agents/3/policy/3 (to reset the storage )

"storage": {
"id": 1,
"protocol":"smvbl",

"host": "nfs.sfc.local",
"share_path": "/sfc",

"share_pass": "PasswOrd",

"options": "port=112, sec=ext,noexec",
"type": "network-share"

"type": "file-policy"
3
Response: 205 Reset Content

DELETE
THIBRACERAR e SRS 0 2

EisH
28 1P
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<Te>
REB
vz ik
204 kR E R
401 METERARLILINILE,
403 AR A B PTG
404 WA EEEE {id} WREREFSEE4
{binding_id} W48, HIZRERERFIE ZRIATF
et
406 Accept bRk B N2 RN AR,
500 KT NERHEIR, 1EEE Warning i3k DISKECE £
HE,
503 RS2SRSS AR, 1EEHE Warning Frk DURECE
EZESW
E
Tto
]

Request: GET /rest/agents/3/policy/2

Response: 204 No Content

/agents/{id}/policy/{binding_id}/storage

GET

EigsH
S iR
<JE>

K&
vz R
200 M 7 3 (AR 0 35 T I SR A AR 3 SRR 0
401 HTTE RAREISINIE,
403 AR A Hi P TRAL
404 BORBI A EHEE {id} FRERE T, siE Iz AR

F Mg EABASE {binding_id} FI457E,

406 Accept hrsk WIS BN Z KRN AR,
500 {7&29@57 WERES, 1EAE Warning bRk IR %
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503 MRS 2RSS AT, 1EEE Warning F13k DAEREE
ZIEE.
=X
ESHRHEFEAHER, file-policy #1 storage X%,
{5l

Request: GET /rest/agents/3/policy/3/storage
Response: 200 OK

"id": 84,

"protocol”:"smvbl",
"host": "nfs.sfc.local",
“share_path": "/sfc",
"share_pass": "PasswOrd",
"options": "port=112, sec=ext,noexec",
: "type": "network-share"
PUT
TS
ZH iR
<>
K&
(T 4
204 TERCY), (ERESEMESR, AR
ML,
205 RO, HBEIEREE,
400 TR RIS RER, EEHF Warning ik DK
INEIEZESSH
401 L ATERAREILINIE,
403 AAZA G 1T P B8 AR 7 D RE IR S
404 AR EATEE {id BT, BAESAE
{binding_id} H4HE sk A 45 7E {storage_id} BITFfif
&, HZ AR,
406 Accept hrsk N BN Z KRN AR,
500 ﬁg? WIS, 1EAE Warning brk DRECE %
'f%‘/ AhYe)
503 Mk%5 #siR35 A AT M. TEEH Warning frsk DLREE
EZEISS
=X
B2HEEFEGE, file-policy f storage M4,
il

Request: PUT /rest/agents/3/policy/3/storage
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"id": 3,
"path": "/mrslate/company",
"key": "company",

"data_type_id": 7,

"group_set_id": 4,

"storage": {

“protocol”:"smvbl",

"host": "nfs.sfc.local",

"share_path": "/sfc",

"share_pass": "PasswOrd",

"options": "port=112, sec=ext,noexec",
"type": "network-share"

”%ype”: "file-policy"

Response: 205 Reset Content

PATCH
EigB
8 4
<Je>
K&
(] 4
204 EREY), (ERESEMER, ANHEREE P
MR R
205 ERE Y, HBEIRCER,
400 TE R RS ORER, 1EEH Warning ik DR
HUE 245 E.
401 S RTERARZEILINIE,
403 A 1T P B8 SRR e D REIR S
404 A EATEE {id} RERET., BART
{binding_id} M4 E K E B AT {storage_id} HITF(E
NER, I HZAAREF R,
406 Accept TRk WAL E N Z ZHRFIN AR,
500 KT NERHR, 1EEE Warning fr3k DEREUE %
{gl%\o
503 A&k AT H. 1EEE Warning frsk PAIRECE
EZE
=
B2 HREEFEGEI, file-policy F1 storage X%,
=
Request: PATCH /rest/agents/3/policy/3/storage
1
"storage": {1
"id": 1,
“protocol”:"smvbl",
"host": "nfs.sfc.local",
"share_path": "/sfc",
"share_pass": "PasswOrd",
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"options": "port=112, sec=ext,noexec",
"type": "network-share"

"type": "file-policy"
¥
Response: 205 Reset Content

/agents/{id}/features

GET
EFifSHK
S ik
<Te>
REB
vz ik
200 i . =2 (AR 1 25 BT i SR A ERAR - T RE,
401 METERARLILINILE,
403 ARAY HTH P TIRA
404 HAFEEHEE {id} FARERET,
406 Accept bRk ik BN SZ TR N B 287
500 RAETNERHEIR, 1EEE Warning b3k DISKECE £
HE,
503 RS ARG AR, 1EEE Warning Frk DARECE
ZEE,
EX
B2 HEEFESE agent_feature M4,
]l

Request: GET /rest/agents/1/features

Response: 200 OK
1

"policy": {
"has_feature": true,
"state": 1,
"type": "agent_feature_status"

“Qolume”: )
"has_feature": false,

"state": 0,

"type": "agent_feature_status"
"su_block": {

"has_feature": true,

"state": 1,

“"type": "agent_feature_status"

“6bjstore“: 1
"has_feature": false,
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"state": O,

“"type": "agent_feature_status"

”éype”: "agent_feature"

/agents/{id}/features/{feature}

GET
Fig8
28 iR
<Je>
RE
(] iR
200 e 7 B AR L & i Sk B ERAE 2 D RE.
401 YETERAREILINIE,
403 ARAYFTH P TIRAY
404 BAZNEE5E {id} F1 {feature} FIRIEREZ,
406 Accept tRL NI B N SR NS 2R,
500 KA TNFEETR, 1EEH Warning brsk DAIRECE %
B
503 R eeIRE AT H, 1EEE Warning Frk DIRECE
EZREISH
=

B2 RNREREFESE agent_feature_status S,

il

Request: GET /rest/agents/1/features/policy

Response: 200 OK
"policy": {
"has_feature": true,
"state": 1,
"type": "agent_feature_status"
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202 BESS R P EHIIAE, Location ARk 2 1%
RN URL, DA TIRASK A,
400 R TR R ER, 1EEHE Warning hrsk DR
B 215 R
401 HTTERAREISINIE,
403 AFIRCY 11 F P B 2RI e DO REIR S
404 AR B G52 {id} Al {feature} HIREEFEST,
406 Accept TRk WAL E N Z I HRFIN AR,
500 KA T NEREEIR, TEEE Warning bRk DIREE £
{%‘/%\O
503 AR%S 23RS Rl H. TEE R Warning brsk DAIKEE
Z(ER.
=X
B2 HREEFESGE agent_feature_status MR,
il

Request: PUT /rest/agents/3/feature/policy

"has_feature": true,
"state": O,
“"type": "agent_feature_status"

%
Response: 202 Accepted | Location: /rest/jobs/schedulers/9

PATCH
EigSH
S iR
<>
K75
(T iR
202 KERPE R EFHIIRE, Location ARk 42 {Hi%
ENLAY URL, DA TIRGSHK A,
400 R FRIISARIER, 1EEE Warning brsk AR
EEZER,
401 LATERARZIS INIE,
403 ARAZAN G 11 B ORI G E
404 HAFEEHEE {id} 7 {feature} FIARIEEFEF,
406 Accept Hrsk N B R 2 KRN A A,
500 7%%7 NEREEIR, TEAE Warning b3k DUIREE £
503 H;i%gﬂ&%ﬁﬁfﬁ% . THEHE Warning bk UIKEE
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B’

B2 HREEFESGE agent_feature_status MR,

il

Request: PATCH /rest/agents/3/feature/su_block

"state": 0,

Response: 202 Accepted | Location: /rest/jobs/schedulers/9

/agents/{id}/tools
GET
EFiSH
28 iR
<>
K&
] iR
200 e i AR B & FriE Sk RS 7 T B
401 METERARLILINIE,
403 A 2 /i1 T
404 HAFEEHEE {id} FARERET,
406 Accept tRk W B N Z TR N A 2T
500 KT NERHEIR, 1EEE Warning b3k DISRECE £
(B9
503 AR eeARES AR H, TEEF Warning brk DIIRECE
ZER.
1#
EZRNEEFE A agent_tool WA,
]

Request: GET /rest/agents/1/tools

Response: 200 OK

"tool_id": 1,
"purpose": "BACKUP",
Ilkeyll : {
"id": 3,
"name": "Normal",
"autogen": false,
"scope": "User",
"notes": "The key used for general encryption",

"versions": [

$
“id": 3,
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"version": 1,
“current": true,
"timestamp": 1523371339398
3
]

'ctive”: true,
“"type": "agent_tool"

i

fo
{
"tool_id": 2,
"purpose": "RESTORE",
n key n : {
"id": 3,
"name": "Normal",
"autogen": false,
"scope": "User",
"notes": "The key used for general encryption",
"versions": [
{
"id": 3,
"version": 1,
“current": true,
"timestamp": 1523371339398
b
]
Fo
"active": true,
“"type": "agent_tool"
fo
{
"tool_id": 3,
"purpose": "OBJSTORE",
n key n : {
"id": 3,
"name": "Normal",
"autogen": false,
"scope": "User",
"notes": "The key used for general encryption",
"versions": [
"id": 3,
"version": 1,
“current": true,
"timestamp": 1523371339398
%
]
Fo
"active": true,
"type": "agent_tool"
]
POST
EigsH
2 iR
<JE>
K&
HAg iR
202 KES SR AIE ST, Location hrk i
HEZIELAY URL, DA THIRGSH A,
400 TR RIS RER, EEH Warning sk DK
INEIEZESSH
401 L ATERAREIL INIE,
403 AT A RIEAR 7 O 5T
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406 Accept TRk WAL BN Z I HRFIN AR,
409 IERF SIE RERFHEMZE,
500 KA TNEHETR, TEEE Warning trsk DUIKEE 2
BEE,
503 RS ARG AR, 1EEE Warning b1k DIKECE
ZER.
530
BEZHAHEEFEEE agent_tool N4,
{5l

Request: POST /rest/agents/1/tools

{
"tool_id": 1,
"purpose": "BACKUP",
"key": “toolKeyB”
"active": true,
"type": "agent_tool"
b

Response: 202 Accepted | Location: /rest/jobs/schedulers/9

/agents/{id}/tools/{tool_id}

GET
TFifs
2 ik
<TC>
REB
vz HAR
200 M . AR 25 i SR A ERAR e T B
401 MAETIE KRG INIE,
403 ARARY ETH TR
404 HAFBEAHEE {id} F {tool_id} FIFCHEFET,
406 Accept Frk W B N2 RN AR,
500 KT NERHIR, 1EEE Warning b3k DUKECE 2
{%‘I%\O
503 Hﬁ%%jﬂﬁ%%ﬂ)ﬂ . 1HAE Warning br3k DAIKECE
EZEISH
#EX

HS RN FE G agent_tool R,
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il
Request: GET /rest/agents/1/tools/1

Response: 200 OK

"tool_id": 1,
"purpose": "BACKUP",
”key” : {
"id": 3,
"name": "Normal",
"autogen": false,
"scope": "User",
"notes": "The key used for general encryption",

"versions": [

"id": 3,
"version": 1,
"current": true,
"timestamp": 1523371339398
3
]

}I

"active": true,

"type": "agent_tool"

PUT
Eigs#
S i
<>
K&
(AT g
202 RAER PP ERIIRE, Location AR iH2 it
TEMLAY URL, DA TIRESHR A
400 R ERIEAARIER, 1EEE Warning bRk DK
BEZER,
401 S FTIERARZEITINIIE,
403 AN i P SRR P LA
404 BAZIEAHE {id} M1 {tool_id} FIAFFET,
406 Accept FrSk IR B N2 SCRIIN AR,
500 ?%gT N R, 1EA A Warning bk DURECE %
503 g{%ﬁjﬂﬁ%ﬂ‘ﬂ)ﬂ o 1HEH Warning Fr3k DARECE
=3l
HZ AR RS agent_tool X4,
w5
?equest: PUT /rest/agents/86/object_store
: "id": 11,
"mofn": "2:3",
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"certificate": {

"id": 45,

"agent_id": 90,

"subject": "CN=192.168.1.26",

"fingerprint":
"432663eaf2ael8e44bed1a9185f1b7cd7e902cdbdc7006b884a2ec678fcedb9b”,

"expiry": 1606341305000,

"has_privkey": true,

"state": "ACTIVE",

Ilno.tesll: nn
"type": "agent-certificate"
“Backends“: [
"id": 25,

"url": "https://s3.us-south.objectstorage.softlayer.net",

"key_id": "owerjl78937jkjkj8888",
"api_key": null,

"auth_type": "S3_IBM4",

“share": 1,

"type": "object-store-backend"

“id": 26,

"url": "https://s3.us-south.objectstorage.softlayer.net",

"key_id": "78937jkjkj9owerjl999",
"api_key": null,

"auth_type": "S3_IBM4",

"share": 2,

"type": "object-store-backend"

“id": 27,

"url": "https://s3.us-south.objectstorage.softlayer.net",

"key_id": "7jkjkj9ower7893j1999",
"api_key": null,
"auth_type": "S3_IBM4",
"share": 3,
"type": "object-store-backend"
%

i
"credentials": [
1

"id": 17,
"key_id": "344Q75QUHMTRYUCN4QT7",
"access_key": null,
"auth_type": "S3_IBM4",
"type": "object-store-credential"

"id": 18,
"key_id": "411QJK9Y5450MWALTKY5",
"access_key": null,
"auth_type": "S3_IBM4",
"type": "object-store-credential"
3
1p
"buckets": [

"id": 17,
"name": "bucketl",
"log_denial": false,
"policy": [

1

"id": 33,

"cred_id": "344Q75QUHMTRYUCN4QT7",
"access": "RO",

"log": false,

"type": "object-store-bucket-policy"

"id": 34,

"cred_id": "411QJK9Y5450MWALTKY5",

"access": "RW",

"log": true,

"type": "object-store-bucket-policy"
%

i
ype": "object-store-bucket"

"id": 18,
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"name": "bucket2",
"log_denial": false,
"policy": [
{
"id": 35,
"cred_id": "344Q75QUHMTRYUCN4QT7",
"access": "RW",
"log": true,
"type": "object-store-bucket-policy"
}I
{
"id": 36,
"cred_id": "411QJK9Y5450MWALTKY5",
"access": "WO",
"log": false,
"type": "object-store-bucket-policy"
b
1g
"type": "object-store-bucket"

¥
]

o
"source": 0,

“snapshot": false,

"snapshotIndex":
"object-store"

"type" .
3

0,

Response: 202 Accepted | Location: /rest/jobs/schedulers/9

PATCH
S
S iR
<>
K&
A5 R
202 WERS R R EHITIGE, Location FRskid42 A%
ALY URL, DA TIRGSHK A,
400 HER BRI AR ER, EEE Warning i3k DUR
TG IEZE)SW
401 L ETIERARZILINIIE,
403 ARIZIE Hil P S ORI E
404 EAZNEAHEE {id} #1 {tool_id} FIIEREF,
406 Accept RSk AR B RS2SR A AL,
500 7%%7 RS IR, 15&F Warning bk AFKEE %
503 MR 2RSS A A, 1EEE Warning frsk DURECE
215 R,
EEY

BEZHREEFEEE agent_tool N4,

il

Request: PATCH /rest/agents/1/tools/1

]
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"key": “toolKeyB”
%

Response: 202 Accepted | Location: /rest/jobs/schedulers/9

DELETE
EFBE
2 iR
<Te>
REB
A iR
202 Al E L SRA R MIBR, TEZE Location Fr3kPASE
BENk URL,
204 kR E R
401 METERARLILINIE,
403 ARARY HTH PTG
404 HAZEATEE {id} # {tool_id} WA/, HiZHF
ZHIARTFAE
406 Accept b3k B N2 LN A,
500 %ET WEREEIR, A E Warning br3k DUIKEHE %2
503 IR%5 2RSS AT, 1E&E Warning br3k DAIRECE
258,
E
]

Request: DELETE /rest/agents/1/tools/1

Response: 202 Accepted | Location: /rest/jobs/schedulers/9

/agents/{id}/object_store

GET
EFigEH
2 iR
<>
REB
vz iR
200 e i = R L & Frid Sk AR ERE 2 T 2

ZENRIEEF 125



401 L ETIERARZILINIIE,

403 ARIE) 2 1l F P AT

404 BAZIBARE {id} FRERERT,

406 Accept RSk AR B RS2SR A AL,

500 ?%%T PIEREE IR, 15AF Warning Frk AFREE %2
503 MR 28Ik AR, 1EEE Warning frsk DURECE

215 R,

EEY

HZRREEFEERK, “WREE N,
il

Request: GET /rest/agents/1/object_store

Response: 200 OK

1

”id”: 9’

"mofn": "2:3",

"certificate": {
"id": 42,
"agent_id":
"subject":
"fingerprint":
"expiry": 1606341293000,
"has_privkey": false,
"state": "ACTIVE",
"notes": ",
"type": "agent-certificate"

86,
"CN=192.168.1.27",

“Eackends“: [

Ilidll:
"url":
"key_id": "owerjl78937jkjkj8888",
"api_key": null,

"auth_type": "S3_IBM4",

"share": 1,

"type": "object-store-backend"

19,

Ilidll:
"url":
"key_id": "78937jkjkj9owerjl999",
"api_key": null,

"auth_type": "S3_IBM4",

"share": 2,

"type": "object-store-backend"

20,

Ilidll:
"url":
"key_id": "7jkjkj9ower789371999",
"api_key": null,

"auth_type": "S3_IBM4",

"share": 3,

"type": "object-store-backend"

21,

¥

'Iedentials“: [

]

"id": 13,

"key_id": "344Q75QUHMTRYUCN4QT7",
"access_key": null,

"auth_type": "S3_IBM4",

"type": "object-store-credential"

“id": 14,

126 IBM Multi-Cloud Data Encryption Hi SPx® f2fitH R3¢

"https://s3.us-south.objectstorage.softlayer

"https://s3.us-south.objectstorage.softlayer

"24d2327171ce69c5080081579f2bedddc3£c19ca988b8030c430460df17a931b",

"https://s3.us-south.objectstorage.softlayer.net",

.net",

.net",
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"key_id": "411QJK9Y5450MWALTKY5",
"access_key": null,
"auth_type": "S3_IBM4",

"type": "object-store-credential"
b
1p
"buckets": [
"id": 13,
"name": "bucketl",
"log_denial": true,
"policy": [
{
"id": 25,
"cred_id": "344Q75QUHMTRYUCN4QT7",
"access": "RO",
"log": false,
"type": "object-store-bucket-policy'
}I
{
"id": 26,
"cred_id": "411QJK9Y5450MWALTKY5",
"access": "RW",
"log": true,
"type": "object-store-bucket-policy
b
1g
"type": "object-store-bucket"
o
1
"id": 14,
“name": "bucket2",
"log_denial": false,
"policy": [
{
"id": 27,
"cred_id": "344Q75QUHMTRYUCN4QT7",
"access": "RW",
"log": true,
"type": "object-store-bucket-policy
o
1
"id": 28,
"cred_id": "411QJK9Y5450MWALTKY5",
"access": "WO",
"log": false,
"type": "object-store-bucket-policy'
b
]I
"type": "object-store-bucket"
%
]I

"source": 0O,
"snapshot": false,
"snapshotIndex": O,
"type": "object-store"

1
PUT
EFiSH
2 ik
<Te>
REB
RS ik
200 i . = (AR B 25 BT SR AR ER AR s T 2
401 METERARLILINILE,
403 ARAY HTH P TIRA
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404

EARIEATEE {id} BB,

406

Accept bRk IR BN AZ SR AR,

500

KT NERHEIR, THEE Warning br3k DURIE 2
(EI=

503

MR35 asiRos A nl . 1EAH Warning Rk DIREUE
ZIEE.

(b2

HS RN

il

A,

R WNER,

Request: PUT /rest/agents/86/object_store

$
{
g

11,
"mofn":

hp.3n,

"certificate": §

Ilidll:
"agent_id":
"subject":

45,
90,
"CN=192.168.1.26",

"fingerprint":
"432663eaf2ael8e44bed1a9185f1b7cd7e902cdbdc7006b884a2ec678fcedb9b”,

"expiry":

1606341305000,

"has_privkey": true,

"state":
"notes":
Il.typell :

"ACTIVE",

"agent-certificate"

“Backends“: [

¥
]
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"id": 25,

"url": "https://s3.us-south.objectstorage.softlayer.net",

"key_id": "owerjl78937jkjkj8888",
"api_key": null,

"auth_type": "S3_IBM4",

"share": 1,

"type": "object-store-backend"

"id": 26,

"url": "https://s3.us-south.objectstorage.softlayer.net",

"key_id": "78937jkjkj9owerjl999",
"api_key": null,

"auth_type": "S3_IBM4",

"share": 2,

"type": "object-store-backend"

“id": 27,

"url": "https://s3.us-south.objectstorage.softlayer.net",

"key_id": "7jkjkj9ower7893j1999",
"api_key": null,

"auth_type": "S3_IBM4",

"share": 3,

"type": "object-store-backend"

'redentials“: [

"id": 17,

"key_id": "344Q75QUHMTRYUCN4QT7",
"access_key": null,

"auth_type": "S3_IBM4",

"type": "object-store-credential"
"id": 18,

"key_id": "411QJK9Y5450MWALTKY5",
"access_key": null,

"auth_type": "S3_IBM4",

"type": "object-store-credential"
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]

"buckets": [
"id": 17,
"name": "bucketl",
"log_denial": false,
"policy": [
1
"id": 33,
"cred_id": "344Q75QUHMTRYUCN4QT7",
"access": "R0O",
"log": false,
"type": "object-store-bucket-policy"
§o
i
"id": 34,
"cred_id": "411QJK9Y5450MWALTKY5",
"access": "RW",
"log": true,
"type": "object-store-bucket-policy"
¥
] r
"type": "object-store-bucket"
o
1
"id": 18,
"name": "bucket2",
"log_denial": false,
"policy": [
i
"id": 35,
"cred_id": "344Q75QUHMTRYUCN4QT7",
"access": "RW",
"log": true,
"type": "object-store-bucket-policy"
o
1
"id": 36,
"cred_id": "411QJK9Y5450MWALTKY5",
"access": "WO",
"log": false,
"type": "object-store-bucket-policy"
3
i
"type": "object-store-bucket"
3
i
"source": 0O,
"snapshot": false,
"snapshotIndex": O,
"type": "object-store"

%

Response: 202 Accepted |

Location: /rest/jobs/schedulers/9

PATCH

TS

28 ik

<>

K&

A5 g

202 KAE RSP ERHDIRE,  Location AiskiGH2 1%
TENVAY URL, DAHTIRESRE,

400 R FRIME AL, EEE Warning trsk DUk
iV EZEZESSW

401 HATERAREIL INIE,
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403 AR HiT P B ORISR E
404 BAZIAAYEE {id} RHERET,
406 Accept Tk NI B 952 SR N B A,
500 KAETNEREER, 1EEE Warning ir3k DUREUE £
él‘l‘\o
503 IRS5#RARSS AT, 1HEE Warning F13k DARECE
EZEISS
=X
ESRMREFESEN, “NREE NER,
w5l
Request: PATCH /rest/agents/1/object_store
i
“id” : 11,
“credentials” :[{
“id” : 17,
1 “key_id” : “244Q75QUHMTRYUCN4QT7"
“éype” : “object-store”

Response: 202 Accepted | Location: /rest/jobs/schedulers/9

/agents/{id}/object_store/credentials

POST

S

2 Tipuy

<none>

K&

A5 R

200 M, = AR B 5 AT SRR 7 R

401 L FTIERARZILINIIE,

403 ARIE /T P EA TR

404 BARIRAE {id} FRERER,

406 Accept RSk AR B RS2SR A AL,

500 RAET R, THER Warning brsk URICE S

503 MR 2RSS AT, 1EEE Warning frsk DURECE
2158,

Bk

EZRNRHEEFESE, object_store MR FHEIEN S
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Nl

Request: POST /rest/agents/1/object_store/credent

"key_id": "344Q75QUHMTRYUCN4QT7",
"access_key": "hdclImOt2kQ7xxchmRkGxZyuGfG1lOn
"auth_type": "S3_IBM4"

¥

Response: 202 Accepted | Location: /rest/jobs/sch

ials

otActualKey",

edulers/9

DELETE
HSH
S R
<none>
K&
vz R
202 WBESS R ERTIGE, Location FR3IGHEALIZ
ENLAY URL, DAHTIRESH &,
400 R ERIEAARIER, 1EEE Warning Frk DIk
HEZER,
401 LHTTE RAREISINIE,
403 ARIZBCY H A P E AR LA,
404 BARIBATEE {id} # {cid} AR,
406 Accept hrsk W B R Z KRN AR,
500 {7%%7 WEREEIR, 1A E Warning bRk DIFRECE £
503 AR5 2RSS AN Al . 1EEE Warning F7k DURECE
EZEISS
ik
BE2HHEEFEEGE, object_store FIFIEXN R,
NG

Request: DELETE /rest/agents/86/object_store/credentials/<cid>

Response: 202 Accepted | Location: /rest/jobs/schedulers/9

/agents/{id}/object_store/buckets

GET
GET &S5

28

[

<none>

KRR
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vz iR

200 M 7 3 (K 6 & B il SR AR TR

401 HTTERAREISINIE,

403 RIS A EATRAL

404 BRI A G1EE {id} H HIEEXN RAFEEMFE X R
HEF,

406 Accept hrsk NI BN Z RN A KT,

500 %g?ﬂ%%ﬁo%EEmegﬁ%uﬁmEz

503 giﬁ%%ﬁﬂ%oﬁéﬁmemﬁ%uﬁmE

i

EZRARERFEAEN, “NREM RPN RAEEX N R,

il

Request: GET /rest/agents/1/object_store/buckets

Response: 200 OK
[

1
"id": 17,
"name": "bucketl",
"log_denial": true,
"policy": [
1
"id": 33,
"cred_id": "344Q75QUHMTRYUCN4QT7",
"access": "RO",
"log": false,
"type": "object-store-bucket-policy"
}I
1
"id": 34,
"cred_id": "411QJK9Y5450MWALTKY5",
"access": "RW",
"log": true,
"type": "object-store-bucket-policy"
3
15
"type": "object-store-bucket"
§o
i
"id": 18,
"name": "bucket2",
"log_denial": false,
"policy": [
1
"id": 35,
"cred_id": "344Q75QUHMTRYUCN4QT7",
"access": "RW",
"log": true,
"type": "object-store-bucket-policy"
§o
i
"id": 36,
"cred_id": "411QJK9Y5450MWALTKY5",
"access": "WO",
"log": false,
"type": "object-store-bucket-policy"
¥

"type": "object-store-bucket"
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POST

HiSE

2 ik

<nhone>

KA

vz ik

200 Wi B A 0 5 BT A SRR 7 T B

401 LT RARLITINIE,

403 AR A B PTG

404 BAFEEEE {id} } I R EER R,

406 Accept bRk B N2 RN AR,

500 RAETNEREIR, TEEE Warning bRk AFREE %2
ERo

503 RS2SRSS AR, 1EEE Warning b1k DURECE
ZEE,

Bixt

ESHREREFEAHEK, object_store AR FHIFFIEX X%
ENG]

Request: POST /rest/agents/1l/object_store/buckets

{

"name": "bucketl2",
"log_denial": true,

"policy": [
{
"cred_id": "344Q75QUHMTRYUCN4QT7",
"access": "RO",
"log": false,
"type": "object-store-bucket-policy"
5
{
"cred_id": "411QJK9Y5450MWALTKY5",
"access": "RW",
"log": true,
"type": "object-store-bucket-policy"
%

i
"type": "object-store-bucket"

Response: 202 Accepted | Location: /rest/jobs/schedulers/9

DELETE

HHSE

28 iR

<none>

K&

R R

202 BB E A EHTIIEE, Location bRkl ti%
fENLA URL, PAHTIRESKRE,
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400 ERFERAE A ERM, EEE Warning b33k UK
B 25 5

401 METERARLILINIE,

403 EREGE LI RE TRy IS =

404 HAFIEETEE {id} F1/5¢ {bucket id} FICHEFET,

406 Accept Frk W B N2 RN AR,

500 RAETNERHEIR, 1EEE Warning b3k DISKECE £
'fgzﬁ\o

503 MRS 24IRSG AT, 12 E Warning 573k DAKECHE
EZEISS

Bixt

BEZRANRHEEFRESH, object_store MR FHIFEIEX K5

ZNl

Request: DELETE /rest/agents/86/object_store/buckets/<bid>

Response: 202 Accepted | Location: /rest/jobs/schedulers/9

/agents/{id}/object_store/buckets/<bid>/policy

POST
S
S iR
<none>
K&
vz R
200 M 7 3 (AR C0 & B i SR AR 7 TR
401 HTTE RAREISINIE,
403 RIS AT EATRAL
404 BAZIEAHE {id} H1/5 {bucket_id} FRIRFEST
406 Accept hrsk WIS BN Z KRN A KA,
500 {7;}%7 WERES, 1EAE Warning bRk DR %
503 H;i%jﬂﬁ%mﬂﬂ%o T2 A Warning tr3k DUKECE
i

ESHRHEFEEHEK, object_store MR AFEEX A Z NSRS 5

Nl

Request: POST /rest/agents/1/object_store/buckets/<bid>/policy

]
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"cred_id": "344Q75QUHMTRYUCNA4QT7",

"access": "RO",
"log": false,
; "type": "object-store-bucket-policy"

DELETE

HiSH

ZH ik

<none>

K&

(%] ik

202 BERPE P ERIIRE. Location Ark 42 (ki
TEMLEY URL, DA TIRESH A,

400 R RIS AARIER, 1EEE Warning frsk DK
BHEZER,

401 S FTIERARZETINIIE,

403 ARAZBCH T P E R TE,

404 BOAZIBATEE {id} #M1/8 {bucket_id} #1/8¢
{policy_id} FIHEFEF,

406 Accept RSk WAL E N Z I HRFIN AR,

500 RA TSR, 1HEH Warning trk DUAEUE 2
{%‘I%\O

503 W%ﬁ%%ﬁﬂ%o%EEWmmmﬁ%uﬁmﬁ
ZER.

B

ESHRHEFEEEK, object_store MR AFFEEX A F NSRS 5

Nl

Request: DELETE /rest/agents/86/object_store/buckets/<bid>/policy/<pid>

Response: 202 Accepted | Location: /rest/jobs/schedulers/9

/agents/{id}/policy/<pid>

RrE B RPN ERIED

GET

HISR

28 s

<none>

IR

(%] s

200 M 7 = (AR B35 BT SRR P e 4
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401 METERARLILINILE,

403 AR A B PTG

404 WA EETEE {id} RERR, HizRERR 2
AR, N TR, certificates B
BIRARFAE, Bz,

406 Accept bRk B N2 RN AT,

500 KT NERHEIR, 1EEE Warning i3k DISKECE £
HE,

503 RS ARG AR, 1EEHE Warning b1k DURECE
ZEE,

Bixt

E2RNRERFESHEK, agent-certificate XA,

Nl
Request: GET /rest/agents/4/certificates
Response: 200 OK
[

i "subject": "CN=localhost,OU=Development,0=Test.,L=Test,ST=CA,6C=US",
:giB§§§E?igz;é7;§égggsg?aaa1182b32e160dff4955bb2064d2d0b“,
:%3;é“?'“agent-certificate“
]
POST
HISR
28 fiipay
<none>
KRR
(%] ik
201 CAIEIET, Location frkKHRFLHTIET Y URL,
400 TR ERBIREALER. 7EE%E Warning b3k DR
HIEEZE)SW
401 HATIERARZISINIE,
403 ARAZBCH R O UEA,
406 Accept bRk iR BN SZ ST A R,
409 HOEH 5 BUA U R,
500 {7%;!57 NS IR, 1E&F Warning Frk DIKEE %
H./Gho
503 MR35 @ik A nl . 1EAH Warning Rk DIREUE
ZIEE.
B
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BSHNEREFEEHNK, agent-certificate MR, Wi: id NELFTRFE, WANEXETE,
N/l

Request: POST /rest/agents/4/certificates

{

"id": 4,

"type": "client-file",

"href": "/rest/files/upload/4"

"notes": "After expiration, contact person@example.com for a new one"
%

Response: 201 Created | Location: /rest/agents/4/certificates/7
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4 9 5 HIKH

jusers
I AR S5 22 A FH P
GET
EFBE
2R R
<>
K&
ez R
200 M B AR B S A E A P
401 METERARLITIANUE,
403 AR /1T A TR
406 Accept bRk W B N2 TR AR,
500 VigT NEREEIR, TEEE Warning hrk DUEE 2
'fl%‘/ AhYe)
503 AR5 eSS AT, 1E#EHE Warning b1k DAIRECE
Z1ER.
1530
i

"type": "array",
"minItems": 1,
"uniqueltems": true,

"items": [
"‘type" : ”Object” ,
"required": [ "type", "username",
"password", "password_confirm", "state", "roles", "properties"],

"additionalProperties": false,
"properties": {
"type": { "enum":

[ "user" ] %,

"username": "number",
"password": "string",
"password_confirm": "string",
"state": §{ "enum": [ "enabled",
"disabled", "expired", "locked" ] %,
"roles": {
Iltypell : Ilarrayll ,

"minItems": O,
"uniqueItems": true,
"items": [

i "type": "string" %

o

"properties": {
"type": "object",
"required": [ "notes",

"additionalProperties":

"properties": {
"notes": "string",

"passwordlLastModified"],
true,




"passwordlLastModified": "number",
3
¥

¥

5l
Request: GET /rest/users
Response: 200 OK

[
i
"type": "user",
"username": "admin",
"password": null,
"password_confirm": null,
"state": "enabled",
"roles": ["product-administrator", "admin"],
"properties": {
"notes": "Paul’ s user account",
"passwordlLastModified": 1460911763077
¥
]
POST
EigsH
2 iR
<JE>
KA
g L4
201 CAIZEHF. Location Fr3k K2 LHTFH F Y URL,
202 HERBE O, Location Frk 2%
fENVAY URL, DAHTIRESHE,
400 TERFARESONER, 1EEF Warning tr3k AR
BEZER.
401 MHTTE RAREISINIE,
403 ARG 1T A g # P
406 Accept hrsk N BN Z RN AR,
409 R P 5 P REEE,
500 RAETNERSER, 1EEE Warning i3k DUREUCE £
R
503 IR55 2SI, 1HEE Warning Fr3k DURECE
EZE1SS
1=

BESHEHA PRGN, user &, B RMILHE properties.passwordLastModified
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il
Request: POST /rest/users
i

Il.typell: “LISeI“,
"username": "admin-joe2",
"password": "MyPasswordl2345",
"password_confirm": "MyPassword12345",
"state": "enabled",
"roles": ["policy-server-administrator"],
"properties": {
"notes": "By management request, a second user account for Joe.",
b

b
Response: 202 Accepted | Location: /jobs/67

[/users/{username}
FEENRSS 2P
GET
EigBH
ZH ik
<Je>
K&
(] 4
200 Wi 7 3= (AR 0 25 FT i SRR P
401 LATERARZEIS NIE,
403 AR IR 4 JiT P TRAL
404 HWAZIEGTEE {username} U, HiZH P ZHi
RAFE
406 Accept Tk NI B NS SR N B R A,
500 KA THNERHEIR, EEE Warning brsk DIREE 2
BR.
503 AR5 #ARSS AT, 1HEE Warning F13k DARECE
28R,
=X
ESRHPEEREK, user M4,
w5l
Request: GET /rest/users/admin
Response: 200 OK
i
"type": "user",
"username": "admin",
"password": null,
"password_confirm": null,
"state": "enabled",
"roles": ["policy-server-administrator", "admin"],
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"properties": {
"notes": "',
"passwordLastModified": 1460911763077

3
DELETE
EFEBE
2 R
<Te>
REB
A R
202 AN E SR MIBR, TEZE Location Fr3kPASE
BUEVL URL,
204 kR E R
401 METERARLILINIE,
403 ARARY HTH PTG
404 HWAZIEGEE {username} U, HiZH P ZHi
RFAEL
406 Accept Fr3k ik B N2 RN A A,
500 KT NERHEIR, 1EEE Warning bRk DISKECE £
B
503 IR%5 2RSS AT, 1E#E Warning br3k DAIRECE
258,
E
DELETE HFARKIEFIR
{5l

Request: DELETE /rest/users/admin

Response: 202 Accepted | Location: /rest/jobs/5

PATCH
TS
S8 ik
<>
K&
(T iR
202 EONEECREIE S, 1EAFE Location Hr3kDAIK
Bk URL,
204 HROHY), ERESEIES, REERFE
HUfiZR R,
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205 HRCEY), HRFECER,
400 R BRI ER, HEE Warning bRk D3k
BHEZER,
401 SRTERAREILINIE,
403 RIZBCHFTH P E S
404 HAFIEATEE {username} AP, HiZA P 2l
RAFAERS
406 Accept HRSk iR BN SR A A,
409 Xt P AT B 25 5 — F AR SR,
500 ?%gT MR R, 1EA A Warning bk DURECE %
503 g{%%jﬂﬁ%%ﬂ)ﬂ o HEHE Warning trk DURECE
=l
WHSRHEPEAERA, user %R, BB HA type Fl username 27 7E.
w5l
Request: PATCH /rest/users/admin
: "properties": {
"notes": "updated notes for Paul",
%fype”: "user"

3
Response: 205 Reset Content

PUT
EigsH
S8 ik
<Je>
K&
g ik
202 BRI R EE Y, 1EEE Location frsk Ak
U/l URL,
204 THREHY), HEREESETER, AFERFE S
MR,
205 TERCEAT), HBEFRECER,
400 R ERAEAARIER, 1EEE Warning brk DIk
HEZER,
401 HTE RAREILINIE,
403 ARAZACY TP EBH P
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404 HAFNEETEE {username} A, HiZHF 2R
KAEtEIL
406 Accept trk WAL B 95 AR N B R,
409 X P AR B8 2 5 S — N F PSS,
500 KAETNEREER, 1EEE Warning in3k DUREUE £
%‘/u‘\o
503 IRS5#RARSS AT, 1HEE Warning F13k DARECE
EZEISS
=X
ESRHPEEREK, user M4,
w5l
Request: PUT /rest/users/admin
i
IltypeII: IluseIII'
"username": "admin",
"password": null,
"password_confirm": null,
"state": "disabled",
"roles": ["product-administrator", "admin"],
"properties": {
"notes": " Disabled 2016-04-15 due to temporary reassignment.",
"passwordLastModified": 1460911763077
&

Response: 205 Reset Content

[roles
FIv i ARSS 28 F P fa
GET
TSN
S R
<>
REB
vz IR
200 s E AR RS TE B A e
401 METERAREITINIE,
403 ENEEGI RS iR &
406 Accept Frk W B N2 RN AR,
500 RAETNEER, THEE Warning bRk AFREE %2
{%‘I%\O
503 RSS2k ArT ., 1E&E Warning Fr3k DAIRECE
ZER.
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B’

{
"type": "array",
"minItems": 2,
"uniqueItems": true,
"items": [
"type": "object",
"required": [ "type", "id", "permissions"'],
"additionalProperties": false,
"properties": {
"type": § "enum": [ "rbac-role" ] %,
"id": "string",
"permissions": {
"type": "array",
"minItems": 1,
"uniqueItems": true,
"items": [
1
"type": "object",
"required": [ "type", "id", "actions"],
"additionalProperties": false,
"properties": {
"type": § "enum": [ "rbac-permission" ] %,
"id": "string",
"actions": {
"type': "array",
"minItems": 1,
"uniqueItems": true,
"items": [
{ "‘type": "StIing" }
b
%
]
b
%
b
]
%
w5l
Request: GET /rest/roles
Response: 200 OK
[
{
"type": "rbac-role",
"id": "product-administrator",
"permissions": [
"id": "see-keystore-settings",
"actions": [
"see-keystore-settings"
"type": "rbac-permission"
fo
{
"id": "see-licenses",
"actions": [
"see-licenses"
"type": "rbac-permission"
%
]
b
]
[roles/{id}
e R 55 F P
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GET

EFiSH
28 iR
<Te>
REB
vz iR
200 ma i E RGBS TG kA
401 METERARLILINIE,
403 RS /i TR
404 BAZIEERE {idWAat, HiZzAtZRiREES
406 Accept tRk W B N Z SRR 2R,
500 KA THNIHEIR, 1EEE Warning brsk DIRECE %
(B9
503 AR%eeARS AR H, TEEF Warning brk DIIRECE
ZER.
EX
E2RMAEEESER, rbac-role W&,
]l

Request: GET /rest/roles/product-administrator

Response: 200 OK

1
"type": "rbac-role",
"id": "product-administrator",
"permissions": [
"id": "see-keystore-settings",
"actions": [
"see-keystore-settings"
”%ype”: "rbac-permission”
}I
{
"id": "see-licenses",
"actions": [
"see-licenses"
”%ype”: "rbac-permission"
]
b
/sessions
FI G RS54 - P 216
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GET

S
28 iR
<>
K&
A5 iR
200 Wi B AR L5 B A TS SN R P 20
401 LATER ARG INIE,
403 ARIE 1 TR
406 Accept RSk AR B RS2SR N A AL,
500 7;:4{*;7 WEEIR, 1A A Warning brk DIREUE %
503 ARSs RS AP, 1EEE Warning F7k DAIRECE
2158,
EERY
i

"type": "array",
"minItems": 1,
"uniqueltems": true,
"items": [

"type": "object",
”quUiIed”: [ ”type”, ”id”,
"user", "roles", "activated_permissions", "when_started"],
"additionalProperties": false,
"properties": {
"type": { "enum": [ "web-session" ] %,

"id": "string",
"user": "string",
"when_started": "number",
"roles": §

"type": "array",
"minItems": 0O,
"uniqueltems": true,
"items": [

i "type": "string" %

"activated_permissions": {
"type": "array",
"minItems": O,
"uniqueltems": true,
"items": [

{ ”type”: ”StIing” }

w5
Request: GET /rest/sessions
Response: 200 OK
[

"type": "web-session",
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"id": "1d3eldnegioB01ksj59gedjln5",
"user": "admin",
"when_started": 1460911832224,
"roles": [
"admin",
"product-administrator"
] r
"activated_permissions": [
"add-product-administrator-role",
"approve-agents",
"change-agents",
"change-own-user"

A=
H AR A AT SR EINER P 21,
POST

BRI BRIRAIEIE KT IR TINERTHY HTTP 2R R 30,

TR EE
ALY fk
application/x-www-form-urlencoded TEE— N EATHRH TR BINERZRIRIAIE,
K&
(VT fk
201 2AGEESN.  FEWR Y Location RSkHHR ALY /T
KRGV URL
401 FRUETCRL. FARRIRS TORIERR, B MR - AR
RIACEE,  DAETE RO RIS 3N B RN s/ ME B R
=
1

"type": "string",

"description":
"URL encoded parameter list of j_username,
j_password, and optionally j_directory with
values set to the username, password, and
directory respectively"

w5l
Request: POST /rest/sessions

j_username=admin&j_password=MyPass12345

Response: 201 Created | Location: /rest/sessions/ilet8oc714vekl534fso3uw9

Request: POST /rest/sessions

j_username=admin&j_password=MyPass12345&j_directory=IT_LDAP

Response: 201 Created | Location: /rest/sessions/la2ascg8qi7drlépue3nvvvadz
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A=

B POST $id%%2, CSRF RHLLER, Wk, WIUEES HTTP 216 CEF Ay — ik
GET 13K, /rest/sessions 2—PMRiAIAMBNEND) , REA BB AXTEE S K H POST IERKEFNEINIE

H&1E,
HIHRAEZ, X /rest/sessions T GET, K&EMINES, I HREGEMIMALHA 401 B A X /rest/sessions
AT POST,
/sessions/{id}
FEE RS 2R 21,
GET
EFiBH
S 4N
<>
RED
RAG R
200 i o7 =8 (ACKE L 5 i SR 21
401 YT R ARELILINIE,
403 RIS /i1 TR
404 AR BEATEE {id) s, BIZSIEZRiREA
406 Accept PR N FTIR B N Z RN AR,
500 RAETNEREIR, TEEE Warning bRk AFKEE %2
BE.
503 IR%5 2RSS A AT, 1E&E Warning br3k DAIRECE
EZE)SN
EX
B2HRSTEE AR, sessions XA,
il

Request: GET /rest/sessions/1d3eldnegio00lksj59gedijilnb

Response: 200 OK
{

"type": "web-session",
"id": "1d3eldnegioB0lksj59gedjln5",
"user": "admin",
"when_started": 1460911832224,
"roles": [
"admin",
"product-administrator"

"activated_permissions": [
"add-product-administrator-role",
"approve-agents",
"change-agents",
"change-own-user"
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DELETE

EinS
S SR
<>
K&
A5 iR
204 MERELED, XEME HARRTEAEARL
401 LATER ARG INIE,
500 ?%gT WNHREIR, 1EEE Warning b7k DAREUE %2
EEY
DELETE AKX AR
il

Request: DELETE /rest/sessions/ilet8oc714vekl534fso3uw9

Response: 204 No content
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4 10 &5 fiIR55as e A

/settings

FiA CATH SRS

GET
EigBH
S PN
<>
KEB
HAG ik
200 M . E AR S IR E R IER S RS, X
SIHEAEESEMEEARS,
401 LHTE RAREISINIE,
403 AR TAL Y 1/l P A TN
406 Accept hrk WIS B 5 KRN AR AL,
500 BA TR, 1EEE Warning frsk IRECE 2
B
503 ARFS ARG AR, 1EEE Warning brk DARECE
EZEISS
1=
1
"type": "array",
"minItems": O,
"uniqueltems": true,
"items": [
"type": "object",
"required": ["type","id", "href" ],
"additionalProperties": true,
"properties": {
"type": § "enum": [ "ref" ] %,
"id": § "enum": [ "directories", "keystores"] %,
"href": "string"
&
3
]
&
w5l

Request: GET /settings
Response: 200 OK

[
1
"type": "ref",
"id": "directories",




"href": "/rest/settings/directories",

5
{

Il.typell : “Ief“ ,

"id": "keystores",

"href": "/rest/settings/keystores",
¥

/settings/directories

AR%%49% LDAP BREL B

GET
EifgsH
S8 R
<>
K35
HAG R
200 Wi o AR B 5 - R R R I
401 LHTTE RAREISINIE,
403 AR TAL Y 1l P A TN
406 Accept hrsk N BN Z RN AR,
500 RAE TR, 1EEHE Warning frsk IRECE 2
fBR.
503 IR #RS AT, 1HEE Warning Fr3k DURECE
ZEE.
=X
1
"type": "array",
"minItems": O,
"uniqueltems": true,
"items": [
"type": "object",
"required": ["type", "id", "host", "port", "binddn", "secure"],
"additionalProperties": false,
"properties": {
"type": § "enum": [ "directory" ] %,
"id": "string",
"host": "string",
"port": "number",
"binddn": "string",
"directory_type": { "enum": [ "LDAP", "ACTIVE_DIRECTORY" ] %,
"secure": "boolean"
3
]
&
pE 3=

2 directory_type 1% &>/ ACTIVE_DIRECTORY I, binddn FEUG 4 20%, fEXFIEN F, BIOHHHE R
binddn % &4 null 80275 5 DU AT IR E
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il

Request: GET /rest/settings/directories

Response: 200 OK

[
i
"id": "human-resources",
"host": "192.168.4.114",
"port": 389,
"host": "LDAP",
"binddn": "uid={$username?},cn=humanresources,ou=Groups,dc=example,dc=com",
"secure": false,
"type": "directory"
3
]
POST
EigBK
ZH Ik
<Je>
K&
(] 4
201 ELCIEH T O HZMMEL, Location tr3k¥i1E
HEFTEAL URL,
400 ERFERARE A EM, EEE Warning t33k UK
HURE 215 R,
401 HTE R ARG NIE,
403 ARIZBCE HH P Al H 5%,
406 Accept Tk NI B S SR N B R A,
409 W H®E5IAE B AR,
500 KL TNERHR, 1EEE Warning ir3k DIKECE 2
ERo
503 Mg aiRS AT, TEEE Warning frsk DUREE
Z(ER.
=X
HSHEFESHEN, directory R, WM id NELFRTE, WANIE—NFIAGEZTE,
T
Request: POST /rest/settings/directories
1
"id": "human-resources",
"host": "192.168.4.114",
"port": 389,
"host": "LDAP",
"binddn": "uid={$username?},cn=humanresources,ou=Groups,dc=example,dc=com",
"secure": false,
: "type": "directory"

Response: 201 Created | Location: /rest/jobs/1
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/settings/directories/{id}

¥iE LDAP HRAl &

GET
B
1*".:\65
g DTN
200 M B E A B S RE R O EH RIEE
401 LETERARZIS INIE,
403 AR TAL Y 1l P A TN
406 Accept trk WAL B 95 AR N B R,
500 RAETNERSER, 1EEE Warning irsk DUREUCE £
BR.
503 IRS5 2RSS AT, 1HEE Warning Fr3k DURECE
25,
1=
EZHEHFKREREGHEK, directory %,
il
Request: GET /rest/settings/directory/human-resources
Response: 200 OK
1
"id": "human-resources",
"host": "192.168.4.114",
“port": 389,
"host": "LDAP",
"binddn": "uid={$username?},cn=humanresources,ou=Groups,dc=example,dc=com",
"secure": false,
"type": "directory"
DELETE
TGS
2 A
<JE>
KA
(AY T L
204 IR 2R 2
401 LHTTERAREISINIE,
403 RIS |/ AT
404 BAZIAEAEE {id} HZ, HZERZAIREED
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PUT

406 Accept bRk W B N2 TR AR,

500 ﬁg?ﬁ%%ﬁoﬁﬁﬁwMMgﬁ%uﬁmE%
'f%‘/ AhYe)

503 AR5 eSS AT, 1E#EHE Warning b1k DAIRECE
ZE-,

=

DELETE AR IEEIR

a5

Request: DELETE /rest/settings/directories/human-

Response: 204 No content

resources

EigSH
ZH iR
<>
K&
(AT R
204 ERCY), (ERUSEMESR, AR
HUfR TR
205 HRT T, HEIFECER,
400 TERERIE RN ER, 1EEHF Warning frsk UK
HEZER,
401 L ETERARZITINIIE,
403 AAZACY 1T P B SO AR R
404 BAZIAEAEE {id} HS, HZERZAIREED
406 Accept TR NI B N2 SRR RAY,
409 XF E ST Bk S 5 — A H e,
500 ?%%T NI IR, TEEHE Warning ik DUREE %
503 H;%j%jﬂﬁ%%ﬂﬂ% o HEE Warning trk DURECE
1#:xX
HSREHRESER, directory X%,
ANl

Request: PUT /rest/settings/directories/tenantl
{

"id": "human-resources",

"host": "192.168.2.134",
“port": 389,
"host": "LDAP",
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"binddn": "uid={$username?},cn=humanresources,ou=Groups,dc=example,dc=com",
"secure": false,
"type": "directory"

3

Response: 205 Reset content

/settings/keystores
ARS5 2R BRI &
GET
EiBHK
ZH ik
<Je>
K&
(] 4
200 Wi o7 FE A 0 357 S A R I B
401 MHTIE SRR INIE,
403 AR IR 4 BT P A TRAN
406 Accept Tk NI B 95 SR N B R A,
500 KAETNEREER, 1EEE Warning ir3k DUREUE £
LW
503 RSS2 AT, 1HEE Warning F13k DARECE
Z1ER.
=X
i
"type": "array",
"minItems": 0O,
"uniqueltems": true,
"items": [
1
"type": "object",
"required": ["type", "id", "state", "name",
"product", "host", "port", "keystore", "keystore_alias",
"truststore", "truststore_alias", "truststore_password", "master_keystore_id" ],
"additionalProperties": false,
"properties": {
"type": { "enum": [ "keystore-kmip” , “keystore-hsm" ] %,
"id": "number",
"name": "string",
"state": § "enum": [ "ACTIVE", "INACTIVE" ] %,
"product": § "enum": [ "IBM_SKLM", “HSM” 1] %,
"host": "string",
"port": "number",

"keystore": {
"type": "object",
"required": [ "type", "id", "name", "href"],
"additionalProperties": false,
"properties": {
IltypeII: { IlenumII: [ “Ief” ] }'

"id": "number",

"name": "string",

"href": "string"
“keys%ore_alias”: "string",
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"keystore_password": "string",
"truststore": {
"type": "object",
”quUiIed”: [ "type", ”id”, ||name||’
"additionalProperties": false,
"properties": {
"type": { ||enum||: [ ”Ief” ] }’
"id": "number",
"name": "string",
"href": "string"

"truststore_alias": "string",
"truststore_password": "string",
“hsmpassword” : “string” ,
“hsmtoken” : “string” ,
“key_handle” : “string” ,
"master_keystore_id": "number"

il
Request: GET /rest/settings/keystores
Response: 200 OK

L

"id": 1,
"name": "builtin",

"state": "INACTIVE",

"product": "IBM_SKLM",

"host": null,

"port": O,

"keystore": null,
"keystore_alias": null,
"keystore_password": "skkkkkx'",
"truststore": null,
"truststore_alias": null,
"truststore_password": "skkkkkx",
"master_keystore_id": 0,

"type": "keystore-kmip"

id": 1,

"name": "hsm",

"state": "INACTIVE",
“product": "HSM ",
"hsmpassword": null,
"hsmtoken": “0” ,
"key_handle": “441”
"master_keystore_id": 0O,
"type": "keystore-hsm"

—

POST

" hIef“] ,

(2] filiid

B3 T O R AERE, Location Ar3k¥F
FRAEHTE LAY URL,
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400 ERFERAE A ERM, EEE Warning b33k UK
B 25 5

401 METERARLILINIE,

403 ARIPCEHTH P Al EH %,

406 Accept bRk ik B N2 TR N B 2R

409 FEHXSMA HFHRRAEZE,

500 RAETNERHEIR, 1EEE Warning b3k DISKECE £
,fg /%\ o

503 RS #RES AT, 1EEE Warning brk DARECE
EZEISS

#EX

HSHEHERAEN, keystore MR, WX id NESFEFE, UANKEIZTFR,

w5l

KMIP Keystores:
Request: POST /rest/settings/keystores

{
"name": "standby",
"state": "INACTIVE",
"product": "IBM_SKLM",
"host": "192.168.4.133",
"port": 5696,
"keystore": {
"name": "sklm-client-keystore.jks",
"id": 42,
"type": "ref",
"href": "/rest/files/upload/42"
o
"keystore_alias": "sklmclient",
"keystore_password": "keystorePa55word123",
"truststore": {
“name": "sklm-truststore.jks",
"id": 43,
Iltypell : IIIefII ,
"href": "/rest/files/upload/43"
}I
"keystore_alias": "sklmserver",
"keystore_password": "trustp@ssl23",
"master_keystore_id": 1,
"type": "keystore-kmip"
&

Response: 202 Accepted | Location: /rest/jobs/112

HSM keystores:
Request: POST /rest/settings/keystores

i
IlnameII: Ilhsmll'
"state": "INACTIVE",
"product": "HSM",

"hsmpassword": null,

"hsmtoken": "0",
"keystore_handle": "441",
"master_keystore_id": O,
"type": "keystore-hsm"

3

Response: 202 Accepted | Location /rest/jobs/112
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/settings/keystores/{id}

FrE B ERE
GET
EFiSH
S ik
<Te>
REB
vz ik
200 iy B 3 AR L B R R H R I
401 METERARLILINILE,
403 AR B PTG
406 Accept PRk I B N2 TR N B 2R
500 KA TNERHER, TEEE Warning Rk DUIKEE 2
B
503 RS ARG AR, 1EEE Warning b1k DURECE
258,
E
B2RRHEIREEAER, keystore WA,
]

Request: GET /rest/settings/keystores/1
KMIP Keystores:
Response: 200 OK

{
"id": 1,
"name": null,
"state": "INACTIVE",
"product": "IBM_SKLM",
"host": null,
"port": O,
"keystore": null,
"keystore_alias": null,
"keystore_password": "skkkkkk'",
"truststore": null,
"truststore_alias": null,
"truststore_password": "skkkkkk'",
"master_keystore_id": 0O,
"type": "keystore-kmip"

&

HSM Keystores:
Request: GET /rest/settings/keystores/1

1
"id": 1,
"name": “hsm”
"state": "INACTIVE",
"product": " HSM ",

"hsmpassword": null,
"hsmtoken": "0",
"key_handle": "448",
"master_keystore_id": O,
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"type": "keystore-hsm"
PUT

EigBH

2 iR

<JE>

K&

(v iR

204 ERERY, ERESEMER, NFRERFES
H¥fTR R0

205 ERERY), BHRFEEER,

400 TER BRI RNER, EEH Warning frsk DK
Y EEEZ S

401 MR SKAREITLINIE,

403 ARG HiT P E RO A E

404 WA EEIEE {id (0, HzEOZaiREE

406 Accept Frk WS B 52 XFRFIN R AL,

409 X RN B8 25 55— N R I,

500 KA TNERHEIR, TEEE Warning Rk DK E 2
{EI%\O

503 MRS 2RSS AT, 1EEE Warning F13k DAIREE
ZER.

=X

B2 RBHAELEEAHER, keystore XA,

]

KMIP Keystores:
Request: PUT /rest/settings/keystores/1

{
"id": 1,
"name": null,
"state": "INACTIVE",
"product": "IBM_SKLM",
"host": "192.168.2.87",
"port": 5696,
"keystore": null,
"keystore_alias": null,
"keystore_password": "skkkkkk'",
"truststore": null,
"truststore_alias": null,
"truststore_password": "skkkkkk'",
"master_keystore_id": 0O,
"type": "keystore-kmip"

&

Response: 205 Reset Content

HSM Keystores:
Request: PUT /rest/settings/keystores/1
{

"id": 1,
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"name": “hsm” ,
"state": "INACTIVE",
"product": " HSM ",
"hsmpassword": null,
"hsmtoken": "0",
"key_handle": "448",
"master_keystore_id": 0O,
"type": "keystore-hsm"

Response: 205 Reset Content

PATCH
EigSH
¥ ik
<Je>
K&
K ik
204 EROEY), HARBEEEMESR, AFEEREHE S
MR R,
205 ERE T, HEIERCER,
400 TR BRI RIER, 1EEE Warning frsk PAZK
HEZE R,
401 HTTE RAREISINIE,
403 RAZACY il P SO R I B
404 BARZIEAE {id} 20, B0 Z siRFE
406 Accept hrsk WIS BN Z KRN A KA,
409 X O AT BE S 55— M AR S,
500 ?%gT WNEREEIR, TEAE Warning br3k DAIREUHE £
503 giiﬁﬂﬁ%mﬂﬂ% o TH&EHE Warning trisk DAIKECE
=5
BZRBAELEEGHEN, keystore WA,
ANl

KMIP Keystores:
Request: PATCH /rest/settings/keystores/1
{

{
"id": 1,
"state": “INACTIVE”
: "type": "keystore-kmip"

Response: 205 Reset Content

HSM Keystores:
Request: PATCH /rest/settings/keystores/1
{

]
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"id": 1,

"state": “INACTIVE”

"type": "keystore-hsm"
%

Response: 205 Reset Content

DELETE
=
DELETE AR IE TR
{5l

KMIP or HSM Keystores:
Request: DELETE /rest/settings/keystores/1
Response: 204 No content
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o 11 55 DT EEF

/files
A S5 2 A A B UAAY  CRERRYEZATIR) F% P it LB SIS S
GET
EiSH
ZH DTN
<>
KEB
HAG ik
200 Wi 7 FE AR B S TS e R S5 TSR &
XS R A LS S NE,
401 LHTE RAREISINIE,
403 AR TAL Y 1/l P A TN
406 Accept hrsk N BN Z RN AR,
500 VigT WNEREEIR, TEAE Warning b3k DAIREUHE £
'fl%‘/ AhYe)
503 IR #MS AT, 1HEEE Warning Fr3k DURECE
EZEISS
1=
1
"type": "array",
"minItems": 4,
"uniqueltems": true,
"items": [
"type": "object",
"required": ["type", "id", "href" ],
"additionalProperties": true,
"properties": {
"type": § "enum": [ "ref" ] %,
"id": § "enum": ["upload"] %,
"href": "string"
&
3
]
&
w5l

Request: GET /rest/files
Response: 200 OK

[
1
"type": "ref",
ugd": “upload™,




"href": "/rest/files/upload",

/files/upload

XKE—ME, LB DUE S HAL BT IRAC &

BB IRSE S SRR A BT, Hik, M HREEBRIE O EERSCE, X — BAREENE K PR H AR
IR, WATREBIIRGSAsbR R, EH AT ET IR,

GET
EiBHK
ZH ik
<Je>
K&
(] 4
200 e 7 = AR B0 B P B B S TN A
XGRS SN E,
401 MHTIE RARZEILINIE,
403 AR IR 24 B P TRAL
406 Accept Tk NI B 952 SR N B A,
500 KAETNEREER, 1EEE Warning ir3k DUREUE £
alm\o
503 IRS5 2RSS AT, 1HEE Warning F13k DARECE
25,
1=
i
"type": "array",
"minItems": O,
"uniqueltems": true,
"items": [
1
"type": "object",
"required": [ "type", "name", "id", "href" ],
"additionalProperties": true,
"properties": {
"type": { "enum": [ "ref" ] %,
"type": "string",
"id": "number",
"href": "string"
3
&
]
3
w5l

Request: GET /rest/files/upload
Response: 200 OK

L
1
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"name": "cert.pem",

e
; "href": "/rest/files/upload/1"
]
POST

o LB EIIRS A

EigBH

ZH EPEN

<>

REE

g DL

201 B F#EFzfE, Location bR3EHR A% SR
URL,

400 ERFERARE A ER, 1EEE Warning b33k UK
VG S

401 MR SKAREITINIE,

403 RIEBCYHTH P L8t

500 KAETHNEER, TEEH Warning tr3k DUEREE %
E .

503 RS #ARS AT, 1EEE Warning b1k DARECE
Z1ER.

=X

It POST AN R IEN R

il

Request: POST /rest/files/upload

Response: 201 Created | Location: /files/upload/my_saved_backup_2015-10-15.tar.gz

/files/upload/{id}
KR AL EE S
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b/ N1

vz ik
200 iy 7 32 AR B S gk N
401 METERARLILINIE,
403 AARY ETH PTG
404 HAFEEHEE {id} B EEHNA
406 Accept PRk WIRFRIZEIRES, sELILE RN
TR NI,
500 RAETNERHEIR, 1EEE Warning b3k DISKECE 2
'fgzﬁ\o
503 REeRIRE AR H, EEHE Warning brk DIIKECE
EZEISS
#EX
B _EERANEP S EGE, HERE B
DELETE
EFifSH
<Te>
K&
A iR
204 kR E R
401 METERARLILINIE,
403 ARARY HTH PTG
404 AR EATEE {id} I LEANE
500 KA TNERHETR, TEEE Warning trskDUIKEE 2
FHE.
503 RS AARS AR, 1EEE Warning b1k DIRECE
ZE-,
=
DELETE AR IE TR
{5l

Request: DELETE /rest/files/upload/my_saved_backup_2015-10-15.tar.gz

Response: 204 No Content
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+F 12 5 stk

/properties

TR E =g fh s ER BT IR

GET
EiSH
S DTN
<>
KEB
HAG ik
200 i o7 A 0 35 e A
401 LHTTE RAREISINIE,
403 AR TAL Y 1l P A TN
406 Accept hrsk N BN Z RN AR,
500 RAE TR, & E Warning frsk DIRECE 2
B
503 IR #MS AT, 1HEEE Warning Fr3k DURECE
EZEISS
1=
1
"type": "array",
"minItems": O,
"uniqueltems": true,
"items": [
i
"type": "object",
"required": [ "type", "key",
"scope", "value", "defaultValue", "needsRestart" ],
"additionalProperties": false,
"properties": {
"type": { "enum": [ "property" ] %,
"key": "string",
"scope": § "enum": [ "LOCAL", "CLUSTER" ] %,
"value": "string",
"defaultValue": "string",
: "needsRestart": "string
3
]
3
{5l

Request: GET /rest/properties
Response: 200 OK

L
1




"key": "com.securityfirstcorp.atlantis.bundles.dataman.password",
"alias": "node.db.password",

"scope": "LOCAL",

"value": "PASSWORD",

"defaultValue": "PASSWORD",

"needsRestart": false,

"type": "property"

5
{
"key": "com.securityfirstcorp.atlantis.bundles.dataman.initialConnections",
"alias": "node.db.initConns",
"scope": "LOCAL",
"value": "1",
"defaultvalue": "1",
"needsRestart": false,
; "type": "property"
]
/properties/{key}
Rie et
GET
EigsH
S fiiiR
<>
K&
(T ik
200 M 7 3= (AR 5 e e 1
401 L ETIERARZILINIIE,
403 R4 Fif AT
406 Accept PRI B N2 SR ARSI,
500 RATNHGEIR, 168 E Warning frsk DURECE 2
%/%\o
503 M55 28 k55 Al . 1EEE Warning frsk DURECE
EZEISS
=
ESREMERR, property X%,
]

Request: GET /rest/property/com.securityfirstcorp.atlantis.bundles.dataman.password

Response: 200 OK

{
"key": "com.securityfirstcorp.atlantis.bundles.dataman.password",
"alias": "node.db.password",
"scope": "LOCAL",
"value": "PASSWORD",
"defaultValue": "PASSWORD",
"needsRestart": false,
"type": "property"
b
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PATCH

EigsH
S SR
<>
K&
(AT iR
204 ERCY), (ERUSEMESR, AR
MR R
205 HROHEY), HRFECER,
400 TERERISORNER, 1EEH Warning trk DAIR
HEZER,
401 S FTIERARZETINIIE,
403 AR A B eI A I B
406 Accept PR3N B N2 SRR RAY,
500 %E%T MNEREE IR, TEEE Warning trsk UREE %
503 Hg?i%ﬂﬁ%ﬁﬂ)ﬂ o JHEE Warning trsk DAIRECE
=
B2 property X2,
5l

Request: PATCH /rest/property/com.securityfirstcorp.atlantis.bundles.dataman.password

1

"value": "newPassword34"

Response: 205 Reset Content
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4 13 % Ve ENIAC E )8

1z B HECE n) R

/issues

PR O il i5 B ) B AR 6 A7 T S L ) 8

GET
EigsH

S R

<JE>
K&

vz iR

200 M 7 = AR £ 25 ) R 22

401 HTTERAREISINIE,

403 AR A HH P TRAL

406 Accept Bk N B 52 AN AR,

500 ?;E%T WERGER, 1EAE Warning bRk DIFRECE %2

503 H;{%%@%Hﬁ%ﬁﬂ)ﬂ . HEH Warning i1k UKEE
R

i

Iltypell : Ilarrayll ,
"minItems": O,
"uniqueItems": true,
"items": [

"type": "object",
"required": [ "type", "id",

"issue_id", "dismiss_status", "importance",

"additionalProperties": false,

"properties": {
"‘type": { "enum" :
"id": "number",
"issue_id": "string",

"dismiss_status": { "enum":

"permisstion_to_dismiss" ],

[ "issue" ] %,

[ "DISMISSED", "NOT_ALLOWED", "NOT_DISMISSED", "UNKNOWN" ] %,

"importance": { "enum":
[ "HIGH", "MEDIUM", "LOW", "UNKNOWN" ] %,
"permisstion_to_dismiss":

"boolean"




il

Request: GET /rest/properties
Response: 200 OK
[
i
"id": 1,
"issue_id": "US_2_policyAndSecurityRoles",
"dismiss_status": "NOT_DISMISSED",
"importance": "LOW",
"permission_to_dismiss": true,
"type": "issue"
} r
1
"id": 2,
"issue_id": "US_1_onlyOneUser",
"dismiss_status": "NOT_ALLOWED",
"importance": "HIGH",
"permission_to_dismiss": true,
"type": "issue"
¥
]
[issues/{id}
REE Je 1
GET
EigB
2 4
<Je>
K&
(] 4
200 i o7 A B0 73 5 )t
401 L HTER ARG NIE,
403 AR IR BT P A TRAN
406 Accept Tk NI B 952 SR N B A,
500 KAETNERHER, 1EEE Warning ir3k DUREUE £
EJ=|
= /0o
503 RSS2 AT, 1HEE Warning F13k DARECE
EZEISS
=X
ESHEMERR, property %,
w5l

Request: GET /rest/issues/1
Response: 200 OK

i
"id": 1,
"issue_id": "US_2_policyAndSecurityRoles",
"dismiss_status": "NOT_DISMISSED",
"importance": "LOW",
"permission_to_dismiss": true,
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"type": "issue"

PATCH
EiBE
S R
<Te>
R&EB
RAg R
204 ERERY, ERESEMER, REERFES
HLSH R0
205 WERERTN, HRIFECER,
400 TR EERIRS AL, EEE Warning H73k% DAk
BUE 255,
401 MAETIE KRG INIE,
403 ARIPCY R E R R E
406 Accept Tk A B N2 TR B,
500 RAETWEEIR, TEEE Warning brk AFREE %2
'fgzﬁ\o
503 MRS 2EIRS AT, 152 E Warning 573k DAKECHE
ZER.
#E3
B2 issues MR,
il

Request: PATCH /rest/issues/1

1
"dismiss_status": "DISMISSED"

Response: 205 Reset Content
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4 14 5 EERILETIR

[locales

TR S SR TR & PR BT R,

GET
EiSH
S R
<>
K75
HAG R
200 Wi N AR 0 5 52 SR TG S AR
401 LHTTE RAREISINIE,
403 AR 1A Bl P AT RAN
406 Accept hrsk N BN Z RN AR,
500 RATNEGER, EEE Warning brk DURECE %2
ER.
503 IR #MS AT, 1HEEE Warning Fr3k DURECE
EZEISS
1=
1
"type": "array",
"minItems": O,
"uniqueltems": true,
"items": [
"type": "object",
"required": [ "type", "id", "display_name",
"language", "country", "default" ],
"additionalProperties": false,
"properties": {
"type": { "enum": [ "product-locale" ] %,
"id": "string",
"display_name": "string",
"language": "string",
"country": "string",
: "default": "boolean"
3
]
3
{5l

Request: GET /rest/locales
Response: 200 OK

L
1




Ilidll : Ilen_USII ,

"display_name": "english (United States)"
"language": "en",

"country": "United States",

"default": true,

"type": "product-locale"

’

}I
1
"id": "es_MX",
"display_name": "espanol (México)",
“language": "es",
"country": "Mexico",
"default": false,
: "type": "product-locale"
]
[locales/{id}
FEEE SIS
GET
EigsH
ZH iR
<JE>
K&
g iR
200 Wi 7 3= R 0 5 R T & N
401 S RTERARZEIL INIE,
403 ARTA] 4 Ji FH P A TR
406 Accept TRk NI E N2 IHRFIN AR,
500 KA THNERHEIR, EEE Warning brsk DIREE 2
ER.
503 RS #RGS AT, 1EEE Warning brk DARECE
EZE)
=X
THESH MBS IR, product-locale X%,
AR

Request: GET /rest/locales/en_US
Response: 200 OK

{
Ilidll : Ilen_USII ,
"display_name": "english (United States)",
"language": "en",
"country": "United States",
"default": true,
"type": "product-locale"
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/strings

FITFBIR7 it 7 R ) B

GET
EiBHK
ZH ik
locale TR MRS 5 IR B4 R IR S MR, 4N
RARBIES I, KAEESIREFEFH, =
f]: locale=en_US
K&
(] 4
200 i o7 3 (AR 0 57 AR
401 MHTIE RARZEILINIE,
403 AR IR 24 B P TRAL
406 Accept Tk NI B 952 SR N B A,
500 KAETNEREER, 1EEE Warning ir3k DUREUE £
%/%\o
503 IRS5 2RSS AT, 1HEE Warning F13k DARECE
25,
1=
i
"type": "array",
"minItems": O,
"uniqueltems": false,
"items": [
"type": "object",
"required": [ "id" 1],
"minItems": O,
"uniqueltems": true,
"items": [
; i "type": "string" %
]
3
w5l

Request: GET /rest/strings

Response: 200 OK

L
]

”id” : ”Web” ,

"sLoadingRecords":
"ButtonLabels_ExportCSV":
"Status",

"PageNames_Processes":
"US_1_ONLY_ONE_SECURITY_APPROVER_category":

"Jobs_Status":

"id": "events",
"PSO0070003" :

"Loading...",
"Export CSV",

"Processes",
"User Setup"

"Backup data creation job {0% has started.",
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"PSO0070002": "User {0% has deleted backup file {1%.",
"PSO0070005": "Backup data creation job {0% has failed.",
"PSO0070004": "Backup data creation job {0% has completed successfully."
3
]
/strings/{id}
FE A R
GET
EigsH
S R
locale FAFfiE7R AATRIE 5 IR B BRI 3 = AR AE, - a0
RARMIBES NG, BUSHIESREFZ/RE, -
f5]: locale=en_US
K75
HAG R
200 Wi o7 (AR B S R e AT R R
401 HTTE RAREILINIE,
403 AR 1A 2 i P AT RAL
406 Accept hrsk N BN Z RN AR,
500 RATNEGER, EEE Warning brk URECE %2
ER.
503 MRS #RMS AT, 1HEEE Warning Fr3k DURECE
ZEE.
1=
BT E
il
Request: GET /rest/strings/web
Response: 200 OK
1
"id": "web",
"sLoadingRecords": "Loading...",
"ButtonLabels_ExportCSV": "Export CSV",
"Jobs_Status": "Status",
"PageNames_Processes": "Processes",
"US_1_ONLY_ONE_SECURITY_APPROVER_category": "User Setup"
&
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