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25,000 MUEREFIER AL MEN, REEFEHAHEVIIZS) . MDE HRAIL T4 BRRG,
AJ DAR & 7 A ﬂﬁ*ﬂﬂ%‘i‘ﬁ%ﬁﬁﬁﬁ#%éﬁé&%ﬂﬁ%@&%ﬂbﬂ%iﬁl%ﬁ‘]ﬁ@ﬁf ZEORFR AL AR
LRI AR EINRS, (EER N2 e, SHREHRE R MG, @I LR I SRS, TEFH P9

BRI, BRI SR, RIS — 5 (P
O [
M -

System Admin Identity Admin

o0

Users/Groups

Volume, File and Object Store Agents

L:ﬂfl

Security Admin

| |
[-“-'.;‘J = ]33:

Central Management Console

+ Data access management
+ Encryption key management
= Access audit logging

o SKLM
4 QRadar SIEM

MDE £5xt BU AR A9 B 53 A 2 TR

R At
Fﬁmﬁ’] PFRIAY,

IR T BCEM4ESR MDE 7 SR (9 VFRIAYL,

PrREERT M R E R
A “ZEMEMRT Mk

A
IR T (ERIAIE AR

IXEEMERKAE “% 7 §5r: MDE BRI ER” thit—Hitie,

MDE SR PURPAERIZ 28, e R TS MR SR E SRR
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RIBiEFRE

EIEIERF (Volume Agent)

Volume-level Encryption

ol I':':.'::"]E:

File System

Idevle_xwda2 fdevle_xudb

 Volume-level

| Encryption Agent

fdevixvdal? Idevloedb

Block Layer |

&7 BRI 2RI T RIS AR BSOS, BT RIE RGP AT IKSER LB, BIIhNE DA
P HITUE AR S AR L 2t

BNEGUESOHEN—DERITIERY, BRI, SEsiPREdEn, “&7 RPN PPM &
AN S 06 R I AT A BURETR AU ORI,

“‘BRRIBINXHE" RIBERF

File-level Encryption

File-level
Encryption Agent

File System

fdeviovda? Idevioedb

Block Layer

] ]

“HARISI S RIEREF R SR mE SEIR MRS HEGE R, SXHFPINEE X R AR AR
R, U ENRE R/ IMUZ SR SGR ], AR “BARIENSH” REEFEm, 2R
RO E BB XA R A TAFH A TR, (%A B A RO E A B A s s 8
Me— BANRT I R aa e m & (IV) B TERMMNE, R IEER A T R G AR s/ NFS TR 2%
2,

Me— X R A N R HE ARG, TR M HITE NS &R LT 2, W airE XA
A/ DIBRIT Rl F57E Vi Ie Rk DA IR EA R e R4tthge (Flan, e By5. Sl i

BR) o IXUEHREEIERIFRIER LDAP B¢ Active Directory ¥FRJ A —iC4%H TAE, WS X LDAP 8¢ Active
Directory HFIEIRIE AR, B4 2P GJCIAE 22X Le 15 (M A1 4% T £ i A

|
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ERETHOL N, FEHFRBEHERR, JoiRvi M SRES AN s pRdE, 2t E B R EE L N BT
R R ZENEHRRGIRGTERRA, N EEE AN root FIF, TEMAITCIEIRIRZ (R HIEL

fi5.

“BEHRIRNE" KIBIEF (Volume with Policy Agent)

CHARIEHE" R A ERE RSSO NS TSP RIBROE T P SRR, TN — el
ANBEORIPSCIF RS AR A S X 2 RS

WHREFHE KEBER

KA REREFE “M/NT B EBfT, EOE TS AIEREGE R B (N) FREFT R (M) FT
THEHE R RIEVFRNEREABOZ RN B R EAAMERTBER A o8 M o ERZ D8R
R SRV BRI AN X AR A AR AR T, SRR M/N A =00 101, 2:3 80 2:4,

E ISR E SAF AN 8
H, FEEEEREPIENF SR, @ “NREE AEER ISR MERE RIS R RN R,
MR as PSS ERINER, JRARPH AR "SR B ZIEEBEE.

“THQALEE IR (0SA) KTRIEEIN G (7 (S IR T I,

RIEIZFFIhRESPIFIERE

IR DRI SRR “HARIEHNE” “HAERIBIIS “WEA7E"

(Volume Agent) | 1REFEF (Volume 7w RHEF 52
with Policy Agent)

INEEEA v v

B INEEE 132 vV

TRIF E S By se

A R v v

XA RS v v

B 1 3 51 15 [A) v

PR

IR S A7 s v

HIEHRE

— bR 5
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o+ 3 5 MR EH

FTRE M

IBM Multi-Cloud Data Encryption (MDE) %235 & — Ma #AH T RS2, HA s 2E AT iUE LI &
(OVA) ARSI THEN SRS FI S T (PPM) Z2ERE 7

fEfESIT R, BIEREHRE NS RER, REELERME, FHERINZEEMESE IBM Multi-
Cloud Data Encryption B2 &R,

AF R E RSN Z I R SUE IR F (VMware ESXi™) BRBAIZT PPM HIHRIEIRSS 28

. EATHAEAR OVA

. PPM Z32R2 7

R EN BEZ R R ERIERST (Red Hat® / Cent0S 6.2+ 57 7.2+, AIX 7.1 80 7.2 DAKZ

Microsoft Windows Server® 2008 R2. Microsoft Windows Server® 2012 R2i 8¢ Microsoft Windows
Server®2016) M HEHRARSS 2%

. MY 28 : Google Chrome®, Microsoft Internet Explorer® 10+, Mozilla Firefox® ESR 52+,
6. PPM FIAR A IR 7 Z R 2% 77 7l
7. NIEHFUOERUES (BEAE. BEEEM CAIEBIRG M) | HTEEMRS & PPM) MIFTE IR T 2
[SIFE VA e R
ESH UEBFR” M IRGSEIERIE” DIBCEZ EAME RIS 79 TUH THYSR B HEARIALEH L
(CA)IEF g DIARBCRA,
NT “NgREME REEF (0SA), PARZMnEsK:
- S3 AN Z 7SS : Amazon Web Services S3 (AWS S3), IBM Cloud Object Storage (COS S3)
N FAEEER IR P RIRAIE ()
- MIFH AWS S3 REST API /&8 Boto Python R a6 OSA RERR BN AR P el R P

HEEEP: 87 MDE,  AMREHE FEATRBRAZ PRI NTP SR IME RGN |, MR E/ H I H S
i TRIBRC HE 7 IE R

[

A W N

o1

=RERSES

PPM VM RIERATR
-CPU4

-8 GB RAM

- 40 GB AT Hf2fii=2 Al
- T2 177 TR AY

Linux REBREFRERATR

- B3/ ADE-NI f 64 i 84% CPU @2GHz
- (EBUEH BB M AES-NI K 64 (% CPU @2GHz)
- 2 GBRAM (EiN{#H 4 GB RAM)

- 20 GB AT AR A2 [H]
— FRIVHRE 300 MB B KR H &S A
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- BN RIAL

- 7£ Red Hat/CentOS EZ%5/# i PAREL: curl, openssl #l nss

- BRI 5 1A 1) %) DRI X0 373 [ ALt AR Mt 77 £ P2 14 75 TR A
IR T M SSLIUEH

Windows REEFRIERSATH K
64 (¥ CPU @2GHz H X+ AES-NI - HIfHH 64 i W% CPU @2GHz H3Z#F AES-NI
-4 GB RAM - Z1{#F 8 GB RAM
- 20 GB RJ AR Z3A] - B H & SCAERY AT 23R 300 MB B2 1
- TR TR
AR TR SSLUE

T T SSL (ARABINIEFL) IEH/ X A RERIRRERE 7, Al MA IR PS5 MDE
fRS5 as Z [N 22 42/ TLS 1E4%,

IEBEK

£ PPM RS s FX LRI 2 (AT R i TR BE T . IE PR REFE L NN
- PPM R55 B LR ARERFE PR LA IE B A R AT i IR (DNS NI B 1P Hudik)
- PPM IRZ5 A8 B R AR 4R AR AOIE B R P HUNIEY R 2 H AR
AR EOR PPM R SSEPR L AIUE BT 9 PPM AlRS5#8 (DNS FEH144EL IP ki)
REFRZFZR PPM ARG SHRMEAIEBEARS2HAIEY R &40 ik
PPM FIARIRAR e B 12 )25 21| A 52 I (RIS I DARA AR UE 516 6 R0 A
BRGNS BB I AR E A E— IR,

REBREFNX Rz

B RERFEEIGIIITING .,  “BARIASCE” AR 8B 72 32 I BRI RS
RS LIBT,  “BARIRISXE” REREFN “BARBNE" BT SR X RS

Linux AR5 4%

-EXT3

-EXT4

“XFS ({f Red Hat/Cent0S 6.5 st HEHThA 1)

“NFS (NFSv3. NFSv4)
Windows iR% %%

“NTFS

-ReFS (£ Windows Server 2012 R2 ¢ B #h4As )
AIX

- JFS2
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Mg E

KXTFULES

MDE %3K1E MDE PPM RS 28 A AR P & TR, — B I 48 1% 42

THEFREE MY IPvA FiI IPv6, &R

A& IP 73 FiLsk DHCP S S SR & (E AR R ILRR K, A1, DNS Mg IE R T LSRG A

SRR
FP%is0
iz AR A[ACE
Web 443 b
G/ 5432 =
ANiEF LDAP Tc =
LDAP H3% 7 piss
LT IR S T v
ARG HERMHELR T v
OVA &

TR ALH MDE OVA B THIACE, B MaxAuthTries B N 1, ZiEd SSH B IIALIEE] MDE VM, BHE
IR MaxAuthTries (R#E#E) 80 SSH BB EAE M7 _EEiAH SSH & H1EC & H
PubkeyAuthentication &N “&” .

REST 5

MDE SZHiRNE 7 (L REST FLi,
https://<Virtual Machine IP>/rest/

R REST URL A:

REST API ¥ 7o V& P R A TANEIE T Web HHITT A1 & 6E,
RN FORMER REST API; [HItk, Tfi# REST API ZRfEAIIREREE,

RIEIS T ERBRRR AL T2 S

ARELZIEMEE, 1E2% IBM Multi-Cloud Data Encryption (MDE) REST API #ITE SCAY,

MR EHEDT 9
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04 5 et

NREMES
MDE Z#E I/ =N %!
1. ek &t

2. MDE FHAFFHE LS (OVA) AT H
3. S CFHE AR (VMware ESXi™)

¥
MDE 75 ZME— = S Pl IE B TR BT (BRIERAFVERTIMCPR AE R ARBEAR 7 DAS)

MDE OVA/VM EIE
fEBRE MDE OVA J&, HEHTARGLAIRZEE T B2 b TR PERR AR
TE: E T RS LIRS 2 b T AR AR AR A

=it MDE

KFULES
Tz %E MDE

ER S (a0 ibm_sw_mde_X.x.x-XX.bin) , FMESZEH XX FRo]HRERRA) , FHLA root HF
By E,

i
1. % MDE #A OVA HBRIEMERFH, FHRFFh, 2¥ERA “MDEVM” |
2. UEH R B0y 8 SIS BT,

MDE VM fii ] & Fi AL B 1Y PAM FITEARE, PAM BRI T 8 NERF, H HARERL S JeHT
B 5 DNFERY,

3.1~ MDE VM WY IP Hbtik,

4. i SCP BRI L L i 77 158 ibm_sw_mde_X.x.x-XX.bin _#;%| MDE,

5. fif bin XA T,

[admin@localhost]$ chmod +x ./ibm_sw_mde_X.x.x-XX.bin
6. 1T bin X,
[admin@localhost]$ ./ibm_sw_mde_X.x.x-XX.bin

7.3%8F “9HE” A Enter B,

8. PEVFATUEDUM, ahEI<iiE>, s “Enter” DAUKSERIE,
9. k< E>FHH it “Enter” DAREZVFRITMN,

10. fiHEGERG, TE<HIE> Lt “Enter” DURMEIF|ARD1T,
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11. A root F P & 73% %% RPM,
[admin@localhost]$ sudo yum -y install rpms/*.rpm
12. MDE V&%, (HFIARELE,
e R ESERZ A, TEZ)EHT5]S MDE VM,

B=siRE
RFIES
MDE £F5f VM A PPM GUI SR RINAS . AT M2 i, (MR B 1 2 2L,

TE: J@1d RPM KB S 22385 MDE VM R, AR e i MISCAHREIT —HNETE S RPM,  HIAAE)S, AL
IINHAMIES, FHHATREREERTE5) PPM ARSS DAEARL,

LRCBEREIES, e NmiPER:

gig
1. 817 spsd-langsetup IA,
$ sudo /opt/securityfirst/spsd/bin/spsd-langsetup
2. BEYHIAIES S, WRREBEMES L, BLEENTEH,

REREIES .
HETREEN

3. BEEAHIES AR,  (CREMYIRATRES B ER ™ AR AR R G, )
ATAIESHG
en_US

ja_JP
ko_KR

A, AHTHIEREE 5 A,

BAFEREESMRED : en_US
BREBSREREA en_US

5. EFTHUT spsd-langsetup AR DASGIE R G E T HEIES U,

REREIES 5,
HETEREEN : en_US

HiEEIZE

KXTFULES

MDE RPN HRERIMIB R L E, R —AP BT, JEHETRR 2 MDE L E N 7E B (X5 3) MDE Hi'5 ERC
BEREEFERE.

TREIEES MDE 2Bk, B FEZEEM MDE VM /etc/spsd/db.props X, ¥ FHELL root FIF &y
YmiE I s

TE: 1817 spsd-pgsetup AR B 3 IR AT ARIEE L db.props SCfF.
W B S P P DAZERZ 2 A I A PRI RR e S NERES AR 2, A0 R AmR,  fE BT /Sl MDE 2 Ril, a2 s M s ok A

A
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TE1E db.props I, iHESFRA FEH
B PEAAFRR = Z RIS
- = MB PR Z M ek

RIEBERIE
271, MDE #F PostgreSQL 1Eh N B BRI,
REB Postgres $iEE
MDE OVA E\fiZeEtdE, HAZedE T PostgreSQL 4k, ZERLEXWEAE DML MDE, 1HEIE R 25K:
1. B317HA “--local” BIAIEINN spsd-pgsetup 1A,

$ sudo /opt/securityfirst/spsd/bin/spsd-pgsetup --local

H: “--local” JEWHFLENEL “AHL” PostgreSOL ARSS 88 A B# IS EHEE,
%Eﬁ%&%fﬁ, AR “IRSHIEPIRE” . WRIITEZRE Bis LIREEIEE, Eahls] “IMREdE

IMERERIE R

H Bl — 32 SR IMI R AR S5 252 PostgreSQL, A AHERTE ST IS R < i DU ME E N B AN
- IJY5HY PostgreSQL Bl AR 55 ds 44 Mk (81 IP Hithk)
- IR PostgreSQL ARSS 23 il A 1 5
- RIRARSS AR b AUERE B A PR
- XN LIRSS as B FTR & A F P B9 AR
- bR BE A P R
TR E AR EE AR MDE, 1512417 spsd-pgsetup BiIAR,  Itan< HRER BER AT (B 7R
$ sudo /opt/securityfirst/spsd/bin/spsd-pgsetup --host

ext.postgres.svrl --port 5432 --dbname policyDB --user policyDBuser
--pass mypasswordl23

SRR TR BB, THIBITIHA “--upgrade” MIAIEIIRYT spsd-pgsetup A

$ sudo /opt/securityfirst/spsd/bin/spsd-pgsetup --upgrade

H: 1217 E “upgrade” JEWY spsd-pgsetup FAIAS FT R LR R 22 2 1E FBC B 2 4 B FRA PPM,
EREXEIRES, REPUT “IRSH|IERILE”

ARSS/EBiIRE

ZARE. SEREMAEFD
E3F T RIS 28 (PPM) AR FIRFF AR Web Y88 2 IRV % RIB(E 0%, PPM AEIAIEL (CA)
SHFTEIEDS. CARLFTABRH2IESSHE M TRIES —7 S HIFEER.
- CA B UED R HA BN HIA 2 Java BV,
AU T BRI FER R CA WIET (RIEBIRGIED) FRINE PPM LR,
 DUF PPM UE I B R T FF A = /MALE (EIFE, (SRR CA ERIRGIED)
VS 79 T IR B REAIAIEN L (CA) VEF IASRBOALE P OAE-S R A,




@i MDE VM 19 Jopt/securityfirst/spsd/bin H3xH

WEIA spsd-certsetup SRECEARSS 7 Web IEF25AZER Web IEHBETEE,

TN E RH PR G DA AR 7 CA 4L, 1ES FIRRRIRBIE A -

$ sudo /opt/securityfirst/spsd/bin/spsd-certsetup --ks /etc/ppm/certs/ppm.jks --kw password
$ sudo /opt/securityfirst/spsd/bin/spsd-certsetup --ts /etc/ppm/certs/trust.jks --tw password
$ sudo /opt/securityfirst/spsd/bin/spsd-certsetup --aca /etc/ppm/certs/ca_bundle.pem

ARESESUEBAEM (Flan, ZHAE. SEEM CA W) RIEME, W2 iuEid i &8 MAL It FiEE)
MDE VM, 45K A (CAC) FHTIANE, APATREGH PKIIRKE,

~HFZIREMEEN (PKI) 188

X FILES

i PKIACE, PPM ATLAEME PPM FIFIAIERIN 5%, BLEJS, PPM %52 PALIE{EN Web 1
REST &IEMIIAIETT 50

IHIEB I PPM (E1T1) CA &8, PPM $R1E spsd-certsetup fiIAH & RN SR IS IEUE
Bign, DU EA L RNA:

$ sudo /opt/securityfirst/spsd/bin/spsd-certsetup --crl-on --ocsp-on --pols-on oids
X XXX XXX YLYLYLYYLYY

A DAESHHE, (FEFEMN CA IR AR RIAIA T HECE PKL, N TES, A HIT T4
T

245 MDE, BLERIEZE, WIEHA (Alik) K HE PKI f5, EILER AEH5[S MDE VM,

BHHBERER

KXTFULES

SERRERB AL E G, #=H51S MDE iS4y, & UM MDE =26l & /8315 “spsd” PAEZN Web GUI B
Al SRS FEEEL BRI A s FE VS R SR R E LWL 1P Hitke 414,

FITFRZ ST Web M4 A IP Huhksl =M1 1E URL LAVT R MDE %3 0T

https://<MDE Server IP>

IR, AT DAMAT SR S PR E R 5 1R E
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Language English

IBM Multi-Cloud
Data Encryption

Please Sign In

User name
Password

Directory

R N

AF% : admin
85 : admin

.
b

CHRERG, HEENE FEIE
- MDE ¥ Firefox, Chrome. Microsoft Edge 1 Internet Explorer Web % 25k Z B A
A PKI B AUAIER, A] PAGSIS SR TUHI I B2 5 BUERR
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% 5 51 MDE EJEH P %t (GUI)

B4 RS
Ap~r
MDE % DU TR I A, — SRS 3R, B a3 B I DA W 22 AH B D T el R
FKEBK,
s Il:llaah:‘al\gl'.lgr_'? plﬁg: #H Keys~ Policy = Agents Jobs Events~ Users= Settings Welcome, admin -

- BGEbR - e R TR

CHEH - BEDUNEPIM S TR T PR NIRRT M REERT

SR - S DUNSRISAR G TR DU RERR O3 B "R deiy” | “BRIRERT R RS
B - “ERE” DU AR,

AR - UL DU AR

S - WE DU R TR R DU RS R D HET

P - WELDUN R ARSE FER R DU R R A (kP 0 “LDAP HR”

(RHE - CIRET TUImRYBER.

&3

MDE SZRHET f iy AR (RBAC), XEMRERETOERMAP MG, LSRR, Hit,
— L ST REXS Fr A B B P AN AT

= RIR

Foh TR BB RAFMROAM, & SR CE RSB RS FAF AT ZEIE, s
BOfT R AE, BB A

X#AtER 2

BOMP RETEAXABAT R, ETEMATHRE NS, —SSOR A7 BOR BoRPtic s ff, 1
I A B2 W SIARAT, X B AT RER B2 AT

AR
FEERERN, RPN ORE, R AR,

IBM Multi-Cl
B 4. CC.'Ud 1) Keys~ Policy - Agents Jobs Events~ Users= Settings Welcome, admin =«
Data Encryption

Current number of issues needing attention is 4 b3

B ARIET SRR E M AR E AR EoRS NMUER R T,

Ha
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A 3 Issues

» The current number of job approvals allows unilateral action.
» The number of users having Product Administrator role is nearing the threshold of required approvals or required rejections.
» The number of users having Security Administrator role is nearing the threshold of required approvals or required rejections.

» One or more users are defined as having both Product Administrator and Security Administrator roles.

JEIT BT H R SR AN g R m] R TR A R

~ The current number of job approvals allows unilateral action.
Summary It is best practice to require a minimum two administrators for job approval.
How to resolve Go to the "Advanced Properties” tab on the "Settings" page, and edit the "Number of approvals required to run a job" field. Note that
it may also be wise to do this for number of rejectors as well, depending on company structure.

— HRRPTA AR MR, RATRGE; (B2, B R ANEERCH 4 Al UL A 51,

RS

& R

AIRER IS BOTE “WHEER" PRAHSRE, N ZREE R TR,

SRR

RV TAERRT BRSO MIT NN SRR, SPURIEEY “E” TUEE TR, IXLEE RN
TEFBUR AMSES, sEMATREZ MDE 47884 (USRI &R A M (HA) Bl DhRE

# » Settings

Advanced Properties

Property Value  Description Actions
com securityfirstcorp atlantis bundles_haas iterations 600000 Number of iterations used by REST API token hashing algorithm
com securityfirstcorp atlantis jobs requiredApprovers 1 Number of approvals required to run a job
com.securityfirstcorp_atlantis jobs requiredBuffers 2 The buffer number in between the number of users available

and when we issue a warning

com.securityfirstcorp.atlantis jobs requiredRejectors 1 Mumber of rejections required to reject a job Edit
events. maxLogLength 50000  Maximum number of entries in event log before rolling starts

com securityfirstcorp atlantis bundles userman iterations 300000  Number of iterations used by user password hashing algorithm

Lo BN, P EERRAD W 7, BTN ERE, B R 7, ReE MR

GUIE=SiRE

I GUI, TERNAA 2SI, SR DU B DU TR, AT H AR — D BRI SRR S
- XESR UL - AT U B, Bl R R AL R SR RIE S 5114R,
BV - WA BB TR, g EET DURBBSRIE S Y1,
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1BM Multi-Cloud A
Data Encryption

Current number of issues needing attention is 4 User Profile

Language
A » User » Language — guag

Keys= Policy = Agenis Jobs Events = Users- Settings Welcome, admin =

Logout

Language —

GUI H o RINIBE S HA FEREWfE ((EHERNE—-MEE) -
1. J@1d PPM P AR BERIE S cookie HIHE,

2. P IYEasiE = IR E A,

3. j@)id PPM CLI script-langsetup & &5 S R AIE,

4. FE—MREINE 2% PPM IE S

MDE EfZ H 5w (GUI) 19
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4 6 5 Rk

MDE & — e RS, AT EHIEMESITHESHZMENTIR . RZIEER ML RS LA FIAATZ
. QUEMEE, RKea “fENL” oaim ERYFIRRE I — R,

IBM Multi-Cloud
Data Encryption

f  Keys~ Policy~  Agents

Jobs Events ~

Settings Welcome, admin -~

EHLR A DOE B, R4 ME L, B NEHE RS B ME LRI — IR,

Type State Created Started Completed MNotes Actions

User Waiting  2017-09-22T23:21:01Z [Editnote | | [ Approve || Reject ]| Abstain |

Create M

{EdLHE R

(a4 oAili] ey fata

=mRJEME B E FE e FE B R

1B BUE B BORIS SR SA PRI | 7 i E FE A E LR
BIFEAER

B FERIBR ARG | By TANEIR
fe—2H =

O MBS RGP | BB ZRMEEMR
B—ZH= A

B MAREREFESRG K | BHEH ZRMEEMR
ARRE—HEHHSBEEE
=5

IR 7 MRS RG AN ARG | KRR S ZRMEEMR
(AW I5 2

TR AR 7 M MDE BEHHERAME | AR EH ZRMEEMR
&

BT BRSREREFAXNE (R EM ZeWEHR
B

TR B 1B 5 ARIRAR 7 RHRRUSR | R P E LB R
i

BT E AP Gl MDE B R MDE & & H B R

TR B P PR MDE &EH R MDE & H &M FE i E R

BB P M MDE EHLGRNAE | MDE BRI A& FE A E R

PREEHMP AT M MDE EHIAFREME | MDE EHH P EH 77 e P

HUEHH PR B MDE EF A& | MDE B EH FE A E LR

HEUEHHPIRES JAFHEEEH MDE E3EH | MDE BB EH P E R
FA A
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A E S A MDE EH A E MDE B P EH e E L
LDAP %528 H %

Lil[GHERSS M MDE H1f%% LDAP iR | MDE EH A EH PR LR
=R

BT H R &4 LDAP iR%585H% | MDE EH A& P R

ZEEGRE

£ MDE Ha] L B R A EAIIME AR E, SRETEOLT, ACE MDE DA MEF R, SRR
IR NME R R L, 2 B R AT B 1k BN E T SAAE MDE A B T B O AT 52
RS LB T K

User Time Actions Required Approvals Required Rejections Notes

admin 2017-09-22T23:22:35Z Approve 1 1
R

ETLH P RECR A R EE “REAME B TR PR, WA LFREENERAR,
ARG EBOXEE,

RZIENHELBE R REB LA . RARGUE RIS (B “JEiEsEel” fELbsh) £ “=dUs
T E A AL RE, ERENKFEERGREE, REBNE, ETEARER

“EMEK” MR AR ARMENTEL AR MR, ROV EEHN SR fBM, XTI
Ak, RHERTELB(ER 46282 R AR H AV S E SO E AR E AR E S, %R e
J& M B SO FEARERIA AR RV 2R B

2

BRZMECENL, BAIEMFAIRRER RS "Ml oim, EEMEMEIEL, RE8Rd Bk %
o ERFIFrRRENERE RS, ELRHRT.

{FdkiELE

LR R, BAIEMFIRRER RS “Mal” oim, EEMEMEIEL, REERdD “ER” %
o ERFIFrRAENER AL, RKABIHIZEL,

€

BEF RS E M R OB ENZ L EAE B SR F L, TRFRR ARy “Hit” MEFHFHIEE R R
RERAE R — Ak et HAh AL E,

FLiER

MDE FRJEME AR BA N HBTRIARIARE R, rl8d “BRER” 48, RKorke TrELRE
Bo IS, AREHAMEICREITAERIE G, B4, BoF) K5 RERENERRAF 4 LR
o
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User Done 2017-09-22T23:22:367 | 2017-09-22T723:22:367 2017-09-22T723:22:367
Create

User Time Actions Required Approvals Required Rejections Notes

admin  2017-09-22T723:22:35Z Approve 1 1

Job Properties

User ProductAdmin

ek 23
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% 7 ¥ MDE B &

EERFfG

MDE HIFE T M 9 5 R (RBAC) “Fii#F&SI I, MDE IR EHRETR ERE Al fL, ¢RI MDE I
AR NN AR A PaER A2 EHE, 80 M ERHAE R R TREN 7,

‘TmERR At
) PR fta R R ERIAER MDE PRV,

‘ReMERR” A8

M “ZeMEMA” MR TN ERREREFE RN, UIREART: RIgGE HfEE. =5
B BEERAE S, ERRERERE, SMNREHELCE, DUENN R A IMRLRTSNE LDAP BLE,

ERRFER
7 IR 1E MDE PRI, SECRIBR 2 LA B B P AR RO VERT AL

ARIMFAEEEAR
SEIGFEE N, RGURHETR S E T AR AT E R P 4.

Edit User

New User Name

Cancel Add User

HEE— M%F% ﬁF?%HﬂL*AWﬂuH%m@%FﬁmﬂM%o

Type Create Started Completed Actions

eeeeeeeee

O J F I TR R O el B B AR AR A RERTE T

HOE L 2 6 SR AR R A G AR, 7S E R R Ia R, A ORRAS, XEE
BB — IRE ARG L — Mk, RN CIRTTZIME, BTRYE B /£ MDE AR REZ N TESNIRES,

wIEEIRRAP &G
SR E TR PR, AR ORI ORI . TR A IERE,
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Edit User

New Password
Cenfirm Password
Save
Password Invalid
Passwords must be at least 8
characters, may nof match any of the
last 8 used passwords and must
contain characters from three of the

following five: categories (click for a
listing of each)

Password and Passwond Confirm
marst match

WA AT EN. AR, RIFER, Al e,
O P AR O B P AR L A B 3 1 B 2 AR

T TR B B B B WIS SN B S 1

|

WIEEERAFAG

LOHMREHEMAPNAG, EREIMPTRER “wEA0” 5. AORMARIEIER AN R,

PATHERRE R PR RES N HR A AR A G, Blan, “PEEEEMPT , XEATERRE 7 E
BT M “eEHET Aarems. RE, R AR R THEEER

ProductAdmin  Disabled [J Product Administrator 2017-09-22T23:25:40Z

[ Security Administrator

WP TR A dF s “RIFENC 78, KaE— MR
AT E Pl o R R T B ] P R L A RE A8 A 2 SE AR K

WIEEERPRE
HOREETA PORE, WX EZEAPORER RS . RS T RZIRG URIDT R
TNo

Disable |v| MNone 2017-09-22723:25:40Z

ProductAdmin

WSERN: EEM. EERMERTE.

- BN - EH P TEESPRSIF HREB AT,

- 5 - BEA P AT ARSI HICEE TR E

- CBUE - B P ERUEH BRI TR,

WEFFRIRE, RERd “RE” , BEEMATES PRSI,
O AR A5 R B P A Z AL A RE RS 2 AR

REEERRF

HEREEHEM P, WEREIEARA T RSG PR % KEEhEL DA MDE FERER . e RE
HAER TREHER" AP,
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Type State  Created Started Completed Notes Actions

User Waiting  2017-09-22T23:37:05Z
Delete

Abstain

Show Info

I ER T T B A B PR R LA RERR T
- BREERA 2 — BUK AR,

IR R SRRV E B P A e R TR ISR (RS0 "2 B A" B) .
AR RHVERR Y, B ATCTRIE S AL

F P P $iE
NP RGUK P PR P sz g0 s, REESt (10) SR EIRBUEBTE P IKA . FERRR
FERRPIRE GBS “wEEHEA RS 52) SEREIIRS RS, KH0EH Pk,
E

-EEHTE RS ARG, EEEIET & Hi21T systemctl restart spsd.

(KPP BUER RS B TIRE . R MRSS B EBUE K A S B ahBUE X R B R H A AR
8o

-HPTCIERCE ‘MR PBiE” BIE,

LDAP B R%I&
AT Dl MDE P TRECE LDAP HI%, LDAP HISRATIAAN, (Ekaulibg, 19 MRIESHE/R
T Al T BRI R L
/B2 LDAP Hi, ATHIZEN:
- H3#bRiH - LDAP HRMIFRIH,
- I - L DAP 5§, Active Directory HJ RH%EI
45 DN - JH T40E % LDAP RS 835288 L 4475,
457 DN FEARIEIRUN RATR:

uid={$username?, ou=users,dc=company,dc=com

T &R “Active Directory” AU, “4B%E DN” #EK, RARFEREE,
- T4 - LDAP RS %51 IP/ EHL4

- ¥l - LDAP iS5 281t

A - BARBURNE AN LDAP EREIFRIA

PRAE - R ORET B B

Directory ID Type Bind DN Host Port Secure Actions

LDAP1 LDAP |v uid={3username},ou=users,dc=company.dc=com 10.10.10.1 | = %
Cancel
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il

MDE w] DAIRIIN SCHF N EFNANEE SCRI R P ANERIE R P RAE I PR “HR” FIFFERE, PHEBE
S PR B A

Name Status Roles Directory PW Modified Actions

admin Enabled = Product Administrator, Security Administrator 2017-09-221723:09:44Z | Edit Password || Edit Roles | [ Delete |
ProductAdmin  Enabled = Product Administrator 2017-09-22T23:25:40Z | Edit Password || Edit Status | | Edit Roles || Delete |
SecurityAdmin  Enabled ~ Security Administrator 2017-09-22T23:42:227 | Edit Password || Edit Status | | Edit Roles || Delete |
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+F 8 71 HifF

MDE QWi HFREME KRG, MARGREZEHEF HRTFEIE U AR RIS, FEHAAEEN
HRERAFHER, AN, BRI DA BSR4 — D el MRS

i

FHEE

IR LI U ST, WL MDE 5,

# > Events » Logs

[0 show Redacted Events

Show 10 |~ |entries Search:
Sequence ID Message Type Severity Timestamp Source
16 PS000D0005 Reqguested action change-passw... SYSTEM INFO 2017-09-22T23:42:227 localhost
15 PS000D0001 User admin has requested action .. AUDIT INFO 2017-09-22T723:42:227 localhost
14 PS000D0005 Requested action change-user-st... SYSTEM INFO 2017-09-22T723:42:217 localhost
13 PS000D0001 User admin has requested action .. AUDIT INFO 2017-09-22T23:42:217 localhost
12 PS000D0005 Reqguested action change-user-ro... SYSTEM INFO 2017-09-22T723:42:217 localhost
11 PS000D0001 User admin has requested action .. AUDIT INFO 2017-09-22T723:42:212 localhost
10 PS000D0005 Requested action change-user-st... SYSTEM INFO 2017-09-22T23:36:472 localhost
9 PS000D0001 User admin has requested action .. AUDIT INFO 2017-09-22T23:36:472 localhost
8 PS000D0005 Requested action change-user-ro... SYSTEM INFO 2017-09-22T23:35:512 localhost
7 PS000D0001 User admin has requested action .. AUDIT INFO 2017-09-22T23:35:512 localhost

Showing 1 to 10 of 16 entries First  Previous 2 MNext Last

BT R BN RF AR R R, BN EAEEERSIS, AR THE. KL TREM, SO R
IEPARRIR, R AE S

A - BURT RGPS, ERME—8 (BIER—SFEE LA |, FFHRER RS,

BRI - SHAERIME—ARIR, Rl R 2 DB B A R RN,

THE - TR SRR SRR SR, — B RESCRR A, B, BAREFRIARRER
SRR, (ERSORA] AR A AL

R - FREFRIFR R B RGUHRIEIC R R B P e, KEDN:

- R4t - B H3hAITHI MDE #E LRI,

- Wit - AP BRERER R,

R - FARARGGIRIR R, RSN

- 5% - NHREETHLE, XSH

- B - ATRESLAHA TR, BUCEIIRES

- B3 - BERAEATIRE

- INFRIERIC - FF AR TR A 2 BRERMER 1R] (UTC) AR BIER,
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ORIR - REEFRRS (REFEFEMDE) N4 IP,

MDE Sff HAE /Nl “RRigE” HATHCE, BEIEERDREE, TERERH Bt 5 R
HF,

FHFAER

HATRER A NMEEMFHEFNY REZRE, WMRFE, FHREEFHESHIHEESHER “HAER" it
B, il "HAGERT MR R RELRE

M PSOOLNE Agert 1 bogged o renson ecde 3006 ] HBLLAOTI 02042 kane
AR P
Reiiwrte e Ry e ] on homeiiiey [eah [ecrion SOBDEAOT IS0 1 [ 18
Gt rueme i
Frand cierand For weperd on homedala’ Oosann Rk or e FABQ-OTIE0 152 [
H pECON Wrtié pasTified for i O MaTeiieviiipment! Doy AT N0 SOTB04-10T 1507142 osEd

EHSH
MDE A FFEFRGIE S TUR L S CSV G HAFIRS K CSV Xt

# ¥ Events ¥ Logs

[] show Redacted Events

B “S CSV” HRK RS TEENF P FHX RS TR SR — 3,

HAEXHFUE LIRS HHEFHS, FRIR CWERE. FHEHETTS (BEER) | FHFX
R HATENE, SHERE, FHNRBICMEARIT,

FEHER

RN EAE R RS CRCERSF RO, FHEmMA RIS HSR RN TR,

P E B A e eV L O R DUB O™ i B RO . BCBZ )G, H MDE QI BRI A (AT R R 4L
REGFWTT. IR RN R G H S,

A » Events 3 Forwarding

Email Recipients
Email Host Port Security User Password Format Actions

No Recipients

Sysiog Recipients
Host Port Format Actions

No Recipients

MDE &SRO L R 2B, 230 HEHEAY I (LEEF), ~Ht=EM455K (CEF)
RE TR S (CADF) SR,

FHEEE

PRIEWSEAAHE TR DN, FFEZRRENER/ESERE, XESHCRE “spx” RIS A RAK
MEHFIFRETINN, B, WRFAUESHISY, AT REHAMERA T2 “spxuser=userl” .
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RIEBEFEMH

MDE REGNMZE Of HOEEN) REEFPRRGFAMFHHM, XEFRMTRIE MDE FFHES
I B AT E R B R FE RO

b
WFILIL MDE, SNEEIE R {CRIR I NTP RBPIRGE T, SRR/ 1 H SN PR
HEFFLE 0.

ASEREM

MERNIERE 7 &£ F MDE RS RATEISCIN AL, XK IR R/ DFAF, MDE ROEMZIERE T, 15
SRERFAIFS:,  FFDAERRIN R HAm A2 H S,

HF 31
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o 9 BE TSI it P B

72 MEE IR DO MDE R A F T CORISSEHER . IXEm Al DS Bda 3R DUN A TR BRI
iyl IE ATk ENEE S S:PS

# > Keys ¥ Managed Keys

(S ] [Rene]
ID Name Created Notes Actions
1 Keyi 2017-09-22T23:49:127 Submit Revocation Job

2 Key2 2017-09-22723:49:17Z Edit || Submit Revocat

3 Key3 2017-09-22T23:49:237 Submit Revocation Job

AN A
HINIHTE AN, DA NE—BAR, A AR RN ERERAIT, APTEEgE. ERET
BORIEH T B
D Name Created Notes Actions
[ )

AR DUE L, (B P R B UCRRE PE.,

P DME “ET ol B AR, sEST R e R SR A, EHT B A SR e
A ROUENH)” mPRESAER, TEEHE, FHNGEE EH T R,
ImIBTEEH

OlEE G, ZeMEHEN BSCREANAR, EXEHAMAS ERLIRRZEIME, A, R
Bk “ERT B

ZiRIR
MDE (e St EBARM R BEITEARATRAEEA, M B T, A SRR
il

%%ﬁ%r“tﬁ“ﬁﬁ%oﬁ?%ﬁ%?m CAH RIS =T REIR P, RS R,
EH, ARG TP

GELSE =G AT
SSL A EH1T RSA Fl PEM Zfid,
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Key Rotation X

This wizard will assist you in selecting keys to be scheduled for rotation. Once the keys are
selected, a job to rotate the keys will be queued for approval.

Upload Public Key

Browse... | Mo file selected.

Add Public Key

Public Key

Mext

R TosArE P ORISR, 22t B AT DO BE R A R,

Key Rotation X

Select one or more keys from the list of all keys:

Key1
[ Key2
[ Key3

Back Mext

R AR HE, R — ML,
GIL:3Eyse Al

AERES 2R RHE, B ARSI TR RBP4 52 520,
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FERATERERS, FRRTA SRR Pl A e e, IZMENCRARERIa T, BEEFTA SRR
Ry B PR,  ARIESZ AR P OB, Itk AT RE TR ZAR K IN ) A BE S A

¥

RSN AR, S TIRHUIRSA REE R HS T, MRAEIR, TEWMRINTEHEL T
PHURES, RISEHTGS PPM iS5 as sl EHTH3h PPM iS5 (spsd).

TIAE
EPREI M MDE FRER BRI ROIZE IAE S =7 RE IR . UE B RS (A5 50 SRES AR5 A SRR
AR TE IR, EREEAR, KB RAIERAS TR,

MAERRE SR QB P PR A S R I A S ERORUE, R, RFEYT SR, DAERE
FIZE IR SR BT M SZ ORI H S 32 R

SERAREE, RIS RIPER PR R EE. RIS PR EES =7 RE K I MIER
[ PPM f1EHER 2,

B

“LAEPEEBLGY” WSS PR SR CURERR H bn i 815 A IRPERL P IR, SRUG A e L 3 91,
H2H “HmECBRT” AR UAREUE BRI R 8 25

TRk
WP RERT A TR S SRR, (RS IR, RS =778, M
(EE:CIEp S U NGRS
&3

IHIHREAN AT IEIS REST API $248, 1EZ [ REST API A% DA T il B8 2 1R 41(5 2.

B zh % AR $A

NIRZ M E M A E RIS SR 5, 82 MDE Al DUNE DR AL I RIS B AR E . B4R
HHTE QRN 452 M —JF BAE A E B 0w _E AR I,

HENZE AT T A RERC B . AN R EHRES R i S, RSO Eam A Y.

IMEREESARE

AITELA R B2 — (AR NEZ SRR E SR EE, MDE #1415 BN UE R PR 2 2 5dE
P, aniR et ER RN AN R, BARCE — MIMNRES R, SMBETER AT EHARY, 2
IS MDE Se MR 2R B

E
AT BN RS E S SNBSS R AL R 2 it
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KMIP Z$ARE

XFIES
ZEREMOVHFTE L Java BHERM Java (B1LF, 5L RS EROIE Java B8 ERM Java [B1E)%F:

g1z

1.

2.

WERE FALER SXAFIfER PKCS12 (2 HEHERMAINME #12) NN EAILEHEH . e
H BT, BATGISERR “client.p12” o (B 83 TIHY [R5k C A T-AI#E PKCS12 XY
FEARARL ) DARECA XK P HLERB AR A ALE R HA K PKCS12 MU ERIREAR, )

WER M CAER S, TERHEAP ST, FATRHSCAFRN “skim_ca.pem”

[user@localhost]$ keytool -importkeystore -srckeystore client.p12 -keystore client.jks -storetype
JKS

O PKCS12 X ES AZIHTHY Java ZEHHE:

GiL-SER=w Al

P ERR S ZORIE AL, TR ORI DA S

[user@localhost]$ keytool -v -list -keystore client.jks

- NSRBI 44 -
N CAUEFR AT ANZIHTHY Java fFIEEFEH:

[user@localhost]$ keytool -import -trustcacerts -alias sklm
-file sklm_ca.pem -keystore sklmtrust.jks

P ER R R EORIR AR, TR AR B IR DA IS
- NSRBI 44 -

keytool -v -list -keystore trust.jks
BB EHE DS SN PR I E
- 44F% - B P SR MR A R 5 |

IR - K MDE TR, T RUSMEREYIF N % 6 S S sh B, SRS NIES), MDE KT
SEEEANZERIE, MRS NANES), A2 MDE R AP,

- FHL - SN TP Hutik,
Vi 1 - SN S
B HLEPE
- WP - WERRVEER 4,
- BV - Java BT,
- B PUEDIRE SRS - QU N R B A B,
R C{ERLE
- [BIEERN S - WERIIEEERN 4,
- AT - Java (S EEX T,
- [BIERER - QIR EEEN ARG IR E,
SN ERE - VI PR A S R R T B PR SN B
- NTRIEXHSE—NEPE, SREEN “true” o
- WRRIERE, ALK “rakE” EPE, FRROUN TR,
- HRER — DN T R B E,
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KMIP Keystore New KMIP KeyStore

Is

Name State Host Port Client Keystore Truststore Master Actions
|' | | n e 5606 |+ Alias Alias O Save
(—
Keystore Truststore
Password Password
Keystore Upload Truststore Upload
Browse... | Mo file selected. Browse... | Mo file selected.

MDE Y4 §i K £FAME R HE = i 9 KMIP ECE R IBM Security Key Lifecycle Manager (SKLM),

EHRLIEIR (HSM)

KXTFILES
] HSM PENAMER AR, R TR IR S =77 7 A ARYE IS R ROHE R 5 B e 2l B a] 1

HSM [ 64 NRAZ NIRRT H PPM F= i E L E # %] MDE VM, N HSM & R fA i EFED
BB R E BRI BUR 4 RE SDK JE— i 72255,

{6 FHBER 28 AR LR S AR B COFRA IS F T HSM (USE AR R 233G B8 mniH, b gnssi 2 s
Al fit5 PPM BL & ERIY 256 A A FREEEH,

£ HSM bR IR =G, KIEHIE AN, /£ PPM GUI T -FACE HSM IR 2 I AT,
PPM 2 L AIAAI SR I EHE 2] HSM DLEAE RIS RS, SRS HSM KR [RI A7 iE7E PPM Bda I &

Y.

LA B )E, 16 PPM ATLLS HSME(E, #3515 PPM VM,
MINREHER AR, L “Hrd HSM BB .

A » Keys » External Keystores

HSM Keystore New HSM KeyStore

Name State HSM Token Key Handle HSM Password Actions

No External Keystores

KMIP Keystore New KMIP KeyStore

Name State Host Port Client Keystore Truststore Is Master Actions

No External Keystores

TEHAEE DU B RIS SR & 51
4408 - B P S AN AR S |
R - IR E B AERN RS
-HSM &1 - HSM i 7 X iR i =
BRI - X2 LR F T 2R SRR S Y B BH 1 A A
-HSM 1Y - JX 2 5% P N 73 X SR %R,
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HSM Keystore

Name State HSM Token Key Handle HSM Passwerd Actions
I nacive|v

T 2 HSM 755 S0 HSM 255H FERE B 1Y SafeNet® Luna HSM,
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o 10 51 SUFSORMEE X

MDE {2 e P SR RERS i SO S BRSO ARz GRIFRIINE) o PURARIEIEE SO REER
PREIE

RS - P MAHRTCREAIER, T8 APl R E (g28) o (AN APk EE RERE
PRI I 5 — DT

- BRIEEE - RIS ORI SRR SR

BRI - AR BHRR I RE TR YR, S TE i —DEEER, 1/0 (BY5) #(fF

FISRBEHRAE,
(R - ATHUTSCPR RSO RIRAR . FTIERRRS, DLSFPRIRAY AT ST SO — D ST il mladesg s iy vy
42 il o

OEBERA G, BRI LS — e MM AR PR, DU B R il SRS I RC &

e STy

Ry B — N MRS TRE X B PAHRIR SRR R, SUINERESs, 22k

EHUDIERIFRTR AN, I Ry, AR RIE RS TEREAITT,

BIERSTUS TR AP 4. i, LIUEFHP— MR, REEETRE.

P - HFRRGUE XA FRIEARR, X5 BB R RERGP AP HTE, e RO R,
4 - HinASel LDAP & XHIH PR AR, X5 BnRBEREFRERGP R A P AMILE, B2
I B,

PR - XA AR A ARRIS I . XS BB PRI RSP AR E B LR (FIRNERG
{6) LA, B E T B

A » Policy ¥ Selectors

Expand All || Collapse All
b Name: Selectori
Notes
User Group Process Actions
| user01| Delete Row

(2 AND #R1EH SR MERSTHRIE, MRERITHIRES N TE, MNTEILERAT, Frf 7B
VLA, ANSRAEMIEE SCRITTHREEC, AR2GERRaRtBITAC, IR P RITH T A SN SR DEAC SR TR,

P 4l ik FRBIRLF VLT
¥ PR

v PEFALEE X A AR
il

v DERCATE X RIS E T
AIRERR T A ER (AL TR
BI{E
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v v IXAEFE 4 B2 T RTAL
G PERCH

v v AEEN B R
1T BRI PTACH -

v v AEIEN B2 R
ITIRIER IR B8 X HIH
PRI P

v vV v AEFES B HIHAI K
FRIFER B R
ITIRAER IERCHT

*

MRS H A/ SRR T R G 25% S EFE PRI ERC E RIS LDAP 8¢ Active Directory fIR55 831
AfER,

IR - DEE NP MRITIR G, SONREREN, 22 EH R X R I AR,
RARSERUIAT, B ISR %8, SITEEE DX IR,

# » Policy ¥ Path Sets

Expand All || Collapse All Search |[Enter Text New Paih Set
»  Name: Pathset1
Notes
Path Notes Actions
| /protected Delete Path

ZEEEH LIRS, RIPATR RS PEMEIEM T Hx. ERTEORIEH TR,

shiESE

BRI AR 5 I SRRV IRl /s s R i R B A T e XA PR G, B RS
RIERL S AR, SRIESSEE . P ER A F1T813K,

B4R - P E SR EEZE S T H
-HPTERE - ZEME R UE TR,

HiERBT
BRAERIUTEE S OB WP, s, RN,
Wip - KA B RIS AT AR RIS e, R E B IEIECIAT, BRI TR, [HRINR R E—
17, AR,
- JEREAS - JTRE HIERRARAIE RS, RIS P EEREITIN, 2RI TR SIAL, Iy B2 H T
Ft, MDEf@fft “amik” uLfEds, REMBUCRLAE(TAIA,

40 IBM Multi-Cloud Data Encryption B SPx® f2tFi R 7 Hs: EHRERE



ARAE - AT PUTROSOHR RIS, DTN BRI M BEYE AN o B OETER,
ATH - SERAEASRERAT AT idese, IR0 “VrRl” L MIE4RT . URRL, HAET R IR, HAET
I BB H T B

HIERBTTE

PSR . RIET A0 ITONT FERATDUARRMERIRE OV AR, XAV R B GO R AE AR 2l
MR e EIRR R O R, FTHFRIRE N “FIDGRET . “gRET 1 RRIERT .

AT IA4m1E

FEQIERAERRE IR, ] DOZSE A o5 v Bl
WmAE

FEQRAEEAE ], IR B I B
FrIYwiE

I B A E QR R R S B, A B ACERAE e TR ANRE K

Create/Edit Datatype

Name |Datatype- |
Notes
Rules
Order Selector Operatinn Actions Delete
- Not Editable - Not Editable - Not Editable - Delete
Selectort |0 select Al Read or Write ] Permit |
- Not Editable ~ Not Editable ~ Not Editable ~
select All Read or Write | Deny, Log |

Add Mew Row

Save Cancel

AT B A EN /S IR ERT, ARERIFEUREREL,

AT
TR AT HAT S S R G R, AR DU R B
- F4AFR - IR AR
BAR - ARG ATHUT RS R R R
PMERSE - A TSI HRIERS A (Linux, Windows 1 AIX) BYFE%,

RA - T ERGRAN T B
SRR - TR RS KR4 FE (Red Hat. CentOS. Windows il AIX) FIFER,
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# ¥ Policy » Processes

Expand All || Collapse All

» Name Processes1

New Process
Save || Cancel | | Add

Path 0s Version Distribution
fuser/bin/cat 67 CentOS  ~
Hash Actions

A HREE MO SRR, SE M ARAERGIESIRHITE . EX— TR NEOEG, MARVLECRRR T
FRAIHTEA

AR ME IS B P THEM AR, JHFENEHIE] PPM A, 1% T HRK 4 S /i AR AT H TS89
AIE,

spxhash -p <path to executable>

iR

[root@blkdr ~]# spxhash -p /usr/bin/vim
1202E81EF41273904A6DD381C35B2561F838F7E35B6B26959F8EEB646297A36A7C2
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o 11 = RPN A Bl

MDE SCRFIURAIIRR RS “%” | “FUERIGHITSIIE | RIS R “HRE . &
RO R R R RSB R /7%,

8 - PRI DO S R

AT SRS - {REERR (R4S P S R (TS PR I S

- AR - (IR fE I R S LR TS PR e

| REQAIN - (RTRER R RAP5 VE EIR R D T K

RINNIEIERF

LIRS, ZeMER RN S MDE B9 “REERRER" oim, AEHG “IRERER" sl
Ko RiF i a] R REERE PRI,

Search Enter Text Add Agent
File with Policy

ERRERE RS, 1ASTT AR QIR R,

T BWAETTE IR ARSI E IR SRISALE ORfEds, BRI, WY, BURERAREE
1), BRUONERAR R TR AR X LA

M AHEBRERIE 2GRN REEF S0, MKEER. R, & RAHPT LR, ERINEREF R
IGERR A RT3

S
Gy W R R ERLRE AR, UUID, #ERGTRE,
Add File With Policy Agent x

Required * Required
@ Agent Identity

Name™
© Network Information
UuID* 9abdb4d2-0bd2-430b-841d-4cc122a152dd
Optional Operating System™ v
O Policy Notes
© Authorized Users o
© Tools -

[Next|

4608 - F P SRR 5 Fo

- UUID - MDE A TARIRAERAR o B ME— AR IR,
PRERSE - B REREFERIER S

R - R T 2 R RE
WMAFTEBETEE, RGRELERE TP,
b
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- MDE HZHFE UUID, (HRAETREMN 2 M E B 5 n] DU Hdt A 178 e,
- GUI iR T H T B
AREREFPRARAME—; B, MFRRHERNATRHE T2 MR, A2 SR &S A GBIk

RE
“Pgg” HIRERZ M E R RE CAERR R MDE B A48 1P sk, PAKAE MDE F1 AR F 2
AN 22 2 R R A IE TS

Add File With Policy Agent x
Required * Required
+ Agent Identity IP address *
® Network Information
MDE Peer IP* 10.10.10.111
Optional Certificates ™
O Fokcy Subject Fingerprint Expi Private Ke Actions
© Authorized Users ) g5 By y
© Tools No Certificates

Add Certificate

Next

< IP Mk - AR P AR SS 25 TP Mkl sk 4144,
- MDE [M&} IP - M)\ HAR AR e AR S5 #5216 21 MDE 1Y 1P #ihikek 414,
1¥: MDE H#IEFE MDE [F4% IP, (HREFEN B R0 DUEK,
W - AT MDE fIE Z NIRRT 2 [RE Z2E# N E FEIEBAIER,  HIEB A FERIEERM
MDE PPM R%528 2 Al @A AH EIAERY TLS1.2 3% $%,
B EHIED, ZeWEMAMNIEATEEIMEY, XERMFIED, RAEIHZIER. ©BERE HrHE
FMes” R,

TE: AR EHFEAEEEE T MR L8] MDE EORIAEEREF 2 ECILECANES, AR PPM KA
BHTERE, FFEARBRER RIS EEENEREISC RN, B2 RS SIERIRE" 50 DIRECE 21415
£

/o

WMATHLEHTEE, Bdi PSR MPE

“‘REREIXMA . “RERENE M “E RABREFUR
ORI IR R I RAERTE A 1 REAR 3 _E 2 SO SRS R IR R

ARINERTERE
“HARMHSCE” M “BA RIS B n] DA CHRE e SRS R RIS A2 S B IR AR
TRAP AT RO 7 _ BRSO R B P A SRR R, ARINAYES (25 H tie PR B BUE o

£ SR B Sl 3L SR 52 CRIP B AR SR AE, 15 ISR I 5 SR

2% CRARIGH SR BERR)G, 2UE AN spxconvert fii 2 FalEBEBLA SUAFRIF H %,
PIEESCPER N, RIS R

- ZREIR TRMBGHSCAERIH SR B 2 T s i SRSz
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Add File With Policy Agent x

Required

+ Agent Identity
+ MNetwork Information

Optional
@ Policy
C Authorized Users
© Tools
SRR, IH R LRI,
BB AR AR TR LM A SRR IR R, AR,

Add File With Policy Agent x
Required * Required
¥ Agent |dentity File Policy Path (or Path Set)*
v Network Information

/home/data
Optional
® Policy Storage ® Local Network
O Authorized Users Key System Defined ® User Defined
© Tools

Name User Defined Kay
Datatype” festoT
(remember to fill out any empty values below)
Selector Operation Actions
Select All Read or Write Permit
Mext

PRI (RBSIESE) - RS2 I RO EURZEIL T MR HIE SR AR s AR A, R4 TR
RIS EIE 2T 7 H %o

Arfilas - PRRSAFR RO B, RO AR S, Qs “Mgk” | itk NS EC REIE M E
ZMesfEftdR. (25 TNHAVEER )

CHEH - TS SRR AR R, Al AEREAIERTE AP E R E e MDE B EERY
RYUE UEY, WPBRENBRTEANZ “BARBIXA” &2 “BAERKNE" (20

BRI - PRI AR, R, R DA AR E R, R A SRR
a2, IR 2 PR AT ATk NIX LR &

1E:
RS, IS NTEGIE BT 2 il A8z %, S0, /] DU AN TR,
- FIT S P (R B ST A A E R T AR FRAR e R B2

USSR Ry “BARIRIE” | AR EEAU SRR, FOEL ERE Ok
FERIRI
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It iFfERSECE

GUIRAE A HIFRERS, TBATEE SO RIBIRARI, I AR EIATL, IR PRHE R R T
SIS AR B e SR LR H S

MBFEREcE

GUERAEF ML 7 hEas, BATERE SCXIFRISIRARI, TR "W fEikas” B0, IHER(ERAER R R
EEXE’JH%T FIEER LB O SR i, IR ERTCIR S M P dsic S, TEEMHAS
X

MERTEMBASTREE X M. TP, =, P4, BEMES %k,
P ARIRIELE IS AR 2R, JEITTN . NFSv4, NFSv3
- EHIAA/IP - 1 ds RS0 E 144 /1P
e MRS T HAE
P4 - (NFSv3 EFREH) ML SFRGIAERF 4
- - (NFSv3 EFRERA) ML RARINIERY
AR LSRN G T NFS B XIE, DUES 2 6E
WA DEFEE, Bd PSRRI,

wNE

KXTFULES

“B7 M “HARKNET R AR DI B RIS RN — D N EE . BRI LEATE
X HAREERE 7 _E AR TR S R I

Add Volume With Policy Agent x
Required
v Agent Identity Volumes

v MNetwork Information i
Device Label ||

Optional Key Autogenerate Key Required

C Policy

@ Volumes

© Authorized Users

2 Tools

Mext

BIINAE, THRGERIME,. SN RINRAETZ5m A KRR RS RIS S A,

B EPRRE - TR RAP 185 4%%%“K%§Uﬁ@$ﬂ“ J&, ¥HREIEILIZIT spxdevice A IR AR K

BREE (1%7‘/‘%% CERERERT ) .
S - TSR EH,  A] DUERMEMTCATE SR P MDE & B B 342 R,

BRAFEEA “BahAmEs” L0, SNTERIMRBERR P < B AUE TN RIESC i 9, E2H “K
Mg SRR E " B0,

WMAFTERETEBR, Bl PSRRI
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‘WREFE RIEBIEFLE

MDE “WZfEfiE” AR (0SA) 7845 MG A A7 (e Z MR, R kg2 P HLE 7 iEX
FUETANE G KA s ST IR IEFEE] OSA,

EHAAIALE OSA KIERLF|— P e M RIFHBIRMAEF . OSA XIEI OSA &IXZ| ElC B Y /5wt RA7 i
ARATRUERH T IR S RN, WURECE 7 2 Na, AR 0 BEI R i 8 2 B JE .

AURIE
KNGt REREFERIEBREENREEZ PN “SREE" BREFZ A7 2ER,
B ERIED, ZetEMRUIRSG “GIMER” 128, MERIRFRIED, RETIHZIER,

Add Object Store Agent x
Required Front-End Certificate
v Agent ldentity
v Network Information Subject CN=localhost, OU=Development, O=Security

First Corp.,L=Rancho

Santa
Optional Margarita, ST=California, C=US

@ Front-End Certificates

. Fingerprint e9cf021f7092bech3ec2Tha29467h2d3e70b2b2e1d5edbacd7 38af363860b2bd
© Bucket Credentials
O Buckets Expiry 2016-11-09T23:11:06Z
C Backends
© Authorized Users Private Key False
O Tools

WMAFAETEE, i T2 DEREN IS

RS
MDE AIFLEN 5 2 P R PIEE. SRR R E A XA i X R TR &
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Add Object Store Agent x

Required * Required
v Agent |dentity
i QHW1UOGRUS0BFNYZQOCH
_ Key ID* QHW1UOGRUS0BFNYZQOCH
Optional
v Front-End Certificates API Key* 78dKnicLBiUkQgl60LjtBKgNoglZws4S6g5SSiik5JX0wOvZ0xolIZoTa=PGKK3B
@ Bucket Credentials :
&) Protocol IBMS3 v
O Buckets
O Backends
© Authorized Users
XH2BW34YV12A0REPF3TW Delete
O Tools
Key ID* XH2BW34YV12A0REPFITW
API Key™ 3A0MJSFXV3p1xpUBxoAgfSt=DoEaX=31YTUOyVn3ovUAQ4ssKABQQvAV1jmHPeXh
Protocol * AMZS3 v

FIETRUESE, TER T “WrERUET H,

FREX RUETRZE NAIE X BRI, APT Z4HFIHML

BRI - A RAFEYI A AIARIR

- API %41 - 424125 S3 APT DACIRR| 2 AMRR 45 B 3565

N - 5 EERAFER (Swift, IBM S3 #1 Amazon S3) &5 A AWM AR IR,

MDE KL SRR IRAN APT H AL, IRTFTRE, EEA R E XA RIME, B R TR EMNZ S
XS AT TR AR HHIZE R T 8

WMAFTEBETER, B T2 UEREN TR

FiEX
MDE J#IS /7 i X RBRIE N RAF MRS, B MEEXETRE NAIE X AR, ICRIEZHNITRNS,
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Add Object Store Agent

Required
v Agent ldentity
v MNetwork Information

Optional

+ Front-End Certificates
v Bucket Credentials
@ Buckets

O Backends

© Authorized Users

© Tools

* Required

Bucket Name* |testBucked

Log Denials
Palicy

Key ID*
KH2ZBW34YV12A0REPFITW

QHW1UOGRUSOBFNYZQOCH

rd

Access”™

Read or Write ¥

Read or Write ¥

Log Actions

e [om)
o [om)

- BAFR - SRR XA AR

IoRIEAS - BIEAEIE, iRk,

/o

-EPIRRI - SO A E X SRR R IR IRAI S H o
VIR - SR E— VIR e E VIR, RT5 R E S 15 AT
-HE - IR, NET, WM RERER RIS T AR AT T AT R TR T H

=+
PIARYeY

WMAFE R TEE, B T2 DEREN IS

Ep

HRAENET KRBT FHEL O # T H &,
- SR - AT AR E o SRR DAL E 24T, SRE X — TR 2 BRI

R, H

JE S RS BB I £ MIN SRIE o IR S T M RAFMERURIV IR Z 21, N FORIEERCE R R IR
FIFERBTEFRER S “E” o M RREMBIRFRAODIIERE, ZSHFRIECE N 1:1, 2:3, 2:4,
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Add Object Store Agent x

Required M:N 2:3 v
v Agent Identity * Required
v Network Information
Share1 ™
Optional URL*
+ Front-End Certificates
v Bucket Credentials D= ||
v Buckets
©® Backends Key*
© Authorized Users i
[ Protocol® IBMS3 v
O Tools
Share 2 ©
URL*
ID*
Key*
Protocol® IBMS3 v
Share 3 *
URL*
ID*
Key*
Protocol * IBMS3

Next |

BMEEREE RAIECE: URL, ARIR. BRI,
- URL - MR AR AERE Y5 1] URL
B - TR R AR ER AERE R P AR,
~EH - T U7 RAZ R AERE P A P ARTRIK P 2 5H,
N - SR EHBIRAER (Swift. IBM S3 Al Amazon S3) @ {= A A I AIAR IR,
BMAFTEWEFEE, B “T—%7 DR 1P,
RIAR
“HP” PBELR TS RE CERUT BB 7 WG R A/ MDE FH P K P,

AR RSB, F BRI P g3 EEEER, BazAPE “EEFER" T+
BAE N EBER,
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Required
+ Agent Identity
v Network Information

Optional
+ Policy
@ Authorized Users
O Tools

Add File With Policy Agent

Authorized Users

admin %

MARTELHEHTRE, Bl b

REBIEFT

DT — DD,

ﬁfﬁfﬁ IR AE e mBHE T TR, AWM TA: &0/ 2NN REE,

THREREREFMHNMIRSE “REEPER”

BRI RRESIR S IR REEE, HIRAERS SN B & 5N E BRI EIRE, B HsRIgm A g

i ERRE, &/ 2R TR TS MhME N E5E,

ant, &/ ERTERANER), AZERK TAXKEINEER, R LER “NREME" EEF

BT

RIRiEF THIEM
THEA AR TR

R, SRR, A HERR R I R T HIEREN T AR

TR

& HARMENE FATRIE RIS E XA

/2R

v v v

XRAFE

TATARE

RS THXKEK, TR ICHiE SR HA R A2

o

HEFARISXARE, 285 MIIZRAIEEEAH R

Rlffr, RalE— ek, iR, FEREER EEHEREN TA,

Add File With Policy Agent

Required
+ Agent |dentity
v Network Information

Optional
+ Paolicy
v Authorized Users
® Tools

Backup/Restore Type to filter and select a predefined key

H: THEASF AR EH, DO SIERRIEERE 7 2 BiE SCEH,
WA LHTEYE, Bl PSSP

EH5WE

KXTFIES

FRE BN REE, MPRREE “S%” iR,
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R 15 B 1Y 5 DUTEDRF TR T A L B B A e A,
Add File With Policy Agent x

Agent Build Summary

Identity
Name fileAgent
UuID c5bf0b5a-99b2-4dcc-8eB82-2a559d5319c4
Type File with FPolicy
Operating System Cent05 / Red Hat 7
Notes
Network

SHNEREREMEAERTE, Hadak e A NI R, Kol LRI
PENrERid e, ROIRRIEEREY, FFH 2R AT N3,

RIBIEFAGE
RS, ol F/E MDE TGRS, ZHERMERE, BB HEHERE
) MDE [F19 IP FIfrt EHUIE >R A2 5 MDE UM EIAIER TLS1.2 &,

RIERE P RAE AR 250 N R B IR s TR SR SR . MDE Re s L BC B Y SR IC BRI R, FRUREISRIG IS, R
TEACERRE b S IR

EENEIERF

KXTFULES
“HREREF” TR R C A B 7 RS R,

A ¥ Agents

search Enler Texi ‘Add Agent
Name Hostname or IP Type Notes Actions
Agent1 1.1.1.1 Volume with Policy Delete Agent

DS FMEMRE RMERFPIRAEER, ERD “B07 SIhIREREF AR, SFERSG “RIE” S “TF
AMEE" L IR P E BRI DT, HrhSoRgtiE e, R RGP T A A (=
B

FlShYe)

REBEFRS

MDE Z Mt EE A ] AEAHEERR S, HIRGEEUNMEE: AHEER ., HEERNRERRIN
BRI A NAR & AL R 30 RINESRIIREREF, HIELT PPM AL, B UTC IR, EdiRi2CEAE
FPRRGHATAN
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A > Agents

Agent Report Search Enter Text

RERIEERF

KXTFIES

BN IRACE TP R SR 2 AN R 2 EARIRSS 8 LB R 205 . E B ?, HTER%
T, REEHEIENRAS, BEENEHFIBTIRERA,

# » Agents ¥ Agentl

Agent Info

Identity MNotes

Name Agenti

uuIiD dab30652-19%ee-

4763-84d8-12fe2bag1948

IP Address 1111

Type Volume with Policy

Operating System CentOS / Red Hat 7
Network

MDE Peer IP 111.0

Certificates

Subject Fingerprint Expiry

ChN=agent,OU=agent,O=SFC,L=RSM,ST=California,C=US ea584e4904fifad5a3416eccc753e0f01655462929d4115341369chbccc381657T  2016-11

Browse... | No file selected.

Users Download Tokens

Authorized Users admin D State

Install Files Download URL /rest/agents/1/install_bundle

| Download Zip Bundle || Download Tar Bundle

WRERFTA FH . AR R B E AL SRS TR I T LA, B NATAC B B R S8,

REEMATF Linux HRIEEER

fAAE A RMRERE P A 8" RBEIfRER, “"BARIBRSOE” EERr, “BARIKNE" REREFN
KgLEET REER, A RERRANT HRfEER “RERERERT

Linux EIRIEFISZEE
XFIULES
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Ziz

1. £ PPM Hll&E (GHICES 11.1.5 W #ERAEERE) .

2. EREREF VM _EZ23E “gettext” #RIFHL

3. ZERIEST - 1ES S 75 T TR SR A FEARIERE P 2250 DARBUEAE R
4, FEZEEFE RN E 5 | SRR VM,

5. DA root A ' &}121T spxdevice -e <label given in PPM> -m <mount point> -f <file sytem> -u <disk to
use>

spxdevice -e CO0S6VOL -m /protected -f extd4 -u /dev/sdb
Linux “‘BEEEHXHY RIEBEFSSE0RE
X FILES

i3z
1. 1£ PPM Rl “HARIKHISCH” KB
2. QIR P
3. AR 7 Hx
4. % H I EIERI VAT
5. ERIRET VM B3k “gettext” #X1FQ
6. RIS - THZ S 75 T TR A SRR 23800 1) DERBUEAE R
7. 2SN B 5 | SRR VM
8. Wit “spxinfo -1” RUESCAFIRIGE 7 (R
E

ARSI B ST FE SIS TSR IR, st el £ R B SRESHREEE T TN LA
IR BURRIIRAS, MDE f2ft T — P40 “spxconvert” HIm1TSC AR

TES R 87 Ty THYS% E it DURERan < K H A AT E4H I,

Linux “BERENE" REBEFLISIE
KXTFULES

i3z
1. £ PPM i@ “BEAERIRNE" MR (5ICEE AN SRS
2. EREFEF VM _LZ3E “gettext” IR
3. ZERERT - B2 75 11 TR A BRI F 2R DURBOEAE R
4. ELZAESERIN BT 5 | SR T VM
5. DA root F ' & 47}121T spxdevice -e <label given in PPM> -m <mount point> -f <file sytem> -u <disk to
use>
[root@localhost]# spxdevice -e COS6VOL -m /protected -f ext4 -u /dev/sdb
6. B EMIAR AR I B RAH -
7. % H R B ERRF AL
8. EHr5 | FRHEEF VM
9
0

. Isblk - ITRIEHE RS FAE, B ATRETR Z AL 30 FHINTH]
10. @I A% “spxinfo -1” IR E S HRIE2 & (E A
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£ Linux I, ATDAMESERE G &y X LIREEME, ZEHBRNX, REEM A spxdevice -u 1EIT
INFEE X (140 /dev/sdbl) RIA],

“Linux WHEHE RIBEFRE
XFILES

i3z

1. 7£ PPM @l “WREME" AR

2. IR - B2 75 TN TR A SRR 2380 1) DURBUEANE R
3. FELARTERIN EHT 5 | SFREERF VM

REEATF AIX HREEIZERF
g;{}%ﬁ’ﬁﬁ@ﬁ%?@?&: “EERSRESH SR RERE P, R B A" HRfeEn “RERER
AIX “SERISRMEISCPE” ACBRR P B e
1. £ PPM a2 “HARIGHSC” KB
2. BT
3. AR ZEA 7 Hx
4. % B I EIERR VAT AL
5. ZHMNIET - IS 75 TR TS A SEARRERE P 2238008 DREUEA(E B
6. TE2Z A 5E N B 5 | S RERRE 7 VM
7. 5@ 6 “spxinfo -1 FlESC ARG R S IR
TE: BE5FI0M) B ST A SIS R B ERVEURE, vt BE A (R B SRESAIEHE TN A
MR EBAERIRAS, MDE 8 T — 140 “spxconvert” MIan (TR MER
THZ M 87 T THTs E mtitbhnes DAIRECAR < N A R VEA R,

RIEEHETF Windows HWHIRIER

fAAE 3 AMAERE PR 8" (B, “"BARIBHSUE” EREFN “BERIKNE" REEFR,
I CRERREPAEN” JARFEER) R

Windows HRIEIiZFiIR&ECE

XFIES

iz

1. 7€ PPM Hifillid%  (EICAERTE A RIRERSZ) .

2. WRAIRRLT - THS 5 75 TUY TRt A R 23850 fy. DIRBUEA(E R

3. TERAESEARIN R 5 | SRR VM

4. 21T “spxdevice -e <label given at PPM> -d <disk number to use>” DAIIZEIRE N AL, SR
00817,

spxdevice -e PRODISK -d 1

5. 5%, 1217 spxdevice -e <label given at PPM> -d <disk number to use> -m <drive letter> -f <file
system> DA IR 8 FH 2T HEA TAS AR 2238 A B g2

spxdevice -e PRODISK -d 1 -m E -f NTFS
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6. 5%, 1817 “spxdevice -i <disk number to use>” DAZRIEFT 6L BT INEIREE 73 X AR AL

spxdevice -i 1

7. Rk, 81T “spxdevice -e <label given at PPM> -v <drive letter> -f <filesystem>" DA IN&I4RF & 20 X
FHrE M RGN 1Z 5 X

spxdevice -e PRODISK -v E -f NTFS

T¥: £ Windows |, RJDATESERE L& X BB EMNE,
TR, WS EVIG, MRS, BRFan] H,

TN, WE TS B “spxdevice -i <disk number>” QISR AE, W]
BEARFNIEG DX,

B2 “spxdevice” @& HHIES B DAIKEE 21 11,
Windows “BERIBNXH" RIEEFESIE

KXFIES

bUE

1. £ PPM Hh il “BAERIBA S R

2. Sl EMARFR AP

3. QTR T H%

4. X H B IERRF AL

5. ZERIERRT - 1HS M 75 T THYSR A SEARRERE P 22502 DERBOE4E R
6. JEIt 4 spxinfo -1 B IIE S AR SRIE & 75 1E A

ST IO B ST A RTINS R WU AA AR, vt moe /7 (£ 09 B SRES BRI TN A
NG EEBAERIIRE, MDE Rt T — 140 “spxconvert” K7L

THZ M 87 Ty Tt B wisthhnes ) DURER Ay < K H A IR PR4HH A,

E

£ Windows =, fR7RVFEHL @ R A AR E R, RO FERE 2R S SRS 5 1% oS R A28

Windows “BHEIENE” KIEEFRSICE
RFILES

iz
1. 1£ PPM Rl “HARIKIE" RERER (EICEA A RRERE)
2. RS - 1S F 75 TR TRk A AEARRERE P 23600 1 DURBUEANE &
3. ELARSE N BT 5 | SRR 7 VM

4. 3817 “spxdevice -e <label given at PPM> -d <disk number to use>” PABINZNFEANEEL, 0 DAVE
RAEIBTT,

PS C:\> spxdevice -e PRODISK -d 1

5. 8%, 1817 “spxdevice -e <label given at PPM> -d <disk number to use> -m <drive letter> -f <file
system>" DARRHANEIRE s FH AL T HEA T8 SACAN 2208 B RN A

PS C:\> spxdevice -e PRODISK -d 1 -m E -f NTFS
6. 80#, 81T “spxdevice -I <disk number to use>” PAZmIFFT LB INENEE & 20 XRG4
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PS C:\> spxdevice -i 1
7. Bk, 1817 “spxdevice -e <label given at PPM> -v <drive letter> -f <filesystem>" DABSINEI & 7>
Xt BA RGN X

PS C:\> spxdevice -e PRODISK -v E -f NTFS
&5
1E£ Windows I, A]DATESERE L& X _EIEEEMNE,
N T RN, BRI COIal, MRS RS, SAFRHRTH,

N TF XN, WSET A BB “spxdevice -i <disk number>” A& %, AE, B
B EA BRI R LA 7T X,

B2 “spxdevice” A& HHIHES B DATRENE 2311,
8. K2R 1y H S E) &

9. AR
10. spxinfo -l (B E/RATH A4 H SRHIS )

&+
£ Windows =, PR VFET] IS RIS QI B AR H %, BIOATEGE N AT AT G 2% R B

e i
FMREREFHGEHE — NSRS, EREFASHAFHBHER, SRREEFERSISN, ZR
PEFEFF#S A MDE 153K Y Aidb FIE sk nI kg,  anRARERR 7 ik 157 MDE, ARGk & 15 45375 [T .
TRERR LT Z AT H 3%,
MRERRR 7 AR HTORIE I, (RIS (SRR N SRRGI ) MDE ik,  anRAN 7 e SR
ERERE, ESHE LA E S kernel_policy.log S

- Linux/AIX: /var/log/spxagent/spx-policyagent

-Windows: C:\Windows\spxagent\PolicyAgent

I CIRIER
TERNRI BNV HAZ AR PG, W08 GUI £ “REMEFEE” i B4z AR R T QB
FPHEMES, DmEAEEr, HEEREEFEMEE. £ "REEFER" mWmt, AHEEFRNS
BRI R] DABEST S

WENEEFER
i “ORERERRT (R SRRV ISR S RIARFEE: AR, IP Mk, MDE % IP AITERE,
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Agent Info

Identity Notes
Name Agent1
uuiD dab30682-19ee-
4763-84d8-12fe2bag1948
IP Address 10.6.1.255
Type Volume with Policy
Operating System CentOS / Red Hat 7
Network
MDE Peer IP 10.6.1.105
Certificates
Subject Fingerprint Expir

CN=agent,OU=agent,0=SFC,L=RSM,ST=California,C=US ea584e4904fffad5a3416eccc753e0i0f655462929d4115341369chbccc3816571  2016-

Browse... | No file selected.

Xt MDE [A]4% IP HYSEMCREAE MDE HAZEISEEl, (E2AIRMEREF E LA, B2 AN A 232t

A e AR
-

UUID. ARG SRR R 5 A R i

A/ MBS
S ARERFEE R SURME T 85 e AR R, AT AN R { B PP UE 45,

Network

MDE Peer IP 1110

Certificates
Subject Fingerprint Expiry
CN=agent OU=agent O=SFC L=RSM ST=California,C=US ea584e4904fffa45a3416eccc753e0M0M655462020d41 5341360chcec 381651 2016-11-15T14:32.08Z

Browse... | No file selected.

Add Cerlificate

LEHAHRFIES, EHIT TP ER:
1. O ARERRE A T IE
2. JEN E R A RFriE 4 _E %3] PPM
a. I\ RERER” DU, SR AR AR R E R sl
b. By “WINES" %4, EEEINED XA RS “WE” 175
c. MIZBRHTIED
3. MHIERIHUES
a. I\ RERER” DU, SR AR AR R E R ol
b. B Z M ERATIEF
c. By “MMFRIE” 481, Al —Ek
d. By “RM” 4
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e. N MR T, TERTFRENL bR R 12

4. B USR5 E MBI HP PR IE S
a. I\ RERER” T, S EEHTRAEREF DAER B ER” ol
b. FER It IEFHIIES

R E LA, B2 LIREIEAN 2R 22 A A RERIE 5 S B R

REiEFIA
1E BB E R DUE EAIRIIE BB GRS R B TR, 5h, AT DB ERLE M T,
KEXESA

ZORBREH, W RS AR T RSO SORES, R MFIRFIEREZEH, B "R, Kald
—MMEL, BafElE, HERMEEF LEHEREN T,

Add File With Palicy Agent x

Required
« Agent |dentity
v MNetwork Information

Backup/Restore Type to filter and select a predefined key

Optional

+ Policy
v Authorized Users
@ Tools

Ech® R
REUCER, B T PSRRI AR TR SCAER,  RJE MR AIERSZE T,

B RIET, REE-MEL, B, RERERER B ERRERN TR,

Tools
Backup/Restore User Defined Key Save
SU #iEiAiR]

NSRBI TT R PR, BRI EURELE SU BURTIIR, ATREFFTERRVF SU BURTIRIAEDL. REE, “
HREFERT W ERE DRI, RFEBRIRE,

Other Configuration

Block access when su user substitution is in use

DIOZ AR O — ML, BafE)a, SU BAE T AR ERAR I HsE 2K
TERERT SU EdEYT R

BRI BERSE SU ZiE il {E SU Zdis i il ] fic B
& Cent0S6/RedHat6 NEH NEH
& Cent0S7/RedHat7 REH ANiEH
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% Windows ZSEY| NI
HARIGHIE CentOS6/RedHat6 [EAEHTS 7o
HA RIS Cent0S7/RedHat7 @SN =
HARKNE Windows AiEH A&
BARISH S CentOS6/RedHat6 [wAENT &
HA R H A CentOS7/RedHat7 SN 7
HA RIS RIS AIX CRHIE s
B RIS S Windows ANIEH SELE
pOEEEN CentOS7/RedHat7 ANEH S
REREE

“HARIKKE" 1 “BARKESE REREF R TEHCE XTI RIBRIIRE, THERIE, K
FEARE N Z ORI H SR E 1, BTSSRI AT TE A S Sam s B E SRR R 72 o

TEHEERNE, e NHEREFER” RIS AMAERD “EEmaRE" 2, ERaE—ME
Ak,

Suspend Active Policy ‘ Edit Master Policy l Manage Snapshots I

REVENLIS, RZBIEHSRE, IO Bon “EH R RS RIE”
TS RN, RS “ERGHTESIRET 2, Kol — ML, BaEfRLE, &5 MEE

PRAR RIS R 2 BN AE R
SREGEEDY
A PUEIS B T 32 PRI ER AR A SR ST B B2 RIS A2 BRI AR A 7 SRS B AL
X SR Y BE SO 2B BT EBUR AR, e PR R BT 8 SR i QI A B A AL B,
CIL-369=¢ U]

TEAZE NG RERE R RS, REARSZ SR ATRE S AR ARG T AR EE IR,
AT AT SR AREERE 7 _E B UK I R A
B#, A AR B B

LmiE SRR
R A QB e A SRR L VFIB SO SRIR IR A2, IR SR AN BE I SRR E N B

A SREHE R E SO I R AR, IR AR B BRI IR R AT . B IZR, 1D “gmiE R
" e,
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File Policy Path

Datatype
Selector
Selectort

Select All

Volume Policy Path

Device Label

Key

& 1.

Pathset1

Datatype1

volume

Key1

‘BAEREHNE" AEEFRRA

XAFEEh gl RIS DU,

Edit Master Policy

File Policy Path (or Path Set)

Autogenerate Key

Datatype

Active Policy

Edit Master Policy || Manage Snapshots

Operation Actions
Read or Write Permit
Read or Write Deny, Log

Protected Volumes

|Pathset1 |

Datatype1

(remember to fill out any empty values below)

Selector

Selector

Select All

Operation Actions
Read or Write Permit
Read or Write Deny, Log

Volume Policy Path

Device Label

Key

|\rolu me

Key1

| Autogenerate Key

Add Volume

Add Path |

ik

| Cancel |

| save | [ Save and Snapshot | | Save, Snapshot and Adtivate

Gwe “TRME” ASBUUEMTHRIR,
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ARINEBE

KXTFULES

LUK IRAE SRS N RURTER (R, THR D “ARINERR" 1424

Edit Master Policy

File Policy Path (or Path Set)

Autogenerate Key

Pathset

Datatype

(remember to fill out any empty values below)

Selector Operation Actions
Selectort Read or Write Permit
Select All Read or Write Deny, Log
Volume Policy Path
Device Label volume
Key / Key1 Autogenerate Key
Add Volume || Add Path |
RATIF— W TR K CRILTRGHER)
File Policy Path (or Path Set) |T‘J'pe policy path or select a predefined path ¢ Required Delete
[ Autogenerate Key
Datatype Type to filter and select a predefined datatype Required
(remember to fill out any empty values below)
Selector Operation Actions
Add Volume || Add Path |
|Save  Saveand Snapshot| | Save, Snapshotand Activate | | Cancel
RINE

KXTFULES

RNITEEIERGE, ERG “nE” 4.
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Edit Master Policy

File Policy Path (or Path Set)  |Pathseti |

Autogenerate Key
Datatype Datatype

(remember to fill out any empty values below)

Selector Operation Actions
Selectort Read or Write Permit
Select All Read or Write Deny, Log

Volume Policy Path

Device Label vaolume

Key / Key1 Autogenerate Key

| Add Volume || Add Path |

R — o A CREITIRGEHER) o

Volume Policy Path

Device Label | | Required

Key | | []Autogenerate Key Required

Add Valume || Add Path |

Save | | Save and Snapshot | | Save, Snapshot and Activate

HpRERE

KXTFULES

LNRBE ORI BRI £, IREPN UM B “MBR” f28.  — EDNSRESPECEMET TR 7. B PRARRIE
i, ZE R AN ST MR FI RIS AR, 5 AZIH SRR R AN, A XS RELTE
I IRSFE R A AT 51

s B BRSBTS R, T 7E NSRS R PRSI AT A SZ ORI B SR 2 Sl A3 .
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Edit Master Policy

File Policy Path (or Path Set) |Pamset1 |
Autogenerate Key
Datatype Datatype1

(remember to fill out any empty values below)

Selector Operation Actions

selectort Read or Write Permit

Volume Policy Path

Device Label volume |

Key |Key01 | Autogenerate Key

Add Volume || Add Patn |

| save | | Save and Snapshot | | Save, Snapshot and Activate | | Cance |

RIZIEFIRE

FRBEAE PR R P A S SRS L B R K A, PBEENZRSF HARSy “TE3h” s “NE3h” .
MBI — NESh R, X2 BRI TRERE P RRISEE, ZEUEREF RIS E, &
BRI 2 iz Bl Fofr 95 BB AT DRSO BB 20 PR AR

FREFNRIEFREMRE
SERRERRE P R gwAR S, ERTDABGHE R, RAFEKR, NESHETREFM AR, sON B SO TR 77,
OB PRARAIIEGS

Save | | Save and Snapshot | | Save, Snapshot and Activate

BYHERL

HRTH B BRI JFON (B 2 BT AE SR P B

REFENR

OR1F ECR A B AR, (R AR GIRIUE, I ESIiE N A TR,

REFMEIERR
XA T CR A7 AN AR PR IECRE A7 i B DABERERGE A, IR QI mIE UG E B MIBIERI TR,

RTF. QUEBRIRHNE

X R TOR ., AU PIRFIETE R 0 E R AR, QIR BRI, FHIZRIONE R IX L B
T RERERF IR,

T AR EES PPM RS el (SR, AR PRI S AR LR, 1 PPM SRR 7 Al i
S PPM AR5 25 BREBAE PR, TR RIFIZTT,
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ERRR
5 RERAE R RER AT A RIS AT DU “RERRE PR R BR “ERRIR” 1 T E R,

Active Policy \

Edit Master Palicy |I Manage Snapshots I

File Policy Path Pathset1

Datatype Datatype1
Selector Operation Actions
Selectort Read or Write Permit
Select All Read or Write Deny, Log

B TR E BEEAE,  MIHEHES, 22t B R IEFRIEAER, Bustig, B0H
TG S PRI SCHR A SaG,  DARIBR PRI,

Agent Snapshots

ID State Actions
1 Inactive [ Activate || Delete | | view Details |
2 Active [ Deactivate Policy || view Details |

N

i
HHGEEN IR AR B L “ERE

ERRAEE
B ISR R 5 PR IR QIR SRS R ZE AL

Agent Snapshots

Snapshot Detail

Notes 2

Protection Policy

File Policy Path [protected2
Datatype Datatype
Selector Operation Key Actions v
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AEIRER

PTG PRI AR A ERRE P A A RIS L, NG, PRI TS SIRES, I BE RIS R s QR 1
FFERI AT SR,

T EHEARFRES PPM RS BHEISH, (TAITRARSE Ml R R ERL, 7 PPM 5 RERFR 7 Z A i 2id
SEA PPM fIRS5 as PR A ERRE AT, IR RRIZTT,

HIBRIRER
A DR AEShE P, MBRPLAR S 45 M MDE HRABR R,

HHEXHRIBIERF

XFIES

GIRAEBER S ACERE R, AR AT DOEIS DA 2D B S -
MEEOR B SRR B B, IR PR BT BB SR S5 B A RT 5 AL,
AT AN BRI BRCHAR P A

idig
1. Linux - DA root A ' B 171817
a) g1 spx-policyagent iR%5
-{#i i CentOS 7 1817

systemctl stop spx-policyagent

- f# ] CentOS 6 &7
service spx-policyagent stop

b) i21T cd /opt/ibm/mde/spxagent/spx-fileagent/,
) 1817 ./fileagent_uninstall.sh,
d) FA y AR E#RAE,
e) E¥r31F,
2. AIX - DA root FIF & {71817
a) f&1F spx-policyagent iR%5.

stopsrc -s spx-policyagent

b) 5 1k NAZABLER,,

/opt/ibm/mde/spxagent/spx-fileagent/module/spx_kctrl_stop

c) B&Z% RPM,

rpm -e fileagentx

TE: Q0 RIETR ZUHERR rpm AR ASRIBACATIZT, TEEH

rpm -ga | grep fileagent

d) E¥5lS,
3. Windows - A& R S 7181T
- J@iT Windows GUI

ol
HE
p=iil
v
il
Ht
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- DY HIEAR Y A/ MERAR
- JEE “FileAgent” DUHATEIEL
- RN EH S SRS

- &I PowerShell CLI

- msiexec /x <path to FileAgent.msi>
- RN ERI SRS

ZN TR ARAER mv (B3 an SR BEE A HINEAE, KNIXATRE2 FE MDE SKig A
a1

EH cp () aeRBdESE MR (BIE) HRSZHE SR,

HHENIEERF

HE “E&” KIEBEF
- Linux - PA root FH F & 431817,
1. HEZ RS

umount /dev/mapper/<e_volume>

2. {21t spx-policyagent AR5
- f#f CentOS 7 1217

systemctl stop spx-policyagent

- f#if CentOS 6 1217
service spx-policyagent stop

3.1817 cd /opt/ibm/mde/spxagent/spx-volumeagent/,
4.3217 . /volumeagent_uninstall.sh,
5. fiA y CAHRIABEAE IR,
6. 5|
- Windows - PAEFE G & 71517
— J@id Windows GUI
- PSR EHIEAR AR B/ R
- %% “VolumeAgent” DUHATIHIE
- TR BTG | SR %
- J@id PowerShell CLI

- msiexec/x <path to VolumeAgent.msi>

- TR EHTS | SRS
HEH “RERENE" (EEF

KRTFILES

iz

1. Linux - B4 root A &1t
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a) EIEAZ R H 3

umount /dev/mapper/<e_volume>

b) {51 spx-policyagent AR%%
-ffiF] CentOS 7 i&fT

systemctl stop spx-policyagent

- i CentOS 6 i&1T
service spx-policyagent stop

c) izfT cd /opt/ibm/mde/spxagent/spx-hybridagent/,
d) i217 . /hybridagent_uninstall.sh,
e) A y ABIABAE#RAE,
f) EH51F
2. Windows - DAEF B IE1T
- I Windows GUI
- DS EEHITEARE) “WIN/FRERET
- J&#: “HybridAgent” DAHATEIE,
- TR ER | SRS,
- J@it PowerShell CLI
- j&fTmsiexec /x <path to HybridAgent/msi>,

- ERINEHTG SR/t

HH WREE AIEERF

XFiIES
A F P K P ATV RT AU AR S A7 B PPM H, EEIM PPM H BRI AR

gtz
1. Linux - BA root F ' & 73i817
2. /%1 spx-policyagent iR55

systemctl stop spx
3. cd /opt/ibm/mde/spxagent/spx-objectagent
./objectagent_uninstall.sh

4. FN y DABIABOAE 1R
5. HHTGI S

M MDE & ERIBIERF

A PAGEA] MDE F P 5 (GUI) MAEZS RS FRESZ MDE & BB,

%Eﬁ%ﬁ@ﬂ%f?, R “MERCHEAR” 128, KA DMEL fEketiE)s, BRI MDE
B/\ o
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Name Hosthame or IP Type Notes Actions

Agent 1111 Volume with Policy Delete Agent

- M\ MDE HREREREIRE P R i AAHRR 7 7RIS MDE, MM S 2 H AT CRAP IR AE N IRE#TE s
BERE PN A1 AN AT AL,

- BRERERE P A SRR,

RIZIEFLAIER

MDE FCERFE 7 fe fit 221 SE A R B B C B RBRR P R BURMB B AR B DA RIE Z ISR,
HEEH “--help” JETNBITEHER.

R Uitie & HARRE | RARIBRSUE | R
spxbackup AR IRAIEEE | 2 = yes =
I
spxconvert ETOEXHE |5 = = 5
&K =2 L3 H %
HTI S EAFAERY
R MR N2
AN,
spxdevice WX |2 = = =
BB 21| ELE XY
B4,
spxhash ARNRFTERE | & b = =
HIREE TR AR
B,
spximport HemEnEdE |4 = = =
SAFHZE, W
R R T (fUR
S EE s, Windows)
spxinfo FIHELEEN | & pics = =
RIS R H
3K
spxobject TN R | & = = =
spxrestore SREINBIEEE | 2 yes = =
I &
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9 12 = ME

EmiEERSER
MDE SCH5H1T MDE PPM SN TR A G IITIRE. I a6 G DASEIR, DAL MDE MRS (K S

K
H: EPIT R EUE AT, 158 MDE VM HiRY “systemctl stop spsd” @& 1E MDE A%,

sudo systemctl stop spsd

oG

XFIES

FE e Y EIEE MDE VM HBA T a2 T AR 5E A%

IR spsd-backup 12 F MDE VM Hif] /opt/securityfirst/spsd/bin H3H, B¥ HEIGIEHT
fF, FAEHAT T e Oy B R I R B O Hod 4.

sudo /opt/securityfirst/spsd/bin/spsd-backup --help
Usage: spsd-backup [--nodb] [--help]

--nodb Don't backup the database
--help Show this help
e T

sudo /opt/securityfirst/spsd/bin/spsd-backup

Dumping local buildinfo

Dumping local spsd properties

Dumping local PostgreSQL database a

Done - created spsd-backup-2017-04-04T144448-0700.tar.gz

SR

XFIES
7= E JF B E MDE VM HUBf T e A TIIIAR 52 R
S FEMA spsd-restore i T /opt/securityfirst/spsd/bin H3%H,

sudo /opt/securityfirst/spsd/bin/spsd-restore --help
Usage: spsd-restore [--nodb] [--noprops] [--help] FILE

--nodb Don't write the database
--noprops Don't write local properties
--help Show this help

TR R

sudo /opt/securityfirst/spsd/bin/spsd-restore
spsd-backup-2017-04-04T144448-0700.tar.gz

H: BRI XFE, TXE3) MDE RN EX,
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RELEH

XFIES
£ Red Hat Enterprise Linux 7 8¢ CentOS 7 ##{ER St LIz THIRIAR T LR 2 AT BTN, 1E(E R 210
R

ANRIRER G WA HE R — ZATRN, B3R i,
ANERERE RS TR B S RATIR (B RHEL 7.2 -> 7.4) |, ABZIBAT NHI B DA #T NAZ I L

Fr:
— f5lgn: REEFE R NG R £ 45 2 /root/agent

cd /root/agent/spx-installer
./agent_setup.sh -d /root/agent
Reboot

1£ Red Hat Enterprise Linux 6 8¢ CentOS 6 FiafTHFRFE s AT EIX LA 3%

A&

JEAE LN LA MDE 7= B TR
T XD IRIEN T MDE THREUR IR &, QIARIAIT 7E OVA 2%, AR4 HRATRER L,

3+F MDE Rs388

KXFIES

gz

1. PA root FF B ffE 11 PPM HR&ARSS
systemctl stop spsd

2. %1 MDE -
Jopt/securityfirst/spsd/bin/spsd-backup

3. KHh A MDE bin X#= /home/admin H3%,
4. MEREIER rpms Bk,

rm -fr /home/admin/rpms
5. BRI MDE bin STAFRITTRIVF AT
chmod +x /home/admin/ibm_sw_mde_X.x.x-XX.bin
6. I8 THTHRAY MDE bin 3fF,
/home/admin/ibm_sw_mde_X.x.x-XX.bin
7. %% RPM,
yum -y install /home/admin/rpms/
8. IBITTHERIHIAR,

/opt/securityfirst/spsd/bin/spsd-pgsetup --upgrade
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9. BIRJE3 PPM SRS ARSS 5510 -

systemctl start spsd
MFERIRRASFH LR

EFIAES
WHRAT FHI B8 A 72 VRIS T

i3z

1R B ER” T

2. By ORI RIS

3. By “fRAF, PRIRAIEGE”

4. RZHEMEL

5. IR [FIENREERR P VM I 206 SR 9 B SRt T/ 5 e (ARG i H S B AA IR P S 3 X
X)), RIRRIEREASRFEEE X,

AFRIEEEFBR VM
Linux/AIX {XIE{2F
XFILES
i3t
1. QU H AR Y B SO EH Ry B %

mkdir [agent_new_directory]
cd [agent_new_directory]

2. FEEE curl a2 REA MR B O 2 B G ER 1

curl --header "Accept: application/x-tar" -u
username:password
https://<PPM IP address/rest/agents/Agent ID #/install_bundle> install_bundle_name.tar

3. Ml R aH AN A
tar xvf <install_bundle_name>.tar
4. 1217 setup.sh A DAEE#r 38CHRE /P
./setup.sh

5. fERi, [AIEE AR5 SRR,
6. MRFFE, w]PANSCATREERE R H ARG JeiT 23582 7 1.

rm -rf [/previous Agent directory]
Windows fXIR2RF
X FILES

iz
1. NEE MR P ARG R
2. TRIRAH ARGV ER P
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3. 1817 .msi ZRAE P A CEAE ik
4 R, \%E T DAER S| SRR

AR SS #h4E

U SE BR 55 #a 4
AR S5 BAE I 3@IT F MDE VM HafTROIA 52 5%
spsd-service FIALI T MDE VM A Jopt/securityfirst/spsd/bin H3&H,

sudo /opt/securityfirst/spsd/bin/spsd-service --help
Usage: spsd-service [OPTIONS]

OPTIONS:

--nodb Don't dump the database

--norest Don't pull any data from the REST API

--nosys Don't pull system data (/var/log, /proc, and so on)
--withcore Pull in a core dump of spsd

--help Show this help

B TR BE IR :

sudo /opt/securityfirst/spsd/bin/spsd-service

M PPM BEHIREHRED
oS BBITT PRV SIS DR PPM ZHRHRGRS, DTS MDE A5 G IR A
IEHERME R
-bundleAll.log
- bundleWarnPlus.log
- debug.log
-warn.log
T EARSSEE tarball (HIRARSEBARIKEISFEER) A, AI1E HE SR EIX L HE,
FRICHIME N #<tagname>(<tagdata>), HA <tagdata> #F N EFRICHIEE, <tagname> 2 R¥I|HA
— It
-user - HTFFRICHFP 4, ANigiZ MDE F P, i&/25 MDE &£ INAMBARSHIA . flln: #user(admin)
- group - HTHRICH%, Blan: #group(domainusers)
-email - A FARICHFHRAFE I, FI40: #email(example@example.com)
“ip - A THRIC IP sk, f5l4N: #ip(192.168.0.5)
“host - A FARICMZE 4144, Bla0: #host(dns.example.com)
“key - HTARIC A BABESUE (WNZEEBHABI) o Bld: #key(HRKey2)
-cert - ITFARCIEREE NERRBERERNLTESAIR) o Hla: #cert(C=US, ST=UT, L=Provo,
O=Example Corp., OU=architecture, CN=docserver4

-fingerprint - HHTARICIEBIESL  Hlan:
#ﬁngerprint(41:1A:B9:89:DB:77:90:77:39:D0:DF:5E:98:90:B7:17

TS A A R B M bundleAll.log HIBRZE #user bRICEHBAVIERE, v MARSS EAEHER BRI :

gunzip spsd-service-2018-01-24T141620-0800.tar.gz

tar xf spsd-service-2018-01-24T141620-0800.tar ./logs/bundleAll.log

sed -i '/\#user/c\REDACTED' logs/bundleAll.log

tar --delete --file=spsd-service-2018-01-24T141620-0800.tar ./logs/bundleAll.log
tar --append --file=spsd-service-2018-01-24T141620-0800.tar ./logs/bundleAll.log
gzip spsd-service-2018-01-24T141620-0800.tar
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B¢ A FEACRR e 2 g fe

DA R MEA T AR o 2 DR PR — 2 Be0d R, IREEFURTRBIT I, HARS SRR Z AR E R,

Red Hat/Cent0S &g

KXFULfES
i curl {5 FE NGB <
2z
1. R ERRS
2. Hif*5 MDE AR5 28 YA RN 25 1%
3. HaRFTE . HAR AR RIS AR IR IR S H E O, ERMALE R RS
4. %35 MDE
5. 7E MDE H, N HIRRG LN IEFEF

6.

7.
8.

10.

11.

1 MDE 1, BENREF RS EIFIES FE URL
Users

Authorized Users admin

Install Files Download URL/rest/agents/1/install_bundle

| Download Zip Bundle | Download Tar Bundle

MBERZRGH, tlEARFAER N HE V% E 5
ERPAT curl @74 & tar #4081

[user@localhost]$ curl -k --header “Accept: application/x-tar” -u admin:admin https://<PPM
IP>/<Download URL> > package.tar

A PPM & SCHY I F IR

[user@localhost]$ curl -k --header “Accept: application/x-tar” -u admin:admin-password
https://1.1.1.10/rest/agents/1/install_bundle > package.tar

{#FH PPM LDAP & X HIF P B~ :

[user@localhost]$ curl -k --header "X-Directory: tenant1" --header “Accept: application/x-
tar” -ujohn:secret https://1.1.1.10/rest/agents/1/install_bundle > package.tar

(BIZERARRN “tenant1” , FIFA “john” , H1BH “secret” )

- MBI PR R GUR R B AR 2

[user@localhost]$ tar -xf package.tar

MBRRRSE, PAroot I S a TR E A

[user@localhost]$ ./setup.sh
I BEMATERG, BLRERERER, RIEEM MDE FEFFS4R
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AIX RS

X FILES
1G5 LGB -
1. BFEHRRS
2. WifR'S MDE AR5 2B M 48 15+
3. HRATE R . AR A RIS PAR IR IR A T O, BN E R RSt
4. %5t MDE
5. £ MDE /1, N HIRRG AN AT
6. f£ MDE /1, &EBEMRHEFIEAE S HICSE NE URL

Users

Authorized Users admin

Install Files Download URL/rest/agents/1/install_bundle

| Download Zip Bundle || Download Tar Bundle |

7. NBWRARGH, QIEAEER NEHEFIFREZE
8. FHNGRAR Ltz Hhn Rt
9. MEPRARGURFAR A B R4 -

[user@localhost]$ tar -xf package.tar

10. BA root Fi B 0iafT HARRGEH R E A,

[user@localhost]$ ./setup.sh

11 FEIREMNAZ NG, RZENRERERF, KR M MDE REFHF AR,

Windows fRS325H1E

KXTFULES
e NGB EK I :

diz
1. R EHIRRS
2. WfifR5 MDE ARS5 850 A RN 48 12 4%
3.HRETE R P, HNRREEAE RIS AR IR s E T o, EENE SRS
4. %5k MDE
5. £ MDE H, N EIRRS N R
6. 7 MDE 1, EHEMHEMEFIFEHEEHHIC FE URL
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Users

Authorized Users admin

Install Files Download URL/rest/agents/1/install_bundle

| Download Zip Bundle || Download Tar Bundle |

7. By NEZip WERAET DUREERR P TR zip SUIFIRERER A S BB A R St
8. B AWM B HhR R ST
9. fEBFRASE b, HHE zip SCHHRIPR RN
10. PUTLZEANGRERAF Y msi SCPF
FileAgent-<version>.msi
N /IE
PS C:\> FileAgent-4.2.11-0030.msi
11, AR EMAH IEM ARG, KRR

H: WEEWSS, ZHEEMMERNENT ISR, B Us TR EANEN T | SETH M :
msiexec /i <agent_filename_version.msi> NO_REBOOT_PROMPT=1
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it B FEASIAUEG (CA) UEB

KXFIES

MDE & BINEF O ZRNIEREEERSS & (PPM) MR P Z AT %

- IR
AS(TE
- CA IEFHHRGBAR14

A DABEH N A R RIS T RSA BUAIEA LB =77 NIEF DR BIEH, 72 T Linux RmBid, QT

PARIEHE :

-RIIEREAIER (CSR) HARFNAEF LI TEE, HEBRIEBMNEHOIEETE,

ERIATEFR D BIE S IRZRER PR NS (%,

AEARBRFIES, HEXLEIERAREE PPM AU < W TERE.

TR SN ETT R, R4 B HEB R VAR TINEFD.  J545%5 [name.pem] PRI HR

FRAESE 2~ Al 808 =77 UE T N AT REAN R 2 S8 2R S fE 42

LA AE, BRFRERMNEATIEFOEEE =77 EF0EEE CSR,

Ziz

1. Bl & DL N E B R OpenSSL AL & sz (Bl ppm.cnf) :
[req]
default_bits = 4096

distinguished_name
req_extensions
prompt = no

req_distinguished_name
v3_req

[req_distinguished_name]
C your_countzry

ST your_state_or_province
L
0
ou

CN

your_locale_(city)
your_organization
your_org_unit_(department)
your_ppm_host.your_domain

[ v3_req ]

# Extensions to add to a certificate request
basicConstraints = CA:FALSE
extendedKeyUsage = serverAuth
subjectAltName = @alt_names

[alt_names]
DNS.1 = your_ppm_host.your_domain
IP.1 = your_ppm_ip_address

IETHZHHT [req_distinquishd_name] 1 [alt_names] &85 DA BRZHZA9(E B

2. BlJ& PPM CSR

openssl req -out [csr.pem] -new -newkey rsa:2048 -keyout [key.pem] -outform pem

3. CSR [csr.pem] M7 Certificate Authority (CA) %%

4. BYCkH CA MEAIER)E, RIEY REHAR BN EAE AR G FE

openssl x509 -in [signed cert] -noout -text

5. HEBRIERBMEH CRAS 2 PREYD

a. openssl pkcsl2 -export -out [ppm.pl2] -inkey [key.pem] -in [signed-cert] -name ppm
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b. keytool -importkeystore -srckeystore [ppm.pl2] -keystore [ppm.jks] -storetype
JKS

FEAIREEE, BEFEEINFFOIHET%E CSR IIEH, XA CA IEBIRG R, ¥ NHE
“ca_bundle.crt” B AILUEBRISLFRE TR,

a. FEAIAEFD (CA) IERIN O AREERE, IR CAIEBWAEFEZ MES, LARENITHD

ASFAZHEEE,
a. keytool -import -trustcacerts -file [ca_bundle-1.crt] -alias CAl -keystore
[trust.jks]
b. keytool -import -trustcacerts -file [ca_buncle-2.crt] -alias CA2 -keystore
[trust.jks]
c. continue for each certificate in bundle

b. KA *jks A1 [ca_bundle.crt] XHFEHIEIZ 2 HFX (B /etc/ppm/certs) HH PPM R%S#%, FEfH
H spsd-certsetup HIA B #H Web FIREE 7B M CERPRHEEILA B,  (E2R TEPN “EHERS
MIRE” )

M TEE MDE R FIE.
a. QL& DA REER OpenSSL BB < (Bl hostOl.cnf) :

[reql

default_bits = 2048
distinguished_name = req_distinguished_name
req_extensions = v3_req

prompt = no

[req_distinguished_name]
C = your_country

ST = your_state_or_province

L = your_locale_(city)

0 = your_organization

OU = your_org_unit_(department)
CN = your_agent_host.your_domain
[ v3_req ]

# Extensions to add to a certificate request
basicConstraints = CA:FALSE

extendedKeyUsage clientAuth

subjectAltName @alt_names

[alt_names]
DNS.1 = your_agent_host.your_domain
IP.1 your_agent_ip_address

IETE T [reg_distinguished_names] 1 [alt_names] #73 DAUR BREAZU(E R
b. fill## MDE fCHFE/F CSR

a. openssl req -out [host@l.csr] -nodes -sha256 -newkey rsa:2048 -keyout
[hostOl.key] -config [host01l.cnf]

c. IERINIEFIL (CA) %% CSR
d. Gk A CA MBZIED )G, by &AM LIRS A VE S

a. openssl x509 -in [signed-agent] -noout -text

e. WIERHFR PPM IEH DAAMYHA CA 2B IR FUESS, #4J0KF CA_bundle IEHS AZE| PPM (S1E/%E,
HZ LA PPMIEHAIEIERE (CSR) RS 5

f. HEKAUEBAEHA
a. cat [signed-agent] [host0l.key] > [host01.pem]

g. 1€ MDE F At EN AR N/ [host01.pem] IE45 /257X

a. [host@l.pem] is uploaded using a browser during the PPM agent creation.

$ [host01.pem] EHllEI TAEul s = EIR, DAREHAE PPM fUBAE e QIR AT 751A),
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AR AR P B B D EA AR I AR
EHRS R IE

EIRSG AN I E M AERC B RIS IR Z AT EHTIE . X ERLE AR HERG T
K CA UEBIRGI M 2 Ja HATHRSS 8% LI FRER LA (Jopt/securityfirst/spsd/bin/spsd-certsetup) (iEZ
F CEHEGAERE) B “REMIEBIEE” 7)) » B EREN G spsd RS SHEH 5| S EHIRS %
(PPM), ARREHITIHIRIER SEURERF LS MDE BHRS S TIBRE,

GRRFEAREHAE R CEEREREF, WABTIEREFAA, REEH “REEFER” TmE AR
B FIE PR 2 5 R B AR7PF1 MDE & FEARSS 8 < TR 3815

FEAIATEA L (CA) IEH 81
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fif > C Tl PKCS12 X IIFEA iR

KTFUEES
A LU P BRI P AL HE RN E P AUERS S H VR PKCS12 (AREHEMEARIE #12) SUfF:

[user@localhost]$ openssl pkcs12 -export -out ppmclient.p12 -inkey client_key.pem -in client_cert.pem
-name ppmclient

[user@localhost]$ keytool -v -list -keystore ppmclient.p12 -storetype pkcs12
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B> D HEE S0

B ECRIFER
BiR
TR B R A SRR, AR 5% B T,
Ha
B BB RIRRO S (AR R XA ) N ST, FECRRETR2K ORI
TR ST,
ST T REA R AL TR ahiksi, ey B s iEm i S s k., BRIEATHKES
Ik, {E R IE T A S BE Rk,
A2
SRR AT N H M — DTSRI — N, AR R H R, H s
G, RS R AT T BRI, AR, T DU SRS I E 1% R EL 6 PR B s
1.
RATBA
EIE AR B SRS SR, R kS S SR S A DU SR SR, A SRR B B RS2
Pk, IR H SR L R R R A SIS, s BN oIS, SRR AT
o BEAN, WREHUEIAES, A ABORR AT ISRV, A TCR s ak I A A A,
EAEMENZDINEA
BLiR
B Oy AR B PR
B

i H SRS A S I BIR 2R N ROz EdE 5 EHEEE L, WRAEPRITEIREERIET, B2

TEIE R KRR I E R 5
TIN5 Z R AR BARSRER, TANE S BRI ORI, IXRe i 018 52 T I i A JE RIS A 25 177 7] e
GIEA

H P REdRME A ER I (BB EEEIZE %) e AT TN, S e s e e,
AR U “spx-backup” SRFUTIARIE, IXFEREE AR T 32089 H & A B HE N
RISk e,

AR EA

DU Eal (N, WEmRel VM BRI SHIZERITHTE N, TH55 R, WANXHERE, ARAfER
JEE B e 25 T LA AN R] B51
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B> E s

NFCVEN CAFTERT B SREEFFTEHE TN DU BEIN T E BUR AR, MDE 2867 — 148 “spxconvert”
A AT

IEIHREAMNBERS N CFAEEEE, M B Wl Ed Ta i/, Flan, s2H-R47k (PCI) SRR AT
MR THEIEZR (HIPAA),

T RS e REREF A, HEAMSHRZEXBIRTENE,

in 2115

spxconvert 7% (TS [ eS8, IHHESHEE)
-h (-2,?) “FTENSLES B IEHE”

-a “BUTINE ST

-p [STR] “H 812"

-e [STR]  “INEE LA H AR AR SZ R R S

-c  “HEMESCAFREALRT IR AR A AN

v VRN - BIMTERR IR

Audit (-a)

BRATEOT, REx skilg B B a SX T th, Al -p EIAE/ NV BRAN ESR, S HRHTEIR NS
) E SREVEAT S, FTERINE B S s SR S -85

Encrypt (-e)

IR E H SR TMERIARZ R RI SO, SERN, KA P R B ARSI AT AEAT S . ATIERY -c AR

SAFTESE I FTENFIT A SCAFRIRR AT, T OUR M RAIRSERT, BT PERE IR R (L A] 15 52 N T ENASER AT,
KON AERAR G TR S ARG BB D XXIFETH S MR R A7 2 PERE ™26 ™ B A9 TR

HitP R
1. SRR A DU
spxinfo -|

1. BorBdER TG R
spxconvert -a -v
1. oRRiE H A TR4HE R

spxconvert -p -v <path>

nELRE
1. SoREHEIN I
spxinfo -l

1. N Bl B AT A B AT -
spxconvert -c -p <path>
1. IR E B R FP A S

spxconvert -p -v <path>
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1. % S REE B A A R R A

spxconvert -c -p <path>
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Bifs FARBIRE T H i

BRETES, 7ESRISRBREFIZTN, HEDFREERGGEE, ZAEAERER H SR I H
B, EREFARGUE R AUE FILIRER A, 205 a8 o) (AR R DOT AR I AT B

ARUEN 1-6; HRE, BREEN “47 , FHRENWNT “47 MEMERRERFNREMERE R,

- JE IR H &R ] RES R BUR R GHE B
-HTIERHEE R, RERER HESHFRSU R N T RES K IETE .

Linux RIZizFF

XFIES

JEITHREIN T Jetc/sysconfig/spx-policyagent HJEC & X AR5 I, FFILETSHRE (chmod +w /etc/
sysconfig/spx-policyagent),

¥ “LOG_LEVEL=6" KMMEISHFIIES (A H515) o

Windows {IBIEFF

KXTFULES

BT EI1 T HKLM\SYSTEM\CurrentControlSet\Services\Spx Policy Agent\log level iRk 5
R, IFREZEN “67 .

© Copyright IBM Corp. 2017, 2019 89




90 IBM Multi-Cloud Data Encryption H SPx® $#2 iR 7 5. EFERTEr



it % G IE OVA &

XL AN PPM HBHLEAE OVA SRR RBIFERE R, TCY AN AL PPM OVA, TiZalEH T
88 PPM IS H ) RHEL BX CentOS 7.x FRIRRY, IXEEHRREBATEH,

FEFTH PPM 1 il b 220X R A

TE: XHE IR E, A F2R SEOXERME R ICRRIRE TG K, IR SR DRI
B2,

1. %24 Java 1.8 #il PostgreSQL 9.2,
1 fERIaa I EdE P AR R R RIS N B S, IXK2 postgres “EBHRAHF” %,

yum install -y postgresgl-server java-1.8.0-openjdk-headless
passwd postgres
su - postgres
initdb --auth=md5 -W
exit
2. T K,
PURRB ERan il i iptables K220 K BETRIG, HAMTTEATRERIMEARL, IARYE RS = 1Rk
i/, /~”fl: yum install -y iptables iptables-services

BEIE RPN an L RIS E 23 F H firewalld, SRR firewalld, ARABITIXLE MR ERAFL,

systemctl stop firewalld
systemctl disable firewalld

Jash3EiE 2 iptables B K55 ARSS

systemctl start iptables.service
iptables -F

JEH iptables i35 - AT BE - QISRANTR ERLT AR PFARG K&, fn] DAk

systemctl enable iptables.service

T XA K e - AP B - QISR TR T AR RIRG Khs,  Em] DABkIS

iptables -A INPUT -p tcp -m tcp --dport 22 -m state --state NEW -m recent --
update --seconds 60 --hitcount 4 --name DEFAULT --rsource -j LOG --log-prefix
"SSH BruteForce: "

iptables -A INPUT -p tcp -m tcp --dport 22 -m state --state NEW -m recent --
update --seconds 60 --hitcount 4 --name DEFAULT --rsource -m recent --set --name
ssh --rsource

iptables -A INPUT -p tcp -m tcp --dport 22 -m state --state NEW -j ACCEPT
iptables -A INPUT -p tcp --dport 443 -m state --state NEW,ESTABLISHED -j ACCEPT
service iptables save

3. %% Keepalive, HAProxy il PSMisc # i,

yum install -y haproxy keepalived psmisc

4. T# Zookeeper,
T AR AR AL wget, ABATHLEL:
yum install -y wget
wget http://apache.claz.org/zookeeper/zookeeper-3.4.10/zookeeper-3.4.10.tar.gz

mkdir /home/admin
mv zookeeper-3.4.10.tar.gz /home/admin

5. 22 B P 57 A 25 TR R
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BARMRBIER NTP BCE, (H2 HAbA] SE ORI ATRERIAE AR,  ATARIE A, S B IR TR

yum install -y ntp

sed -i "/server\ [0-9].rhel/ s/rhel/us/" /etc/ntp.conf

sed -i "/server\ [0-9].centos/ s/centos/us/" /etc/ntp.cont
systemctl stop chronyd

systemctl disable chronyd

systemctl start ntpd

systemctl enable ntpd

7

6. %% Extra Packages for Enterprise Linux (EPRL) 17/

yum install -y epel-release

7. A TMHIRENLE T2 E RS (FRE EPEL) o

yum install -y haveged

8. NIk 55 Btk %= net-tools,

yum install -y net-tools
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B H AR A A
R DT > DU AR PR

PPM hRZs
M PPM VM Shell, #fTPARa2:

cat /etc/ppm/buildinfo/release

Linux {XIBIZFRRZs
M Linux CLI, JBf7DA Fans>:

yum list policyagent

AIX RIBIEF RS
M AIX CLI, HTPA R4

rpm -ga | grep fileagent

Windows X212 hRZs

1 Windows Xl S = EM/BREFT. 1R8N AE AR 7 45,

FRBEFE PR Windows HRBERE 44 P
HA RIS FileAgent

e VolumeAgent

HA R & HybridAgent
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I W N

YN

X

ERINEFRIEHTTES (Advanced Encryption
Standard New Instructions, AES-NI)

EEEZRRER RS (NIST) T 2001 ERER H
FHARIMBINTE; ET SPx 197 5 s FH i &5
W

REEFEF (Agent)

1Z1T Security First HIZEFT; Al 32641 52 E IR SS
o

Amazon Web Services (AWS) S3

TERERIR RERR R R AEERSS, FF B2 e al s
BRI BN R A7 fif a5

H 304 %A (Auto-Generated Keys)

FH MDE QI 1% F P S I S it 354
AR Autogenerate Key $671%0

IXEEAE GO

INUEHUL (Certificate Authority)

B RIEBRIAMEHN, CA WIEFHEZHIIEFIE
RS ETEN, MRIERRIUERY), A4 CAK
HEAIES,

IEF 4% 3% (Certificate Revocation List, CRL)

R HOR B EIE B ETATERL (CA) BRI B A AR e+
VIS

UE-PBHEY%ZR 7 & 5 (Certificate Revocation List
Distribution Point, CRLDP)

UERPRER TR, HPRFERER CA KERE
MERRIEE, QIEAPR, ANERIRUEE A CRL 2
KB,

Z=HIHEEEELS (Cloud Auditing Data Federation,
CADF)

R Bz EMEAEH (SIEM) RANAHHAF
B,

PNHHAHEE (Comma Event Format, CEF)

R 25 EMEAER (SIEM) RARAHHF
IR RIETRRI,

12553 FR{E (Comma Separated Value, CSV)

i FIE SRR 7 B R 0 B AR ML Sk o Fafs
RS,

& TR M (Command Line Interface, CLI)

R ASCAITHE R (anAT) AN AR A A < HY

SR,

2BRARUERTE] (Coordinated Universal Time, UTC)

et RIS SRS TR] Ffe A ) 3 2 TR B

Iz A (Cryptographic Access Controls)

JEIEH A F AN AR 2 P T TRA I RE AT o

CURL

CURL /2 e fit e an <47 TH DAL I 2 A b i &t
BARRI T R A ITH

FESFYmAG AR (Distinguished Encoding Rules, DER)

DER 2 2002 4F ITU-T X.690 M7 & XY ASN.1
YREDHINIZ —, BRI gRAS RN R & 5E
%, WEEHEN 2R A EN R T HSTT

1544 (Domain Name, DN)

18 A ME— I BLBERZE 1P B AN S AR B IR A R

14 k%5 (Domain Name Service, DNS)

eI A pl TP bk A R R R 55

FIAENECE WY (Dynamic Host Configuration
Protocol, DHCP)

— R PR/ IRSS A, T B S AR
(IP) EARALH 1P b A HARM A EEE (6
an, FREEMEREM) .

XHARIEFER (File Agent)

SCPEARBHERR P St TSP BB AR R SR E S DA K.
— DA PN RIS R AR, BRI
PRESARET ] DA H B ORISR RN 7 A2l
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B M - 5 (Graphical User Interface, GUI)

—R PRI, S5ETSORK SRR AR <
BOAARAE, BV A EE ERERS MDE 22 H.

fa R ARRS rT A AE RN BT 1A (Health Insurance
Portability and Accountability Act, HIPAA)

HIPAA [EAAZ% (I TR it i AN ZH EIA AR 52 R O A
ISR (PHI) AL IERI 2 2

= A FE (High Availability, HA)

RIEEZE A H BN, RGURIEIAREE, HNFAEITCR
UARHIR. CPU. Kahds. EXIFE)

B ALY (Hypertext Transfer Protocol,
HTTP)

R 3 4 o A5 3 1 JE ek B AR P A

ASEHER (Hypervisor)

WA BN, RAEHEFSUE LI
28 (VMM) ZH T, B TAEMBERNINITHE
WUERAE, [EHEEtE, RAEHEEFER LBfT—
DN BRI BN AR AL, BRI
’ﬂrdyiﬁfm%%o VMware R4 FEFE MR R
ESXi FHLo

IBM Cloud Object Storage (COS S3)

RBtESEBER ST M EE G, IR REE
i, ey, IR SR EESC T,

WIEs A& (Initialization Vector, IV)

ERSCNAFMAREALEL, T DAS# 8 e T8
e, EEERIEHR X,

Java Z4HF (Java KeyStore, JKS)

Java B (IKS) BLRIUEBEIEE - RPGE K
NHRBHUES - DU MR F#H,  Java
Development Kit (JDK) f&ft—1T.H (FHTH)
FE A PER R ANIE R, ks I EBAERET
Java HISZ g

BEAEY (Key Revocation)

MARERRE IR PR A RIS SR, RFBIIKE
AU BRI IR, AR IR R B I A AT 5L,

A (Key Rotation)

FEREREF I IR RIS, RFBOEM
PRl AL H R 5 ) B A

FEARME (Key Shredding)

MARERE I PR A RIS S 9, R FBONATIR
SRIhE SRR R E R KT AN AT

i3,

EAE (Keystore)

SR St B ) L B A7 7 B

BRI HF RPN (Lightweight Directory Access
Protocol, LDAP)

FIT 3@ 2 5 AR A1 3 H SR A5 B R SR
SERAT AR IR MR A P AT A\ AR RE

TEMIZEHHREIZHL, DN AFIHARTE IR (B, Sk
R o

HEFHMSY FEFEK (Log Event Extended Format,
LEEF)

LEEF 25X IBM Security QRadar f & il 5 F#%
N, HPEE QRadar BA]E: H .5 TALE A4,
FRHEGERANBENZMTE CHEGE M,

BEEEE LR (Logical Volume Manager, LVM)

TR 2555 PRASE P A B 88 Linux INAEHEZRE 17
B WERRIH, HIREFEMNH G RSB HE R
TCo KRZH Linux 72 &Zh A LVM-aware,

M/N (M:N)

EA SRS O8%) S8 (N) HEFE
Bl (M) Frf HRaE A 8B,

NT XHEZSE (NT File System, NTFS)

Microsoft £ Windows NT #{ER G T KIEA X
RS, HTEEMRERIR Rz e, R4/
HHHRERE A2 R,

£ iF TRl (Network Time Protocol, NTP)

T SER T RALRGE < [R] IR e R 25 AR R B
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K% HRIH (Object Identifier, OID)

F T 2R IR A PR an 4 (R DN R
PRIFRUEAAL

W57 {REFER (Object Store Agent)

RGRAEE B BRI EE A TN 2y
#, FEREE L A REE S A AR, SR R
TEfifideh - 1E = Im e/ A HiL,

EXHUIEIRZS X (Online Certificate Status
Protocol, OCSP)

TR X.509 U IEH HBE RS HT AR MM

TR MEIIRS (Open Virtualization Archive, OVA)

tar AR SCAF
o

B E RN HIFTH OVF

F 171k (Payment Card Industry, PCI)

FIF SR AR PR 2 P T s D VR R BR
i

PEM — Mz AN Z 2RSS, B/ E X.509
v3 FRIFEE SLHTETIE RTINS R g o

PostgreSQL PostgreSQL (K& N “post-gress-Q-L” ) E&ERkE
JE B HIRATT & TR IR AR X R AR R E LR S
(DBMS), PostgreSQL HAEHET AR B AT
SR, I B SRR LIRS,

Z{RH" (Protected) EACER AT AR,

NS ARARIE 12 (Public Key Cryptography
Standard #12, PKCS12)

PSRRI, HoE TR 2 D INEXS RAZ
N BRSO AR EH AR T
5H X509 MERENE, BEgE S ERERI T A L

Ro  AIHATIEMZE A,

NHEBH RS R (Public Key Infrastructure, PKI)

o, EE, &, B, FIENRETECTIET DU
EHAMEHNERRN—HAtT, RIS,

ReFS

Microsoft IHT X R SE, Bl Windows Server 2012
—iL5I N, BERKNEEHMIESEGER A, A4
PERIEAE 2R M

HEIRSE MM R F2FEHEE 0 (Representational
State Transfer Application Program Interface, REST
API)

RESTful API (th#7A RESTful Web service) ZETH
GREIL H (REST) H2K, ZfF Web service FF&H
WA E R R T,

ETF A aAryiin$zdl (Role Based Access Control,
RBAC)

ARAE 25 H A, P T ALl 2% B2
RO 7T 1%, (R B Serh, RIAGR BN
FHITRPEESS (BN, &F. flsEscf) 1

&b
e /Jo

RSA

Rivest, Shamir, and Adelman (RSA) F& #9723 5%A
TR, A A% 3 A SRR R,

2B P (Secure Copy Protocol, scp)

1E Linux H A scp ms PUEIL 224 Shell (SSH) 13
WIERF 2 A& i,

LZRERTZ (Secure Socket Layer, SSL)

I R R EEEE RN X, HAR ISR
KB FREH,  FTEINEAORI 2 I E A Bl AS
AR VFRIEME BRI A&, DR, BHMEH
IEHHIA R,

LRERT Shell (Secure Socket Shell, SSH)

NE R AR BT AN AR THRALA 22 2275 TRRT I 45 1
Wo  SSH RN SL AR BT

HEPEES (Selector)

BERGUE R P, RTDAV ISR, B
HA SRS A R IREHR I

JACER 97



222 (Transport Layer Security, TLS) TEIE T BN 28 HR {22 il 5 B = s

{Z{E (Truststore) BT EEFRER H R EIANEAL (CA) FUIES, IXEEIE
FHFRAE SSL JEHH RS 2RAIE,

—#RIH (Unique Identifier, UUID) T FHME—FRIA (UUID) S22 8K A3 A A AR AR
. UUID (128 %) HTME—FRINARER LAY
—RE 5 B S,

JERIML (Virtual Machine, VM) HFBIOH AN SRR B BN UA R
RERHF BN RS E,

VMware ESXi™ HF BIO AN SRR B B A RS
BEMRE T BNLRGHE,

LHFFEF (Volume Agent) LR LSRR E X AN BRR S E— 12
ANZAFAPB ) Bk,

“BARIIE” RBFER (Volume with Policy HAFHEREERERIE R H B RN — P2

Agent) ANSZAFAP S AR N PR St 3 T SR 3R 5 TR 4%

TSRS, FAN, WFRRESRERER

FAr]

A BUR TR 3 [ [ A 7= S AT IR S5 T 9 S 7

A M IBM A FEBUA R BB S hRA, (B2, ErlfEFREMA i HIZE S 1~ Rers MR R4, A
BEHEAT I I

IBM R]RELE H A E R X AR A SR TR e R b, IRSSERINRERM . B R I TE X AT T SRS 1 7=
AIRGSHIEE, BREYHIE IBM REEIH, (EAX IBM P2, BFeiRSH5 1 I EEERERE R
HREMH AT IBM 7= 5, R EUIRS . HERIC IBM BIHIRFAY, (MRS EER ™~ M. FEREiRS, #5
AT AR IBM 72, FEPEIRSS ., (B2, TEEMIIEETIE IBM 7= 5. R eRSHEEE, B E1T0

o

IBM RIREC A BUEFE G S A SN B RIIETE A, IREFEASHREH ARERE L T P AR LA
EMVFR], SR AP r i e

IBM Director of Licensing

IBM Corporation

North Castle Drive

Armonk, NY 10504-1785 U.S.A.
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