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Introduction

The IBM Common Data Provider for z Systems (which may be referred to as “CDPz” in the
document) provides a streamlined method of capturing z/OS performance and operational data
for use by analytics products. The data sources CDPz can capture and forward to the target
include:

e SYSLOG/OPERLOG
e JOBLOGs, with custom mapping of WebSphere and CICS JOBLOGs
e SMF Records

e NetView for z/0S logs

Unix System Services syslogd and files

CDPz can send the data to any target that can receive data over an IP port. It provides custom
integration for the following software products:

e |IBM Operations Analytics for z Systems
e The Elastic Stack (ElasticSearch, Logstash, Kibana)
e Splunk

Details on CDPz can be found at
https://www.ibm.com/support/knowledgecenter/SSGE3R 1.1.0/com.ibm.cdpz.doc/welcome.h
tml

This paper will walk through an example of integrating the Common Data Provider for z
Systems with Splunk, using the z/OS SYSLOG as the data source to be send to Splunk.

Splunk integration components
Two components, provided by CDPz, are used on the Splunk platform to integrate CDPz output
with Splunk:

e A Data Receiver. This is a Java program that receives information from CDPz and writes
it to a file on the platform it is running on.

e A Splunk Ingestion Kit. This is a Splunk data ingestion app that is installed on the Splunk
component that initially ingests the data — either the Splunk server itself, in a scaled-out
environment, a Splunk server configured as a Heavy Forwarder that receives the data,
parses it, and sends it to a Splunk indexer for access/searching by the central Splunk
Server.
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The Data Receiver must be installed on the same platform as the Splunk Server or a Splunk
Heavy Forwarder.

On the z/0S side, the System Data Engine, Log Forwarder and Data Streamer components of
CDPz must be configured appropriately and stated (they run as started tasks or batch jobs) to
send data to the Data Receiver:

e |f SMF or customer data is to be forwarded, the System Data Engine must be used to
access those data sources.

e |f SYSLOG, OPERLOG, or data from NetView, CICS, or JOBLOGsS is to be forwarded, the
Log Forwarder must be used to access those data sources.

e The Data Streamer will receive the data from the System Data Engine.

An example of the architecture is shown in this picture:

z/0S
Common Data Provider
Data Data Gatherers Data Handling
|Sources |
. Splunk
HEED System Platform
Foad Data
Data Engine - | CDPz Ingestion App |
SMF Data Data SPLUNK
Streamer Receiver (Server or Heavy
Forwarder)
- Log
Log b Forwarder [ = | ==
Data
Syslog | Configuration
DB2 Files
WAS
MQ
VSAM

The steps to enable this architecture are:
e Install and configure the Data Receiver on the target Splunk platform.

e Install the CDPz Splunk Ingestion Kit app into the Splunk server/Heavy Forwarder running
on the Splunk Platform.

e Configure the Common Data Provider for z Systems components to extract, format, and
forward data to the Data Receiver.

The rest of this paper will illustrate these steps by applying them to an example
implementation.
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An example integration environment

To better illustrate the integration, the rest of this paper walks through an example
implementation. For this example, SYSLOG data was captured and sent to a Splunk server
running on a Linux systems platform.

Installing and configuring the Data Receiver

The Data Receiver is a .jar file (DataReceiver.jar) that is downloaded to the Splunk platform. A
Java runtime environment must be installed; Java 1.8 was used in this example.

The DataReceiver.jar file can be placed in any location; in this example /opt/cdpdatareceiver is
used.

Two environment variables must be defined before the Data Receiver is started:

e CDPDR_HOME — the location of the DataReceiver.jar file (in this example
/opt/cdpdatareceiver).

e CDPDR_PATH —the location where the Data Receiver will write the data received from
CDPz into files that will be read by Splunk (in this example /opt/cdpdatareceiver/data).

A cdpdr.properties file should be created in the COPRDR_HOMIE directory to define the Data
Receiver parameters. Here is an example of the properties file:

port = 19080

cycle = 3
trace = y
ssl = n

e The port parameter is the IP port the Data Receiver will listen on to receive data from
CDPz. In this example we use port 19080. Whatever port is chosen should be opened
through any local firewall.

e The cycle parameter is the number if cycles used for the files storing the data records
received from CDPz. This number determines how often the Data Receiver will cycle
through files as it stores the records. For example, with a value of 3, it will initially
create 3 files suffixed with -0, -1, and -2. At the top of each hour it will switch to the
next file in the sequence to store incoming data. When it reaches the end it will begin
again with the first file, thus limiting the amount of disk space used. It is best to start
with this default, observe the pattern of received data and subsequent file sizes, and
then adjust as needed for optimal disk space usage.

e The trace parameter indicates if tracing is to be turned on or off. This is normally used
for debugging purposes and should not be active for normal operations.
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e The ssl parameter indicates if Secure Sockets Layer (SSL) will be used between the Data
Receiver and the CDPz Data Streamer. While this example does not use SSL, it is a good
practice to use it. To use SSL some additional steps must be performed (details are in
the Common Data Provider Users Guide, which is in the Knowledge Center link above).

o Download the setupDataReceiverSSL.sh script from the CDPz installation
directory on z/0S to the Data Receiver platform (NOTE: if using windows
download setupDataReceiverSSL.bat)

o Make the file executable.

o Ensure that the CDPDR_HOME and CDPDR_PATH environment variables are
defined.

o Ensure that the JAVA_HOME variable points to the Java home directory.

o Execute the setupDataReceiverSSL.sh with the input parameters documented in
the script. The script will generate a local keystore and a public certificate.

o Upload the public certificate.

o Execute the importCertificate.sh script (provided within the CDPz installation
directory tree) to import the certificate into the CDPz Data Streamer’s keystore.

NOTE: the parameters can be overridden when the Data Receiver is started using command
line parameters; consult the Common Data Provider Users Guide for details.

Using the cdpdr.properties file, the Data Receiver can be started with the command

java -ja -Dfile.encoding=UTF-8 DataReceiver.jar

The Java parameter —Dfile.encoding=UTF-8 is required, as that is the encoding CDPz uses to
send data to the Data Receiver.

The command can be placed in a script to start the Data Receiver as a background process (and
also to perform any other setup actions such as setting the location of the java executable).
Such a script can be used as a basis to define the data streamer as a system service.

The Data Receiver will emit a startup message similar to the following:

<timestamp> HBO6064I CDP Data Receiver - Version: V1R1MO, Build ID:
<ID>, APAR: <APAR ID>

Its process listening on the input port — in this example port 19080 — will verify that it is active
and waiting to process data.
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Installing the CDPz Splunk Ingestion Kit

CDPz provides a Splunk Ingestion Kit which consists of a Splunk app file (a compressed tar.gz
file with the .spl file extension) which is imported into Splunk. It contains the various

definitions required to Splunk to process the incoming data. Versions are provided for both

UNIX/Linux and Windows platforms.

For this example the UNIX/Linux .spl file (iom_cdpz_buffer_nix.spl) was installed in Splunk with

the following steps:

e Download the .spl file to a local workstation (one which can provide a browser session

to log into Splunk).

e Logintothe Splunk user interface on the same platform where the Data Receiver is

running.

e On the left side of the menu, click the blue gear next to the word Apps:

Apps #

e This will bring up the list of installed apps:

splunk::-- Apps v~

Apps

Install app from file | | Create app

Showing 1-18 of 18 items

Name = Folder name =
SplunkForwarder SplunkForwarder
SplunkLightForwarder SplunkLightForwarder
Log Event Alert Action alert_logevent
Webhook Alert Action alert_webhook

° Apps Browser appsbrowser

e Click on the Install app from file button

Version =

6.5.1
651

651

Update checking +
Yes
Yes
Yes
Yes

Yes

Visible =

Sharing

App
App
App
App
App

Permissions
Permissions
Permissions
Permissions

Permissions

. This will display an upload window:

IBM Common Data Provider for z Systems: Splunk Integration Example

© 2017 IBM Corporation

Status ¥

Disabled | Enable
Disabled | Enable
Enabled | Disable
Enabled | Disable

Enabled

Page 8 of 17



Upload an app

If you have a .spl or tar.gz app file to install, you can upload it using this form.

‘You can replace an existing app via the Splunk CLI. [ Learn more.
File

No file selected.

] Upgrade app. Checking this will overwrite the app if it already exists

Cancel Upload

e Browse to where the .spl file was downloaded and select it. When prompted, select
Enable Now.

e When the upload and processing is complete, the integration app will be shown as IBM
CDPz Buffered Ingestion:

Apps

Install app from file | Create app

Showing 1-18 of 18 items 3

Neme # Folder name 3 Version & Updete checking * Visible & Sharing * Stats ¢ Actions

SplunkForwarder SplunkForwarder Yes No App | Permissions Disabled | Enable

SplunkLightForwarder SplunkLightForwarder Yes No App | Permissions Disabled | Enable

Log Event Alert Action alert_logevent 651 Yes No App | Permissions Enabled | Disable Edit properties | View objects

‘Webhook Alert Action alert_webhook 6.5.1 Yes No App | Permissions Enabled | Disable Edit properties | View objects

Apps Browser appsbrowser 651 Yes No App | Permissions Enabled Edit properties | View objects

framework framework Yes No App | Permissions Enabled | Disable Edit properties | View objects

Getting started gettingstarted 10 Yes Yes App | Permissions Disabled | Enable
° IBM CDPz Buffered Data Ingestion ibm_cdpz_buffer 1.01 No Yes App | Permissions Enabled | Disable Launch app | Edit properties | View objects
° 1BM CDPz Buffered Data Ingestion ibm_cdpz_buffer 101 No Yes App | Permissions Enabled | Disable Launch app | Edit properties | View objects

®  On the Splunk main menu, the App will also be shown in the Apps list:

Apps &

Search & Reporting

Q3

IBM CDPz Buffered Data
Ingestion
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Configuring the IBM Common Data Provider for z Systems
A flow must be defined in IBM Common Data Provider for z Systems to identify

e The data source that will be used
e Any required transformations
e The output to where the data is sent.

These actions are performed in the CDPz configuration tool, which is installed as a plugin to the
z/0S Systems Management Facility (z/OSMF). The tool allows a graphical representation of the
flow to be built, which then generates the files that the CDPz data streamer will read at its
startup and use to collect, transform, and send data.

A graphical representation of the flow would be as follows:

Data Stream ¢ Transform Transform x Subscriber X

2/0S SYSLOG
1010

2/0S SYSLOG 2/0S SYSLOG hasle347_datareceiver \
SYSLOG N

SYSLOG, UTF-8 SYSLOG, UTF-8, SYSLOG- 4__'
Spit

L SN

This shows a Data Stream Source (SYSLOG) two transforms (UTF8 and Split) and a subscriber
(hasle347_datareceiver). Each component is defined, in order, as follows:

e Data Stream and UTF-8 transform

When editing a policy, a data stream is added by clicking on the + Data Stream Icon in
the Policy editor:

Common Data Provider > Profile Policy Policy file directory: /etcicdpConfig APAR 0A52199, Build 121

Policy Profile Edit cancet | [ weort |
Policy Name testpoliciy

Policy Description

Global Properties SYSTEM SCHEDULES

On the subsequent windows the z/0OS SYSLOG data stream was selected, which
captures data from the Common Data Provider Log Forwarder, as well as the option to
transform to the UTF-8 code page:
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Select data stream L x

Search a data stream O,

— Log Data

— System Logs

Name Tags

z/OS SYSLOG SYSLOG

z/OS SYSLOG from OPERLOG SYSLOG,OPERLOG,Split
USS Syslogd Admin Syslogd

USS Syslogd Debug Syslogd

USS Syslogd Error Syslogd

+ Application Logs

+ Generic Feeds
— SMF Data

+ Base Streams

+ 10Az

¥ Transcribe selected streams to . UTF-8 v Selected 0 streams CANCEL
Configure z/0S Log Forwarder data stream >

Group System Logs

Type Z/0S SYSLOG

Forwarder Z0OS_SYS_EXIT

T\-‘pe

Name Z/0S SYSLOG *
Data Source SYSLOG-SYSB *
Name

Data Source z0S-SYSLOG-Console
Type

File Path SYSLOG *

These selections generate both the Data Stream and UTF-8 Transform icons in the
workflow.

e Transform — Split

The Split transform is required to split the data so that each message is sent as a

separate record. In the policy editor it is created by clicking on the < icon on the UTF-
8 transform icon, which creates a new transform placed after the UTF-8 transform in
the flow. For this transform the SYSLOG Splitter option is used:
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Transform data stream

TRANSCRIBE Transcribe the data to a different encoding
LF Splitter Split the data into multiple messages based on CRLF@
SYSLOG Splitter Split SYSLOG data into individual messages
SyslogD Splitter Split SyslogD data into individual messages
NetView Splitter Split NetView data into individual messages

EYULOG MDY Splitter
EYULOG DMY Splitter
EYULOG YMD Splitter

CICS MSGUSR MDY Splitter
CICS MSGUSR DMY Splitter
CICS MSGUSR YMD Splitter
WAS for zOS SYSOUT Splitter
WAS for zOS SYSPRINT Splitter
WAS HPEL Splitter

WAS SYSTEMOUT Splitter
FixedLength Splitter

Regex Filter

Time Filter

¥ Show all transforms

Split EYULOG data in MDY format into individual messages

Split EYULOG data in DMY format into individual messages

Split EYULOG data in YMD format into individual messages

Split CICS MSGUSR data in MDY format into individual messages
Split CICS MSGUSR data in DMY format into individual messages
Split CICS MSGUSR data in YMD format into individual messages
Split WAS for zOS SYSOUT data into individual messages

Split WAS for zOS SYSPRINT data into individual messages

Split WAS HPEL data into individual messages

Split WAS SYSTEMOUT data into individual messages

Split records with a fixed record length into multiple messages
Filter messages from incoming streams based on a regex pattern
Only allow packets sent within a particular schedule, and discard all others -

e Subscriber — hasle347_datareceiver

-
The subscriber icon is creating by clicking on the < icon in the Splitter transform and

selecting Add Subscriber. The subscriber can then be configured:

Configure subscriber )4

Name hasle347_datareceiver *

Description data receiver on hasle347 fro splunk

File Buffer 30 minutes v
Time

Protocol CDP Data Receiver A
Host 101148 i
Port 19080 -
Auto-Qualify Sysplex v

o The Protocol attribute must be CDP Data Receiver (or CDP Data Receiver SSL, if
using SSL).

o The Host attribute must be the hostname or IP address where the Data Receiver
is running.
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o The Port attribute must match the port used by the Data Receiver.

After the flow is defined in the policy, the Common Data Provider Data Streaming must
be restarted to pick up the additions.

Results

In this example, when all of these components are running, z/OS SYSLOG messages will appear
in Splunk:

The CDPz Log Forwarder on (z/0S) which captures the SYSLOG messages.

The CDPz Data Streamer (on z/0S) which uses the policy flow defined above to send the
messages to the Data Receiver.

The CDPz Data Receiver (on the Splunk platform, Linux in this example), which receives
the forwarded data and writes it to files.

The Splunk Server (if the Data Receiver is running on the Splunk Server platform, as in
this example) or the Splunk Heavy Forwarder (if the Data Receiver is running on a Heavy
Forwarder platform).

The CDPz Splunk Ingestion Kit, installed and enabled on the Splunk Server or Splunk
Heavy Forwarder, which contains the definitions to map the incoming data to fields for
use within Splunk.

When messages arrive to the Data Receiver, they are written to files in the directory defined in
the CDPDR_PATH variable. Here is an example of a message record within that file:

WSCZPLEX, SYSB, zplexb.wsclab.washington.ibm.com, SYSLOG, zOS-SYSLOG-
Console, SYSLOG-SYSB, -0400,NE, 004F,17162 21.10.31.110 -0400,SYSB

, STC02212, ,00000000000000000000000000000000,00000200,BPXAS
,00," BPXP024I BPXAS INITIATOR STARTED ON BEHALF OF JOB PFA RUNNING IN
ASID 0059"\n

Each record is in Comma Separated Value (CSV) format. The first seven fields of each record
identify:

Sysplex Name

System Name

Hostname

Path (SYSLOG for a SYSLOG data stream source)

Source Type (zOS-SYSLOG-CONSOLE for a SYSLOG data stream source)

Source Name (the name of the source as defined in the Policy data stream definition; in
this example, SYSLOG-SYSB)

Time zone offset from GMT time
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The fields after that are parsed from the message contents. We can see the field names in the
Splunk user interface. There are many different ways to access the messages. In this example
the following steps were performed:

e Logon to the Splunk user interface.
e Inthe Apps list on the left, click IBM CDPz Buffered Ingestion” to bring up the search

window.

e Enter a search string — such as the name of the sysplex — and the records that contain
that string will be displayed, the most recent first:

New Search SaveAsv  Close
wsczplex| Altme v Q
18,140 events (before 6/11/17 10:31:41.000 PM)  No Event Sampling v Job v s & L ® Smart Mode v
Events (18,140) Patterns Statistics Visualization
Format Timeline v —Zoom Out 1 day per column
S 0 B T ——
listv  #Formatv 20 PerPage v 12 3 4 5 6 7 8 9 Next>
< Hide Fields = All Fields UL B
> emnT WSCZPLEX, SYSB, zplexb.wsclab.washington. ibm.com, SYSLOG, z05-SYSLOG-Console, SYSLOG-SYSB, -0400,NE, 0024, 17162 22.31.27.290 -0400,5YSB

Selected Fields
host
source

sourcetype

Interesting Fields
ASID
CONSOLE
date_hour

10:31:27.290 PM

> 6/mn7
10:31:27.290 PM

> emny
10:31:26.290 PM

, INTERNAL, 00000000000000000000000000000000, 00000200, JES2 ,80," SE "22.31.27 JOB02217 $HASP165 BONETTSP ENDED AT WSC180 MAX(( 0004
*,LOGON,USER=(BONETT)"\n
zplexb wsclab washington ibm_com SYSLOG z0S-SYSLOG-Console

WSCZPLEX,SYSB, Zplexh wsclab.washington.ibm.com, SYSLOG,z0S-SYSLOG-Console,SYSLOG-SYSB, -0400,NE, 0024, 17162 22.31.27.290 -0400,SYSB

,JES2 ,00," $HASP309 INIT 2 INACTIVE kst C=HMLAB"\n
zp\exb wsclab washington ibm_com SYSLOG 20S-SYSLOG-Console
WSCZPLEX,SYSB, zplexb wsclab.washington.ibm.com, SYSLOG, z0S-SYSLOG-Console, SYSLOG-SYSB, -0400,NE,003F, 17162 22.31.26.290 -0400,SYSB ,J0BO
2217, 4 ,BONETTSP, 00, " $HASP395 BONETTSP ENDED - RC=0004"\n
zplexb wsclab washington ibm_com SYSLOG 208-SYSLOG-Console

The left side of the search screen will show all of the fields associated with the records, along
with a count of the unique values found within each field from the records returned from the

search

IBM Common Data Provider for z Systems: Splunk Integration Example

© 2017 IBM Corporation

Page 14 of 17



Interesting Fields
it ASID 51

a CONSOLE 14
# date_hour 24
it date_mday 23
# date_minute 60
a date_month 2
# date_second 60
a date_wday 7

it date_year 1

1t date_zone 1

# DESCRIPTOR 3
# FLAGS 4

a index 1

a JOBNAME 87
a JOBNUM 100+
# linecount 1

a MSGID 100+

a punct 100+

a rcd 2

# ROUTECODE 19
SMFID 1

a sourcename |

=]

a
a splunk_server 1
a sysplex 1

a system 1

TEXT 100+

i timeendpos 1

a TIMESTAMP 100+

i timestartpos 1

=]

The MSGID field is actually not defined by the Spunk ingestion kit. Splunk allows you to add
additional fields based on the record contents; in this example MSGID was added by
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highlighting the section of the record with the message ID; Splunk then uses that location to
derive the MSGID for each record.

Clicking on a field is one quick way to find the most frequent values that occur for that field. For
example, clicking on the MSGID field shows the most frequent message IDs in the data:

MSGID X
=100 Values, 99.399% of evenis Yes MNo
Reports

Top values Top values by time Rare values

Events with this field

Top 10 Values Count %
DSNL515 4,897 27.159%
BPXMO23I 3,829 21.236%
HZS0002E 1,384 7676%
SHASPB86 672 3727%
SHASP250 655 3.633%
IEA989I 627 3.477%
SHASP100 484 2 684%
SHASP373 484 2.684%
SHASP395 483 2679%
Jobname 483 2.679%

Much more can be done with searching (such additional search conditions using field values
and times intervals), build dashboards, etc. that are beyond the scope of this paper but
documented in the Splunk documentation. The key is that once the z/OS SYSLOG data is
available to Splunk, it can be treated just like any other data that comes into Splunk.

Summary

While this example implementation is simple, it can be easily built upon to send additional data
sources to Splunk. The data rates should be monitored, as it can be desirable to set up several
Splunk Heavy Forwarders to receive different sets of data from CDPz, for performance
purposes.
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It should also be clear that once the Data Receiver writes the data onto the local file system,
any process that can read the files can be used for any type of processing that is wanted. This
provides a lot of flexibility, but also means these files should be protected so that only the
desired processes and functions can read them.

For further information on the Common Data Provider for z Systems, the following information
sources are available:

e |IBM Common Data Provider 1.1 Knowledge Center

https://www.ibm.com/support/knowledgecenter/SSGE3R 1.1.0/com.ibm.cdpz.doc/wel
come.html

Contains links to program directories (SMP/E installation) and Users Guide (product
setup, customization, and integrations).

e |IBM Common Data Provider on IBM DeveloperWorks

http://ibm.biz/CDPzWIKki

Contains FAQs, documentations, and product service information.

IBM Common Data Provider for z Systems: Splunk Integration Example Page 17 of 17
© 2017 IBM Corporation


https://www.ibm.com/support/knowledgecenter/SSGE3R_1.1.0/com.ibm.cdpz.doc/welcome.html
https://www.ibm.com/support/knowledgecenter/SSGE3R_1.1.0/com.ibm.cdpz.doc/welcome.html
http://ibm.biz/CDPzWIki

