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Special Notices
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Introduction

The IBM Common Data Provider for z Systems (which may be referred to as “CDPz” in the
document) provides a streamlined method of capturing z/0S performance and operational data
for use by analytics products. The data sources CDPz can capture and forward to the target
include:

e SYSLOG/OPERLOG
e JOBLOGs, with custom mapping of WebSphere and CICS JOBLOGs
e SMF Records

e NetView for z/0S logs

Unix System Services syslogd and files

CDPz can send the data to any target that can receive data over an IP port. It provides custom
integration for the following software products:

® |IBM Operations Analytics for z Systems
® The Elastic Stack (Elasticsearch, Logstash, Kibana)
e Splunk

Details on CDPz can be found at
https://www.ibm.com/support/knowledgecenter/SSGE3R 1.1.0/com.ibm.cdpz.doc/welcome.h

tml

This paper will walk through an example of integrating the Common Data Provider for z
Systems with the Elastic Stack, using the z/OS SYSLOG as the data source to be sent.

Elastic Stack integration components

The Elastic Stack (formerly known as the ELK stack) is a set of open source products that
integrate to provide capture, search, analysis and visualization of data. The products are:

® logstash — used to capture, parse, format, and forward data to other products for
ingestion.

e Elasticsearch — a full-text search and analytics engine that can receive data from various
sources, including Logstash indexes the data to support searching and analytics against
the data.

e Kibana —and graphical user interface for building views and dashboards of the data
provided by Elasticsearch.
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Details on the Elastic Stack can be found at https://www.elastic.co/products

CDPz, output is integrated with the Elastic Stack in the following manner:

e (CDPz forwards the desired data to a Logstash instance.

e CDPz provides an ELK Ingestion Kit. This is a set of Logstash input, filtering, mapping,
and output files to prepare and forward the data to an Elasticsearch server. The
Ingestion kit is installed on the same platform as the Logstash instance receiving the

CDPz data.

On the z/0S side, the System Data Engine, Log Forwarder and Data Streamer components of
CDPz must be configured appropriately and started (they run as started tasks or batch jobs) to

send data to the Data Receiver:

e |f SMF or customer data is to be forwarded, the System Data Engine must be used to

access those data sources.
e |f SYSLOG, OPERLOG, or data from NetView, CICS, or JOBLOGsS is to be forwarded, the

Log Forwarder must be used to access those data sources.
e The Data Streamer will receive the data from the System Data Engine.

An example of the architecture is shown in this picture:

z/I0s
Common Data Provider
Data Data Gatherers ~ Data Handling
Bources ]
batch ELK Platform
System
Fixed Data
Data Engine
Elasticsearch
pres Data LogStash Server | g ey
Streamer T With — maamn
CDPz ELK Ingestion Kit Kibana
= Log
Log l—" Forwarder
Data
Syslog Configuration
DB2 Files
WAS.
Ma
VSAM

The steps to enable this architecture are:
e |nstall and configure the target Logstash instance.

® |nstall the CDPz ELK Ingestion Kit files onto the same platform as the Logstash instance and
customize Logstash to use the files.

e Configure the Common Data Provider for z Systems components to extract, format, and
forward data to Logstash.
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The rest of this paper will illustrate these steps by applying them to an example
implementation.

An example integration environment

To better illustrate the integration, the rest of this paper walks through an example
implementation. For this example, SYSLOG data was captured and sent to a Logstash instance
server running on a Linux systems platform. The Logstash instances forwards the data to a
separate Linux server where Elasticsearch and Kibana are running.

Installing and configuring Logstash

Logstash is relativity easy to installed, from binary distributions or package repositories. The
Elastic Company provides the Logstash code installation steps at
https://www.elastic.co/guide/en/logstash/current/installing-logstash.html

After the code is installed the main configuration steps are defining the input sources,
processing to be applied against the received data, and the output sources to send the
processed data. This is defined in a set of Logstash configuration files that define one or more
of the following sections, in order:

® input —the source of the data (e.g. a file or a TCP/IP port)
e filter — processing to be done against the data
e output —the destination for the data that has passed through the filter stage.

For CDPz, this information will be provided in the next step.

Installing and-configuring the ELK ingestion kit

The CDPz ELK Ingestion Kit consists of a set of Logstash configuration files to process any data
that CDPz might send:

® A Logstash input definition file for receiving data from CDPz

® A pair of Logstash files for each log and SMF record type supported by CDPz, to map
and filter the input for Elasticsearch usage. Only the pairs for the actual data to be sent
from CDPz should be used.

® A Logstash output definition file to send the data to an Elasticsearch index server, for
use in the Kibana Ul
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The ingestion kit is packaged as a tar.gz file and must be download from the CDPz installation
directory on z/0S to the server running the target Logstash instance.

Once downloaded, the file can be unzipped, and the appropriate files copied to the defined
directory from which Logstash reads its configuration files. The file names have the following
naming convention:

File name

B [nput stage

B Prep stage

H Field name annotation
M Timestamp resolution
Q Clutput stages

The naming allows the stages to be processed in the proper sequences, as Logstash reads the
configuration files in alphabetical order. For example, to process SYSLOG data, these files are
used:

e B CDPz_Input.1sh —this defines the input port Logstash will be listening on and the
format of the incoming data, which must be json. For example:

input {
tep
port => 8081

codec => "json"

}

e E_CDPz_Index.sh — provides a filter section that adds an index field to the data
(required by Elasticsearch), that will be used as part of the overall record index (which is
set in the output section)

e H SYSLOG_OR_OPERLOG.1sh — provides a filter section that maps the csv data within
the last json field to column names

e N_SYSLOG_OR_OPERLOG.1sh — provides a filter section that adds a timestamp field for
when the record was received by Logstash.

e (Q_CDPz_Elastic.1sh — provides an output section that sends the processed data to
Elasticsearch. For example:
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output {
elasticsearch {
hosts => [ "10.1.1.132:9200" ]
user => "elastic"
password => "changemeorelse"
action => "index"

index => "cdp-%{[@metadata] [indexname] }-%{+yyyyMMdd}"

}

The B_CDPz_Input.1sh,E_CDPz_Index,1sh, and Q_CDPz_Elastic.1sh files would always be used;
the E_, H_, and N_ files would vary based on the types of data being sent. For example, if SMF
type 30 usage records were also being sent from CDPz, the H_, and N_ files for those records
would also be placed into the Logstash configuration file directory.

Configuring the IBM Common Data Provider for z Systems
A flow must be defined in IBM Common Data Provider for z Systems to identify:

® The data source that will be used
® Any required transformations
® The output to where the data is sent.

These actions are performed in the CDPz configuration tool, which is installed as a plugin to the
z/0S Systems Management Facility (z/OSMF). The tool allows a graphical representation of the
flow to be built, which then generates the files that the CDPz data streamer will read at its
startup and use to collect, transform, and send data.

A graphical representation of the flow would be as follows:

Data Stream X
Z/I0S SYSLOG

Transform Transform X Subscriber X
2/0S SYSLOG 2/0S SYSLOG wsc3550m413_logstash

SYSLOG IDIO

SYSLOG, UTF-8 SYSLOG, UTF-8, SYSLOG- q__’ N
spit

= "
h / « N

This shows a Data Stream Source (SYSLOG) two transforms (UTF8 and Split) and a subscriber
(wsc3550m413_logstash). Each component is defined, in order, as follows:

e Data Stream and UTF-8 transform
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When editing a policy, a data stream is added by clicking on the + Data Stream Icon in
the Policy editor:

Welcome Common Data Pro...

Common Data Provider > Profile Policy Policy file directory: fetc/cdpConfig APAR OA52199, Buid 121
Policy Profile Edit | CANCEL | | IMPORT | SAVE
Policy Name testpoliciy

Policy Description

Global Properties SYSTEM SCHEDULES

On the subsequent window the z/0S SYSLOG data stream was selected, which captures
data from the Common Data Provider Log Forwarder, as well as the option to transform
to the UTF-8 code page:

Select data stream k %
Search a data stream O,
— Log Data

— System Logs

Name Tags

2/0S SYSLOG SYSLOG

2/0S SYSLOG from OPERLOG SYSLOG,0PERLOG,Split
USS Syslogd Admin Syslogd

USS Syslogd Debug Syslogd

USS Syslogd Error Syslogd

+ Application Logs
+ Generic Feeds

— SMF Data
+ Base Streams

+ 10Az

¥ Transcribe selected streams to| UTF-8 v Selected 0 streams CANCEL
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kConﬁgure 2/0S Log Forwarder data stream ><

Group System Logs

Type Z/0S SYSLOG

Forwarder ZOS_SYS_EXIT

T}u'pE

Name 2/0S SYSLOG *
Data Source SYSLOG-SYSB *
Name

Data Source z0S-SYSLOG-Console
Type

File Path SYSLOG *

These selections generate both the Data Stream and UTF-8 Transform icons in the
workflow.

e Transform — Split

The Split transform is required to split the data so that each message is sent as a
separate record. In the policy editor it is created by clicking on the < icon on the UTF-
8 transform icon, which creates a new transform placed after the UTF-8 transform in
the flow. For this example the SYSLOG Splitter option is used:

Transform data stream 3

TRANSCRIBE Transcribe the data to a different encoding -
<_CRLF Splitter Split the data into multiple messages based on CRLF characters —

SYSLOG Splitter Split SYSLOG data into individual messages

SyslogD Splitter Split SyslogD data into individual messages

NetView Splitter Split NetView data into individual messages

EYULOG MDY Splitter Split EYULOG data in MDY format into individual messages

EYULOG DMY Splitter Split EYULOG data in DMY format into individual messages

EYULOG YMD Splitter Split EYULOG data in YMD format into individual messages

CICS MSGUSR MDY Splitter Split CICS MSGUSR data in MDY format into individual messages

CICS MSGUSR DMY Splitter Split CICS MSGUSR data in DMY format into individual messages

CICS MSGUSR YMD Splitter Split CICS MSGUSR data in YMD format into individual messages

WAS for zOS SYSOUT Splitter Split WAS for zOS SYSOUT data into individual messages

WAS for zOS SYSPRINT Splitter Split WAS for zOS SYSPRINT data into individual messages

WAS HPEL Splitter Split WAS HPEL data into individual messages

WAS SYSTEMOUT Splitter Split WAS SYSTEMOUT data into individual messages

FixedLength Splitter Split records with a fixed record length into multiple messages

Regex Filter Filter messages from incoming streams based on a regex pattern

Time Filter Only allow packets sent within a particular schedule, and discard all others

¥ Show all transforms

IBM Common Data Provider for z Systems: ELK Integration Example Page 10 of 13
© 2017 IBM Corporation



e Subscriber —wsc3350m143_logstash

=
[

The subscriber icon is creating by clicking on the icon in the Splitter transform and
selecting Add Subscriber. The subscriber can then be configured:

Configure subscriber X

Name wsc3550m413_logstash
Description logstash on wsc3550m413
£
File Buffer 30 minutes
Time
Protocol CDP Logstash
Host 1011131
Port 8081
Auto-Qualify Sysplex

o The Protocol attribute must be CDP Logstash (or CDP Logstash SSL, if using SSL).
The Host attribute must be the hostname or IP address where the target
Logstash instance is running.

o The Port attribute must match the port defined in the B_CDPz_Input.1sh file
used in the Logstash configuration.

After the flow is defined in the policy, the Common Data Provider Data Streamer must
be restarted to pick up the additions.

Results

In this example, when all of these components are running, z/OS SYSLOG messages will appear
in Kibana.

Each record is in Comma Separated Value (CSV) format. The first seven fields of each record
identify:

® Sysplex Name

o System Name

e Hosthame

e Path (SYSLOG for a SYSLOG data stream source)

e Source Type (zOS-SYSLOG-CONSOLE for a SYSLOG data stream source)
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e Source Name (the name of the source as defined in the Policy data stream definition; in
this example, SYSLOG-SYSB)
® Time zone offset from GMT time

The fields that follow the above are creating by the ingestion kit by parsing the message
contents. We can see the field names in the Kibana user interface. There are many different
ways to access the messages. In this example the following steps were performed:

® Logon to the Kibana user interface.

® |n the left side menu, click the Discover option. This will display a page with a search
box.

® In the search box, enter a search string — such as the name of the sysplex — and specify
the timespan in the dropdown box above the search box. The records that contain that
string that occurred within the selected interval will be displayed, the most recent first:

‘ k_b 171 hits New Save Open Share Reporting O Last4 hours
*WSCZPLEX* n ‘
@ Discover logstash-* August 8th 2017, 16:54:20.867 - August 8th 2017, 20:54:20.867 — by 5 minutes
Visualize Selected Fields
Dashboard ? _source "
£
. ) 3
Timelion Available Fields u S
Enih © @timestamp II I III
ra
- + oversion o L[] mln Em Hm = Hm lm Em B m H
I 17:00 17:20 18:00 18:30 19:00 19:30 20:00 20:20
Dev Tools 2 ASID . .
@timestamp per 5 minutes
Monitoring 7 CONSOLE
Time _source
7 DESCRIPTOR
Management
E 7 FLAGS b August 8th 2017, 20:54:04.350  sysploxName: WSCZPLEX sourceName: WSCZPLEX-SYSB-SYSLOG-SYSE JOBNAME: SPACE TExT: $HASPLOO SPAC
2 JOBNAME £ ON INTRDR MIKE BONETT FROM TSUO7667 BONETT ROUTECODE: 00 path: SY
> JOBNUM SLOG rcd: NE ASID: 0075 systemName: SYSB JOBNUM: JOBO7684 TIMESTAMP: 17220 20.54.00.700 -0400
- ROUTECODE host: zplexb.wsclab.washington.ibm.com @version: 1 FLAGS: 00 seq.c: 80 seq.w: 2 DESCRIPTOR: 0
) 0000201 timeZone —0400 messadge NE,0075,17220 20.54.00.700 -0400_.SYSB ,JOR07684 _ 020000000000000
7 SMFID
7 TEXT » August 8th 2017, 20:54:04.350 i p1ciname: WSCZPLEX sourceName: WSCZPLEX-SYSB-SYSLOG-SYSB JOBNAME: SPACE TExT: ICH70001I BON
7 TIMESTAMP ETT LAST ACCESS AT 20:53:41 ON TUESDAY, AUGUST 8, 2017 ROUTECODE:
o path: SYSLOG red: NE ASID: 0040 systemName: SYSB JOENUM: JOBO7684 TIMESTAMP: 17220 20.54.00.7
P - 20 -0400 host: zplexb.wsclab.washington.ibm.com @version: 1 FLAGS: 00 seq.c: 80 seq.w: 2 DESC
T I 00000201 timeZone -0400 messacqe NE . 0040 .17220 20.54_00.720 -0400,SYSR ,IDBD7684 00200
# _score
¢ _type b August 8th 2017, 20:54:04.350  gysplomName: WSCZPLEX sourceName: WSCZPLEX-SYSB-SYSLOG-SYSB JOBNAME: JES2 TExT: $HASP309 INIT
o £ host 4 INACTIVE *#*#%%%f C=HMLAB ROUTECODE: C ) path: SYSLOG red: NE As
Collapse
= P ID: 0024 systemName: SYSB JOBNUM: _ TIMESTAMP: 17220 20.54.01.890 -0400 host: zplexb.wsclab.wash

The left side of the search screen will show all of the fields associated with the records. Clicking
on any field will show the unique values found for that field, with a count of occurrences within
the retrieved records. For example, clicking on JOBNAME will display information similar to the
following:
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JOENAME

Quick Count €
(101 /171 records )

HBODS001

a )

LOGANBBC
BPXAS

M610SYP2

SPACE

Much more can be done with searching (such additional search conditions using field values
and times intervals), build dashboards, etc. that are beyond the scope of this paper but
documented in the Kibana documentation. The key is that once the z/0S SYSLOG data is
available to the ELK stack, it can be treated just like any other data that comes into ELK.

Summary

While this example implementation is simple, it can be easily built upon to send additional data
sources to ELK. The data rates should be monitored, as it can be desirable to set up several
Logstash instances to receive different sets of data from CDPz, for performance purposes.

For further information on the Common Data Provider for z Systems, the following information
sources are available:

e |BM Common Data Provider 1.1 Knowledge Center

https://www.ibm.com/support/knowledgecenter/SSGE3R 1.1.0/com.ibm.cdpz.doc/wel
come.html

Contains links to program directories (SMP/E installation) and Users Guide (product
setup, customization, and integrations).

e |BM Common Data Provider on IBM DeveloperWorks

http://ibm.biz/CDPzWIki

Contains FAQs, documentations, and product service information.
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