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ADVANGEDMIECHNOLOGY GROUP(ATG)

Accelerate with ATG Technical Webinar Series

Advanced Technology Group subject matter experts cover a variety of technical topics.

Audience: Clients who have or are considering acquiring IBM Storage solutions. Business Partners & IBMers are welcomed, too.

To automatically receive announcements of upcoming Accelerate with IBM Storage webinars, Clients, Business Partners &
IBMers are welcome to send an email request to accelerate-join@hursley.ibm.com.

2025 Upcoming Webinars — Register Here!

December 9 - IBM Storage Virtualize 9.1.1 Tech Update
December 11 - IBM Z Cyber Vault Update

Important Links to bookmark:

ATG Accelerate Site < Click here to access the Accelerate with ATG webinar schedule for 2025, view presentation
materials, and watch past replays.

ATG MediaCenter Channel € This channel offers a wealth of additional videos covering a wide range of storage topics,
including IBM Flash, DS8, Tape, Ceph, Fusion, Cyber Resiliency, Cloud Object Storage, and more . . .
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ADVANGEDMIECHNOLOGY GROUP(ATG)

ATG Offerings
Client Technical Workshops Date (Location) TechZone Test Drive / Demo’s
» IBM FlashSystem Deep Dive & Advanced Functions Dec 3-4 (Austin, TX) » IBM Cloud Object Storage Test Drive - (VMware based)
» IBM Storage Scale & Storage Scale Functions Dec 9-10 (Herndon, VA) » IBM DS8900F Safeguarded Copy (SGC) Test Drive
» Cyber Resilience with IBM Storage Defender Q1 2026 - Coming Soon! > IBM DS8900F Storage Management Test Drive
» IBMFusion & Ceph Q1 2026 - Coming Soon! > IBM Fusion Test Drive — Backup and Restore with OpenShift
» IBMDS8000 G10 Advanced Functions Q1 2026 - Coming Soon! Virtualization

Y

Y V.V V V

Managing Copy Services on the DS8000 Using IBM Copy
Services Manager Test Drive

IBM Storage Ceph Test Drive

IBM Storage Ceph Test Drive - (VMware based)
IBM Storage Protect Live Test Drive

IBM Storage Scale and Storage Scale System GUI
IBM Storage Virtualize Test Drive

Please reach out to your IBM Representative or Business Partner for more information.

*IMPORTANT* The ATG team serves clients and Business Partners in the Americas, concentrating on North America.
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ADVANCEBNIECHNOLOGY GROUP (ATG)

Accelerate with ATG Survey

Please take a moment to share your feedback with our team!

You can access this 6-question survey via Menti.com with code 5151 0447
or
Direct link https://www.menti.com/alhsf3bgvxué or QR Code
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WM@E@ MECHNOLOGY GROUP (ATG)

Meet the Speaker

© Copyright IBM Corporation 2025

Randy Blea has over 25 years of experience in copy services and leads the architecture for IBM Copy
Services Manager, enabling enterprise data center management and disaster recovery on IBM storage
systems.

He specializes in agile development of enterprise solutions across distributed and z/OS platforms and is
recognized as an IBM Master Inventor for his innovation and mentorship.

Randy also drives automation initiatives using Python and Red Hat Ansible for DS8000 and Copy Services
Manager customers.



WMJ@E@ TECHNOLOGY GROUP (ATG)

What's New in IBM Copy Services Manager V6.3.14

IDEA CSM-I-163 — Show a user defined name for the CSM
server in the GUI

IDEA CSM-I-189 — Provide Session view grouped by
the User defined Group name

IDEA CSM-1-181 — Allow Monitor user to view more details for
audit purposes

© Copyright IBM Corporation 2025

Support ability to issue local and remote Snapshots
against a FlashSystem Async Policy Based
Replication Session

Support ability to issue and schedule Refresh thin
clone both locally and remotely against a
FlashSystem Async Policy Based Replication
session
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ADVANCEBNIECHNOLOGY GROUP(ATG)

IDEA CSM-1-163 — Show a user defined name for the CSM server in the GUI

« CSMislicensed by source TiB replicated and
not by server.

» This allows customers to setup different CSM
servers for different environments being
replicated.

* The issue with setting up multiple CSM server
environments is that when you log into the CSM
GUI it could be difficult to tell which of the
environments you’re logged in on

« Starting with 6.3.14, CSM has implemented the
customer request to add a user defined name
for the server

* Onthe Advanced Tools panel, you can set a
Server Name and once set you’ll see the server
name next to the user in the top right corner of
the GUI

 Ifaserver nameis not set, the hostname of the
server will display

© Copyright IBM Corporation 2025

1BM Copy Services Manager

Overview f\Sessions Storage Paths Notifications Console Settings
# Settings > Advanced Tools

% Advanced Tools
Lo ;\

Package Log Files

& Csmadmin - kratos (@

Create and download a PE data package of the log files.

Download PE Packages

Create Backup

Last Update: Mar 25, 2025, 2:23:46 PM

Create and download a backup of the Copy Services Manager server configuration.
Download Backups

User Preferences

Select the preferred language:
Default (Browser) hd

Set Server Name

Set user defined server name.

| kratos | 4
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CHNOLOGY GROUP (ATG)

ADVANCEBITE
IDEA CSM-1-189 — Provide Session view grouped by the User defined Group name

Qverview Sessions Storage Paths

* CSMalready allows customers to set a User Defined
Group name on each of the sessions. Sessions By Group Name

aaaaaa

I U warning

20 normal

* This allows customers to filter or sort on sessions in I erminats SGG: WNR10251 Sucosss: (Open Gonso : Completed
that Group under the main View Sessions page.

» Acustomer opened a request to view the session by ciMamager  Overview  Swskrs  Storage  Pahs  Notfcalons  Gonso  Seftngs
the User Defined Group name 44 Sessions > Sessions By Group Name
l l Sessions By Group Name
* Inenvironments with a lot of sessions and groups, this i;; =

improves usability, so they do not have to always filter

on the group, the groups will be automatically grouped S

by th OS e gr OU ps. roN S ¥  Session Name Status State Type Volume Group
. . . FC O Inactive Defined FC
 Inthe navigator, Sessions->Session by Group Name e o o
brings up this panel to view the sessions by group O e oot e
SGC O Inactive Defined Backup
MM O inactive Defined MM
MTMMGM © inactive Defined MT-MM-GM

V Automatically Generated Session

RC_BDOASO001_VG_P_F552002 Normal Prepared AsyncPBR BDOASO0T_V...
RC_CSMTest_25iteQld_FS52001 Normal Prepared AsyncPBR CSMTest_2Sit...
RC_Christian_FS52001 Normal Prepared AsyncPBR Christian
RC_DEMO_FS_VG_F552001 Normal Prepared AsyncPBR DEMO_FS_VG

© Copyright IBM Corporation 2025 9
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WMJ@E@ TECHNOLOGY GROUP (ATG)

IDEA CSM-I-181 — Allow Monitor user to view more details for audit purposes

Add Access

. CSM already had a User role call “Monitor” that What level of access should the user have?
allowed login access to the CSM server without
the ability toissue “actions” against sessions on |
the server '

Administrator

Administrators can perform all actions associated with IBM Copy Services
Manager.

User Administrator

User Administrators can only manage other users and not any of the
sessions on the server.

* An IDEA WaS Ope ned by a. CUStO mer because th ey op;;:::lédrs can run commands on the sessions that they have been
perform audits against the CSM server by the |

X Xe

Monitors can view storage system information, sessions and session details,
and high availability servers and status.

Monitor role does not currently give the auditor
access to certain panels they need to audit

ervices Manager Overview Sessions Storage Paths Console Settings &+ csm-monitor - kratos (® IZzs

48 Settings > Scheduled Tasks

Scheduled Tasks Last Update: Mar 25, 2025, 2:43:37 PM

« Starting with the CSM 6.3.14 release, the CSM
Monitor role will now allow view only access to ]
additional panels to provide an auditor the ability
to audit features of the server Selctng 1 Tak Showng 131 13 Tase [ ler- |

al

Name - D Affected Sessions Status Schedule Next Run Time Last Run Time Last M... I
Backup SGSV... 13 SGSVCHA_SG_FS52002 Enabled  Every 7 days 3/31/25,3:00 AM[C... 3/24/25,3:00 AM [C... &3 IWNR...
. SCh ed u led tas ks SCh ed u les an d status Port Backup SGSV... 15 SGSVC_IASP_FS52002  Enabled  Every 7 days 3/29/25, 2:00 AM[C... 3/22/25, 2200 AM[C... €3 IWNR...
.. ... ’ . Backup SGSV... 14 SGSVC_IASPB_FS52002 Enabled  Every 7 days 3/29/25, 2:00 AM [C... 3/22/25, 2:00 AM [C... &3 IWNR...
Pa|r|ng CSV def|n|t|ons and server propert|es are a Get hostname 9 Disabled  No schedule 12/5/24, 2:41 PM [CDT]
. IPLoffof H2 5 GMFOFB Disabled  No schedule 11/20/24,11:11 AM ...
feW Of th e new vi ewab l.e pan e I.S . Practice off 0... 4 GMFOFB, FC8k Disabled  No schedule 11/21/24, 12:00 AM ...
SP POC - exte... 11 Disabled No schedule 2/20/25, 9:32 AM [C...
SP POC - test ... 12 Disabled  No schedule 2/17/25,11:11 AM [...
Sync Test-C... 7 GMFOFB Disabled  No schedule 12/2/24,12:16 PM [C...
Sync Test- G... 8 GMFOFB Disabled  No schedule 12/2/24,12:16 PM [C...
Sync Test-G... 6 GMFOFB Disabled  No schedule 12/2/24,12:16 PM [C...
backup sgc z 56C Disabled  Every 2.0 hours
touch mtgmg... 10 MTGMGM Disabled No schedule 2/14/25, 10:08 AM [...
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ADVANCEBNIECHNOLOGY GROUP(ATG)

Support ability to issue local and remote Snapshots against a FlashSystem Async Policy Based Replication Session

ces Manager

QOverview Sessions Storage Paths Notifications Console Settings

4 Sessions > Sessions By Volume Group

+  Starting with the CSM 6.3.13 release, CSM will l l S"if:“s yolume Grow
automatically detect and create a session for any volume LIS

group enabled for Async Policy Based Replication on the :
F las h Sy Ste m AVG_F Session Name Storage Sys... Status ive ...  Active Site Recover...  Progress
RC_BDOASQ01_VG_P_F552002 F§52002 Normal Prepared AsyncPBR HZ Site 2 Yes H14=Hz 00:00:00 @
SNAP_BDOAS001_VG_P_F552001 F§52001 Normal Protected Snap H1 Site 1 Yes N/A
* C us to me rs h O Weve r may Wa nt t O ta ke Sn a pS h Ot S 0 r SNAP_BDOAS001_VG_P_FS52002 FS552002 O Inactive Defined Snap H1 Site 1 No N/A

Safeguarded Snapshots for this volume group at both the
local and remote sites

4 Sessions > RC_BDOAS001_VG_P_FS52002

RC_BDOAS001_VG_P_FS52002

 Startingin CSM 6.3.14, CSM will now automatically create e = =l

Snapshot sessions for Async PBR sessions for all boxes in w —— ([ "EB ) e )
. . . . . Remove Ses Create Safeguarded Snapshot AN S/ N S/
the replication (including HA boxes) and associate those e |- } = P L= .
sessions to the Async PBR session |
. . :«::W:;:‘?:‘rn;dame == ?D(EJ:SSDDLVG,P

» This then allows customers to issue or schedule Create
Snapshot or Create Safeguarded Snapshot commands o vsons o oot oo e
locally, or Create Recovery Site Snapshot and Create ] =3

H2 Associated Session: SNAP_BDOAS001_VG_P_FS52001

Recovery Site Safeguarded Snapshots remotely

Participating Role Pairs:

Create Safeguarded Snapshot RG_BDOAS001_VG_P_FS52002?

i o IWNR1969W

° The Async PBR SeSSIOn knOWS When productlon has ! {:r;éarég.oi%’zosmz\?%rigF'Fhsi]sgmészc-%nan;gﬂi{:“\[?;egé%ﬁnsueggguardedsnapshot01the\.rolumegroupattheproducticnsiteinsessicn
moved to the remote site and the new commands or

schedules will work against the new production or new
remote site

Retention Days: DI

© Copyright IBM Corporation 2025 11



WMJ@E@ TECHNOLOGY GROUP (ATG)

Support ability to issue and schedule Refresh thin clone both locally and remotely against a FlashSystem Async PBR session

Sessions Storage Paths Notifications Console Settings

* Snapshot sessions allow customers to Refresh Thin e mosso A rese
clones so that customers do not have to attach their
hosts to a new set of volumes when looking at Snapshot HC-BDOASO01.VG.P. 7852002
data e —— = s o
= [ EE o WSS
« With Snapshot sessions now automatically created for e N i . S
Async PBR sessions, we also allow customers to issue o st [—"—E—bmm s s
the Refresh Thin clone to both the local and the recovery TP |t
site, through the Async PBR session RO
Ht porto
 This allows customers to not only schedule the creation s
of the snapshots, but also schedule the refresh of the wsan. What action will the task perform? @
last thin clone with the latest Snapshot e I
Which session will the action run against?
e : \[Frer. |
RC_CSMTest_2SiteOld_FS52001 AsyncPER
RC_Christian_F552001 AsyncPER
RC_DEMO_FS_VG_F552001 AsyncPBR

What command do you want to issue?

Command: | Refresh Recovery Site Thin Clone ¥

AR

OK Cancel
cel

© Copyright IBM Corporation 2025 12



WA[R’]@E@ MECHNOLOGY GROUP (ATG)
What's New in IBM Copy Services Manager V6.3.15

IDEA CSM-I-213 - Rename Suspend command for Updated GUI look at feel

Migration and MM sessions running in Global Copy

mode

IDEA CSM-I-191 IDEA CSM-|-48 — Support TLS Support DS8000 10.1 creation of 1024 SGC
communication and userid/password authentication for SMTP backups per volume

servers (email notifications)

IDEA CSM-I-159 — Improved process for applying new Support Create Checkpoint feature on FlashSystems
certificates to the CSM server Async PBR sessions

© Copyright IBM Corporation 2025 13
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ADVANCEBNIECHNOLOGY GROUP(ATG)

IDEA CSM-1-213 - Rename Suspend command for Migration and MM sessions running in GC mode

When running the CSM Migration session or the Metro Mirror
Failover/Failback session in Global Copy mode (asynchronous and
inconsistent replication), the session allows for a suspend with
consistency

When issued, the command drives all pairs to Metro Mirror mode
and when all are Prepared (Duplex) a freeze/thaw is issued to
ensure the secondary is consistent

This process can have impact on applications if used while i/o is
still running to the source volume

Starting with the 6.3.15 release, the ‘Suspend’ command in this
mode has been renamed to “Move to MM and Suspend
Consistently”

The name change is designed to make it clearer what the
command will do to prevent accidental impact

The command will STILL be called Suspend while running in Metro
Mirror mode

All scripts will continue to work using the Suspend command
name, but the GUI/CLI will not show that name as an option

© Copyright IBM Corporation 2025

IBM Copy Se

rvices Manager

Overview

A\Sessions

A\Storage

4 Sessions > Migration

Paths

StartGC H1->H2 with NoCopy : IWNR1028l : Success : (Open Console) : Completed

8

Migration
Session Actions: ="—-
Commands » | StartGC H1-=H2 [~}
View/Modify » Move to MM and Suspend Consistently °
Export » Stop
Remove Session Stop When Drained
D;;t-:ri;:lt;-l;n- ir.r‘;odi Prepare for Secondary Migration
Copy Sets 1 (vie| Validate for Secondary Migration
Group Name Refresh States
Terminate
Participating Role Pairs:
“ Role Pair Error Count
H1m=p 42 0

Recoverable

0

Notifications

Site

Console

Copying

Settings

14
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ADVANCEBNIECHNOLOGY GROUP(ATG)

IDEA CSM-1-191 IDEA CSM-1-48 — Support TLS and user authentication for SMTP servers

» CSM has supported the ability to send email notifications to
users for a long time mage:r  Oveniew  Sessions

44 Settings > Alert Notifications

®Storage

Paths Notifications Console

Settings

When setting up email notifications, a connection to a valid (a) Alert Notification

= T Notient |
. . . Email Notifications Enabled (Disable)
email server is required
« Starting with 6.3.15, CSM now supports a more secure R
. . . . Email server live.smtp.mailtrap.io
connection to the email server that is configured o T
Reply-to address =
 The SMTP server connection can now be setup to a port — ¥ <
on the email server defined for TLS secured
communication (ex. port 587)
Email alert recipients
H Ell ser 4, | Filter... |
» AuserID/password can now be used for authenticate to
the email server prior to connecting to the server to send Emall slert recie s Type Sesstons N
the alert csmop1 Session State Change All sessions

© Copyright IBM Corporation 2025 15
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ADVANCEBNIECHNOLOGY GROUP(ATG)

IDEA CSM-1-159 — Improved process for applying new certificates to the CSM server

Sessions ASIO‘I’BQE Paths Notifications Console Settings

4} Settings > Advanced Tools

When CSM is initially installed, a set of self-signed

certificates are created for each of the communication J5y Advanced Tools
ports supported by the server: GUI/CLI and &\
Active/Standby

Package Log Files

* Prior to 6.3.15, the Settings->Advanced tools panel
allowed customers to upload a jks/p12 file to replace the

Create and download a PE data package of the log files.

GUI (browser) certificate with a third party signed e
certificate Create Backup

« This upload however ONLY updated the GUI port. To S
update the CLI and Active/Standby ports, a manual
process was provided in documentation User Preferences

Select the preferred language:
Default (Browser) hd

« Starting with CSM 6.3.15, the button on the Settings-

>Advanced Tools panel will still import a p12 file, but this

file will now apply to ALL communication with the server. Set Server Name
There will no longer be a need to manage each of the ports T T
separately |-t

Import custom Truststore for connections to the server

Import Truststore

© Copyright IBM Corporation 2025 16
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Updated GUI look at feel

ADVANCEDRITECHNOLOGY GROUP (ATG)

« The CSM GUIin 6.3.15 has been modernized
and modified slightly to match closer to other

storage Uis

* Wider table headers for clarity

» Black/gray theme for buttons and tables

* Clearer popups

e ...and more

Status
Normal

O Inactive
O Inactive
O Inactive

O Inactive

© Copyright IBM Corporation 2025

Progress

H1 b2
H1 =3

N/A
N/A
N/A

N/A

Role Pair H1-H2

IWNRE013I [Aug 25, 2025, 1:37:52 PM] 100% of the
- data on H1 has been copied to H2.

0
Total: 2.0 GIiB (32,768 tracks)
Remaining: O (0 tracks)

Sessions

1 Sessions

Sessions
€3 0 severe
L. 0 warning

1 normal

Start H1->H2 H1->H3 : IWNR 1026l : Success : (Open Console) : Completed

Name Group Name Status Progress
H1==pHZ
4SiteEnhanced demo_4site Normal
H1 == )3
SGC_sitel demo_4site

Console

State

00:00:00.00

Prepared

SGC_site2 demo_4site k™ . . X .
A : Easy Tier heat map transfer service has been updated with
SGC_site3 demo_4site - _ y
B : Sarver : I : Topology was retrieved successfully
A 2025 . Server : . - . e 1 = ed s asfully .
SGC_sited demo_dsite T kapaceper-Runt ime unt i foan/LLber ey Lo wet o ssens /oot et database) ant obackup comatoBeckap 10.2:
Rug 25, 2025, 1:12:47PM : Server : IWNR3I120I : Topology was retrieved successfully.
Rug 2025, 1:37:13PM : csmadmin : : The Start H1->H2 H1->H3 command in the 43iteEnhanced sess
Bug 2025, 1:13 : csmadmin : : Terminating all pairs in role pair H1-J1 ...
Rug 2025, 1:13 : csmadmin : : Configuring paths for role pair H2
Aug 2025, 1:3 : csmadmin : I : Configuring paths for role pair H2
R 2025, 1:13 : csmadmin : overing all pairs in role pair H2-H3 ...
2025, 1:37:15 : csmadmin : overing all pairs in role pair H2-J3 ...

-

2025, 1:3

7 25, 2025, 1:37:17
co leng...

o

»

=

SN 0 AN B
-

Uennea DECKUp A 2025, 1:37:19FM :
B 2025, 1:37:

Defined Backup 1.0 2025, 1:37:21PM :
A 2025, 1:37:22PM :

Defined Backup

Defined Backup

2025, 1:37:17PM

2025, 1:37:17BM :

: comadmin ; all pairs in role pair H1-HZ ...
: csmadmin : : Waiting for all pairs in role pair H1-H2 to reach a state
csmadmin : : Starti 11 pairs in role pair H1-H3 ...

Server : : Topology
csmadmin : : Configuring paths for role pa
: csmadmin : : Configuring paths for role pair
csmadmin : : Terminating all pairs in role pair H2-H4 ...
Server : : Session 45iteEnhanced changed from the Defined state to the
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ADVANCEBNIECHNOLOGY GROUP(ATG)

Support DS8000 10.1 creation of 1024 SGC backups per volume

« Starting with CSM 6.3.15, the default maximum number of
DS8000 Safeguarded Copy backups allowed per volume in CSM
has been increased to 1024 from 500.

» This increase is to accommodate the upcoming increase in !

DSSOOO m|Cr0C0de level 10-1. | | Session Options ‘Backup Options | H1-R1 Options

|| [C|Expire Backup On Auto Roll

Faliow Backups to be Manually Expired

* The CSM server will set this maximum even if the microcode is NOt .. 1w reame ersacium nss (o
at the 10.1 level. Thisisto avoid issues that could during restarts -
or upgrades in validating the storage system maximum. etenanperoa Sihes fastrecoerae Bee

Days: |g | Hourst |1 | 4—_

* Ifrunning older microcode and the retention on your sessionisset .
so that the server might create a 5015t backup, before expiringthe ot o
oldest, then you may see the backup creation fail after upgrading oK Cancel
t0 6.3.15. The following can be done to mitigate the issue:

» Adjust retention so that backups are expired preventing the
creation of a 5015t backup

» Set the server property to set the server maximum backups
per volume back down to 500

com.server.max sgc_ backups 8k=500

© Copyright IBM Corporation 2025 18



ADVANCEBNIECHNOLOGY GROUP(ATG)

Support Create Checkpoint feature on FlashSystems Async PBR sessions

IBM Copy Services Manager Qverview ¥ Sessions ASIDI"EQE

« The CSM 6.3.15 release now supports the # Sessions > RC_T3_Volumegroup1_FS52002
FlashSystem Async Policy Based replication Create
Checkpoint feature
RC_T3_Volumegroup1_FS52002
: : RC_T3_Volumegroup1_FS52
» Create Checkpoint can be issued on an Async PBR - = grotipt_

session to mark a pointin time so that the Volume

Session Actions:

Group indicates when all data written to the : Status & Normal _
. . . . Commands + Create Checkpoint State Waiting For Checkpoint

sources at that point in time, has been written at ViewMoiy | Start Recavery Test Session Type Async Policy Based Replication

. Active Host H1
the Secondary Slte' Export » | Failover Recoverable Yes

Description Automnatically created AsyncPBR
. . . Cyes- ion(modify)
» This solution allows for all kinds of capabilities Copy Sets sy

including the ability to automate the creation of e —— R A G IESSE

Snapshots at both the local and remote sites that

are ensu red to have the same data What action would you like to perform?

 CSMsupports the new feature in a Scheduled
Task...for example the task could....

Step # Action type Session Action [ 1]
1 Run External S... Run an external command on server amador1.storage.tucson.ibm....

. QU iesce an app lication 2 Command RC_T3_Volum... Issue 'Create Safeguarded Snapshot' to 'RC_T3_Volumegroup1_F...
° Create a local Safeguarded Sn aps hot & Command RC_T3_Volum... Issue 'Create Checkpoint' to 'RC_T3_Volumegroup1_F552002" se...
. Create a CheCk Oi nt 4 Wait For State RC_T3_Volum... Wait for 'Prepared’ state on 'RC_T3_Volumegroup1_F552002' se...

. p . 5 Command RC_T3_Volum... Issue 'Create Recovery Site Safeguarded Snapshot' to 'RC_T3_Vol...
* Walt for the ChQCprlnt tO com pl-ete 6 Run External 5... Run an external command on server csmwin2k1 2r2.tuc.stglabs.ib...
« Create a Safeguarded Snapshot at the remote site
* Resume the application

© Copyright IBM Corporation 2025 19



ADVANCEBNIECHNOLOGY GROUP(ATG)

What's New in IBM Copy Services Manager V6.3.16

Allow new update certificate feature from 6.3.15
through CSM CLI and REST

IDEA CSM-I-210 — New option to view a scheduled
task without having to open the modify wizard

IDEA CSM-I-211 — Ability to manually start a
scheduled task from any step

New ability to cancel a currently running task

IDEA CSM-I-212— View running status and last run status of
actions within a scheduled task

© Copyright IBM Corporation 2025

IDEA CSM-I-221 — Provide more details in subject of email

notifications, to allow for easier filtering

New DS8000 support for enabling Time-locked
Expirations on SGC backups

More enhancements for FlashSystems Snapshot
and PBR support

New FlashSystems support for Restore from a thin
clone’s snapshot

New support for handling FlashCore Module Threat
Detection events for FlashSystems directly from
CSM and automatically invoking automation!!!!
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ADVANCEDRITECHNOLOGY GROUP (ATG)

Allow new update certificate feature from 6.3.15 through CSM CLI and REST

CSM 6.3.15 improved how customers can
manage custom certificates by merging the
management of all connections in and out of
CSM from the same set of certs

This support, however, was only in the GUI and
could not be automated

Starting with CSM 6.3.16, you can now
automate the management of certificates using
either the CSM CLI or the CSM REST API.

The CSM CLI importcerts command takes in a
file name and uploads the certificate tothe
server

The CSM REST API allows customers to upload
the cert through REST or python

© Copyright IBM Corporation 2025

Import custom Truststore for connections to the server

Import Truststore

s»—importcerts—+————+— —file—Ffile_name
+—help—+

J—— ]

B e e e e >
'— —password—password-"'

m /system/certificates

addCert
This mathod will update the security truststores for the server
Example curl

curl -X POST -k -H 'Accept-Language: en-US' -H 'Content-Type: multipart/form-data' -H 'Authorization: Basic Y3NtYWRtaW46Y3Nt' -i https://localhost:9559/CSM/web/
system/certificates —-form 'file=@"zilzileMk/csm.cert234 --form 'password="passwlrd"'
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ADVANCEBNIECHNOLOGY GROUP (ATG)
IDEA CSM-1-210 — New option to view a scheduled task without having to open the modify wizard

25torage

4 Settings > Scheduled Tasks

» Scheduled Tasks in CSM are designed to allow
customers to create their own workflows and build Scheduled Tasks
solutions based off of their personal requirements

» Sometimes though you just want to double check m

that you configured that workflow correctly

Name 1D Affected Sessions
. . Backup 4th Site and Recover for Validation 13 A5iteEnhanced_MI
« Inthe past, tocheck the actions in a scheduled task Backup from G List of Actions: 6C_ste3
. . . cancel test 1: Run an external command on server |, BkMM2
you had to click on the view/modify and then cancel I amadord. torags tucson.bm.com =
: 2: Issue 'Create Safeguarded Snapshot' to
O r Save th e tas k' greate 3pp consistent sge ‘SNAP_DEMO_FS_VG_F552001' session with -DEMO_FS_V
create checkpoint aretention of '1' days }_Volumegro
R demo_dsite Backup 4th Site 3 Run an external command on server snhanced_MI
M N M demo_4site Move to Site 1 amadorl.storage. tucson.ibm.com Enhanced
°
This process can be time consuming as you have to : g , e
go through a lot of other screens to get to the list of o Backup from GM demo_GM Flash Ste 1 2 GM, FC site1
. demo_GM Flash Site 2 1 GM, FC_site2
aCt 10NS List of Actions:
— Stepl: Validate data exposure time is less than '30° seconds for 'H1-12' role pair on ‘GM' session
— Step2: Issue 'Suspend'to'GM'session
. H . — Step3: Wait for 'Suspended’ state on ‘GM' session
°
Starting with CSM 6.3.16, we now provide two ways e
toview task without having to go into the modify — Step: Issue ResumeGH to G session
. — Step6: Wait for 'Prepared’ state on 'GM' session
Wl Za rd — Step7: Runan external command on server amadorl.storage tucson.ibm.com

Run the following task if successful: Do not run a Task

*  Hover over — provides a quick popup of JUST the Run the folowing taskcon fallure: Do not run a Task
actions for a “quick peak” scheduled: o schedule
Run Task on a Threat Detection Event: No
* Click on Task — provides a popup that lists all the Collect PE package if error oceurs running the taske: No

actions, the schedule and a full summary of the task
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wzmc@@@ TECHNOLOGY GROUP (ATG)

IDEA CSM-1-211 — Ability to manually start a scheduled task from any step

» Sometimes tasks with multiple do not

. Modify Task
run according to plan Name Do ™ Status
Backup 4th Site and Recover for Validation 13 Remove Task MK, SGC_sited_mk Disabled
. . . Backup from GM 12 R Disabled
* An action might have been configured cancel test O N
R cascaded recover 20 Ul Uz 4 ow
wrong and lead to the task failing before reate app consstent g 2 | Enable Task S —————
all actions have completed create checkpoint 9 | bisable Task At specified time
demo_4site Backup 4th Site 5 Duplicate Task LMK Disabled
demo_4site Move to Site 1 6 Disabled
. . Select All .
° In ‘the pas‘t, you WOUI.d have to rem edy demao_dsite Mo\.re.to Site 2 7 A lt D?sabled
. demo_GM Flash Site 1 2 eselect All Disabled
the issue but then run each of the demo_GM Flash Site 2 1| clearFilter pisabled
t . l_l_ d . t I_ t h demo_GM Move to Site 1 4 GM Disabled
aC IOﬂS m anu a y’ I rec y On e demo_GM Move to Site 2 3 GM Disabled
SeSS|On no copy schedule a Migration Disabled

+ Starting with CSM 6.3.16 though, you

can now issue the Run Task->“Now Select the step to start this task from:
fromspeCIfled Step to run the taSk Stepl Validate data exposure time is less than ‘30" seconds for ‘H1-J2' role pair on 'GM' session
S‘tar'“ ng at ‘the S‘tep you Ch Oose! Step 2 Issue 'Suspend' to 'GM' session
Step 3 Wait for 'Suspended’ state on 'GM' session
Step 4 Issue 'Backup' to 'SGC_site3' session
« Note that this option is not available for S5 Tssuc ResumeGH to G sesslon
“ ., . 9 Step & Wait for 'Prepared’ state on 'GM' session
RU n a.t S pe C|f|ed tl me OI’ aS part Of the Step 7 Run an external command on server amadorl.storage.tucson.ibm.com
scheduled time...itis currently intended
for a quick rerun manually from the GUI

oK Cancel
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WMJ@E@ TECHNOLOGY GROUP (ATG)

New ability to cancel a currently running task

—
« Today once atask starts running, you cannot do

anything else with that task until all actions S

complete successfully or an action fails o o Status Scheduled

Modify

Next Run Tir

Backup 4th Site and Recover for WValidation 13 MK, SGC_sited_mk Disabled [Sun, Mon] 12:00 PM, 6:00 PM, 9:00...

Remove Task
« Starting with CSM 6.3.16, the new Cancel Task Sackup from G 2 cancelTask o o schedue
. . . . cancel test 19 Running Every 5 mins
command is available which will allow you to cancel cascaded recover 20 | RunTask Disabled No schedule
th e tas k |f It’ srun ni n g create app consistent sgc 11 Enable Task 5_VG_FS52001 Disabled Mo schedule
create checkpoint 9 Dis 5 iroupl_FS52002 Disabled No schedule
demo_4site Backup 4th Site 5 Duplicate Task LMK Disabled Every 5 mins
» The task will only cancel once the current action demo_fsiteove to Sie 1 | sowctal pisebled Mo schedle
. demo_4site Move to Site 2 7 Disabled No schedule
bei ng executed Completes demo_GM Flash Site 1 2 Deselect All Disabled No schedule
demo_GM Flash Site 2 1 Clear Filter Disabled Mo schedule

» After the current action completes a console
message will indicate that the task was canceled
and the status will show the last action run

Dec 1, 2025, 3:29:26 PM : csmadmin : IWNR226BI : Canceling scheduled task with id 19.
Dec 1, 2025, 3:29:26 PM : cesmadmin : IWNR22&65I : The scheduled task with id 19 has been successfully canceled.
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WM@E@ MECHNOLOGY GROUP (ATG)

IDEA CSM-I-212— View running status and last run status of actions within a scheduled task

Scheduled Task Summary

« In previous releases, once a task started demo Gl ove to site T

List of Actions:

ru n n i ng, th e O n I.y Way tO traCk t he CU rre nt — Step1: Wait '100% complete for 'H1-H2' role pair on ‘GM" session

StatUS WaS tO reV|eW the CO nSOI.e lOgS — Step 3: Waitfor 'Suspended' state on ‘GM' session l

= Stepd: Issue 'Recowver' to 'GM' session
— Step5: Wait for 'Target Available' state on 'GM' session
— Step 6: Validate for 'H1-H2' Role Pair on 'GM' session

i This Can be d ifficult if a lot Of Othe r — Step 7: Issue 'Enable Copy to Site 2' to 'GM' session

— Step 8: Issue ‘Start H1->H2' to ‘GM’ session

me Ssages are OCCU rri n g a-t th e Sam e t im e Run the following task if successful: Do not run a Task

Run the following task on failure: Do not run a Task

« Startingin CSM 6.3.16, the popup view of

demo_GM Move to Site 1

List of Actions:
+/ Step1: Wait '100%' complete for ‘H1-H2' role pair on ‘GM' session
+/ Step 2: Issue'Suspend' to 'GM' session

o
4
o
Run Task on a Threat Detection Event: No

the task, will display a “running”, [ e el e s
“success”, “failed” or “not executed” icon
next to the step i e

Run the following task if successful: Do not runa Task

— Step5: Wait for 'Target Available' state on 'GM' session
— Step 6: Validate for 'H1-H2' Role Pair on 'GM' session

« This status is updated live so you can see Schaiviad Task Sumary
the current step being executed demo. GM Move to Site

List of Actions:
& Stepl: Wait '100%' complete for 'H1-H2' role pair on 'GM' session

» The status of the last run will remain S Tsmue Suspend o Go sssion
historically in the popup VieW until the " Step3: Wait for 'Suspended’ state on 'GM' session

+" Step4: Issue 'Recover'to 'GM' session

Serve r is re boo‘ted +" Step 5 Wait tor 'Target Available' state on 'GM' session
+ Stepé: Validate for 'H1-H2' Role Pair on 'GM' session
Q Step 7:  Issue 'Enable Copy to Site 2' to "GM' session
— Step8: Issue 'Start H1->H2' to 'GM'’ session

Run the following task if successful: Do not run a Task
Run the following task on failure: Do not run a Task
Scheduled: No schedule

Run Task on a Threat Detection Event: No

allnnh P mmalin e 5 mumn mmmeemn e b blam Bmmbes 1o
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ADVANCEBNIECHNOLOGY GROUP(ATG)

IDEA CSM-1-221 — Provide more details in subject of email notifications, to allow for easier filtering

» Inprevious releases, when the CSM server was setup for email
notifications, an email was sent where the Subject contained the IWN
message ID and the Body contained the entire message

« Starting with CSM 6.3.16, additional information will now be added to the
Subject of all email notifications

« This additional information will make it easier to create filter rules for
email receivers

» The Subject will provide the following extra details

* message_ID [time_stamp] [server] [alert_category] [list of message inserts]

From: csmServer <csmServer@Ilocalhost.com=

Sent: Thursday, November 20, 56:23 PM

To: Randy Blea <blead @ us.ibm.com=

Subject: IWNR2262W [Thu Nov 20 17:23:48 MST 2025] [csmServer@csmwin2k12r2.tuc.stglabs.ibm.com] [THREAT_DETECTION)]
[SNAP_CW_VG_FS9500813A]

25, 05:23:48 PM] A potential threat has been detected by the storage system for session SNAP_CW_VG_FS9500B13A, due
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WM@E@ TECHNOLOGY GROUP (ATG)

New DS8000 support for enabling Time-locked Expirations on SGC backups

» Today SGC backups will get expired based on the
retention time set on the session, and the last
successful backup, however, manual expires are Enable Safeguarded Copy Time-Locked Expiration (DS8000 only)
allowed without regard to the retention time (Dual

control is highly recommended to manage this)

« Starting with CSM 6.3.16, from the Settings ->
Advanced Tools panel customers can enable a new
mode on the server which will make SGC backups
expire based on time instead of the last successful

b acku p Enable Safeguarded Copy Time-Locked Expiration (DS8000 only)
® Whe n enab I.ed y an SGC baC ku p Cann Ot be eXpl red y ,’-" 2 Time-locked expirations has been enabled on the server.
“y W|th D u a[ Contro l' _-J) All manual and automatic expirations will be prevented for Safeguarded Copy backups that are not older than the retention time set on the session.
even manua : '

 Once enabled, the feature cannot be disabled and the
standby server will automatically enter the mode as
well

«  WARNING: While this mode provides greater lock-
down for SGC, because you cannot manually delete
backups, if a volume’s backup capacity is exceeded,
you will need to wait until enough backups expire
before new backups can be created
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WM@E@ TECHNOLOGY GROUP (ATG)

Hold and Preserve / Release and Disable Expiration / Enable Expiration commands

New commands are now available when the server is placed in the SGC
time-locked mode

Hold And Preserve Backups

This mode allows you to put the SGC session into a state when NO
backups will expire, and no new backups can be created.

When the Release Backup Expiration command is issued, the
session will automatically extend the life of ALL backups based on
the duration of the “hold”. This is useful for weekend or holidays
so that backups are only managed during business hours

Disable Expiration

This mode allows you to simply Disable the expiration process in
CSM. Backups will NOT be automatically expired despite their
retention time

When Enable Expiration is issued, all expired backups will be
automatically deleted

Could be used in the event of an attack...to preserve the existing
backups

© Copyright IBM Corporation 2025

ASiteSGC_sited

Session Actions:

Commands ¥ Backup
View/Modify ¢  Disable Expiration
Export » | Expire Backup Copy
Remove Session Hold and Preserve Backups
Descripﬂnn Recover Backup
Copy Sets Refresh States
Group Name )
Terminate

TerminateH1R1
Associated Session: 45iteEnhanced
Associated Role Pair: H3-H4
Role to Restore in Associated Session: H3

Backup Schedule Mo schedule
Last Recoverable Backup 2025-12-01 16:00:03
MST
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ADVANCEBNIECHNOLOGY GROUP(ATG)

More enhancements for FlashSystems Snapshot and PBR support

« Starting with CSM 6.3.16, CSM will automatically create a Snapshot session for all Volume Groups discovered on the
FlashSystem in order to make it easier to manage with CSM

» Customers will still need to manually create Scheduled Tasks to create Snapshots at a given interval and retention as the
FlashSystem does not hold this policy any more for external management

» The same applies when creating a Thin Clone of an existing Snapshot. A new Snapshot session will be created allowing you
to manage the creation of snapshots against the Thin Clone. In addition, thin clones will display a special icon so that you
can quickly tell that the session is a thin clone

« When managing Async PBR session with CSM, CSM in a previous release started creating Snapshot session on each of the
FlashSystems for the Volume Groups across sites. In this release, the Snapshot “site name” will automatically get updated
to match the site name in the PBR session, to make it easier to see which Snapshot is for which site.

Volume Group Name DEMO_FS_VG
RPO Alert (min) 10
H1 System F552001
H1 Partition Not Defined
* e DEMDFSFCVG_E'& H1 HA Status No HA
H1 Associated Sessions: SNAP DEMO_FS_VG_FS52001
H2 System FS52002
H2 Partition Not Defined
H2 Associated Session: SNAP_DEMO_FS_VG_FS52002
~ DEMO_FS_VG
RC_DEMO_FS_WG_FS52001 FS52001 Narmal Prepared AsyncPBR H1 Site 1 Yes H1l==pH2 00:00:00
SNAP_DEMO_FS_VG_FS52001 FS52001 Normal Target Available  Snap H1 Site 1 Yes N/A

SNAP_DEMO_FS_VG_F552002 F552002 Inactive Defined Snap H1 Site 2 _ N/A
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WM@E@ TECHNOLOGY GROUP (ATG)

New FlashSystems support for Restore from a thin clone’s snapshot

« InCSM 6.3.16, support was added for the
FlashSystems new capability to restore a volume
group from the snapshot of a thin clone

» After creating a thin clone, CSM will automatically
create a new Snapshot session

« The icon next to the session name indicates it is a
thin clone

« If Snapshots are created from this thin clone, you
can now issue the “Restore from Thin Clone”
command

» This new command is only available on the original
Snapshot session, and will bring up a list of thin
clones to choose from, followed by the lists of
snapshots of that thin clone

« Ifthe restoreis done, the data from the snapshot

on the thin clone will get applied to the source
volumes of the original source volumes
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SNAP_DEMOFSFCVG_36_FS52001

Session Actions:

Status

State
Session Type
Active Host
Recoverable
Description

Copy Sets
Group Name

Snapshot Schedule

Last Recoverable Snapshot
Volume Group Name
Source Volume Group

Snapshot Info

Total Number Snapshots: 1 Total Recoverable Snapshots: 1 Total Unrecc

Snapshot Time

2025-12-01 15:57:15 CST

Original
Snapshot —
session

Thin Clone Info

«<— Thin clone

M normal

Protected

Snapshot

H1

Yes

Automatically created
SnapshotSVYC session(modify)

4 (view)

Automatically Generated Session

SNAP_DEMO_FS_VG_FS52001

Session Actions:

No schedule Commands
2025-12-01 15:57:15 CST
« DEMOFSFCVG_36

SNAP_DEMO_FS_VG_F552001

» Prepare Snapshot

View/Madify » | Prepare Safeguarded Snapshot

Remove Session Create Snapshot
AMLLUVYE NMUsL

Create Safeguarded Snapshot

Recoverable

Description Create Thin Clone b]
Refresh Thin Clone

Copy Sets Create Clone

Group Name Restore From Snapshot

Snapshot Name

Restore From Thin Clone
csmSnapshot_1764626235

Refresh States
Snapshot Schedule | Delete Snapshot
Last Recoverable Sna
Volume Group Name

Delete Thin Clone B coT

DErTo_ra_va

Policy Based Replication Session RC_DEMO_FS VG_FS52001

Snapshot Info Thin Clone Info

Total Number Snapshots: 1 Total Recoverable Snapshots: 1 Total Unrecoverable Snapshots: 0



ADVANCEDRITECHNOLOGY GROUP (ATG)

New support for handling FlashCore Module Threat Detection events for FlashSystems directly from CSM and automatically

invoking automation!!!!

Modify a Scheduled Task

» Starting with CSM 6.3.16, CSM will now monitor
the FlashSystem event log for a 4300 threat
detection event

* InCSM you can set up the following if CSM sees a
4300 event

« Email alert notification through CSM

» Setup a Scheduled task to run on a Threat
Detection Event

» This solution provides quick reaction times and
automation for potential threats

* Inaddition, CSM will show which Snapshots
occurred AFTER the event, and which Snapshots
had their expiration extended due to the event

threat has been detected by the storage system
d k testing TO| event task due to a TH

command in the
command ln the

] The command, system "
] A potential threat was s detected

el el el el el =l el
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- session SNA

i event task to run now.

nd the command system

When do you want the task to run?

On Event

Run Task on a Threat Detection Event

Scheduled

Add email alert recipients

(®) No schedule
Select a recipient user for alerts

© Email I

) Hourly
“ Name
Every (mins/hours/days): 2hrs « | csmadmin
csmadmin2
O Daily / Weekly csmop
Dominic

Sun Mon Tue 1
marisa

Time [CST]: | 12:00 PM
Select types of alerts for recipients to receive

Type

Communication Failure
Active Standby Connected
Active Standby Disconnected
Scheduled Task Completed
Scheduled Task Failed
Session RPO Trigger

Logical Path Change

Threat Detection Alert

L

blead@us.ibm.com

dbleal0@ibm.com

marisaf@us.ibm.com

\fter. ]

- Cance'

DETECTION event.

ession was issued. l__ 1' I [2

ession completed creatmg a backup at tJ.me

“call pgm{QGPL/CWALERT) PARM(

completed the following output:

13A, due to a workload anomaly.

A safeguarded snapshot was successfully c
ID 1 631 for all volumes in sessig
n successfull
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ADVANCEDARIECHNOLOGY GROUP (ATG)
IBM System Storage Ideas Portal!!! -> New RFE Portal for CSM

https://ibm-sys-storage.ideas.ibm.com/ideas?project=CSM

* The CSM RFE process has been converted to the new IBM System Storage Ideas Portal.

With the change, IBM is moving to a more common Aha! based process for customers to submit ideas across all IBM products.

All existing RFEs have been converted to Ideas. When you visit an RFE for status it will direct you to the Idea for that RFEin the Idea
Portal.

IBM System Storage Ideas Portal
Shape the future of IBM!

We invite you to shape the future of IBM, including product roadmaps, by submitting ideas that matter to you the most. Here's how it works:

Post your ideas

Start by posting ideas and requests to enhance a product or service. Take a look at ideas others have posted and upvote them if they matter to you,
1. Post an idea

2. Upvote ideas that matter most to you
3. Get feedback from the IBM team to refine your idea

Help IBM prioritize your ideas and requests

The IBM team may need your help to refine the ideas so they may ask for more information or feedback. The offering manager team will then decide if they can begin working on your idea. If they can start during the
next development cycle, they will put the idea on the priority list. Each team at IBM works on a different schedule, where some ideas can be implemented right away, others may be placed on a different schedule.

Receive notification on the decision

Some ideas can be implemented at IBM, while others may not fit within the development plans for the product. In either case, the team will let you know as soon as possible. In some cases, we may be able to find
alternatives for ideas which cannot be implemented in a reasonable time.
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ADVANCEBNIECHNOLOGY GROUP (ATG)

Accelerate with ATG Survey

Please take a moment to share your feedback with our team!

You can access this 6-question survey via Menti.com with code 5151 0447
or
Direct link https://www.menti.com/alhsf3bgvxué or QR Code
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WM@E@ TECHNOLOGY GROUP (ATG)

Redefining Resilience: IBM Copy Services Manager End of Year Review

Thank you!
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