IBM System Storage - DS8870 Disk Storage
Microcode Bundle 87.52.28.0 Release Note Information v1.1

Release Date: April 30, 2019

VRMF Level Data Results:

VRMEF level From: 87.52.19.0
VRMF Level To: 87.52.28.0
Report for: All DS8870
Code Bundle Contents
DS8000 Code | SEA or DSCLI STAT Tool Easy Tier Heat Map Storage Manager
Bundle LMC Client Client Transfer Utility Code Level
‘ 87.52.28.0 7.7.52.830 | 7.7.52.830 7.7.52.830 7.7.52.830 7.7.52.620 5.7.52.1036

Overview of new features and functions supported by this release on DS8870
242x model 961

At a glance:

e Code fixes
e Note: Upgrades to 87.52.28.0 from levels below 87.5x.x.x will require two-step HMC transformation

This new microcode release supports DS8870 systems only.

Select Modifications Included in this Release Note:

This is a list of some modifications contained across one or more LIC (License Internal Code) or microcode
release(s). The potential impact is variable. Specific environments may aggravate or degrade the potential
impact. Problem(s) fixed and reported in this release note may not be in higher levels of code bundles.

Definition of Problem Severity:

1 | High Impact - Acute: An irrecoverable error with potential loss of data.
- Serious: An irrecoverable error with potential loss of access to data.

2 | Moderate - A function not operational and/or performance might be degraded.
3 | Service - A recoverable error (no impact) and service improvements.
4 | Improvements - Improvement changes for better Usability and Serviceability.

HIPER: High Impact problem that is Pervasive: 3 or more occurrences
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Acute: An irrecoverable error with potential loss of data.

HIPER Possible data inconsistency on PPRC secondary

1. Problem Description: Possible data inconsistency on PPRC secondary (or GM FlashCopy
target as current instance) while running FlashCopy on PPRC ESE primary (PPRC primary is
also FLC target)

Potential Impact of Problem: loss of data

Problem Severity: HIPER

. Pervasive Problem: Yes
D# 341639

B W

p—

Repeated 0x4422 MLEs

1. Problem Description: An unusual (but legal) sequence of Format Write/Locate Record Erase
commands can trigger repeated warmstarts that may escalate to cluster failover and loss of
access.

2. Potential Impact of Problem: loss of access
3. Problem Severity: High Impact

4. Pervasive Problem: No

ID#: 340203

Moderate: A system path is not operational and/or performance may
be degraded.

Performance degradation when one MTMM leg is suspended

1. Problem Description: In Multi-Target Metro Mirror configuration, using zHyperWrite, when
one of the target relationships is suspended, the MTMM primary shows some increase in
disconnect times.

2. Potential Impact of Problem: degraded performance
3. Problem Severity: Moderate

4. Pervasive Problem: No

ID#: 332739

FlashCopy target write inhibit
1. Problem Description: A small timing window exists when writing to a FlashCopy target
volume, where a bitmap may become corrupted.

2. Potential Impact of Problem: Failed FlashCopy job
3. Problem Severity: Moderate

4. Pervasive Problem: No

ID#: 333268
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0x7DOE MLE
1. Problem Description: A race condition between threads caused a process control lock to be
released twice.

2. Potential Impact of Problem: Warmstart
3. Problem Severity: Moderate

4. Pervasive Problem: Yes

ID#: 336221

PPRC Suspended
1. Problem Description: PPRC multi-track writes deadlocked with safe data commit scan of
cache metadata.

2. Potential Impact of Problem: PPRC Suspend
3. Problem Severity: Moderate

4. Pervasive Problem: No

ID#: 337297

Host Adapter path fail after warmstart
1. Problem Description: Abort during Process Logout phase left behind a stale exchange,
preventing link cleanup.

2. Potential Impact of Problem: loss of path
3. Problem Severity: Moderate

4. Pervasive Problem: No

ID#: 338688

CMUNS80519E when modifying an existing PPRC pair

1. Problem Description: When modifying an existing PPRC pair to enable Multi-Target or to
start/stop Metro Global Mirror-Incremental Resync, internal logic flags are set incorrectly.

2. Potential Impact of Problem: Cannot establish a Multi Target pair or send a Release Space
command to the secondary

3. Problem Severity: Moderate

4. Pervasive Problem: No
ID#: 339686

0x0BSA MLE and Host Adapter reboot
1. Problem Description: z System aborted during a zZHPF transfer with > 55 records, triggering a
Host Adapter DSI and HA reboot

2. Potential Impact of Problem: loss of path
3. Problem Severity: Moderate

4. Pervasive Problem: No

ID#: 339936
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Service: A recoverable error, Service improvements.

0x01B7 MLE

1. Problem Description: Lock contention during Copy Services write intercept to set/reset track
Out of Sync bit

Potential Impact of Problem: On Demand Data (ODD) dump

Problem Severity: Service

. Pervasive Problem: Yes
D#: 330095

B W

p—

Auto-Offload PE package incomplete

1. Problem Description: Auto-offload process sent the PE package before all compress operations
were completed.

Potential Impact of Problem: none

Problem Severity: Service

. Pervasive Problem: No
D#: 336710

B W

p—

SRC=BE3825A8 FRU list incomplete

1. Problem Description: PCle link failure SRC=BE3825A8 included the PCle adapters in the
CEC and I/O bay, but did not include the PCle cable that connects between them

Potential Impact of Problem: Extended service actions

Problem Severity: Service

. Pervasive Problem: No
D#: 336848

B

p—

Serious alert, but no callhome

1. Problem Description: Callhome of the event was left disabled by a prior failed repair attempt
that was aborted by HMC reboot.

Potential Impact of Problem: Callhome failure

Problem Severity: Service

. Pervasive Problem: No
D#: 337554

B

p—

Expand FRU list for SRC=BE316003

1. Problem Description: Improve FRU call for transient LRC errors on Device Adapter loops
2. Potential Impact of Problem: none

3. Problem Severity: Service

4. Pervasive Problem: No
ID#: 337555
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Unable to terminate MTIR pairs
1. Problem Description: Multi-Target Incrementay Resync secondary pairs could not be
manually terminated, where no path exists between the two secondary storage systems.

2. Potential Impact of Problem: none
3. Problem Severity: Service

4. Pervasive Problem: No

ID#: 339236

SRC=BE610034 after Secure Data OQverwrite
1. Problem Description: After SDO completes, if HMC is rebooted, SRC is logged for
unexpected reboot during SDO.

2. Potential Impact of Problem: none
3. Problem Severity: Service

4. Pervasive Problem: No

ID#: 339446

HMC callhome, heartbeat, and remote support failure
1. Problem Description: HMC firewall rules specified only the port, without including the
destination IP address. If the rule is removed, it affects all destinations.

2. Potential Impact of Problem: none
3. Problem Severity: Service

4. Pervasive Problem: No

ID#: 339486

REST API fails to connect
1. Problem Description: REST functions intermittently failing with internal SRC=BE7A1012
error

2. Potential Impact of Problem: none
3. Problem Severity: Service

4. Pervasive Problem: No

ID#: 339516

Callhome entitlement failure
1. Problem Description: System was attempting to call home using an incorrect machine
type/serial number.

2. Potential Impact of Problem: none
3. Problem Severity: Service

4. Pervasive Problem: No

ID#: 339664

SRC=340029 during update to R7.5 SP10
1. Problem Description: An HMC function failed to run after HMC update, because the LPARs
were not yet updated with the companion function.

2. Potential Impact of Problem: none
3. Problem Severity: Service

4. Pervasive Problem: No

ID#: 340029
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Incorrect Copy Services User access controls
1. Problem Description: Users with "Copy Services User" role are able to view and export log
data that they should not be able to access.

2. Potential Impact of Problem: none
3. Problem Severity: Service

4. Pervasive Problem: No

ID#: 340362

DS GUI 'Events' view empty after CDA
1. Problem Description: After code bundle upgrade, a missing javascript file causes DS GUI to
show an empty 'Events' view

2. Potential Impact of Problem: none
3. Problem Severity: Service

4. Pervasive Problem: No

ID#: 341226

Improvements: Improvements for better usability

Improve DA LRC checking

1. Problem Description: Change CKD LRC strategy from per-track to per-record.
2. Potential Impact of Problem: none

3. Problem Severity: Improvement

4. Pervasive Problem: No
ID#: 338865

Remove HMC warning popup
1. Problem Description: Remove unnecessary warning message that displays when performing a
repair action using an HMC that is not acting as Problem Analysis primary.

2. Potential Impact of Problem: none
3. Problem Severity: Improvement
4. Pervasive Problem: No

ID#: 339498
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Trademarks

The following terms are trademarks of the International Business Machines
Corporation in the United States, other countries, or both.
> AIX

> Enterprise Storage Server

>ESCON

> FICON

>1i5/08

> iSeries

>[BM

> pSeries

>S/390

> System Storage

> TotalStorage

> z/OS

> zSeries

IBM, the IBM logo, and ibm.com are trademarks or registered trademarks of
International Business Machines Corp., registered in many jurisdictions worldwide.
Other product and service names might be trademarks of IBM or other companies.
A current list of IBM trademarks is available on the web at Copyright and
trademark information at http://www.ibm.com/legal/us/en/copytrade.shtml.

Adobe, the Adobe logo, PostScript, and the PostScript logo are either registered
trademarks or trademarks of Adobe Systems Incorporated in the United States,
and/or other countries.

Java and all Java-based trademarks and logos are trademarks or registered
trademarks of Oracle and/or its affiliates.

Linux is a trademark of Linus Torvalds in the United States, other countries, or
both.

Microsoft, Windows, and Windows NT are trademarks of Microsoft Corporation in
the United States, other countries, or both.

© Copyright IBM Corp. 2004, 2011

Notices

This information was developed for products and services offered in the U.S.A.
IBM may not offer the products, services, or features discussed in this document in
other countries. Consult your local IBM representative for information on the
products and services currently available in your area. Any reference to an IBM
product, program, or service is not intended to state or imply that only that IBM
product, program, or service may be used. Any functionally equivalent product,
program, or service that does not infringe any IBM intellectual property right may
be used instead. However, it is the user's responsibility to evaluate and verify the
operation of any non-IBM product, program, or service.

IBM may have patents or pending patent applications covering subject matter
described in this document. The furnishing of this document does not give you
any license to these patents. You can send license inquiries, in writing, to:

IBM Director of Licensing

IBM Corporation

North Castle Drive

Armonk, NY 10504-1785

U.S.A.
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The following paragraph does not apply to the United Kingdom or any other
country where such provisions are inconsistent with local law:
INTERNATIONAL BUSINESS MACHINES CORPORATION PROVIDES THIS
PUBLICATIONS "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER
EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS
FOR A PARTICULAR PURPOSE. Some states do not allow disclaimer of express or
implied warranties in certain transactions, therefore, this statement may not apply

to you.

This information could include technical inaccuracies or typographical errors.
Changes are periodically made to the information herein; these changes will be
incorporated in new editions of the publication. IBM may make improvements
and/or changes in the product(s) and/or the program(s) described in this

publication at any time without notice.
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