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What is SAML 2.0?

Security Assertion Markup Language 2.0 (SAML 2.0):

* ..isaversion of the SAML standard for exchanging authentication and authorization data between security
domains.
* ..isan XML-based protocol that uses security tokens containing assertions to pass information about a principal

(e.g end-user) between a SAML authority (e.g IDP) and a SAML consumer (e.g SP).

* ..enables web-based, cross-domain single sign-on (SSO), which helps reduce the administrative overhead of
distributing multiple authentication tokens to the user.

* ..uses single-use, digital "tokens” (aka assertions) to exchange authentication and authorization data between
an identity provider and the service provider that have an established trust relationship.

Source: https://en.wikipedia.org/wiki/SAML 2.0

SAML for Web browser SSO involves three parties:

* The end-user

* Anidentity provider (IDP) e.g AD FS, MS Azure, IBM Cloud Identity
* A Service Provider (SP) e.g IBM Connections Cloud

Benefits:

* You (the customer) control the type of authentication and authentication options.

* Users can use their familiar, on-premises credentials to access the cloud service.

* While users are logged on to the on-premises identity provider, they can access a cloud service without being
re-prompted for credentials.



https://en.wikipedia.org/wiki/SAML_2.0

The SAML Assertion e

The IdP stores information about the user in a database like Active Directory.

The user authenticates with the IDP upon login. The IDP creates a SAML Assertion which ||||||
contains:

- identity of the user

- the time of authentication

- method of authentication

The SAML Assertion is sent to the Service Provider (SP).
The SP uses the assertion to continuously verify a user’s identity. As long as the token has not
expired and has a valid signature, the user is allowed in.

Once the SP detects the token is expired, the service provider is then aware that the user needs
to repeat the process again to authenticate with the IDP.



Hybrid SP-initiated VS ldp-initiated -,@
Note: Connections Cloud only supports IDP initiated authentication. |
An IdP-initiated flow;

* the user first navigates to the IdP for authentication
* the Idp then sends the SAML assertion to the SP (Connections Cloud) IIII"

Hyrbrid SP-initiated flow;

* the user first navigates to Connections Cloud (SP)

e the useris then redirected to the IdP for authentication

e the Idp then sends the SAML assertion to the SP (Connections Cloud)

The service provider retrieves & validates the authentication response and the user is granted access.

o User m""'i’gs to » o Connections Cloud
SPnitiated (Hybrid) B SRESE IBM Connections Cloud redirects user to IDP o _
) ldpnitiated flow starts here
flow starts here L
C :
O !

(Identity Provider)

(User)

IDP creates SAML
0 [Service Provider) < Az=erion and sends to °
Connections Cloud




Preparation Checklist ‘ ;
-
Il"

In preparation of requesting SAML Partnership with Connections Cloud, you should:

O Choose the version of SAML that you want to use (SAML 1.1 or SAML 2.0)
Note: the new Self Serve tool only supports SAML 2.0 unl|
O Decide the login type you want to use (Federated, UserChoice, or AdminChoice)
O Understand the differences between the IdP-initiated flow Vs the SP-initiated hybrid flow
model that Connections Cloud supports and decide which you want to choose.
O Implement SAML on your web server (Idp)
O If you are setting up federated identity for users of mobile apps or for IBM® Connections
Desktop Plug-ins, create a second endpoint that accepts basic authorization. The mobile apps
and Desktop Plug-ins work with the SP-initiated flow model only.
O Integrate your directory server with your SAML service.
O Test your Idp setup using a dummy service provider
O Know that IBM Connections Cloud servers are set to GMT and synchronize with NTP for clock
updates. If the Idp server is on a different TZ or has time differential, it may result in the
SAML assertions being rejected (for NotBefore timestamp in assertion). To prevent this, apply
a skew time of a few minutes in your ldentity Provider to handle clock synchronization
mismatches or network latency.




Connections Cloud Login type 5@

From the Security page, Administrator can

- Personal L Security Choose

My Account Settings Review and modify your organization's security settings I I I . I I
- Vendor Sarvics [Login Type N Change Standard (non-federated)

Manage Vendors Select the login type to use for your organization. De fa u It 0 ptl on.
P ® All users must log in using the IBM Connections Cloud login page (Standard). Users must IOg in Wlth their ema” address and

Specify login type per user (AdminChoice). This is necessary to enable Single Sign-On.
oD ecome password to use the cloud-based services.

DPL Administration

Save Changes Cancel
Provisioning Admin
ISV Extensions _ _ _ AdminChoice
Single Sign-On Configuration L. . X
Jar— Configure Single Sign-On Enables administrator to edit user login types
Edit Settings

User Accounts individually from User Accounts Page.

SP Metadata File : (@ sp_IBMConnCloud_Metadata.xm
Qrganization Account Settings

Subscriptions

I Aanin an Al annut 1IR1 e

IMPORTANT:

* The option to change Org Login Type will be enabled by Support when you request the activation of the Self Serve feature

* Customer Admins can only change Login Type when the current setting is Standard.

* When Standard is set, the customer admin can change the login type to AdminChoice.

* If you want the org Login Type changed to anything else (e.g FEDERATED or USERCHOICE) open a case with Support and we will do it for you.




Connections Cloud Login type :@

If Admin Choice was selected in the Security page, an administrator can edit individual user’s login types in the | |
User Accounts page: | -
I
i

UserChoice I'll
Users have the option of authenticating with your !
organization before accessing the cloud-based services, or IIII"

using their Connections Cloud user name and password to
log on to Connections Cloud.

Federated
Users will be directed to use the organisation IDP login page.

Administration

Persona - : User Accounts Standard (non-Fed)
T TETRTE Create new user accounts or manage existing accounts. (3 . . . .
e Users must log in with their email address and password to
Vendor Service YYou have 985 of 1000 collaboration subscriptions available.
Manage Vendors Add User Account Resend All Expired Invitations More Actions < use the CIOUd_based SerVIceS'

Customer Service

Manage Accounts 1-100f 16

DPL Administration Edit Login Type L
MHame ~ Email
Provisioning Admin
_ : ST - Login Type
1SV Extensions Edit User Account
I I Use the IBM Connections Cloud login page M
L L EdliLoaninss n Use either login page

Add Thirg-Pary Abgs | Use the IBM Connections Cloud login page
User Accounts L il.com Use the organization's login page

Delete User [ Save | | Camcel|]
Crganization Account Settings Resend Organization Invitation [

Subscriptions

Integrated Third-Party Apps




Configuring SAML 2.0 Partnership — SP side

Administration

You can now configure SAML 2.0 Partnership with Connections Cloud via our new
“Self Serve” tool. Self Serve is:

* the “Single Sign-on Configuration” section in Security page

* it facilitates config of SAML 2.0 partnership (not 1.0)

* available since Oct Deployment

* enabled by Support upon customer request

To use Self Serve, once enabled:

(1) Inthe Security Ul,

(2) Change Org login type to AdminChoice

(3) Click on Edit Settings under “single Sign-on configuration”
(4) Click on Set Up SAML Partnership

N ' — S

Notes:

* Self Serve will *only* appear when you have set Admin Choice for Login Type

* ‘Set Up SAML Partnership’ option will only appear if you have not already
submitted SAML Partnership details.

* If you have already applied SAML partnership details, you will only then have
an option to Update the certificate of the partnership

- Personal

My Account Settings

- Vendor Service

Manage Vendors

- Customer Service
Manage Accounts
DPL Administration
Provisioning Admin

ISV Extensions

- T
User Accounts
Organization Account Setlings
Subscriptions
Integrated Third-Party Apps
Internal Apps
Order History
Organization Extensions

Connections Mobile App
IManagsment

Chat and Meetings
Apps

- System Settings
Secunty
Theme 1

Metrics

A

I Set Up SAML Partnership I Cancel

=210 “: Security

Review and modify your crganization's security settings. 2

Login Type Change I

Users in this organization must log in using the IBM Connections Cloud login page.

Single Sign-On Configuration
Configure Single Sign-On :

Edit Settings J| 2

5P Metadata File - @ sp_IBMConnCloud_Metadata.xmil

Login and Logout URLS
\Web Browser Login URL:
Web Browser Logout URL:

Mabile Login URL: Not specified

Nate: Rich client applications can log out users without Identity Provider (IdP) support. A Logout URL is

Password Settings

Configure password seftings.

Edit Settings

Password Expiration: (7 Mo expiration

Password Reset Support. @ Provide URL fi
Provide phone
Provide aption
Provide custor

Application Passwords. (2 Dizabled

noAaa P

Security > Manage SSO Configuration

A SAML 2 0 Partnership with IBM Connecions Cloud is required as part of setling up single sign-on for users in this organization. Select "Cancal” to continue to have usess 109 in using the
18M Connections Cloud login page
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Configuring SAML Partnership — SP side -
/
&
Field Description Location in IdP's FederationMetadata.xml file | I I I I I
Provider ID Enter the provider ID for the organization's Identity Provider for which the The Provider 1D is the value of the EntityId atiribute I Il.h
. . partnership is being set up. This value must be unique; if there is a problem with  within the EntityDescriptor element. IlII
To apply your IDP Sett|ngs to Connect|ons CIOUd’ the ID an error message displays when you submit the request. I I
. . Single Sign-cn URL  The legin URL for the Identity Provider. The Single Sign-on URL is the value of the Location I
you Slmply Copy/paSte four flelds from your IDP attributa of the SingleSignonService element that I I
. alzo includes the HTTP-POST value for the bindings
metadata into the Self Serve tool — see table strbute unl|
Single Logout URL  The logout URL for the Identity Provider. The Single Logout URL is the value of the Location

attribute of the SingleLogoutService element that
also includes the HTTP-POST value for the bindings

attribute.
Validation Key Upload the Signature Validation Key filz in . pem format, The . pem format is You can create the Signature Validation Key file by
required. completing the following steps:

a.Create a file.

b.Add the following two lines to the file:

IMPORTANT: L ew cemrrroate. B
H H HP c.Locate the certificats valus in the IdP's Federatio
Care IS needed When applylng thls |nf0. LnNeTta:ﬂata.r:cmlf'tile——itsth:avallu:of':the ’
Once you submitted your details, they cannot be e
undone. element. B N
. . d.Copy the certificate value and paste it into your new
If details need to be Changed, engage in Support file between the BEGIN and END statements, as

shown in the following example:

to delete the SAML Partnership to facilitate re-
entering the config again.

e.5ave the file with the . pem extension and & file
name of your choice.




Configuring SAML Partnership — SP side ’

Provider ID
Example:

“niinal/ saniscll sexve . demo. con/ans /id0/aani20) >

OLeICIipt
<KeyDesc:

Security > Manage SSO Configuration > SAML Partne ! ""
i

Provide the following information 10 request a SAML Parinership with IBM Connections Ch

<X529Cezsificase> * Provider I
M1 ICK ) COXpMOA WDAYDVOOLEWVUowSDE LIAR GAL UEBEMCYVICKD ZANBGNVEAG T | Rpce 5.8 TECHANGAL ) DAwg YRCGAZOGAW 1 BAG T ERGOBTDANBQhk | GIwOBAQS PADB IMCww( 11T I I
Validation Bl i BaYDgS 50943 50X 0t 35308y 30T 28 POURRX YT /DIBER LMY vOsx SHUBaNn 3 22Y 2 INXYenKLASTTCO 1 pD1 BO6IP0ouTua02 507 ¢ L DGOT RaViry1 BOaMandn + 1WO+ 224
Key EAAAMN B SVEQYDVROOBBYEFCOW: 1+ PD1A91 ) ImOh4 + M JUJIKD SqOS IDIDQEBCWUAALGBAGEDC LTS § KnSHM7ALCReOUXT 4y JyJuk ] tevPik1qd7001 1) EYMBYGA
TEINTEINI 0XDTQINOOWN JEINTE LN yqIDYUBCIMIVEYNIUT 2 ZPLRTALNE AN T LIV TCBAZANBORGIE | CIWOBAGEFAAOS ) SewhtS 2 /vIRa Tw4Y] ¢ nDTE
aSeWha+yU2EDO | hI0KI 06+ 1 KhwDonRe 2V 1 OKAT Pu2pXr im0 9T 7Y 6yMSF</XS00Cart 1 1cates * Single Sign-on URL:
</X50%Daze>

</Yayinto>
</FeyDepcriptor>

<KeyDescripter use*“ancryption™> * Single logout .
<Eeyinfo xmins**hitp:/lwoc. ssnlsell ora/2000/05 /xnldsiae™> -
<X503Date>
<XS09Cercificate>
M1 ICK)COxpMO4AwDAYDVOQLEW Uow SDE LMAK GA L UEERMCVIMD ANBONVEAOTE L Rpdn 3.4 TECMANGAL J0AWg YR CGAZOGAV I BAG I ERGODTDANBgRghX | O9wOBAQS FADS IMOsw
Bwl i HaYhgS 50543 3eX It IS IgN Iy 30T 2T s FOUY R X L U7 I /DIBER YR ves x SMUhaln ) 2272 I YonKLAJTTCO1 pD1 B0 63 Fonluac2 Te T L L DeOr KgViwv 1 BOAMIGsdn + 1IN0+ 22
FAARGOBIVEQYOVROOBDYEFOOW! L ¢ PO A1 ) InOh4 + 2 JUIKD $GGS IDIDQEBOWUAALGBAGERC 3 LTS § KnbMvALCRoGUXT 4y 3y Tkl taviikl qd 7001 LI EYMBYOAS
uxmwmxm;nm:mmmmwn:gmzwuwtmnmrcumwmwm:sm:/vxhwnxmmc«
ASe Mo+ yUzEDO 1 hIoK1 00+ 1 KvDenR LIV ORAI Fu2pXr TeO 7 ST TY 6y MSF< /X500 ezt i ticate>
</X$0%Daza>
<EncryptionMethod Algorithm="hite://www. sanlisell. ora/2001/04/xnlonceran-3_3°/>
</FeyDescriptor>
panes 1 Lo SAML: 2 C'b\r»d:rq.'.: casi :'-fht'.pn //nanliself . sarve . deno. oc-/-xu/lap/lunclloqx/(',}»
DOinameid-format i persistepntITIENTITITR AL >

Hlame IDFormatIOrnIOAS I IDARGS  LC: SANL: 2. 0:nane i d-format : transient</Name IDFor=at>
<NameIDFormatrurnioanis:namos:to:SANL: 1.1 :nameid-format iemal lAddress</ane IDTormaty>
i 2 19 Inames:to:SANL: 2.0 nameid-format tencryptejd</Nane IDFormat>
SingleSignlnlesvice] Bindinge urn:oasis: nanes: te: SAML: 2.0 blr-’lanl'.::t'.;:.'.’Iht'.pn://uullolf -or.-.dm.no./-;:o/mp/.uycnovsn'/l

</ I10FSSUCERTYIT Y
</EazivyDescriptor>

Single Logout URL

= INF s

Single Sign-on URL

---BEGIN CERTIFICATE~

MI IO CCpMOEwDAYDVOO LEWATUow SOE LA GAL UESRMCVIMXD S ANBONVEAL TE L RpanS s a TEOMANGAL JOAWGYRCGAZOGAW I BAG I ERGOBTDANB A gL § CwOBAQe FADS IMOww(
BwliNaYhgs208adSeX P tIS3gHSy 302U FOU YR X LUTJ /BIBERYEAN Vo x SURalnN ) 2272 IMxYoniTAJ 7 TCO 1 pD I B0 63T 00l 0a02 2e 7 L tUSOr gVl BOAMUsdn « 10+ 22
LAAIDEWIQYUVROOBBYEFCOGH1 1 4 FD1451 ) ImOh 4 + M) DURD LAMAOGC SQGS IBIDQEDCWUAAMGRAGERC ) LTS | KnSbMvALCReGUXT 4y JyJuk ]l taviWklqd 7QU1 1 Q) EOD@YGAT
TEINTEIMI oXDTQIMDOWN ) E1NTE 1ML y gD YURCKMIVEPNIU I xCOANDGNVIANTOZ ZphR L b0 cakd t Lalivb TCBa zANBgRghk § GSwOBAQEFAAOD ) Sevits 2 /vIKe Twé Y1 ¢+nDaT 6
aSeNho+vUzEDO 1 hloil oG+ | IBwDonRE2VE1 0RAI FuloXr 7m0 7 96 TTYSVMSF< /X500 Cartificate>

—END CERTIFICATE—




Configuring SAML Partnership — Idp side E@

i
Download the SP metadata from Connections Cloud . i g O D: Security I
1. GO to the ”Secu rity” UI My Account Settings Review and modify your organization's security settings. I
i

2. Download the SP metadata - Vendor service Loamn Type

You can specify per user whether they use the IBM Connections C I I

Manage Vendors
unl|

= Customer Service

Single Sign-On Configuration

Manage Accounts Caonfigure Single Sign-Cn -
DPL Administration Edit Settings 2
. OSISIOURIGIS TR SP Metadata File ;] @ sp_IBMConnCloud_Metadata.xmi
Finally, follow your IDP documented process to complete the Frovisioning Ad | I
ISV Extensions
partnership, including; Login and Logout URLs

~ oo Un ol

‘Web Browser Login URL: Mot specified

User Accounts Web Browser Logout URL: Not specified
(dependlng on your IDP Solutlon) Crganization Account Settings Mobile Login URL: Not specified
. Subscriptions
* Apply th e SP metadata to you r I D P Cco nflg Integrated Third-Party Apps Note: Rich client applications can log out users without Identity Pn

An d/OR Internal Apps
° SpeCIfy the"Reply URL" to Connect|0ns CIOUd Order History Password Settings

Crganization Extensions
g Configure password settings.

Exa m p I e: Connections Mobile App Edit Settings
Managament )
https://apps.xx.collabserv.com/sps/sp/saml/v2_0 Chat and Mestings Password Expration: @

Password Reset Support: (3
Apps

~ System Settings

Theme

H




Updating SAML Partnership

If your SAML signature validation key is expiring/modified on the IDP side, you need to apply the new keyfile to Connections Cloud to
maintain the partnership.

If the certificate has expired, there will be a warning message in the Security > Manage SSO Configuration > SAML Partnership
Open a case with Support for assistance in the updating process.

You can update your SAML Partnership via Self Serve by submitting the new file yourself (Note: Support must enable the Self Serve
feature first).

To use Self Serve for updating the keyfile, all the following conditions must be met:

- The SubjectDN of the new key matches that of the original keyfile applied to the partnership

- The new key must not expire in 15 days.

- The key must be in .pem format

If any of the conditions are not met, provide us with your new keyfile and we will apply it to the Partnership.
This will result in a short outage as we move from the old to the new certificate — accordingly, close collaboration between Support and
customer is required to minimise disruption.

ADFS ROLLOVER WARNING:

If you use AD FS as the IdP, be aware that AD FS can auto roll over of renewed keys.

We would suggest you disable this feature to ensure it doesn't automatically renew the signing keys and rolls them over without IBM
applying the renewed keys — this would mean the partnership is broken due to IdP having newer and IBM having older keys. This would
result in an outage for your company's federated log-ins until the mismatch of keys is resolved.




Application Passwords

Application passwords are a way for mobile apps to bypass the regular Connections Cloud log in process.
Typically, you would avail of this feature if you wanted control over mobile authentication but your IDP does not
provide for either of the supported methods of mobile authentication (simple form or HTTP basic).

Application passwords provide an additional layer of password strength. This is due in part to their length (16
characters) and because they are generated using a strong random number generator.

Once enabled, its a one time password.

Administrators can enable/disable the use of application passwords at any time (via the security page) for all users.

Users can then enable, and subsequently revoke & generate new application passwords, at any time via their
Account Settings page.




Mobile SSO e

®
. . [yl
The two supported options for Mobile SSO: Il"’
(a) IdP supports HTTP Basic authentication I ||"
(b) IdP's log-in uses simple form authentication hil
-> Requires only the UserName and Password parameters. REF: http://www-01.ibm.com/support/docview.wss?uid=swg27048415 I IIII
The Mobile SSO flow is referred to as “SP-initiated hybrid for mobile apps and for IBM plug-ins" IIII"

* The app issues a request to Connections Cloud asking for the login endpoint

*  Connections Cloud looks up the email address and then responds with the login URL of the organization’s mobile authentication mechanism.
* The app performs the authentication request

* Ifthe request is successful, a SAML assertion is returned to the app.

* The app sends the SAML assertion to the Connections Cloud endpoint via HTTP POST.

* If the user has a valid account, access is granted.

This flow model applies to the following apps and IBM plug-ins:
IBM Connections Cloud mobile apps (IBM Connections Social, IBM Connections Chat, IBM Connections Meetings, and IBM Verse)
IBM Connections Desktop Plug-ins for Microsoft Windows
IBM Connections for Mac

IBM Connections Plug-ins for IBM Notes
IBM Connections Plug-in for Microsoft Outlook




Mobile SSO...continued

Important Notes:

*  Mobile SSO and Application Password for FEDERATED users do not mix!
Once the mobile Login URL has been applied via the Organisation settings page, the application passwords for FEDERATED users will
immediately stop working.
The app will try to submit the credentials to mobile app url, which will have no knowledge of application password's authentication.
As so, user-education is advised to inform users to use IDP password instead of application password.

*  For users with log-in type other than 'FEDERATED', the SSO will not apply i.e. they have to either use their cloud managed regular or
application password for mobile app authentication.




SAML Partnership Request process

(6) Customer:

validate SSO

(7) Customer:
inform IBM POC
successful

(1) Customer:
Opens Case
Requesting SAML
Partnership

' Proof of Concept (POC)

(5) Customer:
setup SAML
Partnershipon
POC via Self Serve

(4) IBM: creates
POC org on test

environment

apps.scniris.com

(3) Customer:
confirms go ahead

(2) IBM: Shares
concepts/preparati
on knowledge

(9) Customer: configure SAML
Partnership via Self Serv

7

(8) 1BM: enables Self Serve for Production
apps.xx.collabserv.com

org

{10) Customer: validates SAML
partnership



Observations

TIME/PROBLEMS

How long does it take to establish SAML Partnership with Connections Cloud?
Time/effort is minimal in Connections Cloud side.
The majority of time is consumed on the customer end configuring and validating the SAML Partnership.

The vast majority of problems hit during SAML Partnership are related to issues or (mis)understanding on the IDP side.
The configuration on the Connections Cloud side (SP) is minimal i.e. extract specific values from IDP exported metadata and apply
to Connections Cloud Self Serve.

We strongly urge customers to gain a good understanding of the IDP configuration/requirements prior to engaging with Support to
establish SAML Partnership. This will reduce risk of delays and problems in completing the Partnership.




Observations

Confusion: Web Login/LogOut URLs Vs SAML Partnership Sign-on & Sign-Out URLs

Security Page: Login URL & Logout URL

These are *only* needed for Hybrid SP-initiated login flow i.e. where your users connect to Connections Cloud first, only to be
redirected to your IDP for login, and subsequently logout when the user's session is cleared/expires.

Vs :
&3 : Security
Reaview and madify your organization’s security settings.
SAML Partnership Page: Login Type
Single Sign-on URL & Single Sign-out U RL You can specify per user whether they use the IBM Connections Cloud login page, the organ
These values specified to configure the SAML
Partnership (can be found in IDP metada. REF Slide "¢'® S1an-©On Configuration

Configure Single Sign-Cn

10) Edit Settings

Security > Manage SSO Configuration > SAML Partnership

Previce the following infarmation bo reques! a SAML Parinership wilh IBM Connecsions Cloud
* Provider 10z

hips.il yow_domain omfauthisps/samiidp’s ami20201805211218

* Singhe Siga.on URL:

BpS I vour_oosmaan Somiauthispiisamiidp's amt20Negin

SP Metadata File : & sp_IBMConnCloud_Metadata. xmi

Login and Logout URLs
‘Web Browser Login URL:

IMPORTANT: to validate SAML Partnership is Web Browser Logout URL:
working in POC phase, Web Login/Logout URLs Mobile Login URL: Not specified

are not requi red. MNote: Rich client applications can log out users without Identity Provider (IdP) support. A Log

However, if you are planning to use Sp-initiated,
you should validate Web Login/Logout URLs

* Single kogout URL:

hitpsf rour_ssssn comiauthispsisamiidpisami2isio

P RRTSDOR TLEY LD O

| Browse.. _' your_org-pem-ile.pem

Requast SAML Partnershp Cancal




Troubleshooting ~
||||||||

-

If issues encountered during the Partnership setup, ||| Hj|
complete the following checklist: . II
Personal = : User Accounts
* Can you login using IDP initiated flow? " o —
* Isthe user set to FEDERATED in Connections Cloud? — > - —
* Review the IDP configuration to ensure:
- The Connections Cloud SAML Partnership config (Self Serve) exactly match what is in the IDP metadata
- The SP metadata been imported into the IDP config?
[ J

Is there an authentication exception? If so, cross check the exception against these common IDP issues:




FBTSML225E Token exchange failed.
com.tivoli.am.fim.trustserver.sts.STSModuleException: +null at

FBTSML241E The incoming HTTP message is not valid.

FBTSML200E Unexpected exception:
java.lang.NullPointerException

at
com.tivoli.am.fim.saml20.protocol.actions.sso.SAML20Exchange
TokenAtSPAction.getPartner(SAML20ExchangeTokenAtSPAction
.java:754)

FBTSTSOO01E The given SAML assertion is not valid yet

This typically means that a FEDERATED user is PENDING in the service.

To resolve this issue, the customer admin should force_activate the user using the integration server
(https://www.ibm.com/support/knowledgecenter/en/SSL3JX/admin/IntegrationServer/llis_userprovchgfile c.html)

Or change the login type of the user to be Non-FED or mod-FED to allow the user to login thus activating the account - then change the user back
to be FED.

Most likely cause of this is that the IdP made a GET request to our SAML endpoint instead of a POST.

This mostly is the case when the IdP is ADFS. If it is not configured to send email address, Connections Cloud fails to validate the SAML assertion
with the NullPointerException.

First, for the users who are facing the issue, check if the AD record does have an email address associated.
Next, check if the RP rule are set as below.

1) Make sure that Relying party trust has a claim rule with following mapping

(LDAP attribute ) -> (Outgoing Claim Type)

E-Mail-Addresses -> E-Mail Address

2) Then add another rule and choose 'Transform an Incoming Claim' as the claim rule template.

In this, give some name to the rule.

Make sure that

Incoming claim type = E-Mail Address

Outgoing claim type = Name ID

Outgoing Name ID format = Email

The SAML assertion that is passed to Connections Cloud has a constraint on its validity i.e. not valid before a timestamp.
Example, the given timestamp is faster than the Connections Cloud clock. Hence, we reject it saying it is not yet valid.

If only one customer is impacted, it is very likely that your IdP clock is not synchronized with NTP service or somehow your IdP clock is faster than
Connections Cloud.

Check the 'NotBefore' skew in your IdP setting.

We recommend a skew of 3-4 minutes to take care of possible clock synchronization issues between SP & IdP.



https://www.ibm.com/support/knowledgecenter/en/SSL3JX/admin/IntegrationServer/llis_userprovchgfile_c.html

FBTSML234E No principal was found for alias <username>
FBTSML200E Unexpected exception:
com.tivoli.am.fim.saml.exception.SAMLException: FBTSML234E
No principal was found for alias abc@xyz.com

and partner provider

https://apps.scniris.com/sps/sp/saml/v2 0| https://aak0435.my
-dev.centrify.com/a737c964-7880-421c-9575-201be7158a71. at

2016-06-02T02:13:14Z FBTSML225E Token exchange failed.
com.tivoli.am.fim.trustserver.sts.STSModuleException:
FBTSTSO19E The audience in the assertion does not match the
Service Provider's URI.

at
com.tivoli.am.fim.trustserver.sts.modules.SamI20STSTokenMod
ule.validateConditions(SamI20STSTokenModule.java:2740)

at

FBTSML236E The assertion issued by <IDP-Entity-ID> could not
be validated or decrypted.

the IdP is sending Connections Cloud the subject in SAML assertion having NamelD Format as "persistent".
<saml:Subject>
<saml:NamelD Format="urn:oasis:names:tc:SAML:2.0:nameid-format:persistent"
SPNameQualifier="https://apps.collabservnext.com"
>furuie@mailinator.com</saml:NamelD>
<saml:SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:bearer">
<saml:SubjectConfirmationData NotOnOrAfter="2015-10-01T02:38:48Z"
Recipient="https://apps.collabservnext.com/sps/sp/saml/v2_0/login"
/>
</saml:SubjectConfirmation>
</saml:Subject>

And, we expect it to be emailAddress.

For example:

<saml:Subject>
<saml:NamelD Format="urn:oasis:names:tc:SAML:2.0:nameid-format:email">abc@xyz.com</saml:NamelD>
<saml:SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:bearer">
</saml:SubjectConfirmation>

</saml:Subject>
The IdP should fix their side's configuration for our partnership and then the issue will be gone.

The IdP's SAML assertion doesn't have the right value for audience restriction.
For example, we expect:

<saml:AudienceRestriction>
<saml:Audience>https://apps.xx.collabserv.com/sps/sp/saml/v2_0</saml:Audience>
</saml:AudienceRestriction>

Two likely causes

a) The pair of certificates (signing & encryption) at IdP have been changed and there's a mismatch with public keys in the Connections Cloud side's
partnership.

In case of AD FS as the IdP, there's a feature called 'auto-rollover'. That feature renews certificates, keeps them along with old certificates for a short
duration.

And at some point, automatically rolls over the new certificate. If AD FS admin is unaware of this and/or if the rollover is not gracefully handled by
informing Connections Cloud Security team, the above error will be seen.

In short, when this error is seen, check for a change in your IdP metadata, mainly around the SAML signing keys.

b) The partnership is either incorrect or missing in Connections Cloud. Common issue upon first time setup for the partnership is the details entered

into the Self Serve tool were incorrect. Doublecheck the value for Provider ID (in Self Serve) match what is specified Entityld attribute within the
FntitvDecrrintar element on the IDP metadata



https://apps.scniris.com/sps/sp/saml/v2_0
https://idp.it.marist.edu:8443/idp/shibboleth

e
I ™ e
FBTSTSO006E No audience has been found in the given In the SAML assertion, IdP is expected to specify audience as per our shared SP metadata: ’ &
assertion.
<saml:AudienceRestriction> | I 1 I I
<saml:Audience>https://apps.xx.collabserv.com/sps/sp/saml/v2_0</saml:Audience> I In-
</saml:AudienceRestriction> I 1] I I
If this element is missing from the SAML assertion, Connections Cloud will throw error: FBTSTSO06E ITL
The IdP side should fix this part in their configuration. 1
FBTSML237E The SAML message could not be decrypted. The error indicates that Customer not encrypting their assertion with our public encryption key. i lII

com.tivoli.am.fim.liberty.schemas.misc.LibertySchemaException: ~ Customer should import SP Connections Cloud metadata to configure SAML partnership correctly at their end.
++java.lang.RuntimeException:

javax.crypto.BadPaddingException: Decryption error at

com.tivoli.am.fim.liberty.schemas.util.MiscUtils.decryptXML(Mis

cUtils.java:929)

Your Organization's login page is unknown This is a failed attempt to follow SP-initiated flow when there is no Web Login URL specified.
Your organization uses a different login page. Contact your FEDERATED user has connected to Connections Cloud (and expects to be redirected to customer IDP for login) but the Web Browser Login URL is
organization for details on how to access this page. missing

If you need assistance, email support

If problem persists, engage with IBM Support and provide:

- The email address of the impacted user

- Are all users impacted or just one?

- Screenshot of the authentication exception (if there is one).




Summary/Documentation

Review/understand the following information:

Concepts: https://www.ibm.com/support/knowledgecenter/SSL3JX/admin/SAMLFederatedldentity/fim concepts.htm
Prepare/Checklist: https://www.ibm.com/support/knowledgecenter/SSL3JX/admin/SAMLFederatedldentity/fim preparing.html
Enabling: https://www.ibm.com/support/knowledgecenter/SSL3JX/admin/SAMLFederatedldentity/fim enabling.htm|

Open a case with Support whom will assist in validating a proof of concept SAML Partnership in a pre-production environment.
Support will guide you through POC, and subsequently production, configuration of SAML partnership using the following steps:

Change login: https://www.ibm.com/support/knowledgecenter/SSL3JX/admin/SAMLFederatedldentity/saml| part nonfed enable sso.html

Config (self Serve): https://www.ibm.com/support/knowledgecenter/SSL3JX/admin/SAMLFederatedldentity/saml| part config sso.html
Updating your IDP: https://www.ibm.com/support/knowledgecenter/SSL3JX/admin/SAMLFederatedldentity/saml _part add to org.html

Updating certificate: https://www.ibm.com/support/knowledgecenter/SSL3JX/admin/SAMLFederatedldentity/sam|_part update.htm|



https://www.ibm.com/support/knowledgecenter/SSL3JX/admin/SAMLFederatedIdentity/fim_concepts.htm
https://www.ibm.com/support/knowledgecenter/SSL3JX/admin/SAMLFederatedIdentity/fim_preparing.html
https://www.ibm.com/support/knowledgecenter/SSL3JX/admin/SAMLFederatedIdentity/fim_enabling.html
https://www.ibm.com/support/knowledgecenter/SSL3JX/admin/SAMLFederatedIdentity/saml_part_nonfed_enable_sso.html
https://www.ibm.com/support/knowledgecenter/SSL3JX/admin/SAMLFederatedIdentity/saml_part_config_sso.html
https://www.ibm.com/support/knowledgecenter/SSL3JX/admin/SAMLFederatedIdentity/saml_part_add_to_org.html
https://www.ibm.com/support/knowledgecenter/SSL3JX/admin/SAMLFederatedIdentity/saml_part_update.html
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