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About this document

This document describes how to monitor the network, manage resources, and
maintain performance of z/OS® Communications Server. This includes the ability
to perform the following functions:

+ Configure a system, using TSO and MVS" commands
* Monitor the network
* Query name servers

* Manage network resources

The information in this document includes descriptions of support for both 1Pv4
and IPv6 networking protocols. Unless explicitly noted, descriptions of IP protocol
support concern IPv4. IPv6 support is qualified within the text.

This document refers to Communications Server data sets by their default SMP/E
distribution library name. Your installation might, however, have different names
for these data sets where allowed by SMP/E, your installation personnel, or
administration staff. For instance, this document refers to samples in SEZAINST
library as simply in SEZAINST. Your installation might choose a data set name of
SYS1.SEZAINST, CS390.SEZAINST or other high-level qualifiers for the data set
name.

A companion to this document is the [z/OS Communications Server: IP User's|
[Guide and Commands| which describes how to use the applications available in
z/0S Communications Server V2R1.

Who should read this document

This document is written for system administrators who need to understand how
to monitor applications and network resources provided by z/OS Communications
Server V2R1.

Before using this document, you should be familiar with the IBM® Multiple Virtual
Storage (MVS) operating system, the IBM Time Sharing Option (TSO), and z/0S
UNIX System Services and the z/OS UNIX shell. In addition, z/OS
Communications Server V2R1 should already be installed and customized for your
network. For information about installing, see the [z/OS V2R1 Program Directoryl
For information about customizing, see the [z/OS Communications Server: IP|
[Configuration Reference}

How this document is organized

This document contains the following information:

* |Chapter 1, “Operator commands and system administration,” on page 1|is a
reference of commonly used commands for experienced system programmers.

* |Chapter 2, “Sending electronic mail using z/OS UNIX sendmail,” on page 297
describes how to use z/OS UNIX sendmail, provided with z/OS
Communications Server, to prepare and send electronic mail using the facilities
of the z/OS shell.

* |Chapter 3, “Monitoring the TCP/IP network,” on page 303| describes how to use
the following TCP/IP commands to obtain information from the network:
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— The TSO NETSTAT and z/OS UNIX netstat commands

The TSO PING and z/0OS UNIX ping commands

The TSO RPCINFO and z/OS UNIX rpcinfo/orpcinfo commands
— The TSO TRACERTE and z/OS UNIX traceroute commands

* |Chapter 4, “Managing network security,” on page 695| describes how to use the
following commands to obtain or modify security information in the network:

— The z/0OS UNIX certbundle command
— The z/0S UNIX ipsec command
— The z/0S UNIX nssctl command
* [Chapter 5, “Displaying policy-based networking information,” on page 819
describes how to use the z/OS UNIX pasearch command and the z/OS UNIX

trmdstat command to display policy based networking information from the
network.

* |Chapter 6, “Querying and administrating a Domain Name System (DNS),” on|
page 891| describes the Domain Name System (DNS) domain names, domain
name servers, resolvers, and resource records.

* |Chapter 7, “Managing TCP/IP network resources with SNMP,” on page 953|
describes how to use the Simple Network Management Protocol (SNMP)
commands and details what support the z/OS Communications Server SNMP
agent and subagents provide.

* |Chapter 8, “SNTP daemon: Simple Network Time Protocol,” on page 995|
describes how to use the SNTP daemon.

* |Chapter 9, “Browsing and searching syslog daemon files and archives,” on page]

bo7]
* |Appendix A, “SNMP capability statement,” on page 1005|includes the SNMP
agent and subagents capability statement for z/OS Communications Server.

+ |Appendix B, “Management Information Base (MIB) objects,” on page 1025|lists
the objects defined by the Management Information Base (MIB), which are
supported by the SNMP agent and subagents on the z/OS Communications
Server, and the maximum access allowed.

* |Appendix C, “IBM 3172 attribute index,” on page 1063|shows the 3172 attributes
and their corresponding MIB variables.

* [Appendix D, “SNMP trap types,” on page 1065 lists the generic and
enterprise-specific trap types that can be received by SNMP.

* |Appendix E, “ICMP/ICMPv6 types and codes,” on page 1071|lists the Internet
Control Message Protocol (ICMP) types and codes from TCP/IP Illustrated,
Volume 1 The Protocols, by W. Richard Stevens.

* |Appendix F, “Related protocol specifications,” on page 1073|lists the related
protocol specifications for TCP/IP.

*  “Accessibility,” describes accessibility features to help users with physical
disabilities.
* “Notices” contains notices and trademarks used in this document.

* “Bibliography” contains descriptions of the documents in the z/OS
Communications Server library.

How to use this document

To use this document, you should be familiar with z/OS TCP/IP Services and the
TCP/IP suite of protocols.
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Determining whether a publication is current

As needed, IBM updates its publications with new and changed information. For a
given publication, updates to the hardcopy and associated BookManager® softcopy
are usually available at the same time. Sometimes, however, the updates to
hardcopy and softcopy are available at different times. The following information
describes how to determine if you are looking at the most current copy of a
publication:

* At the end of a publication's order number there is a dash followed by two
digits, often referred to as the dash level. A publication with a higher dash level
is more current than one with a lower dash level. For example, in the
publication order number GC28-1747-07, the dash level 07 means that the
publication is more current than previous levels, such as 05 or 04.

* If a hardcopy publication and a softcopy publication have the same dash level, it
is possible that the softcopy publication is more current than the hardcopy
publication. Check the dates shown in the Summary of Changes. The softcopy
publication might have a more recently dated Summary of Changes than the
hardcopy publication.

* To compare softcopy publications, you can check the last 2 characters of the
publication's file name (also called the book name). The higher the number, the
more recent the publication. Also, next to the publication titles in the CD-ROM
booklet and the readme files, there is an asterisk (*) that indicates whether a
publication is new or changed.

How to contact IBM service

For immediate assistance, visit this website: [http://www.software.ibm.com /|
[network /commserver /support /|

Most problems can be resolved at this website, where you can submit questions
and problem reports electronically, and access a variety of diagnosis information.

For telephone assistance in problem diagnosis and resolution (in the United States
or Puerto Rico), call the IBM Software Support Center anytime (1-800-IBM-SERV).
You will receive a return call within 8 business hours (Monday — Friday, 8:00 a.m.
- 5:00 p.m., local customer time).

Outside the United States or Puerto Rico, contact your local IBM representative or
your authorized IBM supplier.

If you would like to provide feedback on this publication, see |“Communicating]
[your comments to IBM” on page 1121

Using TSO and z/OS UNIX commands in the MVS batch environment

z/0S Communications Server TSO and z/OS UNIX shell commands can be
invoked from the MVS batch environment.

TSO commands

For TSO commands, specify a program name IKJEFT01 on your MVS batch JCL
EXEC statement. For more information on executing IKJEFTO01 in the MVS batch
environment, see [z/OS TSO/E Customization} For example, to invoke the TSO
NETSTAT command with the CONN report option, you could use the following
JCL statements:
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//TSOBATCH JOB MSGCLASS=A
//STEP1 EXEC PGM=IKJEFTO1
//SYSPRINT DD SYSOUT=+
//SYSOUT DD SYSOUT=*
//SYSTSPRT DD SYSOUT=+
//SYSIN DD DUMMY
//SYSTSIN DD *

NETSTAT CONN

//

The output from the command is written to the following DD statements:
* SYSTSPRT - Normal command output
* SYSOUT - Error messages

z/0OS UNIX shell commands

For z/0OS UNIX shell commands, specify a program name BPXPBATCH on your
MVS batch JCL EXEC statement. For more information on executing BPXBATCH in
the MVS batch environment, see the [z/OS UNIX System Services Command]
For example, to invoke the z/OS UNIX netstat command with the -c
report option, you could use the following JCL statements:

//BPXBATCH JOB

//STEP1 EXEC PGM=BPXBATCH,PARM='SH netstat -c'
//STDOUT DD PATH='/tmp/stdonet',

// PATHOPTS=(OWRONLY,0CREAT,0TRUNC) , PATHMODE=SIRWXU
//STDERR DD PATH='/tmp/stdenet',

// PATHOPTS=(OWRONLY,0CREAT,0TRUNC) , PATHMODE=SIRWXU
//

The netstat report output is written to z/OS UNIX file /tmp/stdonet.

Conventions and terminology that are used in this document

Commands in this book that can be used in both TSO and z/0OS UNIX
environments use the following conventions:

* When describing how to use the command in a TSO environment, the command
is presented in uppercase (for example, NETSTAT).

* When describing how to use the command in a z/OS UNIX environment, the
command is presented in bold lowercase (for example, netstat).

* When referring to the command in a general way in text, the command is
presented with an initial capital letter (for example, Netstat).

All the exit routines described in this document are installation-wide exit routines.
The installation-wide exit routines also called installation-wide exits, exit routines,
and exits throughout this document.

The TPF logon manager, although included with VTAM®, is an application
program; therefore, the logon manager is documented separately from VTAM.

Samples used in this book might not be updated for each release. Evaluate a
sample carefully before applying it to your system.

Note: In this information, you might see the following Shared Memory
Communications over Remote Direct Memory Access (SMC-R) terminology:

* RDMA network interface card (RNIC), which is used to refer to the IBM 10GbE
RoCE Express® feature.
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* Shared RoCE environment, which means that the 10GbE RoCE Express feature
operates on an IBM z13™ (z13) or later system, and that the feature can be used
concurrently, or shared, by multiple operating system instances. The RoCE
Express feature is considered to operate in a shared RoCE environment even if

you use it with a single operating system instance.

For definitions of the terms and abbreviations that are used in this document, you
can view the latest IBM terminology at [the IBM Terminology website}

Clarification of notes

Information traditionally qualified as Notes is further qualified as follows:
Note Supplemental detail
Tip Ofters shortcuts or alternative ways of performing an action; a hint

Guideline
Customary way to perform a procedure

Rule Something you must do; limitations on your actions

Restriction
Indicates certain conditions are not supported; limitations on a product or
facility

Requirement
Dependencies, prerequisites

Result Indicates the outcome

How to read a syntax diagram

This syntax information applies to all commands and statements that do not have
their own syntax described elsewhere.

The syntax diagram shows you how to specify a command so that the operating
system can correctly interpret what you type. Read the syntax diagram from left to
right and from top to bottom, following the horizontal line (the main path).

Symbols and punctuation

The following symbols are used in syntax diagrams:

Symbol
Description
>> Marks the beginning of the command syntax.
> Indicates that the command syntax is continued.

I Marks the beginning and end of a fragment or part of the command
syntax.

>< Marks the end of the command syntax.

You must include all punctuation such as colons, semicolons, commas, quotation
marks, and minus signs that are shown in the syntax diagram.
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Commands

Commands that can be used in both TSO and z/0OS UNIX environments use the
following conventions in syntax diagrams:

* When describing how to use the command in a TSO environment, the command
is presented in uppercase (for example, NETSTAT).

* When describing how to use the command in a z/OS UNIX environment, the
command is presented in bold lowercase (for example, netstat).

Parameters

The following types of parameters are used in syntax diagrams.

Required
Required parameters are displayed on the main path.

Optional
Optional parameters are displayed below the main path.

Default
Default parameters are displayed above the main path.

Parameters are classified as keywords or variables. For the TSO and MVS console
commands, the keywords are not case sensitive. You can code them in uppercase
or lowercase. If the keyword appears in the syntax diagram in both uppercase and
lowercase, the uppercase portion is the abbreviation for the keyword (for example,
OPERand).

For the z/OS UNIX commands, the keywords must be entered in the case
indicated in the syntax diagram.

Variables are italicized, appear in lowercase letters, and represent names or values
you supply. For example, a data set is a variable.

Syntax examples
In the following example, the PUt subcommand is a keyword. The required

variable parameter is local_file, and the optional variable parameter is foreign_file.
Replace the variable parameters with your own values.

v
A

»»—PUt—Ilocal_file
l—foreign_file—l
Longer than one line

If a diagram is longer than one line, the first line ends with a single arrowhead
and the second line begins with a single arrowhead.

»—-I The first Tine of a syntax diagram that is longer than one line |-—>

>—-| The continuation of the subcommands, parameters, or both i >«
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Required operands

Required operands and values appear on the main path line. You must code
required operands and values.

»>—REQUIRED_OPERAND ><

Optional values

Optional operands and values appear below the main path line. You do not have
to code optional operands and values.

>
>p

A\
A

|—OPERAND—|

Selecting more than one operand

An arrow returning to the left above a group of operands or values means more
than one can be selected, or a single one can be repeated.

[N
>

A\
A

REPEATABLE_OPER OR_VALUE_1——

Y __REPEATABLE_OPERAND OR VALUE_1
EREPEATABLE_OPERAND_OR_VALU E 2
REPEATABLE_OPER OR_VALUE_2——

Nonalphanumeric characters
If a diagram shows a character that is not alphanumeric (such as parentheses,
periods, commas, and equal signs), you must code the character as part of the

syntax. In this example, you must code OPERAND=(001,0.001).

»»>—QOPERAND—=—(—001—,—0.001—) ><

Blank spaces in syntax diagrams

If a diagram shows a blank space, you must code the blank space as part of the
syntax. In this example, you must code OPERAND=(001 FIXED).

»»—OPERAND—=—(—001— —FIXED—) ><

Default operands

Default operands and values appear above the main path line. TCP/IP uses the
default if you omit the operand entirely.
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DEFAULT
o il
|—OPERAND—|

Y
A

Variables
A word in all lowercase italics is a variable. Where you see a variable in the syntax,
you must replace it with one of its allowable names or values, as defined in the

text.

»»—variable >«

Syntax fragments

Some diagrams contain syntax fragments, which serve to break up diagrams that
are too long, too complex, or too repetitious. Syntax fragment names are in mixed
case and are shown in the diagram and in the heading of the fragment. The
fragment is placed below the main diagram.

>>—] Syntax fragment i >

Syntax fragment:

|—1$T_OPER/-\ND—,—ZND_OPERAND—,—3RD_0PERAND I

Prerequisite and related information

z/0S Communications Server function is described in the z/OS Communications
Server library. Descriptions of those documents are listed in [“Bibliography” on|

page 1111 |in the back of this document.

Required information

Before using this product, you should be familiar with TCP/IP, VTAM, MVS, and
UNIX System Services.

Softcopy information

Softcopy publications are available in the following collection.

Collection

Titles Order Description
Number
IBM System z Redbooks SK3T-7876 The IBM Redbooks® publications selected for this CD series are

taken from the IBM Redbooks inventory of over 800 books. All the
Redbooks publications that are of interest to the System z® platform
professional are identified by their authors and are included in this
collection. The System z subject areas range from e-business
application development and enablement to hardware, networking,
Linux, solutions, security, parallel sysplex, and many others. For
more information about the Redbooks publications, see

|http:/ /www-03.ibm.com/systems/z/0s/zos/ zfavorites /|
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Other documents
This information explains how z/OS references information in other documents.

When possible, this information uses cross-document links that go directly to the
topic in reference using shortened versions of the document title. For complete
titles and order numbers of the documents for all products that are part of z/OS,
see [z/OS Information Roadmap| (SA23-2299). The Roadmap describes what level of
documents are supplied with each release of z/OS Communications Server, and
also describes each z/OS publication.

To find the complete z/OS library, visit the [z/OS library]in [BM Knowledge Center|
(www.ibm.com/support/knowledgecenter /SSLTBW /welcome).

Relevant RFCs are listed in an appendix of the IP documents. Architectural
specifications for the SNA protocol are listed in an appendix of the SNA
documents.

The following table lists documents that might be helpful to readers.

Title Number

DNS and BIND, Fifth Edition, O'Reilly Media, 2006 ISBN 13: 978-0596100575
Routing in the Internet, Second Edition, Christian Huitema (Prentice Hall 1999) ISBN 13: 978-0130226471
sendmail, Fourth Edition, Bryan Costales, Claus Assmann, George Jansen, and ISBN 13: 978-0596510299
Gregory Shapiro, O'Reilly Media, 2007

SNA Formats GA27-3136

TCP/IP Illustrated, Volume 1: The Protocols, W. Richard Stevens, Addison-Wesley ISBN 13: 978-0201633467
Professional, 1994

TCP/IP Illustrated, Volume 2: The Implementation, Gary R. Wright and W. Richard ISBN 13: 978-0201633542

Stevens, Addison-Wesley Professional, 1995

TCP/IP Illustrated, Volume 3: TCP for Transactions, HTTP, NNTP, and the UNIX Domain | ISBN 13: 978-0201634952
Protocols, W. Richard Stevens, Addison-Wesley Professional, 1996

TCP/IP Tutorial and Technical Overview GG24-3376
Understanding LDAP 5G24-4986
|z/OS Cryptographic Services System SSL Programming] SC14-7495
|z/OS IBM Tivoli Directory Server Administration and Use for z/OS| S5C23-6788
|z/ OS JES? Initialization and Tuning Guide] SA32-0991
|z/OS Problem Management| SC23-6844
|z/OS MVS Diagnosis: Reference| GA32-0904
|z/OS MVS Diagnosis: Tools and Service Aids| GA32-0905
|z/OS MVS Using the Subsystem Interface SA38-0679
|z/OS V2R1 Program Directory]| GI11-9848

|z/OS UNIX System Services Command Reference] SA23-2280
|z/OS UNIX System Services Planning] GA32-0884
|z/OS UNIX System Services Programming: Assembler Callable Services Reference| |SA23-2281
lz/OS UNIX System Services User's Guide] SA23-2279
|z/OS XL C/C++ Runtime Library Reference| SC14-7314

[zEnterprise System and System z10 OSA-Express Customer's Guide and Reference| |SA22-7935
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Redbooks publications

The following Redbooks publications might help you as you implement z/OS

Communications Server.

Title Number
IBM z/OS V2R1 Communications Server TCP/IP Implementation, Volume 1: Base S5G24-8096
Functions, Connectivity, and Routing

IBM z/OS V2R1 Communications Server TCP/IP Implementation, Volume 2: Standard 5G24-8097
Applications

IBM z/OS V2R1 Communications Server TCP/IP Implementation, Volume 3: High S5G24-8098
Awailability, Scalability, and Performance

IBM z/OS V2R1 Communications Server TCP/IP Implementation, Volume 4: Security and | SG24-8099
Policy-Based Networking

IBM Communication Controller Migration Guide 5G24-6298
IP Network Design Guide S5G24-2580
Managing 05/390 TCP/IP with SNMP S5G24-5866
Migrating Subarea Networks to an IP Infrastructure Using Enterprise Extender S5G24-5957
SecureWay Communications Server for OS/390 V2R8 TCP/IP: Guide to Enhancements 5G24-5631
SNA and TCP/IP Integration 5G24-5291
TCP/IP in a Sysplex 5G24-5235
TCP/IP Tutorial and Technical Overview GG24-3376
Threadsafe Considerations for CICS 5G24-6351

Where to find related information on the Internet

z/O0S

This site provides information about z/OS Communications Server release
availability, migration information, downloads, and links to information

about z/OS technology

[http:/ /www.ibm.com /systems/z/0s/zos /|

z/OS Internet Library

Use this site to view and download z/0OS Communications Server

documentation

[www.ibm.com /systems/z/0s/zos /bkserv /|

IBM Communications Server product

The primary home page for information about z/OS Communications

Server

Ihttp: / /www.software.ibm.com /network /commserver/ |

IBM Communications Server product support

XX

Use this site to submit and track problems and search the z/OS
Communications Server knowledge base for Technotes, FAQs, white
papers, and other z/OS Communications Server information

Ihttp: / /www.software.ibm.com /network /commserver/support/ |

IBM Communications Server performance information
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This site contains links to the most recent Communications Server
performance reports.

[http:/ / www.ibm.com /support/docview.wss?uid=swg27005524|

IBM Systems Center publications

Use this site to view and order Redbooks publications, Redpapersm, and
Technotes

Ihttp: / /www.redbooks.ibm.com/ |

IBM Systems Center flashes

Search the Technical Sales Library for Techdocs (including Flashes,
presentations, Technotes, FAQs, white papers, Customer Support Plans,
and Skills Transfer information)

lhttp:/ /www.ibm.com /support/techdocs /atsmastr.nsf]
Tivoli NetView for z/OS

Use this site to view and download product documentation about Tivoli®
NetView® for z/OS

lhttp:/ /www.ibm.com /support/knowledgecenter /SSZJDU /welcome]

RFCs

Search for and view Request for Comments documents in this section of
the Internet Engineering Task Force website, with links to the RFC
repository and the IETF Working Groups web page

lhttp:/ /www.ietf.org /rfc.html|

Internet drafts

View Internet-Drafts, which are working documents of the Internet
Engineering Task Force (IETF) and other groups, in this section of the
Internet Engineering Task Force website

lhttp:/ /www.ietf.org /ID.html|

Information about web addresses can also be found in information APAR 1I111334.

Note: Any pointers in this publication to websites are provided for convenience
only and do not serve as an endorsement of these websites.

DNS websites

For more information about DNS, see the following USENET news groups and
mailing addresses:

USENET news groups
comp.protocols.dns.bind

BIND mailing lists
lhttps: / /lists.isc.org /mailman /listinfo]

BIND Users
* Subscribe by sending mail to bind-users-request@isc.org.

* Submit questions or answers to this forum by sending mail to
bind-users@isc.org.

BIND 9 Users (This list might not be maintained indefinitely.)
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* Subscribe by sending mail to bind9-users-request@isc.org.

* Submit questions or answers to this forum by sending mail to
bind9-users@isc.org.

The z/OS Basic Skills Information Center

The z/0OS Basic Skills Information Center is a web-based information resource
intended to help users learn the basic concepts of z/OS, the operating system that
runs most of the IBM mainframe computers in use today. The Information Center
is designed to introduce a new generation of Information Technology professionals
to basic concepts and help them prepare for a career as a z/OS professional, such
as a z/OS systems programmer.

Specifically, the z/OS Basic Skills Information Center is intended to achieve the
following objectives:

* Provide basic education and information about z/OS without charge
 Shorten the time it takes for people to become productive on the mainframe
* Make it easier for new people to learn z/OS

To access the z/OS Basic Skills Information Center, open your web browser to the
following website, which is available to all users (no login required):

http: / / www-01.ibm.com/support/knowledgecenter/zosbasics /|

com.ibm.zos.zbasics /homepage.html|
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Summary of changes

This document contains terminology, maintenance, and editorial changes, including
changes to improve consistency and retrievability. Technical changes or additions
to the text and illustrations are indicated by a vertical line to the left of the change.

Changes made in z/OS Version 2 Release 1, as updated February 2015

This document contains information previously presented in z/OS
Communications Server: IP System Administrator's Commands, SC27-3661-01,
which supported z/OS Version 2 Release 1.

Changed information

¢ Shared Memory Communications over RDMA adapter (RoCE) virtualization, see
[‘Report field descriptions” on page 445.|

Changes made in z/0S Version 2 Release 1, as updated December
2013

This document contains information previously presented in z/OS
Communications Server: IP System Administrator's Commands, SC27-3661-00,
which supported z/OS Version 2 Release 1.

Changed information

* Network Security Enhancements for SNMP, see [“Using the pwtokey facility” on|
-ae 973.

Summary of changes for z/0OS Version 2 Release 1

For specifics on the enhancements for z/OS Version 2, Release 1, see the following
publications:

* |z/OS Summary of Message and Interface Changes|
* |z/0S Introduction and Release Guide]

* |z/OS Planning for Installation|

* |z/0S Migration|
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Chapter 1. Operator commands and system administration

This information describes TSO commands, MVS commands, and related
information used to configure TCP/IP and monitor and control the operations of
its functions. It is provided as a reference of commonly used commands for
experienced system programmers.

MVS commands

After your TCP/IP system is configured, you can use these MVS commands to
dynamically start, stop, and control the servers:

* [“START command”]

+ [“STOP command” on page 2|
[“DISPLAY TCPIP command” on page 2|
["'MODIFY command” on page 148§|
[“VARY TCPIP command” on page 239
["'EZACMD command” on page 285

Recommendation: Although the MVS commands can accept procname.identifier to
specify the server or address space, the AUTOLOG statement in

hlg. PROFILE.TCPIP ignores the identifier portion. Therefore, it is recommended that
you use the member name of the cataloged procedure on the AUTOLOG
statements in hlq. PROFILE.TCPIP.

START command

Use the START command to dynamically start a TCP/IP server or address space
(including the TCP/IP address space). The abbreviated version of the command is
the letter S.

»»—Start—procname
l——,PARMS=’(CTRACE()(xxxxxxx))’—-| I——,REUSASID=YES—-|

procname
The name of a member in a cataloged procedure library. For the servers, this
should be the same name specified on the PORT statement in the
PROFILE.TCPIP data set.

»PARMS=" (CTRACE (xxxxxxxx))"
Used to start an address space that supports component tracing services
(CTRACE). Starts the address space with the specified CTRACE initialization
PARMLIB member parameters. Some valid values for xxxxxxxx include:

* CTIRESOO for the Resolver address space
* CTIEZBOO for the TCP/IP address space
¢ CTIORA00 for the OMPROUTE address space
REUSASID=YES
Specifies that MVS should assign a reusable address space identifier (ASID) to

the address space that is being started. This parameter applies only to the
following TCP/IP servers and address spaces:

e TCP/IP stack
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e Resolver
* TN3270 server

See|z/OS MVS Programming: Extended Addressability Guide| for more
information about reusable ASIDs.

For more information about the Start command, see |Start command|information in

[z/OS MVS System Commands]

STOP command

Use the STOP command to stop a TCP/IP server or address space (including the
TCP/IP address space) that is in execution. The STOP command can also be used
to stop the name server. The abbreviated version of the command is the letter P.

When you issue the STOP command for the TCP/IP address space, one of the
following scenarios occurs, depending on whether connected servers have
outstanding calls to TCP/IP.

For each server with outstanding calls to TCP/IP

The TCP/IP address space notifies the server that TCP/IP is coming down and
requests that the server terminate normally.

If the server does not terminate normally, TCP/IP causes the server to abend with

abend code 422. The abend does not appear in a dump; however, it is recorded in

the SYS1.LOGREC data set. The outstanding socket call receives error number 1041
EIBMBADPOSTCODE.

For each connected server that does not have outstanding
calls

The TCP/IP address space notifies the server that TCP/IP is coming down and
drives the server asynchronous error exit routine, if there is one.

»—[STOP procname ><
p

procname
The name of the procedure you want to stop. This should be the same member
name used to start the server, either on the START command or the
AUTOLOG statement in the PROFILE.TCPIP data set.

DISPLAY TCPIP command

2

Use the DISPLAY TCPIP command from the MVS operator console to display help
for a supported command, or to display information received from supported
functions. The abbreviated version of the command is the letter D.

The general format of the DISPLAY command is:

»»—Display —TCPIP—,

v
A

procname |—funct ion—|
TELNET
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procname
The name of the member in a procedure library that was used to start the
server or address space. You can omit the procname parameter when you direct
the command to a TCP/IP stack address space and only one TCP/IP stack is
currently active. See for a list of servers that support the command
when a procname is specified.

TELNET
Use this parameter to display the name, version, and status of all the TN3270E

Telnet servers (Telnet) that are or were running. See [“DISPLAY
[TCPIP,TELNET” on page 145| for more information about this command.

function
Any of the functions that are valid for the server. These functions are described
in the following sections.

The following servers or address spaces support the MVS DISPLAY TCPIP
command. Not all servers support the same parameters. For further descriptions of
the supported parameters, see |Table 1

Table 1. Servers or address spaces that support the MVS DISPLAY TCPIP command

Server or address space Main parameters Additional information

TCP/IP address space HELP, NETSTAT, See ["'DISPLAY command|
OMPROUTE, OSAINFO, [TCP/IP address space”|
STOR, SYSPLEX, TRACE

TN3270E Telnet server HELP, STOR, TELNET, See ["'DISPLAY command|
address space LUNS, XCF TN3270E Telnet server]
address space” on page 124|

DISPLAY TCPIP command examples

d tcpip
EZAOP50I TCPIP STATUS REPORT 355
COUNT  TCPIP NAME  VERSION STATUS

1 TCPCS CS VIR9 ACTIVE
2 TCPCS2 CS VIR9 ACTIVE
3 TCPCS6 CS VIR9 ACTIVE

*%% END TCPIP STATUS REPORT ==
EZAOP41I 'DISPLAY TCPIP' COMMAND COMPLETED SUCCESSFULLY

DISPLAY command: TCP/IP address space

When you specify a TCP/IP stack name as the procname value on the command,
you can display information about the TCP/IP stack or about functions that are

associated with the stack. For the D TCPIP, NETSTAT,RESCACHE command, the
information is retrieved from the system-wide resolver and is not specific to the

TCP/IP stack whose name you specify with the procname value.

The functions listed in [Table 2| support the DISPLAY TCPIP command when it is
directed to a TCP/IP stack address space.

Table 2. Functions that support the DISPLAY TCPIP command in the TCP/IP address space

Function Command

HELP [“DISPLAY TCPIP,HELP” on page 4|
NETSTAT [“DISPLAY TCPIP,NETSTAT” on page 9
OMPROUTE [“DISPLAY TCPIP,OMPROUTE” on page 23|
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Table 2. Functions that support the DISPLAY TCPIP command in the TCP/IP address

space (continued)

Function Command

OSAINFO ["DISPLAY TCPIP,OSAINFO” on page 102]
STOR [“DISPLAY TCPIP,STOR” on page 110|
SYSPLEX [“DISPLAY TCPIP,SYSPLEX” on page 111]
TRACE [“DISPLAY TCPIP, TRACE” on page 114
DISPLAY TCPIP,,HELP

Use the DISPLAY TCPIP,HELP command from the MVS operator console to
display the syntax of MVS operator commands for TCP/IP.

Format:

—,HETp

v
A

»»—Display —TCPIP—, |_ _| ,HETp
tcpproc

Netstat Display command:

—,DATtrace
—,Display
—,DRop
Netstat Display command |—
—,0beyfile
—| Omproute Display command |—
—,0SAENTA
—,0SAinfo
—,DATtrace
—,PKTtrace
—,PURGECache
—,STArt
—,STOp
—,STOR:
—, SYNTAXCHECK
:l Sysplex Display command

Sysplex Vary command |—
L, TRACE
—,Vary
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|_

—,Netstat
—,ACCess—
—,ALL
—,ALLConn—
—,ARp
—,BYTEinfo—
—,CACHinfo—
—, CONFIG—
—,COnn
—,DEFADDRT—
—,DEvTinks—
—,DRop
—,HOme
—, IDS
— ,ND——
—, PORTList—
—,RESCache—
—,ROUTe
—,SOCKets—
—,SRCIP
—, STATS—
—, TTLS——
—, VCRT——
—, VDPT——
—, VIPADCFG—

Omproute Display command:

|_

—,VIPADyn—

—,0OMProute

—,0SPF
—,RIP
—, GENERIC—
—, RTTABLE—
—, IPV60SPF—
—, IPV6RIP—
—,GENERIC6—

Sysplex Display command:

Sysplex Vary command:

—,RT6TABLE—

,SYSplex

, GROUP—
, PORTS——
,VIPADyn—

,SYSplex
,DEACTivate—
,JOINgroup—
,LEAVEgroup—
,QUIesce
,REACTivate—

,RESUME
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Parameters:
Main parameters

HE1p
Shows help on the DISPLAY TCPIP,, HELP command.

DATtrace
Shows help on the VARY TCPIP,, DATTRACE command.

Display
Shows help on the DISPLAY TCPIP command.

DRop
Shows help on the VARY TCPIP,, DROP command.

Netstat
Shows help on the DISPLAY TCPIP,, NETSTAT command.

Obeyfile
Shows help on the VARY TCPIP,, OBEYFILE command.

OMProute
Shows help on the DISPLAY TCPIP,, OMPROUTE command.

0SAinfo
Shows help on the DISPLAY TCPIP,, OSAINFO command.

0SAENTA
Shows help on the VARY TCPIP,, OSAENTA command.

PKTtrace
Shows help on the VARY TCPIP,, PKTTRACE command.

PURGECache
Shows help on the VARY TCPIP,, PURGECACHE command.

STArt
Shows help on the VARY TCPIP, START command.

STOp
Shows help on the VARY TCPIP,, STOP command.

STOR
Shows help on the DISPLAY TCPIP, STOR command.

SYSplex
Shows help on the DISPLAY TCPIP, SYSPLEX and VARY TCPIP, SYSPLEX
commands.

TRACE
Shows help on the DISPLAY TCPIP,, TRACE command.

Vary
Shows help on the VARY TCPIP command.
DISPLAY TCPIP,NETSTAT parameters

ACCess
Shows help on the DISPLAY TCPIP,, NETSTAT, ACCess, NETWORK
command.

ALL
Shows help on the DISPLAY TCPIP,, NETSTAT,ALL command.

ALLConn
Shows help on the DISPLAY TCPIP,, NETSTAT,ALLConn command.
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ARp
Shows help on the DISPLAY TCPIP,, NETSTAT,ARP command.

BYTEinfo
Shows help on the DISPLAY TCPIP,, NETSTAT,BYTEinfo command.

CACHinfo
Shows help on the DISPLAY TCPIP,, NETSTAT,CACHinfo command.

CONFIG
Shows help on the DISPLAY TCPIP,, NETSTAT,CONFIG command.

COnn
Shows help on the DISPLAY TCPIP,, NETSTAT,COnn commands.

DEFADDRT
Shows help on the DISPLAY TCPIP,, NETSTAT,DEFADDRT command.

DEvlinks
Shows help on the DISPLAY TCPIP,, NETSTAT,DEvlinks command.

HOme
Shows help on the DISPLAY TCPIP,, NETSTAT, HOme command.

ND Shows help on the DISPLAY TCPIP,, NETSTAT,ND command.

1DS
Shows help on the DISPLAY TCPIP,, NETSTAT,IDS command.

PORTList
Shows help on the DISPLAY TCPIP,, NETSTAT,PORTList command.

RESCache
Shows help on the DISPLAY TCPIP,, NETSTAT,RESCache command.

ROUTe
Shows help on the DISPLAY TCPIP,, NETSTAT,ROUTe command.

SOCKets
Shows help on the DISPLAY TCPIP,, NETSTAT,SOCKets command.

SRCIP
Shows help on the DISPLAY TCPIP,, NETSTAT,SRCIP command.

STATS
Shows help on the DISPLAY TCPIP,, NETSTAT,STATS command.

VCRT
Shows help on the DISPLAY TCPIP,, NETSTAT,VCRT command.

TTLS
Shows help on the DISPLAY TCPIP,, NETSTAT, TTLS command.

VDPT
Shows help on the DISPLAY TCPIP,, NETSTAT,VDPT command.

VIPADCFG
Shows help on the DISPLAY TCPIP,, NETSTAT,VIPADCFG command.

VIPADyn
Shows help on the DISPLAY TCPIP,, NETSTAT,VIPADyn and the DISPLAY
TCPIP,, SYSPLEX,VIPADyn commands.
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DISPLAY TCPIP,,OMPROUTE parameters

OSPF
Shows help on the DISPLAY TCPIP,, OMPROUTE,OSPF command.

RIP
Shows help on the DISPLAY TCPIP,, OMPROUTE,RIP command.

GENERIC
Shows help on the DISPLAY TCPIP,, OMPROUTE,GENERIC command.

RTTABLE
Shows help on the DISPLAY TCPIP,, OMPROUTE,RTTABLE command.

IPV6OSPF
Shows help on the DISPLAY TCPIP,, OMPROUTE,IPV60SPF command.

IPV6RIP
Shows help on the DISPLAY TCPIP,, OMPROUTE,IPV6RIP command.

GENERIC6
Shows help on the DISPLAY TCPIP,, OMPROUTE,GENERIC6 command.

RT6TABLE
Shows help on the DISPLAY TCPIP,, OMPROUTE,RT6TABLE command.
DISPLAY TCPIP,SYSPLEX parameters

GROUP
Shows help on the DISPLAY TCPIP,SYSPLEX,GROUP command.

PORTS
Shows help on the DISPLAY TCPIP,SYSPLEX,PORTS command.

VIPADyn
Shows help on the DISPLAY TCPIP, NETSTAT,VIPADyn and the DISPLAY
TCPIP, SYSPLEX,VIPADyn commands.

VARY TCPIP,SYSPLEX parameters

LEAVEGROUP
Shows help on the VARY TCPIP, SYSPLEX,LEAVEGROUP command.

JOINgroup
Shows help on the VARY TCPIP, SYSPLEX,JOINGROUP command.

DEACTIVATE
Shows help on the VARY TCPIP, SYSPLEX,DEACTIVATE command.

REACTIVATE
Shows help on the VARY TCPIP, SYSPLEX,REACTIVATE command.

QUIesce
Shows help on the VARY TCPIP, SYSPLEX,QUIESCE commands.

RESUME
Shows help on the VARY TCPIP, SYSPLEX,RESUME commands.

Examples:
To view the available help for NETSTAT, issue the following command:

d tcpip,,help,netstat
EZZ03721 D...NETSTAT(,ACCESS|ALL|ALLCONN|ARP|BYTEINFO|CACHINFO|

EZZ03721 CONFIG|CONN|DEFADDRT|DEVLINKS|HOME|IDS|ND|PORTLIST|RESCACHE |ROUTE |
EZZ03721 SOCKETS|SRCIP|STATS|TTLS|VCRT|VDPT|VIPADCFG|VIPADYN)
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To get more information about the syntax of a particular Netstat command (for
example, COnn), issue the following command:

d tcpip,,help,conn
EZZ03551 D...NETSTAT,CONN<,APPLDATA><,SERVER>

EZZ03551 <,APPLD=|CLIENT=|CONNTYPE=|IPADDR=|IPPORT=|PORT=|NOTN3270|
EZ203551 SMCID=><,FORMAT=LONG|SHORT>

To get more information about the syntax of a command (for example, START),
issue the following command:

d tcpip,tcpa,help,start
EZZ03611 V... (START|CMD=START) ,XDEVNAME

where XDEVNAME is the device name.

DISPLAY TCPIP,,NETSTAT

Use the DISPLAY TCPIP,,NETSTAT command from an operator console to request
Netstat information. For a detailed description of each report, see
[details and examples” on page 324 This command can display only 65 533 lines of
output for each report. If the command cannot display all of the report output, the

report is truncated and the END OF THE REPORT output line is not displayed.
Instead, the following output line is displayed at the end of the report:

REPORT TRUNCATED DUE TO GREATER THAN 65533 LINES OF OUTPUT

You can use the MAX parameter or filter parameters to limit the number of records
that are displayed for a report.

Format:

»»—Display —TCPIP—, l_ _I s
-procname
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»—Netstat,—

—ACCess ,NETWork: |_ _|
, ipaddr

(1) (2) (3) (4) (5) (6) (7)
—ALL:

I—SERVER—I

—ALLConn

(1) (2) (3) (4) (5) (6) (7) (8)

l—,APPLDATA—I

—ARp:
l—, netaddr—l

—BYTEinfo

(1) 3) (4

I—,IDLETIMEJ

—CACHinfo

—CONFIG

(1) (2) (3) (4) (5) (6) (7) (8)

—COnn
,APPLDATA
,SERVER:

—DEFADDRT.

(7) (9)

—DEv1inks
l—,SMC—|

(9)
—Home

(10)

—IDS
I:,SUMmary

,PROTOcoT=—protocol—
(3)

—ND:

(2)
—PORTLi st

r,SUMmary— (3) (11) (12)

—RESCach

,DETAIL:
IZ,NEGative_—|
> SUMmary-
[ DNS:|

(3)
—ROUTe :

—,ADDRTYPE=—|:IPV4
IPV6:
—,DETAIL:

-, 1Q0I0————————
—,PR= ALL__|_
—[pr‘name
—,QDIOACCEL:

—, RADV
—,RSTAT
(1) (2) (3) (4) (8)

—SO0CKets
—SRCIP:

(13)
—STATS

I—, PROTOcol=—protoco Z—I

,GRoup
HTTLS: l_

,COnn=connid
IZ,DETAIL:|
,GRoup
IZ,DETAIL:|

(2) (3) (5)

—VCRT:
I—,DETAIL—I

—VDPT

(2) (3) (5)

I—,DETAIL—l
(3)

—VIPADCFG

I—,DETAILJ

—VIPADyn
t, DVIPA——
, VIPAROUTE-
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—,APPLD=appldata
—,CLIent=—client

—,CONNType=—|:NOTTLSPo1 icy |

—,DNSAddr=dnsipaddr:
—,HOSTName=hos tname

—, INTFName=—int fname

—, IPAddr=——ipaddr
—Eipaddr/prefixLenj‘
ipaddr/subnetmask

—, IPPort=—ipaddr+portnum
—,NOTN3270

—, POrt=—portnum

L, SMCID=——smcid-
L]

(6)

(1)

,GRoup=groupid—|

TTLSPolicy
t,CURRent
,STALE

(11)

(12)

(9)

(3)

(5)

(4)

(2)

(7)

(14)

|
I—, FORMat= LONG~4|—I S MAX=:
SHORT ;MAX=—recs—

Notes:

1 The CLlIent filter is valid only with ALL, ALLConn, BYTEinfo, COnn, and
SOCKets.

2 The POrt filter is valid only with ALL, ALLConn, COnn, PORTList, SOCKets,
VCRT, and VDPT.

3 The IPAddr filter is valid only with ALL, ALLConn, BYTEinfo, COnn, ND,
RESCache, ROUTe, SOCKets, VCRT, VDPT, and VIPADCFG.

4 The NOTN3270 filter is valid only with ALL, ALLConn, BYTEinfo, COnn,
and SOCKets.

5 The IPPort filter is valid only with ALL, ALLConn, COnn, SOCKets, VCRT,
and VDPT.

6 The APPLD filter is valid only with ALL, ALLConn, and COnn.

7 The SMCID filter is valid only with ALL, ALLConn, COnn, and DEvlinks.

8  The CONNType filter is valid only with ALLConn and COnn.

9  The INTFName filter is valid only with DEvlinks and HOme.

10 The valid protocol values are TCP and UDP.

11  The DNSAddr select string is valid only with RESCache.

12 The HOSTName select string is valid only with RESCache.

13 The valid protocol values are IP, ICMP, TCP, and UDP.
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14  If the MAX parameter is not specified on the command, the default value for
the MAX parameter is the value of the MAXRECS parameter on the
GLOBALCONFIG profile statement.

Parameters:

Note: The minimum abbreviation for each parameter is shown in uppercase
letters.

Netstat
Request NETSTAT information.

ACCess,NETWork
Displays information about the network access tree in TCP/IP.

ALL
Displays detailed information about TCP connections and UDP sockets,
including some that were recently closed.

SERVER
Provides detailed information only for TCP connections that are in the
listen state.

ALLConn
Displays information for all TCP/IP connections, including recently closed
ones.
APPLDATA
Displays application data in the output report.
ARp
Displays ARP cache information.
netaddr
This field has a maximum length of 15. Format is nnn.nnn.nnn.nnn where
nnn is in the range 0 - 255. You must code all the triplets. No wildcards are
allowed.
BYTEinfo

Displays the byte-count information about each active TCP connection and
UDP socket. At the end of the report, the number of records written and the
total number of records are displayed. The total number of records represents
all UDP sockets and all TCP connections, not just active TCP connections.

IDLETIME
Displays the idle time for each connection.

CACHinfo
Displays information about Fast Response Cache Accelerator statistics. Statistics
are displayed for each listening socket configured for Fast Response Cache
Accelerator support. There is one section displayed per socket.

CONFIG
Displays TCP/IP configuration data.

COnn
Displays information about each active TCP/IP connection. At the end of the
report, the number of records written and the total number of records are
displayed. The total number of records represents all UDP sockets and all TCP
connections, not just active TCP connections.

APPLDATA
Displays application data in the output report.
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SERVER
Displays detailed information about TCP connections in the listen state.

DEFADDRT
Displays the policy table for IPv6 default address selection.

DEvlinks
Displays information about interfaces in the TCP/IP address space.

SMC
Displays only detailed Shared Memory Communications over Remote
Direct Memory Access (SMC-R) information about 10GbE RoCE Express
interfaces and their associated SMC-R link groups and SMC-R links.

HOme
Displays the home list.

IDS
Displays information about intrusion detection services.

SUMmary
Displays summary information about intrusion detection services.

PROTOcol=protocol
Displays information about intrusion detection services for the specified
protocol. The valid protocols are TCP and UDP.

ND Displays IPv6 Neighbor Discovery cache information.

PORTList
Displays the list of reserved ports and the port access control configuration for
unreserved ports. Configure port access control for unreserved ports by
specifying PORT profile statements with the port number value replaced b
Igorﬂ

the keyword UNRSV. For more information about port access control, see
access control| information in |z/OS Communications Server: IP Configuration|
Guide;

For ports that are reserved by the PORTRANGE profile statement, only one
output line is displayed for each range.

RESCache
Displays information about the operation of the system-wide resolver cache.
This information is not specific to the TCP/IP stack whose name was specified
on the D TCPIP command. Statistical information, such as number of record
entries or number of cache queries, can be retrieved, or detailed information
about some or all of the cache entries can be retrieved. Resolver caching is
configured using resolver configuration statements in the resolver setup file.
For more information about resolver caching, see details about [resolver caching]
in [z/0OS Communications Server: IP Configuration Guidel

DETAIL
Display detailed information for all unexpired entries that are currently in
the resolver cache. This information can include the following contents:

* Host-name-to-IP address entries from resolver forward lookups

¢ [P-address-to-host-name entries from resolver reverse lookups

* Negative entries included in both forward and reverse lookup tables
NEGative

Display detailed information for all negative cache entries in the
resolver cache.
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SUMmary
Display general system statistics for resolver cache operations. This is the
default report for the RESCACHE report option.

DNS
Display general system statistics for resolver cache operations, plus
individual statistics for each DNS name server that has provided
information that is currently stored in the cache.

Result: Using the DETAIL modifier might cause a large amount of data to be
displayed from the MVS console. As an alternative, consider using either the
z/0S UNIX shell or TSO version of the command when you have large
amount of resolver cache information.

ROUTe
Displays routing information. For a complete description of ROUTe, see
[‘Netstat ROUTe/-r report” on page 524

Note: Static routes over deleted interfaces are removed from the main routing
table and therefore do not appear in the reports generated for the main routing
table. Loopback routes are displayed as well as implicit (HOME list) routes.

ADDRTYPE
Displays routing information.

IPV4
Displays IPv4 routing information. This parameter is mutually
exclusive with the RADV parameter.

IPV6
Displays IPv6 routing information.

DETAIL
Displays the preceding information plus the metric or cost of use for the
route, and displays the following MVS-specific configured parameters for
each route:

* Maximum retransmit time
* Minimum retransmit time
* Round-trip gain

* Variance gain

* Variance multiplier

This parameter is mutually exclusive with the QDIOACCEL and IQDIO
parameters.

PR
Displays policy-based routing tables. This parameter is mutually exclusive
with the QDIOACCEL and IQDIO parameters.

ALL
Displays all policy-based routing tables.

prname
Displays the policy-based routing table that has the name prname.

Restriction: Only active policy-based routing tables can be displayed with
the Netstat ROUTe command. A policy-based routing table is active if an
active routing rule and its associated action reference the policy-based
routing table. You can display both active and inactive policy-based
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routing tables by using the pasearch command. For more information, see
[“The z/0S UNIX pasearch command: Display policies” on page 819

QDIOACCEL

I1QDIO0

Displays routes that are eligible for accelerated routing by using the QDIO
Accelerator or HiperSockets'' Accelerator. See information about |QDIO|
Accelerator| and lefficient routing using HiperSockets Accelerator]in |z/OS|
Communications Server: IP Configuration Guide| for more details. This
parameter is mutually exclusive with the DETAIL, PR, RADV, and RSTAT
parameters.

RADV
Displays all of the IPv6 routes that are added based on information
received in router advertisement messages. All IPv6 router advertisement
routes are displayed regardless of whether they are currently used for
routing. The flags and reference count are not displayed on the report. This
parameter is mutually exclusive with the RSTAT, QDIOACCEL, 1QDIO,
and ADDRTYPE=IPV4 parameters.

RSTAT
Displays all of the static routes that are defined as replaceable. All defined
replaceable static routes are displayed without regard to whether they are
currently being used for routing. The flags and reference count are not
displayed on the report. The MTU value that is displayed in this report is
the value that was defined by using the MTU parameter in the ROUTE
statement, or the default value for the specified interface type. This
parameter is mutually exclusive with the RADV, QDIOACCEL, and IQDIO
parameters.

SOCKets
Displays information for open TCP or UDP sockets that are associated with a
client name.

SRCIP
Displays information for all job-specific and destination-specific source IP
address associations on the TCP/IP address space.

STATS
Displays TCP/IP statistics for each protocol.

PROTOcol=protocol
Displays statistics for the specified protocol. The valid protocols are IP,
ICMP, TCP, and UDP.

Result: If you specify TCP, you get both TCP and SMC-R statistics.

TTLS
Displays Application Transparent Transport Layer Security (AT-TLS)
information for TCP protocol connections.

COnn=connid
Displays the name of the AT-TLS policy rule and the names of the
associated actions for the specified connection. The specified connid is a
number assigned by the TCP/IP stack to uniquely identify a socket entity.
You can determine the connid from the Conn column in the
[ALLConn/-a report” on page 362

DETAIL
Displays the AT-TLS policy rule and the associated actions for the
specified connection.
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GRoup
Displays summary information for AT-TLS groups. AT-TLS groups are
defined using the TTLSGroupAction policy statement. The AT-TLS group
exists as long as the TTLSGroupAction statement is current or as long as
there are active connections using the group.

DETAIL
Displays detailed information for AT-TLS groups.

VCRT
Displays the dynamic VIPA Connection Routing Table information.
DETAIL
For each entry that represents an established dynamic VIPA connection or
an affinity created by the passive-mode FTP, displays the preceding
information plus the policy rule, action information, routing information,
and acceleration information.
For each entry that represents an affinity created by the TIMEDAFFINITY
parameter on the VIPADISTRIBUTE profile statement, displays the
preceding information plus the affinity related information.
VDPT
Displays the dynamic VIPA Destination Port Table information.
DETAIL
If this optional keyword is specified, when the table for TCP/IP stacks is
displayed, the output contains policy action information, target
responsiveness values, and a Workload Manager weight value (W/Q), on a
separate line. If the DETAIL keyword is not specified, the output does not
contain this information.
When the table for non-z/OS targets is displayed, the output contains the
weight of the non-z/OS target. If the DETAIL keyword is not specified, the
output does not contain this information.
VIPADCFG
Displays the current dynamic VIPA configuration information for a host.
VIPADyn
Displays the current dynamic VIPA and VIPAROUTE information for a local
host.
DVIPA
Displays the current dynamic VIPA information only.
VIPAROUTE

Displays the current VIPAROUTE information only.

APPLD=appldata
Filter the output of the ALL, ALLConn, and COnn reports by using the
specified application data appldata. The maximum size for this field is 40
alphanumeric characters.

CLIent=client
Specifies a client name that is used to limit the ALL, ALLConn, BYTEinfo,
COnn, and SOCKets responses. Maximum size for this field is 8 alphanumeric
characters (plus special characters #, $, and @). Wildcards (* and ?) can appear
in any position.

CONNType
Specifies a connection type to limit the ALLConn and COnn responses.
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NOTTLSPolicy
Displays only those connections that have not been matched to an
Application Transparent Transport Layer Security (AT-TLS) rule. This
includes connections that were established while the AT-TLS function was
disabled (NOTTLS is specified or in effect by default on the TCPCONFIG
statement) and all connections that are not using the TCP protocol. For
TCP connections that were established while the AT-TLS function was
enabled, this includes the following connections:

* Connections for which AT-TLS policy lookup has not yet occurred
(typically the first send or receive has not yet been issued ).

* Connections for which AT-TLS policy lookup has occurred but for which
no matching rule was found.

TTLSPolicy
Displays only connections that match an Application Transparent Transport
Layer Security (AT-TLS) rule. This includes only connections that were
established while the AT-TLS function was enabled, for which an AT-TLS
policy rule was found with the value TTLSEnabled ON or TTLSEnabled OFF
specified in the TTLSGroupAction. Responses can be further limited on
AT-TLS connection type. AT-TLS connection type has the following values:

CURRent
Displays only connections that are using AT-TLS where the rule and all
actions are still available to be used for new connections.

GRoup=groupid
Displays only connections that are using the AT-TLS group specified by
the groupid value. The specified groupid value is a number assigned by
the TCP/IP stack to uniquely identify an AT-TLS group. You can
determine the groupid value from the GrouplD field in the Netstat
TTLS GROUP report.

STALE
Displays only connections that are using AT-TLS where the rule or at
least one action is no longer available to be used for new connections.

DNSAddr=dnsipaddr
Filter the output of the RESCache report using the specified DNS IP address
dnsipaddr.

HOSTName=hos tname
Filter the output of the RESCache report using the specified host name value
hostname.

INTFName=intfname
Specifies a name that you can use to limit the DEvlinks and HOme report
options to a single interface or to a group of interfaces.

For the DEvlinks and HOme report options, the INTFName filter can be one of
the following values:

¢ The link name of a network interface that was configured on a LINK profile
statement (this option selects one interface).

* The interface name of a network interface that was configured on an
INTERFACE profile statement (this option selects one interface).

¢ The port name of an OSA-Express feature in QDIO mode. This is the name
that is specified on the PORTNAME keyword in the TRLE (this option
selects all interfaces that are associated with the OSA-Express port, including
an OSAENTA trace interface).
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* The name of a HiperSockets TRLE (this option selects all interfaces that are
associated with the HiperSockets TRLE).

Additionally, for the DEvlinks report option, the INTFName filter can also be
the interface name of an OSAENTA trace interface, which is EZANTAportname,
where the portname value is the name that is specified on the PORTNAME
keyword in the TRLE for the OSA-Express port that is being traced (this option
selects one interface).

IPAddr
Provides the option response on specified ipaddr, ipaddr/subnetmask or
ipaddr/prefixlength

ipaddr Provides the response for ALL, ALLConn, BYTEinfo, COnn, ND,
RESCache, ROUTe, SOCKets, VCRT, and VDPT on the specified 1P
address (ipaddr). Except for the RESCache option, with IPv4 addresses,
the default subnet mask 255.255.255.255 is used; for IPv6 addresses, the
default prefix length 128 is used. The RECache option does not support
any default subnet mask or default prefix length.

ipaddr/subnetmask
Provides the response for ALL, ALLConn, BYTEinfo, COnn, ROUTe,
SOCKets, VCRT, and VDPT on the specified IP address with specified
subnet mask (ipaddr/subnetmask). The IP address (ipaddr) in this format
must be an IPv4 IP address.

ipaddr/prefixlength
Provides the response for ALL, ALLConn, BYTEinfo, COnn, ND,
ROUTe, SOCKets, VCRT, and VDPT on the specified IP address and
prefix length. For IPv4 addresses, the prefix length range is 1 - 32. For
IPv6 addresses, the prefix length range is 1 - 128.

IPPort=ipaddr+portnum
Specifies the IP address and port that are used to limit the ALL, ALLConn,
COnn, SOCKets, VCRT, and VDPT report options to the TCP local endpoints,
TCP remote endpoints, or the UDP local endpoint. The specified IPv4 ipaddr
value can be up to 15 characters in length, denoting a single IPv4 IP address;
the specified IPv6 ipaddr value can be up to 45 characters in length, denoting a
single IPv6 IP address. For TCP, the filter values ipaddr and portnum match any
combination of the local and remote IP address and local and remote port.

NOTN3270
Provides the response of ALL, ALLConn, BYTEinfo, COnn, and SOCKets,
excluding TN3270E Telnet server connections.

POrt=portnum
Specifies a port that is used to limit the ALL, ALLConn, COnn, PORTList,
SOCKets, VCRT, and VDPT options. The port value range, for all options
except the PORTLIST option, is 0 - 65535. No wildcards are allowed. For the
PORTList option only, the port value range is 1 - 65535 and you can also filter
on the keyword UNRSV.

SMCID=smcid
Specifies a Shared Memory Communications - RDMA (SMC-R) link or link
group identifier that is used to limit the ALL, ALLConn, COnn, and DEvlinks
report options. If an asterisk (*) is specified for the filter value, Netstat
provides output only for entries that are associated with SMC-R link, and link
groups.

MAX=recs
The maximum number of records for which Netstat displays information on
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the console. The value recs indicates the number of records that are displayed
on each report. For example, for the connection-related reports, a record is a
TCP connection or listener, or a UDP endpoint. Valid recs values are in the
range 1 - 65535. Specify an asterisk (*) to display information for all records on
the console. If the number of output lines exceeds the maximum number of
lines for a multi-line WTO (Write to Operator) message, the report output is
truncated.

This parameter applies to the ACCess, ALL, ALLConn, ARp, BYTEinfo,
CACHinfo, COnn, DEFADDRT, DEvlinks, HOme, IDS, ND, PORTList,
RESCache, ROUTe, SOCKets, SRCIP, VCRT, VDPT, and VIPADyn reports. The
following list shows the descriptions of variations in support for the parameter
for specific reports:

¢ DEvlinks report - The parameter and the values in the n OF m RECORDS
DISPLAYED output line apply only to network interfaces that are defined with
DEVICE or INTERFACE profile statements. These parameters and values do
not apply to the LAN group or to the OSA-Express network traffic analyzer
information.

* HOme - The parameter and the values in the n OF m RECORDS DISPLAYED
output line apply to the IP addresses that are displayed by the report.

If this parameter is specified, it overrides the MAXRECS parameter value on
the GLOBALCONEFIG profile statement. If this parameter is not specified, the
number of records value used for the report is one of the following vlaues:

¢ The MAXRECS parameter value that is specified on the GLOBALCONFIG
TCP/IP profile statement.

 If the MAXRECS parameter is not specified, the MAXRECS parameter
default value of 100 records.

The number of records that are displayed and the total number of records that
could have been displayed are listed at the end of the report in the following
output line, where 7 is the number of records that are displayed and m is the
total number of records that could be displayed.

n OF m RECORDS DISPLAYED

If the report output is truncated, the n value specifies the number of records
for which all output lines are successfully displayed.

Examples:

DISPLAY TCPIP,NETSTAT,ACCESS,NETWORK report:

Use the DISPLAY TCPIP, NETSTAT,ACCESS,NETWORK],ipaddr] command to
display the current NETACCESS profile statement configuration and associated
security product information. When you specify the optional ipaddr value, the
report is limited to the single NETACCESS entry, if any, that is currently being
used by the stack for the specified IP address.

Parameters:

ipaddr
A fully qualified IPv4 or IPv6 IP address. Wildcard IP address values are not
supported. This value is used to display the NETACCESS profile statement
entry that governs the specified ipaddr value.

Examples:
Not IPv6 enabled (SHORT format):
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DISPLAY TCPIP,,NETSTAT,ACCESS,NETWORK report

NETWORK ACCESS INFORMATION
INBOUND: YES OUTBOUND: YES CACHE: ALL
NETWORK PREFIX ADDRESS MASK SAF NAME
DEFAULTHOME <NONE> DEFLTHOM

PRFNM: EZB.NETACCESS.MVS00111.TCPCS100.DEFLTHOM SECLABEL: SYSMULTI
DEFAULT <NONE> DEFLT

PRFNM: EZB.NETACCESS.*.*.* SECLABEL: OUTSIDER
10.0.0.0 255.0.0.0 SITENET

PRFNM: EZB.NETACCESS.*.*.SITEx SECLABEL: INTERNAL
10.240.90.0 255.255.255.224 PAYROLL

PRFNM: EZB.NETACCESS.*.=*.PAYROLL SECLABEL: CONFACCT
10.240.90.32 255.255.255.224 SALES

PRFNM: EZB.NETACCESS.*.*.SALES SECLABEL: <NONE>
10.240.90.64 255.255.255.224 TRAINING

PRFNM: <NONE> SECLABEL: <NONE>
10.240.68.0 255.255.255.0 TESTFLOR

PRFNM: EZB.NETACCESS.MVS00111.+.TESTFLOR SECLABEL: SITEEAST
7 OF 7 RECORDS DISPLAYED
END OF THE REPORT

IPv6 enabled or request for LONG format:

NETWORK ACCESS INFORMATION
INBOUND: YES OUTBOUND: YES CACHE: ALL
SAF NAME NETWORK PREFIX AND PREFIX LENGTH
DEFLTHOM DEFAULTHOME
PRFNM: EZB.NETACCESS.MVS00111.TCPCS100.DEFLTHOM SECLABEL: SYSMULTI
DEFLT DEFAULT

PRFNM: EZB.NETACCESS.*.*.* SECLABEL: OUTSIDER
SITENET 10.0.0.0/8

PRFNM: EZB.NETACCESS.*.*.SITE* SECLABEL: INTERNAL
PAYROLL 10.240.90.0/27

PRFNM: EZB.NETACCESS.*.*.PAYROLL* SECLABEL: CONFACCT
SALES 10.240.90.32/27

PRFNM: EZB.NETACCESS.*.*, SALES SECLABEL: <NONE>
TRAINING 10.240.90.64/27

PRFNM: <NONE> SECLABEL: <NONE>
TESTFLOR 10.240.68.0/24

PRFNM: EZB.NETACCESS.MVS00111.*.TESTFLOR SECLABEL: SITEEAST
SITENET6 2001:0DB8:1::/64

PRFNM: EZB.NETACCESS.x.*.SITE* SECLABEL: INTERNAL
PAYROLL6 2001:0DB8:1:0:9:67:115:66/128

PRFNM: EZB.NETACCESS.*.*.PAYROLL=* SECLABEL: CONFACCT

7 OF 7 RECORDS DISPLAYED
END OF THE REPORT

Report field descriptions:
For a SHORT format report

INBOUND
Indicates whether Network Access Control is active for socket commands
associated with inbound processing (accept, bind, and all variants of
receive).

Yes Indicates that INBOUND is in effect (the INBOUND parameter
was defined in the NETACCESS profile statement).

No Indicates that INBOUND is not in effect (the NOINBOUND
parameter was defined or is in effect by default in the
NETACCESS profile statement).

OUTBOUND
Indicates whether Network Access Control is active for socket commands
associated with outbound processing (connect and all variants of send).
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DISPLAY TCPIP,,NETSTAT,ACCESS,NETWORK report

Yes Indicates that OUTBOUND is in effect (the OUTBOUND parameter
was defined or is in effect by default in the NETACCESS profile
statement).

No Indicates that OUTBOUND is not in effect (the NOOUTBOUND
parameter was defined in the NETACCESS profile statement).

CACHE
Indicates the level of caching that is in effect for the Network Access
Control access checking.

ALL Indicates that when a SAF call is made to check a user's access to a
security zone, the result is cached regardless of whether access is
permitted or denied.

PERMIT
Indicates that when a SAF call is made to check a user's access to a
security zone, the result is cached when access is permitted, but
not when access is denied.

SAME Indicates that when a SAF call is made to check a user's access to a
security zone, the result is cached when access is permitted, but
not when access is denied. In addition, if the user associated with
the socket changes or if the IP address being accessed changes
from the previous packet received or sent over the socket, a new
SAF call is made for a previously permitted security zone.

SAF NAME
The final qualifier of a security product resource name. The maximum
length is eight characters.

PRFNM
The security product profile covering this network security zone resource
name. If no profile name covers this resource name or the SERVAUTH
resource class is not active, the value NONE is displayed.

SECLABEL
The security label configured for the security product profile. If none is
configured or the SECLABEL resource class is not active, the value NONE is
displayed.

NETWORK PREFIX AND ADDRESS MASK

Can be one of the following case:

* The IPv4 IP address configured on a NETACCESS statement entry. It is
logically ANDed with the ADDRESS MASK value to create the network
address for which access control is required.

¢ The DEFAULTHOME entry configured on a NETACCESS statement
entry. This entry is used for all IP addresses local to this stack that are
not covered by a specific entry. This entry does not have an ADDRESS
MASK.

¢ The DEFAULT entry configured on a NETACCESS statement entry. This

entry is used for all IP addresses that are not covered by any other entry.
This entry does not have an ADDRESS MASK.

For a LONG format report

INBOUND
Indicates whether Network Access Control is active for socket commands
associated with inbound processing (accept, bind, and all variants of
receive).
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DISPLAY TCPIP,,NETSTAT,ACCESS,NETWORK report

Yes Indicates that INBOUND is in effect (the INBOUND parameter
was defined in the NETACCESS profile statement),

No Indicates that INBOUND is not in effect (the NOINBOUND
parameter was defined or is in effect by default in the
NETACCESS profile statement).

OUTBOUND
Indicates whether Network Access Control is active for socket commands
associated with outbound processing (connect and all variants of send).

Yes Indicates that OUTBOUND is in effect (the OUTBOUND parameter
was defined or is in effect by default in the NETACCESS profile
statement).

No Indicates that OUTBOUND is not in effect (the NOOUTBOUND
parameter was defined in the NETACCESS profile statement).

CACHE
Indicates the level of caching that is in effect for the Network Access
Control access checking.

ALL Indicates that when a SAF call is made to check a user's access to a
security zone, the result is cached regardless of whether access is
permitted or denied.

PERMIT
Indicates that when a SAF call is made to check a user's access to a
security zone, the result is cached when access is permitted, but
not when access is denied.

SAME Indicates that when a SAF call is made to check a user's access to a
security zone, the result is cached when access is permitted, but
not when access is denied. In addition, if the user associated with
the socket changes or if the IP address being accessed changes
from the previous packet received or sent over the socket, a new
SAF call is made for a previously permitted security zone.

SAF NAME
The final qualifier of a security product resource name. The maximum
length is eight characters.

NETWORK PREFIX AND PREFIX LENGTH
Can be one of the following case:

¢ The IPv4 or IPv6 IP address and prefix length configured on a
NETACCESS statement entry. (If an IPv4 network mask was configured,
the prefix length is derived from it.) The prefix length specifies the
left-most number of bits of the IP address to use to create the network
address for which access control is required.

¢ The DEFAULTHOME entry configured on a NETACCESS statement
entry. This entry is used for all IP addresses local to this stack that are
not covered by a specific entry. This entry does not have a PREFIX
LENGTH.

¢ The DEFAULT entry configured on a NETACCESS statement entry. This
entry is used for all IP addresses that are not covered by any other entry.
This entry does not have a PREFIX LENGTH.

PRFNM
The security product profile covering this network security zone resource
name. If no profile name covers this resource name or the SERVAUTH
resource class is not active, the value NONE is displayed.
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SECLABEL
The security label configured for the security product profile. If none is
configured or the SECLABEL resource class is not active, the value NONE is
displayed.

DISPLAY TCPIP,,OMPROUTE
Use the DISPLAY TCPIP, OMPROUTE command to display OMPROUTE
configuration and state information.

Format:

»»—Display —TCPIP—,—L——'—,OMProutc
procname

>——,OSPF—| OSPF options | »<
_’RIP_[L RIP options |
—,GENE IC~| GENERIC options

—,RTTABLE !
|—,PRtab1e=—[ALLi|—l ,DEST=ip_addr—
prname ,DELETED

—,IPV6OSPF—| IPv6 OSPF options i
—,IPV6RIP~| IPV6RIP options
—,GENERIC6—| GENERIC6 options

—,RT6TABLE !
l—,PRtab'|e=—|:ALL‘<|—I ,DEST=—|:lp_addr‘——|—
prname ip_addr/prefixlen

,DELETED

—,0PTIONS

OSPF options:

} ,LIST——,ALL |
,AREAS
,InterFaceS—
,NBMA————
,NeighBoRS—
, VLINKS

LSA command i

—,AREASUM

—, EXTERNAL

—,DATABASE

I—,AREAID=0rea_id—|
—,DBSIZE
—,InterFace

I—, NAME= if_name—l
—,NeighBoR

l—, IPADDR=ip_addr—|
—,ROUTERS
—,STATiStics

LSA command:

|—, LSA—,LSTYPE=Is_type—,LSID=Isid—,0RIGinator=ad_router >

I—,AREAID=area_id—|
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RIP options:
} ,LIST——,ALL |
i:, InterFaceS:‘
,ACCEPTED
,InterFace
I—, NAME= if_name—|
FILTERS

GENERIC options:

LIST—[ ALL
B H |
InterFaceS

H)

,InterFace

IPv6 OSPF options:

| LALL |

—, AREASUM
—, InterFace

i:, NAME=if_name—

,ID=if id
—, VLINK
l—,ENDPT=router-id—|

—,NeighBoR

I—,ID=router'-id |

I—, IFNAME= if_name—|

—,DBSIZE
—| IPv6 LSA command i
—, EXTERNAL
—,DATABASE

I—,AREAID=area_id—|
—,ROUTERS
—,STATiStics

IPv6 LSA command:

|—, LSA—,LSTYPE=ls_type—,LSID=1sid—,0RIGinator=ad router >

| 2

I—,AREAID=area_id—| I—,IFNAME=z’f_name—|

IPV6RIP options:

} JALL |
,ACCEPTED
,InterFace

I—, NAME= if_name—|

,FILTERS
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GENERIC6 options:

| ALL |
| 4 |
l—,InterFacc |

I—, NAME= if_name—l

Parameters:

procname
The name of the member in a procedure library that was used to start the
associated TCP/IP stack.

OPTIONS
Specifies that the global configuration options information is to be displayed.

OSPF
Specifies that OSPF information is to be displayed.

LIST
Specifies that OSPF information is to be displayed as defined in the
OMPROUTE configuration file.

ALL
Displays a comprehensive list of all configuration information.

AREAS
Displays all information concerning configured OSPF areas and their
associated ranges.

InterFace$
Displays, for each OSPF interface, the IP address and configured
parameters as coded in the OMPROUTE configuration file.

NBMA
Displays the interface address and polling interval related to interfaces
connected to non-broadcast multiaccess networks.

NeighBoRS
Displays the configured neighbors on non-broadcast networks.

VLINKS
Displays all virtual links that have been configured with this router as
an endpoint.

LSA
Displays the contents of a single link state advertisement contained in the
OSPF database.
A link state advertisement is defined by its
* Link state type (LSTYPE=Is_type)
* Link state ID (LSID=Isid)
* Advertising router (ORIGinator=ad_router)
There is also a separate link state database for each OSPF area.
AREAID=area_id on the command line tells the software which database
you want to search. If you do not specify which area to search, the

backbone (0.0.0.0) area is searched. The different kinds of advertisements,
which depend on the value given for link-state-type, are:

Router links (LSTYPE=1)
Describe the set of interfaces attached to a router.
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RIP

Network links (LSTYPE=2)
Describe the set of routers attached to a network.

Summary link, IP network (LSTYPE=3)
Describe interarea routes to networks.

Summary link, ASBR (LSTYPE=4)
Describe interarea routes to AS boundary routers.

AS external link (LSTYPE=5)
Describe routes to destinations external to the Autonomous System.

Note: The ORIGINATOR value must be specified only for link-state-types 3,
4, and 5. An AREAID value must be specified for link-state-types 1-4.

Link State IDs, originators (specified by their router IDs), and area IDs take
the same format as IP addresses. For example, the backbone area would be
entered as 0.0.0.0

AREASUM
Displays the statistics and parameters for all OSPF areas that are attached
to the router.

EXTERNAL
Displays the AS external advertisements belonging to the OSPF routing
domain. One line is printed for each advertisement.

DATABASE,AREAID=area_id
Displays a description of the contents of a particular OSPF area link state
database. AS external advertisements are omitted from the display. A single
line is printed for each advertisement. If an AREAID value is not specified,
the database from area 0.0.0.0 is displayed.

DBSIZE
Displays the number of link state advertisements that are currently in the
link state database, categorized by type

InterFace,NAME=if name
Displays current run-time statistics and parameters related to OSPF
interfaces. If a NAME=if_name parameter is omitted, a single line is printed
that summarizes each interface. If a NAME=if name parameter is specified,
detailed statistics for that interface are displayed.

NeighBoR,IPADDR=ip addr
Displays the statistics and parameters that are related to OSPF neighbors. If
an IPADDR=ip_addr parameter is omitted, a single line is printed that
summarizes each neighbor. If an IPADDR=ip_addr parameter is given,
detailed statistics for that neighbor are displayed.

ROUTERS
Displays all routes to area-border routers and autonomous system
boundary routers that have been calculated by OSPF and are currently
present in the routing table.

STATiStics
Displays statistics generated by the OSPF routing protocol. The statistics
indicate how well the implementation is performing, including its memory
and network utilization. Many of the displayed fields are confirmation of
the OSPF configuration.

Specifies that RIP information is to be displayed.
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LIST

Specifies that RIP information is to be displayed as defined in the
OMPROUTE configuration file.

ALL
Display all RIP-related configuration information.

InterFaceS
Display IP addresses and configured parameters for each RIP interface.

ACCEPTED
Displays the routes to be unconditionally accepted, as configured with
the ACCEPT_RIP_ROUTE statement.

InterFace,NAME=if name
Displays statistics and parameters related to RIP interfaces. If a
NAME=if name parameter is omitted, a single line is printed that summarizes
each interface. If a NAME=if name parameter is given, detailed statistics for
the specified interface (if_name) are displayed.

FILTERS
Displays the global RIP filters.

GENERIC

Specifies that IPv4 information not related to a specific routing protocol is to be
displayed.
LIST

Specifies that information is to be displayed as defined in the OMPROUTE
configuration file.

ALL
Displays all IPv4 information that is not related to a specific routing
protocol.

InterFace$
Lists all generic IPv4 interfaces that are defined to OMPROUTE using
INTERFACE statements.

InterFace

Displays statistics and parameters related to IPv4 generic interfaces that are
known to TCP/IP.

RTTABLE

Displays routes in an OMPROUTE IPv4 routing table. If the DISPLAY
TCPIP,OMPROUTE command is issued without the PRtable option, routes
from the main routing table are displayed.

DEST=ip_addr
Displays the routes to a particular destination. When multiple equal-cost
routes exist, use this option to obtain a list of the next hops. You cannot
use this option with the DELETED option.

PRtable=ALL
Displays routes in all of the OMPROUTE IPv4 policy-based routing tables.
The dynamic routing parameters configured to the Policy Agent for a table
are displayed following the routes for the table.

PRtable=prname
Displays routes in the specified OMPROUTE IPv4 policy-based routing
table. The dynamic routing parameters that are configured to the Policy
Agent for the table are displayed following the routes for the table.
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DELETED
Displays information about routes that have been deleted from the
OMPROUTE routing table and that have not been replaced. You cannot
use this option with the DEST=ip_addr option.

Results:

e If the RIP protocol is running, deleted routes are displayable for only 3
minutes after deletion. After 3 minutes have elapsed, they become
undisplayable.

* If a policy-based routing table is configured to the Policy Agent with no
dynamic routing parameters, OMPROUTE has no knowledge of that route
table. The route table does not appear in the display of OMPROUTE route
tables.

* Only active policy-based routing tables appear in the display of OMPROUTE
route tables. A policy-based routing table is active if it is referenced by an
active routing rule and its associated action.

¢ The RTTABLE parameter displays the contents of the working tables that are
used by OMPROUTE,; it does not display the TCP/IP routing tables. The
OMPROUTE routing tables might contain information that is different from
the information in the TCP/IP routing tables. For more information about

displaying the contents of the TCP/IP routing tables, see ["DISPLA
[TCPIP, NETSTAT” on page 9

IPV60SPF
Specifies that IPv6 OSPF information is to be displayed.

ALL
Displays a comprehensive list of IPv6 OSPF information.

AREASUM
Displays the statistics and parameters for all IPv6 OSPF areas attached to
the router.

InterFace,NAME=if name or InterFace,ID=if id
Displays current run-time statistics and parameters related to IPv6 OSPF
interfaces. If the NAME= and ID= parameters are omitted, a single line is
printed that summarizes each interface. If the NAME= or ID= parameter is
specified, detailed statistics for that interface are displayed.

VLINK,ENDPT=router-id
Displays current run-time statistics and parameters related to IPv6 OSPF
virtual links. If the ENDPT= parameter is omitted, a single line is printed
that summarizes each virtual link. If the ENDPT= parameter is specified,
detailed statistics for that virtual link are displayed.

NeighBoR,ID=router-id,IFNAME=if name

Displays the statistics and parameters related to IPv6 OSPF neighbors.

* If the ID= parameter is omitted, a single line is printed that summarizes
each neighbor.

e If the ID= parameter is given, detailed statistics for that neighbor are
displayed.

¢ If the neighbor specified by the ID= parameter has more than one
neighbor relationship with OMPROUTE (for example if there are
multiple IPv6 OSPF links connecting them), the IFINAME= parameter
can be used to specify which link's adjacency to examine (for an
adjacency over a virtual link, specify IEINAME=*).
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DBSIZE
Displays the number of link state advertisements that are currently in the
IPv6 OSPF link state database, categorized by type.

LSA
Displays the contents of a single link state advertisement contained in the
IPv6 OSPF database. A link state advertisement is defined by the following
information:

* Link state type (LSTYPE=Is_type, where Is_type is one of the listed
hexadecimal link state type values)

* Link state ID (LSID=Isid)
* Advertising router (ORIGinator=ad_router)

Each interface has its own set of link LSAs (LSTYPE=0008).
IFNAME=interface_name on the command line indicates which link's LSA
you want to display.

There is also a separate link state database for each IPv6 OSPF area.
AREAID=area_id on the command line indicates which database you want
to search. If you do not specify which area to search, the backbone (0.0.0.0)
area is searched. The following list shows different kinds of
advertisements, which depend on the value given for link state type:

Router LSA (LSTYPE=2001)
The complete collection describes the state and cost of the router's

interfaces to the area. Each router in an area originates one or more
Router LSAs.

Network LSA (LSTYPE=2002)
Originated by the designated router of each multiaccess link (for
example, LAN) in the area which supports two or more routers.
Describes the set of routers that are attached to the link, including the
designated router.

Inter-Area Prefix LSA (LSTYPE=2003)
Originated by an area border router. Describes the route to an IPv6
address prefix that belongs to another area.

Inter-Area Router LSA (LSTYPE=2004)
Originated by an area border router. Describes the route to an AS
boundary router that belongs to another area.

AS External LSA (LSTYPE=4005)
Originated by an AS boundary router. Describes the route to a
destination that is external to the IPv6 OSPF autonomous system.

Link LSA (LSTYPE=0008)
Originated by routers for each link to which they are attached.
Provides the router's link-local address, provides a list of IPv6 address
prefixes for the link, and asserts a set of options for the network LSA
that are originated for the link.

Intra-Area Prefix LSA (LSTYPE=2009)
Originated by routers to advertise one or more IPv6 address prefixes
that are associated with the router itself, an attached stub network
segment, or an attached transit network segment.

Requirements:
* Specify the AREAID for all link state types except AS External LSA.
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Note: If an AREAID value is not specified, the backbone area default
value (0.0.0.0) is used.

* Specify the IFINAME value for Link LSAs (LSTYPE=0008).

* Originators (specified by their router IDs) and area IDs are specified in
dotted-decimal format. For example, the backbone area is entered as
0.0.0.0.

EXTERNAL
Displays the AS external LSAs belonging to the IPv6 OSPF routing domain.
One line is printed for each advertisement.

DATABASE ,AREAID=area_id
Displays the contents of a particular IPv6 OSPF area link state database. AS
external advertisements are omitted from the display. A single line is
printed for each advertisement. If an AREAID value is not specified, the
database from area 0.0.0.0 is displayed.

ROUTERS
Displays all routes to other routers that have been calculated by IPv6 OSPF
and are currently present in the routing table.

STATISTICS
Displays statistics that are generated by the IPv6 OSPF routing protocol.
The statistics indicate how well the implementation is performing,
including its memory and network utilization.

IPV6RIP
Specifies that IPv6 RIP information is to be displayed.

ALL
Displays all IPv6 RIP-related information.

ACCEPTED
Displays the routes that are to be unconditionally accepted, as configured
with the IPV6_ACCEPT_RIP_ROUTE statement.

InterFace,NAME=if name
Displays statistics and parameters that are related to IPv6 RIP interfaces. If
the NAME=if name parameter is omitted, a single line is printed that
summarizes each interface. If the NAME=if_name parameter is given, detailed
statistics for the specified interface (if_name) are displayed.

FILTERS
Displays the global IPv6 RIP filters.

GENERIC6
Specifies that IPv6 information not related to a specific dynamic routing
protocol is to be displayed.

ALL
Displays all IPv6 information that is not related to a specific routing
protocol.

InterFace,NAME=if name
Displays statistics and parameters related to IPv6 generic interfaces that are
known to TCP/IP or defined to OMPROUTE with IPV6_INTERFACE
statements. If the NAME=if name parameter is omitted, a single line is
printed that summarizes each interface. If the NAME=if_name parameter is
given, detailed statistics for the specified interface (if_name) are displayed.

RT6TABLE
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Displays all the routes in an OMPROUTE IPv6 routing table. If the DISPLAY
TCPIP,,OMPROUTE command is issued without the PRtable option, routes from
the main routing table are displayed.

DEST=ip_addr/prefixlen
Displays information about a particular route. When multiple equal-cost
routes exist, use this option to obtain a list of the next hops. You cannot
use this option with the DELETED option.

PRtable=ALL
Displays routes in all of the OMPROUTE IPv6 policy-based routing tables.
The dynamic routing parameters that are configured to the policy agent for
a table are displayed following the routes for the table.

PRtable=prname
Displays routes in the specified OMPROUTE IPv6 policy-based routing
table. The dynamic routing parameters that are configured to the policy
agent for the table are displayed following the routes for the table.

DELETED
Displays information about IPv6 routes that have been deleted from the
OMPROUTE routing table and that have not been replaced. You cannot
use this option with the DEST=ip_addr/prefixlen option.

Results:

¢ If the IPv6 RIP protocol is running, deleted routes are displayable for only 3
minutes after deletion. After 3 minutes have elapsed, they become
undisplayable.

* If a policy-based routing table is configured to the policy agent with no
dynamic routing parameters, OMPROUTE has no knowledge of that route
table. The routing table is not included in the display of OMPROUTE route
tables.

* Only the active policy-based routing tables are included in the display of
OMPROUTE route tables. A policy-based routing table is active if an active
routing rule and its associated action reference the policy-based routing
table.

¢ The RT6TABLE parameter displays the contents of the working tables that
are used by OMPROUTE; it does not display the TCP/IP routing tables. The
OMPROUTE routing tables might contain information that is different from
the information in the TCP/IP routing tables. For more information about
displaying the contents of the TCP/IP routing tables, see
[TCPIP,NETSTAT” on page 9|

Examples:
The following information provides details on the types of data that can be
displayed as well as examples of the generated output.

Note: All commands that include the LIST subparameter indicate that the
information being displayed is configured information only and does not
necessarily mean that the information is actually currently being used by
OMPROUTE. To display actual information in current use, use related commands
to display current, run-time statistics, and parameters. There are cases when the
configured information does not match the actual information that is in use as a
result of some undefined or unresolved information in OMPROUTE configuration.

For example, undefined interfaces or parameters in OMPROUTE configuration or
incorrect sequence of dynamic reconfiguration using the MODIFY
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OMPROUTE,RECONFIG command might result in no update of the actual
information. Information that is defined on wildcard interfaces is not displayed in
the LIST commands; it is displayed in the corresponding nonLIST commands only
when wildcard information is resolved to actual physical interfaces.

Examples using the OPTIONS command:

The DISPLAY TCPIP, tcpipjobname,OPTIONS command lists all OMPROUTE global
configuration options information. The following contents show a sample output
with an explanation of entries:

EZ781721 GLOBAL OPTIONS
IGNORE UNDEFINED INTERFACES:

IGNORE UNDEFINED INTERFACES
Indicates whether the processing of undefined interfaces is ignored.

YES

Examples using the OSPF command:
The following sections show the examples of using the OSPF command.

All OSPF configuration information:

The DISPLAY TCPIP,tcpipjobname,OMPROUTE,OSPF,LIST,ALL command lists all
OSPF-related configuration information. A sample output with an explanation of
entries follows:

EZ778311 GLOBAL CONFIGURATION 967
TRACE: 2, DEBUG: 4, SADEBUG LEVEL: 0

STACK AFFINITY: TCPCS6
OSPF PROTOCOL: ENABLED
EXTERNAL COMPARISON: TYPE 1

AS BOUNDARY CAPABILITY: ENABLED
IMPORT EXTERNAL ROUTES: RIP SUB
ORIG. DEFAULT ROUTE: ALWAYS
DEFAULT ROUTE COST: (1, TYPE 2)
DEFAULT FORWARD. ADDR:  9.167.100.17
LEARN HIGHER COST DFLT: NO

DEMAND CIRCUITS: ENABLED

DR MAX ADJ ATTEMPT: 10

EZ778321 AREA CONFIGURATION

AREA ID AUTYPE STUB? DEFAULT-COST IMPORT-SUMMARIES?
0.0.0.0 0=NONE NO N/A N/A
2.2.2.2 0=NONE NO N/A N/A
--AREA RANGES--
AREA ID ADDRESS MASK ADVERTISE?
2.2.2.2 9.167.200.0 255.255.255.0 YES
2.2.2.2 9.167.100.0 255.255.255.0 YES
EZ778331 INTERFACE CONFIGURATION
IP ADDRESS AREA COST RTRNS TRDLY PRI HELLO DEAD DB_EX
9.169.100.1 0.0.0.0 1 N/A N/ANA NA NA N/A
9.168.100.3 0.0.0.0 1 10 1 1 20 80 256
9.167.100.13 2.2.2.2 1 10 1 1 20 80 320
DEMAND CIRCUIT PARAMETERS
IP ADDRESS DONOTAGE HELLO SUPPRESSION  POLL INTERVAL
9.168.100.3 OFF N/A N/A
9.167.100.13 OFF REQUEST 60
SUBNET ADVERTISEMENT PARAMETERS
9.168.100.3 9.167.100.13
ADVERTISED VIPA ROUTES
9.169.100.0  /255.255.255.0 9.169.100.1 /255.255.255.255
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EZ778361 VIRTUAL LINK CONFIGURATION
VIRTUAL ENDPOINT TRANSIT AREA RTRNS TRNSDLY HELLO DEAD DB_EX

9.67.100.8 2.2.2.2 20 5 40 160 480
EZ778351 NBMA CONFIGURATION
INTERFACE ADDR POLL INTERVAL
9.168.100.3 120

EZ778341 NEIGHBOR CONFIGURATION
NEIGHBOR ADDR INTERFACE ADDRESS DR ELIGIBLE?
9.168.100.56 9.168.100.3 YES
9.168.100.70 9.168.100.3 NO

TRACE
Displays the level of tracing that is currently in use by OMPROUTE for
initialization and IPv4 routing protocols.

DEBUG
Displays the level of debugging that is currently in use by OMPROUTE for
initialization and IPv4 routing protocols.

SADEBUG LEVEL
Displays the level of debugging that is currently in use by OMPROUTE
OSPF SNMP subagent.

STACK AFFINITY
Displays the name of the stack on which OMPROUTE is running.

OSPF PROTOCOL
Indicates whether OSPF is enabled or disabled.

EXTERNAL COMPARISON
Displays the external route type that is used by OSPF when importing
external information into the OSPF domain and when comparing OSPF
external routes to RIP routes.

AS BOUNDARY CAPABILITY
Indicates whether the router will import external routes into the OSPF
domain.

IMPORT EXTERNAL ROUTES
Indicates the types of external routes that are imported into the OSPF
domain. Displayed only when AS Boundary Capability is enabled.

ORIG DEFAULT ROUTE
Indicates whether the router will originate a default route into the OSPF
domain. The Originate Default Route is displayed only when AS Boundary
Capability is enabled.

DEFAULT ROUTE COST
Displays the cost and type of the default route (if advertised). The Default
Route Cost is displayed only when AS Boundary Capability is enabled and
Orig Default Route value is Always.

DEFAULT FORWARD ADDR
Displays the forwarding address that is specified in the default route (if
advertised). The Default Forwarding Address is displayed only when AS
Boundary Capability is enabled and Orig Default Route value is Always.

LEARN HIGHER COST DFLT
Indicates the value of the LEARN_DEFAULT_ROUTE parameter of the
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AS_BOUNDARY_ROUTING configuration statement. This parameter is
displayed only when AS Boundary Capability is enabled and Orig Default
Route is Always.

DEMAND CIRCUITS
Indicates whether demand circuit support is available for OSPF interfaces.

DR MAX ADJ ATTEMPT

Specifies a threshold value for maximum number of adjacency attempts to
a neighboring designated router. This value is used for reporting and
controlling futile neighbor state loops. See the information about |futilé|
neighbor state loops|in [z/OS Communications Server: IP Configuration|

Guidel

The remainder of the DISPLAY TCPIP,tcpipjobname,OMPROUTE,OSPF,LIST,ALL output
is described as follows:

Configured OSPF areas and ranges:

The DISPLAY TCPIP,tcpipjobname ,OMPROUTE,OSPF,LIST,AREAS command lists all
information concerning configured OSPF areas and their associated ranges. A
sample output with an explanation of entries follows:

EZ778321 AREA CONFIGURATION 115

AREA ID AUTYPE STUB? DEFAULT-COST IMPORT-SUMMARIES?
0.0.0.0 0=NONE NO N/A N/A
2.2.2.2 0=NONE NO N/A N/A
--AREA RANGES--
AREA 1D ADDRESS MASK ADVERTISE?
2.2.2.2 9.167.200.0 255.255.255.0 YES
2.2.2.2 9.167.100.0 255.255.255.0 YES
AREA ID

Displays the area ID.
AUTYPE

Displays the method used for area authentication. The method Simple-pass
means that a simple password scheme is being used for the area
authentication. The methodMD5 means that MD5 hash is being used for
authentication.

STUB?
Indicates whether the area is a stub area.

DEFAULT COST
Displays the cost of the default route that is configured for the stub area.

IMPORT SUMMARIES?
Indicates whether summary advertisements are to be imported into the
stub area.

Note: A stub area that does not allow summaries to be imported is
sometimes referred to as a totally stubby area.

ADDRESS
Displays the network address for a given range within an area.

MASK
Displays the subnet mask for a given range within an area.

ADVERTISE?
Indicates whether a given range within an area is to be advertised into
other areas.

z/0S V2R1.0 Communications Server: IP System Administrator's Commands



DISPLAY TCPIP,,NETSTAT,ACCESS,NETWORK report

Configured OSPF interfaces:

The DISPLAY TCPIP,tcpipjobname,OMPROUTE,OSPF,LIST,INTERFACES command lists,
for each OSPF interface, the IP address and configured parameters as coded in the
OMPROUTE configuration file. (The keyword IFS can be substituted for
INTERFACES.) A sample output with an explanation of entries follows:

EZZ78331 INTERFACE CONFIGURATION
IP ADDRESS AREA COST RTRNS TRDLY PRI HELLO DEAD DB_EX

9.168.100.3 0.0.0.0 1 10 1 1 20 80 256
9.167.100.13 2.2.2.2 1 10 1 1 20 80 320
9.169.100.1 0.0.0.0 1 N/A N/ANA NA N/A N/A
DEMAND CIRCUIT PARAMETERS

IP ADDRESS DONOTAGE HELLO SUPPRESSION  POLL INTERVAL
9.168.100.3 OFF N/A N/A
9.167.100.13 OFF REQUEST 60

SUBNET ADVERTISEMENT PARAMETERS
9.168.100.3 9.167.100.13

ADVERTISED VIPA ROUTES
9.169.100.0  /255.255.255.0 9.169.100.1 /255.255.255.255

IP ADDRESS
Indicates the IP address of the interface.

AREA Indicates the OSPF area to which the interface attaches.
COST Indicates the ToS 0 cost (or metric) associated with the interface.

RTRNS
Indicates the retransmission interval, which is the number of seconds
between retransmissions of unacknowledged routing information.

TRDLY
Indicates the transmission delay, which is an estimate of the number of
seconds required to transmit routing information over the interface.

PRI  Indicates the interface router priority, which is used when selecting the
designated router.

HELLO
Indicates the number of seconds between Hello packets sent from the
interface.

DEAD
Indicates the number of seconds after not having received an OSPF Hello
packet, that a neighbor is declared to be down.

DB_EX
Indicates the number of seconds to allow the database exchange to
complete.

DONOTAGE
Indicates whether the interface is configured as a demand circuit.

HELLO SUPPRESSION
Indicates whether the interface is configured for hello suppression.

POLL INTERVAL
Indicates the interval (in seconds) to be used when attempting to contact a
neighbor when a neighbor relationship has failed, but the interface is
available.

SUBNET ADVERTISEMENT PARAMETERS
Lists the interfaces that are configured with the Subnet parameter
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containing a value other than NO. For VIPA interfaces this indicates
advertisement of subnet or host routes that are being controlled. For real
interfaces this indicates that SUBNET=YES has been coded.

ADVERTISED VIPA ROUTES
Lists the route destinations that OMPROUTE will advertise for locally
owned VIPAs. These advertisements are controlled by the
Advertise_VIPA_Routes or Subnet parameter on the OSPF_INTERFACE
statement.

Configured OSPF nonbroadcast, multiaccess networks:

The DISPLAY TCPIP,tcpipjobname,OMPROUTE,OSPF,LIST,NBMA command lists the
interface address and polling interval related to interfaces connected to
non-broadcast multi-access networks. A sample output follows:

EZ778351 NBMA CONFIGURATION 191

INTERFACE ADDR POLL INTERVAL
9.168.100.3 120

INTERFACE ADDR
Interface IP address.

POLL INTERVAL
Displays the current poll interval value.

Configured OSPF neighbors:
The DISPLAY TCPIP,tcpipjobname,OMPROUTE,OSPF,LIST,NEIGHBORS command lists
the configured neighbors on non-broadcast networks. (The keyword NBRS can be
substituted for NEIGHBORS.) A sample output with an explanation of entries follows:
EZ778341 NEIGHBOR CONFIGURATION 205

NEIGHBOR ADDR INTERFACE ADDRESS DR ELIGIBLE?

9.168.100.56 9.168.100.3 YES
9.168.100.70 9.168.100.3 NO

NEIGHBOR ADDR
Indicates the IP address of the neighbor.

INTERFACE ADDRESS
Indicates the IP address of the interface on which the neighbor is
configured.

DR ELIGIBLE?
Indicates whether the neighbor is eligible to become the designated router
on the link.

Configured OSPF virtual links:
The DISPLAY TCPIP,tcpipjobname ,OMPROUTE,OSPF,LIST,VLINKS command lists all
virtual links that have been configured with this router as an endpoint. A sample
output with an explanation of entries follows:

EZ778361 VIRTUAL LINK CONFIGURATION

VIRTUAL ENDPOINT TRANSIT AREA RTRNS TRNSDLY HELLO DEAD DB_EX
9.67.100.8 2.2.2.2 20 5 40 160 480

VIRTUAL ENDPOINT
Indicates the OSPF router ID of the other endpoint.

TRANSIT AREA
Indicates the non-backbone area through which the virtual link is
configured. Virtual links are treated by the OSPF protocol similarly to
point-to-point networks.
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RTRNS
Indicates the retransmission interval, which is the number of seconds
between retransmissions of unacknowledged routing information.

TRNSDLY
Indicates the transmission delay, which is an estimate of the number of
seconds required to transmit routing information over the interface.

HELLO
Indicates the number of seconds between Hello packets sent from the
interface.

DEAD
Indicates the number of seconds after not having received an OSPF Hello
packet, that a neighbor is declared to be down.

DB_EX
Indicates the number of seconds to allow the database exchange to
complete.

OSPF link state advertisement:
The following command displays the contents of a single link state advertisement
contained in the OSPF database:

DISPLAY TCPIP,tcpipjobname,OMPROUTE,OSPF,LSA,LSTYPE=1s-type,LSID=Tsid,0RIG=ad-router,AREAID
=area-id

Tips:

1. For a summary of all the non-external advertisements in the OSPF database,
use the following command:
DISPLAY TCPIP,tcpipjobname,OMPROUTE,OSPF,DATABASE,AREAID=area-id

2. For a summary of all the external advertisements in the OSPF database, use the
following command:

DISPLAY TCPIP,tcpipjobname ,OMPROUTE,OSPF,EXTERNAL

The following example shows an output sample with an explanation of entries:
EZ778801 LSA DETAILS 220

LS AGE: 292
LS OPTIONS: E,DC (0X22)
LS TYPE: 1

LS DESTINATION (ID): 9.167.100.13
LS ORIGINATOR:  9.167.100.13
LS SEQUENCE NO: 0X80000009
LS CHECKSUM: 0X8F78
LS LENGTH: 36
ROUTER TYPE: ABR,V (0X05)
# ROUTER IFCS: 1
LINK ID: 9.67.100.8
LINK DATA: 9.167.100.13
INTERFACE TYPE: 4
NO. OF METRICS: 0
TOS O METRIC: 2 (2)

LS AGE
Indicates the age of the advertisement in seconds. An asterisk (*) displayed
beside the age value indicates that the originator is supporting demand
circuits and has indicated that the LSA should not be aged.

LS OPTIONS
Indicates the optional OSPF capabilities supported by the router that
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originated the advertisement. (The value displayed in parentheses is the
hexadecimal options value received in the LSA.) These capabilities are
denoted by:

LS OPTION | OSPF capability

E Processes type 5 externals; when this is not set, the area to which the
advertisement belongs has been configured as a stub.

T Can route based on ToS.
MC RFC 1584 (Multicast Extensions to OSPF) is supported. This value is never
set by OMPROUTE but can be received from other routers.
DC RFC 1793 (Extending OSPF to Support Demand Circuits) is supported.
LS TYPE
Classifies the advertisement and dictates its contents:
LS TYPE Advertisement
1 Router links advertisement
2 Network link advertisement
3 Summary link advertisement
4 Summary ASBR advertisement
5 AS external link

LS DESTINATION
Identifies what is being described by the advertisement. It depends on the
advertisement type. For router links and ASBR summaries, it is the OSPF
router ID. For network links, it is the IP address of the network designated
router. For summary links and AS external links, it is a network or subnet
number.

LS ORIGINATOR
OSPF router ID of the originating router.

LS SEQUENCE NUMBER
Used to distinguish separate instances of the same advertisement. Should
be looked at as a signed 32-bit integer. Starts at 0x80000001, and increments
by 1 each time the advertisement is updated.

LS CHECKSUM
A checksum of advertisement contents, used to detect data corruption.

LS LENGTH
The size of the advertisement in bytes.

ROUTER TYPE
Indicates the level of function of the advertising router. (The value
displayed in parentheses is the hexadecimal router type value received in

the LSA).
ROUTER
TYPE Function level
ASBR The router is an AS boundary router.
ABR The router is an area border router.
\% The router is an endpoint of an active virtual link that is using the described
area as a transit area.
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# ROUTER IFCS
The number of router interfaces described in the advertisement.

LINK ID
Indicates what the interface connects to. Depends on interface type. For
interfaces to routers (that is, point-to-point links), the Link ID is the
neighbor router ID. For interfaces to transit networks, it is the IP address of
the network designated router. For interfaces to stub networks, it is the
network or subnet number.

LINK DATA
Four bytes of extra information concerning the link; it is either the IP
address of the interface (for interfaces to point-to-point networks and
transit networks), or the subnet mask (for interfaces to stub networks).

INTERFACE TYPE
One of the following value:

INTERFACE TYPE | Details

1 Point-to-point connection to another router
2 Connection to transit network

3 Connection to stub network

4 Virtual link

NO. OF METRICS
The number of nonzero ToS values for which metrics are provided for this
interface. For the z/OS implementation, this value will always be 0.

TOS 0 METRIC
The cost of the interface.

The LS age, LS options, LS type, LS destination, LS originator, LS sequence no, LS
checksum and LS length fields are common to all advertisements. The Router type
and # router ifcs are seen only in router links advertisements. Each link in the
router advertisement is described by the Link ID, Link Data, and Interface type
fields.

OSPF area statistics and parameters:

The DISPLAY TCPIP,tcpipjobname ,OMPROUTE,OSPF,AREASUM command displays the
statistics and parameters for all OSPF areas attached to the router. A sample output
with an explanation of entries follows:

EZZ78481 AREA SUMMARY 222

AREA 1D AUTHENTICATION #IFCS #NETS #RTRS #BRDRS DEMAND
0.0.0.0 NONE 2 0 2 2 ON
2.2.2.2 NONE 1 0 3 2 ON
AREA ID

Indicates the ID of the area.
AUTHENTICATION

Indicates the default authentication method for the area.
# IFCS

Indicates the number of router interfaces attached to the particular area.
These interfaces are not necessarily functional.

# NETS
Indicates the number of transit networks that have been found while doing

the SPF tree calculation for this area.
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# RTRS
Indicates the number of routers that have been found when doing the SPF
tree calculation for this area.

# BRDRS
Indicates the number of area border routers that have been found when
doing the SPF tree calculation for this area.

DEMAND
Indicates whether demand circuits are supported in this area.

OSPF external advertisements:

The DISPLAY TCPIP,tcpipjobname ,OMPROUTE,OSPF,EXTERNAL command lists the AS
external advertisements belonging to the OSPF routing domain. One line is printed
for each advertisement. Each advertisement is defined by the following three
parameters:

* Its link state type (always 5 for AS external advertisements)

 Its link state ID (called the LS destination)

* The advertising router (called the LS originator)

A sample output with an explanation of entries follows:

EZ778531 AREA LINK STATE DATABASE 269
TYPE LS DESTINATION LS ORIGINATOR SEQNO AGE  XSUM

5 ©9.67.100.0 9.67.100.8 0X80000001 4 0X408
5 09.169.100.0 9.67.100.8 0X80000001 4 0OX73E
5 ©9.169.100.14 9.67.100.8 0X80000001 4 OXE66
5 @192.8.8.0 9.67.100.8 0X80000001 4 OXAAF
5 0192.8.8.8 9.67.100.8 0X80000001 4 0X5A4
# ADVERTISEMENTS: 5
CHECKSUM TOTAL: 0X2A026

TYPE Always 5 for AS external advertisements. An asterisk (*) following the type
value indicates that the MC option is on in the advertisement. The MC
option indicates that the originating router has implemented RFC 1584
(Multicast Extensions to OSPF). An at sign (@) following the type value
indicates that the DC option is on in the advertisement. The DC option
indicates that the originating router has implemented RFC 1793 (Extending
OSPF to Support Demand Circuits).

LS DESTINATION
Indicates an IP destination (network, subnet, or host). This destination
belongs to another Autonomous System.

LS ORIGINATOR
Indicates the router that originated the advertisement.

SEQNO, AGE, and XSUM
It is possible for several instances of an advertisement to be present in the
OSPF routing domain at any one time. However, only the most recent
instance is kept in the OSPF link state database (and printed by this
command). The LS sequence number (Seqno), LS age (Age), and LS
checksum (Xsum) fields are compared to see which instance is most recent.
The LS age field is expressed in seconds. Its maximum value is 3600. An
asterisk (*) displayed beside an age value indicates that the DONOTAGE
bit is on.

At the end of the display, the total number of AS external advertisements is

printed, along with a checksum total over all of their contents. The checksum total
is simply the 32-bit sum (carries discarded) of the individual advertisement LS
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checksum fields. This information can be used to quickly determine whether two
OSPF routers have synchronized databases.

OSPF area link state database:

The DISPLAY TCPIP,tcpipjobname,OMPROUTE,OSPF,DATABASE,AREAID=area-id
command displays a description of the contents of a particular OSPF area link state
database. AS external advertisements are omitted from the display. A single line is
printed for each advertisement. Each advertisement is defined by the following
three parameters:

e Its link state type (called Type)

* Its link state ID (called the LS destination)

¢ The advertising router (called the LS originator)

A sample output with an explanation of entries follows:

EZ778531 AREA LINK STATE DATABASE 352
TYPE LS DESTINATION LS ORIGINATOR SEQNO AGE  XSUM

1 @9.67.100.7 9.67.100.7 0X80000016 113 0X5D8D
1 09.67.100.8 9.67.100.8 0X80000014 88 OXCOAE
1 09.167.100.13 9.167.100.13 0X80000013 100 0X4483
3 09.167.100.13 9.167.100.13 0X80000001 760 OXF103
# ADVERTISEMENTS: 4
CHECKSUM TOTAL: 0X253C1

TYPE Separate LS types are numerically displayed:

TYPE Description

Type 1 Router links advertisements
Type 2 Network links advertisements
Type 3 Network summaries

Type 4 AS boundary router summaries

An asterisk (*) following the type value indicates that the MC option is on
in the advertisement. The MC option indicates that the originating router
has implemented RFC 1584 (Multicast Extensions to OSPF). An at sign (@)
following the type value indicates that the DC option is on in the
advertisement. The DC option indicates that the originating router has
implemented RFC 1793 (Extending OSPF to Support Demand Circuits).

LS DESTINATION
Indicates what is being described by the advertisement.

LS ORIGINATOR
Indicates the router that originated the advertisement.

SEQNO, AGE, and XSUM
It is possible for several instances of an advertisement to be present in the
OSPF routing domain at any one time. However, only the most recent
instance is kept in the OSPF link state database (and printed by this
command). The LS sequence number (Seqno), LS age (Age) and LS
checksum (Xsum) fields are compared to see which instance is most recent.
The LS age field is expressed in seconds. Its maximum value is 3600. An
asterisk (*) displayed beside an age value indicates that the DONOTAGE
bit is on.

At the end of the display, the total number of advertisements in the area database
is printed, along with a checksum total over all of their contents. The checksum

total is simply the 32-bit sum (carries discarded) of the individual advertisement
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LS checksum fields. This information can be used to quickly determine whether
two OSPF routers have synchronized databases.

OSPF link state database statistics:

The DISPLAY TCPIP,tcpipjobname,OMPROUTE,OSPF,DBSIZE command displays the
number of LSAs currently in the link state database, categorized by type. The
following example is a sample output:

EZ778541 LINK STATE DATABASE SIZE 364

ROUTER-LSAS: 5
NETWORK-LSAS: 0
SUMMARY -LSAS: 7
SUMMARY ROUTER-LSAS: 1
AS EXTERNAL-LSAS: 5
INTRA-AREA ROUTES: 4
INTER-AREA ROUTES: 0
TYPE 1 EXTERNAL ROUTES: 5
TYPE 2 EXTERNAL ROUTES: 0

S S I3 ¥ S S e 3 3

OSPF interface statistics and parameters:

The DISPLAY TCPIP,tcpipjobname,OMPROUTE,OSPF, INTERFACE,NAME=1 f-name
command displays current, run-time statistics and parameters related to OSPF
interfaces. (The keyword IF can be substituted for INTERFACE.) If no NAME=
parameter is given (see Example 1), a single line is printed summarizing each
interface. If a NAME= parameter is given (see Example 2), detailed statistics for that
interface are displayed. Sample outputs with an explanation of entries follow:

---- Example 1 ----
EZZ78491 INTERFACES 354

IFC ADDRESS PHYS ASSOC. AREA TYPE  STATE #NBRS #ADJS
9.168.100.3 CTC1 0.0.0.0 P-pP 16 0 0
9.167.100.13 CTC2 2.2.2.2 P-P 16 1 1
10.1.1.1 OSAGBE1  3.3.3.3 BRDCST 32 4 2
10.1.1.2 0SAGBE2 ~ 3.3.3.3 BRDCST 2 0 0
0.0.0.0 VL/0 0.0.0.0 VLINK 16 1 1

IFC ADDRESS
Interface IP address.

PHYS Displays the interface name.

ASSOC AREA
Attached area ID.

TYPE Interface type. Can be BRDCST (a broadcast interface), P-P (a
point-to-point interface), P-2-MP (a point-to-multipoint interface), MULTI (a
non-broadcast, multiaccess interface such as ATM), VLINK (an OSPF
virtual link), or VIPA (a Virtual IP Address link).

STATE
Can be one of the following value:

STATE Description

1 Down

1* Suspend

This state is not described in RFC 2328. The interface is suspended because a
MODIFY command was issued or because it was unable to establish an
adjacency with a neighboring designated router after it exceeded the futile
neighbor state loop threshold (DR_Max_Adj_Attempt). For information about
futile neighbor state loops, see the [futile neighbor state loops| information in the
[z/OS Communications Server: IP Configuration Guide}
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STATE Description

2 Backup

4 Looped back

8 Waiting

16 Point-to-point

32 DR other

64 Backup DR

128 Designated router

For more information about these values, see RFC 1583 (OSPF Version 2).

#NBRS

Number of neighbors. This is the number of routers whose hellos have
been received, plus those that have been configured.

#ADJS

Number of adjacencies. This is the number of neighbors in state Exchange
or greater. These are the neighbors with whom the router has synchronized
or is in the process of synchronization.

---- Example 2 ----

non-VIPA interface:

EZZ78501 INTERFACE DETAILS 356
INTERFACE ADDRESS:
ATTACHED AREA:
PHYSICAL INTERFACE:
INTERFACE MASK:
INTERFACE TYPE:
STATE:
DESIGNATED ROUTER:
BACKUP DR:

DR PRIORITY: N/A  HELLO INTERVAL:

DEAD INTERVAL: 80 TX DELAY:

DEMAND CIRCUIT: OFF HELLO SUPPRESS:

MAX PKT SIZE: 556 TOS 0 COST:
AUTH TYPE: CRYPTO-MD5

# NEIGHBORS: 0 # ADJACENCIES:
# MCAST FLOODS: 0 # MCAST ACKS:
# ERR PKTS RCVD: 0

NETWORK CAPABILITIES:
POINT-TO-POINT

VIPA Interface:

EZZ78501 INTERFACE DETAILS 154
INTERFACE ADDRESS:
ATTACHED AREA:
PHYSICAL INTERFACE:
INTERFACE MASK:
INTERFACE TYPE:
STATE:
TOS O COST:

INTERFACE ADDRESS
Interface IP address.

ATTACHED AREA
Attached area ID.

9.168.100.3
0.0.0.0

CTC1
255.255.255.0
P-P

16

N/A

N/A

20 RXMT INTERVAL: 10
1 POLL INTERVAL: 0
OFF SUPPRESS REQ: OFF
1 DB_EX INTERVAL: 256

(<}

# FULL ADJS.: 0
# MAX ADJ. RESETS: 0O

(<=}

9.67.110.6
2.2.2.2
VIPAIF
255.255.255.0
VIPA

32

1
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PHYSICAL INTERFACE
Displays interface name.

INTERFACE MASK
Displays interface subnet mask.

INTERFACE TYPE
Can be BRDCST (a broadcast interface), P-P (a point-to-point interface),
P-2-MP (a point-to-multipoint interface), MULTI (a non-broadcast,
multiaccess interface such as ATM), VLINK (an OSPF virtual link), or VIPA
(a Virtual IP Address link).

STATE
Can be one of the following value:

STATE Description

1 Down

1* Suspend

This state is not described in RFC 2328. The interface is suspended because a
MODIFY command was issued or because it was unable to establish an
adjacency with a neighboring designated router after it exceeded the futile
neighbor state loop threshold (DR_Max_Adj_Attempt). For information about
futile neighbor state loops, see the [futile neighbor state loops| information in
[z/OS Communications Server: IP Configuration Guide]

Backup
4 Looped back
8 Waiting
16 Point-to-point
32 DR other
64 Backup DR
128 Designated router

For more information about these values, see RFC 1583 (OSPF Version 2).

DESIGNATED ROUTER
IP address of the designated router.

BACKUP DR
IP address of the backup designated router.

DR PRIORITY
Displays the interface router priority used when selecting the designated
router. A higher value indicates that this OMPROUTE is more likely to
become the designated router. A value of 0 indicates that OMPROUTE will
never become the designated router.

HELLO INTERVAL
Displays the current hello interval value.

RXMT INTERVAL
Displays the current retransmission interval value.

DEAD INTERVAL
Displays the current dead interval value.

TX DELAY
Displays the current transmission delay value.
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POLL INTERVAL
Displays the current poll interval value.

DEMAND CIRCUIT
Displays the current demand circuit status.

HELLO SUPPRESS
Displays whether Hello Suppression is currently on or off.

Tip: When a point-to-multipoint interface (displayed Interface type is
P-2-MP) on which hello suppression is allowed, an asterisk (*) might be
displayed. If an asterisk (*) is displayed, consult the neighbor display for
each OSPF neighbor associated with the interface to determine what state
of Hello Suppression negotiated with that neighbor.

SUPPRESS REQ
Displays whether Hello Suppression was requested.

MAX PKT SIZE
Displays the maximum size for an OSPF packet sent out this interface.

TOS 0 COST
Displays the interface ToS 0 cost.

DB_EX INTERVAL
Indicates the number of seconds to allow the database exchange to
complete.

AUTH TYPE
Authentication type is one of the following value:

NONE
No authentication is used.

Password
Simple password authentication.

MD5 Crypto-MD5 type authentication.

# NEIGHBORS
Number of neighbors. This is the number of routers whose hellos have
been received, plus those that have been configured.

# ADJACENCIES
Number of adjacencies. This is the number of neighbors in state Exchange
or greater.

# FULL AD]JS
Number of full adjacencies. This is the number of neighbors whose state is
Full (and therefore with which the router has synchronized databases).

# MAX AD]J. RESETS
Total number of times the maximum threshold value for attempting an
adjacency (see the DR MAX ADJ] ATTEMPT field) with a neighboring
designated router has been reset. The value N/A indicates that the field is
not applicable for that interface, based on the interface type that is used to
reach a neighbor. See [futile neighbor state loops|information in
[Communications Server: IP Configuration Reference| for details about the
types of interfaces that support futile neighbor state loop detection for
OSPFE.

# MCAST FLOODS
Number of link state updates that flooded the interface (not counting
retransmissions).
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# MCAST ACKS
Number of link state acknowledgments that flooded the interface (not
counting retransmissions).

# ERR PKTS RCVD
Number of the packets received on the interface that contained errors.
These errors include bad packet type, bad length, bad checksum, or other
errors.

NETWORK CAPABILITIES
Displays the capabilities of the interface.

OSPF neighbor statistics and parameters:

The DISPLAY TCPIP,tcpipjobname,OMPROUTE,OSPF,NEIGHBOR, IPADDR=ip-addr
command displays the statistics and parameters related to OSPF neighbors. (The
keyword NBR can be substituted for NEIGHBOR.) If no IPADDR= parameter is given
(see Example 1), a single line is printed summarizing each neighbor. If an IPADDR=
parameter is given (see Example 2), detailed statistics for that neighbor are
displayed. Following are sample outputs with an explanation of entries:

---- Example 1 ----

EZ778511 NEIGHBOR SUMMARY 358

NEIGHBOR ADDR  NEIGHBOR ID STATE LSRXL DBSUM LSREQ HSUP IFC

9.167.100.17 9.67.100.7 128 0 0 0 OFF CTC2
VL/0 9.67.100.8 128 0 0 0 OFF =

NEIGHBOR ADDR
Displays the neighbor interface IP address.

NEIGHBOR ID
Displays the neighbor OSPF router ID.

STATE

Can be one of the following value:
STATE Description
1 Down
2 Attempt
4 Init
8 2-Way
16 ExStart
32 Exchange
64 Loading
128 Full

For more information about these values, see RFC 1583 (OSPF Version 2).

LSRXL
Displays the size of the current link state retransmission list for this
neighbor.

DBSUM
Displays the size of the database summary list waiting to be sent to the
neighbor.

LSREQ
Displays the number of link state advertisements that are being requested
from the neighbor.

HSUP Displays whether Hello Suppression is active with the neighbor.
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EZ778521 NEIGHBOR DETAILS 360

DB SUMM QLEN:
LAST HELLO:
# LS RXMITS:
# OLD LS RCVD:
# ADJ. RESETS:

NEIGHBOR IP ADDRESS:

OSPF ROUTER 1ID:
NEIGHBOR STATE:
PHYSICAL INTERFACE:
DR CHOICE:

BACKUP CHOICE:

DR PRIORITY:

NBR OPTIONS:

0
1
1
0
2

LS RXMT QLEN:

NO HELLO:

# DIRECT ACKS:

# DUP ACKS RCVD:
# ERR LS RCVD:

NEIGHBOR IP ADDRESS
Displays the neighbor interface IP address.

OSPF ROUTER ID
Neighbor OSPF router ID.

NEIGHBOR STATE
Can be one of the following value:

* 1 (Down)

e 2 (Attempt)

* 4 (Init)
s 8 (2-Way)

16 (ExStart)
32 (Exchange)
64 (Loading)

128 (Full)

PHYSICAL INTERFACE
Displays the name of the interface over which a relationship has been
established with this neighbor.

DR CHOICE, BACKUP CHOICE, DR PRIORITY
Indicates the values seen in the last hello message received from the
neighbor.

NBR OPTIONS
Indicates the optional OSPF capabilities supported by the neighbor. (The
value displayed in parentheses is the hexadecimal options value received

from the neighbor). These capabilities are denoted by:

9.167.100.17
9.67.100.7
128

CTC2

0.0.0.0
0.0.0.0

1

E,DC (0X22)

0 LS REQ QLEN:
OFF

2 # DUP LS RCVD:

0 # NBR LOSSES:
0

Displays the name of the interface over which a relationship has been
established with this neighbor.

Example 2 ----

N

* E (processes type 5 externals; when this is not set, the area to which the
common network belongs has been configured as a stub)

* T (can route based on ToS)

* MC (can forward IP multicast datagrams)

* DC (can support demand circuits)

This field is valid only for those neighbors in state Exchange or greater.

DB SUMM QLEN
Indicates the number of advertisements waiting to be summarized in
Database Description packets. It must be 0 except when the neighbor is in
state Exchange.
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LS RXMT QLEN
Indicates the number of advertisements that have been flooded to the
neighbor, but not yet acknowledged.

LS REQ QLEN
Indicates the number of advertisements that are being requested from the
neighbor in state Loading.

LAST HELLO
Indicates the number of seconds since a hello message has been received
from the neighbor. If the TCP/IP stack enters a storage shortage condition,
this value is reset to 0 when the shortage condition is relieved.

NO HELLO
Indicates whether Hello Suppression is active with the neighbor.

# LS RXMITS
Indicates the number of retransmissions that have occurred during
flooding.

# DIRECT ACKS
Indicates responses to duplicate link state advertisements.

# DUP LS RCVD
Indicates the number of duplicate retransmissions that have occurred
during flooding.

# OLD LS RCVD
Indicates the number of old advertisements received during flooding.

# DUP ACKS RCVD
Indicates the number of duplicate acknowledgments received.

# NBR LOSSES
Indicates the number of times the neighbor has transitioned to Down state.

# AD]J. RESETS
Counts transitions to state ExStart from a higher state.

ERR LS RCVD
Number of the link state advertisements received from the neighbor that
are unexpected or that contain errors. These errors include bad
advertisement type, bad length, bad checksum, or other errors.

OSPF router routes:

The DISPLAY TCPIP,tcpipjobname ,OMPROUTE,OSPF,ROUTERS command displays all
routes to other area-border or autonomous system boundary routers that have been
calculated by OSPF and are now present in the routing table. A sample output
with an explanation of entries follows:

EZ778551 OSPF ROUTERS 362

DTYPE RTYPE DESTINATION AREA COST NEXT HOP(S)
BR SPF  9.67.100.8 2.2.2.2 2 9.167.100.17
BR SPF  9.67.100.8 0.0.0.0 2 9.67.100.8

ASBR SPF  9.67.100.8 2.2.2.2 2 9.167.100.17

DTYPE

Indicates the destination type:
ASBR Indicates that the destination is an AS boundary router.
ABR Indicates that the destination is an area border router.

FADD Indicates a forwarding address (for external routes).
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RTYPE
Indicates the route type and how the route was derived:

SPF  Indicates that the route is an intra-area route (comes from the
Dijkstra calculation).

SPIA Indicates that it is an inter-area route (comes from considering
summary link advertisements).

DESTINATION
Indicates the destination router OSPF router ID.

AREA Displays the OSPF area to which the destination router belongs.
COST Displays the cost to reach the router.

NEXT HOP(S)
Indicates the address of the next router on the path toward the destination
host. A number in parentheses at the end of the column indicates the
number of equal-cost routes to the destination.

OSPF routing protocol statistics:

The DISPLAY TCPIP,tcpipjobname,OMPROUTE,OSPF,STATISTICS command displays
statistics generated by the OSPF routing protocol. (The keyword STATS can be
substituted for STATISTICS.) The statistics indicate how well the implementation is
performing, including its memory and network utilization. Many of the fields
displayed are confirmation of the OSPF configuration. The following example
shows a sample output with an explanation of entries:

EZZ78561 OSPF STATISTICS 380
OSPF ROUTER 1ID: 9.167.100.13 (ETH1)
EXTERNAL COMPARISON: TYPE 1
AS BOUNDARY CAPABILITY: YES
IMPORT EXTERNAL ROUTES: RIP SUB
ORIG. DEFAULT ROUTE: ALWAYS
DEFAULT ROUTE COST: (1, TYPE2)
DEFAULT FORWARD. ADDR.: 9.167.100.17
LEARN HIGHER COST DFLT: NO

ATTACHED AREAS: 2 OSPF PACKETS RCVD: 194
OSPF PACKETS RCVD W/ERRS: 1 TRANSIT NODES ALLOCATED: 82
TRANSIT NODES FREED: 77 LS ADV. ALLOCATED: 53
LS ADV. FREED: 40 QUEUE HEADERS ALLOC: 32
QUEUE HEADERS AVAIL: 32 MAXIMUM LSA SIZE: 512
# DIJKSTRA RUNS: 25 INCREMENTAL SUMM. UPDATES: 0
INCREMENTAL VL UPDATES: 0 MULTICAST PKTS SENT: 227
UNICAST PKTS SENT: 36 LS ADV. AGED OUT: 0
LS ADV. FLUSHED: 10 PTRS TO INVALID LS ADV: 0
INCREMENTAL EXT. UPDATES: 19

OSPF ROUTER ID
Displays the router OSPF router ID and its configuration source. Possible
sources are:
* OMPROUTE configuration statement (denoted by a prefixed asterisk "*")
that has the RouterID parameter specified:

1. ROUTERID
2. OSPF

* The name of the IPv4 interface that was used by OMPROUTE to set the
router ID. This information is displayed when you do not configure a
router ID on an OMPROUTE configuration statement. In this case, the
router ID was set by OMPROUTE using the IP address assigned to an
IPv4 interface.
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For more information about assigned and configured router IDs, see
for configuring OSPF and RIP (IPv4 and IPv6)in the |Z / O§|
Communications Server: IP Configuration Guide]

EXTERNAL COMPARISON
Displays the external route type used by OSPF when importing external
information into the OSPF domain and when comparing OSPF external
routes to RIP routes.

AS BOUNDARY CAPABILITY
Displays whether external routes are imported.

IMPORT EXTERNAL ROUTES
Displays the external routes that are imported. Displayed only when AS
Boundary Capability is enabled.

ORIG. DEFAULT ROUTE
Displays whether the router will advertise an OSPF default route.
Displayed only when AS Boundary Capability is enabled.

DEFAULT ROUTE COST
Displays the cost and type of the default route (if advertised). Displayed
only when AS Boundary Capability is enabled and Orig Default Route is
ALWAYS.

DEFAULT FORWARD ADDR
Displays the forwarding address specified in the default route (if
advertised). Displayed only when AS Boundary Capability is enabled and
Orig Default Route is ALWAYS.

LEARN HIGHER COST DFLT
Indicates the value of the LEARN_DEFAULT_ROUTE parameter of the
AS_BOUNDARY_ROUTING configuration statement. Displayed only when
AS Boundary Capability is enabled and Orig Default Route is ALWAYS.

ATTACHED AREAS
Indicates the number of areas that the router has active interfaces to.

OSPF PACKETS RCVD
Covers all types of OSPF protocol packets.

OSPF PACKETS RCVD W/ERRS
Indicates the number of OSPF packets that have been received that were
determined to contain errors.

TRANSIT NODES
Allocated to store router links and network links advertisements.

LS ADV
Allocated to store summary link and AS external link advertisements.

QUEUE HEADERS
Form lists of link state advertisements. These lists are used in the flooding
and database exchange processes; if the number of queue headers allocated
is not equal to the number available, database synchronization with a
neighbor is in progress.

MAXIMUM LSA SIZE
The size of the largest link state advertisement that can be sent.

# DIJKSTRA RUNS
Indicates how many times the OSPF routing table has been calculated from
scratch.
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INCREMENTAL SUMM UPDATES, INCREMENTAL VL UPDATES
Indicates that new summary link advertisements have caused the routing
table to be partially rebuilt.

MULTICAST PKTS SENT
Covers OSPF hello packets and packets sent during the flooding
procedure.

UNICAST PKTS SENT
Covers OSPF packet retransmissions and the Database Exchange
procedure.

LS ADV. AGED OUT
Indicates the number of advertisements that have hit 60 minutes. Link state
advertisements are aged out after 60 minutes. Usually they are refreshed
before this time.

LS ADV. FLUSHED
Indicates the number of advertisements removed (and not replaced) from
the link state database.

INCREMENTAL EXT. UPDATES
Displays the number of changes to external destinations that are
incrementally installed in the routing table.

Examples using the RIP command:

RIP configuration information:

The DISPLAY TCPIP,tcpipjobname,OMPROUTE,RIP,LIST,ALL command lists all
RIP-related configuration information. A sample output with an explanation of
entries follows:

EZ778431 RIP CONFIGURATION 447

TRACE: 1, DEBUG: 0, SADEBUG LEVEL: 0

STACK AFFINITY: TCPCS6

RIP: ENABLED

RIP DEFAULT ORIGINATION: ALWAYS, COST =1

PER-INTERFACE ADDRESS FLAGS:

CTC2 9.167.100.13 RIP VERSION 1
SEND NET AND SUBNET ROUTES
RECEIVE NO DYNAMIC HOST ROUTES
RIP INTERFACE INPUT METRIC: 1
RIP INTERFACE OUTPUT METRIC: 0
RIP RECEIVE CONTROL: ANY

CTC1 9.168.100.3 RIP VERSION 1
SEND NET AND SUBNET ROUTES
RECEIVE NO DYNAMIC HOST ROUTES
RIP INTERFACE INPUT METRIC: 1
RIP INTERFACE OUTPUT METRIC: 0
RIP RECEIVE CONTROL: ANY

EZ778441 RIP ROUTE ACCEPTANCE
ACCEPT RIP UPDATES ALWAYS FOR:
9.167.100.79 9.167.100.59

IGNORE RIP UPDATES FROM:
NONE

TRACE
Displays the level of tracing currently in use by OMPROUTE for
initialization and IPv4 routing protocols.
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DEBUG
Displays the level of debugging currently in use by OMPROUTE for
initialization and IPv4 routing protocols.

SADEBUG LEVEL
Displays the level of debugging currently in use by OMPROUTE OSPF
SNMP subagent.

STACK AFFINITY
Displays the name of the stack on which OMPROUTE is running.

The remainder of the DISPLAY TCPIP,tcpipjobname ,OMPROUTE,RIP,LIST,ALL output
is described in the following sections.

Configured RIP interfaces:
The DISPLAY TCPIP,tcpipjobname,OMPROUTE,RIP,LIST,INTERFACES command lists IP
addresses and configured parameters for each RIP interface. (The keyword IFS can
be substituted for INTERFACES.) A sample output with an explanation of entries
follows:
EZ778431 RIP CONFIGURATION 447
TRACE: 1, DEBUG: 0, SADEBUG LEVEL: 0
STACK AFFINITY: TCPCS6
RIP: ENABLED
RIP DEFAULT ORIGINATION: ALWAYS, COST =1
PER-INTERFACE ADDRESS FLAGS:
CTC2 9.167.100.13 RIP VERSION 1
SEND NET AND SUBNET ROUTES
RECEIVE NO DYNAMIC HOST ROUTES
RIP INTERFACE INPUT METRIC: 1
RIP INTERFACE OUTPUT METRIC: 0
RIP RECEIVE CONTROL: ANY
CTC1 9.168.100.3 RIP VERSION 1
SEND NET AND SUBNET ROUTES
RECEIVE NO DYNAMIC HOST ROUTES
RIP INTERFACE INPUT METRIC: 1
RIP INTERFACE OUTPUT METRIC: 0
RIP RECEIVE CONTROL: ANY

RIP Indicates whether RIP communication is enabled.

RIP DEFAULT ORIGINATION
Indicates the conditions under which RIP supports default route generation
and the advertised cost for the default route.

PER-INTERFACE ADDRESS FLAGS
Specifies information about an interface:

RIP VERSION
Specifies whether RIP Version 1 or RIP Version 2 packets are being
sent over this interface.

SEND Specifies which types of routes are included in RIP responses sent
out on this interface.

RECEIVE
Specifies which types of routes are accepted in RIP responses
received on this interface.

RIP INTERFACE INPUT METRIC
Specifies the value of the metric to be added to RIP routes received
over this interface.
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RIP INTERFACE OUTPUT METRIC
Specifies the value of the metric to be added to RIP routes
advertised over this interface.

RIP RECEIVE CONTROL
Indicates what level of RIP updates can be received over the
interface. Values are:

ANY RIP1 and RIP2 updates can be received.
NO  No RIP updates can be received.

RIP1 Only RIP1 updates can be received.
RIP2  Only RIP2 updates can be received.

RIP routes to be accepted:

The DISPLAY TCPIP,tcpipjobname,OMPROUTE,RIP,LIST,ACCEPTED command lists the
routes to be unconditionally accepted, as configured with the ACCEPT_RIP_ROUTE
statement. A sample output follows:

EZZ78441 RIP ROUTE ACCEPTANCE

ACCEPT RIP UPDATES ALWAYS FOR:
9.167.100.79 9.167.100.59

ACCEPT RIP UPDATES ALWAYS FOR
Indicates the networks, subnets, and hosts for which updates are always
accepted.

RIP interface statistics and parameters:

The DISPLAY TCPIP,tcpipjobname ,OMPROUTE,RIP,INTERFACE,NAME=if-name command
displays statistics and parameters related to RIP interfaces. (The keyword IF can be
substituted for INTERFACE.) If no NAME= parameter is given (DISPLAY
TCPIP,tcpipjobname ,OMPROUTE,RIP, INTERFACE), a single line is printed summarizing
each interface. (See Example 1.) If a NAME= parameter is given, detailed statistics for
that interface are displayed. (See Example 2.)

---- Example 1 ----

EZ778591 RIP INTERFACES 464

IFC ADDRESS IFC NAME SUBNET MASK MTU DESTINATION
9.167.100.13 CTC2 255.255.0.0 576 9.167.100.17

IFC ADDRESS
Indicates the interface IP address.

IFC NAME
Indicates the interface name.

SUBNET MASK
Indicates the subnet mask.

MTU Indicates the value of the maximum transmission unit.

DESTINATION
Indicates the RIP identification for the destination router when the
interface is point-to-point.

---- Example 2 ----

EZZ78601 RIP INTERFACE DETAILS 066

INTERFACE ADDRESS: 9.167.100.13

INTERFACE NAME: CTC2

SUBNET MASK: 255.255.0.0

MTU 576

DESTINATION ADDRESS: 9.167.100.17

RIP VERSION: 1 SEND POIS. REV. ROUTES: YES
IN METRIC: 1 OUT METRIC: 0
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RECEIVE NET ROUTES: YES  RECEIVE SUBNET ROUTES: YES
RECEIVE HOST ROUTES: NO SEND DEFAULT ROUTES: NO
SEND NET ROUTES: YES  SEND SUBNET ROUTES: YES
SEND STATIC ROUTES: NO SEND HOST ROUTES: NO

SEND ONLY: VIRTUAL, DEFAULT

FILTERS: SEND 9.67.100.0 255.255.255.0
RECEIVE 9.67.101.0 255.255.255.0

RIP RECEIVE CONTROL: ANY

INTERFACE ADDRESS
Indicates the interface IP address.

INTERFACE NAME
Indicates the interface name.

SUBNET MASK
Indicates the subnet mask.

MTU Indicates the value of the maximum transmission unit.

DESTINATION ADDRESS
Indicates the RIP identification for the destination router when the
interface is point-to-point.

RIP VERSION
Indicates whether RIP Version 1 or RIP Version 2 packets are sent over this
interface.

SEND POIS. REV. ROUTES
Indicates whether poisoned reverse routes are advertised in RIP responses
sent over this interface. A poisoned reverse route is one with an infinite
metric (a metric of 16).

IN METRIC
Specifies the value of the metric to be added to RIP routes received over
this interface.

OUT METRIC
Specifies the value of the metric to be added to RIP routes advertised over
this interface.

RECEIVE NET ROUTES
Indicates whether network routes are accepted in RIP responses received
over this interface.

RECEIVE SUBNET ROUTES
Indicates whether subnet routes are accepted in RIP responses received
over this interface.

RECEIVE HOST ROUTES
Indicates whether host routes are accepted in RIP responses received over
this interface.

SEND DEFAULT ROUTES
Indicates whether the default route, if available, is advertised in RIP
responses sent over this interface.

SEND NET ROUTES
Indicates whether network routes are advertised in RIP responses sent over
this interface.
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SEND SUBNET ROUTES
Indicates whether subnet routes are advertised in RIP responses sent over
this interface.

SEND STATIC ROUTES
Indicates whether static routes are advertised in RIP responses sent over
this interface.

SEND HOST ROUTES
Indicates whether host routes are advertised in RIP responses sent over
this interface.

SEND ONLY
Indicates the route-type restrictions on RIP broadcasts for this interface.

FILTERS
Indicates the send and receive filters for this interface.

RIP RECEIVE CONTROL
Indicates the type of RIP packets that are received over this interface: RIP1,
RIP2, ANY (both RIP1 and RIP2), or NONE.

Global RIP filters:
The DISPLAY TCPIP,tcpipjobname ,OMPROUTE,RIP,FILTERS command displays the
Global RIP filters. A sample output with an explanation of entries follows.

EZ780161 GLOBAL RIP FILTERS
SEND ONLY: VIRTUAL, DEFAULT

IGNORE RIP UPDATES FROM:

9.67.103.10 9.67.103.9
FILTERS: NOSEND 10.1.1.0 255.255.255.0
NORECEIVE 9.67.101.0 255.255.255.0
SEND ONLY

Indicates the global route-type restrictions on RIP broadcasts that apply to
all RIP interfaces.

IGNORE RIP UPDATES FROM
Specifies that RIP routing table broadcasts from this gateway are to be
ignored. This option serves as a RIP input filter.

FILTERS
Indicates the global send and receive filters that apply to all RIP interfaces.

Examples using the GENERIC command:

All IPv4 generic information:

The DISPLAY TCPIP,tcpipjobname,OMPROUTE,GENERIC,LIST,ALL command lists all
IPv4 configuration information that is not related to a specific routing protocol. A
sample output with an explanation of the entries follows:

EZZ80531 IPV4 GENERIC CONFIGURATION

TRACE: 2, DEBUG: 3, SADEBUG LEVEL: 0

IPV4 TRACE DESTINATION: /TMP/AMPROUT3.DBG
STACK AFFINITY: TCPCS3

EZ780561 IPV4 GEN INT CONFIGURATION

IFC NAME IFC ADDRESS SUBNET MASK MTU DESTADDR
NSQDIO3L 9.67.120.3 255.255.255.0 576 N/A
CTC3T04 9.67.101.3 255.255.255.0 10000 9.67.101.4
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TRACE
Displays the level of tracing currently in use by OMPROUTE initialization and
IPv4 routing protocols.

DEBUG
Displays the level of debugging currently in use by OMPROUTE initialization
and IPv4 routing protocols.

SADEBUG LEVEL
Displays the level of debugging currently in use by OMPROUTE OSPF SNMP
subagent.

IPV4 TRACE DESTINATION
Indicates the file name of the destination for IPv4 trace, or OMPCTRC if the
destination is the OMPROUTE CTRACE.

Restriction: On the console, the file name is shown in upper case, regardless of
the case of the actual file name.

STACK AFFINITY
Displays the name of the stack on which OMPROUTE is running.

IPV4 GENERIC INTERFACES
Displays the same output as DISPLAY
TCPIP,tcpipjobname ,OMPROUTE,GENERIC,LIST, INTERFACES described in
[‘Configured IPv4 generic interfaces.”|

Configured IPv4 generic interfaces:

The DISPLAY TCPIP,tcpipjobname ,OMPROUTE,GENERIC,LIST, INTERFACES command
lists, for each IPv4 generic interface, the IP address and configured parameters that
are defined to OMPROUTE using the INTERFACE statement. IFS can be used in
place of INTERFACES. A sample output with an explanation of the entries follows:

EZ780561 IPV4 GEN INT CONFIGURATION

IFC NAME IFC ADDRESS SUBNET MASK MTU DESTADDR
NSQDIO3L 9.67.120.3 255.255.255.0 576 N/A
CTC3T04 9.67.101.3 255.255.255.0 10000 9.67.101.4
IFC NAME

The interface link name, as defined using the NAME parameter on the
INTERFACE statement.

IFC ADDRESS
The interface home address, as defined using the IP_ADDRESS parameter on
the INTERFACE statement.

SUBNET MASK
The interface subnet mask, as defined using the SUBNET_MASK parameter on
the INTERFACE statement.

MTU
The interface MTU size, as defined using the MTU parameter on the
INTERFACE statement.

DESTADDR
If the interface is known to be a point-to-point interface and the
DESTINATION_ADDR parameter was coded in the OMPROUTE configuration
file, DESTADDR is the value of the interface DESTINATION_ADDR parameter.
Otherwise, N/A is displayed.

IPv4 generic interfaces:
The DISPLAY TCPIP, tcpname ,OMPROUTE,GENERIC, INTERFACE command displays

current, run-time statistics and parameters related to IPv4 generic interfaces that
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are known to TCP/IP. The keyword IF can be used instead of INTERFACE. A
sample output with an explanation of the entries follows:

EZ78060I IPV4 GENERIC INTERFACES

IFC NAME IFC ADDRESS SUBNET MASK MTU CFG IGN
NSQDIO3L 9.67.120.3 255.255.255.0 576 YES NO
CTC3T01 130.200.1.3 N/A N/A NO YES
VIPAO3 3.3.3.103 N/A N/A NO YES
CTC3T04 9.67.101.3 255.255.255.0 10000 YES NO
IFC NAME

The interface link name.

IFC ADDRESS
The interface home address.

SUBNET MASK
The interface subnet mask. If the interface is being ignored by OMPROUTE,
N/A is displayed.

MTU
The interface MTU size. If the interface is being ignored by OMPROUTE, N/A
is displayed.

CFG
Indicates whether or not the interface was configured to OMPROUTE.

IGN
Indicates whether or not the interface is being ignored by OMPROUTE (the
value of this field can be YES only if CFG=NO, and the value of
GLOBAL_OPTIONS IGNORE_UNDEFINED_INTERFACES is configured to be
YES.)

Examples using the RTTABLE command:

OMPROUTE IPv4 main routing table:

The DISPLAY TCPIP, tcpipjobname,OMPROUTE, RTTABLE command displays all of
the routes in the OMPROUTE IPv4 main routing table. A sample output with an
explanation of the entries follows.

Result: This command displays the contents of the working table that is used by
OMPROUTE,; it does not display the TCP/IP routing table. The OMPROUTE
routing table might contain information that is different from the information in
the TCP/IP routing table. For more information about displaying the contents of
the TCP/IP routing tables, see [“DISPLAY TCPIP,NETSTAT” on page 9.

EZ778471 ROUTING TABLE 796

TYPE  DEST NET MASK COST AGE NEXT HOP(S)
SBNT  2.0.0.0 FFO00000 1 1368 NONE

SPF 2.2.2.0 FFFFFFFC 3 1380 9.67.106.4
SPF 2.2.2.2 FFFFFFFF 3 1380 9.67.106.4
SBNT  3.0.0.0 FFOO0000 1 1549 NONE

SPF 3.3.3.0 FFFFFFFC 2 1561 9.67.102.3
SPF 3.3.3.3 FFFFFFFF 2 1561 9.67.102.3
SBNT  4.0.0.0 FFOO0000 1 1549 NONE

SPF 4.4.4.4 FFFFFFFC 2 1561 9.67.106.4
SPF 4.4.4.4 FFFFFFFF 2 1561 9.67.106.4
SBNT  5.0.0.0 FFO00000 1 1549 NONE

SPF 5.5.5.4 FFFFFFFC 2 1567 9.67.107.5
SPF 5.5.5.5 FFFFFFFF 2 1567 9.67.107.5
SBNT  6.0.0.0 FFO00000 1 1549 NONE

RIP 6.6.6.4 FFFFFFFC 2 30 9.67.103.6
SBNT  7.0.0.0 FFO00000 1 1368 NONE

SPIA= 7.7.7.4 FFFFFFFC 3 1380 9.67.106.4
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DIRx 7.7.7.7 FFFFFFFF 1 1574 VIPALA
SBNT  8.0.0.0 FFO00000 1 1549 NONE

SPF 8.8.8.8 FFFFFFFC 2 1545 9.67.100.8
SPF 8.8.8.8 FFFFFFFF 2 1545 9.67.100.8
SBNT  9.0.0.0 FFO00000 1 1368 NONE

DIR* 9.67.100.0 FFFFFFOO 1 1576 9.67.100.7
SPF 9.67.100.7 FFFFFFFF 2 1545 CTC7T08
SPF 9.67.100.8 FFFFFFFF 1 1572 9.67.100.8
SPF 9.67.101.3 FFFFFFFF 2 1561 9.67.106.4
SPF 9.67.101.4 FFFFFFFF 2 1561 9.67.102.3
DIR* 9.67.102.0 FFFFFFOO 1 1575 9.67.102.7
SPF 9.67.102.3 FFFFFFFF 1 1566 9.67.102.3
SPF 9.67.102.7 FFFFFFFF 2 1561 CTC7703
DIR* 9.67.103.0 FFFFFFOO 1 1575 9.67.103.7
RIP  9.67.103.6 FFFFFFFF 1 30 9.67.103.6
SPF 9.67.105.4 FFFFFFFF 2 1545 9.67.100.8
SPF 9.67.105.8 FFFFFFFF 2 1561 9.67.106.4
DIR* 9.67.106.0 FFFFFFOO 1 1576 9.67.106.7
SPF 9.67.106.4 FFFFFFFF 1 1566 9.67.106.4
SPF 9.67.106.7 FFFFFFFF 2 1561 CTC7T04
DIR* 9.67.107.0 FFFFFFOO 1 1577 9.67.107.7
SPF 9.67.107.5 FFFFFFFF 1 1574 9.67.107.5
SPF 9.67.107.7 FFFFFFFF 2 1566 CTC7T05
SPF 9.67.108.2 FFFFFFFF 2 1380 9.67.106.4
SPF 9.67.108.4 FFFFFFFF 3 1380 9.67.106.4
SBNT  10.0.0.0 FFO00000 1 1368 NONE

SPE2  10.1.1.0 FFFFFFOO O 1379 9.67.106.4
SPE2  10.1.1.1 FFFFFFFF 0 1379 9.67.106.4
SBNT  20.0.0.0 FFO00000 1 1549 NONE

SPE2  20.1.1.0 FFFFFFOO 0 1379 9.67.107.5
SPE2  20.1.1.1 FFFFFFFF 0 1379 9.67.107.5
RIP  30.0.0.0 FFO00000 2 30 9.67.103.6
RIP  30.1.1.0 FFFFFFOO 2 30 9.67.103.6
RIP % 30.1.1.4 FFFFFFFF 2 30 9.67.103.6
RIP % 30.1.1.8 FFFFFFFF 2 30 9.67.103.6
SPE2  130.200.0.0 FFFFO000 O 1379 9.67.100.8 (2)
SPE2  130.200.1.1 FFFFFFFF 0 1379 9.67.102.3
SPE2  130.200.1.18 FFFFFFFF 0 1379 9.67.100.8
SPE2  130.201.0.0 FFFFOO00 0 1379 9.67.100.8 (2)
SPE2  130.202.0.0 FFFFO000 0 1379 9.67.100.8 (2)

O NETS DELETED, 4 NETS INACTIVE
TYPE Indicates how the route was derived:

DFLT Indicates a route defined using the DEFAULT_ROUTE
configuration statement in the OMPROUTE configuration file.

SBNT Indicates that the network is subnetted; such an entry is a
placeholder only.

DIR Indicates a directly connected network, subnet, or host.
RIP  Indicates a route that was learned through the RIP protocol.
DEL Indicates the route has been deleted.

Restriction: Deleted routes are shown in this display only if RIP is
active and only as long as RIP needs to advertise to neighboring
routers that they have been deleted. Deleted routes cannot be
displayed in the detailed routes display.

STAT Indicates a nonreplaceable statically configured route.
SPF  Indicates that the route is an OSPF intra-area route.
SPIA Indicates that the route is an OSPF interarea route.
SPE1 Indicates OSPF external routes (type 1).

58 z/0S V2R1.0 Communications Server: IP System Administrator's Commands



DISPLAY TCPIP,,NETSTAT,ACCESS,NETWORK report

SPE2 Indicates OSPF external routes (type 2)

RNGE Indicates a route type that is an active OSPF area address range
and is not used in forwarding packets.

RSTA Indicates a static route that is defined as replaceable.

An asterisk (*¥) after the route type indicates that the route has a directly
connected backup. A percent sign (%) after the route type indicates that
RIP updates are always accepted for this destination.

DEST NET
Indicates the IP destination.

MASK
Indicates the IP destination subnet mask.

COST Indicates the route cost.
Table 3. OMPROUTE IPv4 Route Type and COST Value mapping

Route Type |COST Value
SPF or SPIA | The OSPF cost of the route.

SPE1 The OSPF cost to get to the AS boundary router or forwarding address that
is used to reach the destination, plus the external cost.

SPE2 The external cost.

RIP The RIP metric.

STAT or

* 0 when the route is direct.

‘A
RST ¢ 1 when the route is indirect.

DIR or SBNT |1
RNGE The OSPF cost of the range.
DFLT 0

AGE Indicates the time that has elapsed since the routing table entry was last
refreshed. For routes that have the route type DEL or RIP, this value
increments by a factor of 10 for each 10-second increase in age. If the
TCP/IP stack enters a storage shortage condition, all routes that have the
route type DEL or RIP are refreshed when the shortage condition is
relieved.

NEXT HOP(S)
Indicates the IP address of the next router on the path toward the
destination. A number in parentheses at the end of the column indicates
the number of equal-cost routes to the destination. Use the DISPLAY
TCPIP,tcpipjobname ,OMPROUTE,RTTABLE,DEST=ip-addr command to obtain a
list of the next hops.

NETS DELETED
Indicates the number of routes that have been deleted from the
OMPROUTE routing table and not replaced. Use the D
TCPIP,OMPROUTE,RTTABLE,DELETED command to list these routes.

NETS INACTIVE
Used for internal debugging purposes only.

Route expansion information for the OMPROUTE 1Pv4 main routing table:
Use the DISPLAY TCPIP tepipjobname, OMPROUTE, RTTABLE, DEST=ip-addr
command to obtain information about a particular route in the OMPROUTE IPv4
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main routing table. When multiple equal-cost routes exist, use this command to
obtain a list of the next hops. A sample output with an explanation of the entries
follows:

Result: This command displays information from the working table that is used by
OMPROUTE,; it does not display the TCP/IP routing table. The OMPROUTE
routing table might contain information that is different from the information in
the TCP/IP routing table. For more information about displaying the contents of
the TCP/IP routing tables, see ['DISPLAY TCPIP,NETSTAT” on page 9.

EZZ78741 ROUTE EXPANSION 370
DESTINATION: 9.68.101.0

MASK: 255.255.255.0
ROUTE TYPE: SPF
DISTANCE: 6
AGE: 1344
NEXT HOP(S): 9.167.100.17 (CTC2)
9.168.100.4 (CTC1)

DESTINATION

Indicates the IP destination.
MASK

Indicates the IP destination subnet mask.
ROUTE TYPE

Indicates how the route was derived:

DFLT Indicates a route defined using the DEFAULT_ROUTE
configuration statement in the OMPROUTE configuration file.

SBNT Indicates that the network is subnetted; such an entry is a
placeholder only.

DIR  Indicates a directly connected network, subnet, or host.

RIP  Indicates a route that was learned through the RIP protocol.
STAT Indicates a nonreplaceable statically configured route.

SPF  Indicates that the route is an OSPF intra-area route.

SPIA Indicates that the route is an OSPF interarea route.

SPE1 Indicates OSPF external routes (type 1).

SPE2 Indicates OSPF external routes (type 2).

RNGE Indicates a route type that is an active OSPF area address range
and is not used in forwarding packets.

RSTA Indicates a static route that is defined as replaceable.

An asterisk (*) after the route type indicates that the route has a directly
connected backup. A percent sign (%) after the route type indicates that
RIP updates are always accepted for this destination.

DISTANCE
Indicates the route cost.

Table 4. OMPROUTE IPv4 Route Type and DISTANCE Value mapping

Route Type Value

SPF or SPIA The OSPF cost of the route.

SPE1 The OSPF cost to get to the AS boundary router or forwarding
address that is used to reach the destination, plus the external cost.
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Table 4. OMPROUTE IPv4 Route Type and DISTANCE Value mapping (continued)

Route Type Value
SPE2 The external cost.
RIP The RIP metric.

STAT or RSTA * (0 when the route is direct.

¢ 1 when the route is indirect.

DIR or SBNT 1
RNGE The OSPF cost of the range.
DFLT 0

AGE Indicates the time that has elapsed since the routing table entry was last
refreshed. For routes that have the route type DEL or RIP, this value
increments by a factor of 10 for each 10-second increase in age. If the
TCP/IP stack enters a storage shortage condition, all routes that have the
route type DEL or RIP are refreshed when the shortage condition is
relieved.

NEXT HOP(S)
Indicates the IP address of the next router and the interface used to reach
that router for each of the paths toward the destination.

All OMPROUTE IPv4 policy-based routing tables:

The DISPLAY TCPIP,tcpipjobname, OMPROUTE, RTTABLE,PRTABLE=ALL command
displays all of the routes in all of the OMPROUTE IPv4 policy-based routing
tables. The dynamic routing parameters configured to the Policy Agent for each
table are displayed following the routes for that table. A sample output with an
explanation of the entries follows.

Results:

* This command displays the contents of the working tables that are used by
OMPROUTE,; it does not display the TCP/IP routing tables. The OMPROUTE
routing tables might contain information that is different from the information in
the TCP/IP routing tables. For more information about displaying the contents
of the TCP/IP routing tables, see ['DISPLAY TCPIP,NETSTAT” on page 9

* If a policy-based routing table is configured with no IPv4 dynamic routing
parameters, OMPROUTE has no knowledge of that routing table for IPv4. The
routing table is not included in the display of OMPROUTE IPv4 policy-based
routing tables.

EZ778471 ROUTING TABLE 796

TABLE NAME: SECLOW1
TYPE  DEST NET MASK COST AGE NEXT HOP(S)
SBNT  3.0.0.0 FFOO0000 1 1549 NONE

SPF 3.3.3.0 FFFFFFFC 2 1561 9.67.102.3
SPF 3.3.3.3 FFFFFFFF 2 1561 9.67.102.3
SPF 9.67.101.4 FFFFFFFF 2 1561 9.67.102.3
DIR* 9.67.102.0 FFFFFFOO 1 1575 9.67.102.7
SPF 9.67.102.3 FFFFFFFF 1 1566 9.67.102.3
SPF 9.67.102.7 FFFFFFFF 2 1561 CTC7T03
SPE2  130.200.1.1 FFFFFFFF 0 1379 9.67.102.3

0 NETS DELETED
DYNAMIC ROUTING PARAMETERS:
INTERFACE: CTC7T03 NEXT HOP: 9.67.102.3

TABLE NAME: SECLOW2
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TYPE  DEST NET MASK COST AGE NEXT HOP(S)
SBNT  8.0.0.0 FFO00000 1 1549 NONE
SPF 8.8.8.8 FFFFFFFC 2 1545 9.67.100.8
SPF 8.8.8.8 FFFFFFFF 2 1545 9.67.100.8
SBNT  9.0.0.0 FF000000 1 1368 NONE
DIR* 9.67.100.0 FFFFFFOO 1 1576 9.67.100.7
SPF 9.67.100.7 FFFFFFFF 2 1545 CTC7T08
SPF 9.67.100.8 FFFFFFFF 1 1572 9.67.100.8
SPF 9.67.105.4 FFFFFFFF 2 1545 9.67.100.8
SPE2  130.200.0.0 FFFFO000 0 1379 9.67.100.8 (2)
SPE2  130.200.1.18 FFFFFFFF 0 1379 9.67.100.8
SPE2  130.201.0.0 FFFFOO00 0 1379 9.67.100.8 (2)
SPE2  130.202.0.0 FFFFO000 0 1379 9.67.100.8 (2)
0 NETS DELETED
DYNAMIC ROUTING PARAMETERS:
INTERFACE: CTC7T08 NEXT HOP: 9.67.100.8
INTERFACE: CTC7T08 NEXT HOP: 9.67.100.15
INTERFACE: =CTC7T09 NEXT HOP: 9.67.201.53
TABLE NAME
Indicates the name of the policy-based routing table.
INTERFACE

Indicates the name of an interface that is specified in a dynamic routing
parameter for the policy-based routing table. If the interface is not currently
defined to the TCP/IP stack as an IPv4 interface or the interface is inactive on
the TCP/IP stack, the name is preceded by an asterisk (*).

NEXT HOP
Indicates the next hop router IP address that is specified in a dynamic routing
parameter for the policy-based routing table. The value ANY is displayed when
no next-hop router IP address is specified for the dynamic routing parameter.

See [“OMPROUTE IPv4 main routing table” on page 57| for additional field
descriptions.

OMPROUTE IPv4 policy-based routing table:

The DISPLAY TCPIP, tcpipjobname,OMPROUTE, RTTABLE,PRTABLE=prname
command displays all of the routes in a single OMPROUTE IPv4 policy-based
routing table. The dynamic routing parameters configured to the Policy Agent for
the table are displayed following the routes for the table. A sample output with
explanation of entries follows.

Results:

* This command displays the contents of the working table that is used by
OMPROUTE; it does not display the TCP/IP routing table. The OMPROUTE
routing table might contain information that is different from the information in
the TCP/IP routing table. For more information about displaying the contents of
the TCP/IP routing tables, see ['DISPLAY TCPIP,NETSTAT” on page 9,

* If a policy-based route table is configured with no IPv4 dynamic routing
parameters, OMPROUTE has no knowledge of that route table for IPv4. You
cannot use that route table with this command.

EZZ78471 ROUTING TABLE 796

TABLE NAME: SECLOW2
TYPE  DEST NET MASK CosT AGE NEXT HOP(S)
SBNT  8.0.0.0 FFOO0000 1 1549 NONE

SPF 8.8.8.8 FFFFFFFC 2 1545 9.67.100.8
SPF 8.8.8.8 FFFFFFFF 2 1545 9.67.100.8
SBNT  9.0.0.0 FFO00000 1 1368 NONE
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DIR* 9.67.100.0 FFFFFFOO 1 1576 9.67.100.7

SPF 9.67.100.7 FFFFFFFF 2 1545 CTC7T08

SPF 9.67.100.8 FFFFFFFF 1 1572 9.67.100.8

SPF 9.67.105.4 FFFFFFFF 2 1545 9.67.100.8

SPE2  130.200.0.0 FFFFO000 0O 1379 9.67.100.8 (2)
SPE2  130.200.1.18 FFFFFFFF 0 1379 9.67.100.8

SPE2  130.201.0.0 FFFFO000 O 1379 9.67.100.8 (2)
SPE2  130.202.0.0 FFFFO000 0O 1379 9.67.100.8 (2)

0 NETS DELETED, O NETS INACTIVE
DYNAMIC ROUTING PARAMETERS:

INTERFACE: CTC7T08 NEXT HOP: 9.67.100.8
INTERFACE: CTC7T08 NEXT HOP: 9.67.100.15
INTERFACE: *CTC7T09 NEXT HOP: 9.67.201.53

See [“All OMPROUTE IPv4 policy-based routing tables” on page 61 for field
descriptions.

Route expansion information for OMPROUTE IPv4 policy-based routing table:

Use the DISPLAY

TCPIP tepipjobname, OMPROUTE, RTTABLE,PRTABLE=prname, DEST=ip-addr
command to obtain information about a particular route in an OMPROUTE IPv4
policy-based routing table. When multiple equal-cost routes exist, use this
command to obtain a list of the next hops. A sample output with explanation of
entries follows.

Results:

* This command displays information from the working table that is used by
OMPROUTE,; it does not display the TCP/IP routing table. The OMPROUTE
routing table might contain information that is different from the information in
the TCP/IP routing table. For more information about displaying the contents of
the TCP/IP routing tables, see ['DISPLAY TCPIP,NETSTAT” on page 9.

* If a policy-based route table is configured with no IPv4 dynamic routing
parameters, OMPROUTE has no knowledge of that route table for IPv4. You
cannot use that route table with this command.

EZZ78741 ROUTE EXPANSION 370

TABLE NAME: SECHIGH

DESTINATION: 9.68.101.0

MASK: 255.255.255.0

ROUTE TYPE: SPF

DISTANCE: 6

AGE: 1344

NEXT HOP(S): 9.167.100.17 (cTc2)
9.168.100.4 (cTc)

TABLE NAME

Indicates the name of the policy-based routing table.

See [‘Route expansion information for the OMPROUTE IPv4 main routing table”|
|on page 59| for additional field descriptions.

Route expansion information for all OMPROUTE 1Pv4 policy-based routing tables:

Use the DISPLAY
TCPIP,tcpipjobname, OMPROUTE, RTTABLE, PRTABLE=ALL,DEST=ip-addr command
to obtain information from all of the OMPROUTE IPv4 policy-based routing tables
about a particular route. When multiple equal-cost routes exist in a table, use this
command to obtain a list of the next hops. A sample output with explanation of
entries follows.

Results:
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¢ This command displays information from the working tables that are used by
OMPROUTE; it does not display the TCP/IP routing tables. The OMPROUTE
routing tables might contain information that is different from the information in
the TCP/IP routing tables. For more information about displaying the contents
of the TCP/IP routing tables, see ['DISPLAY TCPIP,NETSTAT” on page 9

* If a policy-based route table is configured with no IPv4 dynamic routing
parameters, OMPROUTE has no knowledge of that route table for IPv4. The
route table does not appear in the display of OMPROUTE IPv4 route tables.

EZZ78741 ROUTE EXPANSION 370

TABLE NAME: SECHIGH

DESTINATION: 9.68.101.0

MASK: 255.255.255.0

ROUTE TYPE: SPF

DISTANCE: 6

AGE: 1344

NEXT HOP(S): 9.167.100.17 (cTc2)
9.168.100.4 (cTC1)

TABLE NAME: SECLOW

DESTINATION: 9.68.101.0

MASK: 255.255.255.0

ROUTE TYPE: SPF

DISTANCE: 9

AGE: 2854

NEXT HOP(S): 9.169.102.1 (cTC3)

TABLE NAME

Indicates the name of the policy-based routing table.

See [“Route expansion information for the OMPROUTE IPv4 main routing table”|
|on page 59| for additional field descriptions.

Deleted OMPROUTE IPv4 routes:
The DISPLAY TCPIP tcpipjobname,OMPROUTE, RTTABLE,DELETED command
displays the routes that have been deleted from the OMPROUTE IPv4 main
routing table and that have not been replaced or recycled through garbage
collection (garbage collection occurs only when RIP is running). A sample output
follows. Explanation of entries is the same as for the DISPLAY

TCPIP tcpipjobname, OMPROUTE, RTTABLE command (see |“OMPROUTE IPv4 main|
[routing table” on page 57).

The DISPLAY
TCPIP, tepipjobname, OMPROUTE, RTTABLE,PRTABLE=prname, DELETED command
displays the routes that have been deleted from an OMPROUTE IPv4 policy-based
routing table and that have not been replaced or recycled through garbage
collection.
D TCPIP,TCPCS6,0MPROUTE,RTTABLE,DELETED

EZZxxxxI IPV4 DELETED ROUTES

TYPE  DEST NET MASK COST AGE NEXT HOP(S)

DEL 1.2.3.4 FFFFFFFF 16 12 NONE
1 NETS DELETED, 1 NETS INACTIVE

Examples using the IPY60OSPF command:

All IPv6 OSPF information:

The DISPLAY TCPIP tcpipjobname, OMPROUTE,IPV60OSPEALL command displays a
comprehensive list of IPv6 OSPF information. A sample output with explanation of
entries follows:

z/0S V2R1.0 Communications Server: IP System Administrator's Commands



DISPLAY TCPIP,,NETSTAT,ACCESS,NETWORK report

EZZ79701 IPV6 OSPF INFORMATION 322
TRACE6: 0, DEBUG6: 0

STACK AFFINITY TCPCS67

IPV6 OSPF PROTOCOL: ENABLED

IPV6 OSPF ROUTER ID: 67.67.67.67 (*IPV6_OSPF)
DFLT IPV6 OSPF INST ID: 0

EXTERNAL COMPARISON: TYPE 2

AS BOUNDARY CAPABILITY:  ENABLED
IMPORT EXTERNAL ROUTES:  RIP

ORIG. DEFAULT ROUTE: NO

DEMAND CIRCUITS: ENABLED

DR MAX ADJ ATTEMPT: 10

EZ779731 IPV6 OSPF AREAS

AREA ID STUB DFLT-COST IMPORT-PREF DEMAND IFCS NETS RTRS ABRS
6.6.6.6 NO N/A N/A OFF 2 1 4 2
0.0.0.0 NO N/A N/A OFF 2 0 4 2
--AREA RANGES--

AREA ID ADVERTISE PREFIX

6.6.6.6 NO 2001:DB8:0:101::/64

EZZ79581 IPV6 OSPF INTERFACES
NAME AREA TYPE  STATE COST HELLO DEAD NBRS ADJS

VIPA1AG6 6.6.6.6 VIPA N/A 1 N/A  N/A N/A N/A

MPCPTP7T05 0.0.0.0 P-2-MP 16 1 10 40 1 1

NSQDIOIL6 6.6.6.6 BRDCST 32 1 10 40 3 2

VL/0 0.0.0.0 VLINK 16 1 30 180 1 1

EZZ79721 IPV6 OSPF VIRTUAL LINKS

ENDPOINT TRANSIT AREA  STATE COST HELLO DEAD NBRS ADJS

64.64.64.64 6.6.6.6 16 1 30 180 1 1

EZ781291 IPV6 OSPF NEIGHBORS

ROUTER ID STATE LSRXL DBSUM LSREQ HSUP RTR-PRI IFC

65.65.65.65 128 0 0 0 OFF 1 MPCPTP7T05

64.64.64.64 128 0 0 0 OFF 1 NSQDIO1L6

63.63.63.63 128 0 0 0 OFF 1 NSQDIOIL6

68.68.68.68 128 0 0 0 OFF 1 NSQDIOIL6

64.64.64.64 128 0 0 0 OFF 1=

TRACE6
Displays the level of tracing currently in use by OMPROUTE IPv6 routing
protocols.

DEBUG6
Displays the level of debugging currently in use by OMPROUTE IPv6 routing
protocols.

STACK AFFINITY
Displays the name of the stack on which OMPROUTE is running.

IPV6 OSPF PROTOCOL
Displays whether IPv6 OSPF is enabled or disabled.

IPV6 OSPF ROUTER ID
Displays the IPv6 OSPF Router ID and its configuration source. Possible
sources are:

¢ OMPROUTE configuration statement (denoted by a prefixed asterisk "*")
that has the RouterID parameter specified:

1. IPV6_OSPF

2. ROUTERID (if the IPv6 router ID was inherited from the router ID
specified for IPv4)
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3. OSPF (if the IPv6 router ID was inherited from the router ID specified
for IPv4)

* The name of the IPv4 interface that was used by OMPROUTE to set the
router ID. This indicates that you did not specify an IPv6 router ID, so the
IPv6 router ID was inherited from the IPv4 router ID, which had been
defaulted by OMPROUTE to the IP address assigned to an IPv4 interface.

For more information about assigned and configured router IDs, see |Steps fo;l
configuring OSPF and RIP (IPv4 and IPv6)|in the [z/OS Communications|
Server: IP Configuration Guide]

DFLT IPV6 OSPF INST ID
Displays the default value for the OSPF protocol instance identifier for
IPV6_OSPF_INTERFACEs .

EXTERNAL COMPARISON
Displays the external route type used by IPv6 OSPF when importing external
information into the IPv6 OSPF domain and when comparing IPv6 OSPF
external routes to IPv6 RIP routes.

AS BOUNDARY CAPABILITY
Indicates whether external routes are imported into the IPv6 OSPF domain.

IMPORT EXTERNAL ROUTES
Indicates the types of external routes that are imported into the IPv6 OSPF
domain. Displayed only when AS Boundary Capability is enabled.

ORIG DEFAULT ROUTE
Indicates whether a default route is originated into the IPv6 OSPF domain.
Orig Default Route is displayed only when AS Boundary Capability is enabled.

DEFAULT ROUTE COST
Displays the cost and type of the default route (if originated). Default Route
Cost is displayed only when AS Boundary Capability is enabled and Orig
Default Route is Always.

DEFAULT FORWARD ADDR
Displays the forwarding address specified in the default route (if originated).
Default Forwarding Address is displayed only when AS Boundary Capability
is enabled and Orig Default Route is Always.

LEARN HIGHER COST DFLT
Indicates whether IPv6 OSPF will learn default routes from inbound packets
when their cost is higher than the default route originated by this host. This
parameter is displayed only when AS Boundary Capability is enabled and Orig
Default Route is Always.

DEMAND CIRCUITS
Indicates whether demand circuit support is available for IPv6 OSPF interfaces.

DR MAX ADJ ATTEMPT

Establishes a threshold value for maximum number of adjacency attempts to a
neighboring designated router. It is used for reporting and controlling futile
neighbor state loops. For information about futile neighbor state loops, see the
futile neighbor state loops|information in the |z/OS Communications Server: IP|
Configuration Guide}

The remainder of the DISPLAY TCPIP,tcpipjobname,OMPROUTE, IPV60SPF,ALL output
is described in the following sections.

IPv6 OSPF area statistics and parameters:
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The DISPLAY TCPIP, tcpipjobname, OMPROUTE,IPV60OSPF, AREASUM command
displays the statistics and parameters for all IPv6 OSPF areas attached to the
router. A sample output with an explanation of entries follows:

EZZ79731 IPV6 OSPF AREAS 536

AREA 1D STUB DFLT-COST IMPORT-PREF DEMAND IFCS NETS RTRS ABRS
6.6.6.6 NO N/A N/A OFF 2 1 4 2
0.0.0.0 NO N/A N/A OFF 2 0 4 2
--AREA RANGES--
AREA 1D ADVERTISE PREFIX
6.6.6.6 NO 2001:DB8:0:101::/64
AREA ID

Indicates the ID of the area.
STUB

Indicates whether the area is a stub area.
DFLT-COST

Displays the cost of the default route configured for the stub area.

IMPORT-PREF
Indicates whether Inter-Area Prefix LSAs are to be imported into the stub area.

DEMAND
Indicates whether demand circuits are supported in this area. This is ON when
every router in the area supports demand circuits, otherwise it is OFF.

IFCS
Indicates the number of router interfaces attached to the particular area. These
interfaces are not necessarily functional.

NETS
Indicates the number of transit networks that have been found while doing the
SPF tree calculation for this area.

RTRS
Indicates the number of routers that have been found when doing the SPF tree
calculation for this area.

ABRS
Indicates the number of area border routers that have been found when doing
the SPF tree calculation for this area.

AREA RANGES
Indicates that information about ranges configured for this area follows.

ADVERTISE
Indicates whether a given range within an area is to be advertised into other
areas.

PREFIX
Displays the prefix and prefix length for a given range within an area.

IPv6 OSPF interface statistics and parameters:

The DISPLAY TCPIP, tcpipjobname, OMPROUTE,IPV60OSPEINTERFACE NAME=if-
name,ID=if-id command displays current, run-time statistics and parameters related
to IPv6 OSPF interfaces. (The keyword IF can be substituted for INTERFACE.)
Either the NAME= parameter or the ID= parameter can be specified, but not both.
If no NAME-= or ID= parameter is given (see Example 1), a single line is printed
summarizing each interface. If NAME= or ID= parameter is given (see Example 2),
detailed statistics for that interface are displayed. Sample outputs with an
explanation of entries follow:
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----Example 1 ----
EZ779581 IPV6 OSPF INTERFACES 575
NAME AREA TYPE ~ STATE COST HELLO DEAD NBRS ADJS
VIPA1AG6 6.6.6.6 VIPA N/A 1 N/A  N/A N/A N/A
MPCPTP7T05 0.0.0.0 P-2-MP 16 1 10 40 1 1
NSQDIO1L6 6.6.6.6 BRDCST 32 1 10 40 3 2
0SAGBE1 3.3.3.3 BRDCST 32 1 10 40 4 2
0SAGBE?2 3.3.3.3 BRDCST 2 1 10 40 0 0
VL/0 0.0.0.0 VLINK 16 1 30 180 1 1
NAME

Displays the interface name.
AREA

Attached area ID.
TYPE

Can be one of the following value:
TYPE Description
BRDCST Broadcast interface
P-2-MP Point-to-multipoint interface
VLINK OSPF virtual link
VIPA Virtual IP address link
STATE

Can be one of the following vaule:
STATE Description
1 Down
1* Suspend - This state is not described in RFC2328. The interface is suspended

because of a MODIFY command or because it was unable to establish an
adjacency with a neighboring designated router after having exceeded the futile
neighbor state loop threshold (DR_Max_Adj_Attempt). For information on futile
neighbor state loops, see the [futile neighbor state loops|information in the
[Communications Server: IP Configuration Guide}

Backup
4 Looped back
8 Waiting
16 Point-to-point
32 DR other
64 Backup DR
128 Designated router

For more information about these values, see RFC 1583 (OSPF Version 2).

cosT
Indicates the cost (or metric) associated with the interface.

HELLO
Indicates the number of seconds between Hello packets sent from the interface.

DEAD
Indicates the number of seconds after not having received an OSPF Hello
packet, that a neighbor is declared to be down.
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NBRS
Number of neighbors. This is the number of routers whose hellos have been
received.

ADJS
Number of adjacencies. This is the number of neighbors in state Exchange or
greater. These are the neighbors with whom the router has synchronized or is
in the process of synchronization.

----Example 2 ----

EZZ79591 IPV6 OSPF INTERFACE DETAIL 677
INTERFACE NAME: NSQDIO1L6

INTERFACE 1ID: 20

INSTANCE ID: 0

INTERFACE ADDRESS: FE80::7
2001:DB8:0:120::7
INTERFACE PREFIX:  STAT 2001:DB8:0:120::/64

ATTACHED AREA: 6.6.6.6

INTERFACE TYPE: BRDCST

STATE: 32

DESIGNATED ROUTER: 68.68.68.68

BACKUP DR: 64.64.64.64

DR PRIORITY: 1 HELLO INTERVAL: 10 RXMT INTERVAL: 5
DEAD INTERVAL: 40 TX DELAY: 1 POLL INTERVAL: N/A
DEMAND CIRCUIT: OFF HELLO SUPPRESS: N/A SUPPRESS REQ: N/A
MTU: 9000 COST: 1 DB_EX INTERVAL: 40
# NEIGHBORS: 3 # ADJACENCIES: 2 # FULL ADJS.: 2
# MCAST FLOODS: 7 # MCAST ACKS: 9 # MAX ADJ. RESETS: 0

# ERR PKTS RCVD: 0

NETWORK CAPABILITIES:
BROADCAST
DEMAND-CIRCUITS
MULTICAST

INTERFACE NAME
Displays the interface name.

INTERFACE ID
Number that uniquely identifies the interface among the collection of all OSPF
interfaces on this TCP/IP stack.

INSTANCE ID
The IPv6 OSPF Instance ID for this interface.

INTERFACE ADDRESS
Indicates the IP addresses that have been learned from the TCP/IP stack for
the interface.

INTERFACE PREFIX
Lists the prefixes of the interface. RADV indicates the prefix was learned
through IPv6 Router Discovery. STAT indicates it was statically defined to this
interface using the PREFIX parameter of the IPV6_OSPF_INTERFACE
statement. OSPF indicates it was learned using the OSPF protocol.

ATTACHED AREA
Attached area ID.

INTERFACE TYPE
Can be one of the following value:

INTERFACE TYPE Description
BRDCST Broadcast interface
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INTERFACE TYPE Description

P-2-MP Point-to-multipoint interface
VLINK OSPF virtual link

VIPA Virtual IP address link
STATE

Can be one of the following value:

STATE | Description

1 Down

1* Suspend - This state is not described in RFC2328. The interface is suspended
because of a MODIFY command or because it was unable to establish an
adjacency with a neighboring designated router after having exceeded the futile
neighbor state loop threshold (DR_Max_Adj_Attempt). For information on futile
neighbor state loops, see the [futile neighbor state loops|information in the
[Communications Server: IP Configuration Guide]

Backup

4 Looped back
Waiting

16 Point-to-point

32 DR other

64 Backup DR

128 Designated router

For more information about these values, see RFC 1583 (OSPF Version 2).

DESIGNATED ROUTER
Router ID of the designated router.

BACKUP DR
Router ID of the backup designated router.

DR PRIORITY
Displays the interface router priority used when selecting the designated
router. A higher value indicates that this OMPROUTE is more likely to become
the designated router. A value of 0 indicates that OMPROUTE never becomes
the designated router.

HELLO INTERVAL
Indicates the number of seconds between Hello packets sent from the interface.

RXMT INTERVAL
Displays the frequency (in seconds) of retransmitting link state update packets,
link state request packets, and database description packets.

DEAD INTERVAL
Indicates the number of seconds after not having received an OSPF Hello
packet, that a neighbor is declared to be down.

TX DELAY
Displays the transmission delay value (in seconds). As each link state
advertisement is sent out through this interface, it is aged by this value.

POLL INTERVAL
Displays the poll interval value.
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DEMAND CIRCUIT
Displays the current demand circuit status.

HELLO SUPPRESS
Displays whether Hello Suppression is currently on or off.

SUPPRESS REQ
Displays whether Hello Suppression was requested for this interface.

MTU
Indicates the value of the Maximum Transmission Unit.

cosT
Indicates the cost (or metric) associated with the interface.

DB_EX INTERVAL
Indicates the number of seconds to allow the database exchange to complete.

# NEIGHBORS
Number of neighbors. This is the number of routers whose hellos have been
received.

# ADJACENCIES
Number of adjacencies. This is the number of neighbors in state Exchange or
greater. These are the neighbors with whom the router has synchronized or is
in the process of synchronization.

# FULL ADJS
Number of full adjacencies. This is the number of neighbors whose state is Full
(and therefore with which the router has synchronized databases).

# MAX ADJ. RESETS
The total number of times that the maximum threshold value for adjacency
attempts (see the DR MAX AD] ATTEMPT field) with a neighboring
designated router has been reset. A value of N/A indicates that the field is not
applicable for that interface, based on the interface type that is used to reach a
neighbor. See the [types of interfaces supported by OMPROUTE| information in
[z/OS Communications Server: IP Configuration Reference| for the types of
interfaces that support the futile neighbor state loop detection for OSPF.

# MCAST FLOODS
Number of link state updates that flooded the interface (not counting
retransmissions).

# MCAST ACKS
Number of link state acknowledgments that flooded the interface (not counting
retransmissions).

# ERR PKTS RCVD
Number of the packets received on the interface that contain errors. These
errors include bad packet type, bad length, bad checksum, or other errors.

NETWORK CAPABILITIES
Displays the capabilities of the interface.

IPv6 OSPF virtual link statistics and parameters:

The DISPLAY TCPIP,tcpipjobname,OMPROUTE,IPV60OSPE VLINK,ENDPT=router-id
command displays current, run-time statistics and parameters related to IPv6 OSPF
virtual links. If no ENDPT= parameter is given (see Example 1), a single line is
printed summarizing each virtual link. If ENDPT= parameter is given (see
Example 2), detailed statistics for that virtual link is displayed. Sample outputs
with an explanation of entries follow:
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----Example 1 ----

EZZ79721 IPV6 OSPF VIRTUAL LINKS 703

ENDPOINT TRANSIT AREA  STATE COST HELLO DEAD NBRS ADJS
64.64.64.64 6.6.6.6 16 1 30 180 1 1
ENDPOINT

Indicates the router ID of the virtual neighbor (other endpoint).

TRANSIT AREA
Indicates the non-backbone, non-stub area through which the virtual link is

configured.
STATE
Can be one of the following value:
STATE Description
1 Down
16 Point-to-point

For more information about these values, see RFC 1583 (OSPF Version 2).

cosT
Indicates the cost (or metric) associated with the virtual link.

HELLO
Indicates the number of seconds between Hello packets sent from the virtual
link.

DEAD
Indicates the number of seconds after not having received an OSPF Hello
packet, that a neighbor is declared to be down.

NBRS
Number of neighbors. This is the number of routers whose hellos have been
received.

ADJS
Number of adjacencies. This is the number of neighbors in state Exchange or
greater. These are the neighbors with whom the router has synchronized or is
in the process of synchronization.

----Example 2 ----

EZZ79711 IPV6 VIRTUAL LINK DETAILS 713

VIRTUAL LINK ENDPOINT: 64.64.64.64

PHYSICAL INTERFACE NAME:  NSQDIO1L6

VL TRANSIT AREA: 6.6.6.6

STATE: 16

HELLO INTERVAL: 30 DEAD INTERVAL: 180 DB_EX INTERVAL: 180
RXMT INTERVAL: 10 TX DELAY: 5 COST: 1
DEMAND CIRCUIT: ON HELLO SUPPRESS: OFF  SUPPRESS REQ: ON
# NEIGHBORS: 1 # ADJACENCIES: 1 # FULL ADJS.: 1

VIRTUAL LINK ENDPOINT
Indicates the router ID of the virtual neighbor (other endpoint).

PHYSICAL INTERFACE NAME
Indicates the name of the physical interface being used by the virtual link.

VL TRANSIT AREA
Indicates the non-backbone, non-stub area through which the virtual link is
configured.
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STATE
Can be one of the following value:
STATE Description
1 Down
16 Point-to-point

For more information about these values, see RFC 1583 (OSPF Version 2).

HELLO INTERVAL
Indicates the number of seconds between Hello packets sent from the virtual
link.

DEAD INTERVAL
Indicates the number of seconds after not having received an OSPF Hello
packet, that a neighbor is declared to be down.

DB_EX INTERVAL
Indicates the number of seconds to allow the database exchange to complete.

RXMT INTERVAL
Displays the frequency (in seconds) of retransmitting link state update packets,
link state request packets, and database description packets.

TX DELAY
Displays the transmission delay value (in seconds). As each link state
advertisement is sent out through this interface, it is aged by this value.

cosT
Indicates the cost (or metric) associated with the virtual link.

DEMAND CIRCUIT
Displays the current demand circuit status.

HELLO SUPPRESS
Displays whether Hello Suppression is currently on or off.

SUPPRESS REQ
Displays whether Hello Suppression was requested for this interface.

# NEIGHBORS
Number of neighbors. This is the number of routers whose hellos have been
received.

# ADJACENCIES
Number of adjacencies. This is the number of neighbors in state Exchange or
greater. These are the neighbors with whom the router has synchronized or is
in the process of synchronization.

# FULL ADJS
Number of full adjacencies. This is the number of neighbors whose state is Full
(and therefore with which the router has synchronized databases).

IPv6 OSPF neighbor statistics and parameters:

The DISPLAY TCPIP, tcpipjobname, OMPROUTE,IPV6OSPENEIGHBOR, ID=router-

id IINAME=if_name command displays the statistics and parameters related to

IPv6 OSPF neighbors. (The keyword NBR can be substituted for NEIGHBOR.)

* If no ID= parameter is given (see Example 1), a single line is printed
summarizing each neighbor.

* If an ID= parameter is given (see Example 2), detailed statistics for that neighbor
are displayed.
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* If the neighbor specified by the ID= parameter has more than one neighbor
relationship with OMPROUTE (for example if there are multiple IPv6 OSPF
links connecting them), the IEINAME= parameter can be used to specify which
link's adjacency to examine (for an adjacency over a virtual link, specify

IFNAME=%).

See the following sample outputs with an explanation of entries:
----Example 1 ----
EZ781291 IPV6 OSPF NEIGHBORS 715
ROUTER ID STATE LSRXL DBSUM LSREQ HSUP RTR-PRI IFC
65.65.65.65 128 0 0 6 OFF 1 MPCPTP7T05
63.63.63.63 8 0 0 0 OFF 1 NSQDIOIL6
64.64.64.64 128 0 0 0 OFF 1 NSQDIOIL6
68.68.68.68 128 0 0 0 OFF 1 NSQDIOIL6
64.64.64.64 128 0 0 0 OFF 1=
ROUTER ID

Displays the neighbor's OSPF router ID.
STATE

Can be one of the following value:
STATE Description
1 Down
2 Attempt
4 Init
8 2-Way
16 ExStart
32 Exchange
64 Loading
128 Full

For more information about these values, see REC 1583 (OSPF Version 2).

LSRXL
Displays the size of the current link state retransmission list for this neighbor.

DBSUM
Displays the size of the database summary list waiting to be sent to the
neighbor.

LSREQ
Displays the number of link state advertisements that are being requested from
the neighbor.

HSUP
Displays whether hello suppression is active with the neighbor.

RTR-PRI
Displays the neighbor's router priority. Higher router priority indicates that it
is more likely to become a designated router. A router priority of 0 indicates
that the neighbor is not eligible to become designated router. N/A indicates
the neighbor is not on a multi-access link; therefore, no designated router is
required.

IFC
Displays the name of the interface over which a relationship has been
established with this neighbor. An asterisk (*) displayed in this column
indicates that the neighbor relationship has been established over a virtual link.

74  z/0S V2R1.0 Communications Server: IP System Administrator's Commands



DISPLAY TCPIP,,NETSTAT,ACCESS,NETWORK report

----Example 2 ----
EZ78130I IPV6 OSPF NEIGHBOR DETAILS 737
NEIGHBOR IP ADDRESS: FE80::4

OSPF ROUTER 1ID: 64.64.64.64

NEIGHBOR STATE: 128

PHYSICAL INTERFACE: NSQDIOLL6

DR CHOICE: 68.68.68.68

BACKUP CHOICE: 64.64.64.64

DR PRIORITY: 1

NBR OPTIONS: V6,E,R (0X0013)

DB SUMM QLEN: 0 LS RXMT QLEN: 0 LS REQ QLEN: 0
LAST HELLO: 5 NO HELLO: OFF

# LS RXMITS: 1 # DIRECT ACKS: 5 # DUP LS RCVD: 4
# OLD LS RCVD: 0 # DUP ACKS RCVD: 3 # ADJ. RESETS: 1
# ERR LS RCVD: 0

NEIGHBOR IP ADDRESS
Displays the link-local IP address of the neighbor's interface to the common
link.

OSPF ROUTER ID
Displays the neighbor's OSPF router ID.

NEIGHBOR STATE
Can be one of the following value:

NEIGHBOR STATE | Description
1 Down

2 Attempt

4 Init

8 2-Way

16 ExStart

32 Exchange
64 Loading
128 Full

For more information about these values, see RFC 1583 (OSPF Version 2).

PHYSICAL INTERFACE
Displays the name of the interface over which a relationship has been
established with this neighbor.

DR CHOICE, BACKUP CHOICE, DR PRIORITY
Indicate the values seen in the last hello message received from the neighbor.
N/A indicates that the neighbor is not on a multiaccess link; therefore, no
designated router is required.

NBR OPTIONS
Indicates the optional OSPF capabilities supported by the neighbor. These
capabilities are denoted by:

NBR OPTIONS | Description

V6 The router can be used in IPv6 routing calculations.

E Processes AS External LSAs. When this is not set, the area to which the
common network belongs has been configured as a stub.

MC RFC 1584 (Multicast Extensions to OSPF) is supported. This value is
never set by OMPROUTE but can be received from other routers.
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NBR OPTIONS | Description

N Describes the handling of Type-7 LSAs - Multicast OSPF. This value is
never set by OMPROUTE but might be received from other routers.

R Is an active router. Routes that transit the neighbor can be computed.

DC RFC 1793 (Extending OSPF to Support Demand Circuits) is supported.

This field is valid only for those neighbors in state Exchange or greater.

DB SUMM QLEN
Indicates the number of advertisements waiting to be summarized in Database
Description packets. It must be 0 except when the neighbor is in state
Exchange.

LS RXMT QLEN
Indicates the number of advertisements that have been flooded to the neighbor,
but not yet acknowledged.

LS REQ QLEN
Indicates the number of advertisements that are being requested from the
neighbor in state Loading.

LAST HELLO
Indicates the number of seconds since a hello message has been received from
the neighbor. If the TCP/IP stack enters a storage shortage condition, this
value is reset to 0 when the shortage condition is relieved.

NO HELLO
Indicates whether Hello Suppression is active with the neighbor.
# LS RXMITS

Indicates the number of retransmissions that have occurred during flooding.

# DIRECT ACKS
Indicates the number of acknowledgements sent in response to duplicate link
state advertisements.

# DUP LS RCVD
Indicates the number of duplicate retransmissions that have occurred during
flooding.

# OLD LS RCVD
Indicates the number of old advertisements received during flooding.

# DUP ACKS RCVD
Indicates the number of duplicate acknowledgments received.

# ADJ. RESETS
Indicates the number of times the neighbor has transitioned down to ExStart

state.

# ERR LS RVCD
Number of the link state advertisements received from the neighbor that are
unexpected or that contain errors. These errors include bad advertisement type,
bad length, bad checksum, or other errors.

IPv6 OSPF link state database statistics:

The DISPLAY TCPIP, tcpipjobname, OMPROUTE,IPV60OSPF,DBSIZE command
displays the number of LSAs currently in the link state database, categorized by
type. The following example is a sample output:
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EZ781281 IPV6 OSPF LS DATABASE SIZE 841

TYPE 1 EXTERNAL ROUTES: 0
TYPE 2 EXTERNAL ROUTES: 0

# ROUTER-LSAS: 8

# NETWORK-LSAS: 1

# INTER-AREA PREFIX LSAS: 50
# INTER-AREA ROUTER LSAS: 6

# AS EXTERNAL-LSAS: 6

# LINK LSAS: 6

# INTRA-AREA PREFIX LSAS: 21
# UNKNOWN LSAS: 0

# INTRA-AREA ROUTES: 24
# INTER-AREA ROUTES: 0

#

#

IPv6 OSPF link state advertisement:
The following command displays the contents of a single link state advertisement
contained in the IPv6 OSPF database:

DISPLAY TCPIP, tcpipjobname,OMPROUTE,IPV60OSPE LSA,LSTYPE=Is-
type, LSID=Isid ORIG=ad-router, AREAID=area-id IFINAME=if_name

For a summary of all non-external advertisements in the IPv6 OSPF database, use
the following command: DISPLAY
TCPIP, tepipjobname, OMPROUTE,IPV60OSPF,DATABASE, AREAID=area-id

For a summary of all external advertisements in the IPv6 OSPF database, use the
following command: DISPLAY
TCPIP, tepipjobname, OMPROUTE,IPV60OSPEEXTERNAL

The following example shows a sample output of a Router LSA with an
explanation of entries:

EZ778801 LSA DETAILS 834

LS AGE: 61
LS TYPE: 0X2001 (ROUTER LSA)
LS ID: 0

LS ORIGINATOR:  64.64.64.64
LS SEQUENCE NO: 0X8000000F

LS CHECKSUM: 0X3886
LS LENGTH: 40
ROUTER TYPE: (0X01) ABR
LS OPTIONS: (0X000033) V6,E,R,DC
INTERFACES:
TYPE METRIC INTERFACE ID  NBR INTERFACE ID  NBR ROUTER ID
2 1 16 14 68.68.68.68

LS AGE
The time, in seconds, since the LSA was originated. An asterisk (*) displayed
beside the age value indicates that the originator is supporting demand circuits
and has indicated that this LSA should not be aged.

LS TYPE
Classifies the advertisement and dictates its contents. LS Type values are
hexadecimal values.

LS TYPE Description

0x2001 Router LSA, has area scope.

0x2002 Network LSA, has area scope.

0x2003 Inter-Area Prefix LSA, has area scope.
0x2004 Inter-Area Router LSA, has area scope.

Chapter 1. Operator commands and system administration 77



DISPLAY TCPIP,,NETSTAT,ACCESS,NETWORK report

LS TYPE Description

0x4005 AS External LSA, has global scope throughout the IPv6 OSPF autonomous
sytem.

0x0008 Link LSA, has link scope.

0x2009 Intra-Area Prefix LSA, has area scope.

LS ID

Together with LS Type and LS Originator, uniquely identifies the LSA in the
link state database.

LS ORIGINATOR
The Router ID of the router that originated the LSA.

LS SEQUENCE NO
Used to detect old or duplicate LSAs. Successive instances of an LSA are given
successive LS sequence numbers.

LS CHECKSUM
The Fletcher checksum of the complete contents of the LSA, including the LSA

header but excluding the LS age field.

LS LENGTH

The length in bytes of the LSA, including the 20-byte LSA header.

ROUTER TYPE

Indicates the level of function of the advertising router and can be one of the
following type:

ROUTER

TYPE Description

ASBR The router is an AS boundary router.

ABR The router is an area border router.

\% The router is an endpoint of one of more fully adjacent virtual links having
the described area as transit area.

W The router is a wildcard multicast receiver (OMPROUTE will never set the W
option on its own Router LSAs).

LS OPTIONS

Indicates the optional OSPF capabilities supported by the piece of the routing
domain described by the advertisement, denoted by:

LS

OPTIONS | Description

A\ The information in the LSA can be used in IPv6 routing calculations.

E Processes AS External LSAs. When this is not set, the area to which the
advertisement belongs has been configured as a stub.

MC RFC 1584 (Multicast Extensions to OSPF) is supported. This value is never set
by OMPROUTE but can be received from other routers.

N Describes the handling of Type-7 LSAs - Multicast OSPF. This value is never
set by OMPROUTE but can be received from other routers.

R Routes can be computed which transit the advertising node.

DC RFC 1793 (Extending OSPF to Support Demand Circuits) is supported.
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INTERFACES
Subheader indicating that information about interfaces advertised on this
Router LSA follows.

TYPE
The kind of interface being described:

TYPE |Description

1 Point-to-point connection to another router
2 Connection to a transit network

4 Virtual link

METRIC

The cost of using this router interface, for outbound traffic.

INTERFACE ID
The interface ID assigned to the interface being described.

NBR INTERFACE ID
The interface ID that the neighbor router (or, for Type 2 interfaces, the link's
designated router) has been advertising in hello packets sent on the link.

NBR ROUTER ID
The Router ID of the neighbor router, or, for Type 2 interfaces, the link's
designated router.

The following example shows a sample output of a Network LSA with an
explanation of entries:

EZ778801 LSA DETAILS 877

LS AGE: 268
LS TYPE: 0X2002 (NETWORK LSA)
LS ID: 14

LS ORIGINATOR:  68.68.68.68
LS SEQUENCE NO: 0X80000003

LS CHECKSUM: 0X774C
LS LENGTH: 40
LS OPTIONS: (0X000033) V6,E,R,DC
ATTACHED ROUTERS:
68.68.68.68 67.67.67.67 64.64.64.64 63.63.63.63

LS AGE, LS TYPE, LS ID, LS ORIGINATOR, LS SEQUENCE NO, LS CHECKSUM, LS
LENGTH, LS OPTIONS
See descriptions for these values in the Router LSA sample in [“IPv6 OSPF link|
[state advertisement” on page 77

ATTACHED ROUTERS
The Router IDs of each of the routers attached to the link. This includes the
Designated Router and all routers that are fully adjacent to the Designated
Router.

The following example shows a sample output of an Inter-Area Prefix LSA with an
explanation of entries:

EZ778801 LSA DETAILS 881

LS AGE: 58
LS TYPE: 0X2003 (INTER-AREA PREFIX LSA)
LS ID: 23

LS ORIGINATOR:  64.64.64.64
LS SEQUENCE NO: 0X80000002
LS CHECKSUM: 0X1C69
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LS LENGTH: 44
PREFIX: 2001:DB8:0:120::7/128
PREFIX-OPTIONS: (0X00)
METRIC: 1
LS AGE, LS TYPE, LS ID, LS ORIGINATOR, LS SEQUENCE NO, LS CHECKSUM, LS

LENGTH
See descriptions for these values in the Router LSA sample in [IPv6 OSPF link|
[state advertisement” on page 77|

PREFIX
The prefix being described by the LSA.

PREFIX OPTIONS
The optional capabilities of the prefix including the following values:

PREFIX

OPTIONS Description

NU The prefix should be excluded from IPv6 unicast calculations.

LA The prefix is actually an IPv6 interface address of the advertising router.
MC The prefix should be included in IPv6 multicast routing calculations.

P On NSSA area prefixes, the prefix should be readvertised at the NSSA area

border. OMPROUTE cannot be an NSSA area router.

METRIC
The cost of the route from the LSA originator to the prefix being described by
the LSA.

The following example shows a sample output of an Inter-Area Router LSA with
an explanation of entries:

EZ778801 LSA DETAILS 933

LS AGE: *8
LS TYPE: 0X2004 (INTER-AREA ROUTER LSA)
LS ID: 2

LS ORIGINATOR:  64.64.64.64
LS SEQUENCE NO: 0X80000001

LS CHECKSUM: 0X9859

LS LENGTH: 32

LS OPTIONS: (0X000033) V6,E,R,DC
ROUTER 1ID: 68.68.68.68

METRIC: 1

LS AGE, LS TYPE, LS ID, LS ORIGINATOR, LS SEQUENCE NO, LS CHECKSUM, LS
LENGTH, LS OPTIONS
See descriptions for these values in the Router LSA sample in [“IPv6 OSPF link|
[state advertisement” on page 77|

ROUTER ID
The Router ID of the router being described by the LSA.

METRIC
The cost of the route from the LSA originator to the router being described by
the LSA.

The following example shows a sample output of an AS External LSA with an
explanation of entries:

EZ778801 LSA DETAILS 207

LS AGE: 33
LS TYPE: 0X4005 (AS EXTERNAL LSA)
LS ID: 4
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LS ORIGINATOR:  67.67.67.67
LS SEQUENCE NO: 0X80000001

LS CHECKSUM: 0X4D64

LS LENGTH: 36

METRIC: 2

METRIC TYPE: 2

PREFIX-OPTIONS: (0X00)

PREFIX: 2001:DB8:0:A1B::/64

LS AGE, LS TYPE, LS ID, LS ORIGINATOR, LS SEQUENCE NO, LS CHECKSUM, LS
LENGTH
See descriptions for these values in the Router LSA sample in [“IPv6 OSPF link|
[state advertisement” on page 77

METRIC
The cost of the route from the LSA originator to the prefix being described by
the LSA.

METRIC TYPE
Whether the specified metric is a Type 1 or Type 2 external metric.

PREFIX OPTIONS
The optional capabilities of the prefix including the following values:

PREFIX

OPTIONS Description

NU The prefix should be excluded from IPv6 unicast calculations.

LA The prefix is actually an IPv6 interface address of the advertising router.
MC The prefix should be included in IPv6 multicast routing calculations.

P On NSSA area prefixes, the prefix should be readvertised at the NSSA area

border. OMPROUTE cannot be an NSSA area router.

PREFIX
The prefix being described by the LSA.

FORWARD ADDR
Optional field. If included, data traffic for the advertised destination should be
forwarded to this address.

ROUTE TAG
Optional field. If included, communicates additional information between AS
boundary routers.

REF TYPE,REF LS ID
Optional fields. If included, additional information concerning the advertised
external route can be found in the LSA having LS type of REF TYPE, Link
State ID of REF LS ID, and LS Originator the same as specified in this LSA.

The following example shows a sample output of a Link LSA with an explanation
of entries:

EZ778801 LSA DETAILS 911

LS AGE: 2
LS TYPE: 0X0008 (LINK LSA)
LS ID: 34

LS ORIGINATOR:  63.63.63.63
LS SEQUENCE NO: 0X80000003

LS CHECKSUM: OX34E8
LS LENGTH: 56
LS OPTIONS: (0X000033) V6,E,R,DC

LINK LOCAL ADDR: FE80::3
ROUTER PRIORITY: 1
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# PREFIXES: 1
PREFIX-OPTIONS PREFIX
(0Xx00) 2001:DB8:0:120::/64

LS AGE, LS TYPE, LS ID, LS ORIGINATOR, LS SEQUENCE NO, LS CHECKSUM, LS
LENGTH, LS OPTIONS
See descriptions for these values in the Router LSA sample in [IPv6 OSPF link|
[state advertisement” on page 77|

LINK LOCAL ADDR
The originating router's link-local address on the link.

ROUTER PRIORITY
The router priority of the interface attaching the originating router to the link.
Used in electing Designated Router.

# PREFIXES
The number of IPv6 address prefixes contained in the LSA.

PREFIX OPTIONS
The optional capabilities of the prefix:

PREFIX

OPTIONS Description

NU The prefix should be excluded from IPv6 unicast calculations.

LA The prefix is actually an IPv6 interface address of the advertising router.

MC The prefix should be included in IPv6 multicast routing calculations.

P On NSSA area prefixes, the prefix should be readvertised at the NSSA area
border. OMPROUTE cannot be an NSSA area router.

PREFIX

An IPv6 prefix to be associated with the link.

The following example shows a a sample output of an Intra-Area Prefix LSA with
an explanation of entries:

EZ778801 LSA DETAILS 913

LS AGE: 32
LS TYPE: 0X2009 (INTRA-AREA PREFIX LSA)
LS ID: 14

LS ORIGINATOR:  68.68.68.68
LS SEQUENCE NO: 0X80000004

LS CHECKSUM: OX6ECA
LS LENGTH: 52
# PREFIXES: 1
REF LS TYPE: 0X2001
REF LS 1ID: 0
REF ORIG: 68.68.68.68
METRIC PREFIX-OPTIONS PREFIX
0 (0X02) LA 2001:DB8:0:120::8/128
LS AGE, LS TYPE, LS ID, LS ORIGINATOR, LS SEQUENCE NO, LS CHECKSUM, LS

LENGTH
See descriptions for these values in the Router LSA sample in [“IPv6 OSPF link|
[state advertisement” on page 77

# PREFIXES
The number of IPv6 address prefixes contained in the LSA.
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REF LS TYPE,REF LS ID,REF ORIG
Identifies the Router LSA or Network LSA with which the IPv6 address
prefixes should be associated.

METRIC
The cost of the route from the LSA originator to each of prefixes being
described.

PREFIX OPTIONS
The optional capabilities of each of the prefixes being described:

PREFIX

OPTIONS | Description

NU The prefix should be excluded from IPv6 unicast calculations.

LA The prefix is actually an IPv6 interface address of the advertising router.

MC The prefix should be included in IPv6 multicast routing calculations.

P On NSSA area prefixes, the prefix should be readvertised at the NSSA area
border. OMPROUTE cannot be an NSSA area router.

PREFIX

The list of prefixes being described.

IPv6 OSPF external advertisements:

The DISPLAY TCPIP tepipjobname,OMPROUTE,IPV60OSPEEXTERNAL command

lists the AS external advertisements belonging to the IPv6 OSPF routing domain.
One line is printed for each advertisement. Each advertisement is defined by the
following three parameters:

e Its link state type (always 4005 for AS external advertisements)

* Its link state ID

* The advertising router (called the LS originator)

A sample output with an explanation of entries follows:

EZ781271 IPV6 OSPF AS EXTERNAL LSDB 555
AS EXTERNAL LSAS (LS TYPE=4005)

LS ORIGINATOR LS ID SEQNO AGE PREFIX

67.67.67.67 5 0X80000001 565 6:6:6:6:6:6:6:6/128
67.67.67.67 6 0X80000001 561 2001:DB8:0:A1C::6/128
67.67.67.67 7 0X80000001 558 2001:DB8:0:103::6/128
67.67.67.67 8 0X80000001 222 2001:DB8:0:A10::/60
67.67.67.67 9 0X80000001 222 2001:DB8:0:A1B::/64
67.67.67.67 10 0X80000001 222 2001:DB8:0:A1C::/64

# ADVERTISEMENTS:

LS ORIGINATOR
The Router ID of the router that originated the advertisement.

LS ID

CHECKSUM TOTAL:

0X000271C6

Uniquely identifies multiple external LSAs originated by the same router.

SEQNO, AGE

It is possible for several instances of an advertisement to be present in the IPv6
OSPF routing domain at any one time. However, only the most recent instance
is kept in the IPv6 OSPF link state database (and printed by this command).
The LS sequence number (Seqno) and LS age (Age) fields are compared to see
which instance is most recent. The LS age field is expressed in seconds. Its
maximum value is 3600. An asterisk (*) displayed beside an age value indicates
that the DONOTAGE bit is on.
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PREFIX
The prefix being described by the LSA.

At the end of the display, the total number of AS external advertisements is
printed, along with a checksum total over all of their contents. The checksum total
is simply the 32-bit sum (carries discarded) of the individual advertisement LS
checksum fields. This information can be used to quickly determine whether two
IPv6 OSPF routers have synchronized databases.

IPv6 OSPF area link state database:

The DISPLAY

TCPIP tepipjobname, OMPROUTE,IPV60OSPF DATABASE, AREAID=area-id command
displays the contents of a particular IPv6 OSPF area link state database. AS
external advertisements are omitted from the display. A single line is printed for
each advertisement. Each advertisement is defined by the following three
parameters:

* Its link state type (called Type)
e The advertising router (called the LS originator)
* Its link state ID

A sample output with an explanation of entries follows:

EZ781261 IPV6 OSPF AREA LS DATABASE 829
ROUTER LSAS (LS TYPE=2001)

LS ORIGINATOR LS ID SEQNO AGE LINKS RTR-TYPE
63.63.63.63 0 0X80000001 376 1

64.64.64.64 0 0X80000002 321 1 ABR,V
67.67.67.67 0 0X80000004 320 1 ABR,ASBR,V
68.68.68.68 0 0X80000002 595 1

# ADVERTISEMENTS: 4 CHECKSUM TOTAL: 0X0001D024

NETWORK LSAS (LS TYPE=2002)
LS ORIGINATOR LS ID SEQNO AGE ROUTERS
68.68.68.68 14 0X80000004 375 4
# ADVERTISEMENTS: 1  CHECKSUM TOTAL: 0X0000F5CC

INTER-AREA PREFIX LSAS (LS TYPE=2003)

LS ORIGINATOR LS ID SEQNO AGE PREFIX
64.64.64.64 4 0X80000002 395 2001:DB8:0:108::4/128
64.64.64.64 8 0X80000001 395 2001:DB8:0:108::2/128
64.64.64.64 9 0X80000001 395 2001:DB8:0:10::2/128
64.64.64.64 10 0X80000001 395 2001:DB8:0:10::/64
64.64.64.64 11 0X80000001 395 2:2:2:2:2:2:2:2/128
64.64.64.64 22 0X80000001 375 2001:DB8:0:120::4/128
64.64.64.64 26 0X80000001 321 2001:DB8:0:107::7/128
64.64.64.64 27 0X80000001 321 2001:DB8:0:120::7/128
64.64.64.64 28 0X80000001 321 2001:DB8:0:107::5/128
64.64.64.64 29 0X80000001 321 2001:DB8:0:20::5/128
64.64.64.64 30 0X80000001 321 2001:DB8:0:20::/64
67.67.67.67 15 0X80000002 358 2001:DB8:0:107::7/128
67.67.67.67 16 0X80000001 358 2:2:2:2:2:2:2:2/128
67.67.67.67 19 0X80000001 358 2001:DB8:0:107::5/128
67.67.67.67 20 0X80000001 358 2001:DB8:0:20::5/128
67.67.67.67 21 0X80000001 358 2001:DB8:0:20::/64
67.67.67.67 25 0X80000001 356 2001:DB8:0:120::7/128
67.67.67.67 26 0X80000001 317 2001:DB8:0:108::4/128
67.67.67.67 27 0X80000001 317 2001:DB8:0:108::2/128
67.67.67.67 28 0X80000001 317 2001:DB8:0:10::2/128
67.67.67.67 29 0X80000001 317 2001:DB8:0:10::/64
67.67.67.67 30 0X80000001 317 2001:DB8:0:120::4/128
# ADVERTISEMENTS: 22  CHECKSUM TOTAL: OXO00E7320

INTER-AREA ROUTER LSAS (LS TYPE=2004)
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LS ORIGINATOR LS ID SEQNO AGE DEST ROUTERID
64.64.64.64 3 0X80000001 8 62.62.62
67.67.67.67 2 0X80000001 9 62.62.62

# ADVERTISEMENTS: 2 CHECKSUM TOTAL: 0X00007D88

LINK LSAS (LS TYPE=0008)

LS ORIGINATOR LS ID SEQNO AGE INTERFACE
63.63.63.63 34 0X80000001 387 NSQDIO1L6
64.64.64.64 16 0X80000001 402 NSQDIOIL6
67.67.67.67 20 0X80000002 640 NSQDIO1L6
68.68.68.68 14 0X80000002 638 NSQDIOIL6

# ADVERTISEMENTS: 4 CHECKSUM TOTAL: 0X000295E4

INTRA-AREA PREFIX LSAS (LS TYPE=2009)

LS ORIGINATOR LS ID SEQNO AGE REF-LSTYPE REF-LSID
63.63.63.63 34 0X80000001 387 0X2001 0
63.63.63.63 36 0X80000001 387 0Xx2001 0
63.63.63.63 38 0X80000001 387 0X2001 ]
64.64.64.64 16 0X80000001 402 0Xx2001 0
64.64.64.64 20 0X80000001 402 0X2001 0
67.67.67.67 20 0X80000002 639 0X2001 0
67.67.67.67 26 0X80000002 639 0X2001 0
68.68.68.68 14 0X80000003 595 0X2001 0
68.68.68.68 16 0X80000001 1738 0X2001 0
68.68.68.68 18 0X80000002 638 0X2001 ¢]
68.68.68.68 65550 0X80000004 375 0X2002 14

# ADVERTISEMENTS: 11  CHECKSUM TOTAL: 0X00068473

LS ORIGINATOR
The Router ID of the router that originated the advertisement.

LS ID
Uniquely identifies multiple LSAs of the same type originated by the same
router.

SEQNO, AGE
It is possible for several instances of an advertisement to be present in the IPv6
OSPF routing domain at any one time. However, only the most recent instance
is kept in the IPv6 OSPF link state database (and printed by this command).
The LS sequence number (Seqno) and LS age (Age) fields are compared to see
which instance is most recent. The LS age field is expressed in seconds. Its
maximum value is 3600. An asterisk (*) displayed beside an age value indicates
that the DONOTAGE bit is on.

LINKS
Number of links described by the LSA.

ROUTER TYPE
Indicates the level of function of the advertising router.

ROUTER

TYPE Description

ASBR The router is an AS boundary router.

ABR The router is an area border router.

\% The router is an endpoint of one of more fully adjacent virtual links having
the described area as transit area.

1% The router is a wildcard multicast receiver (OMPROUTE will never set the W
option on its own Router LSAs).

ROUTERS

The number of routers attached to the link described by the LSA.
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PREFIX
The prefix being described by the LSA.

INTERFACE
Associated interface.

REF LS-TYPE,REF-LS ID
Identifies the referenced Router LSA or Network LSA.

At the end of each type of LSA in the display, the total number of advertisements
of that type in the area database is printed, along with a checksum total over all of
their contents. The checksum total is simply the 32-bit sum (carries discarded) of
the individual advertisement LS checksum fields. This information can be used to
quickly determine whether two IPv6 OSPF routers have synchronized databases.

IPv6 OSPF router routes:

The DISPLAY TCPIP, tcpipjobname, OMPROUTE,IPV6OSPEROUTERS command
displays all routes to other routers that have been calculated by IPv6 OSPF and are
now present in the routing table. A sample output with an explanation of entries
follows:

EZZ81251 IPV6 OSPF ROUTERS 820
DEST: 68.68.68.68

NEXT HOP: FE80::8

DTYPE: RTR RTYPE: SPF COST: 1 AREA: 6.6.6.6
DEST: 64.64.64.64

NEXT HOP: FE80::4

DTYPE: BR RTYPE: SPF COST: 1 AREA: 6.6.6.6
DEST: 65.65.65.65

NEXT HOP: FE80::5:7

DTYPE: RTR RTYPE: SPF COST: 1 AREA: 0.0.0.0
DEST: 63.63.63.63

NEXT HOP: FE80::3

DTYPE: RTR  RTYPE: SPF COST: 1 AREA: 6.6.6.6
DEST: 62.62.62.62

NEXT HOP: FE80::4

DTYPE: RTR RTYPE: SPF COST: 2 AREA: 0.0.0.0
DEST: 64.64.64.64

NEXT HOP: FE80::4

DTYPE: BR RTYPE: SPF COST: 1 AREA: 0.0.0.0
DEST
Indicates the destination router's OSPF router ID.
NEXT HOP

Indicates the address of the next router on the path toward the destination
host. A number in parentheses at the end of the address indicates the number
of equal-cost routes to the destination.

DTYPE
Indicates the destination type:

ASBR
Indicates that the destination is an AS boundary router.

BR Indicates that the destination is an area border router.

FADD
Indicates a forwarding address (for external routes).

RTR
Indicates that the destination is a router.

RTYPE
Indicates the route type and how the route was derived:
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SPF
Indicates that the route is an intra-area route (comes from the Dijkstra
calculation).

SPIA
Indicates that it is an inter-area route (comes from considering Inter-Area
Router advertisements).

CoST
Displays the cost to reach the router.

AREA
Displays the OSPF area to which the destination router belongs.

IPv6 OSPF routing protocol statistics:

The DISPLAY TCPIP, tcpipjobname, OMPROUTE,IPV60OSPESTATISTICS command
displays statistics generated by the IPv6 OSPF routing protocol. (The keyword
STATS can be substituted for STATISTICS.) The statistics indicate how well the
implementation is performing, including its memory and network utilization. A
sample output with an explanation of entries follows:

EZ781241 IPV6 OSPF STATISTICS 839

ATTACHED AREAS: 2 # DIJKSTRA RUNS: 12
OSPF PACKETS RCVD: 619 OSPF PACKETS RCVD W/ERRS: 0
TRANSIT NODES ALLOCATED: 26 TRANSIT NODES FREED: 17
LS ADV. ALLOCATED: 275 LS ADV. FREED: 175
QUEUE HEADERS ALLOC: 64 QUEUE HEADERS AVAIL: 64
INCREMENTAL SUMM. UPDATES: 5 INCREMENTAL VL UPDATES: 0
INCREMENTAL EXT. UPDATES: 27 PTRS TO INVALID LS ADV: 0
MULTICAST PKTS SENT: 421 UNICAST PKTS SENT: 40
LS ADV. AGED OUT: 0 LS ADV. FLUSHED: 41

ATTACHED AREAS
Indicates the number of areas to which the router has active interfaces.

# DIJKSTRA RUNS
Indicates how many times the IPv6 OSPF routing table has been calculated
from scratch.

OSPF PACKETS RCVD
Covers all types of IPv6 OSPF protocol packets.

OSPF PACKETS RCVD W/ERRS
Indicates the number of IPv6 OSPF packets that have been received that were
determined to contain errors.

TRANSIT NODES
Allocated to store Router LSAs and Network LSAs.

LS ADV
Allocated to store Inter-Area Prefix, Inter-Area Router, AS External, Link, and
Intra-Area prefix LSAs.

QUEUE HEADERS
Form lists of link state advertisements. These lists are used in the flooding and
database exchange processes. If the number of queue headers allocated is not
equal to the number available, database synchronization with a neighbor is in
progress.

INCREMENTAL SUMM UPDATES, INCREMENTAL VL UPDATES
Indicates how many times new Inter-Area Prefix or Inter-Area Router LSAs
have caused the routing table to be partially rebuilt.
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INCREMENTAL EXT. UPDATES
Displays the number of changes to external destinations that are incrementally
installed in the routing table.

MULTICAST PKTS SENT
Covers IPv6 OSPF hello packets and packets sent during the flooding
procedure.

UNICAST PKTS SENT
Covers IPv6 OSPF packet retransmissions and the Database Exchange
procedure.

LS ADV. AGED OUT
Indicates the number of advertisements that have hit 60 minutes. Link state
advertisements are aged out after 60 minutes. Usually they are refreshed before
this time.

LS ADV. FLUSHED
Indicates the number of advertisements removed (and not replaced) from the
link state database.

Examples using the IPV6RIP command:

All IPv6 RIP information:

The DISPLAY TCPIP, tcpipjobname, OMPROUTE,IPV6RIP, ALL command lists all IPv6
RIP-related information. A sample output with an explanation of entries follows:
EZ78030I IPV6 RIP CONFIGURATION

TRACE6: 1, DEBUG6: 0

STACK AFFINITY: TCPCS6

IPV6 RIP: ENABLED

IPV6 RIP DEFAULT ORIGINATION: ALWAYS, COST =1

EZ780271 IPV6 RIP INTERFACES

--------- SEND------==--= -=RCV--
NAME MTU STATE IN OUT PRF HST STA DEF RADV PSN PRF HST
NSQDIO3L6 9600 UP 1 @ NO YES YES YES NO NO YES YES
LOSAFE3 4000 N/A 1 0 YES NO YES NO YES YES YES NO

EZZ8031I IPV6 RIP ROUTE ACCEPTANCE

ACCEPT IPV6 RIP UPDATES ALWAYS FOR:
2001:DB8::1:9:67:115:66
2001:DB8:0:0:A1B::

EZ780291 GLOBAL IPV6 RIP FILTERS
SEND ONLY: VIRTUAL, DEFAULT

IGNORE IPV6 RIP UPDATES FROM:
FE80::1:2:3:4

FILTERS: NOSEND 2001:DB8::1:8:E2:43:28/128
NORECEIVE 2001:DB8:0:0:AlE::/64
TRACE6

Displays the level of tracing currently in use by OMPROUTE IPv6 routing
protocols.

DEBUG6
Displays the level of debugging currently in use by OMPROUTE IPv6 routing
protocols.

STACK AFFINITY
Displays the name of the stack on which OMPROUTE is running.
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IPV6 RIP DEFAULT ORIGINATION
Indicates the conditions under which IPv6 RIP supports default route
generation and the advertised cost for the default route.

The remainder of the TCPIP,tcpipjobname ,OMPROUTE, IPV6RIP,ALL output is
described in the following sections.

IPv6 RIP routes to be accepted:

The DISPLAY TCPIP tcpipjobname,OMPROUTE,IPV6RIP,ACCEPTED command lists
the routes to be unconditionally accepted, as configured with the
IPV6_ACCEPT_RIP_ROUTE statement. A sample output follows:

EZ78030I IPV6 RIP ROUTE ACCEPTANCE

ACCEPT IPV6 RIP UPDATES ALWAYS FOR:

2001:DB8::1:0009:0067:0115:0066
2001:DB8::AlB::

ACCEPT IPV6 RIP UPDATES ALWAYS FOR
Indicates the prefixes and hosts for which updates are always accepted.

IPv6 RIP interface statistics and parameters:

The DISPLAY

TCPIP tepipjobname, OMPROUTE,IPV6RIP INTERFACE, NAME=if_name command
displays statistics and parameters related to IPv6 RIP interfaces. (The keyword IF
can be substituted for INTERFACE.) If no NAME= parameter is given (DISPLAY
TCPIP, tepipjobname, OMPROUTE,IPV6RIPINTERFACE), a single line is printed
summarizing each interface. (See example 1.) If a NAME= parameter is given,
detailed statistics for that interface are displayed. (See example 2.)

---- Example 1 ----
EZ7Z80271 IPV6 RIP INTERFACES

--------- SEND--===mmmmmn  ==RCV--
NAME MTU STATE IN OUT PRF HST STA DEF RADV PSN PRF HST
NSQDIO3L6 9000 UP 1 © NO YES YES YES NO NO YES YES
LOSAFE3 4000 N/A 1 O YES NO YES NO YES YES YES NO
NAME

Indicates the name of the IPv6 RIP interface.

MTU

Indicates the value of the maximum transmission unit learned from the
TCP/IP stack for the interface.

STATE
Indicates the status of the interface. Values are:

UP The interface is up.

DOWN
The interface is known to TCP/IP but is down.

N/A
The interface is defined to OMPROUTE, but the TCP/IP stack has not
informed OMPROUTE that the interface is installed. For detailed interface
status information, use the DISPLAY TCPIP procname, NETSTAT, DEVLINKS
command.

IN Specifies the value of the metric to be added to IPv6 RIP routes received over
this interface.

ouT
Specifies the value of the metric to be added to IPv6 RIP routes advertised
over this interface.
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SEND

PRF
Indicates whether prefix routes are advertised in IPv6 RIP responses sent
over this interface.

HST
Indicates whether host routes are advertised in IPv6 RIP responses sent
over this interface.

STA
Indicates whether static routes are advertised in IPv6 RIP responses sent
over this interface.

DEF
Indicates whether the default route, if available, is advertised in IPv6 RIP
responses sent over this interface.

RADV
Indicates whether router advertisement routes are advertised in IPv6 RIP
responses sent over this interface.

PSN
Indicates whether poisoned reverse routes are advertised in IPv6 RIP
responses sent over this interface. A poisoned reverse route is one with an
infinite metric (a metric of 16).

RECEIVE

PRF
Indicates whether prefix routes are accepted in IPv6 RIP responses received
over this interface.

HST
Indicates whether host routes are accepted in IPv6 RIP responses received
over this interface.

---- Example 2 ----
EZZ80281 IPV6 RIP INTERFACE DETAILS
INTERFACE NAME: LOSAFE6
INTERFACE ADDRESS: FE80::1:2:3:1
2001:DB8::1:2:3:1
NTERFACE PREFIX: RADV 12AB::/16
STAT 9800:1234::/32

MTU: 2000 STATE: up
IN METRIC: 1 OUT METRIC: 0

SEND PREFIX ROUTES: YES SEND HOST ROUTES: NO
SEND STATIC ROUTES: NO SEND DEFAULT ROUTES: NO
SEND RTR. ADV. ROUTES: YES SEND POIS. REV. ROUTES: NO
RECEIVE PREFIX ROUTES: YES RECEIVE HOST ROUTES: YES

SEND ONLY: VIRTUAL, DEFAULT

FILTERS: SEND 2001:DB8::1:8:E2:43:28/128
NORECEIVE 2001:DB8::AlE::/64

INTERFACE NAME
Indicates the interface name.

INTERFACE ADDRESS
Indicates the IP addresses that have been learned from the TCP/IP stack for
the interface.

INTERFACE PREFIX
Lists the interface prefixes. RADV indicates the prefix was learned through
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IPv6 Router Discovery. STAT indicates it was statically defined to this interface
using the PREFIX parameter of the IPV6_RIP_INTERFACE statement.

MTU
Indicates the value of the maximum transmission unit learned from the
TCP/IP stack for the interface.

STATE
Indicates the status of the interface. Values are:

UP The interface is up.

DOWN
The interface is known to TCP/IP but is down.

N/A
The interface is defined to OMPROUTE, but the TCP/IP stack has not
informed OMPROUTE that the interface is installed. For detailed interface
status information, use the DISPLAY TCPIP procname, NETSTAT, DEVLINKS
command.

IGNORED
The interface is known to TCP/IP but is being ignored by OMPROUTE.

IN METRIC
Specifies the value of the metric to be added to IPv6 RIP routes received over
this interface.

OUT METRIC
Specifies the value of the metric to be added to IPv6 RIP routes advertised
over this interface.

SEND PREFIX ROUTES
Indicates whether prefix routes are advertised in IPv6 RIP responses sent over
this interface.

SEND HOST ROUTES
Indicates whether host routes are advertised in IPv6 RIP responses sent over
this interface.

SEND STATIC ROUTES
Indicates whether static routes are advertised in IPv6 RIP responses sent over
this interface.

SEND DEFAULT ROUTES
Indicates whether the default route, if available, is advertised in IPv6 RIP
responses sent over this interface.

SEND RTR. ADV. ROUTES
Indicates whether router advertisement routes are advertised in IPv6 RIP
responses sent over this interface.

SEND POIS. REV. ROUTES
Indicates whether poisoned reverse routes are advertised in IPv6 RIP responses
sent over this interface. A poisoned reverse route is one with an infinite metric
(a metric of 16).

RECEIVE PREFIX ROUTES
Indicates whether prefix routes are accepted in IPv6 RIP responses received
over this interface.

RECEIVE HOST ROUTES
Indicates whether host routes are accepted in IPv6 RIP responses received over
this interface.
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SEND ONLY
Indicates the route-type restrictions on IPv6 RIP sends for this interface.

FILTERS
Indicates the send and receive filters for this interface.

Global IPv6 RIP filters:
The DISPLAY TCPIP, tcpipjobname, OMPROUTE,IPV6RIP FILTERS command displays
the Global IPv6 RIP filters. A sample output with an explanation of entries follows:

EZ780291 GLOBAL IPV6 RIP FILTERS
SEND ONLY: VIRTUAL, DEFAULT

IGNORE IPV6 RIP UPDATES FROM:
FE80::1:2:3:4

FILTERS: NOSEND 2001:DB8::1:8:E2:43:28/128
NORECEIVE 2001:DB8::AlE::/64

SEND ONLY
Indicates the global route-type restrictions on IPv6 RIP sends that apply to all
IPv6 RIP interfaces.

IGNORE IPV6 RIP UPDATES FROM
Indicates the IPv6 RIP routers from which advertisements will not be accepted.

FILTERS
Indicates the global send and receive filters that apply to all IPv6 RIP
interfaces.

Examples using the GENERIC6 command:

All IPv6 generic information:

The DISPLAY TCPIP, tcpipjobname, OMPROUTE,GENERIC6,ALL command lists all
IPv6 generic information, which is information that is not specific to a routing
protocol. A sample output with an explanation of entries follows:

EZ780531 IPV6 GENERIC CONFIGURATION 067

TRACE6: 2, DEBUG6: 3

IPV6 TRACE DESTINATION: /TMP/6MPROUT3.DBG
STACK AFFINITY: TCPCS3

EZ78060I IPV6 GENERIC INTERFACES

NAME MTU STATE CONFIGURED

MPCPTPV66 65535 up NO

GENERIC_INTF 1280  N/A YES

TRACE6
Displays the level of tracing currently in use by OMPROUTE IPv6 routing
protocols.

DEBUG6
Displays the level of debugging currently in use by OMPROUTE IPv6 routing
protocols.

IPV6 TRACE DESTINATION
Displays the file name of the IPv6 trace destination, or OMPCTRC if that
destination is the OMPROUTE CTRACE.

Restriction: The trace destination is displayed in upper case on the console,
regardless of the case of the actual case-sensitive file name, if the destination is
a z/OS UNIX file.

92  z/0S V2R1.0 Communications Server: IP System Administrator's Commands



DISPLAY TCPIP,,NETSTAT,ACCESS,NETWORK report

STACK AFFINITY
Displays the name of the stack on which OMPROUTE is running.

The remainder of the DISPLAY TCPIP,tcpipjobname,0OMPROUTE,GENERIC6,ALL output
is described in the following sections.

IPv6 generic interface statistics and parameters:

The DISPLAY TCPIP tcpipjobname,OMPROUTE,GENERIC6, INTERFACE, NAME=if-
name command displays statistics and parameters related to IPv6 generic interfaces.
(The keyword IF can be substituted for INTERFACE.) If no NAME= parameter is
given (DISPLAY TCPIP, tcpipjobname, OMPROUTE,GENERIC6,INTERFACE), a single
line is printed summarizing each interface. (See Example 1.) If a NAME=
parameter is given, detailed statistics for that interface are displayed. (See Example
2)

---- Example 1 ----

EZ78060I IPV6 GENERIC INTERFACES

NAME MTU STATE CONFIGURED
MPCPTPV66 65535 up NO
GENERIC_INTF 1280  N/A YES
NAME
Indicates the name of the IPv6 generic interface.
MTU

Indicates the value of the maximum transmission unit learned from the
TCP/IP stack for the interface.

STATE
Indicates the status of the interface. Values are:

UP The interface is up.

DOWN
The interface is known to TCP/IP but is down.

N/A
The interface is defined to OMPROUTE, but the TCP/IP stack has not
informed OMPROUTE that the interface is installed. For detailed interface
status information, use the DISPLAY TCPIP,procname, NETSTAT, DEVLINKS
command.

IGNR
The interface is known to TCP/IP but is being ignored by OMPROUTE.

CONFIGURED
Indicates whether or not the interface was configured to OMPROUTE.

---- Example 2 ----

EZZ8065I IPV6 GENERIC INTERFACE DETAILS

INTERFACE NAME: LOSAFE6

INTERFACE ADDRESS: FE80::9:9:9:8
2001:DB8::9:9:9:8

INTERFACE PREFIX: RADV 1201::/16
STAT 9801:4321::/32

MTU: 2000
STATE: up
CONFIGURED: YES

INTERFACE NAME
Indicates the interface name.
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INTERFACE ADDRESS
Indicates the IP addresses that have been learned from the TCP/IP stack for
the interface.

INTERFACE PREFIX
Lists the interface prefixes. RADV indicates the prefix was learned using IPv6
Router Discovery. STAT indicates it was statically defined to this interface
using the PREFIX parameter of the IPV6_INTERFACE statement.

MTU
Indicates the value of the maximum transmission unit learned from the
TCP/IP stack for the interface.

STATE
Indicates the status of the interface. Values are:

UP The interface is up.

DOWN
The interface is known to TCP/IP but is down.

N/A
The interface is defined to OMPROUTE, but the TCP/IP stack has not
informed OMPROUTE that the interface is installed. For detailed interface
status information use the DISPLAY TCPIP procname, NETSTAT,DEVLINKS
command.

IGNR
The interface is known to TCP/IP but is being ignored by OMPROUTE.

CONFIGURED
Indicates whether or not the interface was configured to OMPROUTE.

Examples using the RT6TABLE command:

The following sections show the examples of using the RT6TABLE command.

OMPROUTE IPv6 main routing table:

The DISPLAY TCPIP, tcpipjobname,OMPROUTE, RT6TABLE command displays all of
the routes in the OMPROUTE IPv6 main routing table. A sample output with an
explanation of entries follows.

Result: This command displays the contents of the working table that is used by
OMPROUTE,; it does not display the TCP/IP routing table. The OMPROUTE
routing table might contain information that is different from the information in
the TCP/IP routing table. For more information about displaying the contents of
the TCP/IP routing tables, see [‘DISPLAY TCPIP,NETSTAT” on page 9.

EZZ79791 IPV6 ROUTING TABLE 641
DESTINATION: 4:4:4:4:4:4:4:4/128

NEXT HOP: FE80::4

TYPE: SPF COST: 1 AGE: 2170
DESTINATION: 6:6:6:6:6:6:6:6/128

NEXT HOP: FE80::6:7

TYPE: RIP COST: 2 AGE: 0
DESTINATION: 7:7:7:7:7:7:7:7/128

NEXT HOP: ::

TYPE: SPF =* COST: O AGE: 59

DESTINATION: 2001:DB8:0:10::/64

NEXT HOP: FE80::4

TYPE: SPF COST: 3 AGE: 32
DESTINATION: 2001:DB8:0:103::6/128

NEXT HOP: FE80::6:7
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TYPE: RIP COST: 2 AGE: ©
DESTINATION: 2001:DB8:0:103::7/128

NEXT HOP: ::

TYPE: DIR =* COST: 1 AGE: 2209
DESTINATION: 2001:DB8:0:108::2/128

NEXT HOP: FE80::4

TYPE: SPF COST: 2 AGE: 32
DESTINATION: 2001:DB8:0:108::4/128

NEXT HOP: FE80::4

TYPE: SPF COST: 1 AGE: 32
DESTINATION: 2001:DB8:0:120::/64

NEXT HOP: ::

TYPE: SPF =* COST: 1 AGE: 2172
DESTINATION: 2001:DB8:0:120::4/128

NEXT HOP: FE80::4

TYPE: SPF COST: 1 AGE: 2170
DESTINATION: 2001:DB8:0:120::7/128

NEXT HOP: ::

TYPE: SPF = COST: 0 AGE: 2172
DESTINATION: 2001:DB8:0:A10::/60

NEXT HOP: FE80::6:7

TYPE: RIP COST: 2 AGE: ©
DESTINATION: 2001:DB8:0:A1B::/64

NEXT HOP: FE80::6:7

TYPE: RIP COST: 2 AGE: ©
DESTINATION: 2001:DB8:0:A1C::/64

NEXT HOP: FE80::6:7

TYPE: RIP COST: 2 AGE: 0

O NETS DELETED, 5 NETS INACTIVE

DESTINATION

Indicates the IP destination, along with its prefix length.

NEXT HOP

Indicates the IP address of the next router on the path toward the destination.
A number in parentheses at the end of the column indicates the number of
equal-cost routes to the destination. Use the DISPLAY
TCPIP,tcpipjobname ,OMPROUTE ,RT6TABLE,DEST=ip_addr command to obtain a
list of the next hops.

TYPE

Indicates how the route was derived:

DFLT
Indicates a route defined using the IPV6_DEFAULT_ROUTE configuration
statement in the OMPROUTE configuration file.

DIR
Indicates a directly connected prefix or host.

RIP
Indicates a route that was learned through the IPv6 RIP protocol.

DEL
Indicates the route has been deleted.

Restriction: Deleted routes are shown only when RIP is active and only as
long as RIP needs to advertise to neighboring routers that they have been
deleted.

STAT
Indicates a nonreplaceable statically configured route.

SPF
Indicates that the route is an IPv6 OSPF intra-area route.
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SPIA

Indicates that the route is an IPv6 OSPF interarea route.

SPE1

Indicates IPv6 OSPF external routes (type 1).

SPE2

Indicates IPv6 OSPF external routes (type 2).

RANGE

Indicates a route type that is an active IPv6 OSPF area address range and
is not used in forwarding packets.

RSTA

Indicates a static route that is defined as replaceable.

RADV

Indicates a route that was learned by the TCP/IP stack through the IPv6
Router Discovery protocol.

An asterisk (*) after the route type indicates that the route has a directly
connected backup. A percent sign (%) after the route type indicates that IPv6
RIP updates are always accepted for this destination.

cosT

Indicates the route cost.

Table 5. OMPROUTE IPv6 Route Type and COST Value mapping

Route Type

COST Value

SPF or SPIA

The OSPF cost of the route.

SPE1

The OSPF cost to get to the AS boundary router or forwarding
address that is used to reach the destination, plus the external cost.

SPE2

The external cost.

RIP

The RIP metric

STAT or RSTA

¢ 0 when the route is direct.

¢ 1 when the route is indirect.

DIR or SBNT 1

RNGE The OSPF cost of the range.

DFLT 0

RADV * 1 when the router advertisement indicated a preference of high.
* 2 when the router advertisement indicated a preference of medium.
* 3 when the router advertisement indicated a preference of low.

AGE

Indicates the time that has elapsed since the routing table entry was last
refreshed. For routes that have the route type DEL or RIP, this value
increments by a factor of 10 for each 10-second increase in age. If the TCP/IP
stack enters a storage shortage condition, all routes that have the route type
DEL or RIP are refreshed when the shortage condition is relieved.

NETS DELETED

Indicates the number of routes that have been deleted from the OMPROUTE
routing table and not replaced. Use the
DTCPIP, OMPROUTE,RT6TABLE,DELETED command to list these routes.
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NETS INACTIVE
Used for internal debugging purposes only.

Route expansion information for the OMPROUTE IPv6 main routing table:

Use the DISPLAY TCPIP tcpipjobname, OMPROUTE,RT6TABLE, DEST=ip_addr
command to obtain information about a particular route in the OMPROUTE IPv6
main routing table. When multiple equal-cost routes exist, use this command to
obtain a list of the next hops. A sample output with an explanation of entries
follows:

EZZ79801 IPV6 ROUTE EXPANSION

DESTINATION: 2001:DB8::9:67:115:13/128
ROUTE TYPE: RIP

COST: 5
AGE: 231
NEXT HOP(S): FE80::7:7:7:7 (LOSAFEG)
FE80::8:8:8:8 (LOSAFEG)
FE80::9:9:9:9 (LOSAFE3)
DESTINATION
Indicates the IP destination, along with its prefix length.
ROUTE TYPE
Indicates how the route was derived:
DFLT

Indicates a route defined using the IPV6_DEFAULT_ROUTE configuration
statement in the OMPROUTE configuration file.

DIR
Indicates a directly connected prefix or host.

RIP
Indicates a route that was learned through the IPv6 RIP protocol.

STAT
Indicates a nonreplaceable statically configured route.

SPF
Indicates that the route is an IPv6 OSPF intra-area route.

SPIA
Indicates that the route is an IPv6 OSPF interarea route.

SPE1
Indicates IPv6 OSPF external routes (type 1).

SPE2
Indicates IPv6 OSPF external routes (type 2).

RANGE
Indicates a route type that is an active IPv6 OSPF area address range and
is not used in forwarding packets.

RSTA
Indicates a static route that is defined as replaceable.

RADV
Indicates a route that was learned by the TCP/IP stack through the IPv6
Router Discovery protocol.

An asterisk (*) after the route type indicates that the route has a directly

connected backup. A percent sign (%) after the route type indicates that IPv6
RIP updates are always accepted for this destination.
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COST
Indicates the route cost.

Table 6. IPv6 Route Type and COST Value mapping

Route Type COST Value

SPF or SPIA The OSPF cost of the route.

SPE1 The OSPF cost to get to the AS boundary router or forwarding address
that is used to reach the destination, plus the external cost.

SPE2 The external cost.

RIP The RIP metric.

STAT or RSTA |+ ( when the route is direct

* 1 when the route is indirect

DIR or SBNT 1

RNGE The OSPF cost of the range.
DFLT 0
RADV

* 1 when the router advertisement indicated a preference of high.

* 2 when the router advertisement indicated a preference of medium.

* 3 when the router advertisement indicated a preference of low.

AGE
Indicates the time that has elapsed since the routing table entry was last
refreshed. For routes that have the route type DEL or RIP, this value
increments by a factor of 10 for each 10 second increase in age. If the TCP/IP
stack enters a storage shortage condition, all routes that have the route type
DEL or RIP are refreshed when the shortage condition is relieved.

NEXT HOP(S)
Indicates the IP address of the next router and the interface used to reach that
router for each of the paths toward the destination.

All OMPROUTE IPv6 policy-based routing tables:

The DISPLAY TCPIP,tcpipjobname ,OMPROUTE,RT6TABLE,PRTABLE=ALL command
displays all of the routes in all of the OMPROUTE IPv6 policy-based routing
tables. The dynamic routing parameters that are configured to the policy agent for
each table are displayed following the routes for that table. A sample output with
an explanation of the entries follows.

Results:

* This command displays the contents of the working tables that OMPROUTE
uses; it does not display the TCP/IP routing tables. The OMPROUTE routing
tables might contain information that is different from the information in the
TCP/IP routing tables. For more information about displaying the contents of
the TCP/IP routing tables, see ['DISPLAY TCPIP,NETSTAT” on page 9|

* If a policy-based routing table is configured with no IPv6 dynamic routing
parameters, OMPROUTE has no knowledge of that routing table for IPv6. The
routing table is not included in the display of OMPROUTE IPv6 policy-based
routing tables.

EZZ79791 IPV6 ROUTING TABLE 214
TABLE NAME: SECLOW?2
DESTINATION: 6:6:6:6:6:6:6:6/128
NEXT HOP: FE80::6:7
TYPE: RIP COST: 2 AGE: 10
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DESTINATION: 2001
NEXT HOP: FE80:
TYPE: RIP

DESTINATION: 2001
NEXT HOP: ::
TYPE: DIR=*

DESTINATION: 2001
NEXT HOP: FE80:
TYPE: RIP

DESTINATION: 2001
NEXT HOP: FE80:
TYPE: RIP

DESTINATION: 2001
NEXT HOP: FE80:
TYPE: RIP

DESTINATION: 2001
NEXT HOP: FE80::
TYPE: RIP

DISPLAY TCPIP,,NETSTAT,ACCESS,NETWORK report

:DB8:0:103
:6:7

COST:
:DB8:0:103:

COST:
:DB8:0:A10:
:6:7

COST:
:DB8:0:A1B:
:6:7

COST:
:DB8:0:A1C:
:6:7

COST:
:DB8:0:C1C

6:7

COST:
0 NETS DELETED

DYNAMIC ROUTING PARAMETERS
INTERFACE: MPCPTP7T06

TABLE NAME: SECLOW1
DESTINATION: 4:4:4:4:4:4:4:4/128

NEXT HOP: FE80::
TYPE: SPF

::6/128

2
:7/128

1
:/60

2
:/64

2
/64

2
::/64

2

NEXT HOP:

DESTINATION: 2001:DB8:0:10::/64

NEXT HOP: FE80::
TYPE: SPF
DESTINATION: 2001:
NEXT HOP: FE80::
TYPE: SPF
DESTINATION: 2001:
NEXT HOP: FE80::
TYPE: SPF
DESTINATION: 2001:
NEXT HOP: ::
TYPE: SPF*
DESTINATION: 2001:
NEXT HOP: FE80::
TYPE: SPF
DESTINATION: 2001:
NEXT HOP: ::
TYPE: SPF*
DESTINATION: 2001:
NEXT HOP: FE80::
TYPE: SPF

4 (2)

COST: 1
4 (2)

COST: 3
DB8:0:108::2/128
4 (2)

COST: 2
DB8:0:108::4/128
4 (2)

COST: 1
DB8:0:120::/64

COST: 1
DB8:0:120::4/128
4 (2)

COST: 1
DB8:0:120::7/128

COST: 0
DB8:0:C1C::/64
4 (2)

COST: 3

0 NETS DELETED

DYNAMIC ROUTING PARAMETERS
INTERFACE: NSQDIO1L6

TABLE NAME

Indicates the name of the policy-based routing table.

INTERFACE

Indicates the name of an interface that is specified in a dynamic routing
parameter for the policy-based routing table. If the interface is not currently

NEXT HOP: FE80::4

AGE:

AGE:

AGE:

AGE:

AGE:

AGE:

ANY

AGE:

AGE:

AGE:

AGE:

AGE:

AGE:

AGE:

AGE:

10

66

10

10

10

65

65

65

65

65

65

65

65

defined to the TCP/IP stack as an IPvé6 interface or the interface is inactive on

the TCP/IP stack, the name is preceded by an asterisk (*).

NEXT HOP

Indicates the next hop router IP address that is specified in a dynamic routing

parameter for the policy-based routing table. The value ANY is displayed
when no next-hop router IP address is specified for the dynamic routing

parameter.
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See [“OMPROUTE IPv6 main routing table” on page 94| for additional field
descriptions.

OMPROUTE IPv6 policy-based routing table:

The DISPLAY TCPIP,tcpipjobname,OMPROUTE,RT6TABLE,PRTABLE=prname command
displays all of the routes in a single OMPROUTE IPv6 policy-based routing table.
The dynamic routing parameters that are configured to the policy agent for the
table are displayed following the routes for the table. A sample output with
explanation of entries follows.

Results:

* This command displays the contents of the working table that is used by
OMPROUTE; it does not display the TCP/IP routing table. The OMPROUTE
routing table might contain information that is different from the information in
the TCP/IP routing table. For more information about displaying the contents of
the TCP/IP routing tables, see ['DISPLAY TCPIP,NETSTAT” on page 9|

* If a policy-based route table is configured with no IPv6 dynamic routing
parameters, OMPROUTE has no knowledge of that route table for IPv6. You
cannot use that route table with this command.

EZZ79791 IPV6 ROUTING TABLE 214
TABLE NAME: SECLOW?2
DESTINATION: 6:6:6:6:6:6:6:6/128
NEXT HOP: FE80::6:7
TYPE: RIP COST: 2 AGE: 10
DESTINATION: 2001:DB8:0:103::6/128
NEXT HOP: FE80::6:7

TYPE: RIP COST: 2 AGE: 10
DESTINATION: 2001:DB8:0:103::7/128

NEXT HOP: ::

TYPE: DIR=* COST: 1 AGE: 66

DESTINATION: 2001:DB8:0:A10::/60

NEXT HOP: FE80::6:7

TYPE: RIP COST: 2 AGE: 10
DESTINATION: 2001:DB8:0:A1B::/64

NEXT HOP: FE80::6:7

TYPE: RIP COST: 2 AGE: 10
DESTINATION: 2001:DB8:0:A1C::/64

NEXT HOP: FE80::6:7

TYPE: RIP COST: 2 AGE: 10
DESTINATION: 2001:DB8:0:C1C::/64

NEXT HOP: FE80::6:7

TYPE: RIP COST: 2 AGE: 10

0 NETS DELETED

DYNAMIC ROUTING PARAMETERS

INTERFACE: MPCPTP7T06 NEXT HOP: ANY

See [“All OMPROUTE IPvé6 policy-based routing tables” on page 98| for field
descriptions.

Route expansion information for OMPROUTE IPv6 policy-based routing table:

Use the DISPLAY TCPIP,tcpipjobname,OMPROUTE,RT6TABLE,PRTABLE=prname,DEST=1p-
addr command to obtain information about a particular route in an OMPROUTE
IPv6 policy-based routing table. When multiple equal-cost routes exist, use this
command to obtain a list of the next hops. A sample output with explanation of
entries follows.

Results:

* This command displays information from the working table that is used by
OMPROUTE; it does not display the TCP/IP routing table. The OMPROUTE
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routing table might contain information that is different from the information in
the TCP/IP routing table. For more information about displaying the contents of
the TCP/IP routing tables, see ["DISPLAY TCPIP, NETSTAT” on page 9|

* If a policy-based route table is configured with no IPv6 dynamic routing
parameters, OMPROUTE has no knowledge of that route table for IPv6. You
cannot use that route table with this command.

EZZ79801 IPV6 ROUTE EXPANSION 384
TABLE NAME: SECLOW1

DESTINATION: 4:4:4:4:4:4:4:4/128
ROUTE TYPE: SPF

COST: 1

AGE: 963

NEXT HOP(S): FE80::4 (NSQDIO1L6)
FE80::9:67:4:4 (EZ6SAMEMVS)

TABLE NAME

Indicates the name of the policy-based routing table.

See [‘Route expansion information for the OMPROUTE IPv6 main routing table”|
fon page 97| for additional field descriptions.

Route expansion information for all OMPROUTE 1Pv6 policy-based routing tables:

Use the DISPLAY TCPIP,tcpipjobname,OMPROUTE,RT6TABLE,PRTABLE=ALL,DEST=1ip-
addr command to obtain information from all of the OMPROUTE IPv6
policy-based routing tables about a particular route. When multiple equal-cost
routes exist in a table, use this command to obtain a list of the next hops. A sample
output with explanation of entries follows.

Results:

* This command displays information from the working tables that are used by
OMPROUTE; it does not display the TCP/IP routing tables. The OMPROUTE
routing tables might contain information that is different from the information in
the TCP/IP routing tables. For more information about displaying the contents
of the TCP/IP routing tables, see |'DISPLAY TCPIP,NETSTAT” on page 9

* If a policy-based route table is configured with no IPv6 dynamic routing
parameters, OMPROUTE has no knowledge of that route table for IPv6. The
route table does not appear in the display of OMPROUTE IPv6 route tables.

EZZ79801 IPV6 ROUTE EXPANSION 384
TABLE NAME: SECLOW1

DESTINATION: 4:4:4:4:4:4:4:4/128
ROUTE TYPE: SPF

COST: 1

AGE: 963

NEXT HOP(S): FE80::4 (NSQDIO1L6)
FE80::9:67:4:4 (EZ6SAMEMVS)

TABLE NAME

Indicates the name of the policy-based routing table.

See [“Route expansion information for the OMPROUTE IPv6 main routing table”|
fon page 97| for additional field descriptions.

Deleted OMPROUTE IPv6 routes:

The DISPLAY TCPIP, tcpipjobname,OMPROUTE,RT6TABLE, DELETED command
displays the routes that have been deleted from the OMPROUTE IPv6 routing
table and that have not been replaced or recycled through garbage collection
(garbage collection occurs only when IPv6 RIP is running). A sample output
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follows. The explanation for the entries is the same as for the Display

TCPIP tcpipjobname, OMPROUTE, RT6TABLE command (see [“OMPROUTE IPvé|
[main routing table” on page 94).

D TCPIP,TCPCS6,0MPROUTE,RT6TABLE,DELETED

EZZ79791 IPV6 DELETED ROUTES 593
DESTINATION: 2001:DB8:10::11:2:1/128

NEXT HOP: ::

TYPE: DEL COST: 1 AGE: 76484
DESTINATION: 2001:DB8:10::12:2:1/128

NEXT HOP: ::

TYPE: DEL CoST: 1 AGE: 76484
DESTINATION: 2001:DB8:10::81:1:1/128

NEXT HOP: ::

TYPE: DEL COST: 1 AGE: 76506
DESTINATION: 2001:DB8:10::87:1:1/128

NEXT HOP: ::

TYPE: DEL COST: 1 AGE: 76506
DESTINATION: 2001:DB8:10::91:1:1/128

NEXT HOP: ::

TYPE: DEL COST: 1 AGE: 76506

DISPLAY TCPIP,,OSAINFO

Use the DISPLAY TCPIP,OSAINFO command to retrieve information for active
IPAQENET and IPAQENETS6 interfaces. An interface represents a single datapath
device of an OSA-Express feature. The information is retrieved directly from the
OSA-Express feature.

Tips:
* If you have an INTERFACE and a DEVICE or LINK definition with the same

port name and both are active, specifying either the INTERFACE or link name
on the command will generate a report with both IPv4 and IPv6 information.

* You can use the DISPLAY TCPIP,,OSAINFO command to retrieve information
for an active OSAENTA interface although only the base portion of the report is
pertinent.

The command output provides the following sections of information:

Base Contains physical characteristics and attributes for the interface and
OSA-Express feature.

Registered addresses
Contains the Layer 2 MAC addresses or Layer 3 unicast and multicast IPv4
and IPv6 addresses registered to the OSA-Express feature.

QODIO inbound workload queueing routing variables
If QDIO inbound workload queueing is in effect for the interface, this
section contains the routing variables for the ancillary input queues.
Routing variables identify which inbound packets are to be presented on
an ancillary input queue. For more information about ancillary input
queues, see [QDIO inbound workload queueing|in [z/OS Communications|
[Server: IP Configuration Guide]

Both the modifiers and the MAX parameters can be used to limit the number of
output lines.

Format:

»»—Display —TCPIP—, |_ _| ,—0SAinfo—,—INTFName=—intf_name——— >
procname
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(1) |—,MAX=200—

,BASE ,MAX=x*
,BULKdata— ,MAX=1lines—
,EE

,REGAddrs—

,SYSDist—

Notes:

1 If no modifiers are specified, all sections for which information exists are
displayed.

Rule: You must specify the parameters in the order that the syntax diagram shows.

Parameters:

O0SAINFO
Requests OSA information.

INTFNAME = intf_name
Specifies the name of the OSA-Express QDIO interface whose datapath device
information is requested. The intf_name value can be one of the following
names:

* The name that was configured on a LINK IPAQENET profile statement.

¢ The name that was configured on an INTERFACE IPAQENET or
IPAQENET®6 profile statement.

* The name of an OSAENTA trace interface, which is EZANTAportname, where
the portname value is the name that is specified on the PORTNAME keyword
in the TRLE for the OSA-Express port that is being traced.

Tip: To obtain a list of names to use as the value of the INTFNAME parameter,
use the Netstat DEvlinks/-d command.

BASE
Indicates that the physical characteristics and attributes of the interface and
OSA-Express feature are to be included in the report.

BULKDATA
Indicates that QDIO inbound workload queueing routing variables for the
BULKDATA ancillary queue are to be included in the report. The BULKDATA
routing variables are comprised of source and destination IP addresses, source
and destination ports, and protocol. That combination uniquely identifies those
packets that the OSA-Express will route to the BULKDATA ancillary queue.

EE Indicates that QDIO inbound workload queueing routing variables for the
Enterprise Extender (EE) ancillary queue are to be included in the report. The
EE routing variables are comprised of destination IP addresses, destination
ports, and protocol. That combination uniquely identifies those packets that the
OSA-Express will route to the EE ancillary queue.

REGADDRS
Indicates that registered Layer 2 MAC addresses or Layer 3 unicast and
multicast addresses are to be included in the report.

SYSDIST
Indicates that QDIO inbound workload queueing routing variables for the
SYSDIST ancillary queue are to be included in the report. The SYSDIST routing
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variables are comprised of destination IP addresses and protocol. That
combination uniquely identifies those packets that the OSA-Express will route
to the SYSDIST ancillary queue.

MAX = lines| *
The maximum number of lines to be displayed on the console. Valid lines
values are in the range 4 - 65533. Specify an asterisk (*) to allow up to 65533
lines to be displayed.

* If MAX=" is specified and the report is truncated as the result of exceeding
the multi-line WTO maximum, the following message is displayed:
Report truncated due to greater than 65533 Tines of output

* In all other cases, the total number of lines that is displayed and the total
number of lines that could have been displayed are shown in the following

output line, where 7 is the number of lines displayed and m is the total
number of lines that could have been displayed.

n of m Tines displayed

Examples:
DISPLAY TCPIP,,0SAINFO,INTFNAME=LNK29D,MAX=500

Example of 1Pv4 interface reply:

EZDOO31I TCP/IP CS V2Rl TCPIP Name: TCPCS 15:14:15
Display OSAINFO results for IntfName: LNK29D
PortName: DEV29D PortNum: 01 Datapath: 3902 RealAddr: 0002

PCHID: 0451 CHPID: 29 CHPID Type: OSD OSA code level: 6760
Gen: OSA-E3 Active speed/mode: 1000 mb/sec full duplex
Media: Singlemode Fiber Jumbo frames: Yes Isolate: No

PhysicalMACAddr: 643B88F30000 LocallyCfgMACAddr: 000000000000
Queues defined OQut: 4 In: 3 Ancillary queues in use: 2

Connection Mode: Layer 3 IPv4: Yes IPv6: No
SAPSup: 00010293 SAPEna: 00010293
IPv4 attributes:

VLAN ID: N/A VMAC Active: No

Defined Router: Non Active Router: No

AsstParmsEna: 00215C66  OQutCkSumEna: 00000000 InCkSumEna: 00000000
Registered Addresses:
IPv4 Unicast Addresses:
ARP: Yes Addr: 10.10.10.10
Total number of IPv4 addresses: 1
IPv4 Multicast Addresses:
MAC: 01005E000001 Addr: 224.0.0.1
Total number of IPv4 addresses: 1
Ancillary Input Queue Routing Variables:
Queue Type: BULKDATA Queue ID: 2 Protocol: TCP
Src: 11.1.1.11..100
Dst: 12.12.12.12..100
Src: 13.3.3.13..101
Dst: 14.14.14.14..101
Total number of IPv4 connections: 2
Queue Type: SYSDIST  Queue ID: 3 Protocol: TCP
Addr: 10.10.10.10
Total number of IPv4 addresses: 1
33 OF 33 Lines Displayed
End of report

Example of IPv6 interface reply:

EZDOO31I TCP/IP CS V2R1 TCPIP Name: TCPCS 15:14:15
Display OSAINFO results for IntfName: LNK29D
PortName: DEV29D PortNum: 01 Datapath: 3902 RealAddr: 0002

PCHID: 0451 CHPID: 29 CHPID Type: 0SD OSA code level: 6760
Gen: OSA-E3 Active speed/mode: 1000 mb/sec full duplex
Media: Singlemode Fiber Jumbo frames: Yes Isolate: No
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PhysicalMACAddr: 643B88F30000 LocallyCfgMACAddr: 000000000000
Queues defined Qut: 4 In: 3 Ancillary queues in use: 2

Connection Mode: Layer 3 IPv4: No IPv6: Yes
SAPSup: 00010293 SAPEna: 00010293
IPv6 attributes:
VLAN ID: N/A VMAC Active: Yes
VMAC Addr: 643B88F30001 VMAC Origin: Cfg VMAC Router: A1l

AsstParmsEna: 00215C66  QutCkSumEna: 00000000 InCkSumEna: 00000000
Registered Addresses:
IPv6 Unicast Addresses:
Addr: 2001:1:1::1
Addr: 2001:2:1::1
Total number of IPv6 addresses: 2
IPv6 Multicast Addresses:
MAC: 3333FF280300 Addr: FF02::1:FF28:300
Total number of IPv6 addresses: 1
Ancillary Input Queue Routing Variables:
Queue Type: BULKDATA Queue ID: 2 Protocol: TCP
Src: 2004:1:11::1..200
Dst: 2001:1:3::1..200
Total number of IPv6 connections: 1
Queue Type: SYSDIST  Queue ID: 3 Protocol: TCP
Addr: 2001:1:3::1
Total number of IPv6 addresses: 1
32 OF 32 Lines Displayed
End of report

Example of dual definition interface reply:

EZDOO31I TCP/IP CS V2R1 TCPIP Name: TCPCS 15:14:15
DispTay OSAINFO results for IntfName: LNK29D
PortName: DEV29D PortNum: 01 Datapath: 3902 RealAddr: 0002

PCHID: 0451 CHPID: 29 CHPID Type: 0SD OSA code Tlevel: 6760
Gen: O0SA-E3 Active speed/mode: 1000 mb/sec full duplex
Media: Singlemode Fiber Jumbo frames: Yes Isolate: No

PhysicalMACAddr: 643B88F30000 LocallyCfgMACAddr: 000000000000
Queues defined Qut: 4 In: 1 Ancillary queues in use: 0

Connection Mode: Layer 3 IPv4: Yes IPv6: Yes
SAPSup: 00010293 SAPEna: 00010293
IPv4 attributes:

VLAN ID: N/A VMAC Active: No

Defined Router: Non Active Router: No

AsstParmsEna: 00215C66  OQutCkSumEna: 00000000 InCkSumEna: 00000000
IPv6 attributes:
VLAN ID: N/A VMAC Active: Yes
VMAC Addr: 643B88F30001 VMAC Origin: Cfg VMAC Router: A1l
AsstParmsEna: 00215C66  OutCkSumEna: 00000000 InCkSumEna: 00000000
Registered Addresses:
IPv4 Unicast Addresses:
ARP: Yes Addr: 10.10.10.10
Total number of IPv4 addresses: 1
IPv4 Multicast Addresses:
MAC: 01005E000001 Addr: 224.0.0.1
Total number of IPv4 addresses: 1
IPv6 Unicast Addresses:
Addr: 2001:1:1::1
Addr: 2001:2:1::1
Total number of IPv6 addresses: 2
IPv6 Multicast Addresses:
MAC: 3333FF280300 Addr: FF02::1:FF28:300
Total number of IPv6 addresses: 1
30 OF 30 Lines Displayed
End of report

Example of Layer 2 reply:
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EZDOO31I TCP/IP CS V2R1 TCPIP Name: TCPCS 15:14:15
DispTay OSAINFO results for IntfName: EZ60SMO1
PortName: IUTMPOCB PortNum: 00 Datapath: 3902 RealAddr: 0002

PCHID: 0451 CHPID: 29 CHPID Type: OSM O0SA code Tevel: 6760
Gen: 0SA-E3 Active speed/mode: 1000 mb/sec full duplex
Media: Singlemode Fiber Jumbo frames: Yes Isolate: Yes

PhysicalMACAddr: 643B88F30000 LocallyCfgMACAddr: 000000000000
Queues defined Qut: 4 In: 1 Ancillary queues in use: 0
Connection Mode: Layer 2

SAPSup: 00010293 SAPEna: 00010293
Layer 2 attributes:
VLAN ID: N/A VMAC Active: Yes

VMAC Addr: 820001AAQE2A VMAC Origin: OSA
Registered Addresses:
Layer 2 Multicast MAC Addresses:
MAC: 3333FF010003
MAC: 3333FF010002
MAC: 3333FF010001
MAC: 3333FFAAOQE2A
MAC: 333300000001
Total number of Layer 2 MAC addresses: 5
23 of 23 Tines displayed
End of report

Reply field descriptions:

Interface
Interface name from the display command.

Base section:
The Base section of the report is displayed if the BASE modifier is
specified or none of the modifiers are specified.

PortName
Portname specified on the INTERFACE definition, specified as the
device name, or both when the datapath device is shared by both
definitions. This name also matches portname on the VTAM TRLE
definition.

PortNum
Physical port on the OSA-Express that is used for the interface.

Datapath
Hexadecimal datapath device address on the OSA-Express that is
used for the interface.

RealAddr
Hexadecimal logical address and unit address of the interface.

PCHID
Physically installed channel path that is used by this QDIO
datapath device.

CHPID
Channel path identifier that is used by this QDIO datapath device.

CHPID Type
The CHPID type of the interface, which can have the following
values:

OSD  External network
OSM Intra node management network

OSX Intra ensemble data network

106 z/0S V2R1.0 Communications Server: IP System Administrator's Commands



DISPLAY TCPIP,,NETSTAT,ACCESS,NETWORK report

OSA code level

Gen

OSA-Express processor code level of the QDIO datapath device.

Generation of the OSA-Express feature. The following values are
supported:

OSA-E3
OSA-Express3

OSA-E4S
OSA-Express4S

Active speed/mode

Media

Switch speed and duplex mode of the interface. The following
values are supported:

* 10 mb/sec half duplex

* 10 mb/sec full duplex

* 100 mb/sec half duplex

* 100 mb/sec full duplex

* 1000 mb/sec half duplex

* 1000 mb/sec full duplex

* 10 gigabit full duplex

* Unknown

Transmission media (copper or fiber). If fiber is the transmission

media, it can be single-mode fiber (LR/LX) or multimode (SR/SX).
The following values are supported:

* Copper
* Multimode Fiber
* Single-mode Fiber

Jumbo frames

Isolate

Indicates whether jumbo frames are supported.

Indicates whether this TCP/IP stack is prohibited from
communicating directly through the interface with other TCP/IP
stacks that are sharing the OSA-Express feature.

PhysicalMACAddr

Physical Medium Access Control (MAC) LAN address for the
interface.

LocallyCfgMACAddr

Local Medium Access Control (MAC) LAN address for the
interface.

Queues defined

Out  Number of output priority queues that are defined for this
interface.

In Number of input queues that are defined for this interface.
A value of 1 indicates only the primary queue is defined. A
value larger than 1 indicates that QDIO inbound workload
queueing ancillary queues are defined and the number of
ancillary queues is 1 less than the value reported.
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Ancillary queues in use
Number of QDIO inbound workload queueing ancillary input
queues (SYSDIST, BULKDATA, and so on) in use by this interface.

Connection Mode
Connection mode of the interface. The following values are
supported:
* Layer 2
e Layer 3

IPv4  Indicates whether an IPv4 interface is active for the datapath
device.

IPv6  Indicates whether an IPv6 interface is active for the datapath
device.

SAPSup
Information used for problem analysis by IBM support.

SAPEna
Information used for problem analysis by IBM support.

IPv4, IPv6, or Layer 2 attributes
This section displays the attributes for the interface.

VLAN ID
Decimal virtual LAN identification number that is defined
on this interface.

VMAC Active
Indicates whether the interface is using a virtual MAC
address.

Defined Router
The defined router attribute. This field is displayed for
Layer 3 only when VMAC is not active. The following
values are supported:

Pri The interface is a primary router.
Sec The interface is a secondary router.
Non The interface is not a router.

Active Router
Indicates whether this interface is the active router for the
OSA-Express feature. This field is displayed for Layer 3
only when VMAC is not active and is applicable only for
PRIROUTER and SECROUTER interface configurations.

VMAC Addr
Displays the virtual MAC address in use for this interface.
This field is displayed only when VMAC is active.

VMAC Origin
Indicates the origin of the virtual MAC address. This field
is displayed only when VMAC is active. The following
values are supported:

Cfg The virtual MAC address was configured in the
TCP/1IP stack PROFILE

OSA  The virtual MAC address was assigned by the
OSA-Express
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VMAC Router
This field is displayed for Layer 3 only when VMAC is
active. The following values are supported:

All Indicates that the OSA-Express is routing
everything that was received on the virtual MAC
address to the interface without regard for
registered addresses.

Local Indicates that the OSA-Express is routing
everything that is received on the virtual MAC
address, and to a registered IP address, to the
interface.

AsstParms
This field is displayed only for Layer 3. It is information
used for problem analysis by IBM support.

OutCkSumEna
This field is displayed only for Layer 3. It is information
used for problem analysis by IBM support.

InCkSumEna
This field is displayed only for Layer 3. It is information
used for problem analysis by IBM support.

Registered Addresses
This is the registered addresses section of the report and is displayed if the
REGADDRS modifier is specified or none of the modifiers are specified
and only if there are registered addresses.

For Layer 3, there are four subsections that are included only if there are
addresses to report:

 IPv4 Unicast Addresses

* IPv4 Multicast Addresses

¢ IPv6 Unicast Addresses

* IPv6 Multicast Addresses

For Layer 2, there is only one subsection which is included only if there
are addresses to report:

* Layer 2 Multicast MAC Addresses

ARP  Indicates whether the OSA-Express is providing address resolution
for the corresponding registered IPv4 address.

Addr IPv4 or IPv6 address.

Total number of IPv4 addresses or Total number of IPv6 addresses
Shows the cumulative number of IPv4 or IPv6 addresses
immediately preceding this message.

MAC The Medium Access Control (MAC) LAN address corresponding to
the Layer 2 or registered multicast IP address.

Total number of Layer 2 MAC addresses
Shows the cumulative number of MAC addresses immediately
preceding this message.

Ancillary Input Queue Routing Variables
The Ancillary Input Queue Routing Variables section of the report is
displayed if any of the following modifiers were specified, or none were
specified:
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« BULKDATA
e SYSDIST

Queue Type
Displays the workload name for an ancillary queue. The following
values are supported:

BULKDATA
Specifies that the input queue is used for streaming
workloads.

SYSDIST
Specifies that the input queue is used for sysplex
distributor workloads.

Queue ID
Ancillary queue number.

Protocol
TCP

Src Source address and port. This information is displayed only for the
BULKDATA queue.

Dst  Destination address and port. This information is displayed only
for the BULKDATA queue.

Total number of IPv4 connections or Total number of IPv6 connections
Displays the cumulative number of BULKDATA IPv4 or IPv6
Src/Dst combinations immediately preceding this message.

DISPLAY TCPIP,,STOR
Use the DISPLAY TCPIP,procname,STOR command to display TCP/IP storage usage
information. You can use this command to verify the load module service level.

To verify load module service level, ensure that the eyecatcher for the module
matches the latest PTF service for the module. When you contact IBM Service, you
can use this command to verify that you are running on the correct TCP/IP service
level.

Format:

v
A

»»—Display —TCPIP—,

,—STOR
|—p rocname—| l—,—MODu] e=—modname_name—|

Parameters:

STOR
Requests storage information.

If no other option is specified, the command displays the current and
maximum storage usage for the TCP/IP stack and any TCP/IP storage limits.
The maximum storage usage is the highest amount of storage TCP/IP has used
since it started. See [“Example” on page 111] for an example output, and see
message [EZZ8453]] in [z/OS Communications Server: IP Messages Volume 4|
[(EZZ, SNM)| for a description of the output displayed.

MODULE
Displays the load module name that contains the module, module address and
the first 48 bytes of storage.
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This command displays modules within load modules EZBTIINI, EZBITCOM,
EZBPFINI, EZBTLMST, EZBTLCMN, and EZBTLCLG. This command does not
provide information for the FTP TCP/IP modules.

Load module
Storage Location

EZBTIINI
Common storage

EZBITCOM
Common storage

EZBPFINI
OMVS private storage

EZBTLMST
TCP/IP private storage

EZBTLCMN
TCP/IP private storage

EZBTLCLG
TCP/IP private storage

Example:
To display TCP/IP storage usage, issue the following command:

d tcpip,tcpip2,stor
EZ784531 TCPIP STORAGE

EZ784541 TCPIP2  STORAGE CURRENT ~ MAXIMUM LIMIT
EZD20181 31-BIT

EZ784551 ECSA 45654K 56823K  204800K
EZ784551 PRIVATE 124634K  143743K  524288K
EZ784551 ECSA MODULES 8702K 8702K  NOLIMIT
EZD20181 64-BIT

EZ784551 HVCOMMON 3M 3M  NOLIMIT
EZ784551 HVPRIVATE 50M 50M  NOLIMIT
EZ784551 TRACE HVCOMMON 2578M 2578M 2578M
EZ784551 SMC-R FIXEDMEMORY 12M 16M 40M
EZD20241 SMC-R SEND MEMORY 4aM aM

EZD20241 SMC-R RECV MEMORY 8M 12M

EZ784591 DISPLAY TCPIP STOR COMPLETED SUCCESSFULLY

Usage:
 If a module is built into multiple load modules, each occurrence is displayed.
* The storage display command is used to verify the load module service level of

the TCP/IP stack. The command supports several, but not all, modules within
the product.

¢ SMC-R memory information (messages EZZ84551 and EZD2024I) is included only
when the Shared Memory Communications over Remote Direct Memory Access
(SMC-R) function is or was enabled on this TCP/IP stack. The SMC-R function
is enabled by using the SMCR parameter of the GLOBALCONFIG statement.

DISPLAY TCPIP,,SYSPLEX
Use the DISPLAY TCPIP,SYSPLEX command from an operator console to request
SYSPLEX information.

Format:

v

»»—Display —TCPIP—, |_ _| s
procname
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|—,MAX=100— (1)
»—SYSplex—,——VIPADyn >«
i:,IPAddr:—ipaddr ,MAX=+
, INTFName=—int fname— ,MAX=recs—
GROUP
PORTS

Notes:

1 MAX limits the number of records displayed to the MVS operator's console.

Result: If the stack is not a member of a sysplex group, the following message is
displayed:

EZ782691 tcpstackname mvsname IS NOT A MEMBER OF A SYSPLEX GROUP

Parameters:

SYSPLEX
Request SYSPLEX information.

VIPADYN
Displays information about Dynamic VIPA for the active stack. If more than
one stack is active, use procname to specify the particular TCP stack for which
you want to display information.

The display contains a Distribute field. This field indicates whether the stack is
a distributing stack, a destination stack, or both. For a description of all the
fields displayed on the report, see the output examples for the
[VIPADyn/-v report” on page 645
IPADDR=ipaddr

Specifies a fully qualified IPv4 or IPv6 address that is used to limit the

VIPADYN option. No wildcard characters (* and ?) are allowed for this
value.

INTFName=int fname
Specifies an IPv6 interface name that is used to limit the VIPADYN option.

MAX=number of records
Number of records to be written to the console. Valid values are in the
range 1 - 65535. A wildcard (*) displays all records. The default value is
100.

GROUP
Displays the name of the TCP/IP sysplex group that the active stack has
joined. If more than one stack is active, use the procname parameter to specify
the particular TCP/IP stack for which you want to display information.

PORTS
Displays the configured EXPLICITBINDPORTRANGE port range (as specified
on the GLOBALCONFIG EXPLICITBINDPORTRANGE statement) for this
stack, and the currently active port range throughout the sysplex. If the stack is
not configured for an explicit bind port range, a message is displayed to
indicate that the range has not been configured on this stack. If this stack has
not interrogated the active explicit bind port range, a message is displayed to
indicate that the active range is not available from this stack.

Result: The range that was configured on this stack might not be the actual
range that is in use throughout the sysplex at this time, because another stack
that was started later with a different EXPLICITBINDPORTRANGE value
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configured (or a Vary Obey command specifying a file with a different
EXPLICITBINDPORTRANGE value) can override the range that was
configured by this stack.

Examples:
Not IPv6 enabled (SHORT format):

d tcpip,tcpes,sysplex,group

EZz82601 SYSPLEX CS V1R9
EZ782701 SYSPLEX GROUP FOR TCPCS AT MVS004 IS EZBT1121

d tcpip,tcpcs,sysplex,ports

EZD12931 Configured EXPLICITBINDPORTRANGE: 05000-06023
EZD12941 Active EXPLICITBINDPORTRANGE: 07000-09047

d tcpip,tcpcs,sysplex,vipadyn

EZ782601 SYSPLEX CS VIR9 513
VIPA DYNAMIC DISPLAY FROM TCPCS AT MVS004
IPADDR: 201.2.10.11 LINKNAME: VIPLC9020A0B
ORIGIN: VIPADEFINE
TCPNAME MVSNAME STATUS RANK ADDRESS MASK NETWORK PREFIX DIST

TCPCS MVS004  ACTIVE 255.255.255.240 201.2.10.0 BOTH
TCPCS2 ~ MVS004  BACKUP 100 DEST
TCPCS3  MVS005  BACKUP 010 DEST

IPADDR: 201.2.10.12 LINKNAME: VIPLC9020A0C
ORIGIN: VIPADEFINE
TCPNAME MVSNAME  STATUS RANK ADDRESS MASK NETWORK PREFIX DIST
TCPCS MVS004  ACTIVE 255.255.255.240 201.2.10.0 DIST
TCPCS2 ~ MvS004  ACTIVE DEST
TCPCS3  MVS005  BACKUP 010

IPADDR: 201.2.10.13
ORIGIN: VIPABACKUP
TCPNAME MVSNAME  STATUS RANK ADDRESS MASK NETWORK PREFIX DIST
TCPCS2  MVS004  ACTIVE 255.255.255.192 201.2.10.0 DIST
TCPCS MVS004  MOVING DEST
TCPCS3  MVS005  BACKUP 010

IPADDR: 201.2.10.21
ORIGIN: VIPABACKUP
TCPNAME MVSNAME STATUS RANK ADDRESS MASK NETWORK PREFIX DIST
TCPCS3  MVS005  ACTIVE 255.255.255.192 201.2.10.0
TCPCS2 ~ MVS004  BACKUP 100
TCPCS MVS004  BACKUP 080

IPADDR: 201.2.10.22
ORIGIN: VIPABACKUP
TCPNAME MVSNAME STATUS RANK ADDRESS MASK NETWORK PREFIX DIST
TCPCS3  MVS005  ACTIVE 255.255.255.192 201.2.10.0
TCPCS MVS004  BACKUP 080
TCPCS2  MVS004  QUIESC

15 OF 15 RECORDS DISPLAYED

IPv6 enabled:

D TCPIP,TCPCS,SYSPLEX,VIPADYN
EZ782601 SYSPLEX CS VIR9 711
VIPA DYNAMIC DISPLAY FROM TCPCS AT MVS004
LINKNAME: VIPLC9020A0B
IPADDR/PREFIXLEN: 201.2.10.11/28
ORIGIN: VIPADEFINE
TCPNAME MVSNAME ~ STATUS RANK DIST
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TCPCS MVS004  ACTIVE BOTH
TCPCS2  MVS004  BACKUP 100 DEST
TCPCS3  MVS005  BACKUP 010 DEST
LINKNAME: VIPLC9020A0C
IPADDR/PREFIXLEN: 201.2.10.12/28
ORIGIN: VIPADEFINE
TCPNAME MVSNAME  STATUS RANK DIST
TCPCS MVS004  ACTIVE DIST
TCPCS2  MVS004  ACTIVE DEST
TCPCS3  MVS005  BACKUP 010
IPADDR: 201.2.10.13
ORIGIN: VIPABACKUP
TCPNAME MVSNAME  STATUS RANK DIST
TCPCS2  MvVS004  ACTIVE DIST
TCPCS MVS004  MOVING DEST
TCPCS3  MVS005  BACKUP 010
IPADDR: 201.2.10.21
ORIGIN: VIPABACKUP
TCPNAME MVSNAME  STATUS RANK DIST
TCPCS3  MVS005  ACTIVE
TCPCS2  MVS004  BACKUP 100
TCPCS MVS004  BACKUP 080
IPADDR: 201.2.10.22
ORIGIN: VIPABACKUP
TCPNAME MVSNAME  STATUS RANK DIST
TCPCS3  MVS005  ACTIVE
TCPCS MVS004  BACKUP 080
TCPCS2 ~ MVS004  QUIESC
INTFNAME: DVIPA1
IPADDR: 2001:0DB8:1::1
ORIGIN: VIPADEFINE
TCPNAME MVSNAME  STATUS RANK DIST

TCPCS MVS004  ACTIVE BOTH
TCPCS3  MVS005  ACTIVE DEST
TCPCS2  MVS004  ACTIVE DEST

INTFNAME: DVIPA2
IPADDR: 2001:0DB8:2::2
ORIGIN: VIPADEFINE
TCPNAME MVSNAME STATUS RANK DIST

TCPCS MVS004  ACTIVE BOTH
TCPCS3  MVS005  ACTIVE DEST
TCPCS2  MVS004  ACTIVE DEST

INTFNAME: DVIPA3
IPADDR: 2001:0DB8:3::3
TCPNAME MVSNAME  STATUS RANK DIST

TCPCS2  MVS004  ACTIVE
INTFNAME: DVIPA4
IPADDR: 2001:0DB8:4::4
TCPNAME MVSNAME  STATUS RANK DIST

TCPCS3  MVS005  ACTIVE
9 OF 9 RECORDS DISPLAYED

DISPLAY TCPIP,,TRACE

Use the DISPLAY TCPIP, TRACE command to display information about network
management applications that use the real-time application-controlled TCP/IP
trace network management interface (NMI) to obtain real-time network
management data from the TCP/IP stack. See [Real-time application-controlled]
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TCP/IP trace NMI (EZBRCIFR)|in |z/OS Communications Server: IP Programmer's|
Guide and Reference| for more information.

This command displays each application that currently uses the NMI, along with
information about the storage that the TCP/IP stack uses to provide the real-time
data. If neither the NAME parameter nor the TYPE parameter is specified, the
command displays a statistics section that applies to all applications that currently
use the NMI. Specify the DETAIL parameter of the command to display all the
trace filters that have been specified by each application.

Format:

»»—Display —TCPIP—, |_ _| . »>
procname

|—,MAX=200—
»—TRACE— >
,—DETAIL———— ,MAX=*
,—NAME=-jobname— ,MAX=1ines—
,—TYPE=- DAT
—[PKT

Rule: The parameters must be specified in the order that is shown in the syntax
diagram.

Parameters:

DETAIL
Specifies that all the filter sets for each trace type will be displayed. If this
parameter is not specified, none of the filter set information is displayed.

NAME=jobname
Specifies that only the information for the specified job name will be displayed.
The jobname value can be one of the following MVS job names:

* The job name of the application that is using the real-time
application-controlled TCP/IP trace NML

* The job name of the original application that created the application that is
using the NMI. For example, if JOB1 forked JOB2 and JOB2 is using the
NMLI, you can specify either JOB1 or JOB2 as the job name. If fork or spawn
services are not used, the JOB1 and JOB2 job names should be identical.

Guideline: If you specify the NAME parameter, only the information about
the applications that are using the NMI is displayed. The NMI statistics section
is not displayed.

TYPE=DAT | PKT
Specifies that only the information for jobs that use the NMI for the specified
trace type will be displayed. If you specify both the DETAIL parameter and the
TYPE parameter, all the filter sets for the specified trace type are displayed.
The valid TYPE values currently supported are:

DAT  Specifies that only the information for jobs using the NMI data trace
function will be displayed.
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PKT  Specifies that only the information for jobs using the NMI packet trace
function will be displayed.

Guideline: If you specify the TYPE parameter, only the information about the
applications that are using the NMI is displayed. The NMI statistics section is
not displayed.

MAX=*|lines
The maximum number of lines to be displayed on the console. Valid values are
in the range 2 - 65533. Specify an asterisk (*) to display up to 65533 lines.

MAX=*
If MAX=* is specified and the report is truncated because the multi-line
WTO maximum was exceeded, the following message is displayed:

Report truncated due to greater than 65533 Tines of output

MAX=lines
The total number of lines that are displayed and the total number of
lines that could have been displayed are shown in the following output
line:
n of m lines displayed

where 7 is the number of lines that are displayed and m is the total
number of lines that could have been displayed.

Examples:
1. Display the statistics section and summary information for all applications that
are using the real-time application-controlled TCP/IP trace NML

D TCPIP,TCPCS,TRACE

EZD20161 DISPLAY TRACE for TCPCS

Real-time application-controlled TCP/IP trace NMI statistics
TotStage: 0000000030M
Collection buffer statistics

TotalSize: 0000000064M InUse:  0000000000K
HiWater: 0000000318K Lost: 00000000000000000000
Name: NMAPP2 OrigName: NMAPPL ASID: 001A UserID: JONES

Description: Network Management Collector Active: Yes
Mode: Locate Ecb: Yes
Staging buffer statistics

TotalSize: 0000000020M InUse:  0000000080K

HiWater: 0000000014M Lost: 00000000000000000000

PutRecs: 00000000000000001287 GetRecs: 00000000000000001263
Data trace: Yes FiltNum: 01  ATTLSClr: Yes
Packet trace: Yes FiTtNum: 01  IPSecClr: No
Name: PKTMON OrigName: PKTMON ASID: 002A UserID: SMITH

Description: Packet Monitor Active: No
Mode: Move Ecb: No
Staging buffer statistics
TotalSize: 0000000010M InUse:  0000000005M
HilWater: 0000000009M Lost: 00000000000000000254

PutRecs: 00000000000000002513 GetRecs: 00000000000000001965
Data trace: No FiTtNum: 00  ATTLSClr: No
Packet trace: Yes FiltNum: 01 IPSecClr: Yes
25 of 25 Tines displayed
EZZ00531 COMMAND DISPLAY TCPIP,,TRACE COMPLETED SUCCESSFULLY

2. Display detailed information for all applications that are using the real-time
application-controlled TCP/IP trace NMI to obtain packet trace information.

D TCPIP,TCPCS,TRACE,TYPE=PKT,DETAIL
EZD2016I DISPLAY TRACE for TCPCS
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Name: NMAPP2 OrigName: NMAPPL ASID: 001A UserID: JONES

Description: Network Management Collector Active: Yes
Mode: Locate Ecb: Yes
Staging buffer statistics

TotalSize: 0000000020M InUse:  0000000080K

HiWater: 0000000014M Lost: 00000000000000000000

PutRecs: 00000000000000001287 GetRecs: 00000000000000001263
Data trace: Yes FiTtNum: 01  ATTLSClr: No
Packet trace: Yes FiltNum: 02 IPSecClir: Yes

Packet trace filter set # 1

Protocol: TCP Payload: 0000200

Discard: None PortNum: Any

IPSec: None

IntfName: OSAINTF1

IpAddr:  Any PfxLen: None
Packet trace filter set # 2

Protocol: Any Payload: 0065535

Discard: None PortNum: Any

IPSec: Clear
IntfName: Any

IpAddr: 10.143.7.65 PfxLen: None
Name: PKTMON OrigName: PKTMON ASID: 002A UserID: SMITH
Description: Packet Monitor Active: No
Mode: Move Ecb: No
Staging buffer statistics
TotalSize: 0000000010M InUse:  0000000005M
HiWater: 0000000009M Lost: 00000000000000000254

PutRecs: 00000000000000002513 GetRecs: 00000000000000001965
Data trace: No FiltNum: 00  ATTLSClr: No
Packet trace: Yes FiTtNum: 02  IPSecClr: No

Packet trace filter set # 1

Protocol: Any Payload: 0065535

Discard: None PortNum: Any

IPSec: Secure

IntfName: Any

IpAddr: 10.2.104.126 PfxLen: None
Packet trace filter set # 2

Protocol: Any Payload: 0065535

Discard: None PortNum: Any

IPSec: Secure

IntfName: Any

IpAddr: 2001:0DB8:0:1:10:2:105:254 PfxLen: None

44 of 44 Tines displayed
EZZ00531 COMMAND DISPLAY TCPIP,,TRACE COMPLETED SUCCESSFULLY

3. Display detailed information for all applications that are using the real-time
application-controlled TCP/IP trace NMI to obtain data trace information.

D TCPIP,TCPCS,TRACE,TYPE=DAT,DETAIL

EZD2016I DISPLAY TRACE for TCPCS
Name: NMAPP2 OrigName: NMAPPL ASID: 001A UserID: JONES

Description: Network Management Collector Active: Yes
Mode: Locate Ecb: Yes
Staging buffer statistics

TotalSize: 0000000020M InUse: 0000000080K

HiWater: 0000000014M Lost: 00000000000000000000

PutRecs: 00000000000000001287 GetRecs: 00000000000000001263
Data trace: Yes FiTtNum: 02  ATTLSClr: Yes
Data trace filter set # 1

JobName: TSTAPPL Payload: 0065535

ATTLS: None PortNum: Any

IpAddr: 2001:0DB8:0:1:10:2:105:254 PfxLen: None
Data trace filter set # 2

JobName: DBAPPL Payload: 1000000

ATTLS: Clear PortNum: 00163

IpAddr: 10.5.126.0 PfxLen: 0024
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Packet trace: Yes FiTtNum: 01  IPSecClr: No
19 of 19 Tines displayed
EZZ00531 COMMAND DISPLAY TCPIP,,TRACE COMPLETED SUCCESSFULLY

4. Display summary information for a specific application.
D TCPIP,TCPCS,TRACE,NAME=NMAPP2

EZD2016I DISPLAY TRACE for TCPCS
Name: NMAPP2 OrigName: NMAPPL ASID: 001A UserID: JONES

Description: Network Management Collector Active: Yes
Mode: Locate Ecb: Yes
Staging buffer statistics

TotalSize: 0000000020M InUse:  0000000080K

HilWater: 0000000014M Lost: 00000000000000000000

PutRecs: 00000000000000001287 GetRecs: 00000000000000001263
Data trace: Yes FiTtNum: 01  ATTLSClr: No
Packet trace: Yes FiltNum: 02 IPSecClr: Yes
11 of 11 Tines displayed
EZZ00531 COMMAND DISPLAY TCPIP,,TRACE COMPLETED SUCCESSFULLY

5. Display detailed information for a specific application.
D TCPIP,TCPCS,TRACE,NAME=NMAPP2,DETAIL

EZD2016I DISPLAY TRACE for TCPCS
Name: NMAPP2 OrigName: NMAPPL ASID: 001A UserID: JONES

Description: Network Management Collector Active: Yes
Mode: Locate Ecb: Yes
Staging buffer statistics

TotalSize: 0000000020M InUse: 0000000080K

HiWater: 0000000014M Lost: 00000000000000000000

PutRecs: 00000000000000001287 GetRecs: 00000000000000001263
Data trace: Yes FiTtNum: 02  ATTLSClr: Yes
Data trace filter set # 1

JobName: TSTAPPL Payload: 0065535

ATTLS: None PortNum: Any

IpAddr: 2001:0DB8:0:1:10:2:105:254 PfxLen: None
Data trace filter set # 2

JobName: DBAPPL Payload: 1000000

ATTLS: Clear PortNum: 00163

IpAddr: 10.5.126.0 PfxLen: 0024

Packet trace: Yes FiltNum: 02 IPSecClir: Yes
Packet trace filter set # 1

Protocol: TCP Payload: 0000200

Discard: None PortNum: Any

IPSec: None

IntfName: OSAINTF1

IpAddr:  Any PfxLen: None
Packet trace filter set # 2

Protocol: Any Payload: 0065535

Discard: None PortNum: Any

IPSec: Clear

IntfName: Any

IpAddr:  10.143.7.65 PfxLen: None
31 of 31 lines displayed
EZ700531 COMMAND DISPLAY TCPIP,,TRACE COMPLETED SUCCESSFULLY

6. Display the information when the real-time application-controlled TCP/IP trace
NMI is active, but has not been used by any application yet.

D TCPIP,TCPCS,TRACE

EZD2016I DISPLAY TRACE for TCPCS

Real-time application-controlled TCP/IP trace NMI available for use
3 of 3 Tines displayed

EZ700531 COMMAND DISPLAY TCPIP,,TRACE COMPLETED SUCCESSFULLY
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7. Display the information when the real-time application-controlled TCP/IP trace
NMI is disabled.

D TCPIP,TCPCS,TRACE

EZD2016I DISPLAY TRACE for TCPCS

Real-time application-controlled TCP/IP trace NMI disabled
3 of 3 lines displayed

EZZ00531 COMMAND DISPLAY TCPIP,,TRACE COMPLETED SUCCESSFULLY

Report field descriptions:
* NMI Global information

TotStage
The total amount of trace instance staging buffer storage that is currently
allocated. Each trace instance specifies the amount of storage to be
allocated on the RCCOpen request.

Collection buffer statistics section

TotalSize
The size of the collection buffer in megabytes.

InUse The number of kilobytes or megabytes currently in use in the
collection buffer.

HiWater
The largest number of kilobytes, or megabytes that have been in
use in the collection buffer since an application opened a trace
instance.

Lost The total number of trace records that could not be written to
the collection buffer due to insufficient storage space.

* Application information section

Name The job name of the application that opened an NMI trace instance.
Applications invoke the RCCOpen NMI request to open a trace instance.
If an application opens several trace instances, the same job name is
displayed for all the trace instances.

OrigName
The job name of the originator of the application. For example, if JOB1
forked JOB2 and JOB2 is using the NMI, the job name JOB1 will be
displayed in this field. If fork or spawn services are not being used, the
value of this field is the same as the value of the Name field.

ASID The hexadecimal address space identifier of the application that opened
an NMI trace instance.

UserID
The user ID that is associated with the application that opened an NMI
trace instance.

Description
The description that was supplied by the application on the RCCOpen
NMI request when it opened an NMI trace instance.

Active Indicates whether the application trace instance is currently active. If the
trace instance is active, trace records are being created in the staging
buffer for the application to retrieve.

Yes Indicates that the application trace instance is currently active.
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No

Indicates that the application trace instance is not currently
active.

Mode Indicates the mode that the application trace instance uses to access the
trace records.

Locate The application uses locate mode. This option is specified on the

Move

RCCOpen NMI request.

The application uses move mode. This is the default mode if
locate mode is not specified on the RCCOpen NMI request.

Ecb  Indicates whether the application trace instance uses an ECB that the
application owns to be posted when trace records are written to the
staging bulffer.

Yes

No

The application uses an ECB that the application owns. This
option is specified on the RCCOpen NMI request.

The application does not use an ECB that the application owns.
This is the default option if an ECB address is not supplied on
the RCCOpen NMI request.

Staging buffer statistics section

TotalSize

InUse

The size of the staging buffer in megabytes.

The number of kilobytes or megabytes currently in use in the
staging buffer. This value is reset to zero each time the RCCStart
request is processed for the trace instance.

HiWater

Lost

The largest number of kilobytes, or megabytes that have been in
use in the staging buffer since the last RCCStart request was
processed for the trace instance.

The total number of trace records and collection buffer lost
records that could not be written to the staging buffer as the
result of insufficient storage space. This value is reset to zero
each time the RCCStart request is processed for the trace
instance.

PutRecs

The total number of trace records that have been stored in the
staging buffer since the last RCCStart request was processed for
the trace instance.

GetRecs

The total number of trace records that the application has
retrieved from the staging buffer since the last RCCStart request
was processed for the trace instance.

Data trace filter control block section

Data trace

Indicates whether the application trace instance has set up filters
for data trace.

Yes Indicates that the application trace instance has set up
filters for data trace. If the DETAIL parameter was
specified on the command, the filter sets will be
displayed under this field.
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No Indicates that the application trace instance has not set
up filters for data trace.

FiltNum num
Indicates the total number of filters that are defined for the trace
type.

ATTLSClIr

Indicates whether AT-TLS cleartext data is requested in any of
the data trace filters.

Yes Indicates that AT-TLS cleartext data is requested in at
least one of the filters.

No Indicates that AT-TLS cleartext data is not requested in
any of the filters.

Data trace filter set #num
Indicates that the filter set number num is displayed under this
field. The filter set information is displayed only if filters have
been set for the trace type and the DETAIL parameter was
specified on the command.

Payload

The specified or default payload value from the RCDAPayload
field in the RCCDat filter control block.

Portnum
The port number from the RCDAPortNum field in the RCCDat
filter control block. The port number applies to the source or
destination port. One of the following values is displayed:

Any Indicates that no port number is specified for this filter
set.

portnum
The port number.

ATTLS

The requested AT-TLS filter support from the RCDAFiltFlags
field in the RCCDat filter control block. One or more of the
following values can be displayed:

None Indicates that no AT-TLS filter support is requested.

Clear Indicates that AT-TLS cleartext data support is requested.
Trace records will be created for AT-TLS before the data
is encapsulated or encrypted.

Restriction: The data must match other filter criteria for a trace
record to be created for it.

JobName
The job name from the RCDAJobName field in the RCCDat filter
control block. One of the following values is displayed:

Any Indicates that no job name is specified for this filter set.

jobname
The job name.
IpAddr

The job name from the RCDAJobName field in the RCCDat filter
control block. One of the following values is displayed:
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Any Indicates that no job name is specified for this filter set.

jobname
The job name.

PfxLen
The prefix length from the RCDAPrefix field in the RCCDat
filter control block. This value is used together with the IP
address value to create an IP address mask that will be used in
comparing the IP address to the source or destination IP
addresses in a packet. One of the following values is displayed:

None Indicates that no prefix length is specified for this filter
set.

pfxlen The prefix length in number of bits.
Packet trace filter control block section

Packet trace
Indicates whether the application trace instance has set up filters
for the packet trace.

Yes Indicates that the application trace instance has set up
filters for the packet trace. If the DETAIL parameter was
specified on the command, the filter sets are displayed
under this field.

No Indicates that the application trace instance has not set
up filters for packet trace.

FiltNum num
Indicates the total number of filters that are defined for the trace

type.

IPSecClr
Indicates whether IPSec cleartext data is requested in any of the
data trace filters.

Yes Indicates that IPSec cleartext data is requested in at least
one of the filters.

No Indicates that IPSec cleartext data is not requested in any
of the filters.

Packet trace filter set #num
Indicates that filter set number num is displayed under this field.
The filter set information is displayed only if filters have been
set for the trace type and the DETAIL parameter was specified
on the command.

Protocol
The protocol number from the RCPKProto field in the RCCPkt
filter control block. One of the following values will be
displayed:

Any Indicates that no protocol was specified for this filter set.

protocol | TCP | UDP | ICMP | ICMPv6
The protocol number or the protocol name for the
indicated well-known protocols.
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Payload

The specified or default payload value from the RCPKPayload
field in the RCCPkt filter control block.

Discard

The discarded packets value from the RCPKDiscard field in the
RCCPkt filter control block. One of the following values will be
displayed:

None Indicates that trace records are not created for discarded
packets.

Both Indicates that trace records are created for both
discarded packets and packets that were sent and
delivered.

Only Indicates that trace records are created only for
discarded packets.

reason_code
Indicates that trace records are created only for packets
with the specified discard reason code.

Portnum

The port number from the RCPKPortNum field in the RCCPkt
filter control block. The port number applies to the source or
destination port. One of the following values will be displayed:

Any Indicates that no port number was specified for this
filter set.

portnum
The port number.

IPSec The requested IPSec filter support from the RCPKFiltFlags field
in the RCCPkt filter control block. One or more of the following
values can be displayed:

None Indicates that no IPSec filter support is requested.

Clear Indicates that IPSec cleartext data support is requested.
Trace records will be created for IPSec packets before the
packet is encapsulated or after the packet is
decapsulated.

Secure
Indicates that IPSec secure data support is requested.
Trace records will be created for encapsulated IPSec
packets.

Restriction: The packet must match other filter criteria for a

trace record to be created for it.

IntfName

The interface name from the RCPKIntfName field in the RCCPkt
filter control block. One of the following values will be
displayed:

Any Indicates that no interface name was specified for this
filter set.

intfname
The interface name.

Chapter 1. Operator commands and system administration 123



DISPLAY TCPIP,,NETSTAT,ACCESS,NETWORK report

IpAddr
The IPv4 or IPv6 address from the RCPKIpAddr field in the
RCCPkt filter control block. The IP address applies to the source
or destination address. If a packet contains GRE headers, the IP
address also applies to the source or destination address in the
GRE header. One of the following values will be displayed:

Any Indicates that no IP address was specified for this filter
set.

ipaddr The IP address.

PfxLen
The prefix length from the RCPKPrefix field in the RCCPkt filter
control block. The NMI uses the prefix length value and the IP
address value to create an IP address mask. The IP address mask
is used to compare the IP address to the source or destination IP
addresses in a packet. One of the following values will be
displayed:

None Indicates that no prefix length was specified for this
filter set.

pfxlen The prefix length in number of bits.

Matches
The number of trace records that matched the values in this
filter set. This value includes normal trace records and discarded
trace records.

DISPLAY command: TN3270E Telnet server address space

Use the DISPLAY TCPIP tnproc,<TELNET> command from an operator console to
request TN3270E Telnet server (Telnet) information. You must specify the Telnet

procedure name. Because all commands are directed to the Telnet address space,
the keyword TELNET can be omitted.

»»—Display TCPIP—, tnproc ,CLientID >«
l—,Te]net—| ,0BJect

,PROFile

,CONNection—

, INACTLUS—

The IPv6 address format is accepted wherever an IP address is specified. The result
might be no matches, but the IPv6 address format is always accepted.

If the z/OS UNIX domain name is set to AF_INET6 for IPv6 or the FORMAT
LONG configuration statement is specified, then tabular style displays that contain
client identifier data use a second line to display data; otherwise, the data is
displayed on a single line. To ensure uniformity in the displays, if the second line
format is in effect, then any display that contains client identifier data uses the
2-line format even if the data would fit on a single line. The following tabular
displays are affected:

* D TCPIP,tnproc,<TELNET>,CLientID
* D TCPIP,tnproc,<TELNET>,OB]Ject
* D TCPIP tnproc,<TELNET>,CONNection
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All commands that contain the PROFILE= parameter are considered to be part of
the profile group because the commands categorize (and display) the information
based on the profile in which it is contained. All of these commands search all
profiles that match the PROFILE= search criteria. Once a match is found, the other
parameters are used to determine what is displayed for the profile.

Profile, connection, and port-related displays contain a port description line that
identifies the port for the preceding data.

Telnet Display commands provide the following summary or detailed information
at all levels:

* Connection

D TCPIP, tnproc<, Telnet>,CONNection (Summary | Detail)
* Profile

— D TCPIP tnproc<,Telnet>,PROFile (Summary | Detail)

— D TCPIP tnproc<,Telnet>,0OBJect (Summary | Detail)

— D TCPIP tnproc<,Telnet>,CLient ID (Summary | Detail)
* Port

— D TCPIP tnproc<,Telnet>,PROFile (Summary)
* Server

— D TCPIP tnproc<,Telnet>,PROFile (Summary)

— D TCPIP tnproc<,Telnet> INACTLUS

Telnet displays use multiple console support (MCS) display lines. In the examples,
a C indicates a control line and an L indicates a label line. When MCS is being
used, control and label lines do not scroll off the screen.

Tip: All parameters after the command can be in any order. All commands are
directed to the Telnet address space, which makes the TELNET parameter
redundant and optional.

When you specify a TN3270E Telnet server as the tnproc value on the command,
you can display information about the TN3270E Telnet server or about functions
that are associated with the server.

The functions listed in support the DISPLAY TCPIP command when it is
directed to a TN3270E Telnet server.

Table 7. TN3270E Telnet server functions that support the MVS DISPLAY TCPIP command

Function Command

CLientID [“DISPLAY Telnet CLientID command” on page 126|
CONNection ['DISPLAY TELNET CONNECTION command” on page 129
HELP [“DISPLAY TCPIP tnproc, HELP” on page 133
INACTLUS [“DISPLAY Telnet INACTLUS command” on page 134
LUNS [“DISPLAY TCPIP,tnproc, LUNS” on page 135|

OBJect [“DISPLAY Telnet OBJect command” on page 138
PROFile [“DISPLAY Telnet PROFILE command” on page 141
STOR [“DISPLAY TCPIP tnproc, STOR” on page 144]

Server status [“DISPLAY TCPIP,TELNET” on page 145|

XCF ["DISPLAY TCPIP tnproc, XCE” on page 146|
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DISPLAY Telnet CLientID command

Use the CLIENTID display command to display Client IDs that are defined in the
profile and details about the Client ID.

Format:

,POrt=ALL
|_

»»—Display TCPIP ,tnproc |_ _| ,CLientID

,Telnet ,POrt=num——
,POrt=numl. .num2—
,POrt=num,qual—

—,PROFiT1e=CURRent— ,DETail

Yy

v

—,PROFile=prfid— i:,TYPE=clidtype— l—,ID=clidname—| I—,SUMmar‘y—|
—,PROFi1e=ACTive— , TYPE=WU

—,PROFiTe=ALL
—,PROFile=Basic—
—,PROFile=Pending—
—,PROFile=Secure—

—,MAX=100
_|

L ,MAX=nn | o

Parameters:

tnproc
The member name of the cataloged procedure that is used to start the Telnet
address space.

Telnet
Legacy parameter that directs the command to the Telnet component when
Telnet could run in the TCP/IP stack.

CLientID
The CLientID keyword.

POrt=ALL|num|numi. .num2 |num,qual
Specifies that ALL ports, a specific port (num), port number range
(numl..num?2), qualified port (num,qual) be displayed. ALL is the default.

PROFile =CURRent|prfid|ACTive|ALL|Basic|Pending|Secure
The type of profile to display.
¢ CURRent is the name of the current profile. This is the default.
e prfid is the profile ID.
¢ ACTive is all the active profiles.

* ALL is all profiles, both active and inactive.
* Secure is the secure profiles.

* Pending is the profile that is waiting for LUNS acknowledgement to become
the active profile.

* Basic is the basic profile.

TYPE=clidtype
The type of client identifier to display. The client identifier values are:
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* USERID

+ HOSTNAME

+ IPADDR

* USERGRP

* HNGRP

» IPGRP

* DESTIP

» LINKNAME

* DESTIPGRP

¢ LINKGRP

» USERS (USERID and USERGRP)

* HNS (HOSTNAME and HNGRP)

+ IPS (IPADDR and IPGRP)

» DESTIPS (DESTIP and DESTIPGRP)

* LINKS (LINKNAME and LINKGRP)

+ NULL

* WU (Determines all the places where a particular name or IPADDR was
used and presents mapping information.)

ID=clidname
The client identifier name. If more than one client ID has the same name, one
line mapping information is displayed for all, but only the first one found in a
random search will have details presented. Use TYPE with ID to get the correct
match.

DETail|SUMmary
Summary is the default when neither TYPE nor ID is specified. Detail is the
default if either TYPE or ID are specified. The following describes the different
conditions:

* Neither TYPE nor ID is specified

Summary
Using message EZZ6082I, produces a listing of client identifiers.

Detail
Using message EZZ60811, produces a more detailed display showing all
Client Identifiers and the objects that are mapped to them.

* TYPE is specified

Summary
Using message EZZ6082I, produces a list of all Client Identifiers for the
specified Client Identifier type.

Detail
Using message EZZ60811, produces a more detailed display showing all
Client Identifiers and the objects mapped to them for the specified client
identifier type.

 ID is specified with or without TYPE
Summary
Using message EZZ60811, produces a detailed display showing all client

identifiers and the objects mapped to them for the specified client
identifier.
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Detail
Using message EZZ60811, produces a detailed display showing all client
identifiers and the objects mapped to them for the specified client
identifier. In addition, if the client identifier is a group, the individual
client identifiers within the group are displayed. If a PARMSGROUP
group is mapped to the client identifier, a summary of the resulting
parameters used by a connection are displayed.

MAX=100 | nn | *
The number of output lines that are displayed. Valid values are in the range 2 -
65533. The default value is 100. An asterisk (*) means that all output lines are
displayed. The command can display a maximum of 65533 output lines
(control, label, and data lines). Therefore, if you specify an asterisk (*), a
maximum of 65533 output lines is displayed.

Examples:

The following examples show what might be displayed with this command.

D TCPIP,TELNET,CLIENTID,PORT=23,PROF=CURR, SUMMARY
(C) EZZ60821 TELNET CLIENTID LIST
USERID
USER10
HOSTNAME
TESTER12.RALEIGH.THIS.VERY.LONG.HOSTNAME.EXAMPLE.S
HOWS . WRAP . COM
TESTER11.ANYWHERE. IBM.COM
IPADDR
1.1.1.1
HNGRP
HNGRP1
IPGRP
IPGRP1
LINKNAME
CTCLNK6
DESTIPGRP
DIPGRP1
----- PORT: 23 ACTIVE PROF: CURR CONNS: 0

18 OF 18 RECORDS DISPLAYED

D TCPIP,TELNET,CLIENTID,PORT=23,TYPE=HOSTNAME
(C) EZZ60811 TELNET CLIENTID DISPLAY

(L) CLIENT ID CONNS  OBJECT OBJECT  ITEM
(L) NAME USING TYPE NAME SPECIFIC  OPTIONS
HOSTNAME

TESTER12.RALEIGH.THIS.VERY.LONG.HOSTNAME.EXAMPLE.S
HOWS . WRAP . COM

0 LU LU12345 S
TS0 D--L----
TESTER11.ANYWHERE . IBM.COM
0 INT 74:10-3 {1 A —
----- PORT: 23 ACTIVE PROF: CURR CONNS: 0

10 OF 10 RECORDS DISPLAYED

D TCPIP,TELNET,CLIENTID,PORT=23,ID=IPGRP1
(C) EZZ60811 TELNET CLIENTID DISPLAY

(L) CLIENT ID CONNS  OBJECT OBJECT  ITEM
(L) NAME USING TYPE NAME SPECIFIC  OPTIONS
IPGRP
IPGRP1

0 DEFAPPL  APPLZ —mmmeme-
IPGRP1
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0 LUGRP LUGRP1 ~Co-Gen-
IPGRP1

0 PRTGRP  PRTGRP1 e GK--
IPGRP1

0 PRT PRT3333 e GKe-
IPGRP1

0 PARMSGRP PRMGRP2 ~ —mmoooe-
IPGRP1

0 MONGRP  MONGRP1 ~  memmmee-
IPGRP: IPGRP1
1.1.1.1
2.2.2.2
255.0.0.0:9.0.0.0
PARMS :
PERSIS  FUNCTION DIA SECURITY  TIMERS MISC
(LMTGCAK) (OPATSKTQSSHRT) (DRF) (PCKLECXN2) (IPKPSTS) (SMLT)

kkkxkkk  kkx[SBTQr**RT ECx BB****%%x% *P*xSTS *DD* *DEFAULT

[ DC- —mmmmmmmm mmmmee- ---- *TGLOBAL
ceRece —Peocmeee T ---- *TPARMS
____________________ DJ- --------= ------- ---- PRMGRP2
LM*R**%  *P*TSBTQ**HRT  DJ* BB***%*xx *P**STS *DD* <-FINAL

----- PORT: 23 ACTIVE PROF: CURR CONNS: 0

28 OF 28 RECORDS DISPLAYED
DISPLAY TELNET CONNECTION command

Use the CONNECTION DISPLAY command with the SUMmary parameter to view
high-level information about multiple existing connections and their usage.

Use the CONNECTION DISPLAY command with the DETail parameter to view all
available details about a single connection.

Use the LUName filter with the *LUNSREQ option to see the connections at a
LUNR that are waiting for a reply from the LUNS.

Format:
»»— Display TCPIP stnproc |_ _| ,CONNection >
,Telnet

|—,P0rt=ALL— |—,PROF11e=ALL—

,POrt=num—— ,PROFile=prfid—

,POrt=numl. .num2— ,PROFile=ACTive—

,POrt=num,qual— ,PROFi1e=CURRent—

,PROFile=Basic—

,PROFile=Secure—
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,MAX=100—
|_

Yy

|—,DETa1'1—| l—,MAX=nn|*—

——,COnn=connid |_ J
—, [PPort=ipaddr. .port— »SUMmary
—, LUName=1uname

,NOHname—
|_

——, LUName=luname* |_
—,APPL=app Lname | app name x————— ,HName—
—, TCPipjobname=tcpip

—, IPAddr=——ipaddr
—Eipv4mask: ipv4subnej
ipv6addr/prefixlen

—, LUGroup=lugroupname
—, IPGroup=ipgroupname
—,PROTOcol=protocol mode

,HName——

—[,HName=*hostname _| |_
,HNGroup=hngroupname ,NOHname—

Parameters:

tnproc
The member name of the cataloged procedure that is used to start the Telnet
address space.

Telnet
Legacy parameter that directs the command to the Telnet component when
Telnet could run in the TCP/IP stack.

CONNection
The connection keyword.

POrt=ALL|num|numi. .num2 |num,qual
Specifies that ALL ports, a specific port (num), port number range
(numl..num?2), qualified port (num,qual) be displayed. ALL is the default.

PROFile =ALL|prfid|ACTive|CURRent|Basic|Secure
The type of profile to display.
* ALL is all profiles, both active and inactive. This is the default.
* prfid is the profile ID.
¢ ACTive is all the active profiles.
* CURRent is the name of the current profile.
* Basic is the basic profile.
* Secure is the secure profiles.

COnn=connid
Displays detailed information about a specific TCP/IP connection ID.

IPPort=ipaddr..port
Displays detailed information about a specific IP port and address.

LUName=1uname~
The name of the LU for which you are searching. The wildcard (*) is allowed
only as the last character of the LUName. If no * is indicated, a detailed
display will appear.

SUMmary | DETai1
DETail displays all of the information about the requested connection.
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SUMmary displays a subset of the information about the requested connection.

APPL=app Lname | app lname*
The application name of the application for which you are searching. The
wildcard (*) is allowed only as the last character.

TCPIPJOBNAME=tcpip
The TCPIP stack that supports the connection.

IPAddr=ipaddr |mask:subnet
The IP address of the connection for which you are searching. The mask:subnet
designation is essentially allowing an IP wildcard.

LUGroup=Iugroupname
The name of the LU group for which you are searching.

IPGroup=ipgroupname
The name of the IP group for which you are searching.

PROTOcol=protocol mode
The protocol mode for which you are searching. Protocol choices are:

* BINARY

* LINEMODE
* TN3270

* TN3270E

* TRANSFORM

HName | NOHname
The summary display includes client host names when HNAME is specified.
The summary display omits client host names when NOHNAME is specified.

HName=*hos tname
The host name for which you are searching. Single or double asterisks are
permitted as wildcards:

* Use a single asterisk (*) to indicate that any value is acceptable for a
particular qualifier in a particular position within the host name. For
example, **.IBM.COM matches USER1.RALEIGH.IBM.COM, but does not
match USER1.TCP.RALEIGH.IBM.COM because this name includes an extra
qualifier.

* Use a double asterisk (**) to indicate that any number of qualifiers are
acceptable to the left of the asterisks. For example, **.IBM.COM matches
USER1.IBM.COM, USER1.RALEIGH.IBM.COM, and
USER1.TCPRALEIGH.IBM.COM.

Both wildcard techniques require that the entire qualifier be wildcarded. For
example, *“USER.IBM.COM is not a valid use of a wildcard. In this case, use
*IBM.COM instead.

HNGroup=hngroupname
The name of the HN group for which you are searching.

MAX=100 | nn | *
The number of output lines that are displayed. Valid values are in the range
2-65533. The default value is 100. An asterisk (*) indicates that all output lines
are displayed. The command can display a maximum of 65533 output lines
(control, label, and data lines). Therefore, if you specify an asterisk (*), a
maximum of 65533 output lines is displayed.

Examples:
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D TCPIP,TELNET,CONN
(C) EZZ60641 TELNET CONN DISPLAY

(L) ENCR TSP

(L) CONN TYPE IPADDR..PORT LUNAME ~ APPLID  PTR LOGMODE
0000001C 4S  9.27.11.197..4155 TCPM1002 APPL2 TAE SNX32702
0000001A 4S  9.27.11.197..4154 TCPM1001 APPL2 TAE SNX32702
----- PORT: 23 ACTIVE PROF: CURR CONNS: 2

4 OF 4 RECORDS DISPLAYED

The following example shows information that is related to AT-TLS.

D TCPIP,TELNET,CONN,CONN=35
EZZ60651 TELNET CONN DISPLAY
CONNECTED: 12:01:49 10/26/2005 STATUS: SESSION ACTIVE
CLIENT IDENTIFIER FOR CONN: 00000035  SECLABEL: *xN/A*=*
CLIENTAUTH USERID: USER60
HOSTNAME: TEST3.IBM.COM
CLNTIP..PORT: ::FFFF:9.16.17.18..2763
DESTIP..PORT: ::FFFF:9.42.43.44..23
LINKNAME: CTCLNK6
PORT: 23 QUAL: NONE
AFFINITY: TCPIP
STATUS: ACTIVE TTLSSECURE ACCESS: SECURE 0005 SSLV3 SAFCHECK
TTLSRule: TTLSTNRULE1
TTLSGrpAction: TTLSTN3270GROUPACTION1
TTLSEnvAction: TTLSTN3270ENVIRONMENTACTION1
TTLSConnAction: TTLSTN3270CONNECTIONACTION1
PROTOCOL: TN3270E LOGMODE: SNX32702 DEVICETYPE: IBM-3278-2-E
OPTIONS: ETET----  3270E FUNCTIONS: BSR----
NEWENV FUNCTIONS: --
USERIDS RESTRICTAPPL: USER64 EXPRESSLOGON: **N/Axx
LUNAME: TCPM1011 TYPE: TERMINAL GENERIC APPL: TS010003
MAPPING TYPE: CONN IDENTIFIER
OBJECT  ITEM SPECIFIC OPTIONS
LUMAP GEN: IG IPGRP1
>LUGRP1 -E--G---
LUGRP2 --==G---
DEFLT APPL: IP ::FFFF:9.16.17.18
o mmmeeee-
USS TABLE: IG IPGRP1
EZBTPUST Pomome-
LU EXIT
EZBTPUST,>EZBTPSCS PE------
INT TABLE: #*N/Axx
MONGROUP:  IG IPGRP1

MONGRP1
PERIOD: 60 MULT: 5
S/W AVG TOT AVG SUM R/T SSQ R/T ST DEV
SNA: 2124 1316 17112 72757524 2046
IP: 0 0 0 0 0
TOTAL: 2124 1316 17112 72757524 2046
COUNT: 4 13
BUCKET1 BUCKET2 BUCKET3 BUCKET4 BUCKET5
50 100 200 500 NO LMT
1 1 0 1 10
PARMS :
PERSIS FUNCTION DIA  SECURITY TIMERS MISC

(LMTGCAK) (OPATSKTQSSHRT) (DRF) (PCKLECXN2) (IPKPSTS) (SMLT)

*kkkkkk  *kxTSBTQ***RT EC* BBx*D***x* *P**STS *DD* *DEFAULT

-------------------- DJ-  —--m---k-  —m----o S--— *TGLOBAL

LM-R-P-  ----- BT--WH--  --—  TSS--F---  ----ST-  --—- *TPARMS

LM#*R*P*  x%xTSBTQ*-HRT DJd*  TSS*DFx**  xPxxSTS  SDD* TP-CURR
PARMSGROUP: IG IPGRP1
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------- OP--=--==-===  TC-  =-=====-2 Ie--=o=  --—- PRMGRPI
LUMAP-PMAP: ON LUMAP OF LUGRP1
------------------- =-F  =mmmmm-e= —ooooo -M-- PRMGRP2
LM*R%P% OP*TSBTQx-HRT ~ TCF  TSS*DF#%2  IP**STS  SMD* <-FINAL
56 OF 56 RECORDS DISPLAYED

Usage:

Only one connection at a time is displayed with parameters CONN=, IPPort=, and
LUNames= if no wildcard is on LUName.

DISPLAY TCPIP,tnproc,HELP

Use the DISPLAY TCPIP tnproc, HElp command from the MVS operator console to
display the syntax of MVS operator DISPLAY commands for the TN3270E Telnet
server (Telnet).

Format:
»»—Display —TCPIP—,—tnproc—,HE1p ><
—,STOR
—,Telnet
,CLientID—
,CONNection—
, INACTLUS—
,0BJect
,PROFiTe
—, LUNS
i:,INACTLﬁ
,0BJect
—,XCF
Parameters:
STOR

Shows help on the Telnet variation of the Display STOR command.

Telnet
Shows the available options on the Display Telnet command.

CLientID
Shows help on the Display TELNET,CLientID command.

CONNection
Shows help on the Display TELNET,CONNection command.

INACTLUS
Shows help on the Display TELNET,INACTLUS command or the Display
LUNS,INACTLUS command.

OBJect
Shows help on the Display TELNET,OBJect command or the Display
LUNS,OBJect command.

PROFile
Shows help on the Display TELNET,PROFile command.

LUNS
Shows help on the Display LUNS command.

XCF
Shows help on the Display XCF command.
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Examples:
To view the available help for Telnet, issue the following information:

d tcpip,TNSERV,help,Telnet
EZZ61031 D TCPIP,TNPROC<,TELNET>,
(CLIENTID|CONNECTION|INACTLUS|OBJECT|PROFILE)

To get more information about the syntax of a particular Telnet command (for
example, COnn), issue the following information:

d tcpip,TNSERV,help,telnet,conn
EZZ61071 D TCPIP,TNSERV<,TELNET>,CONNECTION
(<, (CONN=XCONNID | IPPORT=XIPADDR. . XPORT | LUNAME=XLUNM)
<, (DETAIL|SUMMARY)>>|
<, (LUNAME=XLUNM~ | APPL= (XAPPLNM | XAPPLNMx) |
TCPIPJOBNAME=XTCPIPNM|PROTOCOL=XPROTMODE |
LUGROUP=XLUGRPNM| IPGROUP=XIPGRPNM
IPADDR= (XIPADDR | XV4MASK: XV4SUBNET | XIPADDR/XPREFIXLEN))
<, (NOHNAME | HNAME) >> |
<, (HNAME=X*HOSTNAME | HNGROUP=XHNGROUPNM)
<, (NOHNAME | HNAME ) >>)
<,PORT=(ALL | XNUM|XNUML. . XNUM2 | XNUM, XQUAL)>
<,PROF=(CURRENT | XPROFID|ACTIVE|ALL|BASIC|SECURE)>
<,SUMMARY | DETAIL>
<,MAX=(XNN|*)>

DISPLAY Telnet INACTLUS command

Use the INACTLUS DISPLAY command to see all of the LUs that have not been
available to any users since the VARY INACT command was issued or since the
OPEN ACB command failed and Telnet automatically set the LU state to inactive.

Format:
,MAX=100
»»—Display TCPIP—, tnproc—l_—_l—,INACTLUS [ _|_| »><
,Telnet JMAX=nn | *
Parameters:
tnproc

The member name of the cataloged procedure that is used to start the Telnet
address space.

INACTLUS
The inactive LUs keyword.

MAX=100 | nn | *
The number of output lines that are displayed. Valid values are in the range 2 -
65,533. The default value is 100. An asterisk (*) indicates that all output lines
are displayed. The command can display a maximum of 65,533 output lines
(control, label, and data lines). Therefore, if you specify an asterisk (*), a
maximum of 65,533 output lines is displayed.

Examples:

D TCPIP,TELNET,INACTLUS
(C) EZZ60611 TELNET INACTLUS DISPLAY 771
(L) INACTIVE LUS
TCPM1003 TCPM1005 TCPM1004 TCPM1001 TCPM1010
TCPM1015 TCPM1012 TCPM1008
5 OF 5 RECORDS DISPLAYED
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DISPLAY TCPIP,nproc,LUNS

Use the DISPLAY TCPIP, tnproc, LUNS command from an operator console to
request TN3270E Telnet LU name server (LUNS) information. You must specify the
Telnet procedure name.

Format:

,MAX=100
_l

»»—DISPLAY TCPIP—, tnproc—,LUNS—[,OBJect
,INACTLUS—l l—,MAX=nn|*—|

The following descriptions provide details of the DISPLAY TCPIP, tnproc, LUNS
commands that you can issue.

Display TCPIP,tnproc, LUNS,OBJect command:

Use the Display TCPIP, tnproc, LUNS,OBJect command to display the shared LU
group objects at the LU name server (LUNS). The shared LU group objects are
defined in the LU name requester (LUNR) profile and sent to the LUNS.

Format:

,POrt=ALL
|_

»»—Display TCPIP——,tnproc——,LUNS—,0BJect
,POrt=num
,POrt=numl. .num2—
,POrt=num,qual—

—, PROFi1e=CURRent— |—,JOBname=ALL— |—,SYSname=ALL—

—,PROFile=prfid—- l—,JOBname=jobname— l—,SYSname=sysname—
—,PROFile=ALL

DETail MAX=100
r ]

Yy

—,TYPE=0bj type— l—,ID=objname—| l—SUMmary—l l—,MAX=nn|*—|
L, TYPE=WU

tnproc
The member name of the cataloged procedure that is used to start the Telnet
address space.

LUNS
The LUNS keyword.

OBJect
The OBJect keyword.

POrt=ALL|num|numl . .num2 |num,qual
Specifies that all ports, a specific port (num), a port number range
(numl..num?2), or a qualified port (num,qual) are to be displayed. The value
ALL is the default.

PROFile = CURRent|prfid|ALL
The type of profile to display.

* CURRent is the name of the most recent profile that was received from the
LUNR. This is the default.

Chapter 1. Operator commands and system administration 135



DISPLAY TCPIP,,NETSTAT,ACCESS,NETWORK report

* prfid is the profile ID.
* ALL indicates active profiles.

TYPE=0bjtype
The type of object identifier to display. Possible values are:

* SLUGRP
e SPRTGRP
e LUS (SLUGRP and SPRTGRP)

* WU (determines all places where a particular name is defined, presents
mapping information, and displays where the name has been assigned.)

ID=objname
The shared object name. If more than one shared object has the same name, the
first object found in a random search is presented. Specify the TYPE parameter
with the ID parameter to get the correct match.

DETail|SUMmary
Summary is the default when neither the TYPE nor the ID parameter is
specified. Detail is the default if either the TYPE or the ID parameter is
specified. Possible conditions are:

* Neither TYPE nor ID is specified.

Summary
Using message EZZ6086I, produces a list of shared objects.

Detail
Using message EZZ60851, produces a more detailed display that shows
all shared objects.

* TYPE is specified.

Summary
Using message EZZ60861, produces a list of all objects for the specified
object type. Types SLUGRP and SPRTGRP provide a summary of total
LUs and in-use LUs by group. An LU is considered in-use if it is
assigned to a connection, is being kept for possible reuse, or is inactive.
When TYPE=WU is specified, one line that shows where the LU is being
used is displayed.

Detail
Using message EZZ60851, produces a more detailed display showing all
shared objects for the specified object type.

* ID is specified with or without the TYPE parameter.

Summary
Using message EZZ60851, produces a detailed display showing all
objects for the specified objname object name.

Detail
Using message EZZ60851, produces a detailed display showing all
objects for the specified object. If the object is a group, the individual
objects in the group are displayed.

MAX=100 | nn | *
The number of output lines that are displayed. Valid values are in the
range 2 — 65 533. The default value is 100. An asterisk (*) indicates that
all output lines are displayed. The command can display a maximum of
65 533 output lines (control, label, and data lines). Therefore, if you
specify an asterisk (*), a maximum of 65 533 output lines is displayed.
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Examples:

The following examples display possible output from this command.

D TCPIP,TNLUNS,LUNS,0BJECT,PORT=6001,PROF=ALL
(C)EZZ60861 TNLUNS LUNS OBJECT LIST

SLUGRP

LUGRP1 LUGRP2 LUGRP3 LUGRP5 LUGRP6
SPRTGRP

*DEFPRT* PRTGRPZ  PRTGRP1
----------------------------------- PROF: 0001 CONNS: 23
SLUGRP

LUGRP1 LUGRP5 EZBLUXIT
SPRTGRP

*DEFPRT* PRTGRP2  PRTGRP1
————— PORT: 6001 MVS024  TNLUNR1 PROF: 0002 CONNS: 16
SLUGRP

LUGRP1 LUGRP2 LUGRP6 LUGRP7 LUGRP9
SPRTGRP

*DEFPRT* PRTGRPZ2  PRTGRP1
————— PORT: 6001 MVS024  TNLUNRZ PROF: 0002 CONNS: 11

18 OF 18 RECORDS DISPLAYED

D TCPIP,TNLUNS,LUNS,OBJECT,TYPE=SLUGRP,SUMMARY,SYS=MVS024,J0B=TNLUNRZ,PORT=6001
(C)EZZ60861 TNLUNS LUNS OBJECT LIST

SLUGRP
LUGRP1 20 LUS 7 IN USE
LUGRP2 100 LUS 32 IN USE
LUGRP6 10 LUS 2 IN USE
LUGRP7 10 LUS 2 IN USE
LUGRP9 10 LUS 2 IN USE
————— PORT: 6001 MVS024  TNLUNRZ PROF: 0002 CONNS: 11

10 OF 10 RECORDS DISPLAYED

D TCPIP,TNLUNS,LUNS,O0BJECT,TYPE=WU,ID=TCPM1008
(C)EZZ60851 TNLUNS LUNS OBJECT DISPLAY

(L)OBJECT CONNS
(L)NAME USING OPTIONS
SLUGRP

LUGRP1 2 —--mm---

LUGRP6 0 -Com-mm--
----------------------------------- PROF: 0001 CONNS: 23
SLUGRP

LUGRP1 0 ----mm--

LUGRP5 0 ----m---

————— PORT: 6001 MVS024  TNLUNR1 PROF: 0002 CONNS: 16
SLUGRP

LUGRP1 0 —------

LUGRP6 1 —meomeee
SPRTGRP

PRTGRP1 0 --------

----- PORT: 6001 MVS024  TNLUNRZ PROF: 0002 CONNS: 11

LU: TCPM1008 STATUS: IN USE BY MVS024 TNLUNR1

21 OF 21 RECORDS DISPLAYED
Display TCPIP,tnproc, LUNS,INACTLUS command:

Use the D TCPIP,tnproc, LUNS,INACTLUS display command to see all of the LUs
that have not been available to any LU name requesters because the VARY INACT
command was issued or because the OPEN ACB failed and Telnet automatically
set the LU state to inactive
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Format:
|—,MAX=100—|
»»—Display TCPIP—, tnproc—,LUNS,INACTLUS |_ _| ><
JMAX=nn |
Parameters:
tnproc

The member name of the cataloged procedure that is used to start the Telnet
address space.

INACTLUS
The inactive LUs keyword.

MAX=100 | nn | *
The number of output lines that are displayed. Valid values are in the range
2 — 65 533. The default value is 100. An asterisk (*) indicates that all output
lines are displayed. The command can display a maximum of 65 533 output
lines (control, label, and data lines). Therefore, if you specify an asterisk (*), a
maximum of 65 533 output lines is displayed.

Examples:

D TCPIP,TNLUNS,LUNS,INACTLUS
(C) EZZ60621 TNLUNS LUNS INACTLUS
(L) INACTIVE LUS
TCPM1003 TCPM1005 TCPM1004 TCPM1001 TCPM1010
TCPM1015 TCPM1012 TCPM1008
5 OF 5 RECORDS DISPLAYED

DISPLAY Telnet OBJect command

Use the OBJECT DISPLAY command to display objects that are defined in the
profile and details about the object.

Format:
»»—Display TCPIP ,tnproc |_ _| ,0BJect >
,Telnet
|—,P0rt:ALL— —, PROFile=CURRent—
,POrt=num——— |—,PROFile=prfid—- i:,TYPE=objtype—
,POrt=numl..num2— ,PROFile=ACTive— ,TYPE=WU
,POrt=num,qual—'  —,PROFile=ALL
—,PROFiTe=Basic—
—,PROFiTe=Pending—

—,PROFile=Secure—

,DETail ,MAX=100
1 r ]

I—, ID=objname—| I—, SUMmar‘y—| I—, MAX=nn | *—l

Parameters:
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tnproc
The member name of the cataloged procedure used to start the Telnet address
space.

Telnet
Legacy parameter that directs the command to the Telnet component when
Telnet could run in the TCP/IP stack.

OBJect
The OBJect keyword.

POrt=ALL|num|numl. .num2 |num,qual
Specifies that ALL ports, a specific port (num), port number range
(numl..num?2), qualified port (num,qual) be displayed. ALL is the default.

PROFile =CURRent|prfid|ACTive|ALL|Basic|Pending|Secure
The type of profile to display.

CURRent is the name of the current profile. This is the default.
prfid is the profile ID.

ACTive is all the active profiles.

ALL is all profiles, both active and inactive.

Secure is the secure profiles.

Pending is the profile waiting for LUNS acknowledgement to become the
active profile.

Basic is the basic profile.

TYPE=0bjtype
The type of object identifier to display. The object identifier values are:

ARAPPL

DEFAPPL

INT

LINEAPPL

LU

LUGRP

SLUGRP

MAPAPPL

MONGRP

PARMSGRP

PRT

PRTAPPL

PRTGRP

SPRTGRP

USS

APPLS (ARAPPL, DEFAPPL, PRTAPPL, LINEAPPL, MAPAPPL)
DEFAULTS (DEFAPPL, PRTAPPL, LINEAPPL, MAPAPPL, USS, INT)
LUS (LU, LUGRP, SLUGRP, APPLLUG, PRT, PRTGRP, SPRTGRP)

WU (Determines all of the places where a particular name was used and
presents mapping information.)
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ID=0bjname
The object name. If more than one object has the same name, the first one
found in a random search is presented. Use TYPE with ID to get the correct
match.

DETail|SUMmary
Summary is the default when neither TYPE nor ID is specified. Detail is the
default if either TYPE or ID are specified. The following describes the different
conditions:

* Neither TYPE nor ID is specified

Summary
Using message EZZ6084I, produces a list of objects.

Detail
Using message EZZ6083I, produces a more detailed display showing all
objects and the client identifiers to which they are mapped.

¢ TYPE is specified

Summary
Using message EZZ60841, produces a list of all objects for the specified
object type. Types LUGRP, PRTGRP, SLUGRP, and SPRTGRP provide a
summary of total LUs and in-use LUs by group. An LU is considered to
be in-use if it is assigned to a connection, is being kept for possible
reuse, or is deactivated.

Detail
Using message EZZ6083I, produces a more detailed display showing all
objects and the Client Identifiers to which they are mapped for the
specified object type.

* ID is specified with or without TYPE

Summary
Using message EZZ6083I, produces a detailed display showing all
objects and the Client Identifiers to which they are mapped for the
specified object.

Detail
Using message EZZ6083I, produces a detailed display showing all
objects and the Client Identifiers to which they are mapped for the
specified object. In addition, if the object is a group, the individual
objects within the group are displayed.

MAX=100 | nn | *
The number of output lines that are displayed. Valid values are in the range
2 - 65 533. The default value is 100. An asterisk (*) indicates that all output
lines are displayed. The command can display a maximum of 65 533 output
lines (control, label, and data lines). Therefore, if you specify an asterisk (*), a
maximum of 65 533 output lines is displayed.

Examples:

The following examples show what might be displayed with this command.

D TCPIP,TELNET,OBJECT,PORT=23,SUMMARY
(C) EZZ60841 TELNET OBJECT LIST

ARAPPL

APPL1 APPL2 APPL3 APPL4
DEFAPPL

APPL1 APPL2
MAPAPPL

140 z/0S V2R1.0 Communications Server: IP System Administrator's Commands



DISPLAY TCPIP,,NETSTAT,ACCESS,NETWORK report

APPL2 TSO
uss
EZBTPUST
INT
EZBTPINT
LU
LU345 LU456 LU567 LU12345
LUGRP
*DEFLUS* LUGRP1 LUGRP2
PRT
PRT12345 PRTGRP1  PRT3333
PARMSGRP
PRMGRP1 ~ PRMGRP2  *DEFAULT =*TGLOBAL *TPARMS
————— PORT: 23 ACTIVE PROF: CURR CONNS: 0

20 OF 20 RECORDS DISPLAYED

D TCPIP,TELNET,OBJECT,PORT=23,TYPE=LUGRP
(C) EZZ60831 TELNET OBJECT DISPLAY

(L) OBJECT CONNS CLIENT ID CLIENT ID ITEM
(L) NAME USING TYPE NAME SPECIFIC  OPTIONS
LUGRP
*DEFLUS* 0
LUGRP1 0 IPGRP IPGRP1
-C-LG---
LUGRP1 0 LINKNAME CTCLNK6
-C-LS---
APPL2 D---F---
LUGRP2 0 HNGRP HNGRP1
-C-LG---
----- PORT: 23 ACTIVE PROF: CURR CONNS: 0
12 OF 12 RECORDS DISPLAYED
D TCPIP,TELNET,0BJECT,PORT=23,ID=LUGRP1
(C) EZZ60831 TELNET OBJECT DISPLAY
(L) OBJECT CONNS CLIENT ID CLIENT ID ITEM
(L) NAME USING TYPE NAME SPECIFIC  OPTIONS
LUGRP
LUGRP1 0 IPGRP IPGRP1
-C-LG---
LUGRP1 0 LINKNAME CTCLNK6
-C-LS---
APPL2 D---F---
LUGRP: LUGRP1  ,80%
LU STATUS 25354 LUS TOTAL
TCPM1001 TCPM1002 TCPM1003
3 LUS 0 IN USE
TCPM1001. .TCPM1008. . FFFFFFFN 8 LUS 0 IN USE
TO1DPTOL..T9IDPTFF. . FNNFFFXX 25343 LUS 0 IN USE
----- PORT: 23 ACTIVE PROF: CURR CONNS: 0

12 OF 12 RECORDS DISPLAYED
DISPLAY Telnet PROFILE command

Use the PROFILE DISPLAY command to determine:
* Which profile-wide options are in effect for each profile
* Which profiles are still being used

* How many users are on each profile

Format:
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|—,P0r‘t=ALL

»»>—Display TCPIP sthproc |_ _| ,PROFile
,Telnet ,POrt=num

,POrt=numl. .num2—

,POrt=num,qual—

—, PROFi1e=CURRent— |—,SUMmar‘y—| |—,MAX=100—

v

v
A

—,PROFile=prfid— |—,DETaﬂJ l—,MAX=nn|*—
—,PROFiTe=ACTive—
—, PROFiTe=ALL
—,PROFile=Basic—
—,PROFile=Pending—
—,PROFile=Secure—

Parameters:

tnproc
The member name of the cataloged procedure that is used to start the Telnet
address space.

Telnet
Legacy parameter that directs the command to the Telnet component when
Telnet could run in the TCP/IP stack.

PROFile
The profile keyword.

POrt=ALL|num|numl. .num2 |num,qual
Specifies that ALL ports, a specific port (num), port number range
(numl..num?2), qualified port (num,qual) be displayed. ALL is the default.

PROFile =CURRent|prfid|ACTive|ALL|Basic|Pending|Secure
The type of profile to display.
* CURRent is the name of the current profile. This is the default.
e prfid is the profile ID.
* ACTive is all the active profiles.

e ALL is all profiles, both active and inactive.

* Secure is the secure profiles.

* Pending is the profile waiting for LUNS acknowledgement to become the
active profile.

* Basic is the basic profile.

SUMmary | DETai1
SUMmary indicates which parameters are set and the total number of users
that are associated with the profile. DETail indicates whether the default value
or a configured value is used and the value of each parameter.

MAX=100 | nn | *
The number of output lines that are displayed. Valid values are in the range
2-65533. The default value is 100. An asterisk (*) indicates that all output lines
are displayed. The command can display a maximum of 65533 output lines
(control, label, and data lines). Therefore, if you specify an asterisk (*), a
maximum of 65533 output lines is displayed.

Examples:
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To display Telnet summary or detailed profile information, issue the following
commands:

D TCPIP,TELNET,PROF,PORT=23
EZZ6060I TELNET PROFILE DISPLAY
PERSIS FUNCTION DIA  SECURITY TIMERS MISC
(LMTGCAK) (OPATSKTQSSHRT) (DRF) (PCKLECXN23) (IPKPSTS) (SMLT)
LMRRCPK ~ OPATSBTQ*SH*T  ++F  BBww#s#*xN+*x IPKPST+  SMLx
----- PORT: 23 ACTIVE PROF: CURR CONNS: 0
TRANSFORM ACTIVE ON PORT 326
FORMAT SHORT
SMFPROFILE GROUPDETAIL
TCPIPJOBNAME TCP
TNSACONFIG ENABLED
AGENT 161
CACHETIME 30
COMMUNITY public
NOTNSATRACE
DEBUG TASK EXCEPTION CONSOLE
DEBUG CONFIG EXCEPTION CONSOLE
DEBUG CONFIG TRACEOFF
19 OF 19 RECORDS DISPLAYED

D TCPIP,TELNET,PROF,PORT=23,DETAIL
(C) EZZ60801 TELNET PROFILE DISPLAY
(L) PERSIS  FUNCTION DIA  SECURITY TIMERS  MISC
(L) (LMTGCAK) (OPATSKTQSSHRT) (DRF) (PCKLECXN23) (IPKPSTS) (SMLT)
wkkkkkx  kkxTSBTQ***RT EC* BB#x**xkxx *Px*STS *DD* *DEFAULT
———————————— BT---HRT DJ- ---L---%-- ------- S--- *TGLOBAL
LM-R-P- -P---BT---HRT --- -B-#%------ ----8T- ---- *TPARMS
LM#R*P*  *P*TSBTQ#**HRT DJ* BB#*x**x%* *P+xSTS SDD* CURR
PERSISTENCE
LUSESSIONPEND
MSGO7
NO TKOSPECLU
TKOGENLURECON 2 NOKEEPONTMRESET
NOCHECKCLIENTCONN
DROPASSOCPRINTER
KEEPLU 0 (OFF)
FUNCTIONS
NOOLDSOLICITOR
PASSWORDPHRASE
NOSINGLEATTN
TN3270E
SNAEXTENT
UNLOCKKEYBOARD BEFOREREAD
UNLOCKKEYBOARD TN3270BIND

SEQUENTIALLU

NOSIMCLIENTLU

HNLOOKUP

REFRESHMSG10

NOSHAREACB

TELNETDEVICE IBM-3277 D4B32782,**N/A*x*
TELNETDEVICE IBM-3278-2-E NSX32712,SNX32722 0,0
TELNETDEVICE IBM-3278-2 D4B32782,SNX32702
TELNETDEVICE IBM-3278-3-E NSX32702,SNX32703
TELNETDEVICE IBM-3278-3 D4B32783,5NX32703
TELNETDEVICE IBM-3278-4-E NSX32702,SNX32704
TELNETDEVICE IBM-3278-4 D4B32784,SNX32704
TELNETDEVICE IBM-3278-5-E NSX32702,SNX32705
TELNETDEVICE IBM-3278-5 D4B32785,SNX32705
TELNETDEVICE IBM-3279-2-E NSX32702,SNX32702
TELNETDEVICE IBM-3279-2 D4B32782,SNX32702
TELNETDEVICE IBM-3279-3-E NSX32702,SNX32703
TELNETDEVICE IBM-3279-3 D4B32783,S5NX32703
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TELNETDEVICE  IBM-3279-4-E NSX32702, SNX32704
TELNETDEVICE  IBM-3279-4 D4B32784,SNX32704
TELNETDEVICE  IBM-3279-5-E NSX32702, SNX32705
TELNETDEVICE  IBM-3279-5 D4B32785, SNX32705
TELNETDEVICE  LINEMODE INTERACT , ##N/Axx*
TELNETDEVICE  IBM-DYNAMIC D4C32XX3,D4C32XX3
TELNETDEVICE  IBM-3287-1 #%N/Ax* ,D6328904
TELNETDEVICE ~ TRANSFORM D4B32782,%*N/Ax*
DIAGNOSTICS
DEBUG CONN DETAIL CONSOLE
DEBUG CONN TRACEOFF
DEBUG ROUTING JOBLOG
NOFULLDATATRACE
SECURITY
BASICPORT
CONNTYPE BASIC
KEYRING NONE
CRLLDAPSERVER NONE
ENCRYPTION NONE
CLIENTAUTH NONE
NOEXPRESSLOGON
NONACUSERID
NOSSLV2
NOSSLV3
TIMERS
INACTIVE 0 (OFF)
PROFILEINACTIVE 1800
KEEPINACTIVE 0 (OFF)
PRTINACTIVE 0 (OFF)
SCANINTERVAL 3000
TIMEMARK 12000
SSLTIMEOUT 5
MISCELLANEOUS
SMF
SMFINIT 0 (OFF)
SMFTERM 21
SMFINIT TYPE119
SMFTERM NOTYPE119
MAX LIMITS
MAXRECEIVE 65536
MAXVTAMSENDQ 50
MAXTCPSENDQ 999999
MAXREQSESS 20
MAXRUCHAIN 0 (OFF)
LINEMODE
NOBINARYLINEMODE
SGA
CODEPAGE 1508859-1 IBM-1047
TRANSFORM
NODBCSTRANSFORM
NODBCSTRACE
----- PORT: 23 ACTIVE PROF: CURR CONNS: 0
FORMAT LONG
SMFPROFILE GROUPDETAIL
TCPIPJOBNAME NO AFFINITY
TNSACONFIG DISABLED

DEBUG TASK DETAIL CONSOLE
DEBUG CONFIG EXCEPTION CONSOLE
DEBUG CONFIG TRACEOFF

98 OF 98 RECORDS DISPLAYED

DISPLAY TCPIP,tnproc,STOR

Use the DISPLAY TCPIP,tnproc,STOR command to display TN3270E Telnet server
(Telnet) storage usage information. You can use this command to verify the load
module service level.
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To verify load module service level, ensure that the eyecatcher for the module
matches the latest PTF service for the module. When you contact IBM Service, you
can use this command to verify that you are running on the correct Telnet service
level.

Format:

»»>—Display —TCPIP,—tnproc—,STOR |_M >
0Dul e=n1od_narne—|

Parameters:

STOR
Requests storage information.

If no other option is specified, the command displays the current and
maximum storage usage for Telnet and any Telnet storage limits. The
maximum storage usage is the highest amount of storage that Telnet has used
since it started. See message [EZ78453]|in [z/OS Communications Server: IP|
[Messages Volume 4 (EZZ, SNM)| for a description of the output displayed.

MODULE
Displays the load module name that contains the module, module address and
the first 48 bytes of storage.

This command displays modules within load modules EZBTNINI, EZBTMCTL,
EZBTPGUE, EZBTTMST, and EZBTZMST for Telnet.

Examples:
To display Telnet storage usage, issue the following command:

d tcpip,tn3270,stor
EZ784531 TELNET STORAGE

EZZ84541 TN3270  STORAGE CURRENT  MAXIMUM LIMIT
£ZD20181 31-BIT

EZZ84551 ECSA 85K 137K NOLIMIT
EZ284551 PRIVATE 6810K  7241K  NOLIMIT
EZD20181 64-BIT

EZZ84551 TRACE HVPRIVATE 1025M 1025M 1025M
EZZ84591 DISPLAY TELNET STOR COMPLETED SUCCESSFULLY

DISPLAY TCPIP,TELNET

Use the DISPLAY TCPIP,TELNET command from the MVS operator console to
display the name, version, and status of the TN3270E Telnet servers (Telnet) that
are or were running.

Format:

v
A

»»—Display TCPIP—,TELNET

Parameters:
There are no parameters.

Examples:
To view the name, version, and status of Telnet servers, issue the following
command:

d tcpip,telnet

EZAOP6OI TELNET STATUS REPORT
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TELNET NAME VERSION STATUS

TELNET CS V2R1  ACTIVE
TELNET5 CS V2R1  INACTIVE (STOP CMD)
TELNET4 CS V2R1  INACTIVE (STOP CMD)

x*% END TELNET STATUS REPORT #**

DISPLAY TCPIP,tnproc,XCF

Use the DISPLAY TCPIP, tnproc, XCF command from an operator console to request
TN3270E Telnet server XCF information. You must specify the Telnet procedure

name.

Format:
,GRoup ,MAX=100

»»—DISPLAY TCPIP—, tnproc—,XCF |_ —l [ _l_l ><
I:,GRoup:‘ ,MAX=nn | *
,STats

The following descriptions provide details of the DISPLAY TCPIP, tnproc,XCF
commands that you can use.

DISPLAY TCPIP,tnproc, XCF<,GRoup> command:
Use the Display TCPIP, tnproc, XCF<,GRoup> command to see the state and status
of all the Telnet members of the XCF group.

Format:
,GRoup ,MAX=100

»»—0Display TCPIP—, tnproc—,XCF |_ —l |_ _l >«
|—,GRoupJ |—,MAX=nn|*J

Parameters:

tnproc

The member name of the cataloged procedure that is used to start the Telnet
address space.

XCF
The XCF keyword.

GRoup
The type of XCF information to display. Use the GRoup parameter to display
status information for all XCF Telnets in the XCF group.

MAX=100 |nn |
The number of output lines that are displayed. Valid values are in the range
2 - 65 533. The default value is 100. An asterisk (*) indicates that all output
lines are displayed. The command can display a maximum of 65 533 output
lines (control, label, and data lines). Therefore, if you specify an asterisk (*), a
maximum of 65 533 output lines is displayed.

Example:

D TCPIP,TLUNS1,XCF

EZZ60891 TLUNS1 XCF GROUP DISPLAY

GROUP NAME: EZZTLUNS CONNECTTIMEQOUT: 90
XCFMONITOR: 10 RECOVERYTIMEOUT: 80
LUNS LISTENER: 192.168.17.2..8000
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LUNS==-=mmmmmmmmaee LUNR-==-=====--
MVSNAME TNNAME  PDMON CTR RANK STATE  STATUS STATE  STATUS
RANS17  TLUNR1 12 ACTIVE L
RANS17  TLUNR2 12 ACTIVE Cp
RANS17 ~ TLUNR3 12 ACTIVE R
RANS17  TLUNS1 12 P101 STANDBY STANDBY
RANS17  TLUNS2 12 P100 STANDBY STANDBY
RANS18  TLUNR1 12 ACTIVE L
RANS18  TLUNR2 12 ACTIVE L
RANS18  TLUNR3 12 ACTIVE
RANS18  TLUNS1 12 P101 STANDBY STANDBY
RANS19  TLUNRA 12 ACTIVE L
RANS19  TLUNR1 12 STANDBY
RANS19  TLUNR2 12 STANDBY
RANS19  TLUNR3 12 STANDBY
RANS19  TLUNS1 12 P101 ACTIVE R STANDBY

22 OF 22 RECORDS DISPLAYED

Display TCPIP,tnproc,XCE,STats command:

Use the Display TCPIP, tnproc, XCF,STats command to see the performance statistics
of the LUNR and LUNS.

Format:
|—,MAX=100—|
»»—Display TCPIP—, tnproc—,XCF—,STats J > <
,MAX=nn | *
Parameters:
tnproc

The member name of the cataloged procedure that is used to start the Telnet
address space.

XCF
The XCF keyword.

STats
The type of XCF information to display. The STats parameter displays
performance statistics for all XCF Telnets in the XCF group.

MAX=100 |nn |
The number of output lines that are displayed. Valid values are in the range
2 - 65 533. The default value is 100. An asterisk (*) indicates that all output
lines are displayed. The command can display a maximum of 65 533 output
lines (control, label, and data lines). Therefore, if you specify an asterisk (*), a
maximum of 65 533 output lines is displayed.

Example:
The following example displays possible output from this command.

D TCPIP,TLUNS1,XCF,ST
EZ760881 TLUNS1 XCF STATS DISPLAY

INTERVAL: 60S PEND RECV SEND
NEXT UPDATE: 9S RTT RCRD TIME RCRD TIME RCRD
====PARTNERS=====
RANS17  TLUNR1 ~ -----  —--mm mmmmm mmmmm mmmem oo
LAST:  250M 0 616U 6 413U 6
AVG:  154M 0 2M 34 5750 13
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RANS17  TLUNR2 ~ -----  —m-om mmmmm mmmem mmmem oo
LAST: 1M 0 273U 4 393U 4
AVG: M 0 M 43 5000 21
RANS17  TLUNR3  -----  =--om mmmmm mmmom mmmem oo
LAST: M 0 37M 2K 8M 831
AVG: 965U 0 am 179 M 89
RANS18  TLUNR1 ~ -----  —--om mmmmm mmmm oo oo
LAST:  236M 0 629U 6 465U 6
AVG:  127M 0 3M 83 833U 38
RANS18  TLUNRZ ~ =====  ==-o- mmmem mmmem mmmee meeee
LAST: M 0 289U 4 311U 4
AVG: 2M 0 5M 244 M 127
RANS18  TLUNR3 ~ -----  —---- mmmmm mmmem mmmem oo
LAST: M 0 356U 4 454U 4
AVG: M 0 5720 13 380U 7
RANS19  TLUNRA  -----  —--om mmmmm mmom oo oo
LAST: 318U 0 519U 6 433U 6
AVG: 493U 0 12M 168 am 77

26 OF 26 RECORDS DISPLAYED

MODIFY command

The MODIFY command allows you to dynamically change the characteristics of an
active task. The abbreviated version of the command is the letter E.

This is the general format of MODIFY:

»_EMODI FY:l—procname—,—parameter ><
F
procname

The name of the member in a procedure library that was used to start the
server or address space.

parameter
Any of the parameters that are valid for the server.

The following servers or address spaces support the MVS MODIFY command. Not
all servers support the same parameters. For further descriptions of the supported

parameters, see
Table 8. Servers or address spaces that support the MVS Modify command

Server or Address space

Main parameters

Additional information

Automated domain name registration
application (EZBADNR)

DEBUG, DISPLAY, REFRESH

“MODIFY command: Automated|

domain name registration application|

(EZBADNR)” on page 150|

Communications Server SMTP
(CSSMTP) application

DISPLAY, FLUSHRETRY,
LOGLEVEL, REFRESH,
REFRESHIPLIST,
REFRESHTARGETS, RESUME,
SUSPEND, USEREXIT

“MODIFY command]

Communications Server SMTP|

application (CSSMTP)” on page 167

DCAS

DEBUG

“MODIFY command: DCAS” on page|

180,

Defense manager daemon (DMD)

DISPLAY, REFRESH,
FORCE_INACTIVE

“MODIFY command: Defense|

Manager daemon” on page 181|

FTP server

DUMP, DEBUG

“MODIFY command: FTP” on page]

182
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Table 8. Servers or address spaces that support the MVS Modify command (continued)

Server or Address space

Main parameters

Additional information

IKE server

DISPLAY, REFRESH

“MODIFY command: IKE server” on|

[page 182|

Load Balancing Advisor

DEBUG, DISPLAY

“MODIFY command: z/OS Load|

Balancing Advisor” on page 228|

Load Balancing Agent

DEBUG, DISPLAY, QUIESCE,
ENABLE

“MODIFY command: z/OS Load|

Balancing Agent” on page 236|

NCPROUTE server

C, PARMS, PROFILE, QUERY,
GATEWAYS, TABLES

“MODIFY command: NCPROUTE"]

on page 188|

Network security services server

DISPLAY, REFRESH

“MODIFY command: Network|

security services server” on page 190|

OMPROUTE KILL, RECONFIG, ROUTESA, OSPF, |[“MODIFY command: OMPROUTE”)
RIP, GENERIC, RTTABLE, IPV60SPF, (jon page 192|
IPV6RIP, GENERIC6, RT6TABLE,
TRACE, DEBUG, TRACE6, DEBUGS,
SADEBUG
Policy Agent LOGLEVEL, TRACE, DEBUG, “MODIFY command: Policy Agent”|

QUERY, REFRESH, MEMTRC,
SRVLSTN, UPDATE, MON

on page 205|

Resolver address space

DISPLAY, FLUSH, REFRESH

“MODIFY command: Resolver|

address space” on page 209

REXEC

EXIT, TSOPROC, MSGCLASS,
TSCLASS, TRACE, PURGE

“MODIFY command: REXEC” on|

[page 213|

Rpcbind server TRACE “MODIFY command: RPCBIND” on|
[page 213|

SMTP SMSG “MODIFY command: SMTP” on page|
214

SNALINK LUO HALT “MODIFY command: SNALINK]

LUO” on page 219

SNALINK LU6.2

CANCEL, DROP, HALT, LIST,
RESTART, TRACE

“MODIFY command: SNALINK LU|

6.2” on page 220)

SNMP agent

INTERVAL, TRACE

“MODIFY command: SNMP agent”|

on page 223|

SNMP network SLAPM2 subagent

DEBUG, CACHE, QUERY

“MODIFY command: SNMP Network]

SLAPM? subagent” on page 224

Syslog daemon

ARCHIVE, DISPLAY, RESTART

“MODIFY command: Syslog|

Daemon” on page 224|

TNF

DISPLAY, REMOVE

“MODIFY command: VMCF and|

TNE” on page 227

Trap forwarder daemon

QUERY, REFRESH, TRACE

“MODIFY command: Trap forwarder]

daemon (TRAPFWD)” on page 226]

VMCF

DISPLAY, REMOVE

“MODIFY command: VMCF and|

TNE” on page 227

X.25 NPSI server

CANCEL, DEBUG, EVENTS, HALT,
LIST, RESTART, SNAP, TRACE,
TRAFFIC

“MODIFY command: X.25 NPS]|

server” on page 227
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MODIFY command: Automated domain name registration
application (EZBADNR)

Use the MODIFY command to control the automated domain name registration
(ADNR) application from the operator's console.

Format

MODIFY- -procname,
F

»——DEBug, Level=debug_level >
FDISplay, DEBug:

JSUMMARY—,  —, MAX=100—
1

| I—, DETAI L—I |:,MAX=*

,MAX=recs—

DN

<.
I—,DNSID=dns_ZabelJ I—,ZONEc

I—,ZONEID=zone_labelJ
, SUMMARY. ,MAX=100—
[ 1

Gl

,GROUPS | l—,DETAIL—I |:,MAX=*
L,GROUPID=group_label ,MAX=recs—

-REFRESH

Parameters

procname
The member name of the cataloged procedure that is used to start the
automated domain name registration application.

DEBug, Level=debug level

Changes the automated domain name registration application debug level. See
Automated domain name registration application (EZBADNR) configuration|
file|in the [z/OS Communications Server: IP Configuration Reference| for details
on valid automated domain name registration application debug levels.

DISplay,DEBug
Displays the automated domain name registration application debug level
including the active individual logging levels.

DISplay,DNS[,DNSID=dns_label] [, SUMMARY] [,MAX=recs]
Displays a summary of Domain Name System (DNS) information for the name
server specified by the dns_label value or for all configured name servers. All
configured name servers are displayed if the DNSID parameter is not specified.
If the DNSID parameter is specified, the dns_label value must match the
dns_label value used on one of the dns statements in the automated domain
name registration application configuration file. See the following summary
DNS information:

e DNS label
* DNS status

The number of name servers displayed is limited by the MAX=recs parameter.
The default value is 100. If MAX=" is specified, then all name servers are
displayed.

DISplay,DNS[,DNSID=dns label],DETAIL[,MAX=recs]
Displays detailed DNS information for the name server specified by the
dns_label value or for all configured name servers. All configured name servers
are displayed if the DNSID parameter is not specified. If the DNSID parameter
is specified, the dns_label value must match the dns_label value used on one of
the dns statements in the automated domain name registration application
configuration file. See the following detailed DNS information:

¢ DNS label
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* DNS status

* DNS IP address and port

* Number of zones defined

* Number of zones active

The number of name servers displayed is limited by the MAX=recs parameter.

The default value is 100. If MAX=* is specified, then all name servers are
displayed.

DISplay,DNS[,DNSID=dns_labell, ZONES[,ZONEID=zone_label], SUMMARY][,MAX=recs]

Displays a summary of zone information for the zone specified by the
zone_label value or for all zones.

 All zones are displayed if DNSID and ZONEID parameters are not specified.
* All zones under a specific configured name server are displayed if the
DNSID parameter is specified and the ZONEID parameter is not specified.

e If the DNSID parameter is specified, the dns_label value must match the
dns_label value used on one of the dns statements in the automated domain
name registration application configuration file.

¢ If ZONEID and DNSID parameters are specified, the zone_label value must
match the zone_label value on one of the zone parameters on the dns
statement with label dns_label in the automated domain name registration
application configuration file.

* If the ZONEID parameter is specified and the DNSID parameter is not
specified, the zone_label value must match the zone_label value on one of the
zone parameters that is on one of the dns statements in the automated
domain name registration configuration file. Only information about the
zone specified by the ZONEID parameter and the name server that contains
the zone is displayed.

See the following summary zone information:
* DNS label
* DNS status

e Zone information

For each zone the following information is displayed:

* Zone label

* Zone status

The number of zones displayed is limited by the MAX=recs parameter. When

this maximum is reached, no more zones or name servers are displayed. The
default value is 100. If MAX=* is specified, then all zones are displayed.

DISplay,DNS[,DNSID=dns_label],ZONES[,ZONEID=zone label],DETAIL[,MAX=recs]
Displays detailed zone information for the zone specified by the zone_label
value or for all zones.

* All zones are displayed if DNSID and ZONEID parameters are not specified.

 All zones under a specific configured name server are displayed if the
DNSID parameter is specified and the ZONEID parameter is not specified.

¢ If the DNSID parameter is specified, the dns_label value must match the
dns_label value on one of the dns statements in the automated domain name
registration application configuration file.
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* If the ZONEID and DNSID parameters are specified, the zone_label value
must match the zone_label value on one of the zone parameters on the dns
statement with label dns_label in the automated domain name registration
application configuration file.

* If the ZONEID parameter is specified and the DNSID parameter is not
specified, the zone_label value must match the zone_label value on one of the
zone parameters that is on one of the dns statements in the automated
domain name registration application configuration file. Only information
about the zone specified by the ZONEID parameter and the name server
that contains the zone is displayed.

See the following detailed zone information:

* DNS label

* DNS status

* DNS IP address and port

* Number of zones defined

¢ Number of zones active

e Zone information

For each zone, the following information is displayed:
* Zone label

e Zone status

* Status timestamp

* Domain suffix

» TSIG flags

* DNS resource record information

For each DNS resource record, the following information is displayed:
* Label

* Status

« TTL

* Class

* Type

 IP address

* GWM label

* Group label

* Last update timestamp

The number of zones displayed is limited by the MAX=recs parameter. The
default value is 100. If MAX=* is specified, then all zones are displayed.

DISplay,GWM[, SUMMARY]
Displays a summary of the Global Workload Manager (GWM) information. See
the following summary GWM information:

e GWM label
* GWM status
DISplay,GWM,DETAIL

Displays detailed GWM information. See the following detailed GWM
information:

e GWM label
* GWM status
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* Status timestamp
* GWM IP address and port
* Host (local) IP address
* Universally unique identifier (UUID)
* Update interval
* Last update timestamp

DISplay,GWM,GROUPS[,GROUPID=group label][,SUMMARY] [,MAX=recs]
Displays a summary of group information for the group specified by the
group_label value or for all groups. All groups are displayed if the GROUPID
parameter is not specified. If the GROUPID parameter is specified, the
group_label value must match the host_group_label value on one of the
host_group statements or the server_group_label value on one of the

server_group statements in the automated domain name registration
application configuration file. See the following summary group information:

e GWM label
* GWM status

¢ Group information

For each group, the following information is displayed:
* Group label
¢ Group name

The number of groups displayed is limited by the MAX=recs parameter. The
default value is 100. If MAX=* is specified, then all groups are displayed.

DISplay,GWM,GROUPS[,GROUPID=group label],DETAIL[,MAX=recs]
Displays detailed group information for the group specified by the group_label
value or for all groups. All groups are displayed if the GROUPID parameter is
not specified. If the GROUPID parameter is specified, the group_label value
must match the host_group_label value on one of the host_group statements or
the server_group_label value on one of the server_group statements in the
automated domain name registration application configuration file.
See the following detailed group information:
* GWM label
* GWM status
e Status timestamp
* GWM IP address and port
* Host (local) IP address
* Universally unique identifier (UUID)
¢ Update interval
* Last update timestamp
* Group information

For each group, the following information is displayed:
* Group label

e Group name

* Group type

* DNS label

* Zone label

* Member information
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For each member, the following information is displayed:
* Member hostname (if available)

e IP address information

For each member IP address, the following information is displayed:
 IP address and port

* Protocol, if the member is part of a server group. Protocol is not displayed if
the member is part of a host group.

* Status
 Flags
* Update count

The number of groups displayed is limited by the MAX=recs parameter. The
default value is 100. If MAX=* is specified, all groups are displayed.

REFRESH
Initiates a dynamic reconfiguration using the configuration file defined in the
cataloged procedure that is used to start the automated domain name
registration application. This causes the automated domain name registration
application to resynchronize all dynamic DNS zones with the modified
configuration. DNS records representing prior configuration elements existing
in the previous configuration are removed.

While the new configuration file is being processed, the existing debug level is
used, regardless of how it was set (using the last configuration file or with the
MODIFY DEBUG command). After the new configuration file has been
successfully processed, the value specified on the debug_level statement of the
new configuration file takes effect. If the debug_level statement is not specified
in the new configuration file, the debug level defaults to a level of 7 (ERROR,
WARNING, EVENT). If the new configuration file contains errors that cause it
to be rejected, the debug level that was in effect prior to the dynamic
reconfiguration is used.

Rule: When you update the arm_element_suffix statement, perform the
following steps to ensure that the ADNR application is able to automatically
restart:

1. Add the new element name to the ARM policy and add or change the
arm_element_suffix value in the ADNR configuration file.
2. Refresh the ADNR application.

3. Optionally, remove the old element name from the ARM policy.

Example 1: The MODIFY DISPLAY DNS command summarizes all name servers
that are managed by the automated domain name registration application.

F ADNR,DIS,DNS
EZD12541 DNS SUMMARY

DNS LABEL : DNS2

DNS STATUS : ACTIVE
DNS LABEL : DNS7

DNS STATUS : DELETING
2 of 2 RECORDS DISPLAYED
DNS LABEL

The DNS label configured in the automated domain name registration
application configuration file on the dns statement.

DNS STATUS
The status of the DNS server. The following list shows the possible values:
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ACTIVE
The automated domain name registration application is operating under
normal conditions.

DELETED
The automated domain name registration application has successfully
deleted the name server and its subordinate zones from its configuration
following a MODIFY REFRESH command. The automated domain name

registration application is waiting for zones under other name servers to be
deleted.

DELETING
The automated domain name registration application is in the process of
deleting the subordinate zones and resource records.

INITIAL
The automated domain name registration application has not yet started
managing data for the name server. This occurs while the automated
domain name registration application is initializing or shortly after
dynamic reconfiguration has begun.

SHUTTING_DOWN
The automated domain name registration application is terminating.

Example 2: The MODIFY DISPLAY DNS DETAIL command provides details for all
name servers that are managed by the automated domain name registration
application.

F ADNR,DIS,DNS,DETAIL

EZD12541 DNS DETAIL

DNS LABEL : DNS2

DNS STATUS : ACTIVE

DNS IPADDR..PORT: 2001:DB8:10::81:2:2..53
ZONES DEFINED : 2

ZONES ACTIVE : 2
DNS LABEL : DNS7
DNS STATUS : DELETING

DNS IPADDR..PORT: 10.81.7.7..53
ZONES DEFINED : 1

ZONES ACTIVE : 0
2 of 2 RECORDS DISPLAYED
DNS LABEL

The DNS label configured in the automated domain name registration
application configuration file on the dns statement.

DNS STATUS
The DNS server status.

DNS IPADDR..PORT
The remote IP address and port of the name server.

ZONES DEFINED
The number of zones defined using the zone parameter on the dns statement.

ZONES ACTIVE
The number of active zones.

Example 3: The MODIFY DISPLAY DNS ZONES command supplies zone
summary information for all name servers that are managed by the automated
domain name registration application.
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F ADNR,DIS,DNS,ZONES
EZD12541 DNS ZONE SUMMARY

DNS LABEL : DNS2

DNS STATUS : ACTIVE

ZONE LABEL : ZONE2

ZONE STATUS : SYNCHRONIZED
ZONE LABEL : ZONE3

ZONE STATUS : SYNCHRONIZED
DNS LABEL : DNS7

DNS STATUS ¢ SHUTTING_DOWN
ZONE LABEL : ZONE7

ZONE STATUS : DELETING
3 of 3 RECORDS DISPLAYED
DNS LABEL

The DNS label configured in the automated domain name registration
application configuration file on the dns statement.

DNS STATUS
The DNS server status.

ZONE LABEL
The zone label configured in the automated domain name registration
application configuration file using the zone parameter on the dns statement.

ZONE STATUS
The status of the zone. The following list shows the possible values:

DELETED
The zone managed by the automated domain name registration application
has been terminated.

DELETING
The zone managed by the automated domain name registration application
is being terminated. A zone delete is in progress.

INITIAL
The automated domain name registration application has not yet started
managing data for the zone. This occurs while the automated domain
name registration application is initializing, or shortly after dynamic
reconfiguration has begun.

NOT_RESPONSIVE_ZONE_UPDATE_PENDING
The zone managed by the automated domain name registration application
is not responsive. Dynamic update probes are periodically sent to the zone
in this state until one is successful.

NOT_RESPONSIVE_ZONE_XFER_PENDING
The zone managed by the automated domain name registration application
is not responsive. A zone transfer is in progress.

RESYNCH_ZONE_UPDATE_PENDING
The zone managed by the automated domain name registration application
is being resynchronized. A zone update is in progress. Resynchronization
occurs during initialization or dynamic reconfiguration of the automated
domain name registration application.

RESYNCH_RECONCILE_PENDING
The zone managed by the automated domain name registration application
is being resynchronized. A reconcile of the zone is in progress.
Resynchronization occurs during initialization or dynamic reconfiguration
of the automated domain name registration application. A zone can remain
in this state indefinitely if one of the following condition is true:
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* The GWM is not active
* No groups are defined to the automated domain name registration
application

* No groups reference the zone

RESYNCH_ZONE_XFER_PENDING
The zone managed by the automated domain name registration application
is being resynchronized. A zone transfer is in progress. Resynchronization
occurs during initialization or dynamic reconfiguration of the automated
domain name registration application.

SHUTTING_DOWN
The automated domain name registration application is terminating.

SYNCHRONIZED
The automated domain name registration application is in synch with the
name server and is able to update the zone.

Example 4: The MODIFY DISPLAY DNS ZONES DETAIL command supplies zone
detail information about all name servers that are managed by the automated
domain name registration application.

F ADNR,DIS,DNS,ZONES,DETAIL
EZD12541 DNS ZONE DETAIL

DNS LABEL : DNS2
DNS STATUS : ACTIVE
DNS IPADDR..PORT: 2001:DB8:10::81:2:2..53
ZONES DEFINED : 2
ZONES ACTIVE : 2
ZONE LABEL : ZONE2
ZONE STATUS : SYNCHRONIZED

DOMAIN SUFFIX

: ZONE2.MYCORP.COM
ZONE TIMESTAMP :

04/27/2005 12:31:16

TSIG FLAGS : TRANSFER UPDATE
DNS RR LABEL : FTP
DNS RR STATUS : PRESENT
TTL : 2147483647
CLASS . IN
TYPE : AAAA
RDATA : 2001:0DB8:10::81:2:2
GWM LABEL : GWM1
GROUP LABEL  : FTP_GROUP
LAST UPDATE  : 04/27/2005 05:25:21
ZONE LABEL : ZONE3
DOMAIN SUFFIX : ZONE3.MYCORP.COM
ZONE STATUS : SYNCHRONIZED

ZONE TIMESTAMP :

TSIG FLAGS
DNS RR LABEL

04/27/2005 05:25:22

: FTP3
DNS RR STATUS :

UPDATE-ADD_IN_PROGRESS

TTL HC)

CLASS . IN

TYPE : A

RDATA : 10.81.3.3

GWM LABEL : GWM1

GROUP LABEL  : FTP_GROUP

LAST UPDATE  : 04/27/2605 04:17:31
DNS RR LABEL  : FTP3

DNS RR STATUS :

NOT_PRESENT

TTL : 86400

CLASS . IN

TYPE ¢ AAAA

RDATA : 2001:DB8:10::81:3:3
GWM LABEL ¢ GWML

GROUP LABEL  : FTP_GROUP
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LAST UPDATE  : 04/27/2005 04:17:33
DNS LABEL : DNS7
DNS STATUS ¢ SHUTTING_DOWN
DNS IPADDR..PORT: 10.81.7.7..53
ZONES DEFINED : 1

ZONES ACTIVE : 0

ZONE LABEL : ZONE7

DOMAIN SUFFIX : ZONE7.MYCORP.COM
ZONE STATUS : DELETING

ZONE TIMESTAMP : 04/27/2005 02:54:00
TSIG FLAGS

DNS RR LABEL  : FTP7
DNS RR STATUS : UPDATE-DEL_IN_PROGRESS

TTL : 86400

CLASS . IN

TYPE : AAAA

RDATA : 2001:DB8:10::81:7:7
GWM LABEL : GWM1

GROUP LABEL  : HOST_GROUP
LAST UPDATE  : 04/27/2005 03:10:15
3 of 3 RECORDS DISPLAYED

DNS LABEL
The DNS label configured in the automated domain name registration
application configuration file on the dns statement.

DNS STATUS
The DNS server status.

DNS IPADDR..PORT
The remote IP address and port of the name server.

ZONES DEFINED
The number of zones defined using the zone parameter on the dns statement.

ZONES ACTIVE
The number of active zones.

ZONE LABEL
The zone label configured in the automated domain name registration
application configuration file using the zone parameter on the dns statement.

ZONE STATUS
The status of the zone. The following list shows the possible values:

DELETED
The zone managed by the automated domain name registration application
has been terminated.

DELETING
The zone managed by the automated domain name registration application
is being terminated. A zone delete is in progress.

INITIAL
The automated domain name registration application has not yet started
managing data for the zone. This occurs while the automated domain
name registration application is initializing, or shortly after dynamic
reconfiguration has begun.

NOT_RESPONSIVE_ZONE_UPDATE_PENDING
The zone managed by the automated domain name registration application
is not responsive. A zone update is in progress.
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NOT_RESPONSIVE_ZONE_XFER_PENDING
The zone managed by the automated domain name registration application
is not responsive. A zone transfer is in progress.

RESYNCH_ZONE_UPDATE_PENDING
The zone managed by the automated domain name registration application
is being resynchronized. A zone update is in progress. Resynchronization
occurs during initialization or dynamic reconfiguration of the automated
domain name registration application.

RESYNCH_RECONCILE_PENDING
The zone managed by the automated domain name registration application
is being resynchronized. A reconcile of the zone is in progress.
Resynchronization occurs during initialization or dynamic reconfiguration
of the automated domain name registration application. A zone can remain
in this state indefinitely if one of the following condition is true:

¢ The GWM is not active
* No groups are defined to ADNR
* No groups reference the zone

RESYNCH_ZONE_XFER_PENDING
The zone managed by the automated domain name registration application
is being resynchronized. A zone transfer is in progress. Resynchronization
occurs during initialization or dynamic reconfiguration of the automated
domain name registration application.

SHUTTING_DOWN
The automated domain name registration application is terminating.

SYNCHRONIZED
The automated domain name registration application is synchronized with
the name server and is able to update the zone.

DOMAIN SUFFIX
The domain suffix of the zone for which the name server is authoritative.

ZONE TIMESTAMP
The timestamp in UTC format specifying when the DNS server reached the
status indicated by the ZONE STATUS value.

TSIG FLAGS
An indication of whether DNS transactions are signed. The following list
shows the possible flag values:

TRANSFER
DNS transfers are signed.

UPDATE
DNS updates are signed.

If no flags are displayed, then DNS transactions are not signed.

DNS RR LABEL
The DNS resource record label.

DNS RR STATUS
The DNS resource record status. The following list shows the possible status
values:
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NOT_PRESENT
The DNS resource record is not currently present in the name server. This
indicates that the host or application is not available for one of the
following reasons:

¢ The IP address was not found by the GWM.

* The IP address was found by the GWM but an application was not
found to be listening on the specific port.

* The host or application has been quiesced.

PRESENT
The DNS resource record is currently present in the name server. This
indicates that the host or application is available.

UPDATE-ADD_IN_PROGRESS
The DNS resource record is being added to the name server.

UPDATE-DEL_IN_PROGRESS
The DNS resource record is being deleted from the name server.

REPLACE_IN_PROGRESS
The DNS resource record is being replaced as a result of a TTL change.

TTL
The time to live value in seconds associated with this DNS record in the name
server.

CLASS
The DNS record class always has the value INTERNET, which is abbreviated
as IN.

TYPE
The DNS record type. Possible values are:

A Designates IPv4.

AAAA
Designates IPv6.

RDATA
The DNS record data.
* RDATA is an IPv4 address when TYPE is A.

e RDATA is an IPv6 address when TYPE is AAAA.

GWM LABEL
The GWM label configured in the automated domain name registration
application configuration file on the gwm statement.

GROUP LABEL
The group label configured in the automated domain name registration
application configuration file on the host_group statement or the server_group
statement.

LAST UPDATE
The timestamp, in UTC format, specifying the most recent update by ADNR
for this DNS record; N/A is displayed if ADNR has never sent an update for
this record to the name server.

Example 5: The MODIFY DISPLAY GWM command summarizes the state of the
GWM.
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F ADNR,DIS,GWM
EZD12541 GWM SUMMARY

GWM LABEL ¢ GWM1

GWM STATUS : GWM_ACTIVE
1 of 1 RECORDS DISPLAYED

GWM LABEL

The GWM label configured in the automated domain name registration
application configuration file on the gwm statement.

GWM STATUS
The status of the GWM advising the automated domain name registration
application. Possible values are:

CONNECTED
The automated domain name registration application is connected to the
GWM.

CONVERGENCE_PENDING
The automated domain name registration application is waiting a fixed
period of time for information about all configured groups to be returned
from the GWM.

DISCONNECTED
The automated domain name registration application is not connected to
the GWM.

GETWEIGHTS_RSP_PENDING
The automated domain name registration application is waiting for a SASP
GetWeights response message from the GWM.

GWM_ACTIVE
The state of the GWM after it has exited the CONVERGENCE_PENDING
state. This is the normal steady state of the GWM. When the GWM is in
this state, all changes in the status of any configured group are received by
the automated domain name registration application and forwarded to the
appropriate name servers. The GWM remains in this state until there is a
configuration change or until either the GWM or the ADNR application is
stopped.

PRE_REG_DEREGISTRATION_RSP_PENDING
The automated domain name registration application is waiting for a SASP
DeRegistration response message from the GWM as a result of GWM
communication initialization.

REGISTRATION RSP_PENDING
The automated domain name registration application is waiting for a SASP
Registration response message from the GWM.

SETLBSTATE RSP_PENDING
The automated domain name registration application is waiting for a SASP
SetLoadBalancerState response message from the GWM.

SHUTTING_DOWN
The automated domain name registration application is terminating.

Example 6: The MODIFY DISPLAY GWM DETAIL command provides details
about the GWM.

F ADNR,DIS,GWM,DETAIL

EZD12541 GWM DETAIL

GWM LABEL ¢ GWM1

GWM STATUS : GWM_ACTIVE

GWM TIMESTAMP  : 04/27/2005 12:32:01
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GWM IPADDR..PORT: 10.81.1.1..3860

LOCAL IPADDR : 10.81.4.4

uuID : UUID1

UPDATE INTERVAL : 60

LAST UPDATE : 04/27/2005 01:05:03
1 of 1 RECORDS DISPLAYED
GWM LABEL

The GWM label configured in the automated domain name registration
application configuration file on the gwm statement.

GWM STATUS
The status of the GWM advising the automated domain name registration
application. Possible values are:

CONNECTED
The automated domain name registration application is connected to the
GWM.

CONVERGENCE_PENDING
The automated domain name registration application is waiting a fixed
period of time for information about all configured groups to be returned
from the GWM.

DISCONNECTED
The automated domain name registration application is not connected to
the GWM.

GETWEIGHTS_RSP_PENDING
The automated domain name registration application is waiting for a SASP
GetWeights response message from the GWM.

GWM_ACTIVE
The state of the GWM after it has exited the CONVERGENCE_PENDING
state. This is the normal steady state of the GWM. When the GWM is in
this state, all changes in the status of any configured group are received by
the automated domain name registration application and forwarded to the
appropriate name servers. The GWM remains in this state until there is a
configuration change or until either the GWM or the automated domain
name registration application is stopped.

PRE_REG_DEREGISTRATION_ RSP_PENDING
The automated domain name registration application is waiting for a SASP
DeRegistration response message from the GWM as a result of GWM
communication initialization.

REGISTRATION RSP_PENDING
The automated domain name registration application is waiting for a SASP
Registration response message from the GWM.

SETLBSTATE RSP_PENDING
The automated domain name registration application is waiting for a SASP
SetLoadBalancerState response message from the GWM.

SHUTTING_DOWN
The automated domain name registration application is terminating.

GWM TIMESTAMP
The timestamp in UTC format specifying when the GWM reached the status
indicated by the GWM STATUS value.

GWM IPADDR..PORT
The remote IP address and port of the GWM.
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LOCAL IPADDR
The local IP address that the automated domain name registration application
used to connect to the GWM.

uuID
The universally unique identifier that the automated domain name registration
application used to connect to the GWM.

UPDATE INTERVAL
The GWM's update interval in seconds. See the appropriate GWM
documentation for more information.

LAST UPDATE
The timestamp, in UTC format, specifying the most recent update (SASP
SendWeights message) received from the GWM; N/A is displayed if the GWM
has not sent the automated domain name registration application an update
since the connection to the GWM became active.

Example 7: The MODIFY DISPLAY GWM GROUPS command supplies group
summary information about the GWM.

F ADNR,DIS,GWM, GROUPS
EZD12541 GWM GROUP SUMMARY

GWM LABEL : GWM1

GWM STATUS : GWM_ACTIVE

GROUP LABEL : FTP_GROUP

GROUP NAME : FTP.ZONE2.MYCORP.COM
GROUP LABEL : HOST_GROUP

GROUP NAME : HOST7.ZONE7 .MYCORP.COM
2 of 2 RECORDS DISPLAYED
GWM LABEL

The GWM label configured in the automated domain name registration
application configuration file on the gwm statement.

GWM STATUS
The status of the GWM advising the automated domain name registration
application. Possible values are:

CONNECTED
The automated domain name registration application is connected to the
GWM.

CONVERGENCE_PENDING
The automated domain name registration application is waiting a fixed
period of time for information about all configured groups to be returned
from the GWM.

DISCONNECTED
The automated domain name registration application is not connected to
the GWM.

GETWEIGHTS_RSP_PENDING
The automated domain name registration application is waiting for a SASP
GetWeights response message from the GWM.

GWM_ACTIVE
The state of the GWM after it has exited the CONVERGENCE_PENDING
state. This is the normal steady state of the GWM. When the GWM is in
this state, all changes in the status of any configured group are received by
the automated domain name registration application and forwarded to the
appropriate name servers. The GWM remains in this state until there is a
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configuration change or until either the GWM or the automated domain
name registration application is stopped.

PRE_REG_DEREGISTRATION_RSP_PENDING
The automated domain name registration application is waiting for a SASP
DeRegistration response message from the GWM as a result of GWM
communication initialization.

REGISTRATION RSP_PENDING
The automated domain name registration application is waiting for a SASP
Registration response message from the GWM.

SETLBSTATE RSP_PENDING
The automated domain name registration application is waiting for a SASP
SetLoadBalancerState response message from the GWM.

SHUTTING_DOWN
The automated domain name registration application is terminating.

GROUP LABEL
The group label configured in the automated domain name registration
application configuration file on the host_group statement or on the
server_group statement.

GROUP NAME
The group name registered with the GWM. The group name is defined in the
automated domain name registration application configuration file using the
host_group_name parameter on the host_group statement or the
server_group_name parameter on the server_group statement concatenated to
the domain_suffix of the zone identified by the dns and zone parameters on
the host_group statement or the server_group statement.

Example 8: The MODIFY DISPLAY GWM GROUPS DETAIL command supplies
group detail information about the GWM.

F ADNR,DIS,GWM,GROUPS,DETAIL

EZD12541 GWM GROUP DETAIL

GWM LABEL ¢ GWM1

GWM STATUS : GWM_ACTIVE

GWM TIMESTAMP  : 04/27/2005 12:32:01
GWM IPADDR..PORT: 10.81.1.1..3860

LOCAL IPADDR : 10.81.4.4

uuID : UUID1

UPDATE INTERVAL : 60

LAST UPDATE : 04/27/2005 01:05:03
GROUP LABEL : FTP_GROUP

GROUP NAME : FTP.ZONE2.MYCORP.COM
GROUP TYPE : SERVER

DNS LABEL : DNS2

ZONE LABEL : ZONE2

MEMBER HOSTNAME:
IPADDR..PORT : 2001:0DB8:10::81:2:2..21

PROTOCOL : TCP
AVAIL : YES
FLAGS

UPDATE COUNT : 2
MEMBER HOSTNAME: FTP3
IPADDR..PORT : 10.81.3.3..621

PROTOCOL : TCP
AVAIL : NO
FLAGS : NOTARGETSYS NOTARGETAPP

UPDATE COUNT : 3

IPADDR..PORT : 2001:DB8:10::81:3:3..621
PROTOCOL : TCP

AVAIL . YES
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FLAGS :
UPDATE COUNT : 5
GROUP LABEL : HOST_GROUP
GROUP NAME : HOST7.ZONE7 .MYCORP.COM
GROUP TYPE : HOST
DNS LABEL : DNS7
ZONE LABEL : ZONE7
MEMBER HOSTNAME:
IPADDR : 10.81.7.7
AVAIL : YES
FLAGS

UPDATE COUNT : 1
MEMBER HOSTNAME: HOST5V6

IPADDR : 2001:DB8:10::81:7:7
AVAIL : NO
FLAGS : NOTARGETSYS NOTARGETHOST

UPDATE COUNT : 1
2 of 2 RECORDS DISPLAYED

GWM LABEL
The GWM label configured in the automated domain name registration
application configuration file on the gwm statement.

GWM STATUS
The status of the GWM advising the automated domain name registration
application. Possible values are:

CONNECTED
The automated domain name registration application is connected to the
GWM specified.

CONVERGENCE_PENDING
The automated domain name registration application is waiting a fixed
period of time for information about all configured groups to be returned
from the GWM.

DISCONNECTED
The automated domain name registration application is not connected to
the GWM.

GETWEIGHTS_RSP_PENDING
The automated domain name registration application is waiting for a SASP
GetWeights response message from the GWM.

GWM_ACTIVE
The state of the GWM after it has exited the CONVERGENCE_PENDING
state. This is the normal steady state of the GWM. When the GWM is in
this state, all changes in the status of any configured group are received by
the automated domain name registration application and forwarded to the
appropriate name servers. The GWM remains in this state until there is a
configuration change or until either the GWM or the automated domain
name registration application is stopped.

PRE_REG_DEREGISTRATION_RSP_PENDING
The automated domain name registration application is waiting for a SASP
DeRegistration response message from the GWM as a result of GWM
communication initialization.

REGISTRATION RSP_PENDING
The automated domain name registration application is waiting for a SASP
Registration response message from the GWM.
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SETLBSTATE RSP_PENDING
The automated domain name registration application is waiting for a SASP
SetLoadBalancerState response message from the GWM.

SHUTTING_DOWN
The automated domain name registration application is terminating.

GWM TIMESTAMP
The timestamp in UTC format specifying when the GWM reached the status
indicated by GWM STATUS.

GWM IPADDR..PORT
The remote IP address and port of the GWM.

LOCAL IPADDR
The local IP address that the automated domain name registration application
used to connect to the GWM.

uuID
The universally unique identifier that the automated domain name registration
application used to connect to the GWM.

UPDATE INTERVAL
The GWM's update interval in seconds. See the appropriate GWM
documentation for more information.

LAST UPDATE
The timestamp in UTC format specifying the most recent update (SASP
SendWeights message) received from the GWM.

GROUP LABEL
The group label configured in the automated domain name registration
application configuration file on the host_group statement or on the
server_group statement.

GROUP NAME
The group name registered with the GWM. The group name is defined in the
automated domain name registration application configuration file using the
host_group_name parameter on the host_group statement or the
server_group_name parameter on the server_group statement concatenated to
the domain_suffix of the zone identified by the dns and zone parameters on
the host_group statement or the server_group statement.

GROUP TYPE
The group type. Possible values are:

HOST
Indicates a host group.

SERVER
Indicates a server group.

DNS LABEL
The DNS label configured in the automated domain name registration
application configuration file on the dns statement.

ZONE LABEL
The zone label configured in the automated domain name registration
application configuration file using the zone parameter on the dns statement.

MEMBER HOSTNAME
The optional member hostname is defined in the automated domain name
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registration application configuration file using the member host_name
parameter on the host_group statement or the server_name parameter on the
server_group statement.

IPADDR[..PORT]
The IP address and port on which the application can be reached. The port is
not displayed when the GROUP TYPE value is HOST.

PROTOCOL
The protocol the application is using. The protocol value is either TCP or UDP.
The protocol is not displayed when GROUP TYPE is HOST.

AVAIL
Indicates whether or not the member is available in the sysplex.

FLAGS
Indicates which flags are currently set. Flag values are:

NOTARGETAPP
The GWM found the IP address but did not find an available server
application using the IP address, port, and protocol. When the GWM is the
z/0OS Load Balancing Advisor, this can indicate that the application
member has been quiesced by the Agent.

NOTARGETHOST
The GWM found the IP address but the host is not available. When the
GWM is the z/OS Load Balancing Advisor, this indicates that the system
member has been quiesced by the Agent.

NOTARGETSYS
The GWM did not find the IP address.

No flags are displayed when the AVAIL value is YES.

UPDATE COUNT
The number of times the availability of this IP address, which is associated
with the preceding MEMBER HOSTNAME value, has changed.

MODIFY command: Communications Server SMTP application
(CSSMTP)

Use the MODIFY command to control the Communications Server SMTP

(CSSMTP) application from the operator console. For descriptions of terms that are
used in this section, see the kESSMTPl information in |z/OS Communications Server
[[P Configuration Guide}

Format
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> MODIFY- procname,——Display,——CONFig »><
F —IPlist
—L0G1evel
,Summary-
r

—SPoolstatus
|:,Summary

LALL
,Detail l_

SALL
,TKID=tkid—

TARgets

|—,ADDR=ipAddressJ
—FLUSHRetr‘y,—EAGE=—days_|

TKID=—tkid
—LOGlevel,LEVEL=logLevel
—REFRESH
—REFRESHIPTist
—REFRESHTargets
—RESume

, Immediate—
—SUSpend E

,Delay
,Immediate—
LUSERexit, LEVEL=—NONE
|:VERSION2:|
VERSION3
Parameters
procname
The member name of the cataloged procedure that is used to start the CSSMTP
application.
Display,CONFig

Display the CSSMTP application configuration and global values that are used
for processing mail.

Display,IPlist
Display all target server IP addresses and their preferences that are used by
CSSMTP. A target server is the resolved or configured IP addresses from
TargetServer statements. See the [TargetServer statemenﬂ information in
[Communications Server: IP Configuration Reference|for details about how the
target server addresses are obtained.

DISplay,LO0Glevel
Display CSSMTP active log levels.

Display,SPoolstatusDisplay,SPoolstatus,Summary
Display summary information for all tasks that are processing spool files for
CSSMTP. You can use this display to determine the number of mail messages
that are pending or you can use it on the long-retry queue for each spool file
that is being processed. The summary option is the default for the MODIFY
DISPLAY,SPOOLSTATUS command.

Tip: Use this command to obtain the task ID to use on other modify
commands that use task ID values as options.

Display,SPoolstatus,DetailDisplay,SPoolstatus,Detail,ALL
Display detailed information for all tasks that are not idle. The ALL option is
the default for the MODIFY DISPLAY,SPOOLSTATUS,DETAIL command.

Display,SPoolstatus,Detail,TKID=tkid
Display detailed information for this specific task that processes spool files for
CSSMTP.
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Tip: You can use the MODIFY DISPLAY,SPOOLSTATUS command to obtain a
valid TKID value.

Display,TARgets[,ADDR=ipAddress]
Display global and specific information about target servers. If the ADDR
parameter is not specified, all configured target servers are displayed. If the
ADDR parameter is specified, then the IP address value must match the IP
address of an existing target server that is in use by CSSMTP.

Tip: You can use the MODIFY DISPLAY IPLIST command to obtain IP
addresses for the list of target servers that are being used by CSSMTP.

FLUSHRetry, TKID=tkid
Initiate a request for the CSSMTP application to remove mail messages from
the long retry queue, and send those mail messages to the list of target servers.
If CSSMTP cannot send a mail message, that mail message becomes subject to
long-term retry processing; if any mail message is not defined, it becomes an
undeliverable mail message. For more information about [undeliverable maill
see [z/OS Communications Server: IP Configuration Guide}

A nonzero TKID (task ID) value requests that only the mail messages for the
specified TKID value is flushed. A TKID value 0 requests that all mail
messages in the long-retry queue be flushed.

Tip: You can use the MODIFY DISPLAY,SPOOLSTATUS command to obtain a
valid TKID value.

FLUSHRetry,AGE=days

Initiate a request for the CSSMTP application to remove the mail messages that
are older than days days from the extended retry queue, and send those mail
messages to the list of target servers. If CSSMTP cannot send a mail message,
that message becomes an undeliverable mail message. To make this command
effective, the target servers must be available. For details, see the information
about fextended retry maillin [z/OS Communications Server: IP Configuration|
Reference] and the information about fundeliverable maillin [z/OS|
Communications Server: IP Configuration Guide]

A days value of 0 specifies that all messages in the extended retry list are to be
processed.

Tip: You can use the command to monitor the number of the mail messages in
the extended retry list and the state of the target servers used by CSSMTP.

LOGlevel,LEVEL=[ogLevel
Change the CSSMTP application log level. The logLevel value specifies the log
level. If a logLevel value is not specified, then the current log level remains in
effect. See the [LogLevel statement information in [z/OS Communications|
[Server: IP Configuration Reference| for details about defining the CSSMTP
application log level.

REFRESH
Initiate a dynamic reconfiguration using the configuration file that is defined at
initialization. If a configuration error is detected during a dynamic refresh, the
entire refresh is rejected, the error message is written to the log and console,
and the CSSMTP application continues to run with the old configuration
values.

Results:

* While the new configuration file is being processed, the existing log level is
used, regardless of how it was set (using the last configuration file or with
the MODIFY LOGLEVEL command). After the new configuration file has
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been successfully processed, the value that is specified on the LogLevel
statement of the new configuration file takes effect. If the LogLevel
statement is not specified in the new configuration file, the log level defaults
to level 7 (ERROR, WARNING, and EVENT). If the new configuration file
contains errors that cause it to be rejected, the log level that was in effect
prior to the dynamic reconfiguration is used.

* If an update to the ExtWrtName statement is detected during a dynamic
refresh, then the CSSMTP application continues to run with the old external
writer name and a warning message is written to the log and console.

 If an update to the Translate statement is detected during a dynamic refresh,
then the CSSMTP application continues to run with the old translate value
and a warning message is written to the log and console.

 If an update to the ChkPointSizeLimit statement is detected during a
dynamic refresh, then the CSSMTP application continues to run with the old
ChkPointSizeLimit value and a warning message is written to the log and
console.

* While the new configuration file is being processed, the existing UserExit
value is used, regardless of how it was set (using the last configuration file
or with the MODIFY USEREXIT command). After the new configuration file
has been successfully processed, the value that is specified on the UserExit
statement of the new configuration file takes effect when the next JES spool
file is opened. If the new configuration file contains errors that cause it to be
rejected, the UserExit value that was in effect prior to the dynamic
reconfiguration is used.

* An update to the TargetServer statement can force CSSMTP to stop and
restart connections on the affected IP addresses. If CSSMTP is in the process
of sending a mail message on the affected IP address, the mail message is
retried at another IP address or placed in the long retry queue. For more
information about the TargetServer statement, see the [TargetServer statement|
information in |z/OS Communications Server: IP Configuration Reference]

REFRESHIP1ist
Initiates a dynamic DNS refresh of the target that is identified by the
configured TargetName or TargetMx parameter value. This parameter does not
cause the configuration file to be reprocessed.

Result: If a TargetServer statement has TargetName or TargetMx parameters
configured, new IP addresses might be resolved. If the IP address list is
changed, CSSMTP might be forced to stop and restart connections on the
affected IP addresses. If CSSMTP is in the process of sending a mail message
on the affected IP address, the mail message is retried at another IP address or
placed in the long retry queue.

REFRESHTargets
Reinitiates a connection to all target servers. The CSSMTP application can learn
about any capability changes from the target servers.

Tip: This command causes all active connections to all target servers to be
stopped and restarted; therefore, use this command only when there is a
change in the network topology and no work is being done by the CSSMTP
application because the command interrupts all active connections.

Result: If you issue this command while CSSMTP is in the process of sending

a mail message on the connection, the mail message is retried at another IP
address or placed in the long retry queue.

170 z/0S V2R1.0 Communications Server: IP System Administrator's Commands



DISPLAY TCPIP,,NETSTAT,ACCESS,NETWORK report

RESume
Resumes processing of any JES spool files whose processing was suspended
with the MODIFY SUSPEND operator command.

SUSpendSUSpend, Immediate
Suspends the reading of mail messages immediately for all active spool files.
To resume this processing, issue the MODIFY RESUME operator command.
The IMMediate option is the default for the MODIFY SUSPEND command.

SUSpend,Delay
Suspends the reading of any new spool files immediately but completes

reading any spool files that are already in process. To resume reading of spool
files, issue the MODIFY RESUME operator command.

USERexit,LEVEL=userExitValue
Change the CSSMTP application user exit value. The USERexit keyword can be
set to NONE, VERSION2, or VERSIONBS. If a userExitValue parameter value is
not specified, then the current user exit value remains in effect. See the
[USEREXIT statement] information in |z/OS Communications Server: IP|
Configuration Reference| for details about how to define the CSSMTP
application user exit value.

Result: The user exit value does not change until the next JES spool file is
opened.

Examples

Example 1: The MODIFY DISPLAY,LOGLEVEL command displays the current
logging level that is being used by CSSMTP.

F CSSMTP,DISPLAY,LOGLEVEL
EZD18281 CSSMTP DISPLAY LOGLEVEL = 15

Example 2: The MODIFY DISPLAY,CONFIG command displays the current
configuration that is being used by CSSMTP.

F CSSMTP,DISPLAY,CONFIG
EZD18291 CSSMTP CONFIGURATION:

CONFIGFILENAME : /U/USER1/CSSMTP/CSSMTP.CONF
LOGFILENAME : /U/USER1/CSSMTP/CSSMTP.L0G0707S1
CHKPOINTFILENAME : 'USER1.CSSMTP.CHKPOINT'

PID : 67108874

LOGLEVEL : 255 USEREXIT : NONE
CHKPOINTSIZELIMIT : 64000 CHKPOINT : WARM
CONFIG CODEPAGE : IBM-1047
TRANSLATE : IBM-1047

START OPTION TCPNAME : N/A IPV6 ENABLED ¢ YES
EXTWRTNAME : CSSMTP HOST NAME : VIC142
DOMAIN NAME : RALEIGH.IBM.COM

HEADER :

DATE : YES

USERINFO : YES

JESJOBSIZE : 0 JESMSGSIZE : 0
JESSYNTAXERRLIMIT HE)

BADSPOOLDISP : HOLD REPORT . SYSout
UNDELIVERABLE:

RETURNTOMAILFROM : YES DEADLETTERACTION: STORE
DEADLETTERDIRECTORY : /var/cssmtp/myDir/

RETRYLIMIT:

COUNT : 5 INTERVAL H
EXTENDEDRETRY : ACTIVE

AGE : 100 INTERVAL : 30
MAILDIRECTORY : /var/cssmtp/CSSMTP/mail/

SMF119:
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CONFIG : YES CONNECT : YES
MAIL : YES SPOOL : YES
STATS : YES
TARGETSERVER:
TARGETNAME : DO3AVO1.BOULDER.IBM.COM
CONNECTPORT : 25 CONNECTLIMIT : 5
MAXMSGSENT : 1000 MESSAGESIZE : 524288
SECURE : NO
TARGETIP : 9.100.1.2
CONNECTPORT : 25 CONNECTLIMIT : 5
MAXMSGSENT : 1000 MESSAGESIZE : 524288
SECURE : NO
TIMEOUT:
ANYCMD : 300 CONNECTRETRY : 120
DATABLOCK : 180 DATAINIT : 120
DATATERM : 600 INITIALMSG : 300
MAILCMD 1 300 RPCTCMD : 300
MATLADMINISTRATOR : USER1@US.IBM.COM

USER2@US . IBM.COM
USER3@US.IBM.COM
USER4@US . IBM.COM

For definitions of statements and parameters that are obtained from configuration
file, see the [CSSMTP| information in [z/OS Communications Server: IP]
[Configuration Reference]

CONFIGFILENAME
The configuration name from the CONFIG DD statement in the started
procedure.

LOGFILENAME
The configured log file name from LOGFILE DD statement in the started
procedure.

PID
The process ID.

LOGLEVEL
The logging level.

CHKPOINT
Indicates whether checkpointing is active.

WARM
Checkpointing was initiated using the CHKPOINT DD statement.

coLp
Checkpointing was initiated using the -f start option.

NONE
There was no CHKPOINT DD statement.

CONFIG CODEPAGE
The code page value specified on the CSSMTP_CODEPAGE_CONFIG
statement or the default value.

TRANSLATE
The code page value that is configured on the Translate statement.

CHKPOINT FILENAME
The name of the configured checkpoint file, if a CHKPOINT DD statement is
configured in the started procedure.
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START OPTION TCPNAME
The TCP name that is passed on the -p start option or the value N/A if the -p
start option is not used.

IPV6 ENABLED
Indicates whether IPV6 is supported.

EXTENDEDRETRY
Indicates whether extended retry processing is ACTIVE or INACTIVE.

The remaining values that are displayed are the values for the matching statement
or parameter from the configuration file.

Example 3: The MODIFY DISPLAY,IPLIST command displays the IP address of the
configured target servers from the TargetServer statement and Targetlp parameter,
or it displays the resolved target server addresses from the TargetServer statement
and TargetName parameter, that are being used by CSSMTP.

F CSSMTP,DISPLAY,IPLIST
EZD1830I CSSMTP IPLIST:

TARGETIP : 9.100.1.5
CONNECTPORT : 25 CONNECTLIMIT  : 5
MAXMSGSENT : 1000 MESSAGESIZE : 524288
SECURE : NO
TARGETIP : 9.56.231.69
CONFIG TARGETNAME : RALVMS
CONNECTPORT : 25 CONNECTLIMIT : 2
MAXMSGSENT : 2000 MESSAGESIZE : 524288
SECURE : YES
TARGETIP : 9.200.1.6
CONNECTPORT : 25 CONNECTLIMIT : 5
MAXMSGSENT : 1000 MESSAGESIZE : 524288
SECURE : NO

For the definitions of statements and parameters that are obtained from the
configuration file, see the kESSMTFI information in |z/OS Communications Server
[[P Configuration Reference|

TARGETIP
The IP address of the target server.

CONFIG TARGETNAME
The name that is used to resolve this target server address for a resolver A or
AAAA query.

The remaining values that are displayed are the same values that are specified on
the matching statement or parameter in the configuration file.

Example 4: The MODIFY DISPLAY,IPLIST command displays the resolved target
servers from the TargetServer statement and TargetMx parameter that are being
used by CSSMTP.

F CSSMTP,DISPLAY,IPLIST
EZD1830I USER1408 IPLIST:

TARGETIP : 9.56.231.69
CONFIG TARGETMX : mxName
PREFERENCE 01
CONNECTPORT : 25 CONNECTLIMIT : 2
MAXMSGSENT : 2000 MESSAGESIZE : 524288
SECURE : YES
TARGETIP : 9.56.200.55
CONFIG TARGETMX : mxName
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PREFERENCE H

CONNECTPORT : 25 CONNECTLIMIT : 2
MAXMSGSENT : 2000 MESSAGESIZE : 524288
SECURE : NO

For the definition of statements and parameters that are obtained from
configuration file, see the KESSMTH information in [z/OS Communications Server;]
[[P Configuration Reference]

TARGETIP
This is the IP address of the target server.

CONFIG TARGETMX
The name that is used to resolve this target server address for resolver MX

query.

The remaining values that are displayed are the values for the matching statement
or parameter from the configuration file.

Example 5: The MODIFY DISPLAY,SPOOLSTATUS command displays the
summary information for all tasks that are processing JES spool files.

F CSSMTP,DISPLAY,SPOOLSTATUS
EZD18321 CSSMTP SPOOLSTATUS:

TKID JOBNAME STATE PEND  LRT TKID JOBNAME STATE PEND  LRT
W 002 JOBNM25 ACTVE 15 5 D 003 JOBNM132 READ 5 0
W 004 JOBNM45 ACTVE 10 10 D 005 JOBNM232 READ 10 0
W 006 JOBNM48 ACTVE 20 0 D 007 JOBNM332 IDLE 0 0
W 008 JOBNM50 ACTVE 20 5 D 009 JOBNM432 IDLE 0 0
W 010 JOBNM6O ACTVE 10 0 D 011 JOBNM532 IDLE 0 0
W 012 JOBNM8O ACTVE 0 0 D 013 JOBOO632 IDLE 0 0
W 014 JOBNM9O ACTVE 10 10 D 015 JOBOO732 IDLE 0 0
W 016 JOBNM190 ACTVE 20 0 D 017 JOBOO832 IDLE 0 0
W 018 JOBNM150 ACTVE 20 5 D 019 JOBOO932 IDLE 0 0
W 020 JOBNM160O ACTVE 10 0 D 021 JOBO1132 IDLE 0 0

For definitions of terms that relate to this information, see the [CSSMTP Common|
information in |z/OS Communications Server: IP Configuration Guide]

W A writer JES task, if the JES spool file was generated by the IEBGENER utility.

D A dest JES task, if the JES spool file was generated by the SMTPNOTE
command or by the TSO Transmit (XMIT) command.

TKID
The task ID, which can be used to identify a specific task.

Tip: You can use the task ID in the MODIFY FLUSHRetry command and the
MODIFY DISPLAY,SPOOLSTATUS,DETAIL, TKID=tkid command.

JOBNAME
The JES job name for this task. If the task is in the IDLE state, this is the name
of the previous job.

STATE
This parameter can have one of the following values:

WAITS
The task is waiting because virtual storage is constrained.

READ
The task is reading a spool file.

IDLE
The task is waiting for a JES spool file to process.
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ACTVE
The task is actively waiting for all mail in the spool file to be processed.

WAIT
The task is waiting because no target server is active to receive mail.

SUPND
The task was suspended by the MODIFY SUSPEND command.

PEND
The number of mail messages that are waiting to be sent to target server.

LRT
The number of mail messages that are currently queued in the long-retry
queue.

The MODIFY DISPLAY SPOOLSTATUS,DETAIL command displays detailed
information for all tasks that are not in the IDLE state that are processing JES spool
files.

F CSSMTP,DISPLAY,SPOOLSTATUS,DETAIL
EZD1833I CSSMTP SPOOLSTATUS:

TASK ACTVE : WRITER TKID : 2
JOBNAME : JOBNM25 JOBID : STCO0055
PEND : 15 LRT : 5
MAIL READ : 0 UNDELIVERABLE: 0

TASK ACTVE : WRITER TKID : 4
JOBNAME : JOBNM45 JOBID : STCO0060
PEND : 10 LRT : 10
MAIL READ : 10 UNDELIVERABLE: 0
. <active task TKID=006,008,010,012,014,016,018,020 not shown>

TASK READ : DEST TKID : 3
JOBNAME : JOBNM132  JOBID : STCO0055
PEND H) LRT : 0
MAIL READ : 5 UNDELIVERABLE: 20

TASK READ : DEST TKID : 5
JOBNAME : JOBNM232  JOBID : STCO0255
PEND . 10 LRT : 0
MAIL READ H) UNDELIVERABLE: 20

The MODIFY DISPLAY SPOOLSTATUS,DETAIL command displays detailed
information for all tasks that are not in the IDLE state that are processing JES spool
files; in this example all state tasks are idle.

F CSSMTP,Display,Spoolstatus,detail

EZD1833I CSSMTP SPOOLSTATUS:
No non-idle TKIDs to display

The MODIFY DISPLAY SPOOLSTATUS,DETAIL,TKID=11 command displays
detailed information for a specific TKID 11 task that is processing a spool file for
the CSSMTP application.

F CSSMTP,DISPLAY,SPOOLSTATUS,DETAIL,TKID=11
EZD18331 CSSMTP SPOOLSTATUS:

TASK ACTVE : WRITER TKID ¢ 11
JOBNAME : JOBNM532  JOBID : STCOO532
PEND HC) LRT HC)

MAIL READ : 25 UNDELIVERABLE: 0

The MODIFY DISPLAY SPOOLSTATUS,DETAIL,TKID=3 command displays
detailed information for a specific TKID 3 task that is currently idle.

F CSSMTP,DISPLAY,SPOOLSTATUS,DETAIL, TKID=2
EZD1833I CSSMTP SPOOLSTATUS:
TASK IDLE : WRITER TKID H
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JOBNAME : JOBOOO32 JOBID : STCOOO55
PEND : 0 LRT : 0
MAIL READ : 2 UNDELIVERABLE : 1

TASK
The TASK parameter has the following fields:

state
Possible values are:

WAITS
The task is waiting because virtual storage is constrained.

READ
The task is reading a spool file.

IDLE
The task is waiting for a JES spool file to process.

ACTVE
The task is actively waiting for all mail in the spool file to be
processed.

WAIT
The task is waiting because no target server is active to receive mail.

SUPND
The task was suspended by the MODIFY SUSPEND command.

type task
Possible type task values are:

WRITER

This is a writer JES task if the JES spool file was generated by the
IEBGENER utility.

DEST
This is a DEST JES task if the JES spool file was generated by the
SMTPNOTE command or by the TSO Transmit (XMIT) command.

TKID
The task ID, which can be used to identify a specific task.

Tips:
* You can use the task ID in the MODIFY FLUSHRetry command and the
MODIFY DISPLAY,SPOOLSTATUS,DETAIL,TKID=tkid command.

* You can use the task ID to identify log information that is in the log file. If
the tkid value is 2, that TKID value is represented in the following example
by the value :002.

08/01 07:10:20 CSSMTP DEBUG :002:m1JESThread:Message(0): ...

JOBNAME
The JES job name for this task. If the task is in the IDLE state, then this is the
previous job name.

JOBID
This is the JES job ID for this task. If the task is in the IDLE state, then this is
the previous job ID.

PEND
The number of mail messages that are waiting to be sent to a target server. If
the task is in the IDLE state, then this value is always 0.
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LRT
The number of mail messages that are currently in the long-retry queue. If the
task is in the IDLE state, then this value is always 0.

MAIL READ
The total number of mail messages that have been read for the job. If the task
is in the IDLE state, then this is the mail for the previous job.

UNDELIVERABLE
The total number of undeliverable mail messages for this job name. If the task
is in IDLE state, then this value is the undeliverable count of the previous job.

Example 6: The MODIFY DISPLAY,TARGETS command displays the global and
specific information that is related to sending email to target servers. For
definitions of statements and parameters that are obtained from the configuration
file, see thek SSMTPl information in |z/OS Communications Server: IP|
[Configuration Reference]

F CSSMTP,DIS,TARGETS

EZD18311 CSSMTP TARGETS:
GLOBAL INFORMATION:
MAIL SENT : 0 TOTAL RETRY : 0
DEADLETTER: 0 CURRENT RETRY: 0
UNDELIVER : 0
EXTENDED RETRY:

CURRENT  : 0 TOTAL : 0
TARGET SERVER 1.1.1.1

STATE : ACTIVE

ESMTP : YES MESSAGE SIZE : 20000000
STARTTLS : NO MAIL ATTEMPTS: 24

MAIL SENT : 24 CONNECT FAIL : 0
TARGET SERVER ::6

STATE : ACTIVE

ESMTP ¢ YES MESSAGE SIZE : 20000000
STARTTLS : YES MAIL ATTEMPTS: 30

MAIL SENT : 30 CONNECT FAIL : 0

The following global target server information for this application is displayed:

MAIL SENT
Count of all mail messages that were processed successfully after all mail
messages were sent.

TOTAL RETRY
Cumulative count of mail messages that have been in the long-retry state.

DEADLETTER
Cumulative count of all mail messages that were classified as dead letters.

CURRENT RETRY
Count of mail messages that are currently in the long-retry queue.

UNDELIVER
Count of all mail messages that were undeliverable.

EXTENDED RETRY

CURRENT
Count of mail messages currently in the extended retry directory while
extended retry is active.

TOTAL
Cumulative count of mail messages that have been in the extended retry
directory.
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The following fields are displayed for each target server:

STATE
State of the target server.
ACTIVE
The target server is active.
NOT USABLE
This target server is not usable. For example, CSSMTP has lost connectivity
to this target server.
UNKNOWN
This target server is new and its capabilities have not been learned at this
time.
ESMTP

Type of target server. If the ESMTP value is YES, the target server type is
ESMTP. If the ESMTP value is NO, the target server type is SMTP.

MESSAGE SIZE
The actual message size.

* For ESMTP this value was obtained from the SIZE extension when the
connection was made. The value 0 indicates that there is no predefined
message size limit.

* For SMTP, this value is the value that is configured for the MessageSize
parameter of the TargetServer statement. For details, see the [TargetServe
statement] information in |[z/OS Communications Server: IP Configuration
Referenc

STARTTLS
Indicates that the target server has acknowledged that it is capable of
establishing secure connections.

 For ESMTP see the information that describes fusing Transport Layer Security]
[TLS|in [z/OS Communications Server: IP Configuration Guide| for details.

* For SMTP this is always set to NO.
MAIL ATTEMPTS

The total number of mail messages that CSSMTP has sent or has attempted to
send to the target server.

Tip: A single mail message operation can be attempted on multiple target
servers.

MAIL SENT
The number of mail messages that were sent successfully for this target server.

Tip: A single mail message that contains multiple recipients can be sent
successfully on multiple target servers.

CONNECT FAIL
Count of the number of SMTP connections that the application was unable to
establish when it attempted to send mail to a target server.

Example 7: The MODIFY DISPLAY,TARGETS,ADDR=x.x.x.x command displays the
global and specific information related to sending e-mail to a specific target server.

F CSSMTP,DIS,TARGETS,ADDR=1.1.1.1
EZD18311 CSSMTP TARGETS:
GLOBAL INFORMATION:
MAIL SENT : 24 LONG RETRY : 0
DEADLETTER: 0O UNDELIVERABLE: 0
TARGET SERVER 1.1.1.1
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STATE : ACTIVE

ESMTP : YES MESSAGE SIZE : 20000000
SECURE : NO MAIL ATTEMPTS: 24

MAIL SENT : 24 CONNECT FAIL : O

Example 8: The MODIFY LOGLEVEL,LEVEL=15 command requests the CSSMTP
application to change the logging level to 15. The EZD18091 message indicates that
the logging level was updated successfully.

F CSSMTP,LOGLEVEL,LEVEL=15
EZD1809I CSSMTP1 MODIFY LOGLEVEL COMMAND COMPLETED : UPDATED

Example 9: The MODIFY REFRESH command requests that the CSSMTP
application reprocess the configuration file. The following messages indicate that
the configuration was updated successfully with no errors.
F CSSMTP,REFRESH

EZD18341 CSSMTP MODIFY COMMAND ACCEPTED

EZD1840I CSSMTP UPDATED CONFIGURATION

EZD18461 CSSMTP UPDATED TARGET SERVERS
EZD18481 CSSMTP MODIFY REFRESH COMMAND COMPLETED

Example 10: The MODIFY REFRESHIPLIST command requests that the CSSMTP
application perform a dynamic DNS refresh of the TargetName or TargetMx field.
The following messages indicate that the target server addresses were successfully
updated.
F CSSMTP,REFRESHIPLIST

EZD18341 CSSMTP MODIFY COMMAND ACCEPTED

EZD18451 CSSMTP UPDATED TARGET SERVERS
EZD18421 CSSMTP MODIFY REFRESHIPLIST COMMAND COMPLETED

Example 11: The MODIFY FLUSHRETRY,TKID=0 command initiates a request to
move all mail that is in the long-retry queue to the send queue.

The following messages indicate that all mail messages have been moved from the
long-retry queue to the send queue.

F CSSMTP,FLUSHRETRY, TKID=0
EZD18341 CSSMTP MODIFY COMMAND ACCEPTED
EZD1810I CSSMTP MODIFY FLUSHRETRY,TKID=0 COMMAND COMPLETED

Example 12: The MODIFY FLUSHRETRY command initiates a request to move all
mail for TKID 2 from the long-retry queue to the send queue.

The following messages indicate that all mail messages for TKID 2 have been
moved from the long-retry queue to the send queue.

F CSSMTP,FLUSHRETRY, TKID=2
EZD18341 CSSMTP MODIFY COMMAND ACCEPTED
EZD1810I CSSMTP MODIFY FLUSHRETRY,TKID=2 COMMAND COMPLETED

Example 13: The MODIFY REFRESHTARGETS command reinitiates a connection
to all target servers.

The following messages indicate that the CSSMTP application completed this
request.

F CSSMTP,REFRESHTARGETS
EZD18341 CSSMTP MODIFY COMMAND ACCEPTED
EZD18211 CSSMTP ABLE TO USE TARGET SERVER 9.1.1.1
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Example 14: The MODIFY RESUME command resumes processing of any JES
spool files when processing was suspended using the MODIFY SUSPEND operator
command.

The following messages indicate that the CSSMTP application will start processing
any JES spool files.
F CSSMTP,RESUME

EZD18341 CSSMTP MODIFY COMMAND ACCEPTED
EZD18141 CSSMTP MODIFY RESUME COMMAND COMPLETED

Example 15: The MODIFY SUSPEND command suspends the reading of mail
messages immediately for all JES spool files.

The following messages indicate that the CSSMTP application has suspended the
processing of mail messages for all JES spool files.
F CSSMTP,SUSPEND

EZD18341 CSSMTP MODIFY COMMAND ACCEPTED
EZD18221 CSSMTP MODIFY SUSPEND IMMEDIATE COMMAND COMPLETED

Example 16: The MODIFY FLUSHRETRY,AGE=0 command initiates a request to
move all the mails that are in the extended retry queue to the send queue.

The following messages indicate that all mail messages have been moved from the
extended retry queue to the send queue.
F CSSMTP,FLUSHRETRY,AGE=0

EZD18341 CSSMTP MODIFY COMMAND ACCEPTED
EZD18231 CSSMTP MODIFY FLUSHRETRY,AGE=0 COMMAND COMPLETED

Example 17: The MODIFY FLUSHRETRY,AGE=2 command initiates a request to
move all mail messages that have been in the extended retry queue for more than
two days from the extended retry queue to the send queue.

The following messages indicate that all the extended retry mail messages that are
older than two days have been moved from the extended retry queue to the send
queue.

F CSSMTP,FLUSHRETRY ,AGE=2
EZD18341 CSSMTP MODIFY COMMAND ACCEPTED
EZD18231 CSSMTP MODIFY FLUSHRETRY,AGE=2 COMMAND COMPLETED

MODIFY command: DCAS

Use the MODIFY command to control tracing after initialization is complete.
Format

> MODIFY Jobname_, —,—DEBUG_=debug_level >
F

Parameters

DEBUG

debug_level
Controls digital certificate access server (DCAS) general tracing. The debug_level
value must be one of the following values:

0 Disables logging.
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1 Specifies log error and warning messages.
2 Specifies log error, warning, and informational messages.
3 Specifies log error, warning, informational, and debug messages.

MODIFY command: Defense Manager daemon

Use the MODIFY command to control the Defense Manager (DM) functions from
the operator console.

Format

MODIFY procname , DISPLAY }
F

}—[MODIFY procname , REFRESH |
F——I— i:,FILE= 'filename ’ﬂ
el

,FILE=//"filenam

}—[MODI FY:l—procname, FORCE_INACTIVE, stackname |
! |

Parameters

procname
The member name of the cataloged procedure that is used to start the Defense
Manager daemon (DMD).

DISPLAY
Displays configuration values that are currently being used by the DMD.

REFRESH

Indicates that the DMD configuration file should be reread. The file is treated
as a complete replacement, so it must contain all necessary DMD configuration
information. You cannot update all DMD parameters using this command. See
the description for the parameters in the configuration file to find out which
ones can be dynamically changed. You must include parameters that cannot be
dynamically changed in the REFRESH configuration file if the daemon was
started with a value for the parameter that was not the default value. See the
Defense Manager daemon|information in the [z/OS Communications Server: IP|
Configuration Reference]

FILE
Indicates the name and location of the DMD configuration file that is to be
read. The file is treated as a complete replacement so it must contain all
necessary DMD configuration information. The file name must be a fully
qualified z/OS UNIX file name or MVS data set name. A z/OS UNIX file
name must be enclosed by single quotation marks (). MVS data set names
must begin with two forward slashes (//) and the data set name must be
enclosed by single quotation marks ('). This option is valid only when
specified with REFRESH.

FORCE_INACTIVE ,stackname
Forces the TCP/IP stack named stackname to become inactive with respect to
defensive filters. All defensive filters for the stack are removed from DMD
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persistent memory and also from the stack itself. No additional defensive
filters are added to the stack while it is in inactive mode. The stack does not
have to be configured in the DMD configuration file in order for the
FORCE_INACTIVE option to operate. If the stack is active and IP security is
enabled, then any defensive filters in the stack are removed regardless of the
DMD configuration status of the stack. Changes to the mode of the stack
persist until the next time the MODIFY procname,REFRESH command is
successfully issued. See the [Defense Manager daemon|information in the
[Communications Server: IP Configuration Reference}

Examples

The following example displays the command and current configuration values.

f dmd,display

EZD17331 DISPLAY DMD CONFIGURATION

Defense Manager Configuration Settings
Sysloglevel =7
DefensiveFilterDirectory = /var/dm/filters
DM Config for TCP/IP stack TCPCS

Mode = Simulate
MaxLifetime = 1440
DefaultLogLimit = 100
Exclude 192.168.1.3
Exclude 192.168.1.10

The following example is the command and output used to forcibly deactivate a
stack with respect to the Defense Manager daemon (DMD).
F DMD,FORCE_INACTIVE,TCPCS

EZD16431 THE DEFENSIVE FILTER MODE FOR STACK TCPCS WAS SUCCESSFULLY
FORCED TO INACTIVE

MODIFY command: FTP

Use the MODIFY command to start and stop tracing after initialization is complete.
The MODIFY command for z/OS FIP has two keywords: one for general tracing
(DEBug) and one for extended tracing (DUMP).

Only FIP sessions established after trace is active can be traced. When tracing is
stopped, sessions currently connected to the server will continue to be traced; new

FTP sessions will not be traced.

Format
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> MODIFY——jobname—, DEBug—=—(—Y R >
F 2
—ACC
—ALL
BAS
—CMD
—FLO
—FSC—(n)
—INT
—JES
—NONE———
—PAR
SEC
—S0C—(n)
—SQL
—UTL

(1)

—X—yyy

DUmp—=—(—~ s
I S—

—ALL
—FSC
—JES
—NONE
—S0C
—SQL

(1)

—X—yyy

»
>

A\
A

)
i:USERID—(—fi lter_name—)—
IPADDR— (—filter—)

Notes:
1 Prepend any option yyy with X to turn off that trace.

Parameters

DEBug
Subcommand to begin general tracing. General tracing includes the following
options:

? Displays the status of the general traces.

Note: The status of the trace is displayed as a response to all uses of the
MODIFY DEBug command. The ? allows you to obtain the status without
making a change.

AcC
Displays the details of the login process.

ALL
Sets all of the trace points.
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Note: Both the FSC and the SOC trace are set to level 1 when the ALL
parameter is processed.

BAS
Sets a select group of traces that offer the best overall details without the
intense tracing of some of the traces. This is equivalent to:

MODIFY jobname,DEBUG=(CMD,INT,FSC,SOC)

CMD
Shows each command and the parsing of the parameters for the command.

FLO
Shows the flow of control within FTP. It is useful to show which services
of FTP are used for an FTP request.

FSC(n)
Shows details of the processing of the file services commands APPE, STOR,
STOU, RETR, DELE, RNFR, and RNTO. This trace can be very intense and
therefore it allows you to specify levels of granularity for the trace points.
The level 1 tracing that is specified by entering FSC or FSC(1) is the level
that is normally used unless more data is requested by TCP/IP service
group. The variable 1 can be a number in the range 1 — 8.

INT
Shows the details of the initialization and termination of the FTP session.

JES
Shows details of the processing for JES requests, such as when SITE
FILETYPE=]JES is in effect.

NONE
Turn off all of the traces.

PAR
Shows details of the FTP command parser. It is useful for debugging
problems in the handling of the command parameters.

SEC
The SEC trace shows the processing of security functions such as TLS and
GSSAPI negotiations.

S0C(n)
Shows details of the processing during the setup of the interface between
the FTP application and the network as well as details of the actual
amounts of data that is processed. This trace can be very intense and
therefore it allows you to specify levels of granularity for the trace points.
The level 1 tracing that is specified by entering SOC or SOC(1) is the level
normally used unless more data is requested by the TCP/IP service group.
The variable n can be a number in the range 1 - 8.

SqQL
Shows details of the processing for SQL requests, such as when SITE
FILETYPE=SQL is in effect.

UTL
Shows the processing of utility functions such as CD and SITE.

Xyyy
Turns off an active option, where yyy is the option. For example: XUTL
turns off the UTL option.
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DUMp
Subcommand to begin extended tracing. Extended tracing includes the
following options:

? Displays the status of the extended traces.

n  Specifies the number of a specific extended trace point that is to be
activated in the FTP code. The number has a range of 1 — 99.

ALL
Activates all of the trace points.

FSC
Activates all of the extended trace points in the file services code. The
numbers activated are 20 — 49.

JES
Activates all of the extended trace points in the JES services code. The
numbers activated are 60-69.

NONE
Turns off all extended traces.

SocC
Activates all of the extended trace points in the network services code. The
numbers activated are 50-59.

sqQL
Activates all of the extended trace points in the SQL services code. The
numbers activated are 70-79.

Xyyy
Turns off an active option, where yyy is the option. For example: XUTL
turns off the UTL option.

USERID(filter_name)
Filter the trace for user IDs matching the filter_name pattern.

If the user ID matches the filter at the time the client logs in, then tracing
options are set to the current value of the options. Otherwise, there are no
tracing options set. The client might use the SITE command to set options after
login if the initial ones are not appropriate. An example for the USERID filter
is MODIFY jobname,DUMP=(21,USERID(USER33)) which activates the dumpID 21
trace for a user if the user ID is USER33.

IPADDR(filter)
Filter the trace for IP addresses matching the filter pattern.

If the IP address matches the filter at the time the client connects, then tracing
options will be set to the current value of the options. Otherwise, no tracing
options will be set. The client might use the SITE command to set options after
connect if the initial ones are not appropriate. An example of the IPADDR filter
is MODIFY jobname,DEBUG=(JES,IPADDR(9.67.113.57)) which will activate the
JES trace for a client whose IP address is 9.67.113.57. Specify the filter address
in dotted decimal format if the IP address is an IPv4 address. Indicate
submasking by using a slash followed by a dotted decimal submask. For
example, 192.48.32/255.255.255.0 will allow addresses from 192.48.32.00 to
192.48.32.255.

Specify the filter address for an IPv6 address as x:x:x:x:x:x:x:x, where the xs are
the hexadecimal values of the eight 16-bit pieces of the address. Alternate
notations described in RFC 2373 (IP Version 6 Addressing Architecture) are
acceptable.
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For example,

MODIFY jobname,DEBUG=(JES,IPADDR(FEDC:BA98:7654:3210:FEDC:BA98:7654:3210)
MODIFY jobname,DUMP=(FSC,IPADDR(::1))

Indicate IPv6 network prefixing using a slash followed by the number of prefix
bits. For example, use 12AB:0:0:CD30::/60 to indicate the prefix
12AB0000000OCD3 (hexadecimal).

MODIFY JOBNAME,DEBUG=(JES,IPADDR(12AB:0:0:CD30::/60))

Usage

* The specification of the trace on the MODIFY command is not additive. That is,
the trace setting will be that of the last MODIFY command as shown in the
following examples.

— Using DEBug:
MODIFY FTPDJG1,DEBUG=(NONE)
+EZYFT821 Active traces: NONE
MODIFY FTPDJG1,DEBUG=(CMD)
+EZYFT82I Active traces: CMD
MODIFY FTPDJG1,DEBUG=(FSC,USERID(USER33))
+EZYFT82I Active traces: FSC(1)
+EZYFT89I Userid filter: USER33
MODIFY FTPDJG1,DEBUG=(SOC)
+EZYFT821 Active traces: SOC(1)

— Using DUMP:

MODIFY FTPDJG1,DUMP=(NONE)
+EZYFT83I Active dumpIDs: NONE
MODIFY FTPDJG1,DUMP=(21)
+EZYFT83I Active dumpIDs: 21
MODIFY FTPDJG1,DUMP=(22)
+EZYFT83I Active dumpIDs: 22

* The DUMP keyword can be used as shown in the following example:

modify jobname,DUMP=(SQL,SOC) ;sets all SQL and SOC DUMP ID's
modify jobname,DUMP=(NONE) ;resets all DUMP ID's

modify jobname,DUMP=(Xnn) ;resets DUMP ID nn where nn is

;a number between 1 and 99

modify jobname,DUMP=(XFSC) ;resets all DUMP ID's 20 to 49
modify jobname,DUMP=(XSOC) ;resets all DUMP ID's 50 to 59
modify jobname,DUMP=(XJES) ;resets all DUMP ID's 60 to 69
modify jobname,DUMP=(XSQL) ;resets all DUMP ID's 70 to 79

modify jobname,DUMP=(NONE,JES,X61) ;resets all ID's and
;then sets all JES DUMP ID's
;except number 61
e The modify jobname,UTRACE command that was supported in releases prior to
z/0S V1R2 is not supported in this release. However, its function can be
replaced with the following pair of commands:

MODIFY jobname,DEBUG=(ALL,USERID(USER33))
MODIFY jobname,DUMP=(ALL,USERID(USER33))

Do not specify the ALL parameter on a routine basis, because it can produce an
extensive amount of trace data.
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e The modify jobname,NOUTRACE command that was supported in releases prior to
z/0S V1R2 is not supported in this release. If complete tracing was activated as
suggested above, then the tracing can be stopped using the following pair of
commands:

MODIFY jobname,DEBUG=(NONE)
MODIFY jobname,DUMP=(NONE)

Context

For additional information see [z/OS Communications Server: IP Diagnosis Guide}

MODIFY command: IKE server

You can use the operator console and the MODIFY command to control IKE server
functions.

Format

MODIFY procname, DISPLAY: |
B i |

}—[MODI FY procname , REFRESH }
F——I— i:,FILE: 'filename ’i‘
el

,FILE=//"filenam

Parameters

procname
The member name of the cataloged procedure that is used to start the IKE
server (IKED).

DISPLAY
Displays the configuration values that are currently being used by the IKE
server.

REFRESH
Indicates that the IKE server configuration file should be reread. Not all
IkeConfig parameters can be updated using this command. See the individual
IkeConfig statement parameter descriptions for information about which
parameters can be dynamically changed. See [lkeConfig statement| information
in the [z/OS Communications Server: IP Configuration Reference| for details.

FILE
Indicates the name and location of the IKE server configuration file that is
to be read. The filename value must be a fully qualified z/OS UNIX file
name or an MVS data set name. You must enclose a z/OS UNIX file name
in single quotation marks (). MVS data set names must begin with two
forward slashes (//) and you must enclose the data set name in single
quotation marks ('). If the FILE parameter is omitted, the normal search
order for locating the configuration data set or file applies. See the steps
for [configuring the IKE daemon|in the [z/OS Communications Server: IP|
[Configuration Guide| for information about the search order. This option is
valid only when it is specified with the REFRESH parameter. If you omit
this option, the IKE server rereads the configuration file with which it was
started.

Chapter 1. Operator commands and system administration ~ 187



DISPLAY TCPIP,,NETSTAT,ACCESS,NETWORK report

Examples

The following example displays the configuration values that are currently being
used by the IKE server.

f iked,display

EZD11581 DISPLAY IKE CONFIGURATION
DISPLAY IKE configuration parameters:
Values loaded from /etc/security/iked.conf
IkeSysTogLevel =1
PagentSysloglLevel = 0
SMF119 = NONE
Keyring = iked/keyring
IkeRetries = 6
IkeInitWait = 2
FIPS140 = no
Echo = no
PagentWait = 0
NssWaitLimit = 5
NssWaitRetries = 3
IKE configuration contains no SupportedCertAuth labels.

NetworkSecurityServer = 10.81.5.5
Port = 4159
Identity = 10.81.5.5

IKE configuration contains no NetworkSecurityServerBackup info.
NssStackConfig 1: Stack = TCPCS2

Client name = CLIENT2

Userid name = USER1

AuthBy = Password

Cert Service: Enabled

RemoteMgmtService: Enabled

MODIFY command: NCPROUTE

You can control most of the functions of the NCPROUTE address space from the
operator console using the MODIFY command. The following list shows the
correct syntax and valid parameters for the NCPROUTE address space.

Use the MODIFY command to pass parameters to the NCPROUTE address space.

Format
MODIFY procname—, PARMS=—parms———,—C=—client—— >«
F——I— QUERY PROFILE
GATEWAYS
GATEWAYS ,DELETE—
TABLES
Parameters
procname
The member name of the cataloged procedure used to start the NCPROUTE
server.
QUERY

Queries the current target client NCP name or IP address.

parms
Any one or more of the following separated by a space. Enclosing the parms
specified in single quotation marks or preceding by a slash (/) is optional.
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-g Enable default router.

-gq Disable default router.

-f Flush all indirect routes known from IP routing tables.

-th Flush all indirect host routes known from IP routing tables.

-h Include host routes in addition to network-specific router for the RIP
responses.

-hq Disable supply host routes.

-s Enable supply routing information.

-sd Enable supply default route only.

-sdq  Disable supply default route only.

-sl Enable supplying of only local (directly connected) routes.

-slq  Disable supplying of only local (directly connected) routes.

-sq or -q
Disable supply routing information.

-t Enable or disable traces. Up to 4 -t parms are allowed.

-tq Disable all traces.

-dp Enable debug packets trace.

-dq Disable all debug traces.

PROFILE

Reread the NCPROUTE PROFILE data set.

GATEWAYS

Reread the NCP client GATEWAYS data set member. If ,DELETE is specified,
all routes listed in the data set are deleted.

TABLES

Displays NCPROUTE internal IP routing and interface tables for diagnosis.

client

The target client NCP name or IP address. A value of 0 indicates all clients.
The default will be the first client that has an established session with

NCPROUTE. This parameter can be issued at once to indicate that NCPROUTE

is to process modify commands for this client or for all clients. If C=0 is

specified or if NCPROUTE does not have any active sessions with its clients,
then only the parameters PARMS= and PROFILE are allowed to be processed.

Examples

b B B M B e M B B B |

NCPROUT,GATEWAYS, c=NCP4
NCPROUT,PARMS=-t -t -t -t,c=NCP1
NCPROUT, PARMS=-tq, ¢=9.67.116.65
NCPROUT, PARMS,c=10.1.1.99
NCPROUT, PROFILE

NCPROUT, PARMS=-tq
NCPROUT,GATEWAYS,DELETE
NCPROUT, PARMS , c=0
NCPROUT,PARMS="/ -s -g'

NCPROUT, PARMS=-h,PROFILE,GATEWAYS
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Usage

Consider the following when coding the parms:
* Enclosing quotation marks for the parms are optional.
* Enclosing / for the parms is optional for example, parms=/-t -t).

e If the c= parameter cannot be specified in one command, issue the modify
command with this parameter alone, following another modify command for
other parameters.

* For -f or -th parameters, only the indirect routes known by NCPROUTE are
flushed:

shows how the above parameters affect the advertising algorithm for routes
in RIP responses to adjacent routers.

Note: The modify parameters correspond to the parameters in the OPTIONS
statement of NCPROUTE Gateways data set.

Table 9. NCPROUTE Modify parameters

NCPROUTE Advertise
GATEWAY Network |as default |Local Unreachable
Parameter |option Host routes | routes router routes routes
-g default No Yes Yes Yes Yes
router yes
-h Supply local | Yes Yes No Yes Yes
hosts
-s Supply on No Yes No Yes Yes
-sd Supply No No Yes No Yes
default route
-sl supply locals | No No No Yes Yes
-sq or -q supply off No No No No No
None None No Yes No Yes Yes

MODIFY command: Network security services server

You can use the operator console and the MODIFY command to control the
network security services (NSS) server functions.

Format

}—[MODIFY procname , DISPLAY: {
F——I_ I—' -,URLCACHE- '—|

}—[MODIFY procname , REFRESH {
F——I_ i:,FILE= 'filename ’ﬂ

,FILE=//'filename'
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Parameters

procname
The member name of the cataloged procedure that is used to start the network
security services daemon (NSSD).

DISPLAY
Displays configuration values that are currently being used by the NSS server.

URLCACHE
Displays the current contents of the URL cache instead of displaying the
configuration information. For each URL that has data cached, this
command displays the type of data (Cert, Bundle, or CRL), the expiration
date and time of the cache entry, and the URL for which data is cached.

REFRESH

Indicates that the NSS server configuration file should be reread and any
cached certificate URL data should be flushed. See the [Network security|
services server] information in [z/OS Communications Server: IP Configuration|
Reference| for more information.

FILE
Indicates the name and location of the network security services (NSS)
server configuration file that is to be read. The filename value must be a
fully qualified z/OS UNIX file name or an MVS data set name. You must
enclose a z/OS UNIX file name in single quotation marks (). MVS data set
names must begin with two forward slashes (//) and you must enclose the
data set name in single quotation marks ('). If the FILE parameter is
omitted, the normal search order for locating the configuration data set or
file applies. See the steps for [configuring the NSS server|in the [z/OS|
[Communications Server: IP Configuration Guide| for information about the
search order. This option is valid only when it is specified with the
REFRESH parameter. If you omit this option, the NSS server rereads the
configuration file with which it was started.

Examples

The following example displays the configuration values that are currently being
used by the NSS server.

f nssd,display

EZD1386I DISPLAY NSS CONFIGURATION
DISPLAY Network Security Server Configuration Parameters:

Port = 4159
SyslogLevel = 255 (0x00ff)
KeyRing = "nssd/keyring"

Discipline IPSec = Enabled
Discipline XMLAppliance = Enabled
IPSec Discipline Configuration Parameters:
FIPS140 = No
URLCacheInterval = 10080
There are 2 CertificateURL and CertificateBundleURL entries:

Type Label URL
Cert Certl http://example.com/certl.der
Bundle Rootl Chain MVSA Cert5 http://example.com/certbnd12.bnd1

The following example displays the current URL cache information.
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f nssd,display,urlcache

EZD1389I DISPLAY NSS URLCACHE:
URL Cache:
Type Expiration URL

CRL 2010/02/04 12:48:12 HTTP://EXAMPLE.COM:80/cr1.der
Cert 2010/02/04 12:50:36 HTTP://EXAMPLE.COM:80/cert2.der

2 URL Cache entries displayed.

MODIFY command: OMPROUTE

You can control OMPROUTE from the operator console using the MODIFY

command.

Format

»> MODIFY rochame—,
_EF ]—P

»——KILL

i

—RECONFIG
—ROUTESA= ENABLE

|—DISABLEJ

—TRACE=trace_level

—DEBUG=debug _level
—TRACEb=trace6_level

—DEBUG6=debugb_level

—SADEBUG=sadebug_level

—OSPF—| OSPF options i

_RIP_;l RIP options
—GENE IC—I GENERIC options

—RTTABLE !
I—, PRtabl e=—[ALL‘4|—I |:,DEST=ip_addr‘—
prname ,DELETED

—IPV6OSPF—| IPv6 OSPF options |

—IPV6RIP—| IPv6 RIP options |

—GENERIC6—| GENERIC6 options
—RT6TABLE

,DELETED

|
I—, PRtab]e=—EALL‘4|7I ,DEST=—|:lp_addr‘—_|—
prname ip_addr/prefixlen

—,0PTIONS

OSPF options:
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| ,LIST——,ALL
,AREAS
,InterFaceS—
S NBMA———
,NeighBoRS—
,VLINKS
—| LSA command i

—, AREASUM

—, EXTERNAL
—,DATABASE

I—,AREAID=ar‘ea_id—|

—,DBSIZE

—,InterFace

I—, NAME=if _name
i:, ACTI VATE;‘

» SUSPEND

—,NeighBoR: |_ _|
, IPADDR=ip_addr

—,ROUTERS
—,STATiStics

— ,WEIGHT—/,NAME=name—,COST=cost

LSA command:

v

b—.,LSA—,LSTYPE=Ls_type—,LSID=Isid

»—,0RIGinator=ad _router |_ _|
,AREAID=area_id

RIP options:

I ,LIST——,ALL
i:, InterFaceS:‘
L,ACCEPTED

,InterFace

I—, NAME= if_name—|

FILTERS

GENERIC options:

,LIST SALL
_[, InterFaceS—|

,InterFace

IPvé OSPF options:
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F—ALL |
—, AREASUM
,NAME=—1i f name
i:, ACTIVATﬂ
,SUSPEND

—,InterFace
,ID=—if id
i:,ACTIVATﬂ
,SUSPEND

l—,ENDPT=router—id—|
—,NeighBoR

—, VLINK

I—, ID=router-id |
I—, IFNAME= if_name—|

—,DBSIZE
—| IPv6 LSA command i
—, EXTERNAL
—, DATABASE

I—,AREAID=area_z'd—|

—,ROUTERS
—,STATiStics
— ,WEIGHT—,NAME=name—,C0ST=cost

IPv6 LSA command:

|—, LSA—,LSTYPE=1s_type—,LSID=Isid—,0RIGinator=ad_router-

I—,AREAID=area_id—| I—, I FNAME=if_name—|

IPv6 RIP options:

} LALL |
,ACCEPTED
,InterFace

I—, NAME= if_name—|

,FILTERS

GENERIC6 options:

| ALL |
| ’ |
l—,InterFacc |

I—, NAME= if_name—|

Parameters

procname
The name of the member in a procedure library that was used to start
OMPROUTE.

OPTIONS
Specifies that the global configuration options information is to be displayed.

KILL
Stop the OMPROUTE function.

RECONFIG
Reread the OMPROUTE configuration file. This command ignores all
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statements in the configuration file except new OSPF_Interface, RIP_Interface,
Interface, IPv6_RIP_Interface, and IPv6_Interface statements.

Rule: If you do not have GLOBAL_OPTIONS
IGNORE_UNDEFINED_INTERFACES=YES coded in your OMPROUTE
configuration, these new configuration statements must be reread from the
configuration file by using this command before the interface is first configured
to the TCP/IP stack. If you have coded GLOBAL_OPTIONS
IGNORE_UNDEFINED_INTERFACES=YES in your OMPROUTE configuration
file, you can use OMPROUTE reconfiguration to add a definition for an
interface that has been defined to the stack but that is ignored by OMPROUTE.
However, OMPROUTE does not associate the interface with the new definition
until the interface has been deleted from the stack and then re-added.

ROUTESA=ENABLE | DISABLE
Enable or disable the OMPROUTE subagent.

Note: To change any other value on the ROUTESA_CONFIG statement, the
OMPROUTE application must be recycled.

TRACE=trace level

Start, stop, or change the level of OMPROUTE tracing for initialization and
IPv4 routing protocols. The different trace levels available and their
descriptions are as follows:

TRACE=0
Turns off OMPROUTE tracing.

TRACE=1
Gives all the informational messages.

TRACE=2
Gives the informational messages plus formatted packet tracing.

Attention: OMPROUTE tracing affects OMPROUTE performance and might
require increasing the Dead_Router_Interval on OSPF interfaces to keep
neighbor adjacencies from collapsing.

DEBUG=debug level
Level of debugging for OMPROUTE to use for initialization and IPv4 routing
protocols. The following values are valid:

* DEBUG=0 turns off OMPROUTE IPv4 and initialization debugging.

* DEBUG-=1 provides internal debug messages.

* DEBUG=2 provides the same information as DEBUG=1 plus hexadecimal
packet tracing.

¢ DEBUG=3 provides the same information as DEBUG=2 plus module entry
and exit.

* DEBUG=4 provides the same information as DEBUG=3 plus task add and
run.

TRACE6=trace6_level
Start, stop, or change the level of OMPROUTE tracing for IPv6 routing
protocols. The different trace levels available and their descriptions are as
follows:

TRACE6=0
Turns off OMPROUTE tracing.

Chapter 1. Operator commands and system administration 195



DISPLAY TCPIP,,NETSTAT,ACCESS,NETWORK report

TRACE6=1
Gives all the informational messages.

TRACE6=2
Gives the informational messages plus formatted packet tracing.

Attention: OMPROUTE tracing affects OMPROUTE performance and might
require increasing the Dead_Router_Interval on OSPF interfaces to keep
neighbor adjacencies from collapsing.

DEBUG6=debugb_level
Level of debugging for OMPROUTE to use for IPv6 routing protocols. The
following values are valid :

* DEBUG=0 turns off OMPROUTE IPv4 and initialization debugging.
* DEBUG-=1 provides internal debug messages.

* DEBUG=2 provides the same information as DEBUG=1 plus hexadecimal
packet tracing.

* DEBUG=3 provides the same information as DEBUG=2 plus module entry
and exit.

* DEBUG=4 provides the same information as DEBUG=3 plus task add and
run.

SADEBUG=sadebug level
Level of debugging for OMPROUTE subagent to use.

OSPF
Specifies that OSPF information is to be displayed.

LIST
Specifies that OSPF information is to be displayed as defined in the
OMPROUTE configuration file.

ALL
Displays a comprehensive list of all configuration information.

AREAS
Displays all information concerning configured OSPF areas and their
associated ranges.

InterFaceS
Displays, for each OSPF interface, the IP address and configured
parameters as coded in the OMPROUTE configuration file.

NBMA
Displays the interface address and polling interval related to interfaces
connected to non-broadcast multi-access networks.

NeighBoRS
Displays the configured neighbors on non-broadcast networks.

VLINKS
Displays all virtual links that have been configured with this router as
the endpoint.

LSA
Displays the contents of a single link state advertisement contained in the
OSPF database.
A link state advertisement is defined by its
 Link state type (LSTYPE=Is_type)
* Link state ID (LSID=Isid)
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* Advertising router (ORIGinator=ad_router).

There is a separate link state database for each OSPF area.
AREAID=area_id on the command line tells the software which database
you want to search. The different kinds of advertisements, which depend
on the value given for link-state-type, are:

Router links (LSTYPE=1)
Describe the collected states of a router interface attached to a
router.

Network links (LSTYPE=2)
Describe the set of routers attached to a network.

Summary link, IP network (LSTYPE=3)
Describe interarea routes to networks.

Summary link, ASBR (LSTYPE=4)
Describe interarea routes to AS boundary routers.

AS external link (LSTYPE=5)
Describe routes to destinations external to the Autonomous System.

Note: The ORIGINATOR needs to be specified only for link-state-types three,
four, and five. The AREAID value needs to be specified for all
link-state-types except five.

Link State IDs, originators (specified by their router 1Ds), and area IDs take
the same format as IP addresses. For example, the backbone area can be
entered as 0.0.0.0

AREASUM
Displays the statistics and parameters for all OSPF areas attached to the
router.

EXTERNAL
Displays the AS external advertisements belonging to the OSPF routing
domain. One line is printed for each advertisement.

DATABASE,AREAID=area_id
Displays a description of the contents of a particular OSPF area link state
database. AS external advertisements are omitted from the display. A single
line is printed for each advertisement. If AREAID is not specified, the
database from area 0.0.0.0 will be displayed.

DBSIZE
Displays the number of LSAs currently in the link state database,
categorized by type

InterFace,NAME=if name
Displays current, run-time statistics and parameters related to OSPF
interfaces. If a NAME=if_name parameter is omitted, a single line is printed
summarizing each interface. If a NAME=if _name parameter is specified,
detailed statistics for that interface will be displayed.

ACTIVATE
Activate an OSPF interface that is in suspend state to allow adjacency
formations with neighbors over this interface. This parameter is not
applicable for static and dynamic VIPA interfaces. If this is a LAN
interface and there is another alternate redundant interface on this
same LAN segment that is the primary OSPF interface, this interface
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becomes a backup interface. This command does not force the
activated interface to take over or resume the primary OSPF interface
role for the LAN segment.

SUSPEND
Suspend an active OSPF interface that is not in DOWN or SUSPEND
state so that adjacency formations with neighbors over this interface
are stopped or not allowed. This forces adjacency attempts with
neighbors over an alternate redundant interface if this is a LAN
interface and an alternate interface is available. Existing connections
that use static routes over the suspended interface are not disrupted.
This parameter is not applicable for static and dynamic VIPA
interfaces. If a TCP/IP stack is recycled while an interface is in
suspended state, the interface state is reset after the recycle.

NeighBoR,IPADDR=ip addr
Displays the statistics and parameters related to OSPF neighbors. If an
IPADDR=ip_addr parameter is omitted, a single line is printed summarizing
each neighbor. If an IPADDR=ip_addr parameter is given, detailed statistics
for that neighbor are displayed.

ROUTERS
Displays all routes to other routers that have been calculated by OSPF and
are currently present in the routing table.

STATiStics
Displays statistics generated by the OSPF routing protocol. The statistics
indicate how well the implementation is performing, including its memory
and network utilization. Many of the fields displayed are confirmation of
the OSPF configuration.

WEIGHT

Dynamically change the cost of an OSPF interface. This new cost is flooded
quickly throughout the OSPF routing domain, and modifies the routing
immediately.

The cost of the interface reverts to its configured value whenever
OMPROUTE is restarted. To make the cost change permanent, you must
reconfigure the appropriate OSPF interface in the configuration file. This
command can be issued only for an OSPF interface that is active in the
TCP/IP stack.

NAME=name
Name of the OSPF interface the new cost affects.

COST=cost
New cost value for the OSPF interface.

RIP
Specifies that RIP information is to be displayed.

LIST
Specifies that RIP information is to be displayed as defined in the
OMPROUTE configuration file.

ALL
Display all RIP-related configuration information.

InterFace$
Display IP addresses and configured parameters for each RIP interface.
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ACCEPTED

Displays the routes to be unconditionally accepted, as configured with
the ACCEPT_RIP_ROUTE statement.

InterFace,NAME=if name
Displays statistics and parameters related to RIP interfaces. If a
NAME=if name parameter is omitted, a single line is printed summarizing
each interface. If a NAME=if_name parameter is given, detailed statistics for
the specified interface (if_name) are displayed.

FILTERS
Displays the Global RIP filters.

GENERIC
Specifies that IPv4 information not related to a specific routing protocol is to be
displayed.
LIST

Specifies that information is to be displayed as defined in the OMPROUTE
configuration file.

ALL
Displays all IPv4 information that is not related to a specific routing
protocol.

InterFace$
Lists all generic IPv4 interfaces that are defined to OMPROUTE using
INTERFACE statements.

InterFace

Displays statistics and parameters related to IPv4 generic interfaces that are
known to TCP/IP.

RTTABLE

Displays routes in an OMPROUTE IPv4 routing table. If this option is used
without the PRtable option, the routes that are displayed are from the main
routing table.

DEST=ip_addr
Displays the routes to a particular destination. When multiple equal-cost
routes exist, use this option to obtain a list of the next hops. You cannot
use this option with the DELETED option.

PRtable=ALL
Displays routes in all of the OMPROUTE IPv4 policy-based routing tables.
The dynamic routing parameters configured to the Policy Agent for a table
are displayed following the routes for the table.

PRtable=prname
Displays routes in the specified OMPROUTE IPv4 policy-based routing
table. The dynamic routing parameters configured to the Policy Agent for
the table are displayed following the routes for the table.

DELETED
Displays information about routes that have been deleted from the
OMPROUTE routing table and that have not been replaced. You cannot
use this option with the DEST=ip_addr option.

Results:
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¢ If the RIP protocol is running, deleted routes are displayable for only 3
minutes after deletion. After 3 minutes have elapsed they are garbage
collected by RIP and are no longer displayable.

 If a policy-based routing table is configured to the Policy Agent with no
IPv4 dynamic routing parameters, OMPROUTE has no knowledge of that
routing table for IPv4. The routing table does not appear in the display of
OMPROUTE IPv4 routing tables. The routing table does not appear in the
display of OMPROUTE routing tables.

* Only active policy-based routing tables appear in the display of OMPROUTE
routing tables. A policy-based routing table is active if it is referenced by an
active routing rule and its associated action.

* This option displays the contents of the working tables that are used by
OMPROUTE,; it does not display the TCP/IP routing tables. The
OMPROUTE routing tables might contain information that is different from
the information in the TCP/IP routing tables. For more information about
displaying the contents of the TCP/IP routing tables, see
[TCPIP,NETSTAT” on page 9|

IPV60SPF
Specifies that IPv6 OSPF information is to be displayed.

ALL
Displays a comprehensive list of IPv6 OSPF information.

AREASUM
Displays the statistics and parameters for all IPv6 OSPF areas attached to
the router.

InterFace,NAME=if name or InterFace,ID=if id
Displays current, run-time statistics and parameters related to IPv6 OSPF
interfaces. If the NAME= and ID= parameters are omitted, a single line is
printed summarizing each interface. If the NAME= or ID= parameter is
specified, detailed statistics for that interface will be displayed.

VLINK, ENDPT=router-id
Displays current, run-time statistics and parameters related to IPv6 OSPF
virtual links. If the ENDPT= parameter is omitted, a single line is printed
summarizing each virtual link. If the ENDPT= parameter is specified,
detailed statistics for that virtual link will be displayed.

NeighBoR,ID=router-id,IFNAME=if name

Displays the statistics and parameters related to IPv6 OSPF neighbors.

* If the ID= parameter is omitted, a single line is printed summarizing
each neighbor.

e If the ID= parameter is given, detailed statistics for that neighbor are
displayed.

* If the neighbor specified by the ID= parameter has more than one
neighbor relationship with OMPROUTE (for example if there are
multiple IPv6 OSPF links connecting them), the IFINAME= parameter
can be used to specify which link's adjacency to examine (for an
adjacency over a virtual link, specify IEINAME=*).

DBSIZE
Displays the number of LSAs currently in the IPv6 OSPF link state
database, categorized by type.
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LSA
Displays the contents of a single link state advertisement contained in the
IPv6 OSPF database. A link state advertisement is defined by its:

* Link state type (LSTYPE=Is_type, where Is_type is one of the hexadecimal
link state type values listed below).

* Link state ID (LSID=Isid).
* Adpvertising router (ORIGinator=ad_router).

Each interface has its own set of link LSAs (LSTYPE=0008).
IFNAME=interface_name on the command line indicates which link's LSA
you want to display.There is also a separate link state database for each
IPv6 OSPF area. AREAID=area_id on the command line indicates which
database you want to search. If you do not specify which area to search,
the backbone (0.0.0.0) area will be searched. The different kinds of
advertisements, which depend on the value given for link state type, are:

Router LSA (LSTYPE=2001)
The complete collection describes the state and cost of the router's
interfaces to the area. Each router in an area originates one or more
Router LSAs.

Network LSA (LSTYPE=2002)
Originated by the Designated Router of each multiaccess link (i.e.,
LAN) in the area which supports two or more routers. Describes the
set of routers attached to the link, including the Designated Router.

Inter-Area Prefix LSA (LSTYPE=2003)
Originated by an area border router. Describes the route to an IPv6
address prefix that belongs to another area.

Inter-Area Router LSA (LSTYPE=2004)
Originated by an area border router. Describes the route to an AS
boundary router that belongs to another area.

AS External LSA (LSTYPE=4005)
Originated by an AS boundary router. Describes the route to a
destination external to the IPv6 OSPF Autonomous System.

Link LSA (LSTYPE=0008)
Originated by routers for each link to which they are attached.
Provides the router's link-local address, provides a list of IPv6 address
prefixes for the link, and asserts a set of options for the Network LSA
that will be originated for the link.

Intra-Area Prefix LSA (LSTYPE=2009)
Originated by routers to advertise one or more IPv6 address prefixes
that are associated with the router itself, an attached stub network
segment, or an attached transit network segment.

Requirements:
1. Specify the AREAID value for all link state types except AS External
LSA.

Note: The AREAID value defaults to the backbone (0.0.0.0) area if not
specified.
2. Specify the IFNAME value for Link LSAs (LSTYPE=0008).
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3. Originators (specified by their router IDs) and area IDs are specified in

dotted-decimal format. For example, the backbone area is entered as
0.0.0.0.

EXTERNAL
Displays the AS external LSAs belonging to the IPv6 OSPF routing domain.
One line is printed for each advertisement.

DATABASE,AREAID=area_id
Displays the contents of a particular IPv6 OSPF area link state database. AS
external advertisements are omitted from the display. A single line is
printed for each advertisement. If AREAID is not specified, the database
from area 0.0.0.0 will be displayed.

ROUTERS
Displays all routes to other routers that have been calculated by IPv6 OSPF
and are currently present in the routing table.

STATISTICS
Displays statistics generated by the IPv6 OSPF routing protocol. The
statistics indicate how well the implementation is performing, including its
memory and network utilization.

WEIGHT
Dynamically change the cost of an IPv6 OSPF interface. This new cost is
flooded quickly throughout the IPv6 OSPF routing domain, and modifies
the routing immediately. The cost of the interface reverts to its configured
value whenever OMPROUTE is restarted. To make the cost change
permanent, you must reconfigure the appropriate IPv6 OSPF interface in
the OMPROUTE configuration file.

NAME=name
Name of the IPv6 OSPF interface the new cost affects.

COST=cost
New cost value for the IPv6 OSPF interface.

IPV6RIP
Specifies the IPv6 RIP information.

ALL
Displays all IPv6 RIP-related information.

ACCEPTED
Displays the routes to be unconditionally accepted, as configured with the
IPV6_ACCEPT_RIP_ROUTE statement.

InterFace,NAME=if name
Displays statistics and parameters related to IPv6 RIP interfaces. If the
NAME-=if_name parameter is omitted, a single line is printed summarizing
each interface. If the NAME=if name parameter is given, detailed statistics
for the specified interface (if_name) are displayed.

FILTERS
Displays the Global IPv6 RIP filters.

GENERIC6
Specifies IPv6 information not related to a specific dynamic routing protocol.

ALL
Displays all IPv6 information not related to a specific routing protocol.
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InterFace,NAME=if name
Displays statistics and parameters related to IPv6 generic interfaces that are
known to TCP/IP or defined to OMPROUTE with IPV6_INTERFACE
statements. If the NAME=if name parameter is omitted, a single line is
printed summarizing each interface. If the NAME=if_name parameter is
given, detailed statistics for the specified interface (if_name) is displayed.

RT6TABLE
Displays routes in an OMPROUTE IPv6 routing table. If this option is used
without the PRtable option, the routes that are displayed are from the main
routing table.

DEST=ip_addr/prefixlen
Displays information about a particular route. When multiple equal-cost
routes exist, use this option to obtain a list of the next hops. You cannot
use this option with the DELETED option.

PRtable=ALL
Displays routes in all of the OMPROUTE IPv6 policy-based routing tables.
The dynamic routing parameters that are configured to the policy agent for
a table are displayed following the routes for the table.

PRtable=prname
Displays routes in the specified OMPROUTE IPv6 policy-based routing
table. The dynamic routing parameters that are configured to the policy
agent for the table are displayed following the routes for the table.

DELETED
Displays information about IPv6 routes that have been deleted from the
OMPROUTE routing table and that have not been replaced. You cannot
use this option with the DEST=ip_addr/prefixlen option.

Results:

¢ If the RIP protocol is running, deleted routes are displayable for only 3
minutes after they are deleted. After 3 minutes have elapsed they are
garbage collected by RIP and are no longer displayable.

* If a policy-based routing table is configured to the policy agent with no IPv6
dynamic routing parameters, OMPROUTE has no knowledge of that routing
table for IPv6. The routing table is not included in the display of
OMPROUTE IPv6 routing tables.

* Only active policy-based routing tables are included in the display of
OMPROUTE routing tables. A policy-based routing table is active if an
active routing rule and its associated action reference the routing table.

* This option displays the contents of the working tables that are used by
OMPROUTE,; it does not display the TCP/IP routing tables. The
OMPROUTE routing tables might contain information that is different from
the information in the TCP/IP routing tables. For more information about
displaying the contents of the TCP/IP routing tables, see
[TCPIP,NETSTAT” on page 9.

Examples

You can use MODIFY OMPROUTE commands to perform the following functions:
+ [“Displaying OMPROUTE information” on page 204|

* [“Stopping OMPROUTE” on page 204|

* |“Rereading the configuration file” on page 204|

Chapter 1. Operator commands and system administration 203



DISPLAY TCPIP,,NETSTAT,ACCESS,NETWORK report

+ |“Enabling or disabling the OMPROUTE subagent”]
* |“Changing the cost of OSPF links” on page 205|

Displaying OMPROUTE information
You can use the MODIFY command to display information for OMPROUTE. For
example, assume you have a procname of OMPROUT2 running on stack TCPCS2.

* To display the OMPROUTE IPv4 main routing table you can use:
f omprout2,rttable

* To display ospf neighbors you can use:
f omprout2,ospf,nbrs

See [“DISPLAY TCPIP,OMPROUTE” on page 23| for information about parameter
descriptions and use.

Stopping OMPROUTE
OMPROUTE can be stopped in several ways:

* From MVS, issue P procname or MODIFY procname KILL.

If OMPROUTE was started from a cataloged procedure, procname is the member
name of that procedure. If OMPROUTE was started from the z/OS shell,
procname is useridX, where X is the sequence number set by the system. To
determine the sequence number, from the SDSF LOG window on TSO, issue /d
omvs,u=userid. This will show the programs running under the user ID userid.
The procname value can also be set using the environment variable
_BPX_JOBNAME and then starting OMPROUTE in the shell background.

* From a z/OS shell superuser ID, issue the kill command to the process ID (PID)
associated with OMPROUTE. To find the PID, use one of the following methods:
— From the MVS console, issue D OMVS,U=userid, or issue /D OMVS,U=userid
at the SDSF LOG window on TSO (where userid is the user ID that started
omproute from the shell).

— Issue the ps -ef command from the z/OS shell.
— Write down the PID when you start OMPROUTE.

For information about the environment variable _BPX_JOBNAME, see [z/0OS UNIX
[System Services Planning] For information about the D OMVS,U=userid command,
see[z/OS MVS System Commands]

Rereading the configuration file

The MODIFY procname, RECONFIG command is used to reread the OMPROUTE
configuration file. This command ignores all statements in the configuration file
except new OSPF_Interface, RIP_Interface, Interface, IPv6_RIP_Interface,
IPv6_Interface, IPv6_OSPF_Interface, and IPv6_OSPF (ROUTERID parameter only)
statements.

Rule: These new configuration statements must be reread from the configuration
file through this command prior to any new interfaces referred to by new
OMPROUTE configuration statements being configured to the TCP/IP stack.

Enabling or disabling the OMPROUTE subagent

Use the MODIFY procname, ROUTESA=ENABLE command or the MODIFY
procname,ROUTESA=DISABLE command to enable or disable the OMPROUTE
subagent.

Note: To change any other value on the ROUTESA_CONFIG statement, the
OMPROUTE application must be recycled.
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The OMPROUTE subagent implements RFC 1850 (OSPF Version 2 Management
Information Base) for the OSPF (Open Shortest Path First) Protocol. The
ROUTESA_CONFIG statement is used in the OMPROUTE configuration file to
configure the OMPROUTE subagent. For details about the ROUTESA_CONFIG
statement, see ROUTESA_CONFIG statement] information in the
[Communications Server: IP Configuration Reference}

Changing the cost of OSPF links

The cost of an OSPF interface can be dynamically changed using the MODIFY
procname,OSPF,WEIGHT ,NAME=name ,C0ST=cost command for an IPv4 OSPF interface
or the MODIFY procname, IPV60SPF,WEIGHT ,NAME=name ,C0ST=cost command for an
IPv6 OSPF interface. This new cost is flooded quickly throughout the OSPF routing
domain, and modifies the routing immediately.

The cost of the interface reverts to its configured value whenever OMPROUTE is
restarted. To make the cost change permanent, you must reconfigure the
appropriate OSPF interface in the configuration file.

MODIFY command: Policy Agent

You can use the operator console and the MODIFY command to control the Policy
Agent functions.

Format

»_EMODI FY procname—,
F

»——LOGLEVEL—,—LEVEL=n
- TRACE—,—LEVEL=¢
- DEBUG—,—LEVEL=d.
L MEMTRC
QUERY.
L REFRESH
LSRVLSTN
UPDATE

—MON—, DISPLAY
START———, ALL
RESTART— DMD
STOP—— IKED

NSSD
SYSLOGD

TRMD
|—,— P:imageJ

v

v
A

Parameters

procname
The member name of the cataloged procedure used to start the Policy Agent.

LOGLEVEL, LEVEL=n
Changes the Policy Agent LogLevel. The required log level is n. If n is not
specified, then the current LogLevel remains the same. See [LogLevel statement]
information in the [z/OS Communications Server: IP Configuration Reference]
for details on how to define the Policy Agent LogLevel.

TRACE, LEVEL=t
Changes the Policy Agent start option trace level. The required trace level is t.
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If t is not specified, then the current trace level remains the same. See the
Starting Policy Agent from the z/OS shell| information in the
Communications Server: IP Configuration Reference| for details on valid Policy
Agent trace levels.

Note: If Policy Agent was started with the trace option disabled, then the
output destination of stderr will be closed. This option cannot later be enabled
by using the MODIFY command.

DEBUG, LEVEL=d

Changes the Policy Agent start option debug level. The required debug level is
d. If d is not specified, then the current debug level remains the same. See the
Starting Policy Agent from the z/OS shelll information in the
Communications Server: IP Configuration Reference| for details on valid Policy
Agent debug levels.

MEMTRC

Causes the Policy Agent to dump the contents of the memory request buffer to
the log file. This buffer is used when the -m startup option is specified, so if
this option is not specified, the MEMTRC parameter has no effect.

QUERY

Displays the current LogLevel, debug level, and trace level in effect for the
Policy Agent.

REFRESH

Triggers the Policy Agent to reread the configuration files, and, if requested,
download objects from the LDAP server. Basically you download objects from
the LDAP server only if a ReadFromDirectory statement is included in the
configuration file. Note that policies are also refreshed if the SIGHUP signal is
received by the Policy Agent. This signal can be sent using the UNIX kiT1
command. If the FLUSH parameter was specified on the TcpImage or
discipline configuration statement, the REFRESH command triggers FLUSH
processing. One consequence of this is that policy statistics being collected in
the TCPIP stack are reset, because FLUSH deletes and reinstalls all policies.

See [FLUSH and PURGE considerations| details in |[z/OS Communications|
[Server: IP Configuration Guide| for more information concerning the
FLUSH/NOFLUSH and PURGE/NOPURGE parameters.

Tip: If you specify the Security Secure value on the ServicesConnection
statement and the generated AT-TLS policy is installed successfully, then the
MODIFY REFRESH command removes all AT-TLS policies, including the
generated AT-TLS policy, if FLUSH is specified for AT-TLS. The AT-TLS
policies, including the generated AT-TLS policy, are then reinstalled. The
services connection might be unavailable until the generated AT-TLS policy is
reinstalled.

SRVLSTN

Triggers the Policy Agent to restart the listen for services requestor connections
and if required, to reinstall the generated AT-TLS policy. See
ServicesConnection| statement information in [z/OS Communications Server: IP|
Configuration Reference| for more details about configuring the
ServicesConnection statement.

Tips:
* If you specify the Security Secure value on the ServicesConnection statement

and the generated AT-TLS policy is installed successfully, use the MODIFY
command with the SRVLSTN parameter to trigger the Policy Agent to
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reinstall the generated AT-TLS policy. Use this command when the contents
of the key ring have changed, but the key ring name is unchanged.

* If you specify the Security Secure value on the ServicesConnection statement
and the configured local or remote AT-TLS policies did not install
successfully, use the MODIFY command with the SRVLSTN parameter to
force the generated AT-TLS policy to be installed before the local or remote
AT-TLS policies are installed. See the |AT-TLS TCP/IP stack initialization|
access control] information in [z/OS Communications Server: IP|
Configuration Guide| for more details about stack initialization access
control.

e If the ImageName value that is configured on the ServicesConnection
statement is not active when the ServicesConnection statement is processed,
issue the MODIFY command with the SRVLSTN parameter after the TCP/IP
image becomes active.

UPDATE
Triggers the Policy Agent to reread configuration files and, if requested,
download objects from the LDAP server. Basically you download objects from
the LDAP server only if a ReadFromDirectory statement is included in the
configuration file. This command is different from the REFRESH command
because Pagent only installs or removes from the stack as appropriate any new,
changed, or deleted policies.

See [FLUSH and PURGE considerations|information in the in the
[Communications Server: IP Configuration Guide| for more information
concerning the FLUSH/NOFLUSH and PURGE/NOPURGE parameters.

MON
Send a command to an application that is being monitored by the Policy
Agent.

DISPLAY
Display information about the set of applications, including whether or not
they are being monitored, their status, and the associated TCP/IP stack
name, if any.

START
Start a specified application or start all applications that are configured on
the AutoMonitorApps statement to be started and stopped. Policy Agent
starts the applications using the cataloged procedure and other parameters
that are configured on the AutoMonitorApps statement.

Result: If the Policy Agent has stopped monitoring the applications
because the applications failed to successfully start within the retry period
that was specified on the AutoMonitorParms statement, Policy Agent
resumes monitoring the running status of the applications.

ALL
Start all applications that are configured on the AutoMonitorApps
statement.

DMD
Start the Defense Manager daemon (DMD).

IKED
Start the IKE daemon (IKED).

NSSD
Start the network security services daemon (NSSD).
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SYSLOGD
Start the syslog daemon (syslogd).

TRMD
Start the traffic regulation management daemon (TRMD).

P=image
Specifies the name of the TCP/IP stack on which the TRMD
application is running. If only one instance of TRMD is configured
on the AutoMonitorApps statement, this parameter is optional.

RESTART
Stop and restart a specified application or stop and restart all applications
that are configured on the AutoMonitorApps statement to be started and
stopped. Policy Agent restarts the applications using the cataloged
procedure and other parameters that are configured on the
AutoMonitorApps statement.

ALL
Restart all applications that are configured on the AutoMonitorApps
statement.

DMD
Restart the Defense Manager daemon (DMD).

IKED
Restart the IKE daemon (IKED).

NSSD
Restart the network security services daemon (NSSD).

SYSLOGD
Restart the syslog daemon (syslogd).

TRMD
Restart the traffic regulation management daemon (TRMD).

P=image
Specifies the name of the TCP/IP stack on which the TRMD
application is running. If only one instance of TRMD is configured
on the AutoMonitorApps statement, this parameter is optional.

sToP
Stop a specified application or stop all applications that are configured on
the AutoMonitorApps statement to be started and stopped.

Result: Policy Agent stops monitoring the running status of the
applications.

ALL
Stop all applications that are configured on the AutoMonitorApps
statement.

DMD
Stop the Defense Manager daemon (DMD).

IKED
Stop the IKE daemon (IKED).

NSSD
Stop the network security services daemon (NSSD).

SYSLOGD
Stop the syslog daemon (SYSLOGD).
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TRMD
Stop the traffic regulation management daemon (TRMD).

P=image
Specifies the name of the TCP/IP stack on which the TRMD
application is running. If only one instance of TRMD is configured
on the AutoMonitorApps statement, this parameter is optional.

Examples

The following example displays the status of applications that are monitored by
the Policy Agent.

F PAGENT,MON,DISPLAY

EZD15871 PAGENT MONITOR INFORMATION

APPLICATION MONITORED JOBNAME STATUS TCP/IP STACK
DMD NO N/A N/A N/A

IKED YES IKED ACTIVE N/A

NSSD YES NSSD RESTARTING N/A

SYSLOGD YES SYSLOGD ACTIVE N/A

TRMD YES TRMD2 ACTIVE TCPIP2

TRMD YES TRMD3 INACTIVE TCPIP3

MODIFY command: Resolver address space

You can refresh the resolver address space from the operator console using the
MODIFY command. Issue the REFRESH command to refresh the resolver address
space and the DISPLAY command to display the current values of the resolver
setup statements. Issue the FLUSH command to delete the contents of the resolver
cache. You can also reset the current z/OS knowledge of name server capabilities
by issuing the REFRESH command.

For a description of the resolver setup statements, see [Resolver setup statements|in
[z/OS Communications Server: IP Configuration Reference]

Format
»—[MODI FY procname—, »><
F Display
REFRESH |_ |
,—SETUP= XXX
i:xxx (yy)ﬂ
" xxx'

FLUSH LALL
Parameters
procname

The member name of the cataloged procedure used to start the resolver.

You can use the DispTlay OMVS,0 command to determine the procname value.
The output displayed includes a line as follows:

RESOLVER PROC = DEFAULT

If DEFAULT is displayed, then the procname value is RESOLVER. Any other value
must be used as the procname.
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Display

Displays the current resolver setup statement values. If the autonomic
quiescing of unresponsive name server function is active, the resolver also
displays the status of the name servers specified on NSINTERADDR
statements in the global TCPIP.DATA file.

FLUSH

Deletes the contents of the resolver cache.

ALL
All resolver cache entries are deleted.

REFRESH

Causes applications to have their TCPIP.DATA information updated on their
next resolver request after the refresh occurs, including local host tables (for
example, etc/hosts, etc/ipnodes, HOSTS.SITEINFO, HOSTS.ADDRINFO, or
ETC.IPNODES information). For more information about what TCPIP.DATA
information can be updated, see [Dynamically changing TCPIP.DATA|
[statements|in [z/OS Communications Server: IP Configuration Reference]

Resets information about name server capabilities that was dynamically
acquired. For example, a name server has been upgraded to support extension
mechanisms for DNS (EDNSO). Issue the REFRESH command to reset the
current information about the capability of the name server, forcing the z/OS
resolver to dynamically determine the new capability.

Clears message EZD2037E from the network operator console. Issue the
REFRESH command to restart the resolver unresponsive name server
monitoring functions after the resolver had stopped them as a result of a
system error.

Restriction: The REFRESH command resets information about all name
servers.

The z/OS resolver uses EDNSO to accept DNS UDP messages that have a
length greater than 512 bytes when the name server also supports EDNSO0.
Using the less costly UDP protocol, EDNSO results in improved DNS and
resolver performance. See the information about [Extension Mechanisms for|
[DNS standards and the resolver]in [z/OS Communications Server: IP|
Configuration Guide| for more details.

In some cases, the resolver statistics regarding name server responsiveness for
all name servers are affected by a REFRESH command. This situation occurs
when the REFRESH command is used to stop the name server monitoring
functions or when the REFRESH command is used to switch between the
autonomic quiescing of unresponsive name server function and the network
operator notification function. In these situations, the resolver statistics are set
to the value of 0 and the current unresponsive name server notification
messages EZZ9308E or EZZ9311E are cleared from the operator console. If the
REFRESH command does not result in any changes to the unresponsive name
server monitoring function, the resolver statistics are not affected and the
current unresponsive name server notification messages remain on the operator
console. For information about when the statistics and messages are affected,
see [UNRESPONSIVETHRESHOLD statement] in [z/OS Communications Server|
[[P Configuration Reference}

If the REFRESH command is used to change the NSINTERADDR statement
values coded in the TCPIP.DATA file specified on the GLOBALTCPIPDATA
resolver setup statement, the resolver statistics regarding name server
responsiveness for a single name server might be affected. If the REFRESH
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command is used to remove an unresponsive name server from the
NSINTERADDR statements, the resolver will zero the resolver statistics for this
name server, will stop sending resolver DNS polling queries to the name
server, and will clear the EZZ9311E unresponsive name server notification
message from the operator console. For information on the NSINTERADDR
statement, see INSINTERADDR statement| in [z/OS Communications Server: IP|

[Configuration Reference]

SETUP=

The contents of the specified resolver setup file are processed.
Processing TCPIP.DATA statements and local host tables are updated at
the next resolver request.

Result: If the resolver setup file contains unrecognized resolver setup
statements, or setup statements with syntax errors, the MODIFY
command fails. The resolver configuration is unchanged.

XXX
Identifies a specific MVS sequential data set. The data set must
have an LRECL in the range 56-256. The record format can be
either RECFM=F or RECFM=FB.

xxx (yyy)
Identifies a specific MVS PDS member. The PDS must have an

LRECL in the range 56-256. The record format can be either
RECFM=F or RECFM=FB.

"/xxx'
The full path name of the file must be specified and must begin
with a slash (/) character. The single quotation marks (') are
required around the complete z/OS UNIX file system name so that
z/0OS command processing passes the file name without changing
it to uppercase.

Rule: If the single quotation mark notation is used to specify an
MYVS data set name, the data set name must be entered in
uppercase.

Examples

The following example is the command and messages returned to display the
current values. In this example, the AUTOQUIESCE operand on the
UNRESPONSIVETHRESHOLD resolver setup statement was not specified:

f resolver,display

EZ792981
EZ792981
EZ792981
EZ792981
EZ793041
EZ793041
EZ792981
EZ792981
EZ792981
EZ792931

DEFAULTTCPIPDATA - None
GLOBALTCPIPDATA - SYS1.TCPPARMS(TCPDATA)

DEFAULTIPNODES - USER55.ETC.IPNODES
GLOBALIPNODES - None

NOCOMMONSEARCH

CACHE

CACHESIZE - 200M

MAXTTL - 2147483647
UNRESPONSIVETHRESHOLD - 25
DISPLAY COMMAND PROCESSED

The following example is the command and messages returned to display the
current values. In this example, errors have been detected during initialization of
the resolver address space.
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f resolver,display

EZ792981 DEFAULTTCPIPDATA - None

EZ792981 GLOBALTCPIPDATA - SYS1.TCPPARMS(TCPDATA)
EZ792981 DEFAULTIPNODES - USER55.ETC.IPNODES
EZ792981 GLOBALIPNODES - None

EZ793041 NOCOMMONSEARCH

EZ793041 CACHE

EZ792981 CACHESIZE - 200M

EZ792981 MAXTTL - 2147483647

EZ792981 UNRESPONSIVETHRESHOLD — 25

EZD2039I WARNINGS ISSUED DURING RESOLVER INITIALIZATION
EZ792931 DISPLAY COMMAND PROCESSED

In the following example, the AUTOQUIESCE operand on the
UNRESPONSIVETHRESHOLD resolver setup statement is coded:

f resolver,display

EZ792981 DEFAULTTCPIPDATA - None

EZ792981 GLOBALTCPIPDATA - SYS1.TCPPARMS(TCPDATA)
EZ792981 DEFAULTIPNODES - USER55.ETC.IPNODES
EZ792981 GLOBALIPNODES - None

EZ793041 NOCOMMONSEARCH

EZ793041 CACHE

EZ792981 CACHESIZE - 200M

EZ792981 MAXTTL - 2147483647

EZ792981 UNRESPONSIVETHRESHOLD - 25

EZ793041 AUTOQUIESCE

EZD2305I NAME SERVER 10.1.1.1

STATUS: ACTIVE FAILURE RATE: 0%
EZD23051 NAME SERVER 10.2.2.2

STATUS: QUIESCED FAILURE RATE: 60%
EZD2305I NAME SERVER 10.3.3.3

STATUS: ACTIVE FAILURE RATE: *NA=

EZ792931 DISPLAY COMMAND PROCESSED

The following example shows how to change some of current values in
userb5.ressetup setup file, such as changing NOCOMMONSEARCH to be COMMONSEARCH
and changing the file name of DEFAULTIPNODES to be USER1.ETC.IPNODES.

f resolver,refresh,setup=user55.ressetup

EZ792981 DEFAULTTCPIPDATA - None

EZ792981 GLOBALTCPIPDATA - SYS1.TCPPARMS (TCPDATA)
EZ792981 DEFAULTIPNODES - USER1.ETC.IPNODES
EZ792981 GLOBALIPNODES - None

EZ793041 COMMONSEARCH

EZ793041 CACHE

EZ792981 CACHESIZE - 200M

EZ792981 MAXTTL - 2147483647

EZ792981 UNRESPONSIVETHRESHOLD - 25

EZ792931 REFRESH COMMAND PROCESSED

The following example contains the command and messages that are returned to
delete all of the entries in the resolver cache.

f resolver,flush,all

EZ793051 200 CACHE ENTRIES DELETED
EZ792931 FLUSH COMMAND PROCESSED
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Usage

See the resolver setup statements in [the resolver setup file| topic in
[Communications Server: IP Configuration Guide| for an explanation of the fields on
the report.

MODIFY command: REXEC

Use the MODIFY command to change the parameters on the Remote Execution

server.
Format
»—[MODI FY procname—, , , >
F |—EXIT:—exi tmodJ |—TSOPR0C=—procJ
|—MSGCLASS=—c—| |—PURG.E= Yest |—TSCLASS=—C—I
No
I—TRACE— LOG |
—NOLOG
—SEND
—NOSEND
—CLIENT=—client—
—ALLCLIENTS
|—RES ET—|
Parameters

For a description of the valid resolver setup statements parameters, see |Rem0t€|
lexecution server parameters|in the [2/OS Communications Server: IP Configuration|

Referencel

Examples

To change the user exit and TSO batch procedure, you might enter:
F RXSERVE,EXIT=USERX22,TSOPROC=KHFLACCN

Usage

You cannot use the MODIFY command to change the MAXCONN parameter.

MODIFY command: RPCBIND

Use the MODIFY command to start and stop tracing after the rpcbind address
space initialization is complete.

Format
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»>—MODIFY—jobname—,—TRACE—= FLOW. >
—NOFLOW—
—L0G—
—NOLOG—
—0FF——
—XDR——
—NOXDR—
L2
Parameters
TRACE
Subcommand to begin general tracing. Tracing options include the following
values:
FLOW
Enable tracing for entry and exit of modules.
NOFLOW
Disable tracing for entry and exit of modules.
LOG

Enable activity tracing for each RPC procedure on the server that was
invoked by an RPC client.

NOLOG
Disable activity tracing for each RPC procedure on the server that was
invoked by an RPC client.

ON Enable all tracing.

OFF
Disable all tracing.

XDR
Enable tracing of XDR procedures.

NOXDR
Disable tracing of XDR procedures.

? Display the trace status.

Result: Specifying TRACE on the MODIFY command is additive. Enabling tracing
with the values FLOW and then XDR results in tracing for both. Specifying ON or
OFF sets or resets all trace types.

MODIFY command: SMTP

The MODIFY SMTP command provides an interactive interface to the SMTP server
that allows you to perform the following functions:

* Query the operating statistics of the SMTP server
* Query the SMTP mail delivery queues

* Perform privileged system administration tasks such as shutting down the SMTP
server and enabling or disabling various tracing and debugging options

Format
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A\
A

MODIFY smtpprocname—, SMSG, DEbug

F —EXpire,ipaddr

—HETp

—NODebug

—NOTrace

—NUMQueue
|—,MAX=100—

—QUeues
i:,MAX=*
,MAX=—TIines—

—SHutdown
—STARTEXIT
—STats
—STOPEXIT
—TRace

Parameters

Tip: The minimum abbreviation for each parameter is shown in uppercase letters.

DEbug
Enables connection debugging and tracing, which sends information to the
SMTP DEBUG data set. Specifying this parameter has the same effect as
adding the DEBUG statement to the SMTP configuration data set
(SMTPCONF).

EXpire, ipaddr
Causes the domain name resolution for mail queued for delivery to this IP
address to expire. SMTP again attempts to resolve the IP addresses for this
mail if the retry time interval has not expired.

HE1p
Provides a list of valid SMTP SMSG commands.

NODebug
Disables connection debugging and tracing.

NOTrace
Disables resolver tracing.

NUMQueue
Provides the number of mail messages currently queued in SMTP.

QUeues
Provides a list of mail queued on the various SMTP mail processing queues.

SHutdown
Causes the SMTP server to shut down.

STARTEXIT
Causes SMTP to enable a user exit program by issuing the initialization call to
the user exit program if one exists. For more information about user exit
programs, see the [z/OS Communications Server: IP Configuration Guide]

STats
Provides operating statistics about SMTP server events that have occurred
since the SMTP server was started.

STOPEXIT
Causes SMTP to disable a currently running user exit program by issuing the
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termination call to the user exit program if one exists. For more information
about user exit programs, see the [z2/OS Communications Server: IP|
[Configuration Guide]

TRace
Enables resolver tracing. The output of the resolver trace is sent to the SMTP
console. The result is the same as adding TRACE RESOLVER to the
TCPIP.DATA data set.

MAX
Limits the number of lines that are displayed to the MVS operator console for
the QUeues report. Valid values are in the range 1 — 65 533. An asterisk (*)

causes all output lines up to line 65 533 to be displayed. The default value is
100.

Examples

MODIFY SMTP,SMSG,DEBUG
EZA55971 SMSG DEBUG OQutput - Session Debugging Enabled

MODIFY SMTP,EXPIRE,123.123.123.123
EZA55981 SMSG EXPIRE Output - 123.123.123.123 - Mail queued for re-resolution

MODIFY SMTP,SMSG,HELP

EZA55931 SMSG HELP Output 376

Valid SMSG Commands:

QUeues,max=xxxx - for mail queue lengths

NUMQueue - for total number of mail messages currently queued

STats - for operating statistics
HETp - to get this message

TRace - to enable resolver tracing
NOTrace - to disable resolver tracing
DEbug - to enable session debugging

NODebug - to disable session debugging

EXpire,a.b.c.d - to expire the domain name resolution for mail queued
for delivery to this IP address

SHutdown - to terminate the SMTP server

STARTEXIT- start/restart the user exit

STOPEXIT - stop the user exit

MODIFY SMTP,NODEBUG
EZA55991 SMSG NODEBUG Output - Session Debugging Disabled

MODIFY SMTP,NOTRACE
EZA56541 SMSG NOTRACE OQutput - Resolver Tracing Disabled

MODIFY SMTP,SMSG,NUMQUEUE
EZA55961 SMSG NUMQUEUE Output - Current Number of Mail Queued is 50

MODIFY SMTP,SMSG,QUEUE

EZA55941 SMSG QUEUE Output

----- Mail Queues -----

Spool Queue : 0

R: xxx.xxx.xxx.xxx : 1 HostName.DomainName
Undeliverable Queue: 0

--- Resolver Queues ---

Process Queue:
Send Queue:

Wait Queue:
Retry Queue:
Completed Queue:
Error Queue:

[cNoNoNoNoNo]

Spool Queue
Contains mail that is destined for recipients on the local MVS system, or
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for recipients on an NJE system attached to the local MVS system. This
queue is generally empty, because SMTP can deliver this mail quickly by
spooling it to the local recipient or to the NJE address space for delivery to
an NJE network recipient.

Active Indicates that if SMTP is currently transmitting to a TCP network
destination, all the mail queued for that destination is shown to be active.
Use the following format:

A: xxx.xxx.xxx.xxx : 1 HostName.DomainName
o xxx.xxx.xxx.xxx - The IP address
* 1 - The number of pieces of mail
* HostName.DomainName - The symbolic name

Queued
All mail that arrives over a batch SMTP connection, and mail from TCP
connections that is to be forwarded to another TCP network destination
through source routing, is placed on the queued list. As soon as SMTP
receives resources from the TCP/IP address space, mail that is queued is
considered to be active. The format is:
Q: xxx.xxx.xxx.xxx : 1 HostName.DomainName
o xxx.xxx.xxx.xxx - The IP address
¢ 1 - The number of pieces of mail
* HostName.DomainName - The symbolic name

Retry Queue
Mail is placed in this queue after SMTP attempts to transmit mail to each
of the TCP network hosts but is unable to either open a connection or to
complete delivery over the connection. After the number of minutes
specified by the RETRYINT value, mail is promoted from the retry queue

to the QUEUED state. For more information about the RETRYINT variable,
see the [z/0S Communications Server: IP Configuration Reference}

The format is:

R: xxx.xxx.xxx.xxx : 1 HostName.DomainName

o xxx.xxx.xxx.xxx - The IP address

¢ 1 - The number of pieces of mail

* HostName.DomainName - The symbolic name

Undeliverable Queue
Mail is placed in this queue if SMTP cannot deliver mail to a local MVS
recipient or to a recipient on the NJE network attached to the local MVS
system because spool space on the local MVS system is full.

After spool space has been increased and SMTP has been restarted,
delivery attempts are resumed.

Resolver Queues

SMTP uses the following queues for processing queries to the name server.
If the SMTP server is configured to use the site tables rather than the name
server, these queues are not used. If the queue is empty, the word Empty
appears to the right of the queue. If the queue contains queries, the queries
appear on separate lines below the queue. However, because of the speed
of the SMTP server, the output might indicate that the queue is active
without containing any entries. In this case, the word Empty does not

appear.
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Process Queue

Contains queries waiting to be sent to the SMTP resolver. After the
query has been processed, it is moved to the resolver send queue.
This queue is typically empty.

Send Queue

Contains queries waiting to be processed by the SMTP resolver.
SMTP staggers the number of queries sent by the resolver to
prevent overloading the network and the name server.

Wait Queue

Contains queries for which the SMTP resolver is waiting for
responses. Queries remain in this queue for the period of time it
takes to receive a reply from the name server. If a reply is not
received, the queries are removed from this queue after the
resolver timeout has occurred, and are placed in the resolver retry
queue. If the query is successful, the query is placed in the resolver
completed queue.

Tip: The SMTP resolver timeout is specified by the
RESOLVERTIMEOUT statement in the TCPIP.DATA data set.

Retry Queue

Contains queries that have previously failed, either because the
name server did not reply, or the name server returned a
temporary error that forced the SMTP resolver to retry the query. A
temporary error occurs if, for example, the name server truncates a
packet, or if the name server detects a processing error. The
RESOLVERRETRYINT statement specifies the number of minutes
SMTP waits before trying the query again. The RETRYAGE
statement specifies the number of days SMTP continues to resolve
the query before returning the mail to the sender.

Completed Queue

Contains queries that have been resolved and are waiting to be
recorded into the mail. After the IP addresses are recorded, SMTP
attempts to deliver the mail.

Error Queue

Contains queries that the name server has returned without
answers. The corresponding mail message is returned to the sender
with an unknown recipient error.

MODIFY SMTP,SHUTDOWN
EZA5655I SMSG SHUTDOWN Output - Stopping SMTP

MODIFY SMTP,STARTEXIT
EZA56561 SMSG STARTEXIT Output - Exit started

MODIFY SMTP,SMSG,STATS

EZA55951 SMSG STATS Output 618

Last Up Time:
Statistics
From TCP
From Spool
BSMTP Logs
Error Mail
To Local
To RSCS

To TCP
Passive Opns:
Active Opens:

: 07/29

Sat, 29 Jul 06 17:07:10 EST

0
500
0
0
0
0
500
0
400
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Highest num queued: 50
High reached at: Date: Sat, 29 Jul 06 17:07:09 EST

Last Up Time
The date and time that SMTP was last started.

Statistics
Statistics about mail handled by SMTP over the past four days including
the following information:

From TCP
Number of pieces of mail that arrived over TCP connections

From Spool
Number of pieces of mail that arrived from spool (local or NJE
senders)

BSMTP Logs
Number of pieces of mail generated in response to requests to
VERBose batch SMTP connections

Error Mail
Number of pieces of mail generated to return error mail to the
sender

To Local
Number of pieces of mail delivered to local recipients

To RSCS
Number of pieces of mail delivered to recipients on the RSCS
network

To TCP
Number of pieces of mail delivered to recipients on the TCP/IP
network

Passive Opns
Number of TCP connections through which mail was received

Active Opens
Number of TCP connections through which mail was delivered

Highest num queued
Highest number of messages queued in SMTP and the time and
date this occurred

High reached at
Date and time that the Highest num queued value was reached

MODIFY SMTP,STOPEXIT
EZA56571 SMSG STOPEXIT OQutput - Exit Stopped

MODIFY SMTP,TRACE
EZA56581 SMSG TRACE Output - Resolver Tracing Enabled

MODIFY command: SNALINK LUO

Use the MODIFY command to halt the SNALINK LUOQ interface.
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Format

MODIFY procname— ,—HALT
]

v
A

Parameters

procname
The member name of the cataloged procedure used to start the SNALINK LUO
interface.

HALT
Shuts down the SNALINK interface.

MODIFY command: SNALINK LU 6.2

You can stop or restart the SNALINK LU6.2 interface and control tracing with the
MODIFY command. Use the MODIFY command to:

* Stop or restart the SNALINK LU6.2 interface
* Alter the level of tracing

Format
»_EMODI FY procname—, »><
F —CANCEL
—DROP——IP=—dest_ip
—LU=—dest_lu—
—ALL
—HALT
—ACTIVE
—LIST
—IP=—dest_ip—
—LU=—dest_lu—
—ALL
INIT——
—RESTART |_
IP=—dest_ip—
LU=—dest_lu—
ALL
|—ON—
—TRACE IP=—dest_ip
i:OFF— |—ALL
DETAIL—
Parameters
procname

The member name of the cataloged procedure used to start the SNALINK
LU6.2 interface.

CANCEL
Cancels the SNALINK LU6.2 interface by a user abend. The system produces a
dump and writes it to the data set defined by the //SYSUDUMP DD
statement in the cataloged procedure.

DROP
Ends the connection with the destination nodes as specified.
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IP=dest_ip
The destination IP address of the connection to end.
LU=dest_lu

The destination LU name of the connection to end. For dependent LU
connections, either the sending or receiving remote LU name can be
supplied and both sessions are ended.

ALL  Drops all connections defined in SNALINK LU6.2 configuration data

set.
HALT
Shuts down the SNALINK LU6.2 interface.
LIST

Displays status and traffic information for the range of connections specified.

ACTIVE
The range of destinations to be listed. Information is displayed for all
currently established connections handled by the specified address
space. This is the default.

IP=dest_ip
The destination IP address of the connection to be listed.
LU=dest_lu

The destination LU name of the connection to be listed. For dependent
LU connections, you can supply either the remote sending or receiving
LU name.

ALL Displays information for all destinations defined in the SNALINK
LU6.2 configuration data set.

RESTART
Establishes one or more connections to destination nodes. Any destinations in
the specified range that are already connected are skipped.

INIT The range of connections to be established. If the INIT parameter is
specified, connections are established with all destinations defined with
the INIT parameter in the SNALINK LU6.2 configuration data set. If
the RESTART subcommand is entered without parameters, the INIT
option is the default.

IP=dest_ip
The destination IP address of the connection to be established.
LU=dest_lu

The destination LU name of the connection to be established. For
dependent LU connections, either the remote sending or receiving LU
name can be supplied and both sessions are established.

ALL  The range of connections to be established. If the ALL parameter is
specified, connections are established with all destinations defined in
the SNALINK LU6.2 configuration data set.

TRACE
Alters the levels of trace defined in the SNALINK LU6.2 configuration data set
while the address space is active.

ON Enables a basic level of tracing for all connection in the specified range.
The default is ON.

OFF  If the OFF parameter is specified, tracing is disabled for all connections
in the specified range.
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DETAIL
Enables a detailed level of tracing for all connections in the specified

range.

IP=dest_ip
The destination IP address associated with the connection for which
tracing will be enabled or disabled.

ALL  If the ALL parameter is specified, tracing for all destinations (either
currently or subsequently connected) is set to the requested level.

Examples

To enable tracing for the procedure LU62PROD on connection associated with
9.163.37.12, enter
F LU62PROD, TRACE IP=9.163.37.112

The following example illustrates the output you might get if you issued the
MODIFY command with the LIST parameter:

MODIFY TCPIPL62,LIST ALL

TCPL622171 LIST Accepted; Range = A1l Connections
TCPL622121  192.9.207.39 (Connected on 92.013 at 09:52:11)

TCPL622131 Connected by: DATA Trace Level: OFF
TCPL622141 SEND:- Status: Not Allocated Packets Out: 0
TCPL622151 RECV:- Status: Allocated Packets In: 0

TCPL622111  192.9.207.40 (Disconnected on 92.013 at 08:30:10)
TCPL62210I  192.9.207.41 (Disconnected)
TCPL622191 LIST Completed

Usage

Determining the DLC connection status using NETSTAT
DEVLINKS

For the SNALINK LU6.2 interface, the connection and disconnection of DLC links
between the TCP/IP and SNALINK LU6.2 address spaces is independent of the
connection and disconnection of VTAM links with destination nodes.

You can use the TSO command, NETSTAT DEVLINKS, to determine the status of
the DLC connections between the main TCP/IP address space and the SNALINK
LU6.2 address spaces.

Status Reported
Description

Inactive
The DLC connection has not been started. You can start one of the DLC
links between TCP/IP and SNALINK LU6.2 with the VARY START

command.

Issued Connect
The TCP/IP address space has issued a DLC connection request, but the
SNALINK LU6.2 address space has not yet accepted the connection.

Connected
A DLC connection has been successfully established between the TCP/IP
address space and the SNALINK LU6.2 address space.

Sending Message
A DLC connection has been successfully established between the 2 address
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spaces, and a message has been sent by the TCP/IP address space, but it
has not yet been received by the SNALINK LU6.2 address space.

Will retry connect
Either a previously connected DLC connection has been severed, or the
previous connection request was not accepted within the timeout period.
In either case, the TCP/IP address space attempts to resend another
connection request within 30 seconds.

Status Reported
Explanation

Issued connect
Passive side: SNALINK is waiting for a remote LU to establish a session.

Active side: SNALINK is trying to establish a session with a remote LU.

Will retry connect
The last session was ended, or the last session attempt failed. SNAIUCV
driver tries the connection again within 30 seconds.

Connected
An SNA send session is established. Under normal conditions this also
means a receive session is established or will be established soon, and
communication between the two LUs is possible.

Sending message
An SNA send session is established, and there is a DLC SEND currently
outstanding.

MODIFY command: SNMP agent

Some SNMP agent initialization parameters can be modified while the agent is
executing using the MVS MODIFY command. The MODIFY command can also be
used to display the current level of SNMP agent tracing.

Format
MODIFY snmp_agent_jobname, INTERVAL=n ><
F TRACE, LEVELEJ
QUERY
Parameters
INTERVAL

Specifies an integer in the range 0 — 10, which indicates the maximum number
of minutes before committed configuration changes to the SNMPD.CONEF file
will be written out. A value of 0 means that the changes will be written out at
the time the SET is committed.

TRACE
Indicates SNMP agent tracing is to be queried or changed.

LEVEL

Specifies an integer in the range 0 — 255, which indicates the level of agent
tracing. This corresponds to the -d parameter at agent initialization. See
(OSNMPD parameters|in the [z/OS Communications Server: IP Configuration|
Reference| for additional guidance on setting the trace level.
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QUERY
Requests that the current level of SNMP agent tracing be displayed.

MODIFY command: SNMP Network SLAPM2 subagent

You can control the Network SLAPM2 subagent (nslapm2) functions from the
operator console using the MODIFY command. The following list shows the syntax
and valid parameters.

Format
»—[MODI FY procname—, Debug,Level=—n ><
F ECache,Time=—t—
Query
Parameters
Debug, Level

Changes the Network SLAPM2 subagent start option debug level. n is the
required debug level. Specifying a level of 0 disables debug tracing. If n is not
specified, then the current debug level remains the same. See the
network SLAPM?2 subagent from the z/OS shell| information in the
Communications Server: IP Configuration Reference|and the
connecting subagents to the SNMP agent] information in the
Communications Server: IP Diagnosis Guide| for details about valid Network
SLAPM?2 subagent debug levels.

Cache,Time

Changes the Network SLAPM2 subagent start option cache time. ¢ is the
required cache time in seconds. If f is not specified, then the current cache time
remains the same. See the [Starting the network SLAPM?2 subagent from thel

2/ OS shell| information in the [z/OS Communications Server: IP Configuration|
Reference| for details about valid Network SLAPM?2 subagent cache times.

Query
Displays the current Network SLAPM?2 subagent debug level, subagent
cacheTime and actual cache time in effect.

MODIFY command: Syslog Daemon

Use the MODIFY command to control the syslog daemon functions from the
operator console.

Format

»—[MODI FY procname, ARCHIVE »><
F

DISPLAY,ARCHIVE
L ,MAX=5
,DETAIL
,MAX=n
sMAX=*

RESTART
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Parameters

procname
The member name of the cataloged procedure that is used to start the syslog
daemon.

ARCHIVE
Perform an immediate archive of UNIX file-system files that are defined by
syslogd configuration rules. When the rule for the destination file includes the
-N parameter and is preceded by the BeginArchiveParms statement, that file is
archived. When the rule for the destination file includes the -X parameter, the
contents of that file are deleted.

If a previously initiated archive is already in progress, an additional archive
does not occur, and message FSUM1256 is issued to the console. The
previously initiated archive might have been initiated by an ARCHIVE
command, a time-of-day-based archive, or a file-system threshold-based
archive.

DISPLAY,ARCHIVE
Display UNIX file-system use data for file systems that have output destination
files defined by syslogd configuration rules. Capacity percentages are
displayed for each file system. If you specify the DETAIL parameter, the largest
files for that file system are displayed. The MAX parameter controls the
number of files that are displayed for the detail report. The default value for
MAX is 5; the maximum value is 65 535. If you specify an asterisk (*) then all
files are displayed.

RESTART
Indicates that the syslogd configuration file should be reread. The result is
similar to sending a SIGHUP signal to syslogd. Syslogd attempts to finish
writing all pending output to the appropriate destinations before rereading the
configuration file. If any output cannot be written within 30 seconds, the
appropriate destination is marked as unreachable and any output pending for
that destination is discarded.

If a previously initiated restart is already in progress, an additional restart is
not performed, and message FSUM1256 is issued to the console. The
previously initiated restart might have been initiated by a RESTART command
or a SIGHUP signal.

Examples

The following command causes syslogd to reread its configuration file.

F SYSLOGD,RESTART
FSUM1254 SYSLOGD MODIFY COMMAND ACCEPTED
FSUM1252 SYSLOGD RECONFIGURATION COMPLETE

The following command causes syslogd to archive all UNIX file-system files that
are defined by syslogd configuration rules.

F SYSLOGD,ARCHIVE
FSUM1254 SYSLOGD MODIFY COMMAND ACCEPTED
FSUM1260 SYSLOGD ARCHIVE COMPLETE FOR 2 FILES

The following commands cause syslogd to display UNIX file system utilization
data.

F SYSLOGD,DISPLAY,ARCHIVE

FSUM1267 FILE SYSTEM SUMMARY 387
NAME=0MVS.VAR.HFS
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PATH=/SYSTEM/var

512-BLOCKS= 177120 USED= 108592 AVAIL= 68528 USAGE= 61%
NAME=0OMVS.VAR.LOGS.HFS

PATH=/SYSTEM/var/1ogs

512-BLOCKS= 60480 USED= 60096 AVAIL= 384 USAGE= 99%

F procname,DISPLAY,ARCHIVE,DETAIL

FSUM1268 FILE SYSTEM DETAILS 390
NAME=0MVS.VAR.HFS
PATH=/SYSTEM/var
512-BLOCKS= 177120 USED= 108592 AVAIL= 68528 USAGE= 61%
FILE SIZE USAGE ARCHIVE PATH
21214 12% NONE /var/logu/daemon/daemon.trace
20359  11% NONE /var/logu/daemon/daemon.1og
13133 7% SEQ /var/logu/all/all.logseq
13133 7% SEQ /var/temp/tempfull.log
12900 7% SEQ /var/logu/pagent/pagent.logseq
5 OF 24 RECORDS DISPLAYED
NAME=0MVS.VAR.LOGS.HFS
PATH=/SYSTEM/var/Togs
512-BLOCKS= 60480 USED= 60096 AVAIL= 384 USAGE= 99%

F procname,DISPLAY,ARCHIVE,DETAIL,MAX=2

FSUM1268 FILE SYSTEM DETAILS 393
NAME=0MVS.VAR.HFS
PATH=/SYSTEM/var
512-BLOCKS= 177120 USED= 111664 AVAIL= 65456 USAGE= 63%
FILE SIZE USAGE ARCHIVE PATH
21218  12% NONE /var/logu/daemon/daemon.trace
20363  11% NONE /var/logu/daemon/daemon.1og
2 OF 24 RECORDS DISPLAYED
NAME=0MVS.VAR.LOGS.HFS
PATH=/SYSTEM/var/Togs
512-BLOCKS= 60480 USED= 60096 AVAIL= 384 USAGE= 99%

MODIFY command: Trap forwarder daemon (TRAPFWD)

You can control the TRAPFWD daemon from the operations console using the
MODIFY command. The following list shows the syntax and valid parameters.

Format
MODIFY trap_daemon_jobname, REFRESH >
F TRACE,—EQUERYjJ
LEVEL=n
Parameters
REFRESH

Dynamically refreshes the configuration information. When this is done, the
old configuration information is discarded, the configuration file is read again,
and the daemon is initialized.

TRACE
Indicates TRAPFWD tracing is to be queried or changed.

QUERY
Requests that the current level or TRAPFWD daemon tracing be displayed.

LEVEL
Valid values are:
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* 0-No tracing.
* 1-Minimal tracing. Trace address from which the trap is received.
* 2-In addition to 1, trace addresses to which the trap packet is forwarded.

MODIFY command: VMCF and TNF

Display the names of current users of VMCF and TNF and remove names from the

name list.
Format
MODIFY VMCF, DISPLAY, NAME= name ><
F—I |—TNF,J l—REMOVE, L*J
Parameters
VMCF
Communicates with the VMCF address space.
TNF
Communicates with the TNF address space.
Display
Displays the current users of TNF/VMCE
REMOVE
Terminates the current users of TNF/VMCE.
NAME

Named users or *=all users of the TNF/VMCE.

MODIFY command: X.25 NPSI server

Use the MODIFY command to pass parameters to the X.25 NPSI server.

Format
»—[MODI FY procname—, CANCEL »><
F —DEBUG —digits
—EVENTS
L;g)

—HALT

—LIST

—RESTART

|—mchlu—|
—SNAP
L]
—TRACE id DATA
E* OFF

TRAFFIC
Parameters
procname

The member name of the cataloged procedure used to start this server.
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CANCEL
Cancels the X.25 NPSI server task and produces a dump.

DEBUG digits
Alters debug settings, where digits is a string of debug levels corresponding to
those in the configuration data set for X.25 NPSI server.

EVENTS id
Displays event handler names for debugging, where id is an optional LU name
or logon ID.

HALT
Shuts down the X.25 NPSI task, closing all connections.

LIST
Displays a list of the status of the virtual circuit.

RESTART mchlu
Attempts to reacquire failed links (MCHs), after reactivating them through
VTAM. mchlu is an optional LU name from a link definition. If omitted, all
inactive MCHs are restarted.

SNAP id
Displays program data areas for debugging, where id is an optional LU name
or logon ID.

TRACE
Alters the trace level, where id is an optional LU name, logon ID, or an asterisk
(*). TRACE can be one of two levels: DATA or OFFE.

TRAFFIC
Displays traffic counts.

Examples

To halt an X.25 NPSI server whose procedure started with the following statements
in the hlq. PROFILE.TCPIP you could issue either of the commands that follow at
the operator console:
AUTOLOG

TCPIPX25

Issue one of the following commands:
MODIFY TCPIPX25,HALT

F TCPIPX25,HALT
MODIFY command: z/OS Load Balancing Advisor

You can control the z/OS Load Balancing Advisor from the operator console using
the MODIFY command.

Format

»—[MODI FY procname,
F

v
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A\
A

>—|:DEBug ,Level=debuglevel |

DISplay, DEBug
—I: l—,MAX=100—

LB
i:, Index=1bindex— ,MAX=+
,Index=ALL ,MAX=recs—

Parameters

procname
The member name of the cataloged procedure used to start the z/OS Load
Balancing Advisor.

DEBug, Level=debuglevel

Changes the Advisor debug level. The needed debug level is debuglevel. See
Debug settings and corresponding syslogd priority levels|in the |z / OS|
Communications Server: IP Diagnosis Guide|and the Advisor [debug_levell
statement in the |[z/OS Communications Server: IP Configuration Reference| for
details about valid Advisor debug levels.

DISplay,DEBug
Displays the debug level in effect for the Advisor.

DISplay,LB
Displays a summary of connected load balancers. The universally unique
identifier (UUID), health value, flags, and an index are shown for each
connected load balancer. The index will remain the same as long as the load
balancer is connected.

DISplay,LB,MAX=recs
Displays a summary of connected load balancers. The number of records (load
balancers) displayed is limited by the MAX=recs parameter. The default is 100.
If MAX=* is specified, then all connected load balancers are displayed.

DISplay,LB,Index=lbindex
Displays all registered groups including detailed member data for the
identified load balancer or for all connected load balancers (by specifying the
ALL parameter). The Ibindexvalue is the decimal index shown in the display of
all load balancers. If you specify the ALL parameter, detailed member data for
all connected load balancers is displayed.

DISplay,LB,Index=[bindex,MAX=recs
Displays all registered groups including detailed member data for the
identified load balancer or for all connected load balancers (by specifying the
ALL parameter). The Ibindex is the decimal index shown in the display of all
load balancers. If you specify the ALL parameter, detailed member data for all
connected load balancers is displayed. The number of records (members)
displayed is limited by the MAX=recs parameter. The default value is 100. If
MAX=* is specified, then all members are displayed.

Example 1 — The modify display LB command summarizes all load balancers that
have connected to the Advisor.

F LBADV,DISP,LB
EZD12421 LOAD BALANCER SUMMARY

LB INDEX : 00 UuID : 637FFF175C
IPADDR. .PORT : 10.42.105.154..50005
HEALTH 1 20 FLAGS : NOCHANGE PUSH TRUST

Chapter 1. Operator commands and system administration 229



DISPLAY TCPIP,,NETSTAT,ACCESS,NETWORK report

LB INDEX : 01 uuIb : 207FFF175C
IPADDR..PORT : 10.42.105.60..50006
HEALTH : 7F FLAGS : PUSH TRUST
2 OF 2 RECORDS DISPLAYED
LB INDEX

Reference number used solely as the Ibindex value on the
MODIFY,DISPLAY,LB,INDEX= command. The same reference number is used
for a load balancer as long as it is connected.

uuID
A hexadecimal value of the universally unique identifier assigned by the load
balancer. This byte array can be up to 64 bytes in length.

IPADDR. . PORT
The remote IP address and port at which the Advisor is connected to this load
balancer. The IP address can be an IPv4 or an IPv6 address.

HEALTH
A hexadecimal value supplied by the load balancer that indicates the general
health of the load balancer. Valid values are in the range 0 — X'7F'.

FLAGS
Flags that are set are displayed. Flag values are:

NOCHANGE
The Advisor sends only weights that have changed to the load balancer.

PUSH
The Advisor sends weights to the load balancer when any weights change.

TRUST
The load balancer trusts member applications to register themselves.
Ignored by the Advisor.

Example 2 — The modify display command supplies details about a specific load
balancer. The load balancer is identified using the index shown in the output of the
modify display LB command. For each group of target applications, the display
shows each active registered instance of the group in the sysplex.

F LBADV,DISP,LB,I=0
EZD12431 LOAD BALANCER DETAILS

LB INDEX : 00 uuib : 637FFF175C
IPADDR. .PORT : 10.42.105.154..50005
HEALTH : 20 FLAGS : NOCHANGE PUSH TRUST
GROUP NAME : SYSTEMFARM
GROUP FLAGS : BASEWLM
IPADDR..PORT: 10.42.154.105..0
SYSTEM NAME: MVS209 PROTOCOL : 000 AVAIL : YES
WLM WEIGHT : 00040 CS WEIGHT : 160 NET WEIGHT: 00001
Raw CP: 40 zAAP: 60 =zIIP: 00
Proportional CP: 40 =zAAP: 00 zIIP: 00
FLAGS
IPADDR. .PORT: 10.42.105.60..0
SYSTEM NAME: VICO07 PROTOCOL : 000 AVAIL : YES
WLM WEIGHT : 00050 CS WEIGHT : 100 NET WEIGHT: 00001
Raw CP: 50 zAAP: 00 =zIIP: 00
Proportional CP: 00 zAAP: 00 zIIP: 00
FLAGS
IPADDR. .PORT: 10.42.105.22..0
SYSTEM NAME: N/A PROTOCOL : 000 AVAIL : NO
WLM WEIGHT : 00000 CS WEIGHT : 000 NET WEIGHT: 00000
Raw CP: 00 zAAP: 00 zIIP: 00
Proportional CP: 00 =zAAP: 00 zIIP: 00
FLAGS : NOTARGETSYS
IPADDR. .PORT: 10:1::4:5..0
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SYSTEM NAME: MVS209 PROTOCOL
WLM WEIGHT : 00040 CS WEIGHT
Raw CP: 40 zAAP: 60
Proportional CP: 40 zAAP: 00
FLAGS : NOTARGETIP
GROUP NAME  : UDP_SERVER_FARM

GROUP FLAGS : SERVERWLM

IPADDR..PORT: 10.42.154.105..7777
SYSTEM NAME: MVS209 PROTOCOL
WLM WEIGHT : 00021 CS WEIGHT :

Raw CP: 20 zAAP: 22

Proportional CP: 10 zAAP: 11
ABNORM : 00200 HEALTH
FLAGS :

IPADDR..PORT: 2001:DB8::10:5:6:2.
SYSTEM NAME: MVS209 PROTOCOL
WLM WEIGHT : 00021 CS WEIGHT :

Raw CP: 25 zAAP: 18
Proportional CP: 10 zAAP: 11
FLAGS :

IPADDR. .PORT: 10.42.105.60..7777
SYSTEM NAME: VICO07 PROTOCOL
WLM WEIGHT : 00045 CS WEIGHT :

Raw CP: 50 zAAP: 18
Proportional CP: 30 zAAP: 15
FLAGS :
GROUP NAME ~ : CICS_SERVER_FARM

GROUP FLAGS : BASEWLM

ProcType :

CP : 60 =zAAP: 40 zIIP: 00

IPADDR. .PORT: 10.42.154.105..8888
SYSTEM NAME: MVS209 PROTOCOL
WLM WEIGHT : 00048 CS WEIGHT :

Raw CP: 40 zAAP: 60
Proportional CP: 24 zAAP: 24
FLAGS :

IPADDR..PORT: 10.42.105.60..8888
SYSTEM NAME: VICOO7 PROTOCOL
WLM WEIGHT : 00054 CS WEIGHT :

Raw CP: 50 zAAP: 60
Proportional CP: 30 zAAP: 24
FLAGS

IPADDR. .PORT: 10.42.105.22..8888
SYSTEM NAME: N/A PROTOCOL
WLM WEIGHT : 00000 CS WEIGHT :

Raw CP: 00 zAAP: 00
Proportional CP: 00 zAAP: 00
FLAGS : NOTARGETSYS

IPADDR..PORT: 10:1::4:5..8888
SYSTEM NAME: MVS209 PROTOCOL
WLM WEIGHT : 00048 CS WEIGHT :

Raw CP: 40 zAAP: 60
Proportional CP: 24 zAAP: 24
FLAGS : NOTARGETIP

7 OF 7 RECORDS DISPLAYED

: 000
: 000

zIIP:
zIIP:

: UDP
100

zIIP:
zIIP:

: 100

777
: UDP
100

zIIP:
zIIP:

: UDP
100

zIIP:
zIIP:

: TCP
100

zIIP:
zIIP:

: TCP
100

zIIP:
zIIP:

: TCP
000

zIIP:
zIIP:

. TCP
000

zIIP:
zIIP:

AVAIL
NET WEIGHT:
00
00

AVAIL
NET WEIGHT:
00
00

AVAIL
NET WEIGHT:
00
00

AVAIL
NET WEIGHT:
00
00

AVAIL
NET WEIGHT:
00
00

AVAIL
NET WEIGHT:
00
00

AVAIL
NET WEIGHT:
00
00

AVAIL
NET WEIGHT:
00
00

: NO

00000

: YES

00001

: YES

00001

: YES

00002

. YES

00001

: YES

00001

: NO

00000

: NO

00001

For exi lanations of LB INDEX, UUID, IPADDR..PORT, HEALTH, and FLAGS see

GROUP

The name of a group of related target applications. The group name is a UTF-8
string displayed in EBCDIC on the MVS console. Any non-displayable
character is displayed as a question mark (?).

GROUP FLAGS

Flags that are currently applied to the group as a whole. Flag values are:
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BASEWLM
Indicates that system WLM recommendations are being used to calculate
the net weight for each member of the group.

BASEWLM=
Indicates that SERVERWLM was coded on the Advisor WLM statement or
was specified for this group on the PORT_LIST Advisor statement in order
to use server-specific WLM recommendations. However, the Advisor is
using system WLM recommendations instead to calculate the net weight
for each member of the group. This can occur if one or more of the Agents
owning the members within the group does not support server-specific
WLM recommendations.

SERVERWLM
Indicates that server-specific WLM recommendations are being used to
calculate the net weight for each member of this group.

proctype
When BASEWLM recommendations are configured, the proctype value indicates
the expected proportion of each type of processor that a target application's
workloads will consume. A composite recommendation is determined from
these proportions. A PROCTYPE value can be configured on the port_list or
wlm statement; when this value is not configured, it assumes a default value to
indicate that the composite recommendations include only the general CP
weight.

CP The expected general CP utilization proportion that will be consumed by
the applications.

zAAP
The expected zAAP utilization proportion that will be consumed by the
applications.

zIIP
The expected IBM System z9® or later Integrated Information Processor
(zIIP) utilization proportion that will be consumed by the applications.

Restrictions:

* zAAP and zIIP weight recommendations are available only if all systems in
the sysplex are z/OS release V1R or later. If all systems in the sysplex are
not z/OS release VIR9 or later, only CP weights are considered when
determining a composite weight recommendation.

* zAAP and zIIP weight recommendations are not used when determining the
composite weight for system members.

IPADDR. .PORT
Indicates the IP address and port to which the target application is bound. This
is the first of several lines relating to the same target application. If this
represents a system member, then IPADDR represents an IP address belonging
to a TCP/IP stack on one of the MVS systems in the sysplex, and the PORT
will be 0.

SYSTEM NAME
Indicates the MVS system name of the MVS system where the application
exists. If this is a system member, this indicates the MVS system name of the
MVS system that owns the IP address.
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PROTOCOL
Indicates the protocol that the application is using. If the protocol is not TCP or
UDP, the decimal number of the protocol is displayed. For system members,
this will be 0.

AVAIL
Indicates whether the member is available for new workload distribution. A
value of YES indicates that the Advisor considers the application available for
load balancing. A value of NO indicates that the Advisor recommends that the
application not be considered for load balancing.

WLM WEIGHT
Indicates the Workload Manager weight value for the MVS system or the
server-specific WLM weight based on the BASEWLM or SERVERWLM group
flag. This value is in the range 0 — 64. This value is the composite weight; it is
the sum of the displayed proportional CP, zZAAP, and zIIP weights for this
member.

CP When the distribution method is BASEWLM the following apply:

¢ The Raw value is the WLM system general CP weight recommendation.
The value is based on the amount of displaceable general CPU capacity
on this system as compared to the other target systems.

* The Proportional value is the Raw value modified by the expected
general CP utilization proportion configured on the portlist and wim
statement for this application.

When the distribution method is SERVERWLM the following apply:

* The Raw value is the WLM server-specific general CP recommendation.
This is the amount of displaceable general CPU capacity based on the
application workload's importance (as defined by the WLM policy) as
compared to the other target systems.

* The Proportional value is the Raw value modified by the proportion of
general CP capacity that is currently being consumed by the
application's workload as compared to the other processors (zAAP and
zIIP).

zAAP
When the distribution method is BASEWLM the following apply:

* The Raw value is the WLM system zAAP weight recommendation. This
value is based on the amount of displaceable zZAAP capacity on this
system as compared to the other target systems.

* The Proportional value is the Raw value modified by the expected zAAP
utilization proportion configured on the portlist and wlm statement for
this application.

When the distribution method is SERVERWLM the following apply:

* The Raw value is the WLM server-specific ZAAP recommendation. This
value is the amount of displaceable zZAAP capacity based on the
application workload's importance (as defined by the WLM policy) as
compared to the other target systems.

* The Proportional value is the Raw value modified by the proportion of
zAAP capacity that is currently being consumed by the application's
workload as compared to the other processors (general CPU and zIIP).

zIIP
When the distribution method is BASEWLM the following apply:
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¢ The Raw value is the WLM system zIIP weight recommendation. This
value is based on the amount of displaceable zIIP capacity on this
system as compared to the other target systems.

* The Proportional value is the Raw value modified by the expected zIIP
utilization proportion configured on the portlist and wlm statements for
this application.

When the distribution method is SERVERWLM the following apply:

¢ The Raw value is the WLM server-specific zIIP recommendation. This
value is the amount of displaceable zIIP capacity based on the
application workload's importance (as defined by the WLM policy) as
compared to the other target systems.

* The Proportional value is the Raw value modified by the proportion of
zIIP capacity that is currently being consumed by the application's
workload as compared to the other processors (general CPU and zAAP)

Restrictions:

* zAAP and zIIP weight recommendations are available only if all systems in
the sysplex are z/OS release V1R or later. If all systems in the sysplex are
not z/OS release VIRY or later, only CP weights are considered when
determining a composite weight recommendation.

¢ zAAP and zIIP weight recommendations are not used when determining the
composite weight for system members.

CS WEIGHT
Indicates the weight value recommended by the Agent. The range is 0 — 100,
with a higher weight indicating that the application is able to handle more
work than an application with a lower weight. One exception is that when the
Agent is gathering historical data for an application (which takes 2 update
intervals), the weight will be 100 and the NODATA flag will be set.

NET WEIGHT
Indicates the relative weight of this application in the sysplex. A higher weight
indicates that an application can handle more workload than a lower weight
application in the same group. This weight is based upon the WLM weight,
the CS weight, the number of members in each group, and other factors. Net
weights should be compared only within a group. Weights within a group are
then normalized to yield the net weight. Normalization involves reducing the
weight values while largely preserving the ratios between the weights.
Normalization is performed within a group only if there is more than one
available member in the group. Each group is calculated separately.

Result: In some cases, the value of NET WEIGHT is 1 (when the WLM
WEIGHT or CS WEIGHT of all available members in the group is zero). This is
done to force the load balancer to distribute workload in a round-robin fashion
to those members rather than allowing the load balancer to potentially halt
workload distribution to the entire group.

ABNORM
This field is displayed if the GROUP FLAGS values indicate that server-specific
(SERVERWLM) WLM recommendations are being used. The value is nonzero
if the server application is experiencing conditions in which transactions are
completing abnormally. It represents a rate of abnormal transaction
completions per 1000 total transaction completions. It is applicable only for
target applications such as IWMRPT that act as Subsystem Work Managers and
report transaction status using Workload Management Services. For example,
the value 200 in this example indicates that 20% of all transactions processed
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by the server application are completing abnormally. Under normal conditions
or if the server is not providing this information to WLM, this value should be
0.

A nonzero value indicates that the server application has reported some
abnormal transaction completions to WLM and that WLM has reduced the
server-specific recommendation for this server instance. The greater the value
of this field, the greater the reduction in the recommendation provided by
WLM. For more information about the conditions that cause the abnormal
transaction completions for a given server application, see the documentation
provided by the server application.

Restriction: Although WLM uses abnormal transaction completion rate
information that is provided by the application to reduce the server-specific
recommendation, this information is available for display on an Advisor only if
the Load Balancing Agents and the Advisor are running on a z/OS V1R8
system or later. A z/OS VIR7 Load Balancing Agent does not provide this
information to the Load Balancing Advisor. In this situation, a z/OS VIR8
Advisor shows a normal abnormal transaction completion rate of 0 even if
WLM is reducing the server-specific recommendation because of a nonzero
abnormal transaction completion rate reported from the application.

HEALTH
This field is displayed if the GROUP FLAGS values indicate that server-specific
(SERVERWLM) WLM recommendations are being used. This health indicator is
available only for applications that provide this information to WLM using the
IWM4HLTH or INMSRSRG services. It indicates the general health of an
application or subsystem. Under normal circumstances or if the server is not
providing this information to WLM, the value of this field is 100, indicating
that the server is 100% healthy.

Values less than 100 indicate that the server is experiencing problem conditions
that are not enabling it to process new work requests successfully; this causes
WLM to reduce the server-specific recommendation for this server instance.
The lower the value of this field, the greater the reduction in the
recommendation provided by WLM.

Restriction: Although WLM uses the health indicator provided by the
application to reduce the server-specific recommendation, this information is
available for display on an Advisor only if the Load Balancing Agents and the
Adpvisor are running on a z/OS V1RS8 system or later. A z/OS V1R7 Load
Balancing Agent does not provide this information to the Load Balancing
Advisor. In this situation, a z/OS V1R8 Advisor shows a normal health
indicator of 100 even if WLM is reducing the server-specific recommendation
because of an abnormal health indication from the application.

FLAGS
Flag values that are currently set. Flag values are:

LBQ
Load Balancer quiesce, which means that the load balancer has requested
that no more additional work be assigned to the quiesced application or
system.

NOTARGETAPP
Indicates that an Agent found the IP address configured on a TCP/IP
stack, but the Agent did not find a specific application using the same port
and protocol.
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NOTARGETIP
Indicates that an Agent found the IP address configured on a TCP/IP
stack, but the address is not usable. For example, the IP address might be
unavailable.

NOTARGETSYS
Indicates that no Agent found this IP address.

NODATA
Indicates that an Agent has reported this application but does not yet have
the historical data to recommend a CS weight.

0PQ
Operator quiesce, which means that the MVS operator at the owning
Agent has requested that no more additional work be assigned to the
quiesced application or system.

MODIFY command: z/0OS Load Balancing Agent

You can control the z/OS Load Balancing Agent from the operator console using
the MODIFY command.

Format

}—EMODIFY procname, I
F

|——DEBug, Level=debuglevel |
—DISplay, DEBug

,MAX=100—
|_

MEMbers

MEMbers,DETail i:,MAXﬂ

MEMbers,DETail,PORT=portnum ,MAX=recs—
MEMbers,DETail,TCPname=tcpname—

—Enable,Target options

'—Quiesce,Target options

Target options:

|—, PROTOco1=TCP
PORT=portnum |_

,PROTOco1 =proto—| I—, IPaddr= ipaddr—|
TCPname=tcpname
SYStem

Parameters

procname
The member name of the cataloged procedure used to start the Agent.

DEBug, Level=debuglevel

Changes the Agent debug level. The required debug level is debuglevel. See the
debug_level| statement description in the [z/OS Communications Server: IP|
Configuration Reference| and [Debug settings and corresponding syslogd|
priority 1evels| in the |z/OS Communications Server: IP Diagnosis Guide| for
details about valid Agent debug levels.
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DISplay,DEBbug
Displays the debug level in effect for the Agent.

DISplay,MEMbers
Displays a summary of information about all registered local applications and
systems.

DISplay,MEMbers,DETail
Displays detailed information about all registered local applications and
systems.

DISplay,MEMbers,DETail,PORT=portnum
Displays detailed information about all registered local applications that are
bound to the specified port (or system members if PORT=0 is entered).

DISplay,MEMbers,DETail,TCPname=tcpname
Displays detailed information about all registered local applications or system
members that are associated with the specified TCP/IP address space. The
tcpname value must be less than or equal to 8 characters in length.

DISplay,MEMbers,...,MAX=recs
Displays member information according to the specified parameters. The
number of records (members) displayed is limited by the MAX=recs parameter.
The default value is 100. If MAX=" is specified, all members are displayed.

Enable
Mark all matching quiesced active registered applications or system members
as enabled. The Agent advises the load balancer to route work to the target
applications.

Quiesce
Mark all matching active registered applications or system members as
quiesced. The Agent advises the load balancer not to route work to the target
applications.

Target options:

Either PORT, TCPNAME, or SYSTEM is required for ENABLE and for QUIESCE.

PORT=portnum[,PROTOcol=proto] [,IPaddr=ipaddr]
Mark all active registered target applications or system members using the
specified target port as enabled or quiesced. The port number is a decimal
value. If more than one application is sharing a port, all the applications are
enabled or quiesced. You can further identify the applications to be enabled or
quiesced by specifying the TCP or UDP keyword or by specifying the decimal
protocol number. TCP is the default. Therefore, if you specify a system member
(PORT=0), you must also specify PROTOCOL=0. To uniquely specify one
specific application, use the IPADDR option. The port number, protocol, and
(optionally) IP address are ANDed.

TCPname=tcpname
Mark all active registered target applications and system members associated
with this TCP/IP address space as enabled or quiesced. The tcpname value
must be less than or equal to 8 characters in length.

SYStem
Mark all active registered target applications and system members on this
system as enabled or quiesced.

Example — Display detailed information about all registered local applications
and system members.
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F LBAGENT,DISP,MEM,DET
EZD12451 MEMBER DETAILS
LB INDEX : 00 uuIb : 637FFF175C
GROUP NAME  : SYSTEMFARM
IPADDR. .PORT: 10.42.105.154..0

TCPNAME : TCPCS MATCHES ~ : 001 PROTOCOL : 000
FLAGS :

JOBNAME : N/A ASID : N/A RESOURCE : N/A
IPADDR. .PORT: 10:1::4:5..0

TCPNAME : TCPCS5 MATCHES  : 000 PROTOCOL : 000
FLAGS

JOBNAME : N/A ASID : N/A RESOURCE : N/A

GROUP NAME  : UDP_SERVER_FARM
IPADDR. .PORT: 10.42.105.154..7777

TCPNAME . TCPCS MATCHES : 001 PROTOCOL : UDP
FLAGS . ANY

JOBNAME : TESTD1 ASID : 0035 RESOURCE : 000000A3
IPADDR. .PORT: 2001:DB8::10:5:6:2..7777

TCPNAME : TCPCS2 MATCHES : 001 PROTOCOL : UDP
FLAGS : ANY V6

JOBNAME : TESTD2 ASID : 002A RESOURCE : 00000031

4 OF 4 RECORDS DISPLAYED
LB INDEX, UUID, GROUP NAME, and IPADDR..PORT

For explanations of these items, see

TCPNAME
The name of the Communications Server stack that owns the IP address in this
member.

MATCHES
The number of ports on which the application is running. For applications
sharing a port, this value can be more than 1. If the value of matches is zero,
the Agent found the member's IP address reported by an active TCP/IP stack,
but did not find a target application or system. For additional debugging
information, see the [2/OS Communications Server: IP Diagnosis Guide]

PROTOCOL
The protocol that the target application is using. If the protocol is not TCP or
UDP, the decimal number of the protocol is displayed.

FLAGS
The flags that are currently set. Flag values are:

ANY
Indicates that the application is bound to INADDR_ANY or the
unspecified IPv6 address (in6addr_any).

DISC
Indicates that the Agent is disconnected from the Advisor. The Agent
continues trying to connect to the Advisor. Data displayed when the DISC
flag is shown is current TCP/IP data for the last set of targets that were
received from the Advisor.

NODATA
Indicates that the Agent is temporarily reporting a Communications Server
weight (CS Weight) of 100 for the application. Two update intervals are
needed for weight calculation so that the Agent calculates the weight
beginning at the second update interval. CS Weight might continue to be
reported as 100 at this point if the server is healthy. Configure the update

interval in the Advisor configuration file (see the |debug_level| statement

description in the [z/OS Communications Server: IP Configuration|
for details).
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SYSQ, TCPQ, or APPQ
Operator quiesce, which means that the operator has requested that no
more additional work be assigned to the quiesced application or system
member. The different flags reflect the highest level of quiesce command
that applies, and also the type of enable command that must be used to
enable the application or system member.

SYSQ
Indicates that the application or system member was quiesced with the
F procname,QUIESCE,SYSTEM command, and that the F
procname, ENABLE,SYSTEM command must be used to enable it.

TCPQ
Indicates that the application or system member was quiesced with the
F procname,QUIESCE, TCPNAME=tcpname command, and that the F
procname, ENABLE, TCPNAME=tcpname command must be used to enable it.

APPQ
Means that the application or system member was quiesced with the F
procname,QUIESCE,PORT= port command, and the F
procname, ENABLE,PORT= port command must be used to enable it.

V6 Indicates the IPv6_V60ONLY socket option. It is able to communicate only
with IPv6 clients

JOBNAME
The MVS job name of the target application or system member.

Result: Displays as N/A for system members (port=0 and protocol=0).

ASID
The MVS address-space identifier of the target application or system member.

Result: Displays as N/A for system members (port=0 and protocol=0).

RESOURCE
An identifier that uniquely identifies one instance of an application or system
member. If an application is stopped and started, the same job name and ASID
could be reused, but with a different resource identifier. The resource identifier
is also displayed in the DISPLAY TCPIP, NETSTAT,CONN command.

Result: Displays as N/A for system members (port=0 and protocol=0).

VARY TCPIP command

Use the VARY TCPIP command from the MVS operator console to display help for
a supported command or to control some functions of the address space that
corresponds to the started procedure name that was specified on the command.
The abbreviated version of the command is the letter V.

This is the general format of the VARY command:

v
A

»»—Vary —TCPIP—, |_ _| ,—parameter
procname

procname
The name of the member in a procedure library that was used to start the
server or address space. You can omit the procname parameter when you direct
the command to a TCP/IP stack address space and only one TCP/IP stack is
currently active.
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parameter
Any of the parameters that are valid for the server.

The following servers or address spaces support the MVS VARY TCPIP command.

Not all servers support the same parameters. For further descriptions of the
supported parameters, see [Table 10

Table 10. Servers or address spaces that support the MVS VARY TCPIP command

Server or address space Main parameters Additional information
TCP/IP address space DATTRACE, DROP, See [“VARY command.|
OBEYFILE, OSAENTA, TCP/IP address space” onl
PKTTRACE, PURGECACHE, |[page 241]
START, STOP,
SYNTAXCHECK, SYSPLEX
TN3270E Telnet server HELP, OBEYFILE, TELNET, |See[‘VARY command|
address space LUNS [TN3270E Telnet server|
address space” on page 273

Security considerations for the VARY command

You can restrict access to the VARY TCPIP command by defining RACF® profiles
under the OPERCMDS class and specifying the list of users that are authorized to
issue the VARY TCPIP command. You can decide on the level of control that is
appropriate for your installation. For example, you might want to allow a user to
be able to start or stop a TCP/IP device using the VARY TCPIP command but you
do not want the user to be able to modify the TCP/IP configuration.

The RACEF profile names that restrict access to each of the VARY TCPIP commands
are listed under each command's usage notes. You can use the control statements
in the sample JCL job that is provided in SEZAINST(EZARACEF) to define these
profile names.

Requirement: CONTROL access to each profile is required to enable you to issue
the VARY TCPIP command.

To restrict all of the VARY TCPIP commands, you can define a generic profile as
follows:
RDEFINE OPERCMDS (MVS.VARY.TCPIP.*x) UACC(NONE)

PERMIT MVS.VARY.TCPIP.** ACCESS(CONTROL) CLASS(OPERCMDS)
ID(USERI)

In this example, only user ID USER1 is allowed to issue any VARY TCPIP operator
commands. In another example, if you wanted to restrict usage of the VARY
TCPIP, OBEYFILE command to user ID USER2 you could make the following
definitions:

RDEFINE OPERCMDS MVS.VARY.TCPIP.OBEYFILE UACC(NONE)

PERMIT MVS.VARY.TCPIP.OBEYFILE ACCESS(CONTROL)
CLASS(OPERCMDS) ID(USER2)

Note: If you want to restrict the use of the VARY TCPIP,,OBEYFILE command, you
must issue RDEFINE OPERCMDS for MVS.VARY.TCPIP and
MVS.VARY.TCPIP.OBEYFILE, and issue a subsequent PERMIT defining the
specified ID that will have an ACCESS of at least CONTROL for the OPERCMDS
class.
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The RACF OPERCMDS class must be activated for any of these profiles to take
effect. You must also ensure that the appropriate RACF options are specified to
enable you to define generic RACF profiles for these profiles. This can be
accomplished by the following RACF commands:

SETR CLASSACT (OPERCMDS)

SETR GENERIC(OPERCMDS)

SETR GENCMD(OPERCMDS)
SETR RACLIST(OPERCMDS)

Before the profiles take effect, a refresh of these RACF profiles might be required.
This can be accomplished by the following RACF commands:

SETR GENERIC(OPERCMDS) REFRESH
SETR RACLIST(OPERCMDS) REFRESH

VARY command: TCP/IP address space

The functions listed in [Table 11] support the VARY TCPIP command when it is
directed to a TCP/IP stack address space.

Table 11. Functions that support the VARY TCPIP command

Function Command

DATTRACE [“VARY TCPIP,DATTRACE”|

DROP ["VARY TCPIP,DROP” on page 243|

OBEYFILE [“VARY TCPIP,OBEYFILE” on page 246|

OSAENTA [“VARY TCPIP,OSAENTA” on page 247

PKTTRACE [“VARY TCPIP,PKTTRACE” on page 257|

PURGECACHE [“VARY TCPIP,PURGECACHE” on page 262|

START or STOP “VARY TCPIP,START or VARY TCPIP,STOP” on|
page 263|

SYNTAXCHECK ["VARY TCPIP,SYNTAXCHECK” on page 264]

SYSPLEX [“VARY TCPIP,SYSPLEX” on page 265|

VARY TCPIP,,DATTRACE

Use the VARY TCPIP,DATTRACE command to trace socket data (transforms) into
and out of the physical file structure (PFS). For TCP and UDP sockets, this
command also creates the following records:

¢ A Start record with the API Data Flow Starts State field that indicates the first
data sent or received by the application for the associated socket.

¢ An End record with the API Data Flow Ends State field that indicates that the
socket is closed.

Format:
»»—Vary—TCPIP, |_ _| ,—DATtrace TRACEi »><
procname E,ON:J
,OFF
TRACE:
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FULL JOBNAME=
B B ’

20—
|\ABBREV— |_

|—abbre v_length—

v

B

I—JOBNAME=J‘ ob_name—

|—I p=x |—PORTNum=*
|—I P= IPv4_address |—PORTNum=pori,‘_number—
‘El IPv6_address l:r

IPv4_address:

|—,SUBNet=255 .255.255.255—

—ipv4_address i: I

,SUBNet=subnet_mask
/num_mask_bits

IPv6_address:

|—/128—
|—ipv6_address

|—/pr'efixL.ength—

Parameters:

procname
The name of the member in a procedure library that was used to start the
server or address space.

ON Turns on socket data tracing, clears all settings previously defined, and
refreshes just the default settings.

OFF
Turns off socket data tracing.

ABBREV
Specifies that a truncated portion of the socket data is to be traced. You can
specify a length in the range 0 — 65 535 or use the default value 200. The
ABBREV parameter can be used to reduce the volume of data stored in the
trace file.

FULL
Specifies that all of the socket data is to be traced

JOBNAME
Specifies the name of the application address space to be traced. The default (*)
is for all jobs.

IP Specifies an IP address (either a 32-bit IPv4 address in dotted decimal notation,
or a 128-bit IPv6 address in colon hexadecimal notation) that is compared with
both the source and destination addresses of associated sockets. If either the
source or destination address of a socket matches the specified IP address, the
data is traced. If the IP option is omitted, or an asterisk (*) is specified, then all
IP addresses are traced.

If an IPv6 address is specified, then an optional prefixLength (range 1 — 128) is
allowed. IPv4 addresses and IPv4-mapped IPv6 addresses are treated as
equivalent addresses. The default prefixLength is 128. If an IPv4 address is
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specified, then /num_mask_bits can be used. The num_mask_bits and SUBNET
are mutually exclusive. An error message is displayed if both are coded.

Note: IP address selection is not recommended for use with DATTRACE.

PORTNUM
Specifies a port number that is compared with the source and destination port
numbers of associated sockets. The port number must be an integer in the
range 1 — 65 535. If either the source or the destination port matches the
specified port number, the data is traced. If you omit the PORTNUM option or
if you specify an asterisk (*), packets are not filtered based on source or
destination ports.

Rule: Packets that use the RAW protocol type are not traced if you specify the
PORTNUM option. The PORTNUM parameter applies only to the TCP and
UDP protocols.

SUBNET
Specifies a subnet mask that applies to the host and network portions of the IP
address specified on the IP=ipv4_address parameter. The subnet mask must be
specified in dotted decimal notation and must be specified in conjunction with
the IP=ipv4_address parameter. With an IPv4 address specified, the
/num_mask_bits can be used. The num_mask_bits and SUBNET are mutually
exclusive. An error message is displayed if both are coded.

Examples:
You can start data traces for all job names using the VARY command:

» IPv4 addressing: v tcpip,,dat,jobname=+,ip=9.67.113.61/32
» IPv6 addressing: v tcpip,,dat,full,jobname=+,ip=C5::1:2:3:4/126

You can use the Netstat CONFIG/-f command to display data traces. The
following example shows a data trace for a single entry.

Data Trace Setting:

Jobname: =* TrRecCnt: 0000000000 Length: FULL
IpAddr: = SubNet: 255.255.255.255
PortNum: =*

The following example shows a data trace for multiple entries:
Data Trace Setting:

JobName: =* TrRecCnt: 00000000 Length: FULL
IpAddr/PrefixLen: 10.1.1.1/24

PortNum: =*

JobName: =* TrRecCnt: 00000000 Length: FULL
IpAddr/PrefixLen: 5555:4444::2222/128

PortNum: =*

Usage:

* Users can be authorized to invoke the command by permitting their user IDs for
CONTROL access to the RACF profile name MVS.VARY.TCPIP.DATTRACE.

VARY TCPIP,,DROP

Use the VARY TCPIP,,DROP command to drop a single TCP connection or UDP
socket, or to stop all established TCP connections for a specified server. For
detailed information about drop processing, see [“Netstat DRop/-D command” on|
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Restriction: You can use this command only if the MVS.VARY.TCPIP.DROP
security product resource profile is defined and the user ID associated with the
DROP command is permitted for CONTROL access to this resource.

For dropping a single TCP connection or UDP socket:

You can use this command with the connid or CONNECTION parameters to
terminate the specific TCP/IP socket endpoint that is identified by its connection
number, connid. You can determine the connection number from the Conn column
in the Netstat COnn/-c or Netstat TELnet/-t display. This version of the
command is the console environment equivalent of the Netstat DRop/-d
commands in the TSO and z/OS UNIX environments.

When the command is issued against a socket endpoint, any outstanding or
subsequent socket calls that refer to the dropped socket terminate with a negative
return code. The socket endpoint that you drop can be a listening TCP server
socket endpoint, a fully connected TCP socket (either server or client connection
endpoint), or a UDP socket endpoint. When you drop a TCP connection or UDP
endpoint, the associated socket does not close. The application that owns the
associated socket is responsible for closing the socket.

Tips:
* You can use this command when you do not want to stop the server itself, but
only want to drop an individual TCP connection with that server.

* You can use this command to stop old TCP connections if they prevent a server
from being restarted. This is sometimes necessary when the server does not
enable the SO_REUSEADDR socket option before binding to its well-known
port.

If you want to terminate all socket activities from a specific sockets application,
terminate the application by using the appropriate mechanism that is provided by
the application. This command can have unpredictable results if it is issued against
a listening socket or UDP socket. Some applications might not handle the
subsequent socket errors as expected. To drop all connections that are associated
with a server application without terminating the listening socket, use the form of
the VARY DROP command specifying a PORT or JOBNAME, as described in the
following information.

Format:

»»—Vary —TCPIP—, s DRop, connid ><
I—procname—| |—CMD=DRop,—| I—CONNecti on=—connid—|

Parameters:

procname
The identifier of the TCP/IP address space. When the procname value is not
specified, there can be only one TCP/IP address space started. If more than
one TCP/IP address space is available and no procname value is specified, the
request will fail with an error message.

CMD=DRop or DRop
Synonymous syntax for parameter used to drop a connection.

CONNection=connid or connid
The connid value is a required parameter. It can be specified by itself or as the
value of the CONNECTION parameter. Issue the Netstat COnn/-c command
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or the DISPLAY TCPIP,NETSTAT,CONN command to obtain the connection
identifier for the TCP/IP socket connection that you want to drop.

For dropping all TCP connections associated with a TCP/IP server:

You can drop all TCP connections associated with a TCP/IP server using the VARY
TCPIP,DROP command by specifying filter parameters to identify the server
whose TCP connections are to be terminated. If more than one server matches the
filter criteria, you must specify additional parameters (for example, JOBNAME and
ASID) to identify which TCP connections of the server will be dropped. When a
TCP connection is dropped, the associated socket does not close. The application
that owns the associated socket is responsible for closing the socket. The following
message is issued to indicate that the command has completed processing:

EZD2013I numconn CONNECTIONS WERE SUCCESSFULLY DROPPED

Tip: Shut down the server before issuing this command to prevent new
connections from using this server. For Sysplex Distributor connections, you can
issue a VARY TCPIP,,SYSPLEX,QUIESCE command. For Load Balancing Advisor
(LBA) connections, issue a MODIFY LBAGENT,QUIESCE command.

Format:

v

»»—\ary —TCPIP—, s DRop,
|—pr‘ocname—| |—CMD=DRop,—|

»——POrt=portnum
—|: l—,JOBNAME=jobname

JOBNAME=jobname |_
,ASID:asidJ

|
l—,ASID=asid—|

Parameters:

procname
The identifier of the TCP/IP address space. When the procname value is not
specified, there can be only one TCP/IP address space started. If more than
one TCP/IP address space is available and no procname value is specified, the
request will fail with an error message.

CMD=DRop or DRop
Synonymous syntax for parameter that is used to drop a connection.

POrt=portnum
The port number parameter is an integer in the range 1- 65535.

Servers that are bound to this port number will have all their TCP connections
reset. If the portnum value specifies a port that has more than one instance of a
server bound to it with either a different jobname or asid value, then either the
JOBNAME value, or the JOBNAME and ASID values must be specified to
identify a unique server instance for which connections will be dropped.

JOBNAME=j0bname
The jobname value specifies the MVS job name of the server with which the
Drop command is to be associated.

¢ If the JOBNAME parameter is specified without the PORT keyword, then all
servers with this jobname value will have their TCP connections dropped
regardless of the port they are bound to.
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¢ If the jobname value specifies a job name that has more than one instance of
a server with that job name but that has a different asid value, then the ASID
parameter must also be specified and all server instances that have a
matching job name and address space ID will have their TCP connections
dropped, regardless of the port they are using.

¢ The environment in which the server runs determines the job name that is to
be associated with a particular server application.

¢ The jobname value can be up to 8 characters in length.

ASID=asid
The asid value specifies the hexadecimal address space ID associated with the
server whose TCP connections are to be dropped. If more than one instance of
that application is found and the jobname value is not unique, you must specify
an asid value to drop TCP connections for all server instances that match this
job name and asid value.

Examples:
The following examples are about dropping TCP/IP socket connections.

* The first example is directed to a TCP/IP address space started by the identifier
TCPPROC and demonstrates how to drop a TCP connection number 5001:
VARY TCPIP,TCPPROC,CMD=DROP,CONNECTION=5001

¢ The next example assumes there is only one TCP/IP address space and
demonstrates how to drop a UDP connection number 6001:

VARY TCPIP,,CMD=DROP,CONNECTION=6001

* This example indicates how to drop all the TCP connections associated with a
server listening on port 75, with job name JOBSRVRI:
VARY TCPIP,,CMD=DROP,PORT=75,J0BNAME=JOBSRVR1

* This example indicates how to drop all the TCP connections associated with a
server listening on port 75, with job name JOBSRVRI in address space 15:
VARY TCPIP,,CMD=DROP,PORT=75,JOBNAME=JOBSRVR1,ASID=15

* This example indicates how to drop all the TCP connections associated with a
server with job name JOBSRVRI in address space 15, regardless of port:

VARY TCPIP,,CMD=DROP,JOBNAME=JOBSRVR1,ASID=15

VARY TCPIP,,OBEYFILE

Use the VARY TCPIP,,OBEYFILE command to update TCP/IP profile configuration
statements to make temporary dynamic changes to the system operation and
network configuration without stopping and restarting the TCP/IP address space.

Guidelines

Before activating new configuration statements with the VARY TCPIP,,OBEYFILE
command, use the VARY TCPIP,SYNTAXCHECK command to verify that the
configuration statements specified by the DSN= or datasetname parameter are free of
syntax errors. For information about the VARY TCPIP,SYNTAXCHECK command,
see|“VARY TCPIP,SYNTAXCHECK” on page 264/

See the [z/0OS Communications Server: IP Configuration Reference| for information
about how different parameter updates take effect with Obeyfile processing.

Format:
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»»—Vary —TCPIP—, |_ _| , |_Obeyfi le, datasetname—_l—N
rocname CMD=0Obeyfile, DSN=—datasetname
p
Parameters:
procname

The identifier of the TCP/IP address space. When the procname value is not
specified, there can be only one TCP/IP address space started. If more than
one TCP/IP address space is available and no procname value is specified, the
request will fail with an error message.

CMD=0BEYFILE or OBEYFILE
Specity this parameter to make temporary dynamic changes to the system
operation and network configuration without stopping and restarting the
TCP/IP address space. These changes are in effect until the TCP/IP cataloged
procedure is started again or until another VARY OBEYFILE overrides them.
Put your changes in the data set specified by the datasetname value. You can
maintain different data sets that contain a subset of the TCP/IP configuration
statements and activate them while TCP/IP is running.

DSN=datasetname or datasetname
The datasetname value is required after specifying the OBEYFILE parameter.
The datasetname value is the name of a data set that contains TCP/IP profile
configuration statements. The datasetname value must be a cataloged and
fully-qualified data set name that is specified without any quotation marks.
The datasetname value can be either a sequential data set or a member in a
PDS. The datasetname value cannot be a z/OS UNIX file. The DSN= parameter
cannot be a z/OS UNIX file or a TCPIP.DATA data set. For more information
about updating TCPIP.DATA configuration statements, see the information
about dynamically changing TCPIP.DATA statements in [z/OS Communications|
[Server: IP Configuration Reference}

Examples:

The following examples are about updating system operation and network

configuration information without stopping and restarting the TCP/IP address

space.

* The first example is directed to a TCP/IP address space started by the identifier
TCPPROC, and assumes the sequential data set USER99.TCPIP.OBEYFIL1
contains TCP/IP profile configuration statements:

VARY TCPIP,TCPPROC,CMD=0BEYFILE,DSN=USER99.TCPIP.OBEYFIL1

* The next example assumes there is only one TCP/IP address space and that
OBEYFIL2 is a member of the PDS USER99.TCPIP and contains TCP/IP profile
configuration statements:

VARY TCPIP,,0,USER99.TCPIP(OBEYFIL2)

Usage:
Tip

Users can be authorized to invoke the command by permitting their user IDs for
CONTROL access to the RACF profile name MVS.VARY.TCPIP.OBEYFILE.

VARY TCPIP,,OSAENTA

Use the VARY TCPIP,,OSAENTA command to control the OSA-Express network
traffic analyzer (OSAENTA) tracing facility in the OSA-Express adapter. You can
use this command to select frames as candidates for tracing and for subsequent
analysis. OSAENTA traces are recorded externally using the TRACE command. See
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the [z/OS Communications Server: IP Diagnosis Guide| for information about the
steps required to perform an OSAENTA trace.

The OSAENTA command consists of two parts.

* The first part defines the OSA that is to be traced and the characteristics of the
tracing.

* The second part turns tracing on or off, or clears the trace settings.

The tracing characteristics are identified by filters that specify under which
conditions a frame should be traced. A frame must meet all of the conditions
specified on the OSAENTA commands for it to be traced. For example, if the
OSAENTA command identifies PROTOcol=TCP and PORTNum=21, then only IP
packets that have both a protocol of TCP and a port number of 21 are traced. Only
one value can be specified for a given filter each time the OSAENTA command is
issued.

Multiple OSAENTA commands can be included in a profile data set and can
control tracing for multiple OSAs. The filters on multiple OSAENTA commands are
cumulative for a given OSA. As each OSAENTA command is issued with filters,
those filters are added to the filters that are already in effect for that OSA. By
using multiple OSAENTA commands, multiple filter values can be assigned to
each filter. There is a limit of eight filter values for each filter for each OSA. For
example, you can specify up to eight IP protocols, up to eight VLAN IDs, and so
on. For IP addresses, you can specify up to eight IPv4 addresses and up to eight
IPv6 addresses. If a frame matches any of the values for that filter, it meets the
condition of that particular filter. For example, if you specify IPaddr=9.67.1.1,
PROTOcol=TCP, and PORTNum=21 on one OSAENTA command for OSA1, and
you specify [IPaddr=9.67.1.2 on another OSAENTA command for OSA1, then all
frames sent to either IP address 9.67.1.1 or 9.67.1.2 with a protocol of TCP and a
port number of 21 are traced.

The OSAENTA command dynamically defines a QDIO interface to the
OSA-Express adapter being traced, called an OSAENTA interface. That interface is
used exclusively for capturing OSA-Express network traffic analyzer traces.

Security Rule: The OSAENTA command enables an installation to trace data from
other hosts connected to an OSA. The trace data collected should be considered
confidential and TCPIP system dumps and external trace files that contain this
trace data should be protected. The OSAENTA command is protected by the
operating system security product. The name of the protected OPERCMDS
resource is MVS.VARY.TCPIP.OSAENTA.

Tips:
* You can specify the parameters for this statement in any order.

* If a keyword on a given command is specified multiple times, the last value
specified is used.

* If an error is found while parsing the OSAENTA command, an error message is
generated and the command is ignored.

Format:

»»—Vary —TCPIP—, |_ _| ,—0SAENTA
procname L‘ Command ’J
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Command:

F—,—PORTNAME=0sa_port_name—,

A,

(1) (2)

EL

Trace Parameters:

,FULL
[

N — Trace Parameters |—
FF — Protocol Type |—
D +— IP Address |7

— Packet Port

— Device Identifier |—

— Ethernet Type |—
— MAC Address |7
L VLAN ID E—

\{

L
224
s ABBREV—:—[abbrev_Zength

l—,CLEARfﬂter—l

»DISCARD=EXCEPTION——

J:l 024—/\J ,DISCARD=ALL———
,DATA=——trace_amount ,DISCARD=NONE——

,DISCARD=discard code—

Y

,NOFILTER=NONE
[ ]

v

|—2147483647

—, FRAMES=

|—trace_(:oun t—l

y

I—,NOFILTER=ALLJ

10080—|
—, TIME= |_
l—trace_time—l

Protocol Type:

,PROTOcOl—=—=
L

,PROTOco1—=—TCP
,PROTOco1—=—UDP

,PROTOCcO1—=—ICMP
,PROTOco1—=—ICMPV6
,PROTOco1—=—protocol_number—
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IP Address:

,IPaddr—=—m=
—F |
/32

,IPaddr—=—ipv4_address
—/num_mask_bits—
—/128

,IPaddr—=—ipvé_address
—/prefix_length—

Packet Port:

, PORTNum—=—=
| [

l—, PORTNum—=—port_number—

Device Identifier:

,DEVICEID—=—x
i

l—,DEVICEID—=—device_id—

Ethernet Type:

,ETHType—=—=
|— yp

,ETHType—=—1IPV4
,ETHType—=—1IPV6
,ETHType—=—ARP
,ETHType—=—SNA

,ETHType—=—=ethernet_type—

MAC Address:

- *.

,MAC
| |_ |
L
»MAC—=—mac_address—

VLAN ID:

, VLANID—=—F—ry
L

|
|:,VLANID—=—vlan_id—
,VLANID—=—ALL

Notes:
1 Each option can be specified only once. The order of options is not important.

2 You must also issue the MVS TRACE command for component SYSTCPOT to
activate the OSAENTA trace. See the |z/OS Communications Server: IP|
[Diagnosis Guide| for details.

z/0S V2R1.0 Communications Server: IP System Administrator's Commands



DISPLAY TCPIP,,NETSTAT,ACCESS,NETWORK report

Parameters:

procname
The identifier of the TCP/IP address space. When the procname value is not
specified, there can be only one TCP/IP address space started. If more than
one TCP/IP address space is available and no procname value is specified, the
request fails with an error message.

OSAENTA
Specifies that this command is for OSAENTA information.

PORTNAME=0sa_port_name
Specifies the name of the OSA port for which tracing is needed. This is the
same port name that is defined on the VTAM TRLE statement PORTNAME
keyword. This parameter is required. Specifies the name of the OSA port for
which tracing is required. This is the same port name that is either defined on
the VTAM TRLE statement PORTNAME keyword or is dynamically created by
VTAM for OSX interfaces (configured with the CHPID parameter) or for OSM
interfaces. This parameter is required. For more information about OSM and
OSX interfaces, see [TCP/IP in an intra ensemble network]in [z/OS|
[Communications Server: IP Configuration Guide]

Tip:

* You are not required to also define OSA-Express to TCP/IP using the
DEVICE/LINK or INTERFACE statement or activate it on the tracing stack
in order to collect trace data from other stacks using that OSA-Express. For
an OSX interface configured with the CHPID parameter or for an OSM
interface, specify the port name according to the VTAM naming convention
for these dynamic TRLEs, and VTAM will dynamically create the TRLE
when you activate the OSAENTA interface. For details about the naming

convention for these dynamically generated TRLESs, see |I Seﬁning aE'

OSA-Express device to z/0OS Communications Server using QDIO|in |z/0O¢|

Communications Server: SNA Network Implementation Guide]

Restriction: Multiple stacks cannot use the tracing function concurrently for a
given OSA.

FULL
Specifies that the entire frame is to be traced, if possible. (An OSA might limit
the amount of data that is actually traced.)

ABBREV={abbrev_length|224}
Specifies the amount of data that is to be traced for each frame.

* You can specify a data length in the range 64—65472 or use the default value
224. The value is rounded up to the next 32 byte boundary.

¢ The ABBREV parameter can be used to control the volume of data stored in
the trace buffers and file.

¢ The actual amount of data traced might be limited by the OSA.

Guideline: Use a large value or the FULL parameter if you want to maximize
the amount of data traced for each packet because TCP segmentation offload
packets are traced before the packet is segmented and can be larger than the
largest frame size on the LAN. See [TCP segmentation offload|in the |z/OS|
[Communications Server: IP Configuration Guide|for information about which
parameters affect the size of TCP segmentation offload packets.
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Restriction: Many OSA models limit the amount of data recorded to 120 bytes.
The OSAENTA command accepts a larger size (or FULL) without any errors,
but the actual trace entries are as if ABBREV=120 is specified.

CLEARFILTER
Clears any previous OSAENTA trace filters for the port specified by the
osa_port_name value.

Guideline: If you specify the CLEARFILTER parameter and the OSAENTA
interface is active, either all are frames traced or no frames are traced,
depending on the setting of the NOFILTER parameter.

Tip: The CLEARFILTER parameter clears all filters. To clear all values for a
single filter, use the OSAENTA command and specify an asterisk (*) for the
filter that you want to use.

DATA={trace_amount | 1024}
Specifies the number of megabytes (MB) of data to be collected before stopping
the trace.
e The minimum value is 1 MB
¢ The default value is 1024 MB
* The maximum value is 2 147 483 647 MB

If a value of 0 is specified, then the maximum value is set.

Result: If the OSAENTA interface is inactive, then the limit specified by the
DATA parameter takes effect when the OSAENTA trace is enabled with the ON
parameter. If the OSAENTA interface is active and the DATA parameter value
is modified, then the stack resets the data counter to 0 and puts the new DATA
limit into effect.

DEL
Removes the OSAENTA interface definition. The OSAENTA interface must be
inactive for you to specify the DEL parameter. To dactivate the OSAENTA
interface, you can respecify the OSAENTA statement with the OFF parameter,
or use the VARY TCPIP,OSAENTA command with the OFF parameter.

DEVICEID={device_id|*}
Specifies the 8-digit hexadecimal value that identifies a host that is sharing the
OSA. This value is in the form csmfclua where the digits have the following
values:
* c¢s — The channel subsystem ID for this datapath device.

* mf — The LPAR multiple image facility ID for the LPAR using this datapath
device.

* ¢l - The control unit logical identifier for this datapath device.
* ua — The unit address for this datapath device.

Each identifier is a 2-digit hexadecimal value in the range 00-FF.

If the frame was either inbound or outbound to the host that is identified by
the device_id value, then the frame meets the criteria for this filter. If the
DEVICEID option has been omitted or if an asterisk (*) is specified, then all
packets meet the criteria for this filter.

Tip: You can obtain the device_idvalues for any user of the OSA by using the

hardware management console (HMC). For a datapath device that is active on
a z/OS stack, you can obtain the device_id value for that datapath device from
message IST21901I of the output from the DISPLAY NET,TRL,TRLE= command.
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DISCARD={ALL|EXCEPTION|NONE|discard code}
Specifies which frames that were discarded by the OSA-Express device should
be traced. Discarded frames include frames that the OSA-Express device could
not transmit outbound or could not forward inbound. Discarded frames that
match the DISCARD= setting are traced whether they match any filters that are
in effect or not.

ALL
All frames discarded by the OSA-Express device are traced. This includes
both exception conditions and more expected discards, such as ARP
packets received for non-registered IP addresses or packets for
non-supported Ethernet types.

EXCEPTION
Frames discarded by the OSA-Express device for exception conditions are
traced. These are frames that are typically discarded for anomalous
conditions. See the following examples of anomalous conditions:

* An inbound IP packet destined for an IP address that is not registered
with the OSA-Express device and no PRIROUTER or SECROUTER
parameter is in effect.

* An outbound IP packet that could not be delivered because no storage
was available within the OSA-Express device.

NONE
No discarded frames are traced.

discard_code
Frames discarded for the reason specified by the discard_code value are
traced. Use this option only under the direction of IBM Service personnel.
Values in the range 1-4087 are accepted. Up to eight discard codes can be
active for one OSA-Express device.

Rule: As with filters, the DISCARD keyword can be specified on multiple
OSAENTA statements. The ALL and NONE options reset any previous
DISCARD values that are in effect; the EXCEPTION option or a discard code
resets a current setting of ALL or NONE. EXCEPTION and discard_code options
are cumulative for a given OSA. If EXCEPTION and discard_code options are
specified on multiple OSAENTA statements, all frames discarded for exception
conditions and all frames discarded for any of the discard codes that are in
effect are traced. When the EXCEPTION option is in effect, a limit of seven
discard codes can be active for one OSA-Express device.

Result: A frame can be traced twice; once when the packet is passed to the
OSA-Express device, and again as a dropped packet during the processing of
the packet.

Guideline: To reset the current set of active discard codes, specify the value
DISCARD=ALL or DISCARD=NONE followed by OSAENTA statements with
the required DISCARD options that you want to specify.

ETHType={IPV4|IPV6|ARP|SNA|ethernet type|*}
Specifies the Ethernet frame type to be traced. This can be specified as one of
the literals IPV4, IPV6, ARP, SNA, or as a hexadecimal number in the range
0600-FFFF (IPV4=0800, IPV6=86DD, ARP=0806, and SNA=80D5). If the
ETHType parameter has been omitted or if an asterisk (*) is specified, then all
packets meet the criteria for this filter.

FRAMES={trace_count|2147483647}
Specifies the number of frames to be recorded before tracing is stopped. The
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minimum value is 100 frames. The maximum value is 2147483647 frames. If
the value 0 is specified, then the maximum value is set.

Result: If the OSAENTA interface is inactive, then the FRAMES parameter
limit takes effect when the OSAENTA trace is enabled with the ON parameter.
If the OSAENTA interface is active and the FRAMES parameter value is
modified, then the stack resets the frame counter to 0 and puts the new
FRAMES parameter limit into effect.

IPaddr={ipv4_address[/num _mask _bits]|ipv6_address[/prefix_length]|*}
Specifies an IP address (either a 32-bit IPv4 address in dotted decimal notation,
or a 128-bit IPv6 address colon hexadecimal notation) to be compared with
both the source and destination addresses of inbound and outbound packets. If
either the source or the destination address of a packet matches the specified
IP address, the frame meets the criteria for this filter. If the IPaddr option is
omitted or if an asterisk (*) is specified, then all packets meet the criteria for
this filter. If the IPaddr filter is specified, then only frames that contain IP
packets or ARP packets are subject to tracing.

If an IPv4 address is specified, then you can specify a /num_mask_bits value in
the range 1-32 to designate a subnet. The default number of bits is 32.

If an IPv6 address is specified, then you can specify an optional prefix_length
value in the range 1-128. The default prefix_length value is 128.

MAC={mac_address |*}
Specifies the 12 hexadecimal digits of the MAC address. The address is
compared with both the source and destination MAC addresses of both
inbound and outbound frames. If either the source or destination address of a
frame matches the specified MAC address, the frame meets the criteria for this
filter. If the MAC option has been omitted or if an asterisk (*) is specified, then
all packets meet the criteria for this filter.

NOFILTER=ALL|NONE
Specifies the filtering behavior when all filters (DEVICEID, MAC, ETHTYPE,
VLANID, IPADDR, PROTOCOL and PORTNUM) have been cleared or are
inactive. This condition can exist if no filters have been specified, if
CLEARFILTER is specified, or when the current setting for every filter is set to
an asterisk (*). When the NOFILTER=ALL setting is in effect, all packets are
traced. When the NOFILTER=NONE setting is specified, no packets are traced.
The NOFILTER parameter applies only to packets that were not discarded by
the OSA-Express device. The DISCARD parameter controls tracing of
discarded packets.

Guideline: If you clear filters using the CLEARFILTER parameter with the
OSAENTA interface active, and specify NOFILTER=ALL, ensure that you also
specify sufficient new filters. The trace buffers are likely to fill up quickly if
you clear all filters without setting new filters to filter out an adequate
percentage of the packets.

OFF
Disables OSA tracing for the port specified by the osa_port_name value by
stopping the OSAENTA interface. The trace parameters and filters remain in
effect if the OSAENTA trace is subsequently re-enabled.

ON Enables OSA tracing for the port specified by the osa_port_name value by
starting the OSAENTA interface using the OSAENTA trace parameters and
filters that are currently in effect. If the OSAENTA interface is already active,
then the ON keyword causes the stack to reset the active counters on the
DATA, FRAMES, and TIME parameter limits.
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Guideline: Ensure that you have specified sufficient trace filters before starting
the trace. The trace buffers are likely to fill very quickly if you activate the
trace with no filters or with a set of filters that does not filter a significant
percentage of the packets.

PORTNum={port_number |}
Specifies a port number in the range 1-65535. The port number is compared
with the destination or source port of both inbound and outbound packets. If
the port of a packet is the same as the specified port number, then the frame
meets the criteria for this filter. This comparison is performed only for packets
using either the TCP or UDP protocol; frames using other protocols are not
traced when a port filter is in effect. If the PORTNum parameter is omitted or
if an asterisk (*) has been specified, then all packets meet the criteria for this
filter. If the port filter is used, only frames containing IP packets are subject to
tracing.

IPSec Encapsulating Security Payload (ESP) packets cannot be traced by
specifying a port number because the TCP or UDP headers are encrypted.

PROTOco1={TCP|UDP|ICMP|ICMPV6|protocol number |}

Specifies the IP protocol type to be traced. This can be specified as one of the
literals TCP, UDP, ICMP, ICMPV6, or as a number in the range 0-255 (ICMP=1,
TCP=6, UDP=17, ICMPV6=58). If the PROTOcol parameter is omitted or if an
asterisk (*) has been specified, then all packets meet the criteria for this filter. If
a PROTOcol value is specified and the frame does not contain an IP protocol
packet, then the frame is not traced. If the PROTOcol filter is used, only frames
containing IP packets are subject to tracing.

Rule: For encapsulated packets, OSAENTA collects packets based on whether
the specified protocol filter matches the outermost packet protocol. For
example, if you specify TCP as the protocol filter and a TCP packet is received
that is encapsulated in an IPSec packet with protocol 50, this TCP packet is not
collected. You must specify Protocol 50 to collect these packets.

TIME={trace_time|10080}
Specifies the number of minutes that trace records are recorded before
stopping. The minimum value is 1 minute. The maximum value is 10 080
minutes (7 days). If a value 0 is specified, then the maximum value is set.

Result: If the OSAENTA interface is inactive, then the TIME parameter limit
takes effect when the OSAENTA trace is enabled with the ON parameter. If the
OSAENTA interface is active and the TIME parameter value is modified, then
the stack resets the time counter to 0 and puts the new TIME parameter limit
into effect.

VLANID={vlIan id|*|ALL}
Specifies a VLAN identifier value, which is a decimal number in the range
0-4094. The ALL keyword specifies that all frames that have a VLAN tag are
included. If the VLANID parameter has been omitted or if an asterisk (*) is
specified, then all frames meet the filter criteria. If a VLAN identifier is
specified and the frame does not contain a VLAN tag or does not match the
VLAN identifier, then the frame is not traced.

The OSAENTA statements are cumulative for a given OSA-Express adapter, and
any subsequent OSAENTA statement processed adds to the filters that are already
in effect for that OSA. To actually change a value for a given filter, several options
are available:
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* Define an OSAENTA statement with a filter value specified by an asterisk (*),
effectively deleting all values for that one filter entirely. Then define subsequent
OSAENTA statements with the new filter values.

* Define an OSAENTA statement with the CLEARFILTER parameter, which
removes all existing filters, and subsequently specify the entire list of filter
attributes that you want to use.

Tip: If the trace is currently enabled, the trace continues to run while each filter is
modified or added. This can become an issue when changing a value for a given
filter as previously described. Because both options involve deleting current filters,
more data than you want is being traced during this time. For a more efficient
trace, first disable the trace (define an OSAENTA statement with the OFF
parameter) before changing filter values.

Examples:
To trace all the packets for a particular application port, enter the following
OSAENTA command:

VARY TCPIP,OSAENTA,PORTNAME=0sa4,ON,PORTNUM=21

Usage:

* You can use the Netstat DEvlinks/-d command to display the current OSAENTA
trace settings.

* When the DATA, FRAMES, or TIME values are exceeded, the stack disables the
OSAENTA trace, but this does not happen immediately. Trace records from the
OSA continue to be recorded until the stack has successfully contacted the
adapter to stop the OSAENTA trace.

* To verify that the Ctrace component SYSTCPOT is active for a stack, issue
DISPLAY TRACE,COMP=SYSTCPOT,SUB=(tcpip_procname)

e To write the data to the external writer, use the MVS
TRACE,CT, WTRSTART=writer_procedure command to start the writer and the
TRACE CT,ON,COMP=SYSTCPOT,SUB=(tcpip_procname) command to connect to
the writer.

* The last buffer trace data are not written to the external writer until the writer
has been disconnected from TCPIP and stopped.

* The TRACE CT,OFF,COMP=SYSTCPOT,SUB=(tcpip_procname) command stops
the recording of trace data into TCPIP buffers and to the external writer. It does
not stop the receipt of trace data from the OSA. A TRACE ON command is
required to start recording of the trace data into the buffers. To halt the receipt
of trace data from the OSA, specify the OSAENTA statement with the OFF
parameter, or use the VARY TCPIP,,OSAENTA command with the OFF
parameter.

* Users can be authorized to invoke the command by permitting their user IDs for
CONTROL access to the RACF profile name MVS.VARY.TCPIP.OSAENTA.

The following differences exist between OSAENTA and PKTtrace:

¢ The PKTTRACE command can collect only data for a single TCPIP stack. The
OSAENTA command can collect data for other stacks sharing the OSA.

* The PKTtrace data collection starts immediately. The OSAENTA data collection
is not started until the ON parameter is used.

* Each PKTtrace command or statement is one set of filters. OSAENTA command
filters accumulate across multiple OSAENTA commands or statements.
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VARY TCPIP,,PKTTRACE
Use the VARY TCPIP,,PKTTRACE command to set up tracing.

Format:

»»—Vary —TCPIP—, |_ _| ,—PKTtrace
procname L‘ Command ’J

Command:

ON v

(1) (@)

v
A

LINKName—=—#—, ——«—
LINKName—=—1ink_name—,—

INTFName—=—*—,
INTFName—=—intf_name—,—

Packet Length:

Packet Length

e
CLEAR:

Protocol Type

Packet Dest Address

s
Packet Source Port
Packet Dest Port
Packet Port Number

Packet Discard Code

,FULL
[

T—f‘r

Tl

| L =260
,ABBREV

Protocol Type:

‘—=—abbrev_length—

| |—, PROT I
,PROT—=—TCP
,PROT—=—-UDP
,PROT—=—TICMP
,PROT—=—ICMPV6
»PROT—=—protocol_number—

Packet Dest Address:

—, [Paddr—=—=

—»SUBNet—=—255.255.255.255—

—, IPaddr—=—1ipv4_address

—,IPaddr—=—1ipv6_address

—, SUBNet—=—subnet_mask

—/num_mask_bits
—/128

_/prefixLength—
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Packet Source Port:

r,SRCPOY‘t =—%

l—,SRCPort—=—source_port—

Packet Dest Port:

,DESTport—=—=
L

|—,DESTport—=—destination_port—

Packet Port Number:

» PORTNUM—=—
i

l—, PORTNUM—=—port_number—

Packet Discard Code:
DISCard=NONE———
r

|
DISCard=+———
DISCard=ALL————

DISCard=reason_code—

Notes:
1 Each option can be specified only once. The order of options is not important.

2 The MVS TRACE command must also be issued for component SYSTCPDA
to activate the packet trace. See the [z/OS Communications Server: IP|
[Diagnosis Guide]| for details.

Parameters:

procname
The identifier of the TCP/IP address space. When the procname value is not
specified, there can be only one TCP/IP address space started. If more than
one TCP/IP address space is available and no procname value is specified, the
request will fail with an error message.

PKTtrace
Specifies this command is for PKTTRACE information.

LINKName=1ink_name
INTFName=intf _name

Specifies the name of the network interface that is defined on a preceding
LINK or INTERFACE statement. If the LINKName/INTFName parameter is
omitted or if an asterisk (*) is specified for either parameter, the PKTTRACE
parameters apply to all IPv4 and IPv6 interfaces.

To facilitate defining packet tracing when many interfaces are involved, use the
PKTTRACE statement with the LINKName=* or INTFName="* option to define
packet tracing characteristics for the majority of the interfaces. Then use
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individual PKTTRACE statements with specific LINKName/INTFName
parameters for each interface that must be defined differently from the
majority.

The LINKName and INTFName parameters are interchangeable.

Turns on packet tracing, clears all settings previously defined and refreshes just
the default settings.

If you use LINKName="* or INTFName=* and all other parameters are defaults,
even if the defaults are specified, the command results replaces any existing
trace structures for all existing IPv4 and IPv6 interfaces.

If you use LINKName=/ink_name or INTFName=* and another non-default
parameter, the command results are added to any existing trace structures.
However, if the existing trace structure for link_name or intf_name is all
defaults, the existing trace structure will be discarded.

Disables packet tracing for the interfaces specified and removes the
characteristics defining how they should be traced.

If LINKName=* or INTFName=* and all other parameters are defaults, all trace
structures are deactivated and removed from all existing IPv4 and IPv6
interfaces.

If LINKName=* or INTFName=* and PROT=UDDP, all trace structures for all
resources are analyzed; any matches are removed. If no trace structures remain,
trace is deactivated for that resource.

If LINKName=link_name or INTFName=intf _name and there are no other
parameters, all trace structures for link_name or intf_name are deactivated and
removed.

If LINKName=link_name and IP=127.0.0.1 or INTFName=intf_name and IP=:1,
that particular trace structure is removed if it is found. If there is only one
trace structure, then that structure is removed and trace is deactivated for that
resource.

CLEAR

Disables packet tracing for the interfaces specified and removes the
characteristics that define how the interfaces should be traced.

FULL

Specifies that the entire IP packet is to be traced.

ABBREV

Specifies that a truncated portion of the IP packet is to be traced. You can
specify a length in the range 0 - 65,535 or use the default of 200. The ABBREV
parameter can be used to reduce the volume of data stored in the trace file.

Note: The protocol headers are always included even if they exceeds the
ABBREYV value.

PORTNUM

Specifies a port number that is compared with the destination port and source
port of inbound and outbound packets. You can use this parameter instead of
using the SRCPORT and DESTPORT parameters. The port number is an
integer in the range 1 - 65,535. If the destination port or source port of a packet
is the same as the specified port number, the packet is traced. This comparison
is performed only for packets that use the TCP or UDP protocol; packets using
other protocols are not traced. If the PORTNUM parameter is omitted and the
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SRCPORT and DESTPORT parameters are also omitted, the port numbers of
packets are not checked. If an asterisk (*) is specified, packets of any protocol
and of any destination or source port are traced.

IPSec Encapsulating Security Payload (ESP) packets cannot be traced by port
number because the TCP or UDP headers are encrypted.

Guideline: SRCPORT and DESTPORT parameters should not be specified on
the same PKTTRACE statement as the PORTNUM parameter. When the
PORTNUM parameter is specified after the DESTPORT or SRCPORT
parameters, the DESTPORT and SRCPORT parameters are ignored.

PROT
Specifies the protocol type to be traced. This can be specified as one of the
literals TCP, UDP, ICMP, or ICMPV6, or as a number in the range 1 - 255
(ICMP=1, TCP=6, UDP=17, and RAW=255). If the PROT parameter is omitted
or an asterisk (*) is specified, packets of any protocol are traced.

IPaddr
Specifies an IP address (either a 32-bit IPv4 address in dotted decimal notation,
or a 128-bit IPv6 address colon hexadecimal notation) that is compared with
both the source and destination addresses of inbound and outbound packets. If
either the source or destination address of a packet matches the specified IP
address, the packet is traced. If the IP option is omitted, or an asterisk (*) is
specified, then all IP addresses are traced.

If an IPv6 address is specified, then an optional prefixLength (range 1 - 128) is
allowed. IPv4 addresses and IPv4-mapped IPv6 addresses are treated as
equivalent addresses. The default prefixLength is 128. If an IPv4 address is
specified, then /num_mask_bits can be used. The num_mask_bits and SUBNET
values are mutually exclusive. An error message is displayed if both are coded.

SUBNET
Valid only with IP=ipv4_address. Specifies a subnet mask that applies to the
host and network portions of the IP address specified on the IP=ipv4_address
parameter. The subnet mask must be specified in dotted decimal notation and
must be specified in conjunction with the IP=ipv4_address parameter. With an
IPv4 address specified, the /num_mask_bits can be used. The num_mask_bits
and SUBNET are mutually exclusive. An error message is displayed if both are
coded.

SRCPORT
Specifies a port number that will be compared with the source port of inbound
and outbound packets. The port number is an integer in the range 1 - 65,535. If
the source port of a packet is the same as the specified port number, the packet
is traced. This comparison is performed only for packets using either the TCP
or UDP protocol; packets using other protocols are not traced. If the SRCPORT
parameter is omitted, there is no checking of the source port of packets. If an
asterisk (*) is specified, packets of any protocol and any source port are traced.
If the SRCPORT and PORTNUM parameters are omitted, or if an asterisk (*) is
specified for the SRCPORT parameter, the source port of packets is not
checked.

IPSec Encapsulating Security Payload (ESP) packets cannot be traced by port
number because the TCP or UDP headers are encrypted.

DESTPORT
Specifies a port number that will be compared with the destination port of
inbound and outbound packets. The port number is an integer in the range 1 -
65,535. If the destination port of a packet is the same as the specified port
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number, the packet is traced. This comparison is performed only for packets tat
use the TCP or UDP protocol; packets using other protocols are not traced. If
the DESTPORT and PORTNUM parameters are omitted or if an asterisk (*) is
specified for the DESTPORT parameter, the destination port of packets is not
checked.

IPsec Encapsulating Security Payload (ESP) packets cannot be traced by port
number because the TCP or UDP headers are encrypted.

DISCARD
Specifies the IP packet discard reason code of the packets which should be
traced. All IP packets contain a discard reason code that is normally set to 0.
When the TCP/IP stack decides to discard a packet, a specific discard reason
code is set in this field. See [[P Discard reason codes|information in
[Communications Server: IP and SNA Codes| for a list of all the discard reason
codes. Normally, the TCP/IP stack does not trace discarded packets. You must
specify a DISCARD value other than NONE in order to trace discarded
packets.

NONE
Specifies that only IP packets that were not discarded should be traced.
This is the default value.

*  The DISCARD parameter is not applied to the selection of packets. All
packets are traced.

ALL
Specifies that IP packets with a nonzero discard reason code should be
traced. Specifying this value results in tracing all discarded packets.

reason_code
Specifies that only IP packets with the specified discard reason code should
be traced. Valid reason_code values are numbers in the range 4096 -20,479.
The value 0 can also be specified, which is the equivalent of specifying
DISCARD=NONE.

Tips:
* Specifying the SRCPORT, DESTPORT, IPADDR, PORTNUM, or PROTOCOL
parameters might prevent malformed packets from being traced.

* A packet might be traced twice, once at the lower level IP layer when a packet
arrives, and again as a discarded packet in an upper level protocol layer of
TCP/IP.

You can use one packet trace profile statement per discard reason code. You can
also specify a packet trace statement with the DISCARD=ALL option to trace all
packets that are dropped. The other specified parameters further identify which
discarded packets are traced. The following example collects packets with the
discard reason code 4138 on all TCP and UDP packets that specify the PORT
number 20.

PKTTRACE ON,DISCARD=4138,PORTNUM=20

Examples:
To trace all packets for a particular application port, enter the following two
PKTTRACE commands:

v tcpip,,pkt,on,dest=21
v tcpip,,pkt,on,srcp=21
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The two commands will capture all the packets received and all the packets sent
for a particular port. If other options are specified, then they should be the same
on both commands.

Usage:

* The results are cumulative when you issue multiple PKTTRACE commands. Use
the NETSTAT DEvlinks (netstat -d) command to display the results. An IP
packet is traced according to the first setting that matches. You might need to
issue the CLEAR command to reset active PKTTRACE filters if existing filters
are not needed before you enable new PKTTRACE filters

* Users can be authorized to invoke the command by permitting their user IDs for
CONTROL access to the RACF profile name MVS.VARY.TCPIP.PKTTRACE.

VARY TCPIP,,PURGECACHE
Use the VARY TCPIP,,PURGECACHE command to delete the ARP cache entries or
neighbor cache entries for an interface.

Format:

»»—Vary —TCPIP—, |_ _| ,—PURGECache,name »><
procname

Parameters:

name

The interface name of the cache that is to be purged.

If the name value matches an IPv4 interface name, the local ARP cache or the
outboard OSA cache entries (for QDIO token ring and QDIO Ethernet) for that
interface is purged. If the name matches an IPv6 interface name, the IPv6
neighbor cache for that interface is purged.

Note:

1. Purging of the OSA outboard cache entries requires a level of microcode
that supports the Flush ARP table ARP Assist Option Request. When this
command is issued against an IPv4 QDIO token ring or Ethernet interface
and the OSA-Express device is shared by multiple stacks, then this
command purges the ARP cache for all stacks that share the OSA (because
an OSA-Express device maintains a single ARP cache for all stacks that
share it).

2. Translate entries are not deleted for ATM or LCS interfaces.

For ATM, the following conditions apply:
* PVC and ATMARP server entries are not deleted.

* ACTIVE SVC entries are not deleted because TCP/IP processing
periodically validates these entries.

* A clear might be needed for SVC entries that are not ACTIVE. When the
asynchronous clear completes, the entries are deleted.

Examples:
The following example shows how to use PURGECache.
* From TSO:

netstat arp all
MVS TCP/IP NETSTAT CS VIR9 TCPIP Name: TCPCS
Querying ARP cache for address 9.67.113.1
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Interface: TR1 IBMTR: 000OBC6AA1B88
Route info: 0000

Querying ARP cache for address 9.67.113.61
Interface: TR1 IBMTR: 08005A8B2EC7

Route info: 02A0

READY

* On MVS console:

v tcpip,,purgec,trl

PROCESSING COMMAND: VARY TCPIP,,PURGEC,TR1
COMMAND PURGECACHE COMPLETED SUCCESSFULLY
PURGECACHE PROCESSED FOR LINK TR1

¢ From TSO:

netstat arp all
MVS TCP/IP NETSTAT CS VIR9 TCPIP Name: TCPCS
Querying ARP cache for address 9.67.113.61
Interface: TR1 IBMTR: 08005A8B2EC7
Route info: 02A0
READY

Usage:
Users can be authorized to invoke the command by permitting their user IDs for
CONTROL access to the RACF profile name MVS.VARY.TCPIPPURGECACHE.

VARY TCPIP,,START or VARY TCPIP,,STOP
Use the VARY TCPIP,, START command to start a device or interface. Use the
VARY TCPIP,STOP command to stop a device or interface.

Format:

»»—Vary —TCPIP—, s STArt ,device_name > <
|—procnameJ |:STOp——I_[, inter face_nameJ

Parameters:

procname

The identifier of the TCP/IP address space. When the procname value is not
specified, there can be only one TCP/IP address space started. If more than
one TCP/IP address space is available and no procname value is specified, the
request will fail with an error message.

STArt
Start a device or interface known to TCP/IP.

STOp
Stop a device or interface known to TCP/IP.

device_name
The name of the device to be started or stopped.

interface_name

The name of the interface to be started or stopped.

Examples:

The following example shows how to start a device:
V TCPIP,,START,DEVDOO

EZZ0060I PROCESSING COMMAND: VARY TCPIP,,START,DEVDOO

Usage:
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* Users can be authorized to invoke the command by permitting their user IDs for
CONTROL access to the RACF profile name MVS.VARY.TCPIP.STRTSTOP.

* When the VARY START command is used for XCF connection (specifying the CP
name of the other node), the ISTLSXCF major node must be active on both
nodes and the XCF TRLE for the connection must be active.

VARY TCPIP,,SYNTAXCHECK

Use the VARY TCPIP,SYNTAXCHECK command to check the syntax of TCP/IP
profile configuration statements without affecting the system operation or network
configuration.

Subject to the restrictions listed below, you can direct this command to any TCP/IP
stack that is of the same release level as the profile statements in the profile data
set. The profile statements do not need to be related in any way to the active
configuration.

Restriction: The VARY TCPIP,,SYNTAXCHECK command makes no attempt to update
the active configuration; therefore, it does not detect and report conflicts with the
active configuration. The following list shows some examples of the conflicts with
the active configuration that VARY TCPIP,,SYNTAXCHECK cannot detect:

* Defining an interface more than once
* Deleting an interface that is not currently configured
* Defining an IPv6 interface on an IPv4-only stack

Format:

»»—Vary —TCPIP—, |_ _| ,—SYNTAXCHECK—,—datasetname ><
procname

Parameters:

procname

The identifier of the TCP/IP address space. When the procname value is not
specified, only one TCP/IP address space can be started. If more than one
TCP/IP address space is available and no procname value is specified, the
request fails with an error message.

SYNTAXCHECK
Specify this parameter to check the syntax of profile statements without
applying any changes to the system operation and network configuration. Put
your profile statements in the data set specified by the datasetname value.

datasetname
The datasetname value is required if you specify the SYNTAXCHECK
parameter. The datasetname value is the name of a data set that contains
TCP/IP profile configuration statements. The datasetname value must be a
cataloged and fully-qualified data set name that is specified without any
quotation marks. The datasetname value can be either a sequential data set or a
member in a PDS.

Result: Syntax checking continues with any data set specified on an INCLUDE
statement.

Restriction: The datasetname value cannot be the name of a z/OS UNIX file or
a TCPIP.DATA data set.
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Usage:

Guidelines

* If you have defined the resource profile MVS.VARY.TCPIP.SYNTAXCHECK in
class OPERCMDS, authorize users to invoke the command by granting their
user IDs CONTROL access to the resource profile.

* Issue this command to verify the statements in datasetname are free of syntax
errors before activating the profile as the initial profile or with the VARY
TCPIP,,OBEYFILE command.

* You do not need to direct this command to the TCP/IP stack that will use
datasetname unless your profile contains MVS system symbols. If your profile
contains MVS system symbols, you must direct this command to the TCP/IP
stack that will activate datasetname for consistent resolution of the MVS system
symbols.

* If your profile does not contain MVS system symbols, you can check the profile
statement syntax by using any TCP/IP stack or host that supports the VARY
TCPIP,,SYNTAXCHECK command, and that supports the statements in your profile.
For consistent syntax checking, check the datasetname statement syntax by using
a TCP/IP stack of the same z/OS release level as the TCP/IP stack that will
activate datasetname.

Requirements

* Because syntax checking might stop for the current statement after a syntax
error is detected, you must issue the command again after fixing any syntax
errors reported by this command to ensure all syntax errors have been detected.

* For syntax checking consistency, you must run this command on a system of the
same release level as the system that will activate the datasetname statements.

Results
* The profile is parsed and syntax errors are reported.
* No configuration changes are applied.

* No SMF events are generated.

The VARY TCPIP,,SYNTAXCHECK command makes no attempt to update the active
configuration; therefore, it does not detect and report conflicts with the active
configuration. The following list shows some examples of the conflicts with the
active configuration that VARY TCPIP, ,SYNTAXCHECK cannot detect:

* Defining an interface more than once
* Deleting an interface that is not currently configured
* Defining an IPv6 interface on an IPv4-only stack

VARY TCPIP,,SYSPLEX
Use the VARY TCPIP,SYSPLEX command to change the sysplex configuration of
the TCP/IP stack.

Format:

»—Vary —TCPIP—, . >
|—procnameJ
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»-SYSplex,——LEAVEgroup ><
—JOINgroup
—DEACTivate,DVIPA=dvipa
—REACTivate,DVIPA=dvipa
—QUIesce,POrt=portnum

I—,JOBNAME=jobname |
|—,ASID=as z'dJ

—QUIesce,JOBNAME=jobname

|—,ASID=as idJ
—QUIesce, TARGET
—RESUME, POrt=portnum

I—,JOBNAME=jobname |
|—,ASID=asid—|
—RESUME , JOBNAME=jobname

|—,ASID=a$idJ

—RESUME, TARGET

Parameters:

procname
The identifier of the TCP/IP address space. When the procname value is not
specified, there can be only one TCP/IP address space started. If multiple
TCP/IP address spaces are available and no procname value is specified, the
request fails with an error message.

SYSplex
Requests to change a TCP/IP stack's DVIPA sysplex characteristics.

LEAVEgroup
Requests the TCP/IP stack to leave the sysplex group.

This causes the stack to leave the sysplex group, delete all dynamic DVIPAs,
and deactivate all its configured VIPADYNAMIC definitions. The
VIPADYNAMIC configuration information is retained for possible future use
by the SYSPLEX,JOINGROUP command.

To rejoin the sysplex group it is necessary to issue a VARY
TCPIP,SYSPLEX,JOINGROUP operator command, which also reprocesses the
stack's saved VIPADYNAMIC configuration.

Guideline: Do thisk only as a last resort if the operator has determined that
this sysplex member is not functioning correctly and if the only other
alternative would be to force the stack down. For more information, see
sysplex problem detection and recovery| information in the
Communications Server: IP Configuration Guidel

Tip: The Netstat VIPADCFG/-F report can be used to view the saved
VIPADYNAMIC configuration.

JOINgroup
Requests the TCP/IP stack to join the sysplex group.

When this command is issued, if VTAM is not running or if the DELAYJOIN
parameter is configured for GLOBALCONFIG SYSPLEXMONITOR and
OMPROUTE is not initialized, the join does not take place until after VTAM
(and OMPROUTE, if DELAYJOIN is configured) is initialized. If this command
is issued after the stack has left the sysplex group, it also reprocesses the
stack's saved VIPADYNAMIC configuration.

If NOJOIN is configured on the GLOBALCONEFIG SYSPLEXMONITOR
statement, the JOINgroup command overrides NOJOIN. When you issue the
JOINgroup command, the TCP/IP stack joins the sysplex group, as long as
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VTAM is running and OMPROUTE is initialized (if the DELAYJOIN parameter
is also configured for GLOBALCONFIG SYSPLEXMONITOR).

Tip: The Netstat VIPADCFG/-F report can be used to view the saved
configuration prior to issuing the JOINgroup command.

Restriction: You cannot use this command to cause the stack to rejoin the
sysplex group if the Sysplex Problem Detection cleanup function was
unsuccessful and message EZZ9675E was issued, or if a previous attempt to
process the saved VIPADYNAMIC configuration and join the TCP/IP sysplex
group failed and message EZD1194 was issued. If either has occurred, you
must restart the stack before it will be able to rejoin the sysplex group.

DEACTivate
Requests the TCP/IP stack to deactivate a dynamic VIPA. When you deactivate
a dynamic VIPA, it appears as though the DVIPA has been deleted, but the
DVIPA's configuration is saved.

DVIPA=dvipa
dvipa is the IPv4 address, IPv6 address, or IPv6 interface name of a
dynamic VIPA (DVIPA) that is currently defined by VIPADEFINE or
VIPABACKUP on this stack. The DVIPA can be in ACTIVE, BACKUP,
or MOVING status.

The stack deactivates the DVIPA and ends any distribution for that DVIPA
being done by this stack. The DVIPA configuration and any VIPADISTRIBUTE
definitions are saved, and the deactivated DVIPA continues to be counted
toward the maximum number of DVIPAs that can be defined on the stack. If
there are existing connections to the DVIPA on this stack and there is another
stack able to maintain the connections, the DVIPA is kept in QUIESCING
status until the last connection terminates, and then the DVIPA is deactivated.

Guidelines:

¢ Deactivating an active DVIPA while the stack is part of the sysplex group
allows an already-configured backup stack to takeover the DVIPA. (The
stack that is serving as a backup for this DVIPA should have OMPROUTE
active so that when it takes over the DVIPA it has the capability to advertise
to others that it is the new owner).

¢ Deactivating a sysplex distributor DVIPA does not prevent the DVIPA from
being marked as a target for distribution from another stack. As long as the
application remains active on the stack, new connection requests can be
distributed to it.

¢ Deactivating a backup DVIPA while the stack is part of the sysplex group
makes the stack ineligible to takeover the DVIPA.

* This command can be issued after a stack has left the sysplex group.
Because all the stack's DVIPA definitions are inactive while the stack is out
of the group, the DVIPA is marked deactivated. If the stack later rejoins the
group and restores its VIPADYNAMIC configuration, the DVIPA remains
deactivated.

* A deactivated DVIPA can be reactivated using the VARY
TCPIP,SYSPLEX,REACTIVATE command.

Restriction: You cannot deactivate a VIPARANGE DVIPA created by BIND,
SIOCSVIPA or SIOCSVIPAG ioctl, or the MODDVIPA utility.
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REACTivate
Requests that the TCP/IP stack redefine a deactivated dynamic VIPA using its
saved configuration.

DVIPA=dvipa
dvipa is the IPv4 adddress, IPv6 address, or IPv6 interface name of a
dynamic VIPA (DVIPA) that has been deactivated.

The stack will reestablish the DVIPA and any distribution for that DVIPA,
based on the configuration that was saved when the DVIPA was deactivated.

Guidelines:

* Reactivating a VIPADEFINE DVIPA while the stack is part of the sysplex
group allows a stack to take back the DVIPA.

* Reactivating a VIPABACKUP DVIPA while the stack is part of the sysplex
group makes the stack again an eligible backup for the DVIPA, but does not
typically trigger an immediate activation of the DVIPA. An exception to this
behavior occurs when the following conditions are met:

— The reactivated DVIPA's VIPABACKUP profile statement specified the
MOVEABLE parameter.

— The DVIPA is not active elsewhere in the sysplex.

* This command can be issued after a stack has left the sysplex group.
Because all the stack's DVIPA definitions are inactive while the stack is out
of the group, the DVIPA is marked as reactivated. If the stack later rejoins
the group and restores its VIPADYNAMIC configuration, the DVIPA
definition is restored.

QUIesce
Requests that the specified application, or all applications on a particular
TCP/IP stack, be quiesced from DVIPA sysplex distributor workload balancing.
After the command is issued, sysplex distributor will no longer route new TCP
connection requests to the specified applications. Existing connections to these
applications are not affected. This command must be issued on the local
system where the applications are to be quiesced. This command can be useful
in scenarios where you would like to temporarily divert new TCP connection
requests away from a specific application or target system. One such scenario
is when a particular application or system is to be shutdown (for example, in
order to apply maintenance). Issuing this command prior to the shutdown can
allow applications to gracefully complete any existing workload requests.
PORT, JOBNAME or TARGET parameters must be specified following the
QUIESCE keyword.

POrt=portnum
The port number parameter is an integer in the range 1 — 65 535 and is
optional. Applications bound to this port number are excluded from
DVIPA sysplex distributor workload balancing (they do not receive new
TCP connection requests from sysplex distributor). If the portnum value
specifies a port that has more than one instance of an application bound to
it with either a different jobname or asid value, then either the JOBNAME
value or the JOBNAME and ASID values must be specified to identify a
unique specific application instance to be quiesced. PORT or TARGET
parameters must be specified following the QUIESCE keyword.

JOBNAME=jobname
The jobname value specifies the MVS job name of the application with
which the Quiesce command is associated.
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¢ If the JOBNAME parameter is specified without the PORT keyword,
then all applications with this jobname or asid value are quiesced
regardless of the port they are bound to.

¢ If the jobname value specifies a job name that has more than one instance
of an application with that job name but that has a different asid value,
then the ASID parameter must also be specified and all application
instances that have a matching job name are quiesced, regardless of the
port they are using.

¢ The environment in which the application runs determines the job name
that is to be associated with a particular client or server application.

* The jobname value can be up to 8 characters in length and is optional.

Guidelines:
* Applications submitted as batch jobs use the batch job name.

* Job names associated with applications started from the MVS operator
console using the START command are determined as follows:

— If the START command is issued with the name of a member in a
cataloged procedure library (for example, S APP1), the job name is the
member name (for example, APP1).

— If the member name on the START command is qualified by a started
task identifier (for example, S APP1.ABC), the job name is the started
task identifier (for example, ABC).

— The JOBNAME parameter can also be used on the START command
to identify the job name (for example, S APP1,JOBNAME=XYZ).

— The JOBNAME parameter can also be included on the JOB card.

* Applications run from a TSO user ID use the TSO user ID as the job
name.

* Applications run from the z/OS shell normally have a job name that is
the logged on user ID plus a one-character suffix.

* Authorized users can run applications from the z/OS shell and use the
_BPX_JOBNAME environment variable to set the job name. In this case,
the value specified for the environment variable is the job name.

* z/0OS UNIX applications started by INETD typically use the job name of
the INETD server plus a one-character suffix.

ASID=asid
The asid value is optional and specifies the hexadecimal address space
ID associated with the application to be quiesced. If the portnum value
specifies a port that has more than one instance of that application
bound to it and the jobname value is not unique, then you can specify
an asid value to quiesce all application instances that match this port,
job name, and asid value.

Guidelines:

¢ This command must be issued on the system and the TCP/IP stack where
the application instance is running.

¢ This command applies to a single TCP/IP stack's application instance. If the
server needs to be quiesced over multiple stacks in a CINET environment,
the command would need to be issued on each stack.

* Any sysplex distributor timed affinities will be terminated. Existing
connections are not affected.
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* The quiesce state is associated with the application's active listening socket.
If the application is recycled or if the application closes and opens a new
listening socket on the specified port, the socket will no longer be in a
quiesced state.

e If the application is bound to the unspecified address, it can continue to
receive connection requests that are not using a distributed DVIPA as the
destination IP address.

¢ Applications quiesced with the PORT= option can be resumed by issuing a
RESUME command.

Rule: When applications are quiesced using the PORT= or JOBNAME= option
followed by a quiesce TARGET option for the stack on which those
applications reside, you can no longer resume individual applications using the
PORT= or JOBNAME-= option. Instead, you must resume the entire TCP/IP
stack using the TARGET option.

Tips:

e The Netstat ALL command can be issued as follows to determine which
applications have been quiesced: QUIESCED DEST | NO.

* When an application is quiesced, the ready count (Rdy) field that appears on
the Netstat VDPT display (issued on the sysplex distributor routing stack) is
decremented. If no other applications are listening on this port on this target
TCP/IP stack, the count is zero.

TARGET
Requests that all applications on this TCP/IP stack be quiesced from
DVIPA sysplex distributor workload balancing. Existing connections are
not affected.

Guidelines:

* This command must be issued on the system and the TCP/IP stack that
is being quiesced.

* This command applies to a single TCP/IP stack. If an entire system with
multiple TCP/IP stacks in the CINET environment needs to be quiesced,
then a command needs to be issued for each TCP/IP stack on the
system.

* Any sysplex distributor timer-based affinities are terminated. Existing
connections are not affected.

* While sysplex distributor will no longer route new distributed DVIPA
TCP connection requests to this TCP/IP stack, any TCP connections that
do not specify a distributed DVIPA address as the destination IP address
continue to be serviced by this TCP/IP stack.

¢ The QUIESCE state for a TARGET persists for all applications (existing
and new) running on this TCP/IP stack, until the TCP/IP stack is
recycled or a V TCPIP,RESUME, TARGET command is issued.

* When an entire TCP/IP stack is quiesced using the TARGET option, you
cannot resume individual applications for workload distribution. You
can, however, resume distribution for the entire TCP/IP stack using the
V TCPIP,RESUME, TARGET command.

* When an entire TCP/IP stack is quiesced using the TARGET option, a
quiesce for an individual application on that target stack is ignored.

Tips:

* The Netstat ALL command can be issued to determine which
applications have been quiesced: QUIESCED DEST INO
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* When a TCP/IP stack is quiesced, the ready count (Rdy) field that
appears on the Netstat VDPT display (issued on the sysplex distributor
routing stack) will be zero for all entries associated with this target
TCP/IP stack.

RESUME

Requests that the specified application or all applications associated with a
TCP/IP stack be resumed for DVIPA sysplex distributor workload balancing
(become eligible for new TCP connection requests). A PORT, JOBNAME or
TARGET value must be specified following the RESUME keyword.

POrt=portnum
The portnum value is an integer in the range 1 — 65 535. Applications
bound to this port number will be resumed for DVIPA sysplex distributor
workload balancing. If the portnum value specifies a port that has more
than one instance of an application bound to it, then either the JOBNAME
value or the JOBNAME and ASID values must be specified to identify a
unique specific application instance to be resumed. PORT or TARGET
value must be specified following the RESUME keyword.

JOBNAME=jobname
The jobname value specifies the MVS job name of the application with
which the resume command is associated.

If the JOBNAME parameter is specified without the PORT keyword,
then all applications with this jobname or asid value are resumed,
regardless of the port they are bound to.

If the jobname value specifies a job name that has more than one
instance of an application with that job name but with a different
asid value, then you must also specify the ASID parameter and all
application instances that have a job name that matches are resumed
regardless of port value.

The environment in which the application runs determines the job
name that is to be associated with a particular client or server
application.

The jobname value is optional and can be up to 8 characters in
length.

Guidelines:

Applications submitted as batch jobs use the batch job name.

The job name associated with applications started from the MVS

operator console using the START command will be determined as

follows:

— If the START command is issued with the name of a member in a
cataloged procedure library (for example, S APP1), the job name
will be the member name (for example, APP1).

— If the member name on the START command is qualified by a
started task identifier (for example, S APP1.ABC), the job name
will be the started task identifier (for example, ABC).

— The JOBNAME parameter can also be used on the START
command to identify the job name (for example, S
APP1,JOBNAME=XYZ).

— The JOBNAME value can also be included on the JOB card.

Applications run from a TSO user ID use the TSO user ID as the job
name.
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* Applications run from the z/OS shell normally have a job name that
is a combination of the logged on user ID plus a one-character
suffix.

* Authorized users can run applications from the z/OS shell and use
the _BPX_JOBNAME environment variable to set the job name. In
this case, the value specified for the environment variable is the job
name.

* z/0S UNIX applications started by INETD typically use the job
name of the INETD server plus a one-character suffix.

ASID=asid
The optional asid value defines the hexadecimal address space ID that
is associated with the application to be quiesced. If the portnum value
specifies a port that has more than one instance of an application
bound to it and the job name is not unique, then you can specify an
asid value to quiesce all application instances that match this portnum,
jobname, and asid value.

TARGET
Requests that all applications on this TCP/IP stack be resumed for DVIPA
sysplex distributor workload balancing. PORT or TARGET must be specified
following the RESUME keyword.

Guidelines:

¢ This command must be issued on the stack that is quiesced or the stack
where the quiesced application instance is running.

* This command applies to a single TCP/IP stack's application instance. If the
server needs to be resumed over multiple stacks in a CINET environment,
the command would need to be issued on each stack.

* RESUME with the TARGET option is the only valid command following a
QUIESCE with the TARGET option command.

Examples:
To request a stack to delete all its dynamic VIPAs and leave the sysplex group:
VARY TCPIP,,SYSPLEX,LEAVEGROUP

EZZ0060I PROCESSING COMMAND: VARY TCPIP,,SYSPLEX,LEAVEGROUP
EZ700531 COMMAND SYSPLEX,LEAVEGROUP COMPLETED SUCCESSFULLY

To request a stack to join the sysplex group and restore its dynamic VIPAs:

VARY TCPIP,,SYSPLEX,JOINGROUP

EZ70060I PROCESSING COMMAND: VARY TCPIP,,SYSPLEX,JOINGROUP

EZD1178I THE VARY TCPIP,,SYSPLEX,JOINGROUP COMMAND WAS ACCEPTED

EZD11761 TCPCS HAS SUCCESSFULLY JOINED THE TCP/IP SYSPLEX GROUP

EZD1192I THE VIPADYNAMIC CONFIGURATION WAS SUCCESSFULLY RESTORED FOR stack_name

To request a stack to deactivate a dynamic VIPA and save its configuration:

VARY TCPIP,,SYSPLEX,DEACTIVATE,DVIPA=203.1.1.99
EZZ0060I PROCESSING COMMAND: VARY TCPIP,,SYSPLEX,DEACTIVATE,DVIPA=203.1.1.99
EZD11971 THE VARY TCPIP,,SYSPLEX,DEACTIVATE,DVIPA COMMAND COMPLETED SUCCESSFULLY

To request a stack to restore a dynamic VIPA that had been deactivated:

VARY TCPIP,,SYSPLEX,REACTIVATE,DVIPA=203.1.1.99
EZZ0060I PROCESSING COMMAND: VARY TCPIP,,SYSPLEX,REACTIVATE,DVIPA=203.1.1.99
EZD1189I THE VARY TCPIP,,SYSPLEX,REACTIVATE,DVIPA COMMAND COMPLETED SUCCESSFULLY

To request a stack to quiesce for DVIPA sysplex distributor workload balancing, all
instances of an application listening on port 500 with the same jobname and asid

values:
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VARY TCPIP,,SYSPLEX,QUIESCE,PORT=500
EZZ0060I PROCESSING COMMAND: VARY TCPIP,,SYSPLEX,QUIESCE,PORT=500
EZZ00531 COMMAND SYSPLEX,QUIESCE COMPLETED SUCCESSFULLY

To request a stack to quiesce, for DVIPA sysplex distributor workload balancing, a
specific shareport application instance:
VARY TCPIP,,SYSPLEX,QUIESCE,PORT=23,J0BNAME=jobl,ASID=71

EZZ0060I PROCESSING COMMAND: VARY TCPIP,,SYSPLEX,QUIESCE,PORT=23,J0BNAME=J0B1,ASID=71
EZ700531 COMMAND SYSPLEX,QUIESCE COMPLETED SUCCESSFULLY

To request a stack to quiesce, for DVIPA sysplex distributor workload balancing, all
application instances:
VARY TCPIP,,SYSPLEX,QUIESCE, TARGET

EZ70060I PROCESSING COMMAND: VARY TCPIP,,SYSPLEX,QUIESCE,TARGET
EZ700531 COMMAND SYSPLEX,QUIESCE COMPLETED SUCCESSFULLY

To request a stack to quiesce, for DVIPA sysplex distributor workload balancing, all
instances of an application with the same jobname and asid values regardless of
port:

VARY TCPIP,,SYSPLEX,QUIESCE,JOBNAME=job2

EZ700601 PROCESSING COMMAND: VARY TCPIP,,SYSPLEX,QUIESCE,JOBNAME=J0B2
EZ700531 COMMAND SYSPLEX,QUIESCE COMPLETED SUCCESSFULLY

To request a stack to resume for DVIPA sysplex distributor workload balancing, all
instances of an application listening on port 500 with the same jobname and asid
values:

VARY TCPIP,,SYSPLEX,RESUME,PORT=500

EZ700601 PROCESSING COMMAND: VARY TCPIP,,SYSPLEX,RESUME,PORT=500
EZ700531 COMMAND SYSPLEX,RESUME COMPLETED SUCCESSFULLY

To request a stack to resume, for DVIPA sysplex distributor workload balancing, a
specific shareport application instance:
VARY TCPIP,,SYSPLEX,RESUME,PORT=23,J0BNAME=jobl,ASID=71

EZZ0060I PROCESSING COMMAND: VARY TCPIP,,SYSPLEX,RESUME,PORT=23,J0BNAME=JOB1,ASID=71
EZZ00531 COMMAND SYSPLEX,RESUME COMPLETED SUCCESSFULLY

To request a stack to resume, for DVIPA sysplex distributor workload balancing, all
application instances:
VARY TCPIP,,SYSPLEX,RESUME, TARGET

EZZ0060I PROCESSING COMMAND: VARY TCPIP,,SYSPLEX,RESUME,TARGET
EZ700531 COMMAND SYSPLEX,RESUME COMPLETED SUCCESSFULLY

To request a stack to resume, for DVIPA sysplex distributor workload balancing, all
instances of an application with the same jobname and asid values regardless of
port:

VARY TCPIP,,SYSPLEX,RESUME,JOBNAME=job2

EZ70060I PROCESSING COMMAND: VARY TCPIP,,SYSPLEX,RESUME,JOBNAME=J0B2
EZ700531 COMMAND SYSPLEX,RESUME COMPLETED SUCCESSFULLY

Usage:
Users can be authorized to invoke the command by permitting their user IDs for
CONTROL access to the RACF profile name MVS.VARY.TCPIP.SYSPLEX.

VARY command: TN3270E Telnet server address space

The functions listed in [Table 12 on page 274| support the VARY TCPIP command
when it is directed to a TN3270E Telnet server.
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Table 12. TN3270E Telnet servers that support the MVS VARY TCPIP command

Function Command

HELP [“VARY TCPIP tnproc, HELP”|

OBEYFILE [“VARY TCPIP tnproc, OBEYFILE” on page 275|
TELNET [“VARY TCPIP tnproc,<TELNET>" on page 275
LUNS [“VARY TCPIP,tnproc, LUNS” on page 282|

VARY TCPIP,tnproc,HELP
Use the VARY TCPIP tnproc, HElp command from the MVS operator console to
display the syntax of MVS operator Vary commands for the TN3270E Telnet server

(Telnet).
Format:
»»—Vary —TCPIP—,—tnproc—,HE1p >«
—,0beyfile
—,Telnet
—, ABENDTRAP—
—,ACT
—,DEBug
—, INACT
—,QUIesce—
—, RESUME
—,STOp
—,LUNS
Parameters:
Obeyfile
Shows help on the VARY OBEYFILE command.
Telnet
Shows the available options on the DISPLAY TELNET command.
ABENDTRAP
Shows help on the VARY TELNET,ABENDTRAP command.
ACT
Shows help on the VARY TELNET,ACT command.
DEBug
Shows help on the VARY TELNET,DEBUG command.
INACT
Shows help on the VARY TELNET,INACT command.
LUNS
Shows help on the VARY LUNS commands.
QUIesce
Shows help on the VARY TELNET,QUIESCE command.
RESUME
Shows help on the VARY TELNET,RESUME command.
STOp

Shows help on the VARY TELNET,STOP command.
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Examples:
V TCPIP,TNSERV,HELP,ABENDTRAP

EZ761231 V TCPIP,TNPROC<,TELNET>,ABENDTRAP,XMODNAME
<,XRCODE<,XINSTANCE>>

VARY TCPIP,tnproc,OBEYFILE

Use the VARY TCPIP tnproc,OBEYFILE command to make dynamic changes to the
TN3270E Telnet server (Telnet) configuration without stopping and restarting the
Telnet address space.

See|z/OS Communications Server: IP Configuration Guide| for information about
how different parameter updates take effect with Obeyfile processing.

Format:
»»—Vary —TCPIP—,—tnproc Obeyfile, datasetname > <
|:CMD=0beyﬁ1e,:| |:DSN=—datasetname—|
Parameters:
tnproc
The member name of the cataloged procedure used to start the Telnet address
space.

CMD=0BEYFILE or OBEYFILE
Specify this parameter to make dynamic changes to Telnet configuration
without stopping and restarting Telnet. These changes are in effect until the
Telnet cataloged procedure is started again or until another VARY OBEYFILE
overrides them. Put your changes in the data set that is specified by the
datasetname value. You can maintain different data sets that contain a subset of
the Telnet configuration statements and process them while Telnet is running.

DSN=datasetname or datasetname
The datasetname value is required after specifying the OBEYFILE parameter.
The datasetname value is the name of a data set containing Telnet configuration
statements. The datasetname value must be a cataloged data set and specified as
fully qualified without any quotation marks. The datasetname value can be
either a sequential data set or a member in a PDS.

Examples:

The following example updates Telnet configuration information without stopping
and restarting the Telnet address space. In this example a Telnet address space is
started by the identifier TNSERV and the sequential data set
USER99.TNSERV.OBEYFIL1 contains Telnet configuration statements:

VARY TCPIP,TCPPROC,CMD=0BEYFILE,DSN=USER99.TCPIP.OBEYFIL1

Usage:

* Users can be authorized to invoke the command by permitting their user IDs for
CONTROL access to the RACF profile name
MVS.VARY.TCPIP.TELNET.OBEYFILE.

¢ The DSN= parameter cannot be a z/OS UNIX file.

VARY TCPIP,tnproc,<TELNET>
Use the VARY TCPIP tnproc,<TELNET> commands to control the TN3270E Telnet
server (Telnet). For additional information about Telnet, see details about
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remote hosts using Telnet|in the [z/OS Communications Server: IP Configuration|
Guide] You must specify the Telnet procedure name. Because Telnet no longer runs
in the TCP/IP address space, the keyword TELNET can be omitted.

Format

»»—Vary —TCPIP—, tnproc ,ABENDTRAP: ><
l—,Te]net—| LACT

,DEBUG——

,INACT

,QUIesce—

,STOp

The IPv6 address format is accepted wherever an IP address is specified. The result
might be no matches, but the IPv6 address format is always accepted.

The VARY TCPIP tnproc,<TELNET> commands give the operator complete control
over stopping and starting Telnet and allowing clients to connect. Using the VARY
TCPIP, tnproc, <TELNET> commands, you can control the Telnet port and the LUs in
the profile table. The combination of the STOP, QUIESCE, RESUME, and
OBEYFILE commands gives the operator complete control over when to stop and
start Telnet services and when to allow end users to connect. To help manage
commands that are related to multiple ports, commands support a PORT keyword.

Tip: All parameters that are entered after these commands can be in any order.

Following provides details of the VARY TCPIP tnproc,<TELNET> commands that
can be used.

VARY ABENDTRAP command:
The VARY ABENDTRAP command provides abend dumps that are based on a
return code being set in a given module.

Format:

»»—Vary —TCPIP—, tnproc—L—_l—,ABENDTRAP—,modname
,Telnet

> >

I—rcode |

I—instance—l

Parameters:

tnproc
The member name of the cataloged procedure used to start the Telnet address
space.

Telnet
Legacy parameter that directs the command to the Telnet component when
Telnet could run in the TCP/IP stack.

ABENDTRAP
The Abend Trap keyword.
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modname
The exact module name, a partial name with an asterisk (*) at the far right, or
just an *. The * is a wildcard.

rcode
The exact return code reported on an earlier EZZ60351 message. If rcode is not
specified, any rcode in the module listed is considered a match. The rcode value
is the left portion of the RCODE field on the EZZ6035] message. For example,
if RCODE: 3011-02 is presented, the rcode value is 3011 and the instance value
is 02.

instance
The exact instance reported on an earlier EZZ60351 message. To specify
instance, rcode must also be specified. If instance is not specified, any instance is
considered a match. The instance value is the right portion of the RCODE field
on the EZZ60351 message. For example, if RCODE: 3011-02 is presented, the
instance value is 02 and the rcode value is 3011.

Usage:

Module name, return code, or instance will be syntax checked. If an incorrect
module name is used, the Abend Trap must be turned off and reset with the
correct name. The same process is used if an incorrect return code or instance is
used.

After the Abend Trap is set, it stays in effect until the trap is sprung or until it is
turned off by issuing V TCPIP,TN3270,TELNET,ABENDTRAP,OFF. To change the trap,
the current trap must first be turned off.

Authorization is through the user's RACF profile containing the
MVS.VARY.TCPIP.TELNET.ABENDTRAP definition for ABENDTRAP. The
definition can contain a wildcard at the TELNET or TCPIP level (for example
MVS.VARY.TCPIP.**).

VARY ACT command:
The VARY ACT command changes the availability status of a VTAM LU for Telnet
server usage. ACT enables the specified LU to be a candidate to represent a Telnet

client.

Format:

»»—Vary TCPIP—, tnproc—l_—_l—,ACT—, Luname <
,Telnet

Parameters:

tnproc
The member name of the cataloged procedure used to start the Telnet address
space.

Telnet
Legacy parameter that directs the command to the Telnet component when
Telnet could run in the TCP/IP stack.

ACT
The activate keyword.

Chapter 1. Operator commands and system administration 277



DISPLAY TCPIP,,NETSTAT,ACCESS,NETWORK report

Luname
The name of the LU that you are activating. The LU name ALL has special
meaning. It enables all deactivated LUs.

Usage:

The ACT command does not change the VTAM status of the LU. Use the
INACTLUS display to show a list of LUs that are currently inactive.
Authorization is through the user's RACF profile that contains the
MVS.VARY.TCPIPTELNET.ACT definition for ACT. The definition can contain a
wildcard at the TELNET or TCPIP level (for example MVS.VARY.TCPIP.**).
VARY DEBUG command:

The VARY DEBUG command changes the DEBUG function on all active Telnet
profiles.

Format:

»»—Vary TCPIP—, tnproc—l_—_l—,DEBug—,OFF <
,Telnet

Parameters:

tnproc
The member name of the cataloged procedure used to start the Telnet address
space.

Telnet
Legacy parameter that directs the command to the Telnet component when
Telnet could run in the TCP/IP stack.

DEBug
The debug keyword.

OFF
All Telnet DEBUG functions are turned off for all active profiles.

Usage:

Authorization is through the user's RACF profile that contains the
MVS.VARY.TCPIP.TELNET.DEBUG definition for DEBUG. The definition can
contain a wildcard at the TELNET or TCPIP level (for example
MVS.VARY.TCPIP.**).

VARY INACT command:

Purpose:

The VARY INACT command changes the availability status of a VTAM LU for
Telnet server usage. INACT disables the LU as a candidate to represent a Telnet

client.

Format:

»»—Vary TCPIP—, tnproc—l_—_l—, INACT—, luname <
,Telnet

Parameters:
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tnproc
The member name of the cataloged procedure used to start the Telnet address
space.

Telnet
Legacy parameter that directs the command to the Telnet component when
Telnet could run in the TCP/IP stack.

INACT
The inactive keyword.

Luname
The name of the LU you are deactivating.

Usage:
e The VARY INACT command does not change the VTAM status of the LU. Use
the INACTLUS display to show a list of LUs currently inactive.

¢ If the specified LU has an active VTAM session, it is not affected by this
command.

e Use the VTAM VARY NET,INACT command to end the SNA LU session.
e Use the TCP/IP VARY DROP command to end the TCP/IP connection.

* Authorization is through the user's RACF profile that contains the
MVS.VARY.TCPIP.TELNETINACT definition for INACT. The definition can
contain a wildcard at the TELNET or TCPIP level (for example
MVS.VARY.TCPIP.**).

VARY QUIESCE command:

The VARY QUIESCE command removes the listener from the Telnet socket, which
causes the specified port to not accept any new Telnet client connections. Currently
established connections continue to be serviced.

Note: This command is not necessary for Obeyfile processing. An Obeyfile update
creates a new profile for new connections but does not change configuration values
for existing Telnet connections.

A qualified port cannot be specified. For information about qualified ports, see
details about [accessing remote hosts using Telnet|in the [z/OS Communications|
[Server: IP Configuration Guide]

Format:
»»—Vary TCPIP—. tnproc |_ _| ,QUIesce >
,Telnet ,POrt=ALL
,POrt=num
,POrt=numl. . num2—
,POrt=Basic
,POrt=Secure
Parameters:
tnproc
The member name of the cataloged procedure used to start the Telnet address
space.
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Telnet
Legacy parameter that directs the command to the Telnet component when
Telnet could run in the TCP/IP stack.

QUIesce
The QUlesce command keyword.

POrt=ALL|num|numl. .num2|Basic|Secure
Specifies that ALL ports, a specific port (num), port number range
(numl..num?2), basic ports, or secure ports should be quiesced.

* Using POrt=Basic selects all ports defined as BASIC (that is, TELNETPARMS
contains a PORT statement).

* Using POrt=Secure selects all ports defined as SECURE (that is,
TELNETPARMS contains a SECUREPORT or TTLSPORT statement).

* Port is optional if only one port is active; otherwise, a port option must be
specified.

Usage:

Authorization is through the user's RACF profile containing the
MVS.VARY.TCPIP.TELNET.QUIESCE definition for QUIESCE. The definition can
contain a wildcard at the TELNET or TCPIP level (for example
MVS.VARY.TCPIP**).

VARY RESUME command:

The VARY RESUME command causes the currently quiesced port to begin
accepting new Telnet client connections again using either the existing profile or a
new profile.

Note: This command is not necessary for Obeyfile processing. An Obeyfile update
creates a new profile for new connections but does not change configuration values
for existing Telnet Connections.

A qualified port cannot be specified. For details about qualified ports, see the
information about [accessing remote hosts using Telnet] in [z/OS Communications|
[Server: IP Configuration Guide}

Format:

v
A

»»—Vary TCPIP—,—tnproc—,—l_—_l—,—RESUME
Telnet ,POrt=ALL

,POrt=num——
,POrt=numl. .num2—
,POrt=Secure

,POrt=Basic
Parameters:
tnproc
The member name of the cataloged procedure used to start the Telnet address
space.
Telnet

Legacy parameter that directs the command to the Telnet component when
Telnet could run in the TCP/IP stack.
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RESUME
The RESUME keyword.

POrt=ALL|num|numl. .num2|Basic|Secure
Specifies that ALL ports, a specific port (num), port number range
(numl..num?2), basic ports, or secure ports should be quiesced.

* Using POrt=Basic selects all ports defined as BASIC (that is, TELNETPARMS
contains a PORT statement).

* Using POrt=Secure selects all ports defined as SECURE (that is,
TELNETPARMS contains a SECUREPORT or TTLSPORT statement).

* DPort is optional if only one port is active; otherwise, a port option must be
specified.

Usage:

Authorization is through the user's RACF profile containing the
MVS.VARY.TCPIP.TELNET.RESUME definition for RESUME. The definition can
contain a wildcard at the TELNET or TCPIP level (for example
MVS.VARY.TCPIP.*¥).

VARY STOP command:

The VARY STOP command ends the port connection and all active connections.
The STOP command does not end all of Telnet. The command processor remains
active. You can issue a VARY OBEYFILE command to ACTIVATE a Telnet port
using the Telnet configuration parameters.

Note: A qualified port cannot be specified. For details about qualified ports, see
the information about [accessing remote hosts using Telnet| in [z/OS|
[Communications Server: IP Configuration Guide]

Format:

v
A

»»—Vary TCPIP—, tnproc |_ _| ,STOp
,Telnet ,POrt=ALL
,POrt=num
,POrt=numl. .num2—
,POrt=Secure

,POrt=Basic
Parameters:
tnproc
The member name of the cataloged procedure used to start the Telnet address
space.
Telnet

Legacy parameter that directs the command to the Telnet component when
Telnet could run in the TCP/IP stack.

STOp
The STOP command keyword.

POrt=ALL|num|numl. .num2|Basic|Secure
Specifies that ALL ports, a specific port (num), port number range
(numl..num?2), basic ports, or secure ports should be quiesced.
* Using POrt=Basic selects all ports defined as BASIC (that is, TELNETPARMS
contains a PORT statement).
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* Using POrt=Secure selects all ports defined as SECURE (that is,
TELNETPARMS contains a SECUREPORT or TTLSPORT statement).

* If only one port is active and POrt is not specified, the command affects that
one port; otherwise, POrt is required.

* DPort is optional if only one port is active; otherwise, a port option must be
specified.

Usage: Users can be authorized to invoke the STOP command by permitting their
user IDs for CONTROL access to the RACF profile name
MVS.VARY.TCPIPTELNET.STOP. This profile name can contain a wildcard.

VARY TCPIP,inproc,LUNS

Use the VARY TCPIP tnproc, LUNS command to control the TN3270E Telnet LU
name server (LUNS). For additional details about the Telnet LUNS, see the
information about [accessing remote hosts using Telnet| in [z/OS Communications|
[Server: IP Configuration Guide]

Format:
,MAX=100
»»—VARY TCPIP—, tnproc—, LUNS——,ACT r_ __1 »><
,INACT |—, MAX=nn | *—l
,QUIesce
,RESUME
,STArt

The operator can use the VARY TCPIP, tnproc, LUNS commands to control the
Telnet LUNS and its operational status and available LUs. The operator can use a
combination of the START, QUIESCE, RESUME, ACT, and INACT commands to
control when to start the LUNS, when to allow the LUNS to participate in recovery
scenarios, when to allow Telnet LU name requesters (LUNRs) to connect, and
which LUs are available for LUNRs to request.

Tip: You can enter all parameters for these commands in any order.

The following descriptions provide details of the VARY
TCPIP tnproc, TELNET,LUNS commands that you can issue.

VARY TCPIP,tnproc, LUNS,ACT command:

The VARY TCPIP, tnproc, LUNS,ACT command changes the availability status of a
VTAM LU for LUNS usage. The ACT command enables the specified LU to be a
candidate for request by a LUNR. The LU must also be active on the LUNR. The
ACT command does not change the VTAM status of the LU. Use the D

TCPIP, tnproc, LUNS,INACTLUS command to list the LUs that are currently inactive.

Format:

»»—Vary TCPIP—, tnproc—, LUNS—,ACT—, Luname »><

Parameters:
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tnproc
The member name of the cataloged procedure that is used to start the Telnet
address space.

LUNS
Indicates that the command is directed to a LUNS rather than to a local Telnet
server.

ACT
The ACT command (activate) keyword.

Luname
The name of the LU that you are activating. The LUNAME ALL keyword
enables all inactivae LUs.

Usage:

Authorization is controlled through the user's RACF profile that contains the
MVS.VARY.TCPIP.TELNET.LUNS.ACT definition for the ACT command. The
definition can contain a wildcard at the TELNET level (for example,
MVS.VARY. TCPIP.TELNET.**).

VARY TCPIP,tnproc, LUNS,INACT command:

The VARY TCPIP, tnproc, LUNS,INACT command changes the availability status of a
VTAM LU for LUNS usage. The INACT command disables the LU as a candidate
to be requested by a LUNR. The VARY INACT command does not change the
VTAM status of the LU. Use the D TCPIP,tnproc, LUNS,INACTLUS to show a list of
LUs currently inactive. If the specified LU is currently in use by a LUNR, it is not
affected by this command. Use the VTAM VARY NET,INACT command to end the
SNA LU session.

Format:

»»—YVary TCPIP—, tnproc—,LUNS—, INACT—, luname »><

Parameters:

tnproc
The member name of the cataloged procedure that is used to start the Telnet
address space.

LUNS
Indicates that the command is directed to a LUNS rather than to a local Telnet
server.

INACT
The INACT command (inactivate) keyword.

Luname
The name of the LU that you are deactivating.
Usage:

Authorization is controlled through the user's RACF profile that contains the
MVS.VARY.TCPIP.TELNET.LUNS.INACT definition for the INACT command. The
definition can contain a wildcard at the TELNET level (for example

MVS.VARY. TCPIP.TELNET.**).
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VARY TCPIP,tnproc, LUNS,QUIesce command:

The VARY TCPIP, tnproc, LUNS,QUIESCE command causes an LU name server
(LUNS) that is in the STANDBY and JOIN state to be ineligible to participate in
recovery scenarios or to start when the VARY START command is issued. A LUNS
must be in the QUIESCE state to make a configuration change using the VARY
TCPIP,tnproc,OBEYFILE,DSN command.

Format:

»»—Vary TCPIP—, tnproc—,LUNS—,QUIesce

v
A

Parameters:

tnproc
The member name of the cataloged procedure that is used to start the Telnet
address space.

LUNS
Indicates that the command is directed to a LUNS rather than to a local Telnet
server.

QUIesce
The QUlesce command keyword.

Usage:

Authorization is controlled through the user's RACF profile that contains the
MVS.VARY.TCPIP.TELNET.LUNS.QUIESCE definition for the QUIESCE command.
The definition can contain a wildcard at the TELNET level (for example,
MVS.VARY. TCPIP.TELNET.**).

VARY TCPIP,tnproc, LUNS,RESUME command:

The VARY TCPIP, tnproc, LUNS,RESUME command causes the currently QUIESCED
LU Name Server (LUNS) to be eligible to participate in recovery scenarios and

start when the VARY START command is issued.

Format:

»»—Vary TCPIP—, tnproc—, LUNS—,RESUME

Y
A

Parameters:

tnproc
The member name of the cataloged procedure that is used to start the Telnet
address space.

LUNS
Indicates that the command is directed to a LUNS rather than to a local Telnet
server.

RESUME
The RESUME command keyword.

Usage:
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Authorization is controlled through the user's RACF profile that contains the
MVS.VARY.TCPIPTELNET.LUNS.RESUME definition for the RESUME command.
The definition can contain a wildcard at the TELNET level (for example
MVS.VARY.TCPIP.TELNET.**).

VARY TCPIP,tnproc, LUNS,STArt command:

The VARY TCPIP tnproc, LUNS,START command causes the current LU name server
(LUNS) that is in standby mode to become active.

Format:

»»—Vary TCPIP—, tnproc—,LUNS—,STArt »><

Parameters:

tnproc
The member name of the cataloged procedure that is used to start the Telnet
address space.

LUNS
Indicates that the command is directed to a LUNS rather than to a local Telnet
server.

START
The START command keyword.

Usage:

Authorization is controlled through the user's RACF profile that contains the
MVS.VARY. TCPIPTELNET.LUNS.START definition for the START command. The
definition can contain a wildcard at the TELNET level (for example,
MVS.VARY.TCPIP.TELNET.**).

EZACMD command

Use the EZACMD command to issue selected z/OS Communications Server UNIX
shell commands from the following environments:

e MVS console
* TSO
* NetView

EZACMD command installation
The EZACMD command is installed in the following target data sets:

¢ SYS1.SAXREXEC (placed in the System REXX system library for use with MVS
console invocation)

* hlqg.SEZAEXEC (for use with TSO or NetView invocations)

The following z/OS Communications Server UNIX shell commands are supported
by EZACMD:

* trmdstat - see ['The z/OS UNIX trmdstat command: Display traffic regulation|
[management daemon (TRMD) log” on page 839| for details about command
option syntax.
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* ipsec - see[“The z/OS UNIX ipsec command syntax” on page 700| for details
about command option syntax.

+ nssctl - see["The z/OS UNIX nssctl command syntax” on page 808| for details
about command option syntax.

* pasearch - see[“The z/OS UNIX pasearch command: Display policies” on page|
for details about command option syntax.

+ ping - see[“The z/OS UNIX ping command: Send an echo request” on page 665|
for details about command option syntax.

Restriction: For the EZACMD command, the ping command is supported only
from the MVS console and NetView.

MVS console invocation of the EZACMD command

To use the EZACMD command from the MVS console, you must meet the

following requirements:

* Verify that EZACMD was installed in the SYS1.SAXREXEC System REXX system
library.

* The System REXX component must be configured and enabled on the z/OS
image. See the System REXX information in [z/OS MVS Programming]
[Authorized Assembler Services Guide|and the AXR00 (default System REXX

data set concatenation) information in [z/OS MVS Initialization and Tuning]|
for details about enabling System REXX on your z/OS image.

* An operator must be logged on to the console (using the LOGON console
command).

* The operator user ID must have a valid OMVS segment in the security database.

Guideline: The output from the command might not be formatted correctly as a
result of the line width restriction for the MVS console. For the best formatting
results, invoke the command from TSO, NetView, or the UNIX shell.

Rule: You must enclose the command and options in single quotation marks (') so
that the MVS console support does not convert the command name and options to
uppercase characters.

Format:

MAX=100

»»>—prefix—EZACMD—'command name >«

|—command option s—| |—MAX=1 i nes—|

Parameters

prefix
The System REXX command prefix as defined in the AXRnn parmlib member.
For example, if the prefix is defined as %% then invoke the command as
%%EZACMD.

command name and options

The command name is one of the supported z/OS Communications Server
UNIX shell commands.

Command options are any options that the UNIX shell command supports.
You must enter the command options in the exact format and case that is
required by the z/OS UNIX command.
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MAX= lines
MAX is an optional keyword that limits the number of output lines that are
produced by the z/OS UNIX command and that are displayed on the MVS
console. The default value is 100. The value can be any numeric value in the
range 1 - 64 000.

Example 1:

Display currently active IPSec filters, limiting the number of output lines to 9.
%%EZACMD 'ipsec -f display max=9'

System REXX EZACMD: ipsec command - start - userID=USER1

System REXX EZACMD: ipsec -f display
CS V2Rl ipsec Stack Name: TCPCS Fri Oct 7 14:07:07 2011

Primary: Filter Function: Display Format: Detail
Source:  Stack Policy Scope: Current TotAvail: 730
Logging: On Predecap: Off DVIPSec: No

NatKeepAlive: 0
Defensive Mode: Inactive

FilterName: DVIPAL 2

FilterNameExtension: 1

System REXX EZACMD: Maximum number of output Tines (9) has been reached.
System REXX EZACMD: ipsec command - end - RC=4

Example 2:
Ping host w3.ibm.com:
%%EZACMD 'ping -v w3.ibm.com'
System REXX EZACMD: ping command - start - userID=USER1
System REXX EZACMD: ping -v w3.ibm.com
CS V2R1: Pinging host w3.ibm.com (9.17.137.11)
with 256 bytes of ICMP data
Ping #1 from 9.17.137.11: bytes=264 seq=1 tt1=242 time=62.48 ms
Ping #2 from 9.17.137.11: bytes=264 seq=2 tt1=242 time=61.98 ms
Ping #3 from 9.17.137.11: bytes=264 seq=3 tt1=242 time=86.88 ms
Ping statistics for w3.ibm.com (9.17.137.11)

Packets: Sent=3, Received=3, Lost=0 (0% loss)

Approximate round trip times in milliseconds:

Minimum=61.98 ms, Maximum=86.88 ms, Average=70.45 ms, StdDev=14.23 ms
System REXX EZACMD: ping command - end - RC=0

TSO invocation of the EZACMD command

To use the EZACMD command in the TSO environment, you must meet the
following requirements:

* Concatenate the hlg.SEZAEXEC library to the SYSEXEC or SYSPROC DD
statements in your TSO logon procedure.

* The TSO user ID must have a valid corresponding OMVS segment defined in
the security database.

TSO commands can be entered using ISPF option 6.

Format:
AX=100
»»—FE7ACMD—command name >
|—command opt1'ons—I |—MAX=11’nesJ
Parameters

command name and options
The command name is one of the supported z/OS Communications Server
UNIX shell commands.
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Command options are any options that the UNIX shell command supports.
You must enter the command options in the exact format and case that is
required by the z/OS UNIX command.

MAX= lines
MAX is an optional keyword that limits the number of output lines that are
produced by the z/OS UNIX command and that are displayed for TSO. The
default value is 100. The value can be any numeric value that is in the range
1 - 64 000.

Example 1:

Display currently active IPSec filters, limiting the number of output lines to 9.
===> EZACMD ipsec -f display max=9

TSO REXX EZACMD: ipsec command - start - userID=USER1

TSO REXX EZACMD: ipsec -f display

CS V2R1 ipsec Stack Name: TCPCS Fri Oct 7 14:30:02 2011

Primary: Filter Function: Display Format: Detail
Source:  Stack Policy Scope: Current TotAvail: 730
Logging: On Predecap: Off DVIPSec: No

NatKeepAlive: 0
Defensive Mode: Inactive

FilterName: DVIPA1™2

FilterNameExtension: 1

TSO REXX EZACMD: Maximum number of output Tines (9) has been reached.
TSO REXX EZACMD: ipsec command - end - RC=4

*kk

NetView invocation of the EZACMD command

To use the EZACMD command in the NetView environment, you must meet the
following requirements:

* Concatenate the hlg.SEZAEXEC library to the DSICLD statement in your
NetView logon procedure.

* Review the NetView security setup to understand which z/OS UNIX credentials
are used. See the information about defining and verifying operator authority in
IBM Tivoli NetView for z/OS Administration Reference for details.

Format:
MAX=100
»»>—NETVASIS EZACMD—command name >
|—command opt1’onsJ |—MAX=11‘nesJ
Parameters

Command name and options
Command name is one of the supported z/OS Communications Server UNIX
shell commands.

Command options are any option that the UNIX shell command supports. The
command options must be entered in the exact format and case that is required
by the z/OS UNIX command.

MAX= lines
MAX is an optional keyword that limits the number of output lines that are
produced by the z/OS UNIX command and that are displayed for NetView.
The default value is 100. The value can be any numeric value that is in the
range 1 - 64 000.
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Example 1:
Display currently active IPSec filters, limiting number of output lines to 9.

netvasis EZACMD ipsec -f display max=9

CNMO1 NetView REXX EZACMD: Maximum number of output lines (9) has been reached.
CNMO1 NetView REXX EZACMD: ipsec command - end - RC=4

* CNMO1 ezacmd ipsec -f display max=9

C CNMO1 NetView REXX EZACMD: ipsec command - start - userID=USER1

C CNMO1 NetView REXX EZACMD: ipsec -f display

C CNmMO1

C CNMO1 CS V2R1 ipsec Stack Name: TCPCS Fri Oct 7 14:33:59 2011

C CNMO1 Primary: Filter Function: Display Format: Detail
C CNMO1 Source:  Stack Policy Scope: Current TotAvail: 730
C CNMO1 Logging: On Predecap: Off DVIPSec: No
C CNMO1 NatKeepAlive: 0

C CNMO1 Defensive Mode: Inactive

C CNMO1

C CNMO1 FilterName: DVIPA1™?2

C CNMO1 FilterNameExtension: 1

C

C

Example 2:
Ping host w3.ibm.com.

netvasis ezacmd ping -v w3.ibm.com

* CNMO1 ezacmd ping -v w3.ibm.com

C CNMO1 NetView REXX EZACMD: ping command - start - userID=USER1

C CNmO1 NetView REXX EZACMD: ping -v w3.ibm.com

C CNMO1 CS V2R1: Pinging host w3.ibm.com (9.17.137.11)

C CNMO1 with 256 bytes of ICMP data

C CNMO1 Ping #1 from 9.17.137.11: bytes=264 seq=1 tt1=242 time=69.24 ms
C CNMO1 Ping #2 from 9.17.137.11: bytes=264 seq=2 tt1=242 time=65.91 ms
C CNMO1 Ping #3 from 9.17.137.11: bytes=264 seq=3 tt1=242 time=67.90 ms
C CNMO1 Ping statistics for w3.ibm.com (9.17.137.11)

C CNMO1 Packets: Sent=3, Received=3, Lost=0 (0% loss)

C CNMO1 Approximate round trip times in milliseconds:

C CNMO1 Minimum=65.91 ms, Maximum=69.24 ms, Average=67.68 ms, StdDev=1.68 ms
C

CNMO1 NetView REXX EZACMD: ping command - end - RC=0

TSO commands

The following topics describe some of the system administrator TSO commands.
+ [“Using the SMSG interface”]

["'MAKESITE command” on page 290

[“TESTSITE command” on page 294

["HOMETEST command” on page 295|

[“MVPXDIS command” on page 295|

Using the SMSG interface

The TSO SMSG interface also allows you to change the characteristics of an active
task. This is the general format of SMSG.

Format

»»—SMSG—procname—parameter: ><
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Parameters

procname
The name of the member in a procedure library that was used to start the
server or address space.

Note: The SMSG command works when issued from TSO and should not be
issued from the operator console.

parameter
Any of the parameters that are valid for the server.

Usage

The following servers support the MVS SMSG command. Not all servers support
the same parameters. You can find further descriptions of the supported
parameters in the information for that server. See information about Eonitoring thEl

status of SMTP using the SMSG command)in the |z/OS Communications Server: IP|

User's Guide and Commands| for details about SMTP SMSG support. See [TSO|

SMSG command—Monitoring the Status of LPD|in the [z/OS Communications|

Server: IP User's Guide and Commands| for information about using the TSO

SMSG command to provide an interactive interface to the LPD server.

Server/Addr Space
Supported Parameters

SMTP DEBUG, EXPIRE, HELP, NODEBUG, NOTRACE, QUEUES, SHUTDOWN,
STATS, TRACE

Remote Print Server (LPD)
PRINT WORK, TRACE OFF, TRACE ON

MAKESITE command

Use MAKESITE as a TSO command or in a batch job to generate new
hlg. HOSTS.SITEINFO and hlqg. HOSTS.ADDRINFO data sets. The parameters are the
same for either a TSO command or a batch job invocation of MAKESITE.

Tip: Use ETC.IPNODES (in the format etc/ipnodes) to define local hosts tables as
the preferred alternative to MAKESITE. For more information, see |iiesolver|

configuration|in the [z/OS Communications Server: IPv6 Network and Application|

Design Guide] which discusses the use of IPNODES by the resolver to locate IPv4
and IPv6 addresses and site names.

Format

v

»>—MAKESITE ,
|—H LQ=—nh lq—| |—MGMTc] as=—imanagement_cl ass—|

s B

|—DATAc] as=—data_class—| |—STORc] as=—storage_c Zass—|

Yy

|—Un1"c=—uni1§J |—V0Lser=—voZume_ser‘ialJ
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Parameters

HLQ=hlgq
The high-level qualifier of both the input and output data sets. The name
specified is appended to the HOSTS.LOCAL, HOSTS.SITEINFO and
HOSTS.ADDRINFO data set names.

Minimum abbreviation: HLQ-=,
Maximum length: 29 characters

MGMTclas=management class
The SMS-managed management class. MGMTCLAS is valid only in an SMS
environment.

Minimum abbreviation: MGMT=
Maximum length: eight characters

DATAclas=data_class
The SMS-managed data class. DATACLAS is valid only in an SMS
environment.

Minimum abbreviation: DATA=
Maximum length: eight characters

STORclas=storage_class
The SMS-managed storage class. STORCLAS is valid only in an SMS
environment.

Minimum abbreviation: STOR=

Maximum length: eight characters
Unit=unit

An esoteric device name.

Minimum abbreviation: U=
Maximum length: eight characters

VOLser=volume_serial
Volume serial number.

Minimum abbreviation: VOL=
Maximum length: 6 characters

Usage
¢ The optional parameters can be in any order.
* Blanks are not allowed in the syntax.

* MAKESITE gets its input from hlg. HOSTS.LOCAL, where the HLQ is derived in
this order:

— HLQ parameter specified either with the command or in the batch job.

— TSO user ID or the TSO PROFILE PREFIX, if it is different from the userid. In
a batch job, userid can come from any of several sources depending on the
environment. It can be the user ID of the user who submitted the batch job,
or it can be the batch job name.

— The value specified with the DATASETPREFIX statement in TCPIP.DATA.
— System default.
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The output data sets produced by MAKESITE are prefixed by either the HLQ
parameter specified either on the command or batch job or the TSO user ID or
TSO PROFILE PREFIX, if it is different from the userid.

* If any MAKESITE parameters are specified incorrectly, MAKESITE still executes
using defaults (for example, for an incorrect hlg, the default is the active userid or
jobname).

¢ Components that use the output from MAKESITE follow the standard naming
conventions. If a DATASETPREFIX has been specified, it is used as the
high-level qualifier for HOSTS.SITEINFO and HOSTS.ADDRINFO.

Examples

If your current active HLQ was TCPIPMVSA, you would follow these steps to run
MAKESITE and rename the output data sets.

1. Run MAKESITE with the appropriate parameters to generate 2 new data sets
from the new hlg. HOSTS.LOCAL data set.

As a TSO command, you might enter:
MAKESITE HLQ=TCPIP.H0004,MGMT=M0001,VOLSER=STRGO1,UNIT=SYSDA
As a batch job, you might use this JCL:

//MAKESITE JOB ,TIME=2,NOTIFY=USER7

/1%

//BATCH EXEC PGM=MAKESITE,REGION=8000K,

// PARM='VOLSER=STRGO1,UNIT=SYSDA,HLQ=TCPIP.HO004,MGMT=MOOO1"
/1

//STEPLIB DD DISP=SHR,DSN=TCPIP.SEZALOAD

//SYSPRINT DD SYSOUT=+,DCB=(LRECL=132,RECFM=FBA,BLKSIZE=3960)
//SYSABEND DD SYSOUT=+

//

Note the following information:
* This JCL is not shipped with TCP/IP.
* The size of the parameter string is limited to 100 bytes.

* Keywords in the parameter string can be abbreviated as shown in the
MAKESITE syntax descriptions.

* Region size varies according to your configuration. Make sure that the region
size specified is valid for your configuration.

This will create TCPIP.H004.HOSTS.SITEINFO and

TCPIP.H0004.HOSTS.ADDRINFO.

2. Rename your existing HOSTS.SITEINFO and HOSTS.ADDRINFO data sets.
These data sets are currently accessed by TCP/IP users on the system and
should not be deleted while TCP/IP is running.

For example, change TCPIPMVSA.HOSTS.SITEINFO to
TCPIPMVSA HOSTS.SITEOLD and TCPIPMVSA . HOSTS.ADDRINFO to
TCPIPMVSA HOSTS.ADDROLD.

3. Rename the new HOSTS.ADDRINFO and HOSTS.SITEINFO data sets to

replace the old ones.

For example, change TCPIP.H0004.HOSTS.SITEINFO to

TCPIP.MVSA HOSTS.SITEINFO and TCPIP.H0004.HOSTS.ADDRINFO to
TCPIPMVSA HOSTS.ADDRINFO.

The following example shows the output when the MAKESITE command is run as

a batch job. When the MAKESITE command is run as a TSO command, the report
format is the same except that the message numbers are not displayed.
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Tip: Messages with numbers that end with an "E" (for errors) or a "W" (for
warning) are issued when an error occurs. Messages with numbers that end with
an "I" are informational messages and do not represent a problem. Some of the
messages in the following example reflect internal processing statistics.

EZA05491 STATISTICS
EZAO5501 DATASET: USER40.HOSTS.LOCAL
EZAO5511 TOTAL LINES: 24
EZAO552W BAD LINES: (SKIPPED) 0
EZAO5531 DUPLICATE NAMES: 0
EZA05541 CONFLICTS IN FIRST 8 LETTERS: 0
EZAO5551 1 NETWORKS, 1 GATEWAYS, 4 HOSTS
EZA05561 DATASET: USER40.HOSTS.SITEINFO
EZAO5571 TABLE SIZE: 13
EZAO5581 TOTAL ENTRIES: 4
EZA05591 DISTINCT NAMES: 5
EZAO5601 COLLISIONS: 1
EZAO5611 AVERAGE PROBES/NAME: 1.200
EZA05621 DATASET: USER40.HOSTS.ADDRINFO
EZA05631 TABLE SIZE: 11
EZAO5641 TOTAL ENTRIES: 5
EZAO5651 COLLISIONS: 0
EZAO5661 NAMES DROPPED: 0
EZA05491

Identifies the start of the MAKESITE statistics report.
EZA05501

Displays the name of the HOSTS.LOCAL data set processed by the MAKESITE
command. The indented lines following this message apply to the
HOSTS.LOCAL data set.

EZAO5511
Displays the total number of lines in the HOSTS.LOCAL data set, including
comment lines.

EZA0552W
Displays the number of lines in the HOSTS.LOCAL data set that were not
processed because of syntax errors.

EZA05531
Displays the number of duplicate names found in the HOSTS.LOCAL data set.

EZA05541
Displays the number of potential conflicts. A potential conflict is detected if an
address defined in the HOSTS.LOCAL data set maps to multiple names and
the first 8 bytes of these names are the same.

EZA05551
Displays the number of each record type in the HOSTS.LOCAL data set. Valid
record types are NET, GATEWAY, and HOST. The number displayed for hosts
includes the entry generated by the MAKESITE command for the loopback
address.

EZA05561
Displays the name of the HOSTS.SITEINFO data set. The indented lines
following this message apply to the HOSTS.SITEINFO data set.

EZA05571
Displays the number of table entries created in the HOSTS.SITEINFO data set.

EZA05581
Displays the number of HOSTS.SITESINFO table entries used and shown as
Total Entries in this report.
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EZA05591
Displays the number of names processed (excluding duplicates) and shown as
Distinct Names in this report. There can be more Distinct Names than Total
Entries if an address maps to more than one name.

EZA05601
Displays the number of times a hash value was mapped to a slot that was
already in use; this value is shown as Collisions in this report. This message is
informational only and does not indicate a problem.

EZAO561I
Displays the result of the following calculation: 1 + (Collisions /Distinct
Names).

EZA05621
Displays the name of the HOSTS.ADDRINFO data set. The indented lines
following this message apply to the HOSTS.ADDRINFO data set.

EZA05631
Displays the number of table entries created in the HOSTS.ADDRINFO data
set.

EZA05641
Displays the number of HOSTS.SITESINFO table entries used.

EZAO5651
Displays the number of times a hash value was mapped to a slot that was
already in use. This message is informational only and does not indicate a
problem.

EZA05661
Displays the number of names that were dropped because more than six
names were mapped to a particular address.

Usage

After running the MAKESITE command, you can test the correctness of the
hlg HOSTS.ADDRINFO and hlg. HOSTS.SITEINFO data sets with the TESTSITE
command.

TESTSITE command

Use TESTSITE to verify that the hlg. HOSTS.ADDRINFO and hlg. HOSTS.SITEINFO
data sets can correctly resolve the name of a host, gateway, or net.

Requirement: VMCF must be started for the TSO TESTSITE command to be
successful because the TSO TESTSITE command uses the Pascal socket API. If
VMCEF is not started, an ABENDOD6 can occur.

Format

»»—TESTSITE »><

Parameters

There are no parameters for this command.
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Examples

To test your HOSTS data sets, enter:
TESTSITE

When prompted for a name, enter the host, gateway or net name you want to
verify.

When you have checked all the names in question, enter QUIT and press ENTER.
Usage

TESTSITE gets its input from the hlg. HOSTS.ADDRINFO and hlg. HOSTS.SITEINFO
data sets, where the HLQ is derived in this order:

e TSO user ID or the TSO PROFILE PREFIX, if it is different from the userid.

* The value specified with the DATASETPREFIX statement in PROFILE.TCPIP and
TCPIP.DATA.

e System default.

HOMETEST command

Use HOMETEST to verify your host name and address configuration. See Werifying.
PROFILE.TCPIP and TCPIP.DATA using HOMETEST]|in the |z/OS Communication:

Server: IP Configuration Guide| for additional details about the use of the
HOMETEST command.

Enter HOMETEST as a TSO command.

Requirement: VMCF must be started for the TSO HOMETEST command to be
successful because the TSO HOMETEST command uses the Pascal socket API. If
VMCEF is not started, an ABENDOD6 can occur.

Restriction: When you use this function, the total number of IPv4 IP addresses that
can be configured to the TCP/IP stack is limited to 255 IP addresses. This
limitation of 255 IP addresses applies to all IPv4 IP addresses, including loopback
and dynamic VIPA.

Format

»>—HOMETEST ><

Parameters

There are no parameters for this command.

MVPXDIS command

The MVPXDISP command can be used for debugging VMCF problems. See
Diagnosing VMCF/IUCV problems with the MVPXDISP command|in [z/OS|
Communications Server: IP Diagnosis Guide| for more information about this
command.
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UNIX command

The UNIX command pwtokey can be used for password security. See
[pwtokey facility” on page 973 for more information about this command
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Chapter 2. Sending electronic mail using z/OS UNIX sendmail

z/0S UNIX sendmail provides enhanced SMTP support, integrating with the
existing SMTP mail server system to enable you to send mail across the Internet.
z/0S UNIX sendmail replaces SMTPPROC as the primary SMTP server. z/OS
UNIX sendmail uses standard sendmail configuration and operation files.
Consequently, you can simply use the existing mail user agent (MUA) interface to
use z/OS UNIX sendmail.

For a comprehensive discussion of sendmail, see the industry-accepted document
sendmail by O'Reilly & Associates, Inc.

For more information about sendmail see fhttp://www.sendmail.org} For the
features added after version 8.8.7, see SENDMAIL INSTALLATION AND
OPERATION GUIDE, that can be found at jhttp:/ /www.sendmail.org / ~ca/email /|
[doc8.12/op . htmll

z/0OS UNIX sendmail commands

Command-line switches are command-line arguments that begin with a hyphen (-)
and precede the list of recipients (if any). The forms for the command-line
switches, where -Y is a single letter, are:

-Y Boolean switch

-Yarg  Switch with argument

All switches are single letters. A complete list is shown in [Table 13

Table 13. Supported command-line sendmail switches

Switch Version of sendmail Description

-Ac V8.12 and above Use submit.cf

-Am V8.12 and above Use sendmail.cf

-b All versions Set operating mode

-ba V8.9 and above Go into ARPANET mode

-bD V8.8 and above Run as a daemon, but do not fork

-bd All versions Run as a daemon

-bH V8.8 and above Purge persistent host status

-bh V8.8 and above Print persistent host status

-bi All versions Initialize alias database

-bm All versions Be a mail sender

-bP V8.12 and above Print number of entries in the queue(s); available only with
shared memory support.

-bp All versions Print the queue

-bs All versions Run SMTP on standard input

-bt All versions Rule testing mode

-bv All versions Verify: do not collect or deliver

-C All versions Location of configuration file
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Table 13. Supported command-line sendmail switches (continued)

Switch Version of sendmail Description

-d All versions Enter debugging mode

-F All versions Set the sender's full name

-f All versions Set sender's address

-G V8.12 and above Relay (gateway) submission of a message

-hN V8.9 and above Set the hop count to N

-i V8.9 and above Ignore dots alone on lines by themselves in incoming messages
-L tag V8.10 and above Set the identifier used in syslog messages to the supplied tag
-N V8.8 and above Specify DSN NOTIFY information

-n All versions Do not do aliasing

-O V8.7 and above Set a multicharacter option

-0 All versions Set a single-character option

-p V8.1 and above Set protocol and host

-q All versions Process saved messages in the queue at given intervals

-R V8.8 and above DSN what to return on a bounce

-t All versions Get recipients from message header

-V V8.8 and above Specify the ENVID string

-v All versions Run in verbose mode

-X V8.2 and above Log transactions

sendmail daemon commands

The following commands or symbolic links produce the same results as the
corresponding sendmail command line arguments or switches (described in
[Table 13 on page 297).

Table 14. Supported command-line sendmail aliases

Name Switch Description

hoststat -bh Print persistent host status (V8.8 and above)
mailg -bp Print the queue contents

newaliases -bi Rebuild the aliases file

purgestat -bH Purge persistent host status (V8.8 and above)
smtpd -bd Run as a daemon

hoststat: Print persistent host status

Use hoststat to print the status of the last mail transaction with all remote hosts.

hoststat is identical to the z/OS UNIX sendmail -bh command.

The hoststat utility exits 0 on success, and >0 if an error occurs.
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Format

A\
A

»»—hoststat
L.,

Parameters

-v Prints verbose results. Normally the results are limited to 27 characters. Use
the -v option to show results limited to 79 characters, thus providing more
information.

Examples

In the following example, the previous connections to there.ufoa.edu and
books.ora.com were successful. The status for books.ora.com is currently being
updated. The asterisk (*) signifies that the file is locked. The host prog.ammers.com
shows no status because connection to it could not be made. The last line in the
example shows that the connection to fbi.dc.gov was refused by that host.

hoststat -v

-------------- Hostname ------- How long ago ---------Results---------
there.ufoa.edu 00:00:51 250 PAA27153 Message acce
*books.ora.com 07:43:39 250 GAAO1255 Message acce
prog.ammers.com 06:55:08 No status available
fbi.dc.gov 03:28:53 Connection refused

For each host that has saved status, the following information is printed:

Hostname
Name of the host that z/OS UNIX sendmail was connected to. It might not
be the host name specified for the recipient; it could be an MX record
instead. If a message has multiple recipients, a separate status line is
produced for each unique host that is tried. If this name is prefixed with
an asterisk (*), the status file is locked and currently being updated.

How long ago
Shows how long ago this status record was updated. It is printed in the
form: DD+HH:MM:SS. DD is the number of days. If the status was updated less
than a day ago, the DD+ is omitted. HH is hours, MM is minutes, and SS is
seconds.

Results
Shows the results of the last connections attempt, failure, or success. If no
reason was stored, the result prints as No status available. If a result was
stored, it prints as smtp msg.

The smtp is the SMTP reply code. The msg is the text of the message
generated by the other end or other program.

Print the mail queue

The mailq command prints a summary of the mail messages queued for future
delivery.

The first line printed for each message shows the internal identifier used on this

host for the message, the size of the message in bytes, the date and time the
message was accepted into the queue, and the envelope sender of the message.
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The second line shows the error message that caused this message to be retained in
the queue; it will not be present if the message is being processed for the first time.

mailq is identical to z/OS UNIX sendmail -bp command.

The mailq utility exits with a code of 0 on success, and >0 if an error occurs.

Format

»»>—mailq >«
L _,J

Parameters

The available option is:

-v Print verbose information. This adds the priority of the message and a single
character indicator (+ or blank) indicating whether a warning message has
been sent on the first line of the message. Additionally, extra lines can be
intermixed with the recipients indicating the controlling user information. This
information shows who will own any programs that are executed on behalf of
this message and the name of the alias this command expanded from, if any.

newaliases: Rebuild the database for the mail aliases file

The newaliases command rebuilds the random access database for the mail aliases
file /etc/mail/aliases. It must be run each time this file is changed in order for the
change to take effect.

newaliases is identical to z/OS UNIX sendmail -bi command.

The newaliases utility exits with a code of 0 on success, and >0 if an error occurs.

Format

v
A

»»—newaliases

purgestat: Purge host status information

The purgestat command clears (purges) all the host-status information that was
being saved under the HostStatusDirectory option directory. Clearing is done by
removing all the directories under the HostStatusDirectory directory. The
HostStatusDirectory directory is not removed.

purgestat is identical to z/OS UNIX sendmail -bH command.

The purgestat utility exits with a code of 0 on success, and >0 if an error occurs.

Format

v
A

»>—purgestat
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smtpd: Run sendmail in the background as a daemon

The smtpd command causes sendmail to run in the background as a daemon,
listening for incoming SMTP mail. This mode of operation is usually combined
with the -q command-line switch, which causes sendmail to periodically process
the queue.

smtpd is identical to z/OS UNIX sendmail -bd command.

Format

»>—smtpd <
[ ]

Parameters

-q Processes saved messages in the queue at given intervals.

Using the mailstats command

The z/0OS UNIX sendmail program provides the ability to gather information that
can be used to produce valuable statistics. The StatusFile (S) option is used to
specify a statistics file into which delivery agent statistics can be saved. The
Mailstats program prints a summary of those statistics by printing the statistics file.

Mailstats command: Printing statistics

Use the Mailstats command to print the statistics contained in the statistics file.

Format

»»>—mailstats - C—=<conf filename »<
- f—<stat filename>—
-0
-p

Parameters

-C <conf filename>
Specifies the name of the sendmail configuration file to be used to locate and
analyze the z/OS UNIX sendmail statistics file. If not specified,
/etc/mail /sendmail.cf is used as the default.

-f <stat filename>
Specifies the name of the z/OS UNIX sendmail statistics file to be analyzed. If
not specified, the statistics file is located on the StatusFile (S) option specified
in the z/OS UNIX sendmail configuration file.

-0 Requests mailer names be omitted from the formatted output.

-p Specifies that output information is to be in program-readable mode and
statistics are cleared. If both -p and -P are specified, the statistics file is cleared.
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-P Specifies that output information is to be in program-readable mode and
statistics are not cleared. If both -p and -P are specified, the statistics file is
cleared.

Results

The following example shows the result of a MAILSTAT command.

Statistics from Sat Feb 15 12:51:09 2003
M msgsfr bytes_from msgsto bytes_to msgsrej msgsdis Mailer

The first line of output shows the time the statistics file was begun. The M column
shows the index into the internal array of delivery agents, and the Mailer shows
the symbolic name. The lines that follow show:

msgsfr
The number of messages and the total size in kilobytes of the messages
received for each delivery agent.

msgsto
The number of messages and the total size in kilobytes of the messages sent
for each delivery agent.

msgsrej
The number of message rejects by each mailer.

msgsdis
The number of message discards by each mailer.

The bottom line shows the totals.

Note: A delivery agent that has handled no traffic is excluded from the report.
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Chapter 3. Monitoring the TCP/IP network

This information describes how to use the following TCP/IP commands to obtain

information from the network.

¢ The TSO NETSTAT and z/OS UNIX netstat/onetstat commands provide
information about the status of the network. See

* The TSO PING and z/0OS UNIX ping/oping commands determine the
accessibility of a foreign node. See [“Ping” on page 656

¢ The TSO RPCINFO and z/OS UNIX orpcinfo commands display the servers
that are using RPC binding protocol Version 2 that are registered and
operational with any portmapper or rpcbind servers on your network. See
[‘Rpcinfo” on page 674

e The TSO TRACERTE and z/0OS UNIX traceroute/otracert commands help
debug network problems. See [“Traceroute” on page 679

Netstat

The TSO NETSTAT and z/OS UNIX netstat/onetstat commands provide the
following information:

* Information about the status of the local host, including information about
TCP/IP connections, network clients, gateways, and devices

* DNS cache information from the system-wide resolver

* The ability to drop connections for users who have the MVS.VARY.TCPIP.DROP
statement defined in their RACF profile

As new functions are added to TCP/IP in the z/OS Communications Server, new
information is also needed from the Netstat command in terms of new command
options, new Netstat reports, or changes to existing Netstat reports. Any program
that post processes output lines from the Netstat command and depends on the
content of these output lines from the Netstat command should be reviewed and
possibly modified when maintenance or a new release of z/OS is being installed.
For every new release, see [z/OS Summary of Message and Interface Changes| for a
summary of the changes to the following Netstat commands and their associated
report output:

* The DISPLAY TCPIP, NETSTAT operator command
e The TSO NETSTAT command
e The z/0OS UNIX netstat command

TSO NETSTAT command output parsing considerations

No message identifiers are displayed in the output for TSO NETSTAT if the
command is issued from an IPv6-enabled stack or if the command is issued from
an IPv4-only stack but the request is for a long format display. If you have
developed REXX programs that issue Netstat commands under TSO and parse the
output lines based on message identifiers, you need to change those REXX
programs to use some other token in the output lines to decide the format of the
line you are trying to parse.

Here are some tips that might make the migration easier for you:
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» Several Netstat reports display table entries such as the CONN report or the
BYTEINFO report. If you are receiving Netstat output in LONG format, these
table entries now take up more than one output line. The first line in a table
entry always starts at position one in the line, and the remaining lines that
belong to that same table entry start with an offset of two (position three). You
can use that to determine which lines are the start of a table entry and which are
follow-on lines that belong to that same table entry.

* For the non-table type of reports, depending on the report you are parsing and
the pieces of information you are looking for, you need to identify the individual
lines on some other token than the MSGID, such a LNKNAME or DEVNAME.

A small REXX program produced the output in the following example based on a
NETSTAT DEVLINKS report:

Link/Intf name =LOOPBACK Bytes in =12387 Bytes out =12387
Link/Intf name =VIPAl Bytes in =0 Bytes out =
Link/Intf name =LINKEE Bytes in =0 Bytes out =
Link/Intf name =TR1 Bytes in =110614 Bytes out =363744
Link/Intf name =VIPLCOA86501 Bytes in =0 Bytes out =0
Link/Intf name =VIPLO92A689F Bytes in =0 Bytes out =0

This output was produced with a REXX program that used MSGIDs to identify
lines. The sample REXX program is shown in the following example:

/* REXX */
/* Requires PROFILE MSGID - uses MSGIDs to identify lines */
netstr = 'DEVLINKS'
address TSO "NETSTAT "netstr" STACK"
n = queued()
if n > 0 then do x=1 to n
i = (n-x)+1
pull Tine.i
end
line.0 = n
do x=1 to 1line.0
parse upper var line.x msgid tl t2 t3 t4 .

if msgid = 'EZZ27611' then do /* MSGID EZZ27611 =/
interface = t2

end

if msgid = 'EZZ28201' then do /* MSGID EZZ28201 =/
bytesin = t2

bytesout = t4

stl = 'Link/Intf name ='||substr(interface,1,18)
stl = stl }' Bytes in ='[|substr(bytesin,1,10)
stl = stl||' Bytes out ='||substr(bytesout,1,10)
say stl
end
end
exit

The exact same output can be produced using a modified REXX program that does
not use MSGIDs but specific tokens in the Netstat report. In the following example,
the only changes required are in the parse and if statements.

/* REXX */
/* Does not require MSGIDs, uses tokens to identify Tines */
/* This REXX works with z/0S V1R10 */

netstr = 'DEVLINKS'
address TSO "NETSTAT "netstr" STACK"
n = queued()
if n > 0 then do x=1 to n
i = (n-x)+1
pull Tine.i
end
1ine.0 = n
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do x =1 to 1ine.0
parse upper var line.x tl t2 t3 t4 .
if t1 = 'LNKNAME:' | t1 = 'INTFNAME:' then do
interface = t2

end

if t1 = 'BYTESIN' then do
bytesin = t3

end

if t1 = 'BYTESOUT' then do
bytesout = t3

stl = 'Link/Intf name = '|[|substr(interface,1,18)
stl = stl }' Bytes in = '|[|substr(bytesin,1,10)
stl = stl||' Bytes out = '||substr(bytesout,1,10)
say stl
end
end
exit

Provide security product access to Netstat command

Controlling access to Netstat command can be added by using security product

resources defined in the following table. You can define the following new security
product resource names in the SERVAUTH class to control users' access to the TSO

NETSTAT or UNIX shell netstat command options. See the sample EZARACF

member for examples of the security product commands used to create the
resource names. If the SERVAUTH class is not active or if security product resource
name is not defined, access to the Netstat command will not be restricted.

Note: Take care with applications that might be invoking Netstat under the covers.

If the Netstat security resource names are defined, the user IDs associated with
applications invoking Netstat under the covers need to be permitted for READ

access to the resource names.

Resource names in SERVAUTH class

Netstat options

EZB.NETSTAT.mvsname.tcpprocname.*

All Netstat options

EZB.NETSTAT.mvsname.tcpprocname. ALL ALL / -A
EZB.NETSTAT.mvsname.tcpprocname. ALLCONN ALLCONN / -a
EZB.NETSTAT.mvsname.tcpprocname. ARP ARP / -R

EZB.NETSTAT.mvsname.tcpprocname.BY TEINFO

BYTEINFO / -b

EZB.NETSTAT.mvsname.tcpprocname. CACHINFO

CACHINFO / -C

EZB.NETSTAT.mvsname.tcpprocname.CLIENTS CLIENTS / -e
EZB.NETSTAT.muvsname.tcpprocname. CONFIG CONFIG / -f
EZB.NETSTAT.movsname.tcpprocname.COnn CONN / -c

EZB.NETSTAT.mvsname.tcpprocname. DEFADDRT

DEFADDRT/-1

EZB.NETSTAT.mvsname.tcpprocname. DEVLINKS

DEVLINKS / -d

EZB.NETSTAT.mvsname.tcpprocname. GATE GATE / -g
EZB.NETSTAT.mvsname.tcpprocname. HOME HOME / -h
EZB.NETSTAT.mvsname.tcpprocname IDS IDS / -k
EZB.NETSTAT.mvsname.tcpprocname. ND ND / -n

EZB.NETSTAT.mvsname.tcpprocname PORTLIST

PORTLIST / -o

EZB.NETSTAT.mvsname.tcpprocname. RESCACHE

RESCACHE / -q

EZB.NETSTAT.mvsname.tcpprocname. ROUTE

ROUTE / -r

EZB.NETSTAT.mvsname.tcpprocname.SLAP

SLAP / -j
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Resource names in SERVAUTH class Netstat options
EZB.NETSTAT.mvsname.tcpprocname. SOCKETS SOCKETS / -s
EZB.NETSTAT.mvsname.tcpprocname . SRCIP SRCIP / -J
EZB.NETSTAT.mvsname.tcpprocname.STATS STATS / -S
EZB.NETSTAT.muvsname.tcpprocname. TELNET TELNET / -t
EZB.NETSTAT.mvsname.tcpprocname. TTLS TTLS / x
EZB.NETSTAT.mvsname.tcpprocname.UP Up / -u
EZB.NETSTAT.mvsname.tcpprocname.VCRT VCRT / -V
EZB.NETSTAT.mvsname.tcpprocname. VDPT VDPT / -O
EZB.NETSTAT.mvsname.tcpprocname. VIPADCFG VIPADCEG / -F
EZB.NETSTAT.mvsname.tcpprocname.VIPADYN VIPADYN / -v

You can use the control statements in the sample JCL job provided in
SEZAINST(EZARACEF) to define these authorizations.

* If this is the first SERVAUTH class profile that your installation is using, activate
the SERVAUTH class using the following commands:

SETROPTS CLASSACT (SERVAUTH)
SETROPTS RACLIST(SERVAUTH)

* Example 1: If you wanted to permit USER2 access to the Netstat CONN/-c
option for TCP/IP stack TCP1 on system MVSA you could use the following
definitions:

RDEFINE SERVAUTH (EZB.NETSTAT.MVSA.TCP1.CONN) UACC(NONE)
PERMIT (EZB.NETSTAT.MVSA.TCP1.CONN) ACCESS(READ) CLASS(SERVAUTH) ID(USER2)

* Example 2: If you wanted to permit USER4 to have access to all of Netstat
options you could use the following definitions:

SETROPTS GENERIC (SERVAUTH)

RDEFINE SERVAUTH (EZB.NETSTAT.MVSA.TCP1.*) UACC(NONE)

PERMIT (EZB.NETSTAT.MVSA.TCP1.%) ACCESS(READ) CLASS(SERVAUTH) ID(USER4)
SETROPTS GENERIC(SERVAUTH) REFRESH

¢ Refresh RACLIST
SETROPTS RACLIST(SERVAUTH) REFRESH

The TSO NETSTAT command syntax

Use the TSO NETSTAT command to display the configuration and network status
on a local TCP/IP stack.

Syntax
(1)

»>—NETSTAT Report Option Target Qutput (Filter |—|—N
El Command '—| Target i '_I '_I

Report Option:
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—COnn

—ALL

(2) (3) (4) (5) (6) (7) (8) (9)

|—SERVERJ
(2) (3) (4) (5) (6) (7) (8) (9) (10)
—ALLConn
|—APPLDATAJ
—ARp net address
ALLg
(2) (3) (4) (5)
—BYTEinfo
|—IDLETIMEJ
—CACHinfo
(2) (5)
—CLients
—CONFIG
(2) (3) (4) (5) (6) (7) (8) (9) (10)
—COnn—"
tAPPLDATA—
SERVER—
—DEFADDRT
(9) (11)
—DEv1inks
|—SMCJ
(4)
—Gate
|—DETAILJ
HE1
o
(11)
—HOme
(12)
—1IDS
i:SUMmary
PROTOcol—protocol—
(4)
—ND
(6)
—PORTList
|—SUMmar‘y (3) (4) (13)
'—RESCache
DETAIL—L—_l—
NEGative
SUMmary
|:DNS:|

Chapter 3. Monitoring the TCP/IP network 307




(4)

—ROUTe Y
—ADDRTYPE IPV4

_[I PV6
—DETAIL
1QDIO
—PR ALL

prname

—QDIOACCEL——
—RADV
—RSTAT

(14)

—SLAP
i:ACTIVEj
SUMmary
(2) (3) (8) (5) (6) (7)
—SO0CKets

—SRCIP

(15)

—STATS
|—PROTOco]—pr*otocoZJ
(2) (3) (4) (6) (7) (16) (17)

—TELnet

Loerar

|—GRoup

—TTLS

COnn—connz’d—L—_l—
DETAIL

GRoup
Loerari

(3) (8) (6) (7)
—VCRT
LDETAILJ
(4) (6) (7)
—VDPT
LDETAILJ
(4)
—VIPADCFG
LDETAILJ
LV IPADyn
|:DVIPA—
VIPAROUTE—
Command:
—DRop —n
Target:

—TCp —tcpname
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Output:

NG

FORMat LONG
I |—SHORTJ
REPort
|:DSN—dsnname:‘
HLQ—hIgname

STACk
|—TITLesJ

Filter:

(8)

—rAPPLD—appldata

(16)
—APPLname—Y——app lname

(2)
—CLIent—Y——clientname

(10)

—CONNType—[NOTTLSP01 icy
TTLSPolicy

CURRent
GRoup—groupid—
STALE
(13)
—DNSAddr—dnsipaddr
(3)
—HOSTName—hos tname
(11)
—INTFName—int fname
(4)
—IPAddr—Y——ipaddr
i:ipaddr/prefixLenj‘
ipaddr/subnetmask
(7)
—IPPort—Y—ipaddr+portnum
(17)
—LUName Luname
(5)
—NOTN3270
(14)
—POLicyn—policyname
(6)

—POrt—Y—portnum

(9)

—SMCID smcid
L |

Notes:

1 The minimum abbreviation for each parameter is shown in uppercase letters.
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2 The CLIent filter is valid with ALL, ALLConn, BYTEinfo, COnn, CLients,
SOCKets, and TELnet.

3 The HOSTName filter is valid only with ALL, ALLConn, BYTEinfo, COnn,
RESCache, SOCKets, TELnet, and VCRT.

4 The IPAddr filter is valid only with ALL, ALLConn, BYTEinfo, COnn, Gate,
ND, RESCache, ROUTe, SOCKets, TELnet, VCRT, and VDPT, and VIPADCEFG.

5 The NOTN3270 filter is valid only with ALL, ALLConn, BYTEinfo, COnn,
CLients, and SOCKets.

6 The POrt filter is valid only with ALL, ALLConn, COnn, PORTList, SOCKets,
TELnet, VCRT, and VDPT.

7 The IPPort filter is valid only with ALL, ALLConn, COnn, SOCKets, TELnet,
VCRT, and VDPT.

8 The APPLD filter is valid only with ALL, ALLConn, and COnn.

9 The SMCID filter is valid only with ALL, ALLConn, COnn, and DEvlinks.
10  The CONNType filter is valid only with ALLConn and COnn.

11  The INTFName filter is valid only with DEvlinks and HOme.

12 The valid protocol values are TCP and UDP.

13 The DNSAddr filter is valid only with RESCache.

14 The POLicyn filter is valid only with SLAP.

15  The valid protocol values are IP, ICMP, TCP, and UDP.

16 The APPLname filter is valid only with TELnet.

17 The LUName filter is valid only with TELnet.

The z/0OS UNIX netstat command syntax

Use the z/OS UNIX netstat command to display the network configuration and
status on a local TCP/IP stack.

Note:

1. netstat is a synonym for the onetstat command in the z/OS UNIX shell. The
onetstat command syntax is the same as that for the netstat command.

2. Some option modifiers for the z/OS UNIX netstat command are shown below
using uppercase letters followed by lowercase letters (for example, SUMmary).
The portion of the modifier shown using uppercase letters indicates the
minimum abbreviation for the modifier. The modifier used must be entered
using all uppercase letters.

Syntax
»_netstat~|:l Report Option |—| Target |—| Qutput |—| Filter i | ><

Command |—| Target i

Report Option:
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(1) (2) (3) (4) (5) (6) (7) (8)

|—SERVERJ

(1) (2) (3) (4) (5) (6) (7) (8) (9)

-3
d

-b

|—APPLDATAJ

(2) (3) (4) (6)

-C

|—IDLETIMEJ

(1) (2) (3) (4) (5) (6) (7) (8) (9)

-C
i:APPLDATA—
SERVER—

-d

(8)

(10)

Lswe]
(2) (6)

-F

(4)

-f

|—DETAI LJ

(4)

-9
|—DETAILJ

(10)

-h

1

=J

(11)

-J
—ACTIVEj
—SUMmary

(12)

-1

—SUMmary
—PROTOcoTl—protocol—

(4)

-n

-0

(1) (4) (5)

Lperart
(5)

]

-0
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|—SUMmary— (3) (4) (13)

— -q
DETAIL_I_—_|_
|: NEGative
SUMmary
|:DNS:|

— -R——net address
ALL

(4)

—ADDRTYPE IPV4

_[IPV6
—DETAIL
-1QDI0—————
—PR ALL

prname

—QDIOACCEL——
—RADV
—RSTAT

(14)

|—PROTOco]—protocolJ
(1) (2) (3) (4) (5) (6)

(1) (2) (3) (4) (5) (15) (16)

|—DETAI LJ

(1) (3) (4) (5)

|—DETAI LJ

i:DVIPA—
VIPAROUTE-

l—GRoup

COn n—connid—L—_|—
DETAIL

GRoup
|—DETAI LJ

Command:

f— -D—n

Target:

F— -p —tcpname

Output:

= -u—Lons

SHORTJ
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Filter:

(1)

-B—Y—ipaddr+portnum

(2)

-E—Y—clientname

(7)

-G—appldata
(3)

-H—hostname

(4)

-1 ipaddr
i:ipaddr/prefixLen
ipaddr/subnetmask
(10)

Tl

-K —intfname

(16)

-L—Y—Tuname

(15)

-N——applname

(5)

-P—Y—portnum

(13)

-Q—dnsipaddr
(6)
-T

(8)

-U smcid
L |

(9)

-X—ENOTTLSPoHcy

GRoup—groupid—

TTLSPolicy
|ECURRent

STALE
(11)

-Y—policyname

Notes:

1 -B filter is valid only with -A, -a, -c, -s, -t, -O, and -V.

2 -E filter is valid only with -A, -a, -b, ¢, -e, -s, and -t.

3 -H filter is valid only with -A, -a, -b, -c, -q, -s, -t, and -V.

4 -1 filter is valid only with -A, -a, -b, -¢, -F, -g, -n, -O, -q, 1, -s, -t, and -V.
5 -P filter is valid only with -A, -a, -c, -O, -o, -s, -t, and -V.

6 -T filter is valid only with -A, -a, -b, -¢, -e, and -s.

7 -G filter is valid only with -A, -a, and -c.

8 -U filter is valid only with -A, -a, -c and -d.

9  -Xfilter is valid only with -a, and -c.
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10 K filter is valid only with -d and -h.

11 -Y filter is valid only with -j.

12 The valid protocol values are TCP, and UDP.

13 -Q filter is valid only with -q.

14  The valid protocol values are ICMP, IP, TCP, and UDP.
15  -N filter is valid only with -t.

16  -L filter is valid only with -t.

The Netstat parameter overview

The following describes the individual parameter topics that are identified in the
syntax diagram. The parameter format that is used below is the TSO parameter
keyword followed by a slash and the z/OS UNIX shell character parameter. If a
TSO parameter is not followed by a slash and a z/OS UNIX shell character
parameter, then no corresponding support is available in the UNIX shell
environment.

The Netstat command report option
The following report options can be used with the Netstat command. If no report
option is specified, Netstat displays the default CONN/-c report.

ALL/-A
Displays detailed information about TCP connections and UDP sockets,
including some recently closed ones. See [“Netstat ALL/-A report” on page]

for more details.

ALLConn/-a
Displays information for all TCP connections and UDP sockets, including
some recently closed ones. See ["Netstat ALLConn/-a report” on page 362|
for more details.

ARp/-R

Queries the IPv4 ARP cache information. See [“Netstat ARp/-R report” on|
for more details.

BYTEinfo/-b
Displays the byte-count information for each active TCP connection and
UDP socket. See [“Netstat BYTEinfo/-b report” on page 372| for more
details.

CACHinfo/-C
Displays information about TCP connections uszing the Cache Accelerator.
See [“Netstat CACHinfo/-C report” on page 378| for more details.

CLients/-e
Displays information about local users of TCP/IP services (jobnames). See
[“Netstat CLients/-e report” on page 381| for more details.

CONFIG/-f
Displays the TCP/IP configuration information about IP, TCP, UDP, SMF
parameters, GLOBALCONFIG profile statement, network monitor, data
trace, and autolog settings. See [“Netstat CONFIG/-f report” on page 383
for more details.

COnn/-c
Displays information about each active TCP connection and UDP socket.

COnn/-c is the default parameter. See [“Netstat COnn/-c report” on page
for more details.
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DEFADDRT/-1
Displays the policy table for IPv6 default address selection. See
[DEFADDRT /-1 report” on page 424| for more details.

DEvlinks/-d
Displays the information about interfaces that are defined to the TCP/IP
stack. If the TCP/IP stack is using Shared Memory Communications -
RDMA (SMC-R) protocols, this report option displays SMC-R links and
link groups. See [“Netstat DEvlinks/-d report” on page 425| for more
details.

Gate/-g
Displays information about the stack routing table for IPv4 destinations.
See |"Netstat Gate/-g report” on page 475| for more details.

HElp or ?/-?
Displays help information for the Netstat parameters. See [“Netstat HElp/-?|
freport” on page 480| for more details.

HOme/-h
Displays information about each home IP address and its associated link or
interface name. See [“Netstat HOme/-h report” on page 485| for more
details.

IDS/-k
Displays information about intrusion detection services. See
[IDS/-k report” on page 491| for more details.

ND/-n Displays the IPv6 Neighbor cache entries. See [“Netstat ND/-n report” on|
for more details.

PORTList/-o
Displays the list of reserved ports and the port access control configuration
for unreserved ports. See [“Netstat PORTList/-o report” on page 507 for
more details.
RESCache/-q
Display resolver cache information. See [“Netstat RESCache /-q report” on|

for more details.

ROUTe/-r
Displays stack routing information. Information for IPv4 destinations is
always displayed. If the stack is IPv6 enabled, information about IPvé6
destinations is also displayed. See [“Netstat ROUTe/-r report” on page 524|
for more details.

SLAP/-j

Displays the QoS policy statistics. See [“Netstat SLAP/-j report” on page|
for more details.

SOCKets/-s
Displays information for open TCP or UDP sockets associated with a client
name. See [“Netstat SOCKets/-s report” on page 544 for more details.

SRCIP/-J
Displays information for all job-specific and destination-specific source IP
address associations on the TCP/IP address space. See [“Netstat SRCIP/-]|
[report” on page 550| for more details.

STATS/-S
Displays TCP/IP statistics for IP, ICMP, TCP, and UDP protocols. See
[“Netstat STATS/-S report” on page 553 for more details.
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TELnet/-t
Displays information for TN3270 Telnet server connections. See
[TELnet/-t report” on page 572| for more details.

TTLS/-x
Displays Application Transparent Transport Layer Security (AT-TLS) group
and connection information. See [“Netstat TTLS/-x report” on page 578| for
more details.

Up/-u Displays the date and time that the TCP/IP stack was started and specifies
whether the stack is IPv6 enabled or disabled. See [“Netstat Up/-u report”|

for more details.

VCRT/-V
Displays the dynamic VIPA Connection Routing Table used for sysplex
distributor and moveable dynamic VIPA support. See ['Netstat VCRT/-V]
[report” on page 595| for more details.

VDPT/-O
Displays the dynamic VIPA Destination Port Table information for TCP/IP
stacks, and the dynamic VIPA Destination Port Table for non-z/OS targets.
See [“Netstat VDPT/-O report” on page 604] for more details.

VIPADCFG/-F
Displays the dynamic VIPA configuration for a TCP/IP stack. See
[VIPADCEG/-F report” on page 624 for more details.

VIPADyn/-v
Displays the current dynamic VIPA and VIPAROUTE information for a
TCP/IP stack. See [“Netstat VIPADyn/-v report” on page 645 for more
details.

The Netstat command target

You can get information for a specific TCP/IP address space by using TCp/-p
tcpname with any report option. This option is needed only if you use the Common
INET physical file system (PFS) and have more than one TCP/IP address space
active in a z/OS image. In such a multi-stack environment, use this option to
specify which TCP/IP address space you want Netstat to gather information from.
If this option is not specified in a multi-stack environment, then the information
displayed is gathered only from the default TCP/IP address space that was
specified with the TCPIPJOBNAME statement in the appropriate resolver
configuration file or data set.

Rule: The Netstat RESCache/-q option gets its information from the system-wide
resolver. The information is not specific to the TCP/IP address space name that is
specified on the TCp/-p target parameter, or to the default TCP/IP address space.

TCp/-p tcpname
Displays detailed information about the specified TCP/IP address space.
You can use TCp/-p tcpname with any other Netstat parameter to get
information about the specified TCP/IP address space.

The tcpname is an 8-byte procedure name that is used to start the TCP/IP
address space. When the S member.identifier method of starting TCP/IP
is used, the value specified for identifier must be used as tcpname.

Netstat command output

Use the following options to specify where and in which format output is written.
If an output option is not specified, by default the output is displayed on the user's
terminal.
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FORMat/-M
Display a Netstat report in a given format.

SHORT
Display a Netstat report in short format. The short format is the
format that supports only IPv4 IP addresses. This option is valid
only if the stack is not IPv6 enabled.

LONG
Display a Netstat report in long format. The long format can
accommodate both IPv4 and IPv6 IP addresses.

If... Then ...

The stack is IPv6 enabled The default format for the Netstat report is
the long format.

The stack is IPv6 enabled and the The error message EZZ2383I is issued and

FORMAT/-M SHORT is specified from the = command processing is stopped.
command

The stack is not IPv6 enabled and the The default format for Netstat report is the
FORMAT/-M option is not specified from  short format.

the Netstat command line nor in the

IPCONFIG profile statement

REPort (TSO NETSTAT only)
Causes the output to be stored in an MVS data set. If there is no additional
parameter specified, the output is stored in a data set named
tsoprefix NETSTAT.option. If NOPREFIX is set in the TSO user profile, then
the data set name is NETSTAT.option. The data set is created and cataloged
if it does not already exist. If the data set already exists, the output from
the requested option replaces any existing data. The name of the data set
depends on whether either of the following additional parameters were
specified:

DSN dsnname
Specifies the data set name in which the output is stored. The
dsnname can be either a fully qualified name surrounded by single
quotation marks (for example, 'abc.xyz') or an unqualified name
(for example, abc). If an unqualified name is specified, then the
unqualified name is prefixed with the TSO prefix value.

HLQ hlgname
Specifies the high-level qualifier for the data set in which the
output is stored. The resulting data set name is
hlgname NETSTAT.option.

The following shows the relationship between the parameters and the stored data
set name:

No tsoprefix tsoprefix is available
Nothing specified NETSTAT.option tsoprefix. NETSTAT.option
HLQ specified hlgname. NETSTAT.option hlgname.NETSTAT.option
Unqualified DSN dsnname tsoprefix.dsnname
Fully qualified DSN dsnname dsnname
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Use the REPort option to store the information returned by NETSTAT in a file used
for later reference. For example, to store the output of the NETSTAT COnn report
in a file, issue the following command: netstat conn report

After you issue the preceding command, a data set named
tsoprefix NETSTAT.CONN is created, which contains output similar to the following

information:
/ N
MVS TCP/IP NETSTAT CS V2R1 TCPIP NAME: TCPCS 17:40:36
User Id Conn Local Socket Foreign Socket State
FTPD1 0000003B 0.0.0.0..21 0.0.0.0..0 Listen
FTPD1 0000003D 9.37.65.146..21 9.67.115.5..1026 Establsh
FTPD1 0000003F 9.37.65.146..21 9.27.13.21..3711 Establsh
TCPCS 0000000F 0.0.0.0..23 0.0.0.0..0 Listen
TCPCS 0000000C 9.67.115.5..23 9.27.11.182..4886 Establsh
\fYSLOGDl 00000010 0.0.0.0..514 ok upp )

STAck (TSO NETSTAT only)
Causes the report, stripped of title lines, to be placed in the TSO data stack
when NETSTAT is issued from a CLIST or a REXX EXEC. No information
is displayed at the user's terminal.

TITLes
Causes the report, including title lines, to be placed in the TSO
data stack when NETSTAT is issued from a CLIST or a REXX
EXEC.

The Netstat command filter

The following parameters can be used to filter the output of the specified report. If
you specify a filter parameter on the TSO NETSTAT command, it must be the last
parameter on the command line preceded by a left parenthesis.

APPLD/-G appldata
Filter the output of the ALL/-A, ALLConn/-a, and COnn/-c reports using
the specified application data appldata. You can enter one filter value at a
time that can be 40 characters in length.

APPLname/-N applname
Filter the output of the TELnet/-t report using the specified VTAM
application name applname. You can enter up to six filter values and each
specified value can be eight characters in length.

CLIent/-E clientname
Filter the output of the ALL/-A, ALLConn/-a, BYTEinfo/-b, CLient/-e,
COnn/-c, SOCKets/-s, and TELnet/-t reports using the specified client
name clientname. You can enter up to six filter values and each specified
value can be eight characters in length.

CONNType/-X
Filter the report using the specified connection type. You can enter one
filter value at a time.

NOTTLSPolicy
Filter the output of the ALLConn/-a and COnn/-c reports,
displaying only connections that have not been matched to an
Application Transparent Transport Layer Security (AT-TLS) rule.
This includes connections that were established while the AT-TLS
function was disabled (the value NOTTLS was specified on the
TCPCONFIG statement or is in effect by default) and all
connections that are not TCP protocol. For TCP connections that
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were established when the AT-TLS function was enabled, this
includes the following connections:

* Connections for which AT-TLS policy lookup has not yet
occurred (typically the first send or receive has not yet been
issued)

* Connections for which AT-TLS policy lookup has occurred but
no matching rule was found

TTLSPolicy
Filter the output of the ALLConn/-a and COnn/-c reports,
displaying only connections that match an Application Transparent
Transport Layer Security (AT-TLS) rule. This includes only
connections that were established while the AT-TLS function was
enabled, for which an AT-TLS policy rule was found with the value
TTLSEnabled ON or TTLSEnabled OFF specified in the
TTLSGroupAction. Responses can be further limited on AT-TLS
connection type. AT-TLS connection type has the following values:

CURRent
Display only connections that are using AT-TLS where the
rule and all actions are still available to be used for new
connections.

GRoup groupid
Display only connections that are using the AT-TLSgroup
specified by the groupid value. The specified groupid value
is a number that is assigned by the TCP/IP stack to
uniquely identify an AT-TLS group. You can determine the
groupid value from the GrouplD field that is displayed in
the Netstat TTLS/-x GROUP report.

STALE
Display only connections that are using AT-TLS where the
rule or at least one action is no longer available to be used
for new connections.

DNSAddr/-Q dnsaddr
Filter the output of the RESCache/-q report using the specified DNS IP
address dnsaddr. You can enter one filter value at a time. The specified IPv4
dnsaddr value can be 1-15 characters in length; the specified IPv6 dnsaddr
value can be 1-45 characters in length.

Restriction: The DNSAddr/-Q filter does not support wildcard characters.

HOSTName/-H hostname
Filter the output of the ALL/-A, ALLConn/-a, BYTEinfo/-b, COnn/-c,
RESCache/-q, SOCKets/-s, TELnet/-t, and VCRT/-V reports using the
specified host name value hostname. You can enter one filter value at a time
and the specified value can be up to 255 characters in length.

Result: For reports other than those produced using the RESCache/-q
option, at the end of the report, the Netstat command displays the host
name that the resolver used for the resolution and the list of IP addresses
returned from the resolver that it used as filters.

Restrictions:

1. The HOSTName/-H filter supports wildcard characters only for the
RESCache/-q option, but not for other options.
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2. With options other than the RESCache/-q option, using the
HOSTName filter might cause delays in the output because the
hostname value must be resolved (depending on resolver and DNS
configuration).

3. For the RESCache/-q option, the HOSTName/-H filter applies only to
the HostName to IPAddress translation portion of the report.

INTFName/-K intfname
Filter the output of the DEvlinks/-d and HOme/-h reports using the
specified interface name value intfname. You can enter one filter value at a
time and the specified value can be 1-16 characters in length.

For the DEvlinks and HOme report options, the INTFName filter can be
one of the following names:

* The link name of a network interface that was configured on a LINK
profile statement (this option selects one interface).

* The interface name of a network interface that was configured on an
INTERFACE profile statement (this option selects one interface).

¢ The port name of an OSA-Express feature in QDIO mode. This is the
name that is specified on the PORTNAME keyword in the TRLE (this
option selects all interfaces that are associated with the OSA-Express
port, including an OSAENTA trace interface).

¢ The name of a HiperSockets TRLE (this option selects all interfaces that
are associated with the HiperSockets TRLE).

Additionally, for the DEvlinks report option, the INTFName filter can also
be the interface name of an OSAENTA trace interface, which is
EZANTAportname, where the portname value is the name that is specified
on the PORTNAME keyword in the TRLE for the OSA-Express port that is
being traced (this option selects one interface).

Guideline: For the DEvlinks/-d option, if a network resource has been
coded in TCPIP.PROFILE using the DEVICE/LINK/HOME statements,
then the intfname value that should be used is the link name that was
specified on the LINK profile statement. Otherwise, use the interface name
that was specified on the INTERFACE profile statement.

Restriction: The INTFName filter does not support wildcard characters.

IPAddx/-1 ipaddrIPAddy/-I ipaddr/prefixlengthIPAddr/-1 ipaddr/subnetmask
Filter the report output using the specified IP address ipaddr,
ipaddr/prefixlength, or ipaddr/subnetmask. For options other than the
RESCache/-q option, you can enter up to six filter values; the RECache/-q
option accepts only one filter value at a time in ipaddr format. Each
specified IPv4 ipaddr value can be 1-15 characters in length and each
selected IPv6 ipaddr value can be 1-45 characters in length.

ipaddr  Filter the output of the ALL/-A, ALLConn/-a, BYTEinfo/-b,
COnn/-c, Gate/-g, ND/-n, RESCache/-q, ROUTe/-r, SOCKets/-s,
TELnet/-t, VCRT/-V, VDPT/-O, and VIPADCFG/-F reports using
the specified IP address ipaddr. For all options except the
RESCache/-q option, the default subnet mask 255.255.255.255 is
used for IPv4 addresses; for IPv6 addresses, the default prefixlength
value 128 is used. The RECache/-q option does not support any
default subnet mask or default prefixlength values.

320 2/0S V2R1.0 Communications Server: IP System Administrator's Commands



ipaddr/prefixlength
Filter the output of the ALL/-A, ALLConn/-a, BYTEinfo/-b,
COnn/-c, ND/-n, ROUTe/-r, SOCKets/-s, TELnet/-t, VCRT/-V,
VDPT/-0, and VIPADCFG/-F reports using the specified IP
address and prefix length ipaddr/prefixlength. For an IPv4 address,
the prefix length range is 1 — 32. For an IPv6 address, the prefix
length range is 1 — 128.

ipaddr/subnetmask
Filter the output of the ALL/-A, ALLConn/-a, BYTEinfo/-b,
COnn/-c, Gate/-g, ROUTe/-r, SOCKets/-s, TELnet/-t, VCRT/-V,
VDPT/-0, and VIPADCFG/-F reports using the specified 1P
address and subnet mask ipaddr/subnetmask. The IP address ipaddr
in this format must be an IPv4 IP address.

Note:

1. For the Gate/-g option, ipaddr is the destination IP address; it is not the
destination network address.

2. When filtering Gate/-g and ROUTe/-r outputs on a specified IP
address, the DEFAULT and DEFAULTNET routes are not displayed.

Guidelines:

¢ For ALL/-A, ALLConn/-a, COnn/-c, and TELnet/-t options, ipaddr can
be either the local or remote IP address. For the BYTEinfo/-b option,
ipaddr can be a remote IP address. For the SOCKets/-s option, ipaddr can
be an address to which the socket is bound or connected. For the
VCRT/-V option, ipaddr can be a source IP address, a destination IP
address, or a destination XCF IP address. For the VDPT/-O option,
ipaddr can be a destination IP address or a destination XCF IP address.
For the VIPADCFG/-F option, ipaddr can be a dynamic VIPA address, a
destination IP address, or a destination XCF IP address.

* For an IPv6-enabled stack (except for RESCache/-q option):

— Both IPv4 and IPv6, ipaddr values are accepted and can be mixed on
the IPAddr/-I option.

— For an IPv6-enabled stack, an IPv4-mapped IPv6 address is accepted
as a valid ipaddr value and usually provides the same result as its
IPv4 address. But, for ROUTE/-r and ND/-n options, an
IPv4-mapped IPv6 address is treated as an IPv6 address. If an
IPv4-mapped IPv6 address is entered as an ipaddr value for these two
options, no matching entry is found.

* For the RESCache/-q option, the ipaddr value can be either an IPv4 or

IPv6 address regardless of whether the stack is configured for IPv4 or

IPv6 operation.

Restrictions:

* The IPAddr/-I filter for RESCache/-q, VCRT/-V, VDPT/-O, and
VIPADCFG/-F options does not support wildcard characters.

¢ The IPAddr/-I filter for an IPv6 address does not support wildcard
characters.

* For a UDP endpoint socket, the filter value applies only to the local or
source IP address.

* For all options except the RESCache/-q option, for an IPv4-only stack,
only IPv4 ipaddr values are accepted. The RECache/-q option always
accepts IPv4 and IPv6 addresses, regardless of the capability of the stack.
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¢ For the ND/-n option, an IPv4 ipaddr value is not accepted.

* For the RESCache/-q option, the IPAddr/-I filter applies only to the
IPAddress to HostName translation portion of the report.

¢ The RECache/-q option accepts only one filter value at a time in ipaddr
format.

IPPort/-B ipaddr+portnum
Filter the report output of the ALL/-A, ALLConn/-a, CONN/-c,
SOCKets/-s, TELnet/-t, VCRT/-V, and VDPT/-O reports using the
specified IP address and port number. You can enter up to six filter values.
Each specified IPv4 ipaddr value can be up to 15 characters in length,
denoting a single IPv4 IP address; each specified IPv6 ipaddr value can be
up to 45 characters in length, denoting a single IPv6 IP address. Valid
portnum values are in the range 0 — 65535. The filter values ipaddr and
portnum will match any combination of the local and remote IP address
and local and remote port.

Guidelines:

* For the ALL/-A, ALLConn/-a, COnn/-c, and TELnet/-t options, the
ipaddr value can be either the local or remote IP address. For the
SOCKets/-s option, the ipaddr value can be an address to which the
socket is bound or connected. For the VCRT/-V option, the ipaddr value
can be a source IP address, a destination IP address, or a destination
XCF IP address. For the VDPT/-O option, the ipaddr value can be a
destination IP address or a destination XCF IP address.

* For an IPv6-enabled stack, the following apply:
— Both IPv4 and IPv6 ipaddr values are accepted and can be mixed on
the IPPort/-B option.
— An IPv4-mapped IPv6 address is accepted as a valid ipaddr value and
usually provides the same result as the IPv4 address.

Restrictions:

* The ipaddr value in the IPPort/-B filter does not support wildcard
characters.

* For an IPv4-only stack, only IPv4 ipaddr values are accepted.

* For a UDP endpoint socket, the filter value applies only to the local or
source IP address and port.

* An entry is returned only when both the ipaddr and portnum values
match.

LUName/-L luname
Filter the output of the TELnet/-t report using the specified LU name
luname. You can enter up to six filter values and each specified value can
be up to eight characters in length.

NOTN3270/-T
Filter the output of the ALL/-A, ALLConn/-A, BYTEinfo/-b, CLient/-e,
COnn/-c, and SOCKets/-s reports, excluding TN3270 server connections.

POLicyn/-Y policyname
Filter the output of the SLAP/-j report using the specified policy rule

name policyname. You can enter one filter value at a time and the specified
value can be up to 48 characters in length.

POrt/-P portnum
Filter the output of the ALL/-A, ALLConn/-a, COnn/-c, PORTList/-o,
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SOCKets/-s, TELnet/-t, VCRT/-V, and VDPT/-O reports using the
specified port number portnum. You can enter up to six filter values.

Guidelines:
¢ The port number can be either a local port or a remote port.

For the SOCKets/-s option, the port can be a port to which the socket is
bound or connected.

e For the ALL/-A, ALLConn/-a, COnn/-c, SOCKets/-s, TELnet/-t,
VCRT/-V, and VDPT/-O reports, the port value range is 0-65535

* For the PORTList/-o option only, the port value range is 1-65535 and
you can also filter on the keyword UNRSV

Restriction:
* No wildcards are allowed.

* For a UDP endpoint socket, the filter value applies only to the local or
source IP address.

SMCID/-U smcid
Filter the output of the ALL/-A, ALLConn/-a, COnn/-c, and DEvlinks/-d
reports by using the specified Shared Memory Communications over
Remote Direct Memory Access (SMC-R) link or link group identifier smcid.
If an asterisk (*) is specified for the filter value, Netstat provides output
only for the entries that are associated with SMC-R link, and link groups.
You can enter one filter value at a time.

Except for POrt/-P, INTFName/-K, CONNType/-X TTLSPolicy GRoup groupid,
DNSAddr/-Q, SMCID/-U and IPPort/-B, the filter value can be a complete or
partial string using wildcard characters. A wildcard character can be an asterisk (*),
which matches a null string or any character or character string, at the same
position. A wildcard character can be a question mark (?), which matches any
single character at the same position. For example, a string searchee matches with
*ar?he*, but the string searhee does not match with *ar?he*. If you want to use the
wildcard character on the IPAddr/-I parameter, you must specify the value in the
ipaddr format. The wildcard character is not accepted for the ipaddr/subnetmask or
ipaddr/prefixlen format of IPAddr/-I values.

When you use z/OS UNIX netstat/onetstat command in a z/OS UNIX shell
environment, take care when you use a z/OS UNIX MVS special character in a
character string such as using a wildcard character in a filter value. It might cause
an unpredictable result. To be safe, if you want to use a z/OS UNIX MVS special
character in a character string, surround the character string with single (') or
double (") quotation marks. For example, to use an asterisk (*) in the IP address,
10.%.0.0 for the -I filter, issue the command as: netstat -g -I '10.*.0.0' or netstat -g -I
""10.*.0.0".

Command to terminate a socket endpoint
You can terminate a specific TCP/IP socket end-point using the following
command:

DRop/-D n
Terminates the socket endpoint that is identified by the connection number
n. You can determine the connection number from the Conn column in the
Netstat COnn/-c or Netstat TELnet/-t display. You can use this parameter
only if the OPERCMDS class resource MVS.VARY.TCPIP.DROP is defined
to the security product (such as RACF) and the user ID associated with the
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DRop/-D command is permitted to this resource. See [“Netstat DRop /-D|
fcommand” on page 474 for detailed information.

Netstat report details and examples

In order to fully understand the following concepts and fields, you need to have
some general knowledge of TCP/IP. See the IBM Redbooks publication TCP/IP
tutorial and Technical Overview, GG24-3376 for more information.

Netstat report general concept

TCP connection status:

A TCP connection progresses through a series of states during its lifetime. The
following diagram illustrates the possible states for a TCP connection and how the
states transition based on various events from either the network or from the local
TCP sockets application.
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Figure 1. TCP state transition diagram
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Table 15. TCP state transition description table

TCP connection
state

Abbreviation in
MVS console

Abbreviation in
TSO or UNIX shell

Description

LISTEN

Listen

Listen

Waiting for a connection request from a remote
TCP application. This is the state in which you
can find the listening socket of a local TCP
server.

SYN-SENT

SynSent

SynSent

Waiting for an acknowledgment from the
remote endpoint after having sent a connection
request. Results after step 1 of the three-way
TCP handshake.

SYN-RECEIVED

SynRevd

SynRevd

This endpoint has received a connection
request and sent an acknowledgment. This
endpoint is waiting for final acknowledgment
that the other endpoint did receive this
endpoint's acknowledgment of the original
connection request. Results after step 2 of the
three-way TCP handshake.

ESTABLISHED

Estblsh

Establsh

Represents a fully established connection; this
is the normal state for the data transfer phase
of the connection.

FIN-WAIT-1

FinWtl

FinWaitl

Waiting for an acknowledgment of the
connection termination request or for a
simultaneous connection termination request
from the remote TCP. This state is normally of
short duration.

FIN-WAIT-2

FinWt2

FinWait2

Waiting for a connection termination request
from the remote TCP after this endpoint has
sent its connection termination request. This
state is normally of short duration, but if the
remote socket endpoint does not close its
socket shortly after it has received information
that this socket endpoint closed the connection,
then it might last for some time. Excessive
FIN-WAIT-2 states can indicate an error in the
coding of the remote application.

CLOSE-WAIT

ClosWt

ClosWait

This endpoint has received a close request from
the remote endpoint and this TCP is now
waiting for a connection termination request
from the local application.

CLOSING

Closing

Closing

Waiting for a connection termination request
acknowledgment from the remote TCP. This
state is entered when this endpoint receives a
close request from the local application, sends a
termination request to the remote endpoint,
and receives a termination request before it
receives the acknowledgment from the remote
endpoint.

LAST-ACK

LastAck

LastAck

Waiting for an acknowledgment of the
connection termination request previously sent
to the remote TCP. This state is entered when
this endpoint received a termination request
before it sent its termination request.
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Table 15. TCP state transition description table (continued)

TCP connection
state

Abbreviation in
MVS console

Abbreviation in
TSO or UNIX shell

Description

TIME-WAIT TimeWt TimeWait Waiting for enough time to pass to be sure the
remote TCP received the acknowledgment of its
connection termination request.

CLOSED Closed Closed Represents no connection state at all.

Clients or Users

For various reasons, TCP/IP refers to MVS jobs or address spaces that use
TCP/IP services as clients or users of TCP/IP services. The term client in
this context has nothing to do with the traditional client/server roles of a
network application. Both local server programs and local client programs
on z/0OS are clients or users of TCP/IP services. For most purposes you
can substitute Client name, User ID, and User in the Netstat reports with
MVS jobname.

UDP socket status

UDP, unlike TCP, does not operate with strict states. The state that is
shown in the various Netstat reports is always UDP for UDP sockets.

Client ID or Connection number

A generated number that uniquely identifies a socket endpoint that might
represent a connection on this TCP/IP host. This number can be used to
drop a socket or connection with the Netstat DROP/-D parameter.

Client name or User ID

The client name from a TCP/IP perspective is in general the job name of
the address space that owns the socket. For batch jobs this is the job name.
For TSO users, this is the TSO user ID. For UNIX processes this is the job
name as determined during process creation, either by appending a digit to
the job name (INETD creates INETD1) of the parent process or by setting
the job name to the value of the _BPX_JOBNAME environment variable.
For started tasks, the job name is generally the procedure name. If a
procedure is started with the JOBNAME keyword (S

procname, JOBNAME=myjob), then the job name becomes the value that
was specified on that JOBNAME keyword. If a procedure is started with a
start modifier (S procname.modif), then the modifier is what is shown as
the TCP/IP client name.

Local IP address

A socket might have no address information at all (right after it has been
created by a program using the socket() call); it might have just a local
address (a local IP address and/or a local port number) that was set using
a bind() socket call; or it might have both a local address and a remote
address, in which case it represents a connected socket (a socket that is in
connection with a remote socket).

The local IP address of a socket is either zero (not bound to any local IP
address) or it is an IP address that is in the HOME list of this TCP/IP host.

The listening socket of a server program has only the local address filled
in. If the local IP address of the server's listening socket is zero, then
remote clients are allowed to send connection requests to any IP address
that is in this TCP/IP host's HOME list. If the local IP address of the
server's listening socket is nonzero, then remote clients can connect to this
server only by sending connection requests to that specific IP address. A
connected socket has both the local and the remote address filled in.
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Foreign/remote IP address
The remote IP address is present for connected sockets and represents the
IP address that is associated with the remote socket endpoint to which this
socket is connected. A connected socket might be one of the following
sockets:

* A server socket where the remote client that is represented by this
remote IP address connected to a server on this TCP/IP host.

* A socket belonging to a client program on this TCP/IP host that is
connected to a server on the remote TCP/IP host that is represented by
this remote IP address.

Local port
The local port is part of the local address of a socket. For a server's
listening socket, the port represents the specific server. If remote clients
need to use the services of this server, they send a connection request to
this TCP/IP host to this server's specific port number.

Connected sockets might represent one of the following case:

* A connection with a local server from a remote client, for example, the
local port number is the same port number that appears on the server's
listening socket.

* Alocal client connected to a remote server, for example, the port number
could be any port number the TCP/IP host found available when the
connection was being established (also known as an ephemeral or
short-lived port number). This is typically a port number higher than
1024.

Foreign/remote port
The remote port is part of the remote address of a socket and is present
only for connected sockets. It represents the port number of the remote
socket that is connected to this socket. If the connected socket belongs to a
client program on this TCP/IP host, then the remote port number identifies
the server on the remote TCP/IP host to which this client program is
connected.

Local socket
The IP address and port number to which the application on the local
stack was bound.

Foreign socket
The IP address and port number to which the application on the remote
host was bound. For UDP sockets, the foreign socket field that is shown in
the various Netstat reports is displayed as *..* if the socket is not
connected. For connected UDP sockets, the foreign socket field shows the
remote IP address and port specified on the connect request. When a UDP
socket is connected, it accepts packets only from the specified remote IP
address and port.

Last touched time
For TCP, the last time one of the following events occurred to the
connection:

¢ The server side receives a connection request.

* The server side accepts the connection request.

* Either the server or client side of a connection receives a packet.
* Either the server or client side of a connection sends a packet.
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For UDP, the last time one of the following events occurred to the
connection:

* Either the server or client side of a connection receives a packet.

* Either the server or client side of a connection sends a packet.

Redirecting Netstat output:
Netstat screen output can be redirected for all Netstat reports. The
following example uses the BYTEINFO report:

From TSO environment:

* You can redirect TSO NETSTAT screen output to a disk file by
appending a REPORT option.

NETSTAT BYTEINFO REPORT
The data set MVSUSER.NETSTAT.BYTEINFO (where
MVSUSER is the user ID) is created containing the
screen output from a BYTEINFO command. See
[command output” on page 316| for more description of
the REPORT option.

* You can also redirect TSO NETSTAT screen output to the TSO
data stack by appending a STACK option.

NETSTAT BYTEINFO STACK
Causes the report, stripped of title lines, to be placed in
the TSO data stack containing the screen output from a
BYTEINFO command. See [“Netstat command output”]
for more description of the STACK option.

From z/OS UNIX shell environment:

You can redirect the netstat screen output to a file by using the
redirect function (>) in the following format:

netstat -b > byteinfo

The file byteinfo is created in your current directory containing the
screen output shown previously.

Time stamp
The time stamp displayed in the header for each Netstat report is in local
time. The time field displayed in reports ALL/-A, BYTEinfo/-b,
CLients/-e, HOME/-h, RESCache/-q, ROUTe/-r, SLAP/-j, UP/-u, and
VIPADyn/-v is Coordinated Universal Time (UTC). UTC time does not
take leap seconds into account.

Netstat ALL/-A report

Displays detailed information about TCP connections and UDP sockets, including
some recently closed ones. The purpose of this report is to aid in debugging
problems with TCP connections and UDP sockets.

TSO syntax:

v
A

»»>—NETSTAT ALL—| Modifier |—| Target |—| Qutput |—| (Filter i

Modifier:

>»—| SERVER | > <
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SERVER
Provide detailed information only for TCP connections that are in the listen
state.

Target:

Provide the report for a specific TCP/IP address space by using TCp tcpname. See
[‘The Netstat command target” on page 316| for more information about the TCp
parameter.

Output:

The default output option displays the output on the user's terminal. For other
options, see [“The TSO NETSTAT command syntax” on page 306| or [“Netstat|
fcommand output” on page 316

Filter:

A\
A

»»——APPLD—appldata

—CLIent—Y——clientname
—HOSTName—hos tname

—IPAddr—Y——ipaddr
i:ipaddr/prefixLenﬂ
ipaddr/subnetmask

—IPPort—Y—ipaddr+portnum
—NOTN3270

—POrt—Y——portnum

L-SMCID smcid
L |

Netstat ALL/-A report z/OS UNIX syntax:

»»—netstat -A —| Modifier |—| Target |—| Qutput |—| Filter i ><
Modifier:
>>—| SERVER i ><
SERVER
Provide detailed information only for TCP connections that are in the listen
state.
Target:

Provide the report for a specific TCP/IP address space by using -p tcpname. See
[‘The Netstat command target” on page 316| for more information about the -p
parameter.

Output:
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The default output option displays the output to z/OS UNIX shell stdout. For
other options, see [“The z/OS UNIX netstat command syntax” on page 310| or
[‘Netstat command output” on page 316/

Filter:

»»>—— -B—Y—ipaddr+portnum

Y
A

— -E—Y——clientname
— -G—appldata
— -H—hostname

ipaddr
i:ipaddr/prefixLenj‘
k

ipaddr/subnetmas
— -P—Y—portnum
— T

smcid
L |

Filter description:

APPLD/-G appldata
Filter the output of the ALL/-A report using the specified application data
appldata. You can enter one filter value at a time and the specified value
can be 40 characters in length.

CLIent/-E clientname
Filter the output of the ALL/-A report using the specified client name
clientname. You can enter up to six filter values and each specified value
can be eight characters in length.

HOSTName/-H hostname
Filter the output of the ALL/-A report using the specified host name
hostname. You can enter one filter value at a time and the specified value
can be up to 255 characters in length.

Result: At the end of the report, Netstat displays the host name that the
resolver used for the resolution and the list of IP addresses returned from
the resolver that it used as filters.

Restrictions:

1. The HOSTName/-H filter does not support wildcard characters.

2. Using the HOSTName/-H filter might cause delays in the output due
to resolution of the hostname value depending upon resolver and DNS
configuration.

IPAddx/-1 ipaddrIPAddy/-1 ipaddr/prefixlengthIPAddr/-1 ipaddr/subnetmask
Filter the report output using the specified IP address ipaddr,
ipaddr/prefixlength, or ipaddr/subnetmask. You can enter up to six filter
values. Each specified IPv4 ipaddr value can be up to 15 characters in
length and each selected IPv6 ipaddr value can be 45 characters in length.
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ipaddr Filter the output of the ALL/-A report using the specified IP
address ipaddr. For IPv6 addresses, the default prefixlength 128 is
used.

ipaddr/prefixlength
Filter the output of the ALL/-A report using a specified IP address
and prefix length ipaddr/prefixlength. For an IPv4 address, the prefix
length range is 1 — 32. For an IPv6 address, the prefix length range
is 1 - 128.

ipaddr/subnetmask
Filter the output of the ALL/-A report using the specified IP
address and subnet mask ipaddr/subnetmask. The IP address ipaddr
in this format must be an IPv4 IP address.

Guidelines:
1. The filter value ipaddr can be either the local or remote IP
address.
2. For an IPv6-enabled stack:
* Both IPv4 and IPv6 ipaddr values are accepted and can be
mixed on the IPAddr/-I option.

* An IPv4-mapped IPv6 address is accepted as a valid ipaddr
value and usually provides the same result as its IPv4
address.

Restrictions:
1. For an IPv4-only stack, only IPv4 ipaddr values are accepted.

2. The filter value for an IPv6 address does not support wildcard
characters.

3. For a UDP endpoint socket, the filter value applies only to the
local or source IP address.

IPPort/-B ipaddr+portnum
Filter the report output of the ALL/-A report using the specified IP
address and port number. You can enter up to six filter values. Each
specified IPv4 ipaddr value can be up to 15 characters in length, denoting a
single IPv4 IP address; each specified IPv6 ipaddr value can be up to 45
characters in length, denoting a single IPv6 IP address. Valid portnum
values are in the range 0 — 65535. The filter values ipaddr and portnum will
match any combination of the local and remote IP address and local and
remote port.

Guidelines:
* The filter value ipaddr can be either the local or remote IP address.
* For an IPv6-enabled stack, the following apply:

— Both IPv4 and IPv6 ipaddr values are accepted and can be mixed on
the IPPort/-B option.

— An IPv4-mapped IPv6 address is accepted as a valid ipaddr value and
usually provides the same result as the IPv4 address.
Restrictions:

* The ipaddr value in the IPPort/-B filter does not support wildcard
characters.

* For an IPv4-only stack, only IPv4 ipaddr values are accepted.

* An entry is returned only when both the ipaddr and portnum values
match.
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* For a UDP endpoint socket, the filter value applies only to the local or
source IP address and port.

NOTN3270/-T
Filter the output of the ALL/-A report, excluding TN3270 server
connections.

POxt/-P portnum
Filter the output of the ALL/-A report using the specified port number
portnum. You can enter up to six filter values. For all portnum values that
were reserved by the same PORTRANGE profile statement, only one
output line is displayed.

Guideline: The port number can be either a local or remote port.

Restriction: For a UDP endpoint socket, the filter value applies only to the
local or source port.

SMCID/-U smcid
Filter the output of the ALL/-A report by using the specified Shared
Memory Communications over Remote Direct Memory Access (SMC-R)
link or link group identifier smcid. If an asterisk (*) is specified for the filter
value, Netstat provides output only for the entries that are associated with
SMC-R link, and link groups. You can enter one filter value at a time.

The filter value for CLIent/-E, IPAddr/-I, and APPLD/-G can be a complete string
or a partial string using wildcard characters. A wildcard character can be an
asterisk (*), which matches a null string or any character or character string, at the
same position. A wildcard character can be a question mark (?), which matches any
single character at the same position. For example, a string searchee matches with
*ar?he*, but the string searhee does not match *ar?he*. To use the wildcard character
on the IPAddr/-I filter, specify the value in the ipaddr format. The wildcard
character is not accepted for the ipaddr/prefixlen or ipaddr/subnetmask format of
IPAddr/-I values.

When you use z/OS UNIX netstat/onetstat command in a z/OS UNIX shell
environment, take care if you use a z/OS UNIX MVS special character in a
character string. It might cause an unpredictable result. To be safe, if you want to
use a z/OS UNIX MVS special character in a character string, surround the
character string with single (') or double (") quotation marks. For example, to use
an asterisk (*) in the IP address, 10.*.0.0 for the -I filter, issue the command as:
netstat -A -I '10.*.0.0'".
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Command syntax examples:

From TSO environment:

-
NETSTAT ALL
Display detailed information about TCP connections and UDP sockets in the default
TCP/IP stack.
NETSTAT ALL TCP TCPCS6
Display detailed information about TCP connections and UDP sockets in TCPCS6 stack.
NETSTAT ALL TCP TCPCS8 (IPADDR 9.43.1.1 9.43.2.2
Display detailed information about those TCP connections and UDP sockets in TCPCS8

NETSTAT ALL (PORT 2222 6666 88
Display detailed information about those TCP connections and UDP sockets in the
default TCP/IP stack whose Tocal or remote ports match the specified filter port
numbers.

NETSTAT ALL SERVER TCP TCPCS
Display detailed information about those TCP connections in Tisten state on
TCP/IP stack TCPCS

NETSTAT ALL TCP TCPCS (IPPORT 127.0.0.1+21
Display detailed information about connections using ip address 127.0.0.1 and
port 21 on TCP/IP stack TCPCS

stack whose local or remote IP addresses match the specified filter IP address values.

From UNIX shell environment:

netstat -A

netstat -A -p tcpcsé

netstat -A -p tcpcs6 -1 9.43.1.1 9.43.2.2
netstat -A -P 2222 6666 83

netstat -A SERVER -p tcpcs

netstat -A -B 127.0.0.1+21 -p tcpcs

Report examples:

The following examples are generated by using TSO NETSTAT command. Using
the z/OS UNIX netstat command displays the data in the same format as the TSO

NETSTAT command.

Not IPv6 enabled (SHORT format):
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NETSTAT ALL
MVS TCP/IP NETSTAT CS V2R1
Client Name: FTPD1
Local Socket: 9.42.104.43..21

BytesIn:
SegmentsIn:
StartDate:

Last Touched:
RcvNxt:
CTientRcvNxt:
InitRcvSeqNum:
CongestionWindow:
IncomingWindowNum:
SndW11:

SndWnd:

SndUna:
MaximumSegmentSize:

0000000035
0000000017
01/09/2012
22:04:18

0214444666
0214443596
0214443560
0000007336
0214477396
0214444666
0000032684
0216505563
0000000524

Round-trip information:

Smooth trip time:
ReXmt:
DupACKs :
SockOpt:
TepSig:
TcpDet:
TcpPrf:
QOSPolicy:
TTLSPolicy:
TTLSRule:
TTLSGrpAction:
TTLSEnvAction:
RoutingPoTlicy:
ReceiveBufferSize:
ReceiveDataQueued:
SendDataQueued:
SendStalled:

102.000
0000000000
0000000000

No

Yes

server
group_actionl
Environmentl
No

0000016384
0000000000
0000000000

No

Ancillary Input Queue: Yes

BulkDataIntfName:
Application Data:

0SAQDIO4
EZAFTPOS C USERL

TCPIP Name: TCPCS
Client Id: 000000F9
Foreign Socket: 9.42.103.165..1035

BytesOQut:
SegmentsOut:
StartTime:
State:

SndNxt:
CTientSndNxt:
InitSndSeqNum:

STowStartThreshold:

OutgoingWindowNum:
SndW12:

MaxSndWnd:
rtt_seq:

DSField:

SmoothTripVariance:

ReXmtCount:
Rcvlnd:
TcpTimer:
TcpSel:
TcpPol:

SendBufferSize:

PTS305

22:24:30

0000000265
0000000014
22:04:11
Establsh
0216505563
0216504670
0216504404
0000065535
0216538247
0216505563
0000032768
0216505479
00

286.000

0000000000
0000032730

0000016384
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Client Name: FTPD1
Local Socket: 0.0.0.0..21

Client Id: 00OOOOF6
Foreign Socket: 0.0.0.0..0

BytesIn: 0000000000 BytesOut: 0000000000
Segmentsin: 0000000000 SegmentsQut: 0000000000
StartDate: 01/09/2012 StartTime: 22:04:11
Last Touched: 21:41:09 State: Listen
RcvNxt: 0000000000 SndNxt: 0000000000
ClientRcvNxt: 0000000000 CTientSndNxt: 0000000000
InitRcvSeqNum: 0000000000 InitSndSeqNum: 0000000000
CongestionWindow: 0000000000 STowStartThreshold: 0000000000
IncomingWindowNum: 0000000000 OutgoingWindowNum: 0000000000
SndW11: 0000000000 SndW12: 0000000000
SndWnd: 0000000000 MaxSndWnd: 0000000000
SndUna: 0000000000 rtt_seq: 0000000000
MaximumSegmentSize: 0000000536 DSField: 00
Round-trip information:

Smooth trip time: 0.000 SmoothTripVariance: 1500.000
ReXmt : 0000000000 ReXmtCount: 0000000000
DupACKs: 0000000000 Reviind: 0000032768
SockOpt: 80 TcpTimer: 00
TcpSig: 00 TcpSel: 20
TcpDet: co TcpPol: 00
TcpPrf: 40
QOSPoTicy: No
TTLSPolicy: No
RoutingPolicy: No
ReceiveBufferSize: 0000016384 SendBufferSize: 0000016384
ConnectionsIn: 0000000001 ConnectionsDropped: 0000000000
MaximumBacklog: 0000000010 ConnectionFlood: No
CurrentBacklog: 0000000000

ServerBacklog: 0000000000 FRCABacklog: 0000000000
CurrentConnections: 0000000001 SER 98
Quiesced: No
SharePort: WLM

RawWeight: 63 NormalizedWeight: 15

Abnorm: 10 Health: 100

RawCP: 060 RawzAAP: 000 RawzIIP: 040

PropCP: 040 PropzAAP: 000 PropzIIP: 023

ILWeighting: 1 XcostzAAP: 001 XcostzIIP: 001
Application Data:  EZAFTPOD

J
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Client Name: TCPCS
Local Socket: 9.67.115.5..23

BytesIn: 0000001062
Segmentsin: 0000000019
StartDate: 01/09/2012
Last Touched: 16:46:15

RcvNxt: 3296375906
CTientRcvNxt: 3296375906
InitRcvSegNum: 3296374843

CongestionWindow: 0000340353
IncomingWindowNum: 3296408638

SndW11: 3296375906
SndlWind: 0000032728
SndUna: 3296308452

MaximumSegmentSize: 0000065483
Round-trip information:
Smooth trip time: 37.000

ReXmt: 0000000000

DupACKs: 0000000000

SockOpt: 00

TepSig: 00

TcpDet: FO

TcpPrf: 40

QOSPoTicy: Yes
QOSRuleName: QosRulel

TTLSPolicy: Yes
TTLSRule: TTLSRulel

TTLSGrpAction: TTLSGrpActionl
TTLSEnvAction: TTLSEnvActionl

RoutingPoTlicy: Yes
RoutingTabTleName: prTabl
RoutingRuleName: SeclLow?2

ReceiveBufferSize: 0000016384

ReceiveDataQueued: 000000002C

01dQDate: 09/15/06
SendDataQueued: 000002C000
0ldQDate: 09/15/06

SendStalled: No
SMC information:
SMCStatus: Active

LocalSMCLinkId: 00000101
LocalSMCRcvBuf: 64K
Ancillary Input Queue: N/A

Client Name: APPV4
Local Socket: 0.0.0.0..2049

BytesIn: 0000000200
DgramIn: 0000000010
StartDate: 06/16/2011
Last Touched: 16:00:29
MaxSendLim: 0000065535
SockOpt: 00
QOSPoTicy: Yes
QOSRuleName: QosRule2
RoutingPolicy: Yes

RoutingTableName: prTab4
RoutingRuleName: SeclLow4
ReceiveDataQueued: 0000000000
Client Name: SYSLOGD1
Local Socket: 0.0.0.0..514

BytesIn: 0000000000
DgramIn: 0000000000
StartDate: 06/16/2011
Last Touched: 16:46:29
MaxSendLim: 0000065535
SockOpt: 00
QOSPoTicy: No
RoutingPolicy: No

ReceiveDataQueued: 0000000000

-

Client Id: 0000000C
Foreign Socket: 9.27.11.182..4665

BytesOut:
SegmentsQut:
StartTime:
State:

SndNxt:
CTientSndNxt:
InitSndSeqNum:

STowStartThreshold:

OutgoingWindowNum:
SndW12:

MaxSndWnd:
rtt_seq:

DSField:

SmoothTripVariance:

ReXmtCount:

TcpTimer:
TcpSel:
TcpPol:

TTLSConnAction:  TTLSConnActionl (Stale)

SendBufferSize:
01dQTime:
01dQTime:
SMCGroupId:

RemoteSMCLinkId:
RemoteSMCRcvBuf:

Application Data:  EZBTNSRV TCPM1001 TS010002 ET ST14S

Client Id: 00000015
Foreign Socket: 9.42.103.99..1234

BytesOut:
DgramQut:
StartTime:

MaxRecvLim:
DSField:

ReceiveMsgCnt:

Client Id: 00000010
Foreign Socket: =*..*

BytesOut:
DgramQut:
StartTime:

MaxRecvLim:
DSField:

ReceiveMsgCnt:

0000000480
0000000019
16:46:15
Establsh
3296308452
3296308452
3296307971
0000016384
3296341180
3296308452
0000032768
3296308412
00

101.000
0000000000

0000016384

03:36:32

03:36:32

00000100

00000301
64K

0000000100
0000000005
2251531155

0000065535
00

0000000000

0000000000
0000000000
23EB8152)

0000065535
00

0000000000
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IPv6 enabled or request for LONG format:

4 N
NETSTAT ALL
MVS TCP/IP NETSTAT CS V2R1 TCPIP Name: TCPCS 22:06:44
Client Name: FTPD1 Client Id: 0000006D
Local Socket: ::1..21
Foreign Socket: ::1..1026
BytesIn: 00000000000000000035
BytesOut: 00000000000000000265
SegmentsIn: 00000000000000000015
SegmentsOut: 00000000000000000015
StartDate: 01/09/2012 StartTime: 22:04:11
Last Touched: 22:05:51 State: Establsh
RcvNxt: 0634886921 SndNxt: 0634950319
CTlientRcvNxt: 0634885851 ClientSndNxt: 0634949426
InitRcvSegNum: 0634885815 InitSndSegNum: 0634949160
CongestionWindow: 0000299155 STowStartThreshold: 0000065535
IncomingWindowNum: 0634919651 OutgoingWindowNum: 0634983003
SndW11: 0634886921 SndW12: 0634950319
SndWnd: 0000032684 MaxSndWnd: 0000032768
SndUna: 0634950319 rtt_seq: 0634950235
MaximumSegmentSize: 0000065463 DSField: 00
Round-trip information:
Smooth trip time: 81.000 SmoothTripVariance: 270.000
ReXmt : 0000000000 ReXmtCount: 0000000000
DupACKs: 0000000000 Rcvind: 0000032730
SockOpt: 8500 TcpTimer: 00
TcpSig: 85 TcpSel: 64
TcpDet: EOQ TcpPol: 00
TcpPrf: 40
QOSPoTicy: No
TTLSPolicy: Yes
TTLSRule: server
TTLSGrpAction: group_actionl
TTLSEnvAction: Environmentl
RoutingPolicy: No
ReceiveBufferSize: 0000016384 SendBufferSize: 0000016384
ReceiveDataQueued: 0000000000
SendDataQueued: 0000000000
SendStalled: No
Ancillary Input Queue: Yes
BulkDataIntfName: OSAQDIO4
Application Data: EZAFTPOS C USER1 PTS305
& %
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Client Name: FTPD1

Local Socket: ::..21

Foreign Socket: ::..0

BytesIn:
BytesOut:
SegmentsIn:
SegmentsQut:
StartDate:

Last Touched:
RcvNxt:
ClientRcvNxt:
InitRcvSegNum:
CongestionWindow:
IncomingWindowNum:
SndW11:

SndWnd:

SndUna:

MaximumSegmentSize:

Round-trip information:

Smooth trip time:

ReXmt:

DupACKs:

SockOpt:

TepSig:

TcpDet:

TcpPrf:

QOSPoTicy:

TTLSPolicy:

RoutingPolicy:

ReceiveBufferSize:

ConnectionsIn:

MaximumBacklog:

CurrentBacklog:
ServerBacklog:

CurrentConnections:

Quiesced:
SharePort: WLM
RawWeight:
Abnorm:
RawCP: 060
PropCP: 040
Application Data:

00000000000000000000
00000000000000000000
00000000000000000000
00000000000000000000

01/09/2012 StartTime:
22:05:41 State:

0000000000 SndNxt:

0000000000 ClientSndNxt:
0000000000 InitSndSeqNum:
0000000000 STowStartThreshold:
0000000000 OutgoingWindowNum:
0000000000 SndW12:

0000000000 MaxSndWnd:
0000000000 rtt_seq:
0000000536 DSField:

0.000 SmoothTripVariance:
0000000000 ReXmtCount:
0000000000 Rcvind:

8000 TcpTimer:

01 TcpSel:

Co TcpPol:

40

No

No

No

0000016384 SendBufferSize:
0000000001 ConnectionsDropped:
0000000010 ConnectionFlood:
0000000000

0000000000 FRCABacklog:
0000000001 SEF:

No

63 NormalizedWeight:
10 Health:

RawzAAP: 000
PropzAAP: 000
EZAFTPOD

Client Id: 0000005B

RawzIIP: 040
PropzIIP: 023

22:05:11
Listen
0000000000
0000000000
0000000000
0000000000
0000000000
0000000000
0000000000
0000000000
00

1500.000
0000000000
0000032768
00

20

00

0000016384
0000000000
No

0000000000
100

15
100
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Vs
Client Name: TCPCS
Local Socket: 9.67.115.5..23

Ancillary Input Queue: N/A

Foreign Socket: 9.27.11.182..4665

Client Id: 0000001E

Application Data:  EZACICSO CSKL 0000038 CICSUSER CICP

BytesIn: 00000000000000001062

BytesOut: 00000000000000000480

SegmentsIn: 00000000000000000019

SegmentsOut: 00000000000000000018

StartDate: 01/09/2012 StartTime: 14:27:37
Last Touched: 14:27:37 State: Establsh
RcvNxt: 2776729719 SndNxt: 2776682484
ClientRcvNxt: 2776729719 ClientSndNxt: 2776682484
InitRcvSeqNum: 2776728656 InitSndSeqNum: 2776682003
CongestionWindow: 0000340353 STowStartThreshold: 0000016384
IncomingWindowNum: 2776762451 OutgoingWindowNum: 2776715212
SndW11: 2776729719 SndW12: 2776682484
SndWnd: 0000032728 MaxSndWnd: 0000032768
SndUna: 2776682484 rtt_seq: 2776682444
MaximumSegmentSize: 0000065483 DSField: 00
Round-trip information:

Smooth trip time: 100.000 SmoothTripVariance: 163.000
ReXmt : 0000000000 ReXmtCount: 0000000000
DupACKs: 0000000000
SockOpt: 0000 TcpTimer: 00
TcpSig: 00 TcpSel: Co
TcpDet: FO TcpPol: 00
TcpPrf: 40
QOSPoTicy: Yes

QOSRuleName: QosRulel
TTLSPolicy: Yes

TTLSRule: TTLSRulel

TTLSGrpAction: TTLSGrpActionl

TTLSEnvAction: TTLSEnvActionl

TTLSConnAction:  TTLSConnActionl (Stale)

RoutingPolicy: Yes

RoutingTableName: prTabl

RoutingRuleName: SeclLow?2
ReceiveBufferSize: 0000016384 SendBufferSize: 0000016384
ReceiveDataQueued: 0000000000
SendDataQueued: 0000000000
SendStalled: No
SMC information:

SMCStatus: Inactive

SMCReason: 00005303 - No active RNICs for the PNetID
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Client Name: APPV4 Client Id: 00000015
Local Socket: 0.0.0.0..2049
Foreign Socket: 9.42.103.99..1234
BytesIn: 00000000000000000200
BytesOut: 00000000000000000100
DgramIn: 00000000000000000010
DgramQut: 00000000000000000005
StartDate: 06/17/2011 StartTime:
Last Touched: 16:00:29
MaxSendLim: 0000065535 MaxRecvLim:
SockOpt: 00000000 DSField:
QOSPoTicy: Yes
QOSRuTeName: QosRule2
RoutingPolicy: Yes
RoutingTableName: prTab4
RoutingRuleName: SeclLow4
ReceiveDataQueued: 0000345655 ReceiveMsgCnt:
0ldQDate: 09/15/06 01dQTime:
Multicast Specific:
TimeToLive: 0000000001 Loopback: Yes
OutgoingIpAddr: 199.1.2.3
Group IncomingIpAddr SrcF1tMd
224.8.8.8 193.1.1.94 Exclude
SrcAddr: 20.20.20.20
22.22.22.22
Client Name: APPV6 Client Id: 00000016
Local Socket: ::..2050
Foreign Socket: 12AB::1..1235
BytesIn: 00000000000000000200
BytesOut: 00000000000000000100
DgramIn: 00000000000000000010
DgramOut: 00000000000000000005
StartDate: 06/17/2011 StartTime:
Last Touched: 16:00:29
MaxSendLim: 0000065535 MaxRecvLim:
SockOpt: 00000000 DSField:
QOSPolicy: No
RoutingPolicy: No
ReceiveDataQueued: 0000000000 ReceiveMsgCnt:
Multicast Specific:
HopLimit: 0000000001 Loopback: Yes
OutgoingIntf:
Group: f03::333
IncomingIntf: LINK6 SrcF1tMd: Exclude
SrcAddr: 2e00::7
2e00::8
Client Name: SYSLOGD1 Client Id: 0000002C
Local Socket: 0.0.0.0..529
Foreign Socket: *..*
BytesIn: 00000000000000000000
BytesOut: 00000000000000000000
DgramIn: 00000000000000000000
DgramOut: 00000000000000000000
StartDate: 06/17/2011 StartTime:
Last Touched: 14:27:42
MaxSendLim: 0000065535 MaxRecvLim:
SockOpt: 00000000 DSField:
QOSPolicy: No
RoutingPolicy: No
ReceiveDataQueued: 0000345655 ReceiveMsgCnt:
0ldQDate: 09/15/06 01dQTime:
ReceiveBufferSize: 0000016384 SendBufferSize:

16:00:29

0000065535
00

0000045644
03:36:32

16:00:29
0000065535
00

0000000000

14:27:42

0000065535
00

0000004564
03:36:32
0000016384

Report field descriptions:

* The following fields are displayed for a TCP connection entry:

340

z/0S V2R1.0 Communications Server: IP System Administrator's Commands




Client Name
See the Client name or User ID information in [“Netstat report general|
lconcept” on page 324| for a detailed description.

Client ID

See the Client ID or Connection Number information in [“Netstat report

lzeneral concept” on page 324| for a detailed description.

Local Socket
See the Local Socket information in [“Netstat report general concept” on|

for a detailed description.

Foreign Socket
See the Foreign Socket information in [‘Netstat report general concept”]

for a detailed description.

StartDate
Date of the last one of the following events that occurred for the TCP
connection or UDP endpoint:

— UDP bind
— TCP bind
TCP listen
— TCP connection establishment

StartTime
Time of the last one of the following events that occurred for the TCP
connection or UDP endpoint:

— UDP bind
— TCP bind
TCP listen
— TCP connection establishment

BytesIn
The number of bytes of data the stack has received for this connection.
This includes both the total bytes that the application has received and
the total bytes in the receive buffer that have not yet been read by the
application.

Restriction: The TCP/IP stack maintains 64-bit counters for TCP
connections and UDP endpoints. However, if you are running an
IPv4-only stack, and the Netstat output is in the SHORT format, only the
lower 32-bit counter value is displayed. If a large amount of data has
been received, the number of bytes can exceed a 32-bit counter so the
value displayed will appear to have been reset. Use the FORMAT/-M
LONG output option on the Netstat command to cause Netstat to use
the LONG format for the output. The LONG format displays the full
64-bit counter value. You can also specify the FORMAT parameter on the
IPCONFIG profile statement to set FORMAT LONG as the default value
for all Netstat commands.

BytesOut
The number of bytes of data the application has sent. This includes all
the data that has been sent to the remote connection and all the data
that has not been sent but is buffered and waiting to be sent by the local
stack.
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Restriction: The TCP/IP stack maintains 64-bit counters for TCP
connections and UDP endpoints. However, if you are running an
IPv4-only stack, and the Netstat output is in the SHORT format, only the
lower 32-bit counter value is displayed. If a large amount of data has
been sent, the number of bytes can exceed a 32-bit counter so the value
displayed will appear to have been reset. Use the FORMAT/-M LONG
output option on the Netstat command to cause Netstat to use the
LONG format for the output. The LONG format displays the full 64-bit
counter value. You can also specify the FORMAT parameter on the
IPCONFIG profile statement to set FORMAT LONG as the default value
for all Netstat commands.

Segmentsin
The number of non-retransmitted TCP packets received for this
connection.

Guideline: This value, when displayed for a TCP connection across an
SMC-R link, includes the number of Remote Direct Memory Access
(RDMA) inbound operations.

SegmentsOut
The number of non-retransmitted TCP packets sent for this connection.

Guideline: This value, when displayed for a TCP connection across an
SMC-R link, includes the number of RDMA outbound operations.

Last touched
See the Last touched time information in [“Netstat report general|
fconcept” on page 324 for a detailed description.

State Describes the state of the TCP connection. See [“TCP connection status”]

for more information.

RcvNxt
The sequence number of the next byte this side of the connection is
expecting to receive. Each byte that is sent or received in a TCP
connection has its own unique, ascending sequence number.

SndNxt
The sequence number of the next byte that the stack can send.

ClientRcvNxt
The sequence number of the next byte that the application will read
from the receive buffer.

ClientSndNxt
The sequence number of the next byte of data that the application can
add to the send bulffer.

InitRcvSeqNum
The first sequence number that was received from the remote stack host
when establishing the connection.

InitSndSeqNum
The first sequence number that the local stack sent out when
establishing the connection.

CongestionWindow
The value that is used when congestion is detected in the network to
limit the amount of data that is sent by the local stack. This value
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represents the maximum amount of data that is sent without waiting for
an acknowledgment from the remote socket.

SlowStartThreshold
The slow-start threshold is used to determine whether the connection is
recovering from congestion. If the congestion window is smaller than the
slow-start threshold, the connection will take actions to more quickly
recover from congestion.

IncomingWindowNum
The incoming window number is the maximum sequence number that
the remote socket can send until the local application reads more data
from the local socket.

OutgoingWindowNum
The outgoing window number is the maximum sequence number that
can be sent without waiting for the remote socket to read data (see the
send window).

SndWl1
The sequence number from the segment that last updated the SndWnd
field.

SndW12
The acknowledgment number from the segment that last updated the
SndWnd field.

SndWnd
The amount of available buffer space that is advertised by the remote
side into which data can be sent.

MaxSndWnd
The largest send window the remote socket has sent to the local socket.

SndUna
This value is the sequence number of the first byte of data in the local
socket's send buffer that has not been acknowledged by the remote
socket.

rtt_seq
The sequence number of the byte of data sent in a packet for which the
local socket is measuring the round-trip time (the time it takes between
the local socket sending a packet and receiving an acknowledgment
from the remote socket).

MaximumSegmentSize
The largest amount of data the local socket can send in a single packet.

DSField
The Differentiated Services Code Point value being used for this
connection.
The DSField represents one of the following values:

— If there is a Service Policy Agent policy in effect for this entry, one of
the following value is used:

- The ToS value defined by RFC 791 and RFC 1349.
- The Differentiated Services field value defined by RFC 2474.

— If there is no Service Policy Agent policy in effect for this entry, the
value is 0.
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Round-trip information
The round-trip time is the amount of time that elapses between the time
a packet is sent and the time an acknowledgment for that packet is
received.

Smooth trip time
The average amount of time it has taken for a packet to be sent
and an acknowledgment to be received for this connection,
measured in milliseconds.

SmoothTripVariance
The average variation in round-trip time, measured in
milliseconds.

ReXmt
The total number of times a packet has been retransmitted for this
connection. This count is historical for the life of the connection.

ReXmtCount
The number of times the last packet that was sent has been
retransmitted.

DupACKs
The total number of duplicate acknowledgments that have been received
by this connection.

RcvWnd
The amount of available buffer space that is advertised to the remote
side into which data can be received.

SockOpt
Socket option flag. For TCP/IP stacks that are not IPv6 enabled, it is a
one-byte hexadecimal value of common socket options. For IPv6-enabled
TCP/IP stacks, it is a one-byte hexadecimal value of common socket
options, followed by a one-byte hexadecimal value of IPv6-specific
socket options.

Common socket options:

80 1.....
Indicates that the socket option SO_REUSEADDR has been set
for this socket. This socket option allows the socket to be bound
to the same port that other sockets are bound to.

Indicates that the socket option SO_OOBINLINE has been set for
this socket. If this socket option is set, out-of-band data is
returned in a normal read operation. If this socket option is not
set, out-of-band data can be retrieved only by setting the
MSG_OOB flag on a read operation.

20 .1 ...
Indicates that the socket option SO_LINGER has been set for this
socket. The SO_LINGER socket option allows an application to
specify whether unsent data is discarded when the socket is
closed, and how long to wait if the data is not discarded.

10 ..1..
Indicates that the socket option SO_DONTROUTE has been set
for this socket. If this socket option is set, data is sent without
regard to routes. This is equivalent to the MSG_DONTROUTE
flag on a write operation.

344 2/0S V2R1.0 Communications Server: IP System Administrator's Commands



08 ... 1.
Indicates the socket option TCP_NODELAY has been set for this
socket. Unless this socket option is set, the TCP/IP stack will
attempt to optimize the sending of small data packets by
holding them briefly in case it has more data to send.

04 .. .1.

Indicates that the SO_KEEPALIVE socket option has been set for
this socket. If this socket option is set, the TCP/IP stack will
periodically send empty packets to the remote stack to make
sure the connection is still alive.

IPv6 socket options:

80 1.....
Indicates that the IPV6_UNICAST_HOPS option has been set for
this socket.

20 1. ...
Indicates that the IPV6_USE_MIN_MTU for unicast option has
been set for this socket.

10 ..1..
Indicates that the IPV6_TCLASS option has been set for this
socket.

08 .1

Indicates that the IPV6_RECVTCLASS option has been set for
this socket.

04 ... .1.
Indicates that the IPV6_RECVHOPLIMIT option has been set for
this socket.

02 ...l
Indicates that the IPV6_V60ONLY option has been set for this
socket.

Any other value
Used for diagnostic purposes only under the direction of IBM
Service personnel.

TepTimer
TCP timer flag. It is a one-byte hexadecimal value that is used for
diagnostic purposes only under the direction of IBM Service personnel.

TcpSig
TCP signal flag. It is a one-byte hexadecimal value and can have one of
the following values:

80 1....
Indicates the application has requested to receive the SIGURG
signal when urgent data is received on this socket.

40 1. ...
Indicates the application has requested to receive the SIGIO
signal when data is received on this socket.

Any other value
Is used for diagnostic purposes only under the direction of IBM
Service personnel.
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TcpSel TCP select flag. It is a one-byte hexadecimal value that is used for
diagnostic purposes only under the direction of IBM Service personnel.

TepDet
Special TCP protocol flag. It is a one-byte hexadecimal value:

04 .. .1.

Indicates the TCP_KEEPALIVE socket option has been set for
this socket. This socket option is used to set a socket-specific
time interval value for use with the SO_KEEPALIVE socket
option. See the description of field SockOpt for an explanation of
the SO_KEEPALIVE socket option. The TCP_KEEPALIVE time
interval value is in effect only if the SO_KEEPALIVE socket
option is set for the socket.

Any other value
Is used for diagnostic purposes only under the direction of IBM
Service personnel.

TcpPol
TCP poll flag. It is a one-byte hexadecimal value to be used for
diagnostic purposes only under the direction of IBM Service personnel.

TepPrf A 1-byte hexadecimal TCP performance flag that can have the following
values:

40 .1.. ...

Indicates that Dynamic Right Sizing (DRS) is active for this
connection so the stack is automatically tuning the advertised
receive window. For more information about DRS, see Iﬁl
receive window]in |z/OS Communications Server: IP|
Configuration Guide| The RcvWnd field shows the current size
of the receive window for this connection.

02 ... .1
Indicates that DRS was active for this connection, but has been
disabled. This is caused by the associated application not
reading the data as fast as the data arrives.

Any other value
Used for diagnostic purposes only under the direction of IBM
Service personnel.

QOSPolicy
Indicates whether a matching QoS policy rule has been found for this
connection. This field can have the following values:

No Indicates that a matching QoS policy rule was not found for this
connection.

Yes
Indicates that a matching QoS policy rule was found for this
connection. When the QOSPolicy field has the value Yes, the
following information is displayed:

QOSRuleName
The name of the Policy rule that is in use for this connection.
This policy is for outbound traffic only.

TTLSPolicy
Indicates whether a matching Application Transparent Transport Layer
Security (AT-TLS) policy rule has been found for this connection. This

346 2/0S V2R1.0 Communications Server: IP System Administrator's Commands



set of fields is not displayed if the AT-TLS function was disabled when
the connection was established (NOTTLS was specified on the
TCPCONFIG statement or is in effect by default) or policy lookup has
not yet occurred.

— TTLSPolicy: No indicates that no matching AT-TLS policy rule was
found for this connection. There is no rule or action listed.

— TTLSPolicy: Yes indicates one of the following case:

- A matching AT-TLS policy rule was found for this connection with
an indication that AT-TLS should be enabled (TTLSEnabled ON
was specified on the TTLSGroupAction). The rule and actions are
displayed.

- A matching AT-TLS policy rule was found for this connection with
an indication that AT-TLS should be disabled (TTLSEnabled OFF
was specified on the TTLSGroupAction). The rule and actions are
displayed.

TTLSRule
The name of the AT-TLS policy rule that is in use for this
connection, followed by (Stale) when the rule is no longer
available for use by new connections. This field is not displayed
when the connection does not match a policy rule.

TTLSGrpAction
The name of the AT-TLS policy group action that is in use for
this connection, followed by (Stale) when the action is no
longer available for use by new connections. This field is not
displayed when the connection does not match a policy rule.

TTLSEnvAction
The name of the AT-TLS policy environment action that is in use
for this connection, followed by (Stale) when the action is no
longer available for use by new connections. This field is not
displayed when the connection does not match a policy rule or
when no TTLSEnvironmentAction was specified.

TTLSConnAction
The name of the AT-TLS policy connection action that is in use
for this connection, followed by (Stale) when the action is no
longer available for use by new connections. This field is not
displayed when the connection does not match a policy rule or
when no TTLSConnectionAction was specified.

RoutingPolicy
Indicates whether a matching routing policy rule has been found for this
connection. This field can have the following values:

No Indicates that no matching routing policy rule was found for this
connection.

For an Enterprise Extender (EE) UDP socket entry, the
RoutingPolicy value is always No. Display the routing policy
information for an Enterprise Extender (EE) UDP socket entry by
using the DISPLAY NET EEDIAG, TEST=YES command. See
[z/OS Communications Server: SNA Operation| for details.

Yes Indicates that a matching routing policy rule was found for this
connection.
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When the RoutingPolicy value is Yes, the following information
is displayed:

RoutingTableName
The name of the routing table that was used to find the
route for this connection or *NONE=* if a route was not
found. The value EZBMAIN is displayed when the main
routing table was used.

RoutingRuleName
The name of the routing policy rule in use for this
connection.
ReceiveBufferSize

The number of bytes received from the remote application that this
connection is allowed to maintain in a buffer. All the data that is
received is kept in a buffer until the local application reads the data.

SendBufferSize
The number of bytes the local application has sent that this connection is
allowed to maintain in a buffer. All data that the application has sent is
kept in the buffer until the remote side acknowledges receiving the sent
data.

TepClusterConnFlag
TCP cluster connection type flag. It is a one-byte hexadecimal field and
can have one of the following values:

80 1.. ...
Indicates that the SO_CLUSTERCONNTYPE socket option or the
SIOCGPARTNERINFO ioctl was requested.

08 ... 1..
If the SO_CLUSTERCONNTYPE socket option or the
SIOCGPARTNERINFO ioctl was issued for this socket, this bit
indicates that the communication from this node to the stack
hosting the partner application is not sent on links/interfaces
exposed outside the cluster (sysplex).

04 ... .1.
If the SO_CLUSTERCONNTYPE socket option or the
SIOCGPARTNERINFO ioctl was issued for this socket, this bit
indicates that the connection partners are in the same MVS
image.

02 ...L

If the SO_CLUSTERCONNTYPE socket option or the
SIOCGPARTNERINFO ioctl was issued for this socket, this bit
indicates that the connection partners are in the same cluster.

01 ... 1
If the SO_CLUSTERCONNTYPE socket option or the
SIOCGPARTNERINFO ioctl was issued for this socket, this bit
indicates that the connection partners are not in the same cluster.

00 ... ...
If the TepTrustedPartner flag indicates that the
SIOCSPARTNERINFO ioctl has been successfully issued or
inherited from the listener socket, this value indicates that the
SO_CLUSTERCONNTYPE socket option or the
SIOCGPARTNERINFO ioctl has not been issued for this socket.
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Any other value
Used for diagnostic purposes only under the direction of IBM
Service personnel.

For more information about the cluster connection type, see the E / O§|
Communications Server: IP Sockets Application Programming Interface|
Guide and Reference] For more information about the
SIOCGPARTNERINFOioctl, see [z/OS Communications Server: IP|
Programmer's Guide and Reference]

TepTrustedPartner
The TCP trusted connection flag is displayed in the following situations:
— Security credentials of a partner within a sysplex or subplex have
been retrieved over a trusted TCP connection using the
SIOCGPARTNERINFO ioctl.

— The SIOCSPARTNERINFO ioctl has been issued for the socket.

The TCP trusted connection flag is a 1-byte hexadecimal field and can
have the following values:

80 1.....
This bit indicates that the partner address-space user ID has
been retrieved, as well as the task-level user ID if it is available.

40 1. ..
This bit indicates that the partner address-space UTOKEN has
been retrieved, as well as the task-level UTOKEN if it is
available.

20 ..1....
This bit indicates that the SIOCSPARTNERINFO ioctl has been
successfully issued or inherited from the listener socket.

For information about ftrusted TCP/IP connections|and the
SIOCGPARTNERINFO| and [SIOCSPARTNERINFEO|ioctl calls, see E / O§|
Communications Server: IP Programmer's Guide and Reference]

ReceiveDataQueued
The number of bytes of data on the receive queue from the remote
application yet to be read. This field is not displayed for a connection
that is in listen state. The amount of data queued can be up to double
the ReceiveBufferSize size. When the number of bytes is not zero, the
following information is displayed:

OldQDate
The date of the oldest data on the receive queue.

OldQTime
The time of the oldest data on the receive queue. This value
does not include leap seconds.

The ReceiveDataQueued information is not displayed for a connection
that is in listen state.

SendDataQueued
The number of bytes of data on the send queue waiting for the remote
side to acknowledge. This field is not displayed for a connection that is
in listen state. The amount of data queued can be up to double the size
of the SendBufferSize. When the number of bytes is not zero, the
following information is displayed:
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OldQDate
The date of the oldest data on the send queue.

O1dQTime
The time of the oldest data on the send queue. This value does
not include leap seconds.

The SendDataQueued information is not displayed for a connection that
is in listen state.

SendStalled
Indicates whether this connection's send data flow is stalled. The send
data flow is considered stalled if one or more of the following conditions
are true:

— The TCP send window size is less than 256 or is less than the smaller
of the largest send window that has been seen for the connection and
the default MTU. The TCP send window size is set based on values
provided by the TCP peer. The default MTU for IPv4 is 576. The
default MTU for IPv6 is 1280.

— The TCP send queue is full and the data is not being retransmitted.

This field is not displayed for a connection that is in listen state. If the
value is Yes, then this connection's send data flow is stalled.

SMC Information
The SMC information. This section is displayed for connections when at
least one Peripheral Component Interconnect Express (PCle) function ID
(PFID) was defined by using the SMCR parameter of the
GLOBALCONFIG statement. The SMC Information section contains the
following information:

SMCStatus
Indicates whether this connection is traversing a Shared Memory
Communications over Remote Direct Memory Access (SMC-R)
link. This field can have the following values:

Inactive
Indicates that this connection does not use an SMC-R
link.

When the SMCStatus value is Inactive, the following
information is displayed:

SMCReason reasonCode - reasonText
This field provides an explanation for why the
connection is not using an SMC-R link. The
reason code and text can be one of the following
values:

5013 - RDMA connectivity failure
SMC-R communications cannot be used
for this connection because the first
attempt to send data over RDMA
encountered an error. A likely reason for
this error is a configuration problem in
the switch that is connected to the RoCE
Express interface. For example, an
incorrect VLANID value was configured
on the switch port for the RoCE Express
interface.
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5203 - Insufficient virtual storage
SMC-R communications cannot be used
for this connection because TCP private
64-bit virtual storage could not be
allocated for an RMB bulffer.

5204 - SMCR FIXEDMemory limit exceeded
reached
SMC-R communications cannot be used
for this connection because the required
SMC-R memory could not be allocated.

5205 - TCP connection limit reached
SMC-R communications cannot be used
for this connection because another RMB
for a new connection could not be
obtained.

5206 - VLAN ID not found
SMC-R communications cannot be used
for this connection because no VLAN
that was enabled by SMC-R was found.

5209 - No qualifying active RNICs
No active IBM 10GbE RoCE Express
interfaces are detected in the SMC-R
layer that can be used for this TCP
connection.

5219 - Peer is out of synch
SMC-R communications cannot be used
for this connection because the peer is
out of synchronization condition during
negotiation.

521E - Peer subnet/prefix mismatch
SMC-R communications cannot be used
for this connection because the peer does
not have an active interface in the same
subnet that is eligible for SMC-R.

5301 - Peer did not accept SMC-R request
The remote connection peer is not
configured to use SMC-R
communications.

5302 - Route not SMC-R eligible
SMC-R communications cannot be used
for this connection because of
connectivity issues or the absence of an
active interface that supports SMC-R
processing.

5303 - No active RNICs for the PNetID
No active 10GbE RoCE Express features
are detected for the PNetID.

5304 - Connection is local
The connection peers are on the same
TCP/IP stack.
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5306 - No storage for SMC-R negotiation
Storage for SMC-R negotiation over this
TCP connection cannot be obtained.

5307 - Connection uses 1PSec
SMC-R communications cannot be used
for this connection because the
connection is using IP security.

5308 - FRCA server
SMC-R communications cannot be used
for this connection because the

connection is used by a Fast Response
Cache Accelerator (FRCA) server.

5309 - Pascal application
SMC-R communications cannot be used
because the connection is used by a
Pascal API application.

530A - NOSMCR Port server
SMC-R communications cannot be used
for this connection because the server
port was configured with the NOSMCR
option.

530B - Invalid MTU from peer
SMC-R communications cannot be used
for this connection because the peer had
an invalid MTU size for this SMC-R link.

530C - No prefix on interface
SMC-R communications could not be
used for this connection because of no
valid IPv6 prefixes for the associated
OSD interface.

reasonCode - Internal error
SMC-R communications cannot be used
for this connection because of an internal
error.

reasonCode - *Peer generated*
SMC-R communications cannot be used
for this connection because the peer
reported an error. See the peer product's
documentation for additional details.

Active Indicates that this connection uses an SMC-R link.

When the SMCStatus value is Active, the following
information is displayed:

SMCGroupld

This field identifies the SMC-R link group that
includes the individual SMC-R link that this
connection traverses. This TCP/IP stack
generates the SMC-R link group identifier
dynamically.

LocalSMCLinkId

This field identifies the SMC-R link on this
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TCP/IP stack that this connection traverses. This
TCP/IP stack generates the SMC-R link identifier
dynamically.

RemoteSMCLinkId
This field identifies the SMC-R link on the
remote peer that this connection traverses. The
remote peer generates this SMC-R link identifier
and provides it to this TCP/IP stack during
SMC-R link activation.

Local SMCRcvBuf
This field indicates the size of the RMB element
that the local host uses for receiving data on this
connection from the remote host.

RemoteSMCRcvBuf
This field indicates the size of the RMB element
that the remote host uses for receiving data on
this connection from the local host.

Ancillary Input Queue
Indicates whether this connection is registered to the TCP bulk data
ancillary input queue. This field is not displayed for a connection that is
in listen state. This field can have the following values:

N/A  Indicates that this connection is not registered to the TCP bulk
data ancillary input queue.

Yes Indicates that this connection is registered to the TCP bulk data
ancillary input queue.

When the Ancillary Input Queue value is Yes, the following
information is displayed:

BulkDataIntfName
This field indicates the name of the interface over which
the inbound traffic is being received.

ConnectionsIn
The number of connections that a server has accepted. This field is
displayed only for a connection that is in listen state. Once a connection
has been accepted, communication can begin between the client and
server applications.

ConnectionsDropped
The number of connection requests that have been received by the server
and dropped because the maximum number of connection requests was
already in the backlog queue. This field is displayed only for a
connection that is in listen state.

MaximumBacklog
The maximum number of connections that a server maintains on the
backlog queue. This field is displayed only for a connection that is in
listen state. Connection requests that are received when the maximum
number of connections requests is already on the backlog queue are
typically discarded. A high maximum backlog queue value causes more
simultaneous connection requests than a server can handle without
having to drop requests.

ConnectionFlood
Indicates whether this server is experiencing a potential connection flood
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attack. A server is considered under a potential connection flood attack
when backlog queue expansion is required to handle the incoming
connection requests. The point where a potential connection flood attack
is detected is based on the initial size of the backlog queue. A small
initial backlog queue (for example, 10 entries) is allowed to expand twice
before the server is considered under attack, while a server with a large
initial backlog queue (for example, 500 entries) can expand once, up to a
maximum of 768 entries, before it is considered under attack. This field
is displayed only for a connection that is in listen state. If the value is
Yes, then this server is experiencing a potential connection flood attack.

CurrentBacklog
The number of connections that are currently in the backlog queue. This
field is displayed only for a connection that is in listen state. This value
includes connections that are fully established and that are ready to be
accepted by the server application; it also includes connections that are
not yet fully established (the TCP connection establishment handshake is
not yet complete). To determine the number of connections in the
backlog queue that are not fully established, subtract the ServerBacklog
value from the CurrentBacklog value. If the server application uses the
Fast Response Cache Accelerator (FRCA) feature, fully established
connections that are being serviced by TCP/IP from the FRCA cache are
also included in the CurrentBacklog value. The FRCABacklog value in
this report indicates the number of these connections.

ServerBacklog
The number of connections currently in the backlog queue that
are established and that have not yet been accepted.

FRCABacklog
The number of connections currently in the backlog queue that
are established FRCA connections and that are being serviced by
TCP/IP from the FRCA cache. These connections do not need to
be accepted by the server application. This field is applicable
only for server applications that use the FRCA feature.

CurrentConnections
The number of currently established connections to the server. This field
is displayed only for a connection that is in listen state.

SEF  The server accept efficiency fraction (SEF) is a measure, calculated at
intervals of approximately one minute, of the efficiency of the server
application in accepting new connection setup requests and managing its
backlog queue. The value is displayed as a percentage. A value of 100
indicates that the server application is successfully accepting all its new
connection setup requests. A value of 0 indicates that the server
application is not responding to new connection setup requests. This
field is displayed only for a connection that is in listen state.

When using SHAREPORTWLM, the SEF value is used to modify the
WLM server-specific weights, thereby influencing how new connection
setup requests are distributed to the servers sharing this port. When
using SHAREPORT, the SEF value is used to weight the distribution of
new connection setup requests among the SHAREPORT servers.
Whether SHAREPORT or SHAREPORTWLM are specified, the SEF
value is reported back to the distributor to be used as part of the target
server responsiveness fraction calculation, which influences how new
connection setup requests are distributed to the target servers.
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Quiesced
Indicates whether this server application has been quiesced for DVIPA
sysplex distributor workload balancing. This field is displayed only for a
connection that is in listen state. If the value is Dest, then this server will
receive no new DVIPA sysplex distributor workload connections until
the server application has been resumed. When the server application is
resumed, the quiesced value changes to No.

SharePort
Indicates that multiple TCP listening servers are sharing the same port.
This field is displayed only for a connection that is in listen state. The
method used by TCP to distribute incoming connections to the listeners
is indicated by Base or WLM described below. See the [PORT] profile
statement in the [z/OS Communications Server: IP Configuration|
for more information on sharing a TCP port.

Base  Connections are proportionally distributed among the available
shareport listeners using the SEF value. This value corresponds
to the SHAREPORT parameter on the PORT profile statement.

WLM Connections are distributed among the available shareport
listeners using the normalized WLM server-specific weights. This
value corresponds to the SHAREPORTWLM parameter on the
PORT profile statement.

RawWeight
The raw composite weight for this server. The composite weight
is based on the application's general CPU, zAAP, and zIIP
processor utilization.

NormalizedWeight
The normalized values of the WLM server-specific weights. The
original raw weights received from WLM are proportionally
reduced for use by the distribution algorithm. Connections are
distributed to these servers in a weighted round-robin fashion
using the normalized weights if SHAREPORTWLM is specified
on the PORT profile statement. The displayed normalized weight
is shown after it has been modified by the SEF value. This field
is shown regardless of the distribution method (Base or WLM)
that is used.

Abnorm
Indicates whether the server application is experiencing
conditions that cause transactions to complete abnormally. The
value represents a rate of abnormal transaction completions per
1000 total transaction completions. It is applicable only for TCP
applications that act as Subsystem Work Managers and report
transaction status using Workload Management Services, such as
IWMRPT. For example, the value 100 indicates that 10% of all
transactions processed by the server application are completing
abnormally. Under normal conditions, this value is 0. A nonzero
value indicates that the server application has reported some
abnormal transactions completions to WLM and that WLM has
reduced the recommendation provided to sysplex distributor for
this server instance. This reduction in the WLM recommendation
enables more new TCP connections to be directed to servers that
are not experiencing problem conditions that lead to abnormal
transaction completions.
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The greater the Abnorm rate field value, the greater the
reduction WLM applies to the recommendation for this target
instance. For more information about the conditions that cause
the abnormal transaction completions for a given server
application, see the documentation provided by the server
application.

If applications do not provide this transaction status to WLM or
SHAREPORTWLM is not configured, then this field has the
value 0. For more information about workload management
interfaces, see [z/OS MVS Programming: Workload Management|

|Servicesl

Health
The server application health indicator. This health indicator is
available only for applications that provide this information to
WLM using the INM4HLTH or INMSRSRG services. It provides
a general health indication for an application or subsystem.
Under normal circumstances, the value of this field is 100,
indicating that the server is 100% healthy. Any value that is less
than 100 indicates that the server is experiencing problem
conditions that might prevent new work requests from being
successfully processed. A value of less than 100 also causes the
WLM to reduce the recommendation provided to the sysplex
distributor for this server instance. This reduction in the WLM
recommendation enables more new TCP connections to be
directed to servers that are not experiencing problem conditions.

The reduction in the WLM recommendation is proportional to
value of the Health indicator. For example, if the health value is
20%, WLM reduces the recommendation for this server by 80%.
For more information about the conditions leading to a health
indicator of less than 100, see the documentation for the server
application.

If applications do not provide this health indicator to WLM or
SHAREPORTWLM is not configured, then the value of this field
is 100. For more information about workload management
interfaces, see [z/OS MVS Programming: Workload Management|
|Servicesl

RawCP
The raw WLM server-specific general CP weight.

RawzAAP
The raw WLM server-specific zAAP weight.

RawzIIP
The raw WLM server-specific zIIP weight.

PropCP
The RawCP value modified by the proportion of CP capacity
that is currently being consumed by the application's workload
as compared to the other processors (zIIP and zAAP).

PropzAAP
The RawzAAP value modified by the proportion of zZAAP
capacity that is currently being consumed by the application's
workload as compared to the other processors (CP and zIIP).
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PropzIIP
The RawzIIP value modified by the proportion of zIIP capacity
that is currently being consumed by the application's workload
as compared to the other processors (CP and zAAP).

ILWeighting
The weighting factor the workload manager (WLM) uses when it
compares displaceable capacity at different importance levels
(ILs) in order to determine a SERVERWLM recommendation for
each system.

XcostzAAP
The crossover cost that is applied to the workload that was
targeted to run on a ZAAP processor but that ran on the
conventional processor.

XcostzIIP
The crossover cost that is applied to the workload that was
targeted to run on a zIIP processor but that ran on the
conventional processor.

Application Data
The application data that makes it easy for users to locate and display
the connections that are used by the application. The beginning of the
application data identifies the format of the application data area. For
2/0S Communications Server applications, see fapplication datalin the
lz/OS Communications Server: IP Programmer's Guide and Reference] for
a description of the format, content, and meaning of the data supplied
by the application. For other applications, see the documentation that is
supplied by the application. The data is displayed in character format if
application data is present. Non-printable characters, if any, are
displayed as dots.

* The following fields are displayed for a UDP socket entry:

Client Name
See the Client name or User ID information in [“Netstat report generall
lconcept” on page 324| for a detailed description.

Client ID

See the Client ID or Connection Number information in [“Netstat report

lzeneral concept” on page 324| for a detailed description.

Local Socket

See the Local Socket information in [“Netstat report general concept” on|
for a detailed description.

Foreign Socket
See the Foreign Socket information in [‘Netstat report general concept”]

for a detailed description.

BytesIn
The number of bytes of data the stack has received for this UDP socket.
Includes both the total bytes that all applications have received for this
socket and the total bytes in stack buffers that have not yet been read by
any application.

BytesOut
Number of outbound bytes of user data sent from this socket.

DgramlIn
The number of datagrams the stack has received for this UDP socket.
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This includes both the total datagrams that all applications have received
for this socket and the total datagrams in stack buffers that have not yet
been read by any application. A datagram is the group of data bytes
contained in a UDP packet.

DgramOut
Number of outbound datagrams sent from this socket.

Last touched ti