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About this information

This information describes how to initialize, customize, operate, and diagnose the
z/0S Integrated Cryptographic Service Facility (ICSF). The z/OS Cryptographic
Services includes these components:

* z/0S Integrated Cryptographic Service Facility (ICSF)

* z/0S System Secure Socket Level Programming (SSL)

* z/0S Public Key Infrastructure Services (PKI)

ICSF is a software element of z/OS that works with the hardware cryptographic
feature and the Security Server (RACF) to provide secure, high-speed
cryptographic services. ICSF provides the application programming interfaces by
which applications request the cryptographic services.

Who should use this information

This information is intended for the system programmer. It describes the tasks that
a system programmer might perform:

* Programming installation options, installation-defined callable services, and
installation exits

* Creating the data sets that ICSF uses

* Migrating the system from the Cryptographic Unit Support Program (CUSP) and
Programmed Cryptographic Facility (PCF) to ICSF

* Migrating to z/OS ICSF

* Starting and stopping ICSF

* Checking event recording

* Planning for security and performance considerations
* Debugging and recovering from problems

Defining and writing installation-defined callable services and installation exit
routines is intended to be accomplished primarily by experienced system
programmers. This information assumes that the reader has an advanced
knowledge of z/OS.

How to use this information

This information is divided into descriptions of these tasks:
¢ Introducing ICSF

— |Chapter 1, “Introduction to z/OS ICSF,” on page 1|introduces the
cryptographic key data set (CKDS), the public key data set (PKDS), and the
token data set (TKDS) and provides basic information about running PCF
applications on ICSF and preparing for installation.

* Initializing ICSF

— [Chapter 2, “Installation, initialization, and customization,” on page 11|
describes how to customize SYS1.PARMLIB, create the CKDS, the PKDS, and
the TKDS, the installations options data set, the startup procedure, and
provide access to the ICSF panels. It also explains how to change the
parameters in the installation options data set after the first start and
introduces installation exits.
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* Migration and coexistence issues

[Chapter 8, “Migration from PCF to z/OS ICSF,” on page 235| describes how to
migrate application programs and cryptographic key data set information to
z/0OS ICSF from the IBM cryptographic products CUSP/PCE.

[Chapter 3, “Migration,” on page 63| describes migration to this release of ICSF
from previous releases of ICSE.

Customizing ICSF

— [Chapter 6, “Installation-defined Callable Services,” on page 221| gives
information that an experienced system programmer can use to write
installation-defined callable services. It also explains how to define these
callable services to ICSF and how to write service stubs to access them.

— [Chapter 5, “Installation exits,” on page 167| describes the ICSF installation
exits you can use to customize ICSF.

Operating ICSF
— |Chapter 4, “Operating ICSF,” on page 113| describes how to add and remove

cryptographic coprocessors and to start, modify, and stop ICSF and other
operating considerations.

— |"ICSF operator commands” on page 118| describes the console commands
available for ICSE.

— [“Event recording” on page 146| describes ICSF event recording on the Security
Console and SME.

Planning ICSF

— [“Security considerations” on page 156| describes methods you can use to
protect ICSF resources.

Diagnosing ICSF

— [“Debugging aids” on page 159| describes the use of component trace and
Interactive Problem Control System (IPCS) to debug ICSFE.

- |Appendix A, “Diagnosis reference information,” on page 253| maps the
cryptographic key data set and the cryptographic communication vector
tables as reference information for use in debugging. This appendix also maps
CCA key tokens (DES, AES, RSA, and ECC) and trusted blocks.

- |Appendix B, “ICSF SMF records,” on page 363| describes SMF Record type 82,
which is used to record information about the events and operations of ICSE.
Record type 82 is written to the SMF data set at the completion of certain
cryptographic functions.

- |Appendix C, “CICS-ICSF Attachment Facility,” on page 411| defines steps to
install the CICS-ICSF Attachment Facility.

- |Appendix D, “Helpful hints for ICSF first time startup,” on page 415/ defines

helpful hints and that you may encounter when starting ICSF for the first
time.

- |Appendix E, “Using AMS REPRO encryption,” on page 423| provides
information on using IDCAMS REPRO ENCIPHER and DECIPHER options
with ICSF.

— |Appendix F, “Systems without Cryptographic features,” on page 425/ describes
processing and functionality support for this environment.

- |Appendix G, “Accessibility,” on page 429| contains information on accessibility
features in z/OS.

— [“Notices” on page 433| contains information on notices, programming
interface information and trademarks.
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Where to find more information

e publications in the z 1brary include:

The publicati in the z/OS ICSF library includ

s [z/0OS Cryptographic Services ICSF Overview)|

* [z/OS Cryptographic Services ICSF Administrator’s Guide]

. ryptographic Services ystem Programmer’s Gui
/OS C hic Services ICSF S P ‘s Guid

* [2/OS Cryptographic Services ICSF Application Programmer’s Guide|
* [z/OS Cryptographic Services ICSF Messages|

s [z/0OS Cryptographic Services ICSF Writing PKCS #11 Applications|
* [z/0OS Cryptographic Services ICSF TKE Workstation User’s Guide]

This publication also refers to these publications:

* IBM ES/3090 Processor Complex Recovery Guide

* |2/OS Planning for Installation|

* |2/OS Security Server RACF Auditor’s Guide|

* |z/OS Security Server RACF Command Language Reference|

* [z/OS Security Server RACF Security Administrator’s Guide|

* [2/OS Security Server RACF Macros and Interfaces|

* [2/OS Security Server RACF System Programmer’s Guide|

* [z/0S MVS IPCS User’s Guide|

* [£/0OS MVS System Codes|

* |2/OS MVS System Management Facilities (SMF)|

* |£/OS MVS Programming: Extended Addressability Guide|

* [2/0OS MVS Initialization and Tuning Guide|

* [2/OS MVS Initialization and Tuning Reference|

* [£/OS DFSMS Access Method Services Commands|

* |z/OS DFSMS Using Data Sets|

* IBM Distributed Key Management System, Installation and Customization Guide
* OS/VS1 and OS/VS2 MVS Cryptographic Unit Support: Installation Manual
* OS/VS1 and OS/VS2 MVS Programmed Cryptographic Facility
* IBM 4767 Specification Sheet

» IBM 4767 Warranty Information Flyer

* IBM 4765 Specification Sheet

* IBM 4765 Warranty Information Flyer

* CCA Basic Services Reference and Guide for the IBM 4767 and IBM 4765 PCle
Cryptographic Coprocessors

IBM Crypto Education

The [IBM Crypto Education (www.ibm.com/developerworks/community/groups/|
fcommunity/ crypto)| community provides detailed explanations and samples
pertaining to IBM cryptographic technology.

About this information XV


http://www.ibm.com/developerworks/community/groups/community/crypto
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How to send your comments to IBM

We invite you to submit comments about the z/OS® product documentation. Your
valuable feedback helps to ensure accurate and high-quality information.

Important: If your comment regards a technical question or problem, see instead
[“If you have a technical problem.”|

Submit your feedback by using the appropriate method for your type of comment
or question:

Feedback on z/OS function

If your comment or question is about z/OS itself, submit a request through
the [BM RFE Community (www.ibm.com/developerworks/rfe /)|

Feedback on IBM® Knowledge Center function
If your comment or question is about the IBM Knowledge Center
functionality, for example search capabilities or how to arrange the browser

view, send a detailed email to IBM Knowledge Center Support at
ibmkc@us.ibm.com|

Feedback on the z/OS product documentation and content
If your comment is about the information that is provided in the z/OS
product documentation library, send a detailed email to
imhvrcfs@us.ibm.com} We welcome any feedback that you have, including
comments on the clarity, accuracy, or completeness of the information.

To help us better process your submission, include the following

information:

* Your name, company/university/institution name, and email address

* The following deliverable title and order number: z/OS ICSF System
Programmer's Guide, SC14-7507-07

* The section title of the specific information to which your comment
relates

* The text of your comment.

When you send comments to IBM, you grant IBM a nonexclusive right to use or

distribute the comments in any way appropriate without incurring any obligation
to you.

IBM or any other organizations use the personal information that you supply to
contact you only about the issues that you submit.

If you have a technical problem

If you have a technical problem or question, do not use the feedback methods that
are provided for sending documentation comments. Instead, take one or more of
the following actions:

* Go to the [[BM Support Portal (support.ibm.com)|
* Contact your IBM service representative.

* Call IBM technical support.
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Summary of changes

ICSF is an element of z/OS, but provides independent ICSF releases as web
deliverables. These web deliverables are identified by their FMID. Each release of
z/0S includes a particular ICSF EMID level as part of its base. See
[FMIDs” on page 5| for more information on z/0OS ICSF FMIDs and their
relationships to z/OS releases.

ICSF publications can be obtained from:

* The|Resource Link home page (www.ibm.com/servers/resourcelink)| (Select
Publications and then select the release that you are interested in under ICSF
Publications by FMID.)

+ IBM[z/OS downloads (www.ibm.com/systems/z/0s/zos/downloads)| for
Cryptographic Support.

This document contains terminology, maintenance, and editorial changes to
improve consistency and retrievability. Technical changes or additions to the text
and illustrations are indicated by a vertical line to the left of the change.

Changes made in Cryptographic Support for z/0OS V2R1 - z/0S V2R3
(FMID HCR77C1)

This document contains information previously presented in z/OS ICSF System
Programmer’s Guide, SC14-7507-06.

This document is for ICSF FMID HCR77C1. This release of ICSF runs on z/0OS
z/0S V2R1, V2R2, and V2R3 and only on zSeries hardware.

The most recent updates are listed at the top of each section.

New

* Information about IBM z14 and IBM z14 ZR1.

* |“DES keys” on page 89 (APAR OA55184).

[‘Starting ICSF during IPL-time” on page 114| (APAR OA55378).

The SMF Formatter has been updated and the newest version should be utilized
for proper formatting.

* New system abend codes are summarized in [System abend codes” on page 95,
+ ["“Migrating to PCI-HSM 2016 compliance mode” on page 108
+ [“Cryptographic usage statistics (Subtype 31)” on page 154

[‘Compliance warning event (Subtype 48)” on page 156.|

[“VERBX” on page 162

* [“IPCS support for diagnosing contention issues in a dump” on page 165
* |“Subtype 48” on page 405

Changed

* |“Parameters in the installation options data set” on page 36| (APAR OA55184).
+ [“Callable services” on page 72| (APAR OA55184).

* [“CCA access control” on page 78| (APAR OA55184).
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[CICS attachment facility” on page 94| (APAR OA55184).

+ |“Installing the exits” on page 182 (APAR OA55184).

* |“Input” on page 210[ (APAR OA55184).

* |"DES key token formats” on page 287| (APAR OA55184).

* |“DES fixed-length key token” on page 287| (APAR OA54132).

* [“Variable-length symmetric key token formats” on page 292 (APAR OA55184).
* [“RMF measurements table” on page 357 (APAR OA55184).

* |“Service names used in SMF records” on page 367 (APAR OA55184).
+ [“PKCS#11 object lifecycle event” on page 395/ (APAR OA54346).

* ["PKCS#11 key usage event” on page 402 (APAR OA54346).

+ [“Parameters in the installation options data set” on page 36

+ [“System abend codes” on page 95|

* |“Starting and stopping ICSF” on page 113
+ ["“Display ICSE” on page 118
* [“SETICSF” on page 125/
+ |“High Performance Encrypted Key (Subtype 28)” on page 153
» ICSF SMF records:
- [“Subtype 7” on page 374

— [“Subtype 14” on page 376

— [“Subtype 15” on page 377/

— [“Subtype 16” on page 378
- [“Subtype 18” on page 379/
— [“Subtype 20” on page 381

— [“Subtype 21” on page 382
— [“Subtype 28” on page 386
— [“Subtype 40” on page 390
— [“Subtype 44” on page 398

Deleted

No content was removed from this information.

Changes made in Cryptographic Support for z/0OS V2R1 - z/0S V2R2
(FMID HCR77C0)

This document contains information previously presented in z/OS ICSF System
Programmer’s Guide, SC14-7507-05.

This document is for ICSF FMID HCR77C0. This release of ICSF runs on z/0OS
V2R1 and z/0OS V2R2 and only on zSeries hardware.

The most recent updates are listed at the top of each section.

New

+ [“Starting ICSF during IPL-time” on page 114]is new (APAR OA55378).
* New CSESCSFSTUB dataset.

* New SMF subtypes: 40, 41, 42, 44, 45, 46, and 47.

* New system abend codes are summarized in [“System abend codes” on page 95
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+ |“ENF signals” on page 165|is new.

Changed
* [“Subtype 42” on page 395/ (APAR OA55958).
+ [“Subtype 46” on page 402/ (APAR OA55958).

[“PKCS#11 object lifecycle event” on page 395 has been updated (APAR
OA54346).

["PKCS#11 key usage event” on page 402 has been updated (APAR OA54346).
* |“Starting and stopping ICSF” on page 113| has been updated.

“High Performance Encrypted Key (Subtype 28)” on page 153| has been updated.
p

[“Subtype 28” on page 386/ has been updated.

SMEF subtype 1 is written whenever ICSF is started or the options refresh is
performed.

[“The Cryptographic Key Data Set (CKDS)” on page 6 has been updated.
[“The Public Key Data Set (PKDS)” on page 7| has been updated.
[“Steps to create the CKDS” on page 15| has been updated.

[“Steps to create the PKDS” on page 19| has been updated.

* [“Steps to create the TKDS” on page 22| has been updated.

+ [“Parameters in the installation options data set” on page 36| has been updated.

[“Callable services” on page 72/ has been updated.

“CICS attachment facility” on page 94 has been updated.
p
[“SETICSF” on page 125/ has been updated.
p
* [“Installing the exits” on page 182/ has been updated.

* |“Installing the exits” on page 205/ has been updated.

Deleted

No content was removed from this information.

Changes made in Cryptographic Support for z/0OS V1R13 - z/0S V2R2
(FMID HCR77B1)

This document contains information previously presented in z/OS ICSF System
Programmer’s Guide, SC14-7507-03.

This document is for ICSF FMID HCR77B1. This release of ICSF runs on z/0S
V1R13, z/OS V2R1, and z/OS V2R2 and only on zSeries hardware.

The most recent updates are listed at the top of each section.

New
* Updated to include information about IBM z13s.

* Added information about the Encrypted PIN Translate Enhanced and Key
Encryption Translate services.

* Added information about regional cryptographic servers.

* New system abend code is summarized in [‘System abend codes” on page 95

* [“Server hardware” on page 2| was updated with information on regional
cryptographic servers.

* New system abend codes are summarized in [‘System abend codes” on page 95,
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+ [“Command syntax notation” on page 116|is new.

* |“ICSF operator commands” on page 118 is new and includes the [“Display ICSE”

on page 118| and the [SETICSF” on page 125(commands.
+ [“Adding and removing regional cryptographic servers” on page 139|is new.

+ |“Configuring ICSF to use TCP/IP for communications with regional
cryptographic servers” on page 140|is new.

* |"Displaying cryptographic coprocessor status using the DISPLAY ICSF operator|
command” on page 143is new.

+ [“Changing regional cryptographic server status using the SETICSF operator|
command” on page 144is new.

[“ICSF header (for all subtypes 40 or greater)” on page 366|is new.

* [“Regional cryptographic server configuration (Subtype 43)” on page 155|is new.
Details about SMF record subtype 43 can be found in |[“Subtype 43" on page 397

Changed

* Terminology changed from open cryptographic services to regional
cryptographic services.

* Updates to [“Parameters in the installation options data set” on page 36}
— Six new EMYV services added.
— New MASTERKCVLEN and REMOTEDEVICE keywords added.

— The deprecation of the HDRDATE keyword. If this option is specified, it will
be tolerated, but is no longer supported.

+ [“Callable services” on page 72| was updated with information on the six new
EMYV services and updates to Key Generate, PKA Decrypt, and PKA Encrypt.

* ["Installing the exits” on page 182 was updated with information on the six new
EMV services.

* [“Secondary parameter block” on page 189 was updated.

* [“Format of the header record of the token data set” on page 258 was updated.

Deleted

No content was removed from this information.

Changes made in Enhanced Cryptographic Support for z/0OS V1R13 -
z/OS V2R1 (FMID HCR77B0)

This document contains information previously presented in z/OS ICSF System
Programmer’s Guide, SC14-7507-01.

This document is for ICSF FMID HCR77B0. This release of ICSF runs on z/0OS
V1R13 and z/0OS V2R1 and only on zSeries hardware.

New

* [“Server hardware” on page 2| was updated to include new information about
IBM 213"

* The following new options have been added in [“Parameters in the installation|
[options data set” on page 36t

— KEYARCHMSG (YES or NO)
— RNGCACHE(YES or NO)
* New system abend codes summarized in [‘System abend codes” on page 95,
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+ New subtype for ICSF SMF record type 82 (52) in [“Key Store Policy Archived|
land Inactive Checking (Subtype 30)” on page 154

+ New services installation exit, [“CSF_SERVICE_EXIT - ICSF callable services exit’|

+ New CCVTRLVL field added to [“The Cryptographic Communication Vector|
[Table (CCVT)” on page 354

Changed
* DOMAIN(n) is updated for 256 domain support on IBM z13 in

[the installation options data set” on page 36

[“Steps for initializing ICSF” on page 34| has been updated.
* [Chapter 3, “Migration,” on page 63| has been updated for FMID HCR77BO0.

+ [“Key store policy” on page 88| has been updated for KGUP, key material
archiving, and key material validity.

[“ICSF key data sets” on page 89| has been updated with information about
record metadata.

* ["Migrating to 24-byte DES master key” on page 92| has been updated.
[“CICS attachment facility” on page 94 has been updated for FMID HCR77B0.
+ ["“Migrating a CKDS and PKDS between a CCF system and a non-CCF system”|

on page 102/ has been updated.

[“Using different configurations” on page 135|is updated for 256 domain support.

[‘System Management Facilities (SMF) recording” on page 146/ has multiple
updates:

- [“Dynamic CKDS Update (Subtype 9)” on page 149|
— [“Dynamic PKDS Update (Subtype 13)” on page 149

— [“Key Store Policy Key Token Authorization Checking (Subtype 25)” on page]
152

— [“Key Store Policy Archived and Inactive Checking (Subtype 30)” on page 154|

— [“Subtype 1” on page 373

— [“Operational Key Part Entry (Subtype 7)” on page 148]
— [“Subtype 14” on page 376|
— [“Subtype 15” on page 377
— [“Subtype 16” on page 378|
— [“Subtype 18” on page 379
— [“Subtype 25” on page 384

— [“Subtype 20” on page 381

* [“Common record format (KDSR)” on page 283/ has been updated.

Deleted

No content was removed from this information.
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Chapter 1. Introduction to z/0OS ICSF

ICSF is a software element of z/OS. ICSF works with the hardware cryptographic
features and the Security Server (RACF element) to provide secure, high-speed
cryptographic services in the z/OS environment. ICSF provides the application
programming interfaces by which applications request the cryptographic services.
ICSF is also the means by which the secure cryptographic features are loaded with
master key values, allowing the hardware features to be used by applications. The
cryptographic feature is secure, high-speed hardware that performs the actual
cryptographic functions. Your processor hardware determines the cryptographic
feature available to your applications.

Features

Cryptographic hardware features

This topic describes the cryptographic hardware features available. Information on
adding and removing cryptographic coprocessors can be found in
[Cryptographic Services ICSF Administrator’s Guidel

Crypto Express6 adapter (CEX6C, CEX6P, or CEX6A)

The Crypto Express6 adapter is an asynchronous cryptographic coprocessor or
accelerator. The adapter contains one cryptographic engine that can be configured
as a coprocessor (CEX6C for CCA and CEX6P for PKCS #11) or as an accelerator
(CEX6A). It is available on IBM z14 and IBM z14 ZR1.

Crypto Express5 adapter (CEX5C, CEX5P, or CEX5A)

The Crypto Express5 adapter is an asynchronous cryptographic coprocessor or
accelerator. The adapter contains one cryptographic engine that can be configured
as a coprocessor (CEX5C for CCA and CEX5P for PKCS #11) or as an accelerator
(CEX5A). It is available on IBM z13, IBM z13s, IBM z14, and IBM z14 ZR1.

Crypto Express4 adapter (CEX4C, CEX4P, or CEX4A)

The Crypto Express4 adapter is an asynchronous cryptographic coprocessor or
accelerator. The adapter may be configured as a CCA coprocessor (CEX4C), an
Enterprise PKCS #11 coprocessor (CEX4P), or as an accelerator (CEX4A). It is
available on IBM zEnterprise EC12 and IBM zEnterprise BC12.

Crypto Express3 adapter (CEX3C or CEX3A)

The Crypto Express3 adapter is an asynchronous cryptographic coprocessor or
accelerator. The adapter contains two cryptographic engines that can be
independently configured as a coprocessor (CEX3C) or as an accelerator (CEX3A).
It is available on the IBM System z10 Enterprise Class, IBM System z10 Business
Class, IBM zEnterprise 196, IBM zEnterprise 114, IBM zEnterprise EC12, and the
IBM zEnterprise BC12.
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Crypto Express2 adapter (CEX2C or CEX2A)

The Crypto Express2 adapter is an asynchronous cryptographic coprocessor or
accelerator. The adapter contains two cryptographic engines that can be
independently configured as a coprocessor (CEX2C) or as an accelerator (CEX2A).
It is available on the IBM System z9 Enterprise Class, IBM System z9 Business
Class, IBM System z10 Enterprise Class, and IBM System z10 Business Class.

CP Assist for Cryptographic Functions (CPACF)

CPACEF is a set of cryptographic instructions available on all CPs. Use of the
CPACEF instructions provides improved performance. The SHA-1 algorithm is
always available. Additional algorithms are available with the appropriate
enablement. For more information, see [“Server hardware.”|

CP Assist for Cryptographic Functions (CPACF) DES/TDES Enablement, feature
3863, provides for clear key DES and TDES instructions. On the z9 EC / z9 BC and
later systems, this feature includes clear key AES for 128-bit keys. On z10 EC / z10
BC and later systems, this feature also includes clear key AES for 192-bit and
256-bit keys.

Server hardware

This topic describes the servers on which the cryptographic hardware features are
available.

Regional cryptographic server

Regional cryptographic servers are network-attached, stand-alone devices or
dedicated Linux LPARs that perform geography-specific cryptography. Later
generations of these servers add international algorithm support. These servers are
secure key hardware security modules (HSMs) that operate similar to IBM's PKCS
#11 secure coprocessors (CEXnP). They are marketed and serviced by third-party
vendors. Currently, the only geography-specific cryptography that is supported by
these devices is the Chinese SMx family of algorithms. Secure keys are stored in
the TKDS, protected by the Regional Cryptography Server Master Key (RCS-MK).

The network-attached, stand-alone devices require no particular zSeries hardware,
but do require communicating with z/OS V1R13 or later and ICSF FMID HCR77B1
or later. ICSF communicates with these devices using TCP/IP, with optional TLS
protection. The Linux LPARs require IBM z13 or later hardware. ICSF
communicates with the Linux LPARs using TCP/IP, with TLS protection required.

Once configured and online, ICSF makes the algorithms that are offered by these
devices available as PKCS #11 vendor-defined extensions.

+ For information on configuring these devices, see [z/0S Cryptographic Services|
[[CSF System Programmer’s Guidel

+ For information on the algorithms offered, see |z/OS Cryptographic Services ICSF|

Writing PKCS #11 Applications|and [z/OS Cryptographic Services ICSF Application]|

Programmer’s Guide

IBM z14 and IBM z14 ZR1

The IBM z14 and IBM z14 ZR1 provides constraint relief and addresses various
customer demands. It has several cryptographic features.
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CP Assist for Cryptographic Functions is implemented on every processor.
SHA-1, SHA-2, and SHA-3 secure hashing and SHAKE extendable output
functions are directly available to application programs.

Feature code 3863, CP Assist for Cryptographic Functions (CPACF) DES/TDES
Enablement - enables DES, TDES, and AES instructions on all CPs.

Feature code 0893, Crypto Express6 adapter - optional, and only available if you
have feature 3863, CPACF DES/TDES Enablement installed. The IBM z14 and
IBM z14 ZR1 can support a maximum of 16 adapters. Each adapter code has one
hardware adapter which can be configured as a CCA coprocessor, a PKCS #11
coprocessor, or an accelerator.

Feature code 0890, Crypto Express5 adapter - optional, and only available if you
have feature 3863, CPACF DES/TDES Enablement installed. The IBM z14 and
IBM z14 ZR1 can support a maximum of 16 adapters. Each feature code has one
hardware feature which can be configured as a CCA coprocessor, a PKCS #11
coprocessor, or an accelerator.

IBM z13 and IBM z13s

The IBM z13 and IBM z13s provide constraint relief and addresses various
customer demands. It has several cryptographic features.

CP Assist for Cryptographic Functions is implemented on every processor.
SHA-1, SHA-224, SHA-256, SHA-384 and SHA-512 secure hashing is directly
available to application programs.

Feature code 3863, CP Assist for Cryptographic Functions (CPACF) DES/TDES
Enablement - enables clear key DES and TDES instructions on all CPs. AES
128-bit, AES 192-bit and AES 256-bit support is also available.

Feature code 0890, Crypto Express5 adapter - optional, and only available if you
have feature 3863, CPACF DES/TDES Enablement installed. The IBM z13s can
support a maximum of 16 adapters. Each feature code has one hardware feature
which can be configured as a CCA coprocessor, a PKCS #11 coprocessor, or an
accelerator.

IBM zEnterprise EC12 (zEC12) and IBM zEnterprise BC12 (zBC12)

The IBM zEnterprise EC12 and IBM zEnterprise BC12 provide constraint relief and
addresses various customer demands. It has several cryptographic features.

CP Assist for Cryptographic Functions is implemented on every processor.
SHA-1, SHA-224, SHA-256, SHA-384 and SHA-512 secure hashing is directly
available to application programs.

Feature code 3863, CP Assist for Cryptographic Functions (CPACF) DES/TDES
Enablement - enables clear key DES and TDES instructions on all CPs. AES
128-bit, AES 192-bit and AES 256-bit support is also available.

Feature code 0864, Crypto Express3 adapter - optional, and only available if you
have feature 3863, CPACF DES/TDES Enablement installed. The IBM
zEnterprise EC12 can support a maximum of 8 adapters. Each feature code has
two coprocessors/accelerators.

Feature code 0865, Crypto Express4 adapter - optional, and only available if you
have feature 3863, CPACF DES/TDES Enablement installed. The IBM
zEnterprise EC12 can support a maximum of 16 adapters. Each feature code has
one hardware feature which can be configured as a CCA coprocessor, a PKCS
#11 coprocessor, or an accelerator.
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IBM zEnterprise 196 (z196) and IBM zEnterprise 114 (z114)

The IBM zEnterprise 196 and IBM zEnterprise 114 provide constraint relief and
addresses various customer demands. It has several cryptographic features.

* CP Assist for Cryptographic Functions is implemented on every processor.
SHA-1, SHA-224, SHA-256, SHA-384 and SHA-512 secure hashing is directly
available to application programs.

* Feature code 3863, CP Assist for Cryptographic Functions (CPACF) DES/TDES
Enablement — enables clear key DES and TDES instructions on all CPs. AES
128-bit, AES 192-bit and AES 256-bit support is also available.

* Feature code 0864, Crypto Express3 adapter — optional, and only available if you
have feature 3863, CPACF DES/TDES Enablement installed. The IBM
zEnterprise 196 and IBM zEnterprise 114 can support a maximum of 8 adapters.
Each feature code has two coprocessors/accelerators.

IBM System z10 Enterprise Class (z10EC) and IBM System z10
Business Class (z10 BC)

The IBM System z10 Enterprise Class and IBM System z10 Business Class provide
constraint relief and addresses various customer demands. It has several
cryptographic features.

* CP Assist for Cryptographic Functions is implemented on every processor.
SHA-1, SHA-224, SHA-256, SHA-384 and SHA-512 secure hashing is directly
available to application programs.

* Feature code 3863, CP Assist for Cryptographic Functions (CPACF) DES/TDES
Enablement — enables clear key DES and TDES instructions on all CPs. AES
128-bit, AES 192-bit and AES 256-bit support is also available.

* Feature code 0863, Crypto Express2 adapter — optional, and only available if you
have feature 3863, CPACF DES/TDES Enablement installed. The z10 EC and z10
BC can support a maximum of 8 adapters. Each feature code has two
coprocessors/accelerators.

* Feature code 0864, Crypto Express3 adapter — optional, and only available if you
have feature 3863, CPACF DES/TDES Enablement installed. The z10 EC and z10
BC can support a maximum of 8 adapters. Each feature code has two
coprocessors/accelerators.

IBM System z9 Enterprise Class (z9 EC) and IBM System 29
Business Class (z9 BC)

The IBM System z9 Enterprise Class (z9 EC) and IBM System z9 BC provide
constraint relief and addresses various customer demands. It has several
cryptographic features.

* CP Assist for Cryptographic Functions is implemented on every processor.
SHA-1, SHA-224 and SHA-256 secure hashing is directly available to application
programs.

* Feature code 3863, CP Assist for Cryptographic Functions (CPACF) DES/TDES
Enablement — enables clear key DES and TDES instructions on all CPs. In
addition, ICSF supports hardware implementation of AES 128-bit keys and
software implementation of AES 192-bit and AES 256-bit key lengths.

* Feature code 0863, Crypto Express2 adapter — optional, and only available if you
have feature 3863, CPACF DES/TDES Enablement installed. The IBM System z9
BC can support a maximum of 8 adapters. Each feature code has two
coprocessors/accelerators.
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z/OS ICSF FMIDs

These tables explain the relationships of z/OS releases, ICSF FMIDs and servers.

Table 1. z/OS ICSF FMIDs

z/0S ICSF FMID Web deliverable name
HCR77A0 Cryptographic Support for z/OS V1R12-R13.
HCR77A1 Cryptographic Support for z/OS VIR13 - z/OS V2R1.
VORI HCR77B0 Enhanced Cryptographic Support for z/OS V1R13 - z/OS V2R1.
HCR77B1 Cryptographic Support for z/OS VIR13 - z/OS V2R2.
HCR?77C0 Cryptographic Support for z/OS V2R1 - z/OS V2R2.
HCR77C1 Cryptographic Support for z/OS V2R1 - z/OS V2R3.
HCR77B0 Enhanced Cryptographic Support for z/OS V1R13 - z/OS V2R1.
VoR2 HCR77B1 Cryptographic Support for z/OS VIR13 - z/OS V2R2.
HCR?77C0 Cryptographic Support for z/OS V2R1 - z/OS V2R2.
HCR77C1 Cryptographic Support for z/OS V2R1 - z/OS V2R3.
VRS HCR?77C0 Cryptographic Support for z/OS V2R1 - z/OS V2R2.
HCR77C1 Cryptographic Support for z/OS V2R1 - z/OS V2R3.

Refer to this chart to determine what release is associated with each ICSF FMID
and what server it will run on.

Table 2. FMID and Hardware

ICSF FMID

Applicable z/OS Releases

Servers where FMID will run

HCR77A0 (Base of z/0S 2.1)

1.12, 1.13, and 2.1

2800, z900, z890, 2990, z9 EC, z9 BC, z10
EC, z10 BC, z114, z196, zBC12, zEC12,
z13, z13s, and z14.

HCR77A1

1.13 and 2.1

2890, 2990, z9 EC, z9 BC, z10 EC, z10 BC,
z114, z196, zBC12, zEC12, z13, z13s, and
z14.

HCR?77B0 (Base of z/OS 2.2)

1.13,2.1, and 2.2

2890, z990, z9 EC, z9 BC, z10 EC, z10 BC,
z114, z196, zBC12, zEC12, z13, z13s, and
z14.

HCR77B1

1.13,2.1, and 2.2

2890, 2990, z9 EC, z9 BC, z10 EC, z10 BC,
z114, z196, zBC12, zEC12, z13, z13s, and
z14.

HCR?77C0 (Base of z/0OS 2.3)

21,22, and 2.3

z9 EC, z9 BC, z10 EC, z10 BC, z114, z196,
zBC12, zEC12, z13, z13s, and z14.

HCR77C1

21,22, and 2.3

79 EC, z9 BC, z10 EC, z10 BC, z114, z196,
zBC12, zEC12, z13, z13s, z14, and z14
ZR1.

ICSF features

ICSF protects data from unauthorized disclosure or modification. It protects data
that is stored within a system, stored in a file on magnetic tape off a system, and
sent between systems. It can also be used to authenticate identities of senders and
receivers and to ensure the integrity of messages transmitted over a network. It
uses cryptography to accomplish these functions.

Chapter 1. Introduction to z/OS ICSF
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Cryptography enciphers data, using an algorithm and a cryptographic key, so the
data is in an unintelligible form. Deciphering data involves reproducing the
intelligible data from the unintelligible data. To encipher and decipher data, ICSF
uses either the U.S. National Institute of Science and Technology Data Encryption
Standard (DES) algorithm, Advanced Encryption Standard (AES), Elliptic Curve
Cryptography (ECC) or the RSA algorithm.

ICSF supports several Public Key Algorithms (PKA), which do not require
exchanging a secret key. You can use these algorithms to exchange AES or DES
secret keys securely and to compute digital signatures for authenticating messages
and users. For digital signatures, you use a pair of keys: a private (secret) key to
sign a message and a corresponding public key to verify the signature. ICSF
supports the RSA, and ECC algorithms.

You can call an ICSF callable service from an application program to perform a
cryptographic function. ICSF uses keys in cryptographic functions to:

* Protect data

* Protect other keys

* Verify that messages were not altered between sender and receiver
* Generate, protect, and verify personal identification numbers (PINs)
* Distribute AES and DES keys

* Generate and verify digital signatures

You use ICSF callable services and programs to generate, maintain, and manage
keys that are used in the cryptographic functions. A unique key performs each
type of cryptographic function on ICSFE. All secret keys are encrypted under
another key, a master key or a wrapping key. There are up to four CCA master
keys depending on your cryptographic coprocessors: DES, RSA, AES and ECC. All
master keys are physically secure within the boundary of the cryptographic
coprocessors. Operational secret keys are encrypted under their respective master
key.

The P11 master key is used to protect secure PKCS #11 keys. Secure PKCS #11 keys
are supported only on features configured for PKCS #11. The P11 master key is
physically secure within the boundary of the coprocessors.

The Cryptographic Key Data Set (CKDS)

6

Cryptographic keys that are protected under the DES or AES master key are stored
in a VSAM data set that is called the cryptographic key data set (CKDS). ICSF
provides sample CKDS allocation jobs (members CSFCKDS, CSFCKD2, and
CSFCKD3) in SYS1.SAMPLIB. An installation is not required to define a CKDS.
However, when a CKDS is not defined, secure CCA symmetric key functions are
not available and ICSF cannot be used to manage CCA symmetric key tokens. The
CKDS contains individual entries for each key that is added to it. You can store all
types of operational symmetric keys in the CKDS. Each record in the data set
contains the key value encrypted under the master key and other information
about the key. ICSF maintains two copies of the CKDS: a disk copy and an
in-storage copy.

Callable services use the in-storage copy of the CKDS to perform cryptographic
functions. For information on managing and sharing the CKDS in a sysplex
environment, see [z/0S Cryptographic Services ICSF Administrator’s Guidel

z/0OS ICSF System Programmer's Guide



Applications can use the dynamic CKDS update callable services to create, write,
read, and delete CKDS records.

There are three formats of the CKDS:

* A fixed-length record format with LRECL=252 (supported by all releases of
ICSF). Sample is CSFCKDS.

* A variable-length record format with LRECL=1024 (supported by HCR7780 and
later releases). Sample is CSFCKD2.

* The common record format (KDSR) that is common to all key data sets with
LRECL=2048 (supported by ICSF FMID HCR77A1 and later). Sample is
CSFCKD3.

You should use the most current format, the common record format (KDSR), for all
your key data sets because KDSR format supports additional function to manage
cryptographic keys. For information on converting your existing CKDS to KDSR
format, see [“Migrating to the common record format (KDSR) key data set” on page]

If variable-length AES and HMAC keys are to be stored in the CKDS, you must
use the variable-length or KDSR format of the CKDS. These formats can store all
symmetric key tokens, both fixed-length and variable-length tokens. The KDSR
format allows ICSF to track key usage if so configured.

The Public Key Data Set (PKDS)

RSA and ECC public and private keys and trusted blocks can be stored in a VSAM
data set that is called the public key data set (PKDS). ICSF provides sample PKDS
allocation jobs (member CSFPKDS) in SYS1.SAMPLIB. An installation is not
required to define a PKDS. However, when a PKDS is not defined, secure CCA
asymmetric key functions are not available and ICSF cannot be used to manage
CCA asymmetric key tokens. The PKDS contains individual entries for each key
that is added to it. You can store public key tokens, both external and internal
private key tokens, and trusted blocks in the PKDS. ICSF maintains two copies of
the PKDS: a disk copy and an in-storage copy.

Callable services use the in-storage copy of the PKDS to perform cryptographic
functions. For information on managing and sharing the PKDS in a sysplex
environment, see [z/0S Cryptographic Services ICSF Administrator’s Guidel

Applications can use the dynamic PKDS update callable services to create, write,
read, and delete PKDS records.

There are two formats of the PKDS: the PKDS record format (supported by all
releases of ICSF) and the common record format (KDSR) that is common to all key
data sets (supported by ICSF FMID HCR77A1 and later). The KDSR format allows
ICSF to track key usage if so configured.

You should use the most current format, the common record format (KDSR), for all
your key data sets because KDSR format supports additional function to manage
cryptographic keys. For information on converting your existing PKDS to KDSR
format, see [“Migrating to the common record format (KDSR) key data set” on page]
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The Token Data Set (TKDS)

PKCS #11 tokens and objects are stored in a VSAM data set called the token data
set (TKDS). ICSF provides sample TKDS allocation jobs (members CSFTKDS and
CSFTKD2) in SYS1.SAMPLIB. The TKDS contains individual entries for each token
and object that is added to it. ICSF maintains two copies of the TKDS: a disk copy
and an in-storage copy. Only token objects are stored in the TKDS. Session objects
(which are not persistent) are stored in memory only.

The TKDS must be a key-sequenced data set with spanned variable length records
and must be allocated on a permanently resident volume. For information on

managing and sharing the TKDS in a sysplex environment, see [z/0S Cryptographid
[Services ICSF Administrator’s Guidel

The TKDS is optional for installations that do not use PKCS #11 services or for
installations that use only clear session (non-persistent) PKCS #11 keys.

There are two formats of the TKDS: the TKDS record format (supported by all
releases of ICSF), and the common record format (KDSR) that is common to all
KDS types (supported by ICSF FMID HCR77A1 and later). KDSR allows ICSF to
track key usage if so configured.

You should use the most current format, the common record format (KDSR), for all
your key data sets because KDSR format supports additional function to manage
cryptographic keys. For information on converting your existing TKDS to KDSR
format, see ["Migrating to the common record format (KDSR) key data set” on page

Additional background information

8

These topics provide some additional background information about using ICSF
with other products, such as the Programmed Cryptographic Facility (PCF).

Running PCF applications on z/OS ICSF

If your installation uses PCF, you can run PCF applications on ICSFE. You can use
an installation option to specify whether a PCF application runs on ICSFE. If you are
migrating from PCF, ICSF provides a conversion program that converts a PCF
CKDS to ICSF format.

You can use your own installation services and exits to customize ICSFE. You can
write, define, and call your own installation-defined callable service. You can also
write and define exits that ICSF calls during the processing of:

* ICSF mainline

* A callable service

* The PCF CKDS conversion program
* The key generator utility program

* CKDS access

For example, most callable services in ICSF call an exit before and after processing.
Such an exit can alter return codes in a service.
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Using

ICSF System SVC 143

SVC 143 (0AS8F) is an ICSF system SVC that is used by CUSP and PCF macros
(GENKEY, RETKEY, CIPHER, and EMK) for SVC entry into ICSF. The SVC allows
you to run a CUSP or PCF application on ICSF. See [‘Running PCF and z/0S ICSH
fon the same system” on page 235| for more information about running CUSP and
PCF applications on ICSE.

SVC 143 is a type 4 SVC and does not get a lock. The General Trace Facility data
is:

R15 and RO
No applicable data.

R1 Address of the parameter list. The macro that is called determines the
parameter list.

RMF and SMF to monitor z/OS ICSF events

You can run ICSF in different configurations and use installation options to affect
ICSF performance. While ICSF is running, you can use the Resource Management
Facilities (RMF) and System Management Facilities (SMF) to monitor certain
events. For example, ICSF records information in the SMF data set when ICSF
changes the status of a cryptographic processor or when you enter or change the
master key. ICSF also sends information and diagnostic messages to data sets and
consoles.

With the availability of cryptographic hardware on an LPAR basis, RMF provides
performance monitoring in the Postprocessor Crypto Hardware Activity report.
This report is based on SMF record type 70, subtype 2. The Monitor I gathering
options on the REPORTS control statement are CRYPTO and NOCRYPTO. Specify
CRYPTO to measure cryptographic hardware activity and NOCRYPTO to suppress
the gathering. In addition, overview criteria is shown for the Postprocessor in the
Postprocessor Workload Activity Report - Goal Mode (WLMGL) report. Refer to
z/OS RMF Programmer’s Guide, |z/0S RMF User’s Guide, and [z/0S RMF Report|
Analysis| for additional information.

ICSF also supports enabling RMF to provide performance measurements on ICSF
services (Decipher, Digital Signature Generate, Digital Signature Verify, Encipher,
FPE Decipher, FPE Encipher, FPE Translate, MAC Generate, MAC Verify, One Way
Hash, PIN Translate, and PIN Verify). These measurements are of the PCIXCCs or
Crypto Express coprocessors.

For diagnosis monitoring, use Interactive Problem Control System (IPCS) to access
the trace buffer and to format control blocks.

Controlling access to ICSF

For security, you should control access to ICSF resources and services. Use a
security product like the Security Server (RACF) to protect cryptographic
programs, keys, and services. You should also change the value of your master
keys periodically.

Chapter 1. Introduction to z/OS ICSF 9



Steps prior to starting installation

You use either ServerPac or CBPDO to install ICSF as part of the z/OS installation
process.

When beginning installation:

1. Refer to [z/OS Planning for Installation| for installation planning information.

2. Check with your IBM center or search the IBM problem database to find any
pertinent Preventative Service Planning (PSP). There may also be HOLDDATA
and PSP information for ICSF on the tape.

3. Make sure that you have all needed programs and their corequisites:

* If you use the Security Sever (RACF) and want access control and auditing

services for ICSE, you need the Security Server (RACF), an optional feature of
z/0S.

* If you are a Resource Measurement Facility (RMF) user, you need the
Resource Measurement Facility option available with z/OS.

4. Collect all required information. The Program Directory lists publications useful
during installation.

5. Confirm you have adequate DASD storage and create SMP/E DDDEF entries
for each data set. See the Program Directory for details.
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Chapter 2. Installation, initialization, and customization

For this topic, you need to understand these terms:

Installation options
You create an installation options data set that specifies these options. They
become active when you start ICSE, customizing how ICSF runs on your
system.

Startup procedure
You create an ICSF startup procedure. Along with other information, this
specifies the name of the installation options data set.

SYS1.SAMPLIB
Contains samples, including an installation options data set, a CKDS
allocation job, a PKDS allocation job, a startup procedure, a CICS Wait List
data set, and sample JCL for SMP/E Delivery to load keys by using a pass
phrase. You can update this code as necessary and generally store the
updated code in SYS1.PARMLIB and SYS1.PROCLIB.

SYS1.PARMLIB
Generally contains the installation options data set. The installation options
data set can alternately be a member of a partitioned or sequential data set.

SYS1.PROCLIB
Contains the startup procedure.

Steps for installation and initialization

Refer to the z/OS Program Directory for installation instructions. Several of the
installation steps in the z/OS Program Directory refer you to this publication for
details. This publication explains these installation steps.

Note: Because it is possible for ICSF control blocks like the DACC and CCVT to

persist in storage across an ICSF restart, an IPL is required when installing a new

release of ICSE.

1. Customize SYS1.PARMLIB. [“Steps to customize SYS1.PARMLIB” on page 12|
describes this task.

2. Create the Cryptographic Key Data Set (CKDS).[“Steps to create the CKDS” on|

page 15| describes this. Create the Public Key Data Set (PKDS). |”SteBs to create|

the PKDS” on page 19| describes this task.

3. If PKCS #11 support is desired, create the TKDS. [“Steps to create the TKDS” on|

describes this task.

4. Create the installation options data set. [“Steps to create the installation options|
[data set” on page 25| describes this task.

5. Create the startup procedure. [“Steps to create the ICSF startup procedure” on|
describes this task.
6. Provide access to the ICSF panels. |“Steps to provide access to the ICSF panels”|

describes this task.

Note: You only need to perform the first six steps once.

7. Start ICSF for the first time. See [“Steps to start ICSF for the first time” on page|
Once ICSF has been started, Master Keys can be entered.
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For additional information on ICSF first time startup, refer to |”Checklist for|

first-time startup of ICSF” on page 415See |z/OS Cryptographic Services ICSH

Administrator’s Guide| for directions on entering Master Keys.

8. Enter Master Keys.

Other topics in this publication and [z/0S Cryptographic Services ICSF Administrator’s|
provide additional installation information.

For information on installing the CICS-ICSF Attachment Facility, refer to

[Appendix C, “CICS-ICSF Attachment Facility,” on page 411

Steps to customize SYS1.PARMLIB

The installation options data set you will create is generally stored in
SYS1.PARMLIB. If your administrator does not have access to SYSI.PARMLIB, you
need to use another data set instead.

Update the data set you are using as follows:

1.

Add CEE.SCEERUN, CSESCSFMODO, and CSE.SCSFSTUB to the LNKLST
concatenation. This adds the ICSF library to the z/OS library search. This is an
example of an ICSF entry to the LNKLST concatenation.

CSF.SCSFMODO

APF authorize CSESCSFMODO, if LNKAUTH=APFTAB. This is an example of
an ICSF entry for APF authorization.

APF ADD DSNAME (CSF.SCSFMODO)  VOLUME (%)

In the IKJTSOxx parameter, add CSFDAUTH and CSFDPKDS as a value in the
AUTHPGM parameter list and in the AUTHTSF parameter list. This is an
example of an ICSF entry in the IKJTSOxx member.

AUTHPGM NAMES ( /* AUTHORIZED PROGRAMS x/ 4+
CSFDAUTH /* ICSF */ 4+
CSFDPKDS /* ICSF */ 4+
AUTHTSF NAMES ( /* PROGRAMS TO BE AUTHORIZED WHEN =*/ +
/* WHEN CALLED THROUGH THE TSO */ o+
/* SERVICE FACILITY */ 4+
CSFDAUTH /* ICSF */ 4+
CSFDPKDS /* ICSF */

If your application programmers intend to use PKCS #11 token key objects for
AES Galois/Counter Mode (GCM) encryption or GMAC generation and have
ICSF generate the initialization vectors, then you need to ensure that the first
four bytes of the sysplex names (from parmlib member COUPLExx) and the
first four bytes of the system name (from the SYSNAME parameter in the
IEASYSxx parmlib member) are unique within the scope of the systems that
will be sharing these tokens. z/OS currently does not impose any restrictions
on uniqueness between sysplex names and system names. Eight character
system names have to be unique within a sysplex. ICSF requires that the first
four bytes are unique, but this is not enforced by the z/OS operating system.

This needs to be done because, for AES GCM encryption or GMAC generation,
the security of the algorithm is dependent on never repeating a key,
initialization vector combination for two or more distinct sets of data. In PKCS
#11, applications can request that ICSF generate a new (unique) initialization
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vector each time AES GCM or GMAC is initiated. In fact, this is the only
permitted way to perform AES GCM or GMAC when PKCS #11 is operating in
FIPS mode. When ICSF generates initialization vectors, it uses the ECVTSPLX
(sysplex mode) or CVTSNAME (non-sysplex mode) field as the cryptographic
module name. The name ensures uniqueness if such keys are distributed to
multiple systems, but only if each system is set with a unique name.

When setting ECVTSPLX or CVTSNAME to unique values, be aware that ICSF
uses only the first (left most) 4 characters of these fields. For this reason, these
4 characters must be set to uniquely identify the system.

For example, suppose AES key value 123 is created on the current single-image
system (known as System A) and is distributed to another system residing in a
Sysplex (known as Sysplex B). Both systems will be performing GCM
encryption where ICSF generates the initialization vectors. To ensure that
unique initialization vectors are generated, set CVTSNAME=SYSA on System A
and ECVTSPLX=PLXB on Sysplex B.

CVTSNAME is normally set from the SYSNAME=value statement in the
IEASYSxx member of "SYS1.PARMLIB". For more information, see [z/OS MVS
[[nitialization and Tuning Reference

ECVTSPLX is normally set from the COUPLE SYSPLEX(value) in the
COUPLExx member of "SYS1.PARMLIB". For more information, see [z/0S MVS
[Setting Up a Sysplex

Note:

1. If you will be using the TKE workstation on this host, you should also add
CSFTTKE as a value in the AUTHCMD parameter list.

2. To change the active IKJTSOxx member of SYS.PARMLIB without an IPL, use
the PARMLIB UPDATE command.

2/OS MVS Initialization and Tuning Guide{and |z/OS MVS Initialization and Tuning|
Reference] provide more information.

Creating the CKDS

Installations need to understand and plan for the system resources required for
managing the CKDS copy in virtual storage, particularly when the installation is
deploying a very large CKDS. Refer to ['ICSF system resource planning for the|
CKDS”| for guidelines. Once you understand these guidelines, refer to |”SteEs t(_)I
create the CKDS” on page 15| for step-by-step instructions.

ICSF system resource planning for the CKDS

Like the PKDS and TKDS, ICSF manages a mirror copy of the CKDS data set in
protected, private virtual storage to optimize cryptographic workload access to
symmetric keys in the normal course of workload operation. This copy is kept
current as keys are dynamically added to, and removed from, the active CKDS key
store. Like any set of control information that is maintained in virtual storage, the
in-storage CKDS copy must be accommodated with sufficient system central
storage and auxiliary paging space resources.

Installations need to understand and plan for the system resources that are
required for managing the CKDS copy in virtual storage, particularly when the
installation is deploying a large CKDS. Note that “very large” is a relative
assessment depending upon the installation, and might be expressed, for example,
in terms of tens or hundreds of thousands of symmetric keys in the CKDS, or even
millions of keys.
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An in-storage copy of a CKDS that is not experiencing significant dynamic key
creation or deletion activity consumes a stable amount of virtual storage, and
therefore a stable amount of system backing resource. However, certain occasional
but unavoidable ICSF functions such as CKDS refresh do generate a significant
spike in the amount of used virtual storage, and therefore a greater temporary
demand for system resources backing that virtual storage.

Given these circumstances, it is important to calculate and plan for the system
central storage and auxiliary paging space that is required to support an active
in-storage copy. For a CKDS shared across a sysplex environment, every active
ICSF in the sysplex has an equivalent resource requirement.

Each symmetric key in the CKDS is managed with one VSAM record. Installations
need to plan for the appropriate amount of combined central storage and auxiliary
paging space for each VSAM record, per active ICSE. The following formula is
provided to help you calculate the required system virtual storage backing
resource for an active in-storage CKDS. In this formula HI-A-RBA is the allocated
relative byte address for the data component of a CKDS VSAM data set. The
IDCAMS LISTCAT command output for a CKDS VSAM data set can be consulted
to determine the HI-A-RBA value for the data component. The %Free Space used
in this formula represents the percentage of free space in the CKDS VSAM data
set. The IDCAMS EXAMINE DATATEST command output can be consulted to
determine the percentage of free space.

HI-A-RBA x ( ( 100 - %Free Space ) / 100 ) x 6

For example, the central storage and auxiliary paging space requirement for a
CKDS VSAM data set with a HI-A-RBA of 481,787,904 for its data component entry
and 16 percent free space can be calculated as follows.

481,787,904 x ( ( 100 - 16 ) / 100 ) x 6 = 2,428,211,036.16 bytes

This CKDS VSAM data set requires 2.26 Gigabytes of combined central storage and
auxiliary paging space for system backing resource.

As is the case with all virtual storage usage, central storage is the preferred
medium to optimize the workload performance, and to avoid system paging
overhead. Excessive system paging due to any virtual storage usage can cause
degradation across the workload and system operation, and an extreme shortage of
central storage and auxiliary paging space can lead to a catastrophic system failure.

Note: The output from the preceding formulas should be added to the outputs
calculated from the formulas in [“ICSF system resource planning for the PKDS” on|

page 18 and [“ICSF system resource planning for the TKDS and session obiject|

memory areas” on page 21| This gives you the required system virtual storage

backing resource for all of ICSF’s KDS data sets. This value represents the required
amount of virtual storage for a given instance of ICSE. For a set of KDS data sets
shared across a sysplex environment, every active ICSF in the sysplex has an
equivalent resource requirement.

Additional CKDS performance considerations: IBM recommends that
installations that deploy a fixed-length format CKDS with millions of symmetric
keys do not enable CKDS MAC authentication or disable it if it is already enabled.
CKDS MAC authentication adds an additional coprocessor request for each VSAM
data set read/write operation. There is a significant performance implication for
CKDS MAC authentication that would be greatly magnified with such a large
CKDS.
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Steps to create the CKDS
The CKDS must be a key-sequenced data. There are three formats:

* A fixed length record format with LRECL=252.
* A variable length record format with LRECL=1024.

* The common record format (KDSR) which is common to all key data sets with
LRECL=2048.

Allocate the CKDS on a permanently resident volume.

Attention: Ensure that this volume is not subject to data set migration. If the
CKDS is migrated, message CSFM450E is issued and ICSF ends.

For detailed information about calculating space for a VSAM data set and an
explanation of keyed-direct update processing and what happens when control
area and control interval splits occur, see [z/0S DFSMS Access Method Services|

Commands

1. Determine the amount of primary space you need to allocate for the CKDS.
This should reflect the total number of entries you expect the data set to
contain originally. Besides transport keys, PIN keys, data-encrypting keys,
data-translating keys, and MAC keys, the CKDS contains a header record and
system keys. ICSF no longer uses the system keys as of ICSF FMID HCR77A1,
but they remain for older releases which may share the CKDS.

Fixed length record format:
Each record is 252 bytes long. Allocate space for all of the installation
and system keys you expect to store in the CKDS.

Variable length record format:
The minimum size of a record will be 276 bytes. Records containing
fixed-length DES and AES keys will be 332 bytes long. Records
containing variable-length symmetric key tokens may be up to 993
bytes long. Allocate space for all of the installation and system keys
you expect to store in the CKDS.

KDSR format:
The minimum size of a record will be 188 bytes. Records containing
fixed-length DES and AES keys will be 244 bytes long or 300 bytes long
if the original record had user data. Records containing variable-length
symmetric key tokens may be up to 905 bytes long. In addition,
installations may add metadata to any record. If you are planning to
add metadata, account for the size of the metadata in the length of
records. Allocate space for all of the installation and system keys you
expect to store in the CKDS.

2. Determine the amount of secondary space to allocate for CKDS. This should
reflect the total number of entries you expect to add to the data set.

To access keys, VSAM uses the key label as the VSAM key. This means that
VSAM adds keys to the data set in collating sequence. That is, if two keys
named A and B are in the data set, A appears earlier in the data set than B. As
a result, adding keys to the data set can cause multiple VSAM control interval
splits and control area splits. For example, a split might occur if the data set
contains keys A, B, and E and you add C. In this case, C must be placed
between B and E. These splits can leave considerable free space in the data set
and can affect KGUP performance.

The amount of secondary space you allocate must take into account the
number of control interval and control area splits that might occur. If the disk
copy of the CKDS uses a significant amount of secondary space, you can copy
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it into another disk copy that you created with more primary space. You can do
this by using the Access Method Services (AMS) REPRO command or the AMS
EXPORT/IMPORT commands.

The BUFFERSPACE parameter on the AMS DEFINE CLUSTER command
(required by Step E[) lets VSAM optimize space for control area and control
interval splits.

3. Create an empty VSAM data set to use as the CKDS. ICSF provides a sample
job to define the CKDS in member CSFCKDS of SYS1.SAMPLIB.

Use the AMS DEFINE CLUSTER command to define the data set and to
allocate its space.

Note: To improve security and reliability of the data that is stored on the
CKDS:

* Use the ERASE and WRITECHECK parameters on the AMS DEFINE
CLUSTER command. ERASE overwrites data records with binary zeros when
the CKDS cluster is deleted. WRITECHECK provides hardware verification
of all data that is written to the data set.

* Create a Security Server (RACF) data set profile for the CKDS. Ensure that
no one has access to the CKDS data set by protecting the CKDS data set
name resource in the DATASET class. If a data set profile is used, as opposed
to using the PROTECTALL(FAIL) option for example, the profile should have
a UACC of NONE.

Fixed length record format:
Allocate a disk copy of the CKDS by defining a VSAM cluster as in this
SYS1.SAMPLIB CSFCKDS member sample:

//CSFCKDS ~ JOB <JOB CARD PARAMETERS>

//********************************************************************

//* Licensed Materials - Property of IBM *
//* 5650-Z0S *
//* Copyright IBM CORP. 2002, 2015 *
//* *
//* This JCL defines a VSAM CKDS capable only of fixed-length records*
//* *
//* CAUTION: This is neither a JCL procedure nor a complete JOB. *
//* Before using this JOB step, you will have to make the following *
//* modifications: *
//* *
//* 1) Add the job parameters to meet your system requirements. *
//* 2) Be sure to change CSF to the appropriate HLQ if you choose =
//* not to use the default. *
//* 3) Change XXXXXX to the volid where you want your CKDS to *
//* reside. The CKDS needs to be on a permanently resident *
//* volume. *
//* *
//* NOTE: This JCL is specific for creating a CKDS capable of only =*
//* fixed-length records. There are samples for each of the *
//* other key data sets and formats. *
//* *

//********************************************************************
//DEFINE EXEC PGM=IDCAMS,REGION=4M
//SYSPRINT DD SYSOUT=+*
//SYSIN DD =*
DEFINE CLUSTER (NAME(CSF.CSFCKDS) -
VOLUMES (XXXXXX) -
RECORDS (100 50) -
RECORDSIZE(252,252) -
KEYS(72 0) -
FREESPACE(10,10) -
SHAREOPTIONS (2)) -
DATA (NAME (CSF.CSFCKDS.DATA) -
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BUFFERSPACE (100000) -
ERASE -
WRITECHECK) -
INDEX (NAME(CSF.CSFCKDS.INDEX))
/*

Variable length record format:
Allocate a disk copy of the CKDS by defining a VSAM cluster as in this
SYS1.SAMPLIB CSFCKD2 member sample:

//CSFCKD2 ~ JOB <JOB CARD PARAMETERS>
[ [ *FxF gk kkk ok kkhkkkhkkkkkkkk ko kk ko kk ko kk ko kk ko kk ok kk ok k ok ok K kA Kk kkkhh ok Kk
//* Licensed Materials - Property of IBM

//* 5650-Z0S

//* Copyright IBM CORP. 2010, 2013

/1%

//* This JCL defines a VSAM CKDS capable of variable-length records
/1%

//* CAUTION: This is neither a JCL procedure nor a complete JOB.
//* Before using this JOB step, you will have to make the following
//* modifications:

/1*

//* 1) Add the job parameters to meet your system requirements.

//* 2) Be sure to change CSF to the appropriate HLQ if you choose
//* not to use the default.

//* 3) Change XXXXXX to the volid where you want your CKDS to

£ 0% X X ok o 3k kX X ok 3k X X X X X F X X X

//* reside. The CKDS needs to be on a permanently resident
//* volume.

/1%

//* NOTE: This JCL is specific for creating a CKDS capable of

//* variable-Tength records, in non-KDSR format. There are
//* samples for each of the other key data sets and formats.
/1%

//********************************************************************
//DEFINE EXEC PGM=IDCAMS,REGION=4M
//SYSPRINT DD SYSOUT=x
//SYSIN DD =*
DEFINE CLUSTER (NAME(CSF.CSFCKDS) -
VOLUMES (XXXXXX) -
RECORDS (100 50) -
RECORDSIZE(332,1024) -
KEYS(72 0) -
FREESPACE(10,10) -
SHAREOPTIONS(2,3)) -
DATA (NAME (CSF.CSFCKDS.DATA) -
BUFFERSPACE (100000) -
ERASE -
WRITECHECK) -
INDEX (NAME (CSF.CSFCKDS.INDEX))
/*

KDSR record format:
Allocate a disk copy of the CKDS by defining a VSAM cluster as in this
SYS1.SAMPLIB CSFCKD3 member sample:

//CSFCKD3  JOB <JOB CARD PARAMETERS>
//********************************************************************
//* Licensed Materials - Property of IBM

//* 5650-Z0S

//* Copyright IBM CORP. 2013

//*

//* This JCL defines a VSAM CKDS capable of variable-length records
//* in common record format

/1%

//* CAUTION: This is neither a JCL procedure nor a complete JOB.
//* Before using this JOB step, you will have to make the following
//* modifications:

//*

* Ok 3k X X ok X X X X F
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//* 1) Add the job parameters to meet your system requirements. *
//* 2) Be sure to change CSF to the appropriate HLQ if you choose =*
//* not to use the default. *
//* 3) Change XXXXXX to the volid where you want your CKDS to *
//* reside. The CKDS needs to be on a permanently resident *
//* volume. *
//* *
//* NOTE: This JCL is specific for creating a CKDS capable of *
//* variable-Tength records, in KDSR format. There are *
//* samples for each of the other key data sets and formats. =
//* *

//********************************************************************
//DEFINE EXEC PGM=IDCAMS,REGION=4M
//SYSPRINT DD SYSOUT=*
//SYSIN DD *
DEFINE CLUSTER (NAME(CSF.CSFCKDS) -
VOLUMES (XXXXXX) -
RECORDS (100 50) -
RECORDSIZE(372,2048) -
KEYS(72 0) -
FREESPACE(10,10) -
SHAREOPTIONS(2,3)) -
DATA (NAME (CSF.CSFCKDS.DATA) -
BUFFERSPACE(100000) -
ERASE -
WRITECHECK) -
INDEX (NAME(CSF.CSFCKDS.INDEX))
/*
You can change and use the Job Control Language according to the needs of
your installation. Note that the JCL to define the CKDS differs from the JCL
that defines the PKDS (RECORDSIZE and CISZ parameters). For more
information about allocating a VSAM data set, see [z/0S DFESMS Access Method|
[Services Commands}

Creating the PKDS

Installations need to understand and plan for the system resources required for
managing the PKDS copy in virtual storage, particularly when the installation is
deploying a very large PKDS. Refer to [ICSF system resource planning for the|
PKDS”| for guidelines. Once you understand these guidelines, refer to |”SteEs to|
create the PKDS” on page 19| for step-by-step instructions.

ICSF system resource planning for the PKDS

Like the CKDS and TKDS, ICSF manages a mirror copy of the PKDS data set in
protected, private virtual storage to optimize cryptographic workload access to
asymmetric keys. Again, similar to the CKDS, the in-storage PKDS copy must be
accommodated with sufficient system central storage and auxiliary paging space
resources. The same formula that is used in the system resource planning section
for the CKDS can be used to estimate the virtual storage requirement for an
existing, stable PKDS (one that is not experiencing significant dynamic asymmetric
key creation or deletion activity).

HI-A-RBA x ( ( 100 - %Free Space ) / 100 ) x 6

As described in ["ICSF system resource planning for the CKDS” on page 13| the
output from running the IDCAMS LISTCAT and EXAMINE DATATEST commands
against a PKDS VSAM data set can be consulted to determine the data set's data
component HI-A-RBA and the percentage of free space in the data set.

Note: The output from the preceding formula should be added to the outputs
calculated from the formulas in [“ICSF system resource planning for the CKDS” on|
[page 13| and ["ICSF system resource planning for the TKDS and session object|
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[memory areas” on page 21 This gives you the required system virtual storage

backing resource for all of ICSF’s KDS data sets. This value represents the required
amount of virtual storage for a given instance of ICSE. For a set of KDS data sets
shared across a sysplex environment, every active ICSF in the sysplex has an
equivalent resource requirement.

Steps to create the PKDS
The PKDS must be allocated and the PKDS data set name must be specified on the
PKDSN parameter of the options data set when you first start ICSE.

The PKDS must be a key-sequenced data set with variable length records. Allocate
the PKDS on a permanently resident volume.

1.

Determine the amount of primary space you need to allocate for the PKDS.

This should reflect the total number of entries you expect the data set to
contain originally. The PKDS will contain both public and private PKA keys.
Each record has a maximum size of 3.5 KB. The average record length for a
private key is 1.4 KB, and for a public key is 0.5 KB. Allocate space for a
minimum of two private keys, one for digital signatures, and another for
encipherment. In addition, allocate enough space for the number of public keys
you expect to store in the PKDS. The number of public keys varies from system
to system. Generally, only those keys that are received from other users or
systems are stored in the PKDS. The public keys are used to send messages to
the owners of the public keys. In addition, installations may add metadata to
any record. If you are planning to add metadata, account for the size of the
metadata in the length of records.

Determine the amount of secondary space to allocate for the PKDS.

This should reflect the total number of entries you expect to add to the data
set. For detailed information about calculating space for a VSAM data set, see
[z/0S DFSMS Access Method Services Commands|

To access keys, VSAM uses the key label as the VSAM key. This means that
VSAM adds keys to the data set in collating sequence. That is, if two keys
named A and B are in the data set, A appears earlier in the data set than B. As
a result, adding keys to the data set can cause multiple VSAM control interval
splits and control area splits. For example, a split might occur if the data set
contains keys A, B, and E and you add C. In this case, C must be placed
between B and E.

The amount of secondary space you allocate must take into account the
number of control interval and control area splits that might occur. If the PKDS
uses a significant amount of secondary space, you can copy it into another disk
copy that you created with more primary space. You can do this by using the
Access Method Services (AMS) REPRO command or the AMS

EXPORT /IMPORT commands.

The BUFFERSPACE parameter on the AMS DEFINE CLUSTER command
(required by Step [3) lets VSAM optimize space for control area and control
interval splits. For a detailed explanation of keyed-direct update processing and
what happens when control area and control interval splits occur, see
[DFSMS Access Method Services Commands|

Create an empty VSAM data set to use as the PKDS. Use the AMS DEFINE
CLUSTER command to define the data set and to allocate its space. ICSF
provides a sample job to define the PKDS in member CSFPKDS of
SYS1.SAMPLIB.

Note: To improve security and reliability of the data that is stored on the
PKDS:
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* Use the ERASE and WRITECHECK parameters on the AMS DEFINE
CLUSTER command. ERASE overwrites data records with binary zeros when
the PKDS cluster is deleted. WRITECHECK provides hardware verification of
all data that is written to the data set.

* Create a Security Server (RACF) data set profile for the PKDS. Ensure that no
one has access to the PKDS data set by protecting the PKDS data set name
resource in the DATASET class. If a data set profile is used, as opposed to
using the PROTECTALL(FAIL) option for example, the profile should have a
UACC of NONE.

* The CISZ(8192) coded in this sample in the DATA section is a hardcoded
requirement.

4. Allocate a disk copy of the PKDS by defining a VSAM cluster as in this
SYS1.SAMPLIB CSFPKDS member sample:

//CSFPKDS JOB <JOB CARD PARAMETERS>
//****‘k*****‘k‘k*‘k‘k**‘k**‘k‘k'k************‘k***'k****‘k******‘k****************
//* Licensed Materials - Property of IBM
//* 5650-Z0S
//* Copyright IBM CORP. 2002, 2015
/1%
//* This JCL defines a VSAM PKDS
/1%
//* CAUTION: This is neither a JCL procedure nor a complete JOB.
//* Before using this JOB step, you will have to make the following
//* modifications:
/1%
//* 1) Add the job parameters to meet your system requirements.
//* 2) Be sure to change CSF to the appropriate HLQ if you choose
//* not to use the default.
//* 3) Change XXXXXX to the volid where you want your PKDS to
/1* reside. The PKDS needs to be on a permanently resident
//* volume.
/1%
//* NOTE: This JCL is specific for creating a PKDS. There are
//* samples for each of the other key data sets and formats.
/1%
//********************************************‘k******‘k****************
//DEFINE EXEC PGM=IDCAMS,REGION=64M
//SYSPRINT DD SYSOUT=+
//SYSIN DD =
DEFINE CLUSTER (NAME(CSF.CSFPKDS) -
VOLUMES (XXXXXX) -
RECORDS (100 50) -
RECORDSIZE(800,3800) -
KEYS(72 0) -
FREESPACE(0,0) -
SHAREOPTIONS(2,3)) -
DATA (NAME (CSF.CSFPKDS.DATA) -
BUFFERSPACE (100000) -
ERASE -
CISZ(8192) -
WRITECHECK) -
INDEX (NAME(CSF.CSFPKDS.INDEX))
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/*
You can change and use the Job Control Language according to the needs of
your installation. Note that the JCL to define the PKDS differs from the JCL
that defines the CKDS (RECORDSIZE and CISZ parameters). For more
information about allocating a VSAM data set, see [z/0S DFSMS Access Method|
[Services Commands|
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Creating the TKDS

TKDS Installations need to understand and plan for the system resources required
for managing the TKDS copy in virtual storage, particularly when the installation
is deploying a very large TKDS. Refer to [“ICSF system resource planning for the|
[TKDS and session object memory areas”| for guidelines. Once you understand these
guidelines, refer to[“Steps to create the TKDS” on page 22| for step-by-step
instructions.

ICSF system resource planning for the TKDS and session object
memory areas

Like the CKDS and PKDS, ICSF manages a mirror copy of the TKDS data set in
protected, private virtual storage to optimize cryptographic workload access to
persistent PKCS #11 objects (keys, certificates, and so on). Also, like the CKDS and
PKDS, the in-storage TKDS copy must be accommodated with sufficient system
central storage and auxiliary paging space resources. Unfortunately, the variable
length nature of PKCS #11 objects makes resource estimating for the TKDS
difficult. The best way to estimate the virtual storage requirement for an existing,
stable TKDS (one that is not experiencing significant dynamic PKCS #11 object
creation or deletion activity) is to determine the actual size of the used DATA
portion of the TKDS and multiply this by 3. The following formula is provided to
help you calculate the required system virtual storage backing resource for an
active in-storage TKDS. In this formula HI-A-RBA is the allocated relative byte
address for the data component of a TKDS VSAM data set. The IDCAMS LISTCAT
command output for a TKDS VSAM data set can be consulted to determine the
HI-A-RBA value for the data component. The %Free Space used in this formula
represents the percentage of free space in the TKDS VSAM data set. The IDCAMS
EXAMINE DATATEST command output can be consulted to determine the
percentage of free space.

HI-A-RBA x ( ( 100 - %Free Space ) / 100 ) x 3

For example, if the DATA HI-A-RBA has the value 1622016 with 56% free space,
then the virtual storage requirement estimate would be 1622016 x (44/100) x 6 =
4282122 bytes or 4182 Kilobytes.

In addition to the persistent PKCS #11 objects that are stored in the TKDS,
applications can also make use of temporary (session) objects. These too occupy
ICSF protected, private virtual storage and should be accounted for. However,
since these objects are not stored in the TKDS, it is impossible to estimate their
virtual storage requirements without having some knowledge of the applications
that are using PKCS #11. Fortunately, most applications that use PKCS #11 use only
a few PKCS #11 session objects and their storage requirements are already factored
into the preceding TKDS estimate. However, some applications, such as TCP/IP’s
IPSec, use session objects exclusively, and can use many of them. Estimating the
virtual storage requirements for these is beyond the scope of this document.
Applications that use PKCS #11 session objects have an overall upper limit of 128
Megabytes per application address space for session objects.

Note: The output from the preceding formula should be added to the outputs
calculated from the formulas in [“ICSF system resource planning for the CKDS” on|
[page 13| and [“ICSF system resource planning for the PKDS” on page 18 This gives
you the required system virtual storage backing resource for all of ICSF’'s KDS data
sets. This value represents the required amount of virtual storage for a given
instance of ICSFE. For a set of KDS data sets shared across a sysplex environment,
every active ICSF in the sysplex has an equivalent resource requirement.

Chapter 2. Installation, initialization, and customization 21



22

Steps to create the TKDS
To enable applications to create and use persistent PKCS #11 tokens and objects
using the PKCS #11 services, the TKDS must be allocated and the TKDS data set

name must be specified on the TKDSN parameter of the options data set when you
first start ICSFE.

The TKDS must be a key-sequenced data set with variable length records. Allocate
the TKDS on a permanently resident volume.

For detailed information about calculating space for a VSAM data set and an
explanation of keyed-direct update processing and what happens when control
area and control interval splits occur, see [z/0S DFSMS Access Method Services|

Commands

1.

Determine the amount of primary space you need to allocate for the TKDS.

This should reflect the total number of entries you expect the data set to
contain originally. The TKDS will contain PKCS #11 tokens and objects. Each
record has a maximum size of 32 KB. A record for a token will use 0.1 KB. The
minimum size of a record for objects is: Data: 1 KB, Secret Key: 1.1 KB, Public
Key: 1.5 KB, Private Key: 3.4 KB, Certificate: 1 KB, Domain Parameter: 1.5KB.
Allocate enough space for the number of tokens to be supported and for the
number of objects to be created. In addition, installations may add metadata to
any record. If you are planning to add metadata, account for the size of the
metadata in the length of records. Note that session objects are not stored in the
TKDS.

Determine the amount of secondary space to allocate for the TKDS.

This should reflect the total number of entries you expect to add to the data
set.

To access tokens and objects, VSAM uses the token handle or object handle as
the VSAM key. This means that VSAM adds objects to the data set in collating
sequence. That is, if two objects named A and B are in the data set, A appears
earlier in the data set than B. As a result, adding objects to the data set can
cause multiple VSAM control interval splits and control area splits. For
example, a split might occur if the data set contains objects A, B, and E and
you add C. In this case, C must be placed between B and E.

The amount of secondary space you allocate must take into account the
number of control interval and control area splits that might occur. If the TKDS
uses a significant amount of secondary space, you can copy it into another disk
copy that you created with more primary space. You can do this by using the
Access Method Services (AMS) REPRO command or the AMS
EXPORT/IMPORT commands.

The BUFFERSPACE parameter on the AMS DEFINE CLUSTER command
(required by Step E[) lets VSAM optimize space for control area and control
interval splits.

Create an empty VSAM data set to use as the TKDS. Use the AMS DEFINE
CLUSTER command to define the data set and to allocate its space. ICSF
provides a sample job to define the TKDS in member CSFTKDS of
SYS1.SAMPLIB.

Note: To improve security and reliability of the data that is stored on the
TKDS:

* Use the ERASE and WRITECHECK parameters on the AMS DEFINE
CLUSTER command. ERASE overwrites data records with binary zeros when
the TKDS cluster is deleted. WRITECHECK provides hardware verification of
all data that is written to the data set.
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* Create a Security Server (RACF) data set profile for the TKDS. Ensure that no
one has access to the TKDS data set by protecting the TKDS data set name
resource in the DATASET class. If a data set profile is used, as opposed to
using the PROTECTALL(FAIL) option for example, the profile should have a
UACC of NONE.

Allocate a disk copy of the TKDS by defining a VSAM cluster with one of the
following samples:

SYS1.SAMPLIB CSFTKDS member sample is used to define a TKDS in
non-KDSR format:

//CSFTKDS JOB <JOB CARD PARAMETERS>
//********************************************************************
//* Licensed Materials - Property of IBM
//* 5650-Z0S
//* Copyright IBM CORP. 2007, 2013
/1%
//* This JCL defines a VSAM TKDS
/1%
//* CAUTION: This is neither a JCL procedure nor a complete JOB.
//* Before using this JOB step, you will have to make the following
//* modifications:
/1%
//* 1) Add the job parameters to meet your system requirements.
//* 2) Be sure to change CSF to the appropriate HLQ if you choose
//* not to use the default.
//* 3) Change XXXXXX to the volid where you want your TKDS to
/1* reside. The TKDS needs to be on a permanently resident
//* volume.
/1%
//* NOTE: This JCL is specific for creating a TKDS. There are
/1* samples for each of the other key data sets and formats.
/1%
//********************************************************************
//DEFINE EXEC PGM=IDCAMS,REGION=4M
//SYSPRINT DD SYSOUT=+
//SYSIN DD =
DEFINE CLUSTER (NAME(CSF.CSFTKDS) -
VOLUMES (XXXXXX) -
RECORDS (100 50) -
RECORDSIZE(2200,32756) -
KEYS(72 0) -
FREESPACE(0,0) -
SPANNED -
SHAREOPTIONS(2,3)) -
DATA (NAME (CSF.CSFTKDS.DATA) -
BUFFERSPACE (100000) -
ERASE -
WRITECHECK) -
INDEX (NAME(CSF.CSFTKDS.INDEX))

L T T R I R R R T

/*
SYS1.SAMPLIB CSFTKD2 member sample is used to define a TKDS in KDSR
format:

//CSFTKD2 JOB <JOB CARD PARAMETERS>
//********************************************************************
//* Licensed Materials - Property of IBM

//* 5650-Z0S

//* Copyright IBM CORP. 2013

/1%

//* This JCL defines a VSAM TKDS which is initialized to use common
//* record format

/1%

//* CAUTION: This is neither a JCL procedure nor a complete JOB.
//* Before using this JOB step, you will have to make the following
//* modifications:

L R T R R
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//* *
//* 1) Add the job parameters to meet your system requirements. *
//* 2) Be sure to change CSF to the appropriate HLQ if you choose =*
//* not to use the default. *
//* 3) Change XXXXXX to the volid where you want your TKDS to *
//* reside. The TKDS needs to be on a permanently resident *
/1* volume. *
//* *
//* NOTE: This JCL is specific for creating a TKDS which is *
//* initialized to use common record format. There are *
//* samples for each of the other key data sets and formats. =
//* *

//********************************************************************
//DEFINE EXEC PGM=IDCAMS,REGION=4M
//SYSPRINT DD SYSOUT=+
//SYSIN DD =
DEFINE CLUSTER (NAME(CSF.CSFTKDS) -
VOLUMES (XXXXXX) -
RECORDS (100 50) -
RECORDSIZE(2200,32756) -
KEYS(72 0) -
FREESPACE(0,0) -
SPANNED -
SHAREOPTIONS(2,3)) -
DATA (NAME (CSF.CSFTKDS.DATA) -
BUFFERSPACE (100000) -
ERASE -
WRITECHECK) -
INDEX (NAME (CSF.CSFTKDS.INDEX))

//MKHEAD  EXEC PGM=IEBGENER
//SYSPRINT DD SYSOUT=+
//SYSUT1 DD =

//SYSUT2 DD DSN=&&GENTMP,UNIT=SYSDA,DISP=(,PASS),
/! DCB=(RECFM=FB, LRECL=156,BLKSIZE=1560) , SPACE=(TRK, (1,1))
//SYSIN DD *
GENERATE MAXFLDS=10,MAXLITS=156
RECORD FIELD=(20,X'0000000000000000000000000000000000000000',,1),
FIELD=(20,X'0000000000000000000000000000000000000000',,21),
FIELD=(20,X"'E3C8C4D900000000000000000000000000000000",,41),
FIELD=(20,X'0000000000000000000000000000000000000000', ,61),
FIELD=(16,X'00000000000000000000000000000000",,81),
FIELD=(16,X'00000000000000000000000000000000',,97),
FIELD=(4,X'0000009C',,113),
FIELD=(16,X'00000000000000000000000000000000",,117),
FIELD=(20,X'0000000000000000000000000000000000000000",,133),
FIELD=(4,X'00000200',,153)
/*
//REPROKSD EXEC PGM=IDCAMS
//SYSPRINT DD SYSOUT=*
//SYSDATA DD DSN=+ ,MKHEAD.SYSUT2,DISP=(0LD,DELETE)
//SYSIN Db =*
REPRO INFILE(SYSDATA) -
OUTDATASET (CSF.CSFTKDS)
/*
You can change and use the Job Control Language according to the needs of
your installation. For more information about allocating a VSAM data set, see

[z/0S DFSMS Access Method Services Commands}
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ICSF system resource planning for random number
generation

Several ICSF callable services support psuedo-random number generation on
behalf of system and application requests. ICSF's random number generation
implementation utilizes a minimum virtual storage footprint of 256 kilobytes. To
avoid system paging overhead, installations should plan for 256 kilobytes of
central storage to back this footprint. This should be sufficient for most workloads,
but for some workloads that are excessively heavy with multitasking random
number generation requests, ICSF may dynamically extend that footprint 64
kilobytes at a time to optimize random number request handling.

In some cases, the system or application random number request may require that
FIPS (Federal Information Processing Standards) certified random content be
provided. In other cases, FIPS certified random content is not required. In either
case, ICSF may employ one of multiple techniques to derive the random content.
For both FIPS certified random content and for non-FIPS certified random content,
the availability of CCA and/or PKCS #11 coprocessors enables ICSF to derive the
random content without imposing significant CPU overhead on the system. Either
type of coprocessor can be exploited for non-FIPS certified content, but only a
PKCS #11 coprocessor can be used to avoid CPU cycles for FIPS certified random
content.

Installations may wish to plan for CCA and/or PKCS #11 coprocessor availability
to avoid potentially excessive CPU cycles being exhausted on random number
content generation.

Steps to create the installation options data set

The installation options data set is a file that you create that contains installation
options. It becomes active when you start ICSE.

* The installation options data set can be a member of PARMLIB, a member of a
partitioned data set, or a sequential data set.

* The format of each record in the data set must be fixed length or fixed block
length.

* A physical line in the data set is 80 characters long. The system ignores any
characters in positions 72 to 80 of the line.

* Alogical line is one or more physical lines. You can group physical lines into a
logical line by placing a comma at the end of the information. Only a comment
can appear after the comma. The system ignores any other information between
the comma and column 71.

* Continuation causes the next physical line to append immediately following the
comma. The system removes all leading blanks on the next physical line.

* You can delimit comments by /* and */ and include them anywhere within the
text. A comment cannot span physical records. The system removes comments
from a logical line before parsing it. It ignores physical lines that contain only
comments.

* Specify only one option setting or keyword on a logical line. (If you specify
more than one, the system ignores all but the last one on the line. The system
reports syntax errors, but the errors do not cause it to stop interpreting the file.)

ICSF provides a sample installation options data set. The sample data set uses the
recommended values for each option.

1. When you are starting ICSF for the first time:
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a. Change the name of the data set on the CKDSN and PKDSN statements to

the name of the empty VSAM datasets you created previously (in Step @
page 16|and Step |4 on page 20).

b. For a complete description of options you may want to change after the
first start, see [“Customizing ICSF after the first start” on page 36.)

2. Store the updated data set in SYS1.PARMLIB.

Note: For convenience, the installation options data set generally resides in
SYS1.PARMLIB. If your cryptographic administrator does not have update

access to SYS1.PARMLIB, store installation options in another data set, and
RACEF-protect it.

The sample installation options data set is as follows in SYS1.SAMPLIB:

CSFPRMO00

[ Hkx ok khk ok ok kdhk ok ok ko k ko kkkkkhkk ko k ok kkh ko h ko k ko kkkkkkk ko kkkkkkkkhkkhkk [
/* LICENSED MATERIALS - PROPERTY OF IBM */
/* */
/* 5650-Z0S */
/* */
/* COPYRIGHT IBM CORP. 1990, 2013 */
/* */
/* THIS IS A SAMPLE OF THE ICSF OPTIONS DATASET */
/* */

/*‘k******‘k‘k*‘k‘k*******'k****‘k‘k**‘k*************‘k'k"k***‘k*****************/
CKDSN(CSF.CSFCKDS)

PKDSN (CSF.CSFPKDS)

COMPAT (NO)

SSM(NO)

CHECKAUTH (NO)

CTRACE (CTICSFO00)

USERPARM (USERPARM)

REASONCODES (ICSF)

Note: See [‘Parameters in the installation options data set” on page 36| for
descriptions of these parameters.

Use of system symbols in the options data set is supported. System symbols can be
used as values for any of the parameters. System symbols must be no more than 8
characters.

Note: ICSF allows the CKDS, PKDS and TKDS data set names to be a maximum
of 44 characters with up to 21 qualifiers. Also, the first character must be
alphabetic.

See [“Parameters in the installation options data set” on page 36| for additional
information.

This example shows how system symbols could be used for the CKDS and PKDS
data set names. You could use a SYS1.PARMLIB(IEASYMxx) file and modify
CSFPRMO0.

IEASYMXxx file could contain:

[ *mm e e e - */
/* SYSTEM SYMBOLS FOR ICSF CRYPTO */
2y */
SYSDEF
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SYMDEF (&CKDSNOO1="CSF")
SYMDEF (&CKDSNOO2="CSFCKDS ')
SYMDEF (&PKDSNOO1="CSF")
SYMDEF (&PKDSNOO2="'CSFPKDS ')

CSFPRMOO0 could be modified as follows.

R R AR R i s T T T e T T *xk [
/* LICENSED MATERIALS - PROPERTY OF IBM */
/* */
/* 5650-Z0S */
/* */
/* COPYRIGHT IBM CORP. 1990, 2013 */
/* */
/* THIS IS A SAMPLE OF THE ICSF OPTIONS DATASET */
/* */

/*******************************************************************/
CKDSN (&CKDSNOO1 . . &CKDSNOO2)

PKDSN (&PKDSNOO1 . . &PKDSNOO2)

COMPAT (NO)

SSM(NO)

CHECKAUTH (NO)

CTRACE (CTICSFO00)

USERPARM (USERPARM)

REASONCODES (ICSF)

This example shows how system symbols could be used for the Regional
Cryptographic Server (RCS) port numbers. You could use a
SYS1.PARMLIB(IEASYMxx) file and modify CSFPRMOO.

TEASYMxx file could contain:

2y */
/* SYSTEM SYMBOLS FOR ICSF CRYPTO */
. */
SYSDEF

SYMDEF (&RDPORT="'1125")
CSFPRMOO could be modified as follows.

/*******************************************************************/

/% LICENSED MATERIALS - PROPERTY OF IBM */
/* */
/* 5650-20S */
/* */
/* COPYRIGHT IBM CORP. 2015 */
/* */
/% THIS IS A SAMPLE OF THE ICSF OPTIONS DATASET */
/* */

/*******************************************************************/
CKDSN(CSF.CSFCKDS)

PKDSN (CSF.CSFPKDS)

TKDSN(CSF.CSFTKDS)

COMPAT (NO)

SSM(NO)

CHECKAUTH (NO)

CTRACE (CTICSFO0O)

USERPARM (USERPARM)

REASONCODES (ICSF)

REMOTEDEVICE (1,MY.SERVER.DOMAIN.COM,&RDPORT,8)

When the machine or partition is IPLed, specify within the load parameter the
symbol file that should be used. For example, if the previous symbol file was
called IEASYMO1, then within the load member, the IEASYM entry might look Tike
IEASYM(00,01); where 00 denotes the IEASYMOO file (usually the system default)
and 01 denotes the IEASYMO1 file.
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When the machine or partition is IPLed, specify within the load parameter the
symbol file that should be used. For example, if the previous symbol file was
called IEASYMO1, then within the load member, the IEASYM entry might look like
IEASYM(00,01); where 00 denotes the IEASYMOO file (usually the system default)
and 01 denotes the IEASYMOL file.

Creating an ICSF CTRACE configuration data set

Starting with ICSF FMID HCR77A1, ICSF CTRACE support has been enhanced to
support configurable ICSF CTRACE options from PARMLIB. During SMP/E
install, a default CTICSFO0 PARMLIB member is installed in SYS1.PARMLIB. The
CTICSFO0 PARMLIB member provides default component trace values for ICSE. By
default, ICSF CTRACE support will trace with the KdsIO, CardIO, RdIO, and
SysCall filters using a 2M bulffer. Configurable options are commented out within
this PARMLIB member to provide examples of how to turn them on.

Note: Beginning with FMID HCR77A1, ICSF needs to have read access to all data
sets in the PARMLIB concatenation to access the CTRACE parmlib member
CTICSFOQ0.

The CTICSFO0 PARMLIB member can be used to create customized ICSF CTRACE
Configuration Data Sets in PARMLIB. A customized ICSF CTRACE Configuration
Data Set can then be specified in the ICSF Options Data Set using the new
CTRACE option.

For example, CTRACE (CTICSFxx), where xx is any 2 characters that were used when
copying the default CTICSF00 parmlib member.

Component tracing is active when ICSF starts using the trace options defined in
the CTICSFxx PARMLIB member, where 00 is the default. If the specified
PARMLIB member is incorrect or absent, ICSF CTRACE will attempt to use the
default CTICSFO0 PARMLIB member. If the CTICSFO0 PARMLIB member is
incorrect or absent, ICSF CTRACE will perform tracing using an internal default
set of trace options. The operator can specify trace options individually on the
TRACE CT command, or can specify the name of a CTICSFxx PARMLIB member
containing the desired trace options. Using a PARMLIB member on the TRACE CT
command can help minimize operator intervention and avoid syntax or keystroke
erTors.

The contents of the CTICSFO0 PARMLIB member, is as follows:

/*%*xSTART OF SPECIFICATIONSH**%kkkkkkkkkkhhkkhkhhkhhkhrhhkhrhhrhrrhrrs/

/* */
/* $MAC (CTICSFOO) COMP(05101) PROD(CSF): */
/* */
/*01* MACRO NAME: CTICSFO00 */
/* */
/*01% DESCRIPTIVE NAME: CTRACE Options for ICSF Startup */
/* */
/*01* COPYRIGHT: */
/* */
/* LICENSED MATERIALS - PROPERTY OF IBM */
/* */
/* 5650-Z0S */
/* */
/* COPYRIGHT IBM CORP. 2015 */
/* */
/* STATUS = HCR77B1 */
/* */
/*01* FUNCTION: x/
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/* Define the default ICSF CTRACE options */

/* */
/*01% COMPONENT: 05101 (CSF) */
/% */
/*01* DISTRIBUTION LIBRARY: PARMLIB */
/* */

/*%*END OF SPECIFICATIONS#**%%%kkkkkkhkhkkhkhkkhkhkhkhkhkhhhhkhhhkrhkrrrksk/

TRACEOPTS

ey */
/* ON OR OFF: PICK 1 */
ey */
ON
/* OFF */
gy */
/* ASID: 1 TO 16, 2-HEXBYTE VALUES */
ey */
/* ASID(0042,0043,0044) x/
ey */
/* JOBNAME: 1 TO 16, 8 BYTE VALUES */

/* This option takes 1 to 16 comma-separated 8 byte values. Each */
/* value specified represents a jobname that should be traced by */
/*  ICSF CTRACE support. Additionally, other jobnames that begin */
/* with the same characters will also be traced. For example, if */
/* a USERID is specified, all TSO jobs matching USERIDc, where =*/
/* 'c' is a character between A-Z will be traced, and, all Unix =*/

/*  processes matching USERIDn, where 'n' is a number from 0-9 */
/* will be traced. */
gy */
/* JOBNAME (USERID,JOBNAME1) */
Ty */
/*  BUFSIZE: A VALUE IN RANGE 16K TO 16M */
e */
BUFSIZE(2M)
g */
/*  OPTIONS: NAMES OF FUNCTIONS TO BE TRACED, OR "ALL", OR "MIN" =x/
e */
/* OPTIONS ( */
/* "ALL' */
/* , 'KDSIO' */
/* ,'CARDIO" =%/
/* ,'SYSCALL' =/
/* , 'DEBUG' */
/* ,'RDIO' */
/* , 'RDDATA' */
/* , 'MIN' */
/* ) */

OPTIONS('KDSIO','CARDIO','SYSCALL','RDIO")

TRACEOPTS - This option takes a value of either ON or OFF. Turning this option
OFF reduces ICSF CTRACE to use a minimal set of tracing. Turning this option
OFF disables ICSF CTRACE. When OFF is specified all other trace options within
the PARMLIB options data set should be commented out

ASID - This option takes 1 TO 16 comma-separated 2-hexbyte values. Each value
specified represents an address space ID that should be traced by ICSF CTRACE
support

JOBNAME - This option takes 1 TO 16 comma-separated 8 byte values. Each value
specified represents a jobname that should be traced by ICSF CTRACE support.
Additionally, other jobnames that begin with the same characters will also be
traced. For example, if a USERID is specified, all TSO jobs matching USERIDc,
where 'c' is a character between A-Z will be traced, and, all Unix processes
matching USERIDn, where n' is a number from 0-9 will be traced.
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BUFSIZE - This option takes a value in the range between 16K to 16M, where K
represents kilobytes and M represents megabytes. This value is used to specify the
ICSF CTRACE bulffer size to be allocated.

OPTIONS - This option is used to specify the ICSF CTRACE filters to use for
tracing. A comma-separated list of filter names, each enclosed with single quotes,
may be specified. The following filters are supported by this option:
ALL - This filter provides output for all ICSF trace records regardless of their
filter specification.
CARDIO - This filter traces activity with requests to cryptographic
COPTOCESSOTS.

DEBUG - This filter provides granular trace output for debugging specific ICSF
modules. This filter should only be turned on at the direction of IBM service
professionals. Turning this level of tracing on may degrade ICSF performance.

KDSIO - This filter traces update activity to the CKDS, PKDS, and TKDS.

MIN - This filter traces a minimum set of operations that are not covered by the
other filters.

RDDATA - This filter traces remote device request and response messages.
RDIO - This filter traces activity pertaining to remote device I/O events.
SYSCALL - This filter traces entry and exit from ICSF callable services.

The TRACEENTRY option in the ICSF Options Data Set has been deprecated. If
this option is specified, it will be ignored and will produce a CSFO0212 message.

Steps to create the ICSF startup procedure

ICSF provides this job control language program. You can use this code as the
basis for your startup procedure.
* member CSF in SYS1.SAMPLIB

//CSF PROC
//CSF EXEC PGM=CSFINIT,REGION=0M,TIME=1440,MEMLIMIT=NOLIMIT
//CSFPARM DD DSN=SYS1.PARMLIB(CSFPRM0O),DISP=SHR

Store this startup PROC in SYS1.PROCLIB (or another suitable library).
1. Change or use the sample startup procedure according to your needs.

a. In the sample code, the first line is the PROC statement. You can add one or
more procedure variables to the PROC statement. For example, you can
allow the system operator to decide at start time which member of the
installation options data set to use. This example allows the operator to
enter START CSEM=CSFPRMOO, specifying an alternate set of start-up
options.

//CSF PROC M=CSFPRMOO

//CSFPARM DD DSN=MY.ICSF.PARM(&M),DISP=SHR
You can use the same principle to change the name of a sequential data set,
if you are not using a partitioned data set.

b. The last line is the CSFPARM DD statement. The sample code specifies
SYS1.PARMLIB as the data set where the installation options data set is
stored. If you stored the installation options data set elsewhere, replace
SYS1.PARMLIB with the name of the data set where you stored the
installation options.
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c. The CSFPARM DD statement also specifies member CSFPRMO0 as the name
of the installation options data set. If you used a different name when you
created the installation options data set (or any time you want to use other
options), change this member name.

2. Store your startup procedure in SYS1.PROCLIB (or another suitable library)

with a member name of your choice. (Depending on installation standards,
possible names include CSE, CSFPROD, and CRYPTO.)

If you use Security Server (RACF), you may need to update the RACF Started
Procedure Table if you define a new started task:

a. Add the new started task name
b. Add a RACF userid to associate with the started task. See [z/OS Security

[Server RACF System Programmer’s Guide| for more information.

c. Optionally, you can add a RACF group name.

Notes:

* SAF uses the userid associated with the ICSF address space when accessing
the CKDS and PKDS named in the installation options data set both at ICSF
startup and when performing coordinated functions (Coordinated
Change-MK, Coordinated Refresh, or Coordinated Convert). When you
perform a non-coordinated CKDS or PKDS task (Initialize, Change MK,
Refresh, Convert), SAF uses the identity associated with the invoker (TSO
userid when using panels under TSO/E or the userid associated with the
batch address space when using a batch job).

* If you specify a REMOTEDEVICE entry in the ICSF installation options data
set, ICSF will attempt to connect to this device using TCP/IP. Additional
setup is required. For more information, see [’Adding and removing regional|
fcryptographic servers” on page 139.|

Steps to provide access to the ICSF panels

To provide a way for the administrator to access the ICSF panels, you can create an
ICSF option on the ISPF Primary Option Menu. Access the code for the ISPF
Primary Option Menu panel body and perform these steps:

1.

Under the % OPTION ===> _ZCMD line, add this line:
% <option value> - ICSF Panels

You can specify either a letter or number for the option value. Do not use an
option value that already exists in the menu.

On the &ZSEL= TRANS( &ZQ line, add this information:
<option value>,''PANEL(CSF@PRIM) NEWAPPL(CSF)''

The option value should be the same value as the option value you chose to
use in the preceding step.

When you access the ISPF Primary Option Menu panel, the ICSF panels option
appears on the menu. You can choose the ICSF option value to access the ICSF
panels.

You must also update the logon procedure that is used by ICSF administrators
who will use the ICSF panels. For example:

//SYSPROC DD ...

// DD DSN=CSF.SCSFCLIO,DISP=SHR
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}/ISPPLIB DD ...
}/ DD DSN=CSF.SCSFPNLO,DISP=SHR
}/ISPMLIB DD ...
%/ DD DSN=CSF.SCSFMSGO,DISP=SHR

//ISPSLIB DD ...

}/ DD DSN=CSF.SCSFSKLO,DISP=SHR
}/ ISPTLIB

// DD DSN=CSF.SCSFTLIB,DISP=SHR

An alternate method to access the ICSF panels is to use ISPF LIBDEF. Here is a
sample clist.

/* Rexx */
/* IBMs ICSF */

address ispexec

"LIBDEF ISPPLIB DATASET ID('CSF.SCSFPNLO') STACK"
"LIBDEF ISPMLIB DATASET ID('CSF.SCSFMSGO') STACK"
"LIBDEF ISPSLIB DATASET ID('CSF.SCSFSKLO') STACK"
"LIBDEF ISPTLIB DATASET ID('CSF.SCSFTLIB') STACK"

address tso "ALTLIB ACTIVATE APPLICATION(CLIST)
DATASET('CSF.SCSFCLIO')"

"SELECT PANEL(CSF@PRIM) NEWAPPL(CSF) PASSLIB"

address tso "ALTLIB DEACTIVATE APPLICATION(CLIST)"

"LIBDEF ISPSLIB"
"LIBDEF ISPPLIB"
"LIBDEF ISPMLIB"
"LIBDEF ISPTLIB"

The z/OS Program Directory lists additional installation steps and some of these
steps depend on the system from which you are migrating. See the z/OS Program
Directory, other topics in this publication, and [z/0OS Cryptographic Services ICSF|
[Administrator’s Guide| for details about the remaining steps.
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Requiring signature verification for ICSF module CSFINPV2

If your installation needs to operate z/OS PKCS #11 in compliance with the FIPS
140-2 standard, then the integrity of the cryptographic functions shipped by IBM
must be verified at your installation during ICSF startup. The load module that
contains the software cryptographic functions is SYS1.SIEALNKE(CSFINPV2), and
this load module is digitally signed when it is shipped from IBM. Using RACF,
you can verify that the module has remained unchanged from the time it was built
and installed on your system. To do this, you create a profile in the PROGRAM
class for the CSFINPV2 module, and use this profile to indicate that signature
verification is required before the module can be loaded.

To require signature verification for ICSF module CSFINPV2:

1.

Make sure that RACF has been prepared to verify signed programs. As
described in [z/OS Security Server RACF Security Administrator’s Guide, a security
administrator prepares RACF to verify signed programs by creating a key ring
for signature verification, and adding the code-signing CA certificate that is
supplied with RACF to the key ring. If RACF has been prepared to verify
signed programs, there will be a key ring dedicated to signature verification,
the code-signing CA certificate will be attached to the key ring, and the
PROGRAM class will be active.

a. If RACF has been prepared to verify signed programs, the discrete profile

IRR. PROGRAM.SIGNATURE.VERIFICATION in the FACILITY class will
specify the name of the signature-verification key ring. To determine if a
signature key ring is already active, enter the command:

RLIST FACILITY IRR.PROGRAM.SIGNATURE.VERIFICATION

If there is no discrete profile with this name, have your security
administrator prepare RACF to verify signed programs using the
information in [z/OS Security Server RACF Security Administrator’s Guidel

. If the signature verification key ring exists, the RLIST command will display

information for the discrete profile

IRR PROGRAM.SIGNATURE.VERIFICATION in the FACILITY class. The
name of the signature verification key ring and the name of the key ring
owner will be included in the APPLICATION DATA field of the RLIST
command output. Using this information, enter the RACDCERT LISTRING
command to make sure the code-signing CA certificate is attached to the
key ring:

RACDCERT ID(key-ring-owner) LISTRING(key-ring-name)

The label of the code-signing CA certificate is 'STG Code Signing CA'. If this
label is not shown in the RACDCERT LISTRING command output, have
your security administrator prepare RACF to verify signed programs using
the information in [z/0OS Security Server RACF Security Administrator’s Guidel

. Program control must be active in order for RACF to perform signature

verification processing. To make sure the PROGRAM class is active, enter
the SETROPTS LIST command.

SETROPTS LIST

The ACTIVE CLASSES field of the command output should include the
PROGRAM class. If it does not, have your security administrator prepare
RACEF to verify signed programs using the information in [z/OS Security

[Server RACF Security Administrator’s Guidel

2. Create a profile for the CSFINPV2 program module in the PROGRAM class,

indicating that the program must be signed. The following command specifies
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that the program should fail to load if the signature cannot be verified for any
reason. This command also specifies that all signature verification failures
should be logged.

Note: Due to space constraints, this command example appears on two lines.
However, the RDEFINE command should be entered completely on one line.

RDEFINE PROGRAM CSFINPV2 ADDMEM('SYS1.SIEALNKE'//NOPADCHK) UACC(READ)
SIGVER(SIGREQUIRED(YES) FAILLOAD(ANYBAD) SIGAUDIT(ANYBAD))

You will need to activate your profile changes in the PROGRAM class.
SETROPTS WHEN (PROGRAM) REFRESH

Steps to start ICSF for the first time

Now that you have created the key data sets, the installation data set, the started
procedure, and the ICSF management panels, you can start ICSE.

For additional information on starting ICSF for the first time, see
[“Helpful hints for ICSF first time startup,” on page 415

* Created an empty data set for use as a CKDS

* Specified the CKDS name in the installation options data set
* Created an empty data set for use as a PKDS

* Specified the PKDS name in the installation options data set
 If PKCS #11 support is desired, create the TKDS

* Created a startup procedure

* Installed ICSF

Steps for initializing ICSF
You must initialize ICSF and the cryptographic coprocessors:
1. Enter the START command and the startup procedure name. In this example,
CSF is the name of the startup procedure.
START CSF
When you start ICSE, you specify the name of the ICSF startup procedure you
created (see|“Steps to create the ICSF startup procedure” on page 30). See

[“Starting and stopping ICSF” on page 113 for more information about starting
and stopping ICSF.

Note: To reuse ASIDs, the REUSASID parameter can be added to the START
comment:

START CSF,REUSASID=YES

2. Access the ICSF panels to define a master key and initialize the CKDS and
PKDS. For a description of how to use the ICSF panels to define a master key
and initialize the CKDS and PKDS at first-time startup, see [z/0S Cryptographic|
[Services ICSF Administrator’s Guidel

If you intend to use secure key PKCS #11 services, you will also need to
initialize the TKDS. This step is optional and may be deferred until a later time.
Initializing the TKDS requires entering the master key using a TKE
workstation. For more information, see [z/0S Cryptographic Services ICSF TKE|
[Workstation User’s Guide,

When defining a master key by specifying master key parts, make sure the key
parts are recorded and saved in a secure location. When you are entering the
key parts for the first time, be aware that you may need to reenter these same
key values at a later date to restore master key values that have been cleared.
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If defining a master key using a pass phrase, realize that the same pass phrase
will always produce the same master key values, and is therefore as critical and
sensitive as the master key values themselves. Make sure you save the pass
phrase so that you can later reenter it if needed. Because of the sensitive nature
of the pass phrase, make sure you secure it in a safe place.

3. When you start ICSF for the first time, you will see different messages
depending on your system hardware. The following examples show the
messages returned on a IBM zEnterprise EC12 machine with one Crypto
Express4 CCA coprocessor and one Crypto Express4 EP11 cryptographic
COPTOCessor.

* First time startup messages before master keys have been loaded and the
CKDS, PKDS, and TKDS have not been initialized:
S CSF
CSFM608I A CKDS KEY STORE POLICY IS NOT DEFINED.
CSFM608I A PKDS KEY STORE POLICY IS NOT DEFINED.
CSFM6101 GRANULAR KEYLABEL ACCESS CONTROL IS DISABLED.
CSFM6111 XCSFKEY EXPORT CONTROL FOR AES IS DISABLED.
CSFM6111 XCSFKEY EXPORT CONTROL FOR DES IS DISABLED.
CSFM6121 PKA KEY EXTENSIONS CONTROL IS DISABLED.
CSFM6541 KEY ARCHIVING USE CONTROL IS DISABLED.
CSFMO15I FIPS 140 SELF CHECKS FOR PKCS11 SERVICES SUCCESSFUL
CSFMI11I CRYPTOGRAPHIC FEATURE IS ACTIVE. CRYPTO EXPRESS4 COPROCESSOR 4Cxx, SERIAL NUMBER nnnnnnnn.
CSFM111I CRYPTOGRAPHIC FEATURE IS ACTIVE. CRYPTO EXPRESS4 COPROCESSOR 4Pxx, SERIAL NUMBER nnnnnnnn.
CSFM131E CRYPTOGRAPHY - SECURE KEY PKCS11 SERVICES ARE NOT AVAILABLE.
CSFM1021 TOKEN DATA SET, CSF.TKDS IS NOT INITIALIZED FOR SECURE KEY PKCSI1.
CSFM100E CRYPTOGRAPHIC KEY DATA SET, CSF.CKDS IS NOT INITIALIZED.
CSFM101E PKA KEY DATA SET, CSF.PKDS IS NOT INITIALIZED.
CSFM5081 CRYPTOGRAPHY - THERE ARE NO CRYPTOGRAPHIC ACCELERATORS ONLINE.
CSFM1261 CRYPTOGRAPHY - FULL CPU-BASED SERVICES ARE AVAILABLE.
CSFMOO1I ICSF INITIALIZATION COMPLETE

* First time startup messages before master keys have been loaded and sharing
an initialized CKDS, PKDS, and TKDS:
S CSF
CSFM608I A CKDS KEY STORE POLICY IS NOT DEFINED.
CSFM608I A PKDS KEY STORE POLICY IS NOT DEFINED.
CSFM6101 GRANULAR KEYLABEL ACCESS CONTROL IS DISABLED.
CSFM611I XCSFKEY EXPORT CONTROL FOR AES IS DISABLED.
CSFM6111 XCSFKEY EXPORT CONTROL FOR DES IS DISABLED.
CSFM6121 PKA KEY EXTENSIONS CONTROL IS DISABLED.
CSFM6541 KEY ARCHIVING USE CONTROL IS DISABLED.
CSFMO15I FIPS 140 SELF CHECKS FOR PKCS11 SERVICES SUCCESSFUL
CSFM1241 MASTER KEY P11 ON CRYPTO EXPRESS4 COPROCESSOR 4Pxx, SERIAL NUMBER nnnnnnnn, NOT INITIALIZED.
CSFM1241 MASTER KEY DES ON CRYPTO EXPRESS4 COPROCESSOR 4Cxx, SERIAL NUMBER nnnnnnnn, NOT INITIALIZED.
CSFM1241 MASTER KEY AES ON CRYPTO EXPRESS4 COPROCESSOR 4Cxx, SERIAL NUMBER nnnnnnnn, NOT INITIALIZED.
CSFM124T MASTER KEY RSA ON CRYPTO EXPRESS4 COPROCESSOR 4Cxx, SERIAL NUMBER nnnnnnnn, NOT INITIALIZED.
CSFM1241 MASTER KEY ECC ON CRYPTO EXPRESS4 COPROCESSOR 4Cxx, SERIAL NUMBER nnnnnnnn, NOT INITIALIZED.
CSFM5081 CRYPTOGRAPHY - THERE ARE NO CRYPTOGRAPHIC ACCELERATORS ONLINE.
CSFM1261 CRYPTOGRAPHY - FULL CPU-BASED SERVICES ARE AVAILABLE.
CSFMOO1I ICSF INITIALIZATION COMPLETE

* Normal ICSF restart messages. Master key registers are valid and match the
CKDS/PKDS/TKDS:
S CSF
CSFM608I A CKDS KEY STORE POLICY IS NOT DEFINED.
CSFM608I A PKDS KEY STORE POLICY IS NOT DEFINED.
CSFM6101 GRANULAR KEYLABEL ACCESS CONTROL IS DISABLED.
CSFM6111 XCSFKEY EXPORT CONTROL FOR AES IS DISABLED.
CSFM611I XCSFKEY EXPORT CONTROL FOR DES IS DISABLED.
CSFM6121 PKA KEY EXTENSIONS CONTROL IS DISABLED.
CSFM6541 KEY ARCHIVING USE CONTROL IS DISABLED.
CSFMO15I FIPS 140 SELF CHECKS FOR PKCS11 SERVICES SUCCESSFUL
CSFM1291 MASTER KEY P11 ON CRYPTO EXPRESS4 COPROCESSOR 4Pxx, SERIAL NUMBER nnnnnnnn, IS CORRECT.
CSFM1291 MASTER KEY DES ON CRYPTO EXPRESS4 COPROCESSOR 4Cxx, SERIAL NUMBER nnnnnnnn, IS CORRECT.
CSFM1291 MASTER KEY AES ON CRYPTO EXPRESS4 COPROCESSOR 4Cxx, SERIAL NUMBER nnnnnnnn, IS CORRECT.
CSFM1291 MASTER KEY RSA ON CRYPTO EXPRESS4 COPROCESSOR 4Cxx, SERIAL NUMBER nnnnnnnn, IS CORRECT.
CSFM1291 MASTER KEY ECC ON CRYPTO EXPRESS4 COPROCESSOR 4Cxx, SERIAL NUMBER nnnnnnnn, IS CORRECT.
CSFM111I CRYPTOGRAPHIC FEATURE IS ACTIVE. CRYPTO EXPRESS4 COPROCESSOR 4Cxx, SERIAL NUMBER nnnnnnnn.
CSFMI11I CRYPTOGRAPHIC FEATURE IS ACTIVE. CRYPTO EXPRESS4 COPROCESSOR 4Pxx, SERIAL NUMBER nnnnnnnn.
CSFM1321 SECURE KEY PKCS11 SERVICES AVAILABLE.
CSFM400I CRYPTOGRAPHY - SERVICES ARE NOW AVAILABLE.
CSFM1301 CRYPTOGRAPHY - RSA SERVICES ARE AVAILABLE.
CSFM1301 CRYPTOGRAPHY - DES SERVICES ARE AVAILABLE.
CSFM1301 CRYPTOGRAPHY - ECC SERVICES ARE AVAILABLE.
CSFM1271 CRYPTOGRAPHY - AES SERVICES ARE AVAILABLE.
CSFM5081 CRYPTOGRAPHY - THERE ARE NO CRYPTOGRAPHIC ACCELERATORS ONLINE.
CSFM1261 CRYPTOGRAPHY - FULL CPU-BASED SERVICES ARE AVAILABLE.
CSFMOO1I ICSF INITIALIZATION COMPLETE

Notes:
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1. When you are starting ICSF for the first time and loading the first master key
and initializing one or more CKDS, PKDS, or TKDS, you provide the name of
the empty VSAM data set you defined previously (see [“Steps to create the|
[PKDS” on page 19| step 3) to use for the CKDS, PKDS, and TKDS when starting
ICSE.

2. While ICSF processes the data set, it requires exclusive use so that no one can
make changes while the data set is read. ICSF releases the data set when it
completes startup processing.

3. During CKDS, PKDS, and TKDS initialization or refresh, ICSF reads the CKDS,

PKDS, or TKDS into extended private storage. Specify MEMLIMIT=NOLIMIT
to ensure that ICSF does not run out of virtual storage.

4. You can also write application programs to call services to perform
cryptographic functions. See [“Exits for the services” on page 168|for details.

Customizing ICSF after the first start
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The startup procedure includes a CSFPARM DD statement, which gives the name
of the installation options data set. The installation options data set includes a
CKDSN option, which gives the names of the CKDS, and a PKDSN option, which
gives the name of the PKDS.

After the first start, whenever you restart ICSE, the CKDS and PKDS named in the
installation options data set becomes the active in-storage CKDS and PKDS.

In order for changes to the installation options dataset to take effect, stop and
restart ICSF. A subset of option parameters in the installation options data set are
refreshable starting with ICSF FMID HCR77C0. See the SETICSF command or ICSF
Multi-Purpose Service (CSFMPS and CSFMPS6) for details. To change the active
in-storage CKDS or PKDS, stop and restart ICSFE, or use the REFRESH option of
the Master Key Management panel.

Parameters in the installation options data set

The installation options data set is an intended programming interface.

When specifying parameter values within parentheses, leading and trailing blanks
are ignored. Embedded blanks may cause unpredictable results.

Support is provided for the use of system symbols in the installation options data
set. System symbols can be used as values for any of the parameters. System
symbols are specified in the IEASYMxx member of SYS1.PARMLIB; the IEASYM
statement of the LOADxx member of SYS1.PARMLIB specifies the IEASYMxx
member or members to be used for the resolution of system symbols. This example
shows the use of a system symbol for specifying the domain to be used for the
start of ICSF:

DOMAIN (&PARDOM. )

When the Installation Options Data Set is processed during the start of ICSF, the
value of the system symbol PARDOM will be substituted as the value of the
DOMAIN parameter.

For the first start, you specified an empty VSAM data set name for the CKDS in
the CKDSN option and an empty VSAM data set name for the PKDS in the
PKDSN option. You may want to change these and other options for subsequent
starts. Here is a complete list of installation options:

z/0OS ICSF System Programmer's Guide



AUDITKEYLIFECKDS (TOKEN(YES or NO),LABEL(YES or NO))
Provides a set of options that control auditing of events related to the lifecycle
of symmetric CCA tokens. The audit logs are in the form of Type 82 SMF
records.

TOKEN(YES or NO)
Controls lifecycle auditing of CKDS tokens.

Value Indication

YES  Indicates ICSF should audit lifecycle events related to CKDS
tokens. An SMF type 82 subtype 40 record is logged for each event.

NO  No lifecycle auditing of CKDS tokens occurs.

LABEL(YES or NO)
Controls lifecycle auditing of CKDS labels.

Value Indication

YES  Indicates ICSF should audit lifecycle events related to CKDS labels.
An SMF type 82 subtype 40 record is logged for each event. The
subtype 40 record replaces the subtype 9 record.

NO  No lifecycle auditing of CKDS labels occurs. ICSF continues to log
an SMF type 82 subtype 9 record for CKDS updates.

If the AUDITKEYLIFECKDS option is not specified, the default is
AUDITKEYLIFECKDS (TOKEN(NO),LABEL(NO)).

Note:

1. An event that involves a token is considered to be any request that uses a
token as opposed to a label. This is true regardless of Key Store Policy
enablement.

2. If auditing of CKDS labels is enabled, the Key Generator Utility Program
(KGUP) needs access to the CSFGKF profile in the CSFSERV class in order
to generate the key fingerprint for keys it processes.

For more information about the events that are audited as well as the
information contained in the audit record, see Appendix B in
[Cryptographic Services ICSF System Programmer’s Guide| for the description for
the subtype 40 record.

The auditing of key lifecycle events can also be controlled via the SETICSF
operator command. See the description of the SETICSF command in
[Cryptographic Services ICSF System Programmer’s Guide| for more information.

Starting with ICSF FMID HCR77CQ0, the value for this option can be updated
without restarting ICSF by using either the SETICSF command or the ICSF
Multi-Purpose service (CSFEMPS or CSEMPS6).

AUDITKEYLIFEPKDS (TOKEN(YES or NO),LABEL(YES or NO))
Provides a set of options that control auditing of events related to the lifecycle
of asymmetric CCA tokens. The audit logs are in the form of Type 82 SMF
records.

TOKEN(YES or NO)
Controls lifecycle auditing of PKDS tokens.

Value Indication

YES  Indicates ICSF should audit lifecycle events related to PKDS
tokens. An SMF type 82 subtype 41 record is logged for each event.
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NO  No lifecycle auditing of PKDS tokens occurs.

LABEL(YES or NO)
Controls lifecycle auditing of PKDS labels.

Value Indication

YES  Indicates ICSF should audit lifecycle events related to PKDS labels.
An SMF type 82 subtype 41 record is logged for each event. The
subtype 41 record replaces the subtype 13 record.

NO  No lifecycle auditing of PKDS labels occurs. ICSF continues to log
an SMF type 82 subtype 13 record for PKDS updates.

If the AUDITKEYLIFEPKDS option is not specified, the default is
AUDITKEYLIFEPKDS (TOKEN(NO),LABEL(NO)).

Note: An event that involves a token is considered to be any request that uses
a token as opposed to a label. This is true regardless of Key Store Policy
enablement.

For more information about the events that are audited as well as the
information contained in the audit record, see Appendix B in
[Cryptographic Services ICSF System Programmer’s Guide| for the description for
the subtype 41 record.

The auditing of key lifecycle events can also be controlled via the SETICSF
operator command. See the description of the SETICSF command in
[Cryptographic Services ICSF System Programmer’s Guidel for more information.

Starting with ICSF FMID HCR77C0, the value for this option can be updated
without restarting ICSF by using either the SETICSF command or the ICSF
Multi-Purpose service (CSFMPS or CSFMPS6).

AUDITKEYLIFETKDS (TOKENOBJ (YES or NO),SESSIONOBJ(YES or NO))
Provides a set of options that control auditing of events related to the lifecycle
of PKCS #11 objects. The audit logs are in the form of Type 82 SMF records.

TOKENOBJ (YES or NO)
Controls lifecycle auditing of PKCS #11 token objects.

Value Indication

YES  Indicates ICSF should audit lifecycle events related to PKCS #11
token objects. An SMF type 82 subtype 42 record is logged for each
event. The subtype 42 record replaces the subtype 23 record.

NO No lifecycle auditing of PKCS #11 token objects occurs. ICSF
continues to log an SMF type 82 subtype 23 record for TKDS
updates.

SESSIONOBJ (YES or NO)
Controls lifecycle auditing of PKCS #11 session objects.

Value Indication

YES  Indicates ICSF should audit lifecycle events related to PKCS #11
session objects. An SMF type 82 subtype 42 record is logged for
each event.

NO  No lifecycle auditing of PKCS #11 session objects occurs.

If the AUDITKEYLIFETKDS option is not specified, the default is
AUDITKEYLIFETKDS (TOKENOBJ(NO),SESSIONOBJ(NO)).
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For more information about the events that are audited as well as the
information contained in the audit record, see Appendix B in
[Cryptographic Services ICSF System Programmer’s Guide| for the description for
the subtype 42 record.

The auditing of key lifecycle events can also be controlled via the SETICSF
operator command. See the description of the SETICSF command in
[Cryptographic Services ICSF System Programmer’s Guide| for more information.

Starting with ICSF FMID HCR77CO0, the value for this option can be updated
without restarting ICSF by using either the SETICSF command or the ICSF
Multi-Purpose service (CSFMPS or CSFMPS6).

AUDITKEYUSGCKDS (TOKEN(YES or NO),LABEL(YES or NO),INTERVAL(n))
Provides a set of options that control auditing of events related to the usage of
symmetric CCA tokens. The audit logs are in the form of Type 82 SMF records.

TOKEN(YES or NO)
Controls usage auditing of CKDS tokens.

Value Indication

YES  Indicates ICSF should audit usage events related to CKDS tokens.
An SMF type 82 subtype 44 record is logged for each event.

NO  No usage auditing of CKDS tokens occurs.

LABEL(YES or NO)
Controls usage auditing of CKDS labels.

Value Indication

YES  Indicates ICSF should audit usage events related to CKDS labels.
An SMF type 82 subtype 44 record is logged for each event.

NO  No usage auditing of CKDS labels occurs.

INTERVAL (n)
Defines the time interval over which the audit records are aggregated.
Specify n as a decimal value in hours from 1 through 24.

If the AUDITKEYUSGCKDS option is not specified, the default is
AUDITKEYUSGCKDS(TOKEN(NO),LABEL(NO),INTERVAL(24)).

Note: An event that involves a token is considered to be any request that uses
a token as opposed to a label. This is true regardless of Key Store Policy
enablement.

For more information about the information contained in the audit record, see
Appendix B in [z/OS Cryptographic Services ICSF System Programmer’s Guide| for
the description for the subtype 44 record.

The auditing of key usage events can also be controlled via the SETICSF
operator command. See the description of the SETICSF command in
[Cryptographic Services ICSF System Programmer’s Guidel for more information.

Starting with ICSF FMID HCR77C0, the value for this option can be updated
without restarting ICSF by using either the SETICSF command or the ICSF
Multi-Purpose service (CSFMPS or CSEMPS6).

AUDITKEYUSGPKDS (TOKEN (YES or NO),LABEL(YES or NO),INTERVAL(n))
Provides a set of options that control auditing of events related to the usage of
asymmetric CCA tokens. The audit logs are in the form of Type 82 SMF
records.
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TOKEN(YES or NO)
Controls usage auditing of PKDS tokens.

Value Indication

YES  Indicates ICSF should audit usage events related to PKDS tokens.
An SMF type 82 subtype 45 record is logged for each event.

NO  No usage auditing of PKDS tokens occurs.

LABEL(YES or NO)
Controls usage auditing of PKDS labels.

Value Indication

YES  Indicates ICSF should audit usage events related to PKDS labels.
An SMF type 82 subtype 45 record is logged for each event.

NO  No usage auditing of PKDS labels occurs.

INTERVAL(n)
Defines the time interval over which the audit records are aggregated.
Specify n as a decimal value in hours from 1 through 24.

If the AUDITKEYUSGPKDS option is not specified, the default is
AUDITKEYUSGPKDS(TOKEN(NO),LABEL(NO),INTERVAL(24)).

Note: An event that involves a token is considered to be any request that uses
a token as opposed to a label. This is true regardless of Key Store Policy
enablement.

For more information about the information contained in the audit record, see
Appendix B in [z/0S Cryptographic Services ICSF System Programmer’s Guide| for
the description for the subtype 45 record.

The auditing of key usage events can also be controlled via the SETICSF
operator command. See the description of the SETICSF command in
[Cryptographic Services ICSF System Programmer’s Guidel for more information.

Starting with ICSF FMID HCR77CO0, the value for this option can be updated
without restarting ICSF by using either the SETICSF command or the ICSF
Multi-Purpose service (CSFMPS or CSEMPS6).

AUDITPKCS11USG(TOKENOBJ (YES or NO),SESSIONOBJ(YES or NO),NOKEY(YES or

NO) , INTERVAL (n))
Provides a set of options that control auditing of usage events related to PKCS
#11 services. The audit logs are in the form of Type 82 SMF records.

TOKEN(YES or NO)
Controls usage auditing of PKCS #11 token objects.

Value Indication

YES  Indicates ICSF should audit usage events related to PKCS #11
token objects. An SMF type 82 subtype 46 record is logged for each
event.

NO  No usage auditing of PKCS #11 token objects occurs.

SESSIONOBJ(YES or NO)
Controls usage auditing of PKCS #11 session objects.

Value Indication
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YES  Indicates ICSF should audit usage events related to PKCS #11
session objects. An SMF type 82 subtype 46 record is logged for
each event.

NO  No usage auditing of PKCS #11 session objects occurs.

NOKEY (YES or NO)
Controls usage auditing of PKCS #11 services that do not involve an object.

Value Indication

YES  Indicates ICSF should audit relevant usages that do not pertain to
a PKCS #11 object. Relevant usages include use of the PKCS #11
One-way hash, sign, or verify (CSFPPRF) and PKCS #11
Pseudo-random function (CSFPOWH) services. An SMF type 82
subtype 47 record is logged for each event.

NO  No usage auditing of PKCS #11 services that do not involve an
object occurs.

INTERVAL (n)
Defines the time interval over which the audit records are aggregated.
Specify n as a decimal value in hours from 1 through 24.

If the AUDITPKCS11USG option is not specified, the default is
AUDITPKCS11USG(TOKENOB]J(NO),SESSIONOBJ(NO), NOKEY(NO),
INTERVAL(24)).

For more information about the information contained in the audit record, see
Appendix B in [z/OS Cryptographic Services ICSF System Programmer’s Guide| for
the description for the subtypes 46 and 47 records.

The auditing of key usage events can also be controlled via the SETICSF
operator command. See the description of the SETICSF command in
[Cryptographic Services ICSF System Programmer’s Guide| for more information.

Starting with ICSF FMID HCR77CO0, the value for this option can be updated
without restarting ICSF by using either the SETICSF command or the ICSF
Multi-Purpose service (CSEMPS or CSFMPS6).

BEGIN(fmid)
Specifies that parameters following this BEGIN parameter are supported in
release fmid and later. There must be an END statement to complete the current
section. If not, an error message will be issued and ICSF will terminate.

There may be any number of BEGIN/END pairs in the data set, but they
cannot be nested within each other. A BEGIN must have a matching END
before another BEGIN can be specified.

If the release of ICSF you are running is at this release or later, the parameters
will be parsed and processed. If release of ICSF you are running is an earlier
release, the parameters will be ignored.

It recommended that when your systems are all running releases that support
newer parameters that the BEGIN/END pair be removed.

The following FMIDs are supported: HCR7740, HCR7750, HCR7751, HCR7770,
HCR7780, HCR7790, HCR77A0, HCR77A1, HCR77B0, HCR77B1, HCR77C0,
and HCR77C1.

Starting with ICSF FMID HCR77CO0, the value for this option can be updated
without restarting ICSF by using either the SETICSF command or the ICSF
Multi-Purpose service (CSEMPS or CSFMPS6).
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Here is an example of the usage of the BEGIN/END parameters.

parameters /* parameterd is supported by all releases */
BEGIN(HCR7751)

parameterl /* parameterl added in HCR7751 */

parameter3 /* parameter3 added in HCR7751 x/

END

BEGIN(HCR7770)

parameter?2 /* parameter2 added in HCR7770 x/

END

parameterb /* parameter5 is supported by all releases */

CHECKAUTH(YES or NO)

Indicates whether ICSF performs security access control checking of Supervisor
State or System Key callers. If you specify CHECKAUTH(YES), ICSF issues
RACROUTE calls to perform the security access control checking and the
results are logged in RACF SMF records that are cut by RACE. If you specify
CHECKAUTH(NO), the authorization checks against resources in the
CSFSERYV, CSFKEYS, and XCSFKEY classes are not performed.

If you do not specify the CHECKAUTH option, the default is
CHECKAUTH(NO).

If you configure CHECKAUTH(YES) in the ICSF options dataset, the Health
Checker address space user identity must be authorized to the CSFRKL profile
in class CSFSERV for the ICSFMIG7731_ICSF_RETAINED_RSAKEY migration
check to successfully execute. However, you have no action to take if you
choose not to run the migration check. If you configure CHECKAUTH(NO),
there is no requirement to authorize the Health Checker user identity for any
ICSF profiles or classes, since the check routine executes in supervisor state.
This is not an implementation consideration, but rather a check deployment or
activation time customer administration consideration.

Starting with ICSF FMID HCR77CO0, the value for this option can be updated
without restarting ICSF by using either the SETICSF command or the ICSF
Multi-Purpose service (CSEMPS or CSFMPS6).

CICSAUDIT(YES or NO)

Indicates whether ICSF logs CICS client identity information on SAF calls that
check the CICS address space access to the CSFSERV, CSFKEYS, and XCSFKEY
classes. CICSAUDIT(NO) is the default.

If you specify CICSAUDIT(YES), when a CICS transaction running on the
Quasi Reentrant (QR) task calls an ICSF service, ICSF subsequently calls a
CICS service to obtain the client identity information. This information is then
constructed into a log string, which is passed to the security product.

The following identity information is collected:

* Userid.

* X500 certificate information:

X500_IDN
The IDN string is truncated to 255 bytes if a longer value is present.

X500_SDN
The SDN string is truncated to 255 bytes if a longer value is present.
¢ Distributed Identity Data (IDID):
— IDID user name (in UTFE8 format).
— IDID user name format.

— Distributed registry name (in UTF8 format).
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CICSAUDIT(YES) should only be specified if you are collecting SMF type 80,
event code 2 (resource access) records.

By processing the resulting SMF log, you can determine which CICS users are
accessing which ICSF services and which keys are being used.

CKDSN(data-set-name)
Specifies the CKDS name the system uses to start ICSF. Whenever you restart
ICSE, the CKDS named in the CKDSN option becomes the active in-storage
CKDS. (At first-time startup, you should specify the name of an empty VSAM
data set you created to use as the CKDS.)

If you do not specify this keyword, you will not be able to use secure CCA
symmetric keys or use ICSF to manage CCA symmetric keys. ICSF must be
restarted in order to switch between having a CKDS and not having a CKDS.

See [“Steps to create the installation options data set” on page 25| for the data
set naming format requirements.

CKTAUTH(YES or NO)
This keyword is no longer supported, but is tolerated.

COMPAT(YES, NO, or COEXIST)
Indicates whether ICSF runs in compatibility mode, non-compatibility mode, or
coexistence mode with PCF.

YES Indicates compatibility mode.

In compatibility mode, you can run a PCF application on ICSF because
ICSF supports the PCF macros. You do not have to reassemble PCF
applications to do this. You cannot start PCF at the same time as ICSF
on the same operating system.

NO  Indicates non-compatibility mode. In noncompatibility mode, you run
PCF applications on PCF and ICSF applications on ICSE. You cannot
run PCF applications on ICSF because ICSF does not support the PCF
macros in this mode. PCF can be started at the same time as ICSF on
the same operating system. You can start ICSF and then start PCF, or
you can start PCF and then start ICSE.

You should use noncompatibility mode unless you are migrating from
PCF to ICSE.

COEXIST
Indicates coexistence mode.

In coexistence mode, you can run a PCF application on PCF, or you
can reassemble the PCF application to run on ICSE. To do this, you
reassemble the application against coexistence macros that are shipped
with ICSF. You can start PCF at the same time as ICSF on the same
operating system.

If you do not specify the COMPAT option, the default value is COMPAT(NO).
See [“Running PCF and z/OS ICSF on the same system” on page 235| for a
complete description of the COMPAT options.

When you initialize ICSF for the first time, noncompatibility mode must be
active. Therefore, at first-time startup, you must specify COMPAT(NO) or
allow the default to be used.

COMPENC (DES or CDMF)
This keyword is no longer supported, but is tolerated.

COMPLIANCEWARN (PCIHSM2016 (YES or NO or SAF))
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Indicates whether ICSF should generate compliance warning events for a
compliance mode. Compliance warning events can be used to help migrate an
application to a given compliance mode. Compliance warning events are
written in the form of SMF type 82 subtype 48 records. If you do not specify
the COMPLIANCEWARN option, the default is NO for all compliance modes.

PCIHSM2016 (YES or NO or SAF)
Controls warning events for the PCI-HSM 2016 compliance mode. If you
do not specify the PCIHSM2016 option, the default is NO.

Value Indication
YES  Generate compliance warning events for all applications.
NO No compliance warning events are generated.

SAF  Generate compliance warning events for applications which have
READ access to the CSECOMPLIANCEWARN.PCIHSM2016
profile in the XFACILIT SAF class.

For more information about the information contained in the SMF record, see
[Appendix B, “ICSF SMF records,” on page 363|for the description of the
subtype 48 record.

The generation of compliance warning events can also be controlled with the
SETICSEOPT REFRESH operator command. For more information, see
[‘SETICSE” on page 125

CTRACE (CTICSFxx)

Specifies the CTICSFxx ICSF CTRACE configuration data set to use from
PARMLIB. CTICSFOQO is the default ICSF CTRACE configuration data set that is
installed with ICSF FMID HCR77A1 and later releases. CTICSFO0 may be
copied to create new PARMLIB members using the naming convention of
CTICSFxx, where xx is a unique value specified by the user.

This parameter is optional. If the specified PARMLIB member is incorrect or
absent, ICSF CTRACE will attempt to use the default CTICSFO0 PARMLIB
member. If the CTICSFOO0 PARMLIB member is incorrect or absent, ICSF
CTRACE will perform tracing using an internal default set of trace options. By
default, ICSF CTRACE support will trace with the KdsIO, CardIO, and SysCall
filters using a 2M buffer. For more information refer to [“Creating an ICSH
[CTRACE configuration data set” on page 285.

DEFAULTWRAP (internal_wrapping_method,external_wrapping_method)

Specifies the default key wrapping for DES keys. Any token generated or
updated by a service will be wrapped using the specified method unless
overridden by rule array keyword or a skeleton token. The default wrapping
method for internal and external tokens is specified independently.

Valid values for internal_wrapping_method and external_wrapping_method are:

ORIGINAL
Specifies the original CCA token wrapping be used: ECB wrapping for
DES.

ENHANCED
Specifies the new X9.24 compliant CBC wrapping is used. The
enhanced wrapping method with SHA-1 is available on IBM
zEnterprise 196, IBM zEnterprise 114 and newer servers.

If the DEFAULTWRAP parameter is not specified, the default wrapping
method is ORIGINAL for both internal and external tokens.
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Note: Triple-length DES keys are always wrapped with the enhanced method
with SHA-256. The setting of this parameter has no effect on the wrapping of
triple-length DES keys except DATA keys with a zero control vector.

During initialization, ICSF changes the setting of the default wrapping method
for all CCA coprocessors to match the value that is specified by this parameter.

Notes:

* Starting with ICSF FMID HCR77CO0, the value for this option can be updated
without restarting ICSF by using either the SETICSF command or the ICSF
Multi-Purpose service (CSFMPS or CSEMPS6).

* Starting with ICSF FMID HCR77C1 on IBM z14 servers, the ENHANCED
wrapping method should be used if you are using PCI-HSM compliant
tagged keys.

DOMAIN(n)

Specifies the number of the domain that you want to use for this start of ICSE.
You can specify only one domain in the options data set. The domain value
must match the activation profile.

DOMAIN is an optional parameter. The DOMAIN parameter is only required
if more than one domain is specified as the usage domain on the PR/SM
panels. If specified in the options data set, it will be used and it must be one of
the usage domains for the LPAR.

If DOMAIN is not specified in the options data set, ICSF determines which
domains are available in this LPAR. If only one domain is defined for the
LPAR, ICSF will use it. If more than one is available, ICSF will issue error
message CSFM409E.

The cryptographic processors support multiple sets of master key registers,
which the specific domain values identify.

* The PCIXCC/CEX2C has master key registers for the DES-MK, AES-MK and
RSA-MK master keys. Each domain has a master key register for the current,
new, and old DES-MK, AES-MK and RSA-MK.

* CCA cryptographic coprocessors that are CEX3C or later have master key
registers for the DES-MK, AES-MK, RSA-MK, and ECC-MK master keys.
Each domain has a master key for the current, new, and old DES-MK,
AES-MK, RSA-MK, and ECC-MK.

* The PKCS #11 cryptographic coprocessors have master key registers for the
P11-MK master key. Each domain has a master key for the current and new
P11-MK.

Note: The domain number that ICSF uses has no meaning for regional
cryptographic servers. Regional cryptographic servers use the port number to
identify the master key register to use.

For more information about partitions and running different configurations, see
lz/OS Cryptographic Services ICSF Overview|

If you run ICSF in compatibility or coexistence mode, you cannot change the
domain number without re-IPLing the system. A re-IPL ensures that a program
does not access a cryptographic service with a key that is encrypted under a
different master key. If you are certain that no cryptographic applications are
still running, you can:

1. Stop CSF
2. Start CSF in COMPAT(NO) mode with a different domain number
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3. Stop CSF

4. Start CSF in compatibility or coexistence mode with a different domain
number.

Specifies the end of a section of parameters for the fmid from the
BEGIN(fmid). There must be a BEGIN(fmid) prior to the END. There must be
an END for each BEGIN(fmid). See the description for BEGIN for an example
of the usage of the BEGIN and END parameters.

Starting with ICSF FMID HCR77CO0, the value for this option can be updated
without restarting ICSF by using either the SETICSF command or the ICSF
Multi-Purpose service (CSEMPS or CSFMPS6).

EXIT(ICSF-name,load-module-name,FAIL(fail-option))

Indicates information about an installation exit.

The ICSF -name is the identifier for each exit. lists all the ICSF exit
names and explains when ICSF calls each exit. The load module name is the
name of the module that contains the exit. The name can be any valid name
your installation chooses.

Using the FAIL keyword of the EXIT statement, you specify the action ICSF,
the KGUP, or the PCF conversion program takes if the exit ends abnormally.
The fail action that you specify applies to subsequent calls of the exit. If an exit
ends abnormally, ICSF takes a system dump. The exit is protected with an
ESTAE or the ICSF service functional recovery routine (FRR).

In general, you can specify one of these values for a fail option:

NONE
No action is taken. The exit can be called again and will end abnormally
again.

EXIT
The exit is no longer available to be called again.

SERVICE
The service or program that called the exit is no longer available to be
called again.

ICSF
ICSF or the key generator utility program or the PCF conversion program
is ended, depending on the exit.

Some fail options are not valid for a specific exit. If you specify a fail option
that is not valid, ICSF uses the next valid fail option. For example, if SERVICE
is not a valid fail option for an exit, ICSF uses the EXIT option. EXIT is
responsible for logging in SMF the results of any authorization checks that are
made.

Table 3. Exit identifiers and exit invocations

Exit identifiers

Exit invocations

CSFAPG Gets control during the Authentication Parameter Generate callable service.
CSFCKC Gets control during the CVV key combine callable service.

CSFCKDS Gets control when a callable service retrieves an entry from the CKDS.
CSFCKI Gets control during the clear key import callable service.

CSFCKM Gets control during the multiple clear key import callable service.
CSFCONVX Gets control when you run the PCF CKDS conversion program.
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Table 3. Exit identifiers and exit invocations (continued)

Exit identifiers

Exit invocations

CSFCPA Gets control during the clear PIN generate alternate callable service.
CSFCPE Gets control during the clear PIN encrypt callable service.

CSFCSG Gets control during the VISA CVV service generate callable service.
CSFCSV Gets control during the VISA CVV service verify callable service.
CSFCTT2 Gets control during the cipher text translate2 service.

CSFCTT3 Gets control during the cipher text translate2 (with alet) service.
CSECVE Gets control during the cryptographic variable encipher callable service.
CSFCVT Gets control during the control vector translate callable service.
CSFDCM Gets control during the Derive ICC MK callable service.

CSFDCO Gets control during the decode callable service.

CSFDDK Gets control during the Diversify Directed Key callable service.
CSFDDPG Gets control during the DK Deterministic PIN Generate callable service.
CSFDEC Gets control during the decipher callable service.

CSFDEC1 Gets control during the decipher (with ALET) callable service.

CSFDKG Gets control during the diversified key generate callable service.
CSFDKG2 Gets control during the Diversified Key Generate2 callable service.
CSFDKX Gets control during the data key export callable service.

CSFDKM Gets control during the data key import callable service.

CSFDMP Gets control during the DK Migrate PIN callable service.

CSFDPC Gets control during the DK PIN Change callable service.

CSFDPCG Gets control during the DK PRW CMAC Generate callable service.
CSFDPMT Gets control during the DK PAN Modify in Transaction callable service.
CSFDPNU Gets control during the DK PRW Card Number Update callable service.
CSFDPT Gets control during the DK PAN Translate callable service.

CSFDRP Gets control during the DK Regenerate PRW callable service.

CSFDPV Gets control during the DK PIN Verify callable service.

CSFDRPG Gets control during the DK Random PIN Generate callable service.
CSFDSG Gets control during the digital signature generate service.

CSFDSK Gets control during the Derive Session Key callable service.

CSFDSV Gets control during the digital signature verify callable service.
CSFEAC Gets control during the EMV Transaction Service callable service.
CSFECO Gets control during the encode callable service.

CSFEDC Gets control during the compatibility service for the PCF CIPHER macro.
CSFEDH Gets control during the ECC Diffie-Hellman callable service.

CSFEMK Gets control during the compatibility service for the PCF EMK macro.
CSFENC Gets control during the encipher callable service.

CSFENC1 Gets control during the encipher (with ALET) callable service.

CSFEPG Gets control during the encrypted PIN generate callable service.
CSFESC Gets control during the EMV Scripting Service callable service.

CSFEVF Gets control during the EMV Verification Functions callable service.
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Table 3. Exit identifiers and exit invocations (continued)

Exit identifiers

Exit invocations

CSFEXIT1 Gets control after the operator issues the START command, but before processing
takes place.
Note: You must not specify an EXIT statement for the first mainline exit, CSFEXIT1.

CSFEXIT2 Gets control after ICSF reads and interprets the installation options data set.

CSFEXIT3 Gets control before ICSF completes initialization.

CSFEXIT4 Gets control after the operator issues the STOP command to stop ICSE.

CSFEXITS5 Gets control when the operator issues the MODIFY command to modify ICSF.

CSFFPED Gets control during the FPE decipher callable service.

CSFFPEE Gets control during the FPE encipher callable service.

CSFFPET Gets control during the FPE translate callable service.

CSFGIM Gets control during the Generate Issuer MK callable service.

CSFGKC Gets control during the compatibility service for the PCF GENKEY macro.

CSFHMG Gets control during the HMAC generate callable service.

CSFHMV Gets control during the HMAC Verify callable service.

CSFKDSL Gets control during the Key Data Set List callable service.

CSFKDMR Gets control during the Key Data Set Metadata Read callable service.

CSFKDMW Gets control during the Key Data Set Metadata Write callable service.

CSFKET Gets control during the Key Encryption Translate callable service.

CSFKEX Gets control during the key export callable service.

CSFKGN Gets control during the key generate callable service.

CSFKGN2 Gets control during the key generate2 callable service.

CSFKGUP Gets control during key generator utility program initialization, processing, and
termination.

CSFKIM Gets control during the key import callable service.

CSFKPI Gets control during the key part import callable service.

CSFKPI2 Gets control during the key part import2 callable service.

CSFKRC Gets control during the CKDS key record create callable service.

CSFKRC2 Gets control during the CKDS key record create2 callable service.

CSFKRD Gets control during the CKDS key record delete callable service.

CSFKRR Gets control during the CKDS key record read callable service.

CSFKRR2 Gets control during the CKDS key record read2 callable service.

CSFKRW Gets control during the CKDS key record write callable service.

CSFKRW2 Gets control during the CKDS key record write2 callable service.

CSFKTR Gets control during the key translate callable service.

CSFKTR2 Gets control during the key translate2 callable service.

CSFKYT Gets control during the key test callable service.

CSFKYT2 Gets control during the key test2 callable service.

CSFKYTX Gets control during the key test extended callable service.

CSFMDG Gets control during the MDC generate callable service.

CSFMDG1 Gets control during the MDC generate (with ALET) callable service.

CSFMGN Gets control during the MAC generate callable service.
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Table 3. Exit identifiers and exit invocations (continued)

Exit identifiers

Exit invocations

CSFMGN1 Gets control during the MAC generate (with ALET) callable service.

CSFMGN2 Gets control during the MAC Generate2 callable service.

CSFMGN3 Gets control during the MAC Generate3 callable service.

CSFMPS Gets control during the ICSF Multi-Purpose Service.

CSFMVR Gets control during the MAC verify callable service.

CSFMVR1 Gets control during the MAC verify (with ALET) callable service.

CSFMVR2 Gets control during the MAC Verify?2 callable service.

CSFMVR3 Gets control during the MAC Verify3 callable service.

CSFPGN Gets control during the Clear PIN generate callable service.

CSFPRR2 Gets control during the PKDS Key Record Read?2 callable service.

CSFPTR Gets control during the encrypted PIN translate callable service.

CSFPTR2 Gets control during the Encrypted PIN Translate2 callable service.

CSFPTRE Gets control during the Encrypted PIN Translate Enhanced callable service.

CSFPVR Gets control during the encrypted PIN verify callable service.

CSFRTC Gets control during the compatibility service for the PCF RETKEY macro.

CSFSKM Gets control during the multiple secure key import callable service.

CSFSRRW Gets control when an access to a single record in the CKDS is made using the key
entry hardware.

CSFOWH Gets control during the one-way hash generate callable service.

CSFOWH1 Gets control during the one-way hash generate (with ALET) callable service.

CSFPCI Gets control during the PCI interface callable service.

CSFPCU Gets contol during the PIN Change/Unblock callable service

CSFPEX Gets control during the prohibit export callable service.

CSFPEXX Gets control during the prohibit export extended callable service.

CSFPFO Gets control during the Recover PIN From Offset callable service.

CSFPIC Gets control during the Public Infrastructure Certificate callable service.

CSFPKD Gets control during the PKA decrypt callable service.

CSFPKE Gets control during the PKA encrypt callable service.

CSFPKG Gets control during the PKA key generate callable service.

CSFPKI Gets control during the PKA key import callable service.

CSFPKT Gets control during the PKA key translate callable service.

CSFPKTC Gets control during the PKA key token change callable service.

CSFPKRC Gets control during the PKDS key record create callable service.

CSFPKRD Gets control during the PKDS key record delete callable service.

CSFPKRR Gets control during the PKDS key record read callable service.

CSFPKRW Gets control during the PKDS key record write callable service.

CSFPKX Gets control during the PKA Public Key Extract callable service.

CSFRKA Gets control during the restrict key attribute callable service.

CSFRKD Gets control during the retained key delete callable service.

CSFRKL Gets control during the retained key list callable service.
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Table 3. Exit identifiers and exit invocations (continued)

Exit identifiers Exit invocations

CSFRKX Gets control during the remote key export callable service.

CSFRNG Gets control during the random number generate callable service.
CSFRNGL Gets control during the random number generate long callable service.
CSFSBC Gets control during the SET block compose callable service.

CSFSBD Gets control during the SET block decompose callable service.

CSFSKI Gets control during the secure key import callable service.

CSFSKI2 Gets control during the secure key import2 callable service.

CSFSKY Gets control during the secure messaging for keys callable service.
CSFSMG Gets control during the symmetric MAC generate callable service.
CSFSMG1 Gets control during the symmetric MAC generate (with ALET) callable service.
CSFSMV Gets control during the symmetric MAC verify callable service.
CSFSMV1 Gets control during the symmetric MAC verify (with ALET) callable service.
CSFSPN Gets control during the secure messaging for PINs callable service.
CSFSXD Gets control during the Symmetric Key Export with Data callable service.
CSFSYG Gets control during the symmetric key generate callable service.

CSFSYI Gets control during the symmetric key import callable service.

CSFSYI12 Gets control during the symmetric key import2 callable service.

CSFSYX Gets control during the symmetric key export callable service.

CSFT311 Gets control during the TR-31 import callable service.

CSFT31X Gets control during the TR-31 export callable service.

CSFTBC Gets control during the trusted block create callable service.

CSFTRV Gets control during the transaction validation callable service

CSFUKD Gets control during the Unique Key Derive callable service

See [Chapter 5, “Installation exits,” on page 167 for a detailed description of
each ICSF exit, including the valid fail options.

Note: z/OS no longer ships IBM-supplied security exit routines; the security
exit points remain. Users of z/OS should use Security Server (RACF) or an
equivalent product to obtain access checking of services and keys. ICSF no
longer needs these exit routines.

FIPSMODE(YES, FAIL(fail-option) or COMPAT, FAIL(fail-option) or
NO,FAIL(fail-option))

Indicates whether z/OS PKCS #11 services must run in compliance with the
Federal Information Processing Standard Security Requirements for
Cryptographic Modules, referred to as FIPS 140-2. FIPS 140-2, published by the
National Institute of Standards and Technology (NIST), is a standard that
defines rules and restrictions for how cryptographic modules should protect
sensitive or valuable information. The standard is available at |SecuriR/E|

Requirements For Cryptographic Modules (nvlpubs.nist.gov/nistpubs/FIPS /|

INIST.FIPS.140-2.pdf)|

By configuring z/OS PKCS #11 services to operate in compliance with FIPS
140-2 specifications, installations or individual applications can use the z/OS
PKCS #11 services in a way that allows only the cryptographic algorithms
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(including key sizes) approved by the standard, and restricts access to the
algorithms that are not approved. For more information, see [z/OS Cryptographic|

[Services ICSF Writing PKCS #11 Applications|

YES

Indicates that the z/OS PKCS #11 services will operate in FIPS standard
mode. Any application using the PKCS #11 services will be forced to
use those services in a FIPS-compliant manner. Applications will not
have access to the algorithms or key sizes not approved by FIPS 140-2.
In addition, ICSF initialization will test that it is running on an IBM Z®
model type, and a version and release of z/OS, that supports FIPS. If
so, then ICSF will perform a series of cryptographic known answer
tests as required by the FIPS 140-2 standard. If any of these
initialization tests should fail, the action the ICSF initialization process
takes will depend on the fail-option specified.

The fail-option is either YES or NO and indicates the action that the
ICSF initialization process should take if any of the initialization tests
should fail.

YES  Indicates ICSF is to terminate abnormally if there is a failure in
any of the tests performed.

NO  Indicates ICSF initialization processing is to continue even if
there is a failure in any of the tests performed. However, PKCS
#11 support will be limited or nonexistent depending on the
test that failed:

 If ICSF is running on an IBM Z model type or with a version
of z/OS that does not support FIPS, most FIPS processing is
bypassed. PKCS #11 callable services will be available, but
ICSF will not adhere to FIPS 140 restrictions. Requests to
generate or use a key with CKA_IBM_FIPS140=TRUE or
those requests that explicitly ask for FIPS processing will
result in a failure return code.

¢ If a known answer test failed, all ICSF PKCS #11 callable
services will be unavailable.

COMPAT

Indicates that the z/OS PKCS #11 services will operate in FIPS
compatibility mode. This mode is intended for installations where only
certain z/OS PKCS #11 applications must comply with the FIPS 140-2
standard, while other applications do not. In this mode, the PKCS #11
services can be further configured so that the applications that do not
need to comply with the FIPS 140-2 standard are not restricted from
using any of the PKCS #11 algorithms, while applications that must
comply with the standard are restricted from using the non-approved
algorithms. By default, the COMPAT option will have the same effect
as the YES option, and all applications using the PKCS #11 services
will be forced to use those services in a FIPS-compliant manner.
However, additional specifications can be made:

* at the PKCS #11 token and application level, by creating
FIPSEXEMPT.token-label resource profiles in the CRYPTOZ class. A
FIPSEXEMPT.token-label resource exists for each token. User IDs with
READ access authority to a FIPSEXEMPT.token-label are exempt from
FIPS compliance, while user IDs with access authority NONE can
only use the PKCS #11 services in a FIPS-compliant manner.

 within applications themselves for individual keys. When an
application creates a key, the application can specify that the key
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must be used in a FIPS 140-2 compliant fashion. The application can
specify this by setting the Boolean key attribute CKA_IBM_FIPS140
to TRUE.

When the COMPAT option is specified, ICSF initialization will test that
it is running on an IBM Z model type, and a version and release of
z/0S, that supports FIPS. If so, then ICSF will perform a series of
cryptographic known answer tests as required by the FIPS 140-2
standard. If any of these initialization tests should fail, the action the
ICSF initialization process takes will depend on the fail-option specified.

The fail-option is either YES or NO and indicates the action that the
ICSF initialization process should take if any of the initialization tests
should fail.

YES  Indicates ICSF is to terminate abnormally if there is a failure in
any of the tests performed.

NO Indicates ICSF initialization processing is to continue even if
there is a failure in any of the tests performed. However, PKCS
#11 support will be limited or nonexistent depending on the
test that failed:

 If ICSF is running on an IBM Z model type or with a version
of z/OS that does not support FIPS, most FIPS processing is
bypassed. PKCS #11 callable services will be available, but
ICSF will not adhere to FIPS 140 restrictions. Requests to
generate or use a key with CKA_IBM_FIPS140=TRUE or
those requests that explicitly ask for FIPS processing will
result in a failure return code.

¢ If a known answer test failed, all ICSF PKCS #11 callable
services will be unavailable.

NO  Indicates that ICSF should operate in FIPS no enforcement mode, also
known as FIPS on-demand mode. Applications may request strict
adherence to FIPS 140 restrictions when requesting ICSF services.
However, applications not requesting FIPS processing are not required
to adhere to FIPS 140 restrictions. FIPSEXEMPT.token-label profiles, if
they exist in the CRYPTOZ class, will not be examined. If ICSF is
running on an IBM Z model type that does not support FIPS, requests
to generate or use a key with CKA_IBM_FIPS140=TRUE or those
requests that explicitly ask for FIPS processing will result in a failure
return code.

ICSF initialization will test that it is running on an IBM Z model type
and version/release of z/OS that supports FIPS. If so, ICSF
initialization will also perform a series of cryptographic known answer
self tests. Should a test fail, the action ICSF initialization takes is
dependent on the fail option.

The fail-option is either YES or NO and indicates the action that the
ICSF initialization process should take if any of the initialization tests
should fail.

YES  Indicates ICSF is to terminate abnormally if there is a failure in
any of the tests performed.

NO Indicates ICSF initialization processing is to continue even if
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there is a failure in any of the tests performed. However, PKCS
#11 support will be limited or nonexistent depending on the
test that failed:

 If ICSF is running on an IBM Z model type or with a version
of z/OS that does not support FIPS, most FIPS processing is
bypassed. PKCS #11 callable services will be available, but
ICSF will not adhere to FIPS 140 restrictions. Requests to
generate or use a key with CKA_IBM_FIPS140=TRUE or
those requests that explicitly ask for FIPS processing will
result in a failure return code.

¢ If a known answer test failed, all ICSF PKCS #11 callable
services will be unavailable.

If the FIPSMODE option is not specified, the default is IPSMODE(NO,
FAIL(NO)).

Starting with ICSF FMID HCR77CO0, the value for this option can be updated
without restarting ICSF by using either the SETICSF command or the ICSF
Multi-Purpose service (CSEMPS or CSFMPS6).

HDRDATE (YES or NO)
This keyword is no longer supported, but is tolerated.

KDSREFDAYS (n)
Specifies, in days, how often a record should be written for a reference
date/time change. A key is referenced when it is used to perform a
cryptographic operation. If a key is referenced ICSF will check the date and
time the key was referenced previous to the current reference. If the number of
days between the current date and time and the date and time the key was last
referenced is greater than or equal to the number of days specified in the
KDSREFDAYS installation option then the key reference date/time in the KDS
will be updated to the current date and time. Otherwise the reference
date/time will remain the same. Note, in this context days are 24 hour periods
not necessarily beginning or ending at midnight.

For example: If KDSREFDAYS(7) was specified and a key was referenced on
Monday, January 1st at 8 AM, and the reference date/time for the key was
updated at that time, then any key reference before Monday, January 8th at 8
AM (7 days) will not update the reference date/time in the key record. If the
key is referenced again at 7:50 AM on Monday, January 8th, the reference
date/time for the key in the KDS will remain January 1st at 8 AM because
fewer than seven days have passed. The reference date/time will not be
updated until the next time the key is used again Monday, January 8th at 8
AM or after.

KDSREFDAYS applies to all KDS that are in the format that supports key
reference tracking. In an environment of mixed KDS formats, where some
support reference date tracking and some do not (for example, the CKDS
supports reference date tracking, but the PKDS does not) key references will
not be tracked for keys in a KDS does not support it, regardless on the value
of KDSREFDAYS, until that KDS is updated to the new format. In a SYSPLEX,
all systems must be started with the same value of KDSREFDAYS to ensure
proper tracking of reference date/times.

KDSREFDAYS(0) means that ICSF will not keep track of key reference dates.
The default is KDSREFDAYS(1). The maximum value allowed is
KDSREFDAYS(30).
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Note: Updates to records using the Key Generator Utility Program (KGUP) are
not subject to the value specified in the KDSREFDAYS option. All updates
made via KGUP will update the reference date/time if the CKDS is in a format
that supports reference date tracking (KDSR).

Starting with ICSF FMID HCR77CO0, the value for this option can be updated
without restarting ICSF by using either the SETICSF command or the ICSF
Multi-Purpose service (CSEMPS or CSFMPS6).

KEYARCHMSG (YES or NO)

Controls whether a joblog message is issued when an application successfully
references a key data set record that has been archived. The message is only
issued for the first successful reference of a record. The results of the service
request is not affected by this control. The default is NO.

Value Indication

YES  ICSF issues a message the first time an archived record is referenced by
an application.

NO  ICSF does not issue a message when an archived record is referenced
by an application.

Starting with ICSF FMID HCR77C0, the value for this option can be updated
without restarting ICSF by using either the SETICSF command or the ICSF
Multi-Purpose service (CSEMPS or CSFMPS6).

KEYAUTH(YES or NO)

This keyword is no longer supported, but is tolerated.

MASTERKCVLEN(2 or 3 or 4 or 5 or 6 or ALL)

Defines the number of hexadecimal digits to display on the ICSF Coprocessor
Hardware Status panel (CSFCMP40) for the verification and hash patterns for
the master keys. The patterns are also referred to as key check values. When an
integer value is specified, that number of digits will be displayed. When ALL
is specified, all the digits will be displayed.

The default is ALL.

This option can be used for compliance with the ISO11568 standard for the
display of the key check values for master keys.

Note: This option has no affect on the output of the DISPLAY ICSEMKS
command.

Starting with ICSF FMID HCR77C0, the value for this option can be updated
without restarting ICSF by using either the SETICSF command or the ICSF
Multi-Purpose service (CSFMPS or CSEMPS6).

MAXLEN (n)

Defines the maximum length of characters in a text string, including any
necessary padding, for some callable service requests. For example, this option
defines the maximum length of the text the encipher service encrypts for each
call. Specify n as a decimal value from 1024 through 2147483647. If you do not
specify the MAXLEN option, the default value is MAXLEN(65535).

The MAXLEN parameter may still be specified in the options data set, but only
the maximum value limit will be enforced (2147483647). If a value greater than
this is specified, an error will result and ICSF will not start.

Note: MAXLEN is no longer displayed on the Installation Option Display
panel.
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MAXSESSOBJECTS (n)
Defines the maximum number of PKCS #11 session objects and states an
unauthorized (problem state, non-system key) application may own at any one
time. Specify n as a decimal value from 1024 through 2147483647. If you do not
specify the MAXSESSOBJECTS option, the default value is
MAXSESSOBJECTS(65535).

Starting with ICSF FMID HCR77CO0, the value for this option can be updated
without restarting ICSF by using either the SETICSF command or the ICSF
Multi-Purpose service (CSEMPS or CSFMPS6).

PKDSCACHE
This keyword is no longer supported, but is tolerated.

PKDSN (data-set-name)
Specifies the PKDS name the system uses to start ICSFE. Whenever you restart
ICSE, the PKDS named in the PKDSN option becomes the active PKDS. (At
first-time startup, you should specify the name of an empty VSAM data set
you created to use as the PKDS.)

If you do not specify this keyword, you will not be able to use secure CCA
asymmetric keys or use ICSF to manage CCA asymmetric keys. ICSF must be
restarted in order to switch between having a PKDS and not having a PKDS.

See |“Steps to create the installation options data set” on page 25| for the data
set naming format requirements.

REASONCODES (ICSF or TSS)
Specifies which set of reason codes are to be returned from callable services. If
you do not specify the REASONCODES option, the default of
REASONCODES(ICSF) is used. If you specify REASONCODES(TSS), reason
codes used by the IBM 4765 PCle, IBM 4767 PCle, and IBM 4764 PCI-X
cryptographic coprocessors will be returned. If there is a 1-to-1 mapping, the
codes will be converted.

If you specified REASONCODES(ICSF) and your service was processed on a
CCA coprocessor, a cryptographic coprocessor reason code may be returned if
there is no corresponding ICSF reason code.

REMOTEDEVICE (index-number, ip-addr-or-hostname, port-number,

number-sockets)
Specifies the connection information for a remote regional cryptographic server
device that ICSF is to use for regional cryptographic server requests. There
may be up to 16 of these entries.

Notes:

* Each regional cryptographic server (as identified by ip-addr-or-hostname and
port-number) must be configured identically regarding master keys and other
settings. An incorrect master key value will cause the connection to not be
used.

 For use of standalone, network-attached regional cryptographic servers, IBM
zEnterprise EC12 or later hardware is required as well as servers running
z/0S V1R13 or later and ICSF FMID HCR77B1 or later.

* For use of Linux LPAR regional cryptographic servers, IBM z13 or later
hardware is required as well as servers running z/OS V1R13 or later and
ICSF FMID HCR77B1 or later.

The options are as follows:

Chapter 2. Installation, initialization, and customization 55



56

index-number

Specify a number between 1 and 16, inclusive. Each operational
REMOTEDEVICE must have a unique number. For indexes that are
repeated, ICSF will only save the last one specified. Additionally, if remote
devices are shared between sysplex members, it is strongly recommended
that the same index number is used for each member. This simplifies
remote device management using the SETICSF operator command.

ip-addr-or-hostname

Specify either the dotted-decimal Internet protocol (IP) version 4 address or
the hostname of the remote device. Each ip-addr-or-hostname must locate a
single device with fixed serial number. Reverse proxy arrangements where
one ip-addr-or-hostname is backed by multiple devices (with different serial
numbers) is not supported. The opposite arrangement (one serial number
assigned to multiple ip-addr-or-hostnames) is supported, but not
recommended.

Notes:
* Internet protocol (IP) version 6 is not supported.

* Hostnames are not case-sensitive and are stored and displayed by ICSF
in lowercase.

* For long hostnames, the REMOTEDEVICE entry may be split at any
comma to span multiple physical records. For example:

REMOTEDEVICE(5,some.very.long.hostname.company.com,
6901,8)

port-number

Specify the port number to be used in conjunction with the IP address or
hostname when connecting.

Note: No two ICSF instances may share the same port on a regional
cryptographic server. Additionally, it is expected that different workloads
(for example, ICSF instances using different token data sets) sharing a
regional cryptographic server would use different master keys (RCS-MKs)
and that the required RCS-MK for the TKDS would be assigned on a per
port basis.

number-sockets

Specify the maximum number of sockets ICSF is to open for connections
with the remote device. This is a value between 1 and 8, inclusive.
Multiple sockets are required in order for ICSF to process multiple
simultaneous requests. Consult the remote device's documentation to
determine this value. There is an ICSF limit of 8 sockets per server or port.
If you desire more than 8 socket connections to a single server, define
multiple REMOTEDEVICE entries for the server, assigning a unique port
number for each entry. Make sure the same master key is defined for each
port that will be connected to systems sharing the same TKDS.

RNGCACHE (YES or NO)
Indicates whether ICSF should maintain a cache of random numbers to be
used by services that require them. When YES is specified for this option, a
noticeable performance improvement may be realized by workloads requesting
a significant amount of random data.

If you do not specify the RNGCACHE option, the default value is
RNGCACHE(YES).

Value Indication
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YES ICSF maintains a random number cache.
NO ICSF does not maintain a random number cache.

Starting with ICSF FMID HCR77C0, the value for this option can be updated
without restarting ICSF by using either the SETICSF command or the ICSF
Multi-Purpose service (CSFMPS or CSEMPS6).

SERVICE (service-number,load-module-name, FAIL(fail-option))
Indicates information about an installation-defined service.

ICSF allows an installation to define its own service similar to an ICSF callable
service. The service-number specifies a number that identifies the service to
ICSE. The valid service numbers are 1 through 32767, inclusive. This set of
service numbers is valid for both installation-defined services and UDX
services. The service number of an installation-defined service must not be the
same as the service number of a UDX service. The load-module-name is the
name of the module that contains the service. During ICSF startup, ICSF loads
this module and binds it to the service-number you specified.

The fail-option is YES or NO, indicating the action ICSF should take if loading
the service ends abnormally.

YES
Specifies that ICSF ends abnormally if your service cannot be loaded.

NO Specifies that ICSF continues to start if your service cannot be loaded.
If the service itself ends abnormally, ICSF does not end, but takes a system

dump instead. The ICSF service functional recovery routine (FRR) protects the
service.

See |Chapter 6, “Installation-defined Callable Services,” on page 221 for a
description of how to write and run an installation-defined callable service.

SSM(YES or NO)
Specifies whether or not an installation can enable special secure mode (SSM)
while running ICSF. SSM lowers the security of your system to let you enter
clear keys and generate clear PINs. You must enable SSM for KGUP to permit
generation or entry of clear keys and to enable the secure key import, secure
key import2, multiple secure key import, or clear pin generate callable services.

YES  Indicates that you can enable the SSM.
NO  Indicates that you cannot enable the SSM.
If you do not specify the SSM option, the default value is SSM(NO).

The SSM option can be changed from NO to YES while ICSF is running by
defining the CSESSM.ENABLE SAF profile within the XFACILIT resource
class. To revert to your startup option, delete the CSE.SSM.ENABLE profile.
The XFACILIT class must be refreshed after each change for it to take effect.

Note: When using the SAF profiles to set the SSM, all ICSF instances sharing
the SAF database will be affected.

Starting with ICSF FMID HCR77CO0, the value for this option can be updated
without restarting ICSF by using either the SETICSF command or the ICSF
Multi-Purpose service (CSFMPS or CSEMPS6).

When the CSESSM.ENABLE SAF profile is defined within the XFACILIT
resource class, attempts to update the SSM option using either the SETICSF
command or the ICSF Multi-Purpose service (CSFMPS or CSFMPS6) will be
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ignored. The SSM option value will be saved and used should the
CSESSM.ENABLE SAF profile ever be deleted.

STATS(valuel[,...,value3])
Enables usage tracking for various cryptographic statistics. Keywords may be
combined to track multiple statistics.

ENG Enables usage tracking of cryptographic engines. Supports Crypto
Express cards, regional cryptographic servers, CPACE, and software.

SRV  Enables usage tracking of cryptographic services. Supports ICSF
callable services and UDXes only.

ALG Enables usage tracking of cryptographic algorithms. Supports
cryptographic algorithms that are referenced in cryptographic
operations. Limited support for key generation, key derivation, and
key import.

For more information on the cryptographic utilization statistics monitoring, see
[z/0S Cryptographic Services ICSF Administrator’s Guide

STATSFILTERS (value)
Filters the criteria that is used to aggregate crypto usage statistics when STATS
is enabled. Excluding this option means that ICSF uses all available criteria
(that is, HOME job id, HOME job name, SECONDARY job name, HOME user
id, task level user id, and ASID) to aggregate the crypto usage statistics.

NOTKUSERID
Excludes the task level user id from the stats aggregation criteria.
Enable this option in environments that have a high volume of
operations that are running under task level user ids. This option
reduces the number of SMF records written.

For more information on the cryptographic utilization statistics monitoring, see
[z/OS Cryptographic Services ICSF Administrator’s Guide

SYSPLEXCKDS (YES or NO,FAIL(fail-option))

SYSPLEXCKDS(YES,FAIL(fail-option))
ICSF will join the ICSF sysplex group SYSICSF and this system will
participate in sysplex-wide consistency for CKDS data.

SYSPLEXCKDS(YES,FAIL(YES))
Indicates ICSF initialization will end abnormally if the ICSF
cross-system services environment cannot be established
during ICSF initialization due to a failure creating the CKDS
latch set or a failure to join the ICSF sysplex group.

SYSPLEXCKDS(YES,FAIL(NO))
Indicates ICSF initialization processing will continue even if the
request to join the ICSF sysplex group fails. The system will
not be notified of updates to the CKDS by other members of
the ICSF sysplex group. A value of either FAIL(YES) or
FAIL(NO) will be ignored with SYSPLEXCKDS(NO,...).

SYSPLEXCKDS(NO,FAIL(fail-option))
CKDS update processing proceeds as it does today (i.e. no
Cross-System Services task will be initialized, nor will any XCF
signalling be performed when an update to a CKDS record occurs).

If you do not specify the SYSPLEXCKDS option, the default value is
SYSPLEXCKDS(NO,FAIL(NO)).
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SYSPLEXPKDS (YES or NO,FAIL(fail-option))
ICSF will join the ICSF sysplex group SYSICSF and this system will participate
in sysplex-wide consistency for PKDS data.

SYSPLEXPKDS(YES,FAIL(fail-option))
ICSF will join the ICSF sysplex group SYSICSFP and this system will
participate in sysplex-wide consistency for PKDS data.

SYSPLEXPKDS(YES,FAIL(YES))
Indicates ICSF initialization will fail to join the sysplex if the
ICSF cross-system services environment cannot be established
during ICSF initialization due to a failure creating the PKDS
latch set or a failure to join the ICSF sysplex group.

SYSPLEXPKDS(YES,FAIL(NO))
Indicates ICSF initialization processing will continue even if the
request to join the ICSF sysplex group fails. The system will
not be notified of updates to the PKDS by other members of
the ICSF sysplex group. A value of either FAIL(YES) or
FAIL(NO) will be ignored with SYSPLEXPKDS(NO,...).

SYSPLEXPKDS(NO,FAIL(fail-option))
PKDS update processing proceeds without trying to join the ICSF
sysplex group.

If you do not specify the SYSPLEXPKDS option, the default value is
SYSPLEXPKDS(NO,FAIL(NO)).

SYSPLEXTKDS (YES or NO,FAIL(fail-option))

ICSF will join the ICSF sysplex group SYSICSF and this system will participate
in sysplex-wide consistency for TKDS data.

Note: TKDSN needs to be specified for this to work. See TKDSN(data-set-
name).

SYSPLEXTKDS(NO,FAIL(fail-option))
Indicates no XCF signalling will be performed when an update to a
TKDS record occurs.

SYSPLEXTKDS(YES, FAIL(fail-option))
Indicates the system will be notified of updates made to the TKDS by

other members of the sysplex who have also specified
SYSPLEXTKDS(YES,FAIL(fail-option)).

SYSPLEXTKDS(YES,FAIL(YES))
Indicates ICSF will terminate abnormally if there is a failure
creating the TKDS latch set.

SYSPLEXTKDS(YES,FAIL(NO))
Indicates ICSF initialization processing will continue even if the
request to join the ICSF sysplex group fails. This system will
not be notified of updates to the TKDS by other members of
the ICSF sysplex group.

If you do not specify the SYSPLEXTKDS option, the default value is
SYSPLEXTKDS(NO,FAIL(NO)) is the default.

TKDSN (data-set-name)
The name of an existing TKDS or an empty VSAM data set to be used as the
TKDS. To enable applications to create and use persistent PKCS #11 tokens and
objects that use the PKCS #11 services, this option must be specified.
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See [“Steps to create the installation options data set” on page 25| for the data
set naming format requirements.

TRACEENTRY (n)

This keyword is no longer supported, but is tolerated.

UDX (UDX-1id, service-number,1oad-module-name, ' comment_text',FAIL(fail-
option))

ICSF allows the development of User Defined Extensions for the coprocessors.
The UDX-id is supplied to the installation when the UDX is developed. The
service-number specifies a number that identifies the service to ICSE. The valid
service numbers are 1 to 32767, inclusive. This set of service numbers is valid
for both installation-defined services and UDX services. The service number of
a UDX service must not be the same as the service number of an
installation-defined service. The load-module-name is the name of the module
that contains this service. During ICSF startup, ICSF loads this module and
binds it to the service-number that was specified. A comment may be specified.
The positional parameter is required. The comment consists of up to 40
EBCDIC characters, and may include imbedded blank characters. The comment
text is enclosed by single quotes. If no comment text is desired, two contiguous
single quotes should be specified.

The fail-option is YES or NO, indicating the action ICSF should take if loading
the service ends abnormally. If the service itself ends abnormally, ICSF does
not end, but takes a system dump instead.

YES
Specifies that ICSF ends abnormally if your service cannot be loaded.

NO Specifies that ICSF continues to start if your service cannot be loaded.

The User Defined Extension (UDX) is responsible for logging in SMF the
results of any authorization checks that were made.

USERPARM(value)

Specifies an 8-byte field for installation use. The Installation Option Display
panel displays this value, which is stored in the Cryptographic Communication
Vector Table (CCVT) in the CCVT_USERPARM field. An application program
or installation exit can examine this field and use it to set system environment
information. The default is eight blanks.

Starting with ICSF FMID HCR77C0, the value for this option can be updated
without restarting ICSF by using either the SETICSF command or the ICSF
Multi-Purpose service (CSEMPS or CSFMPS6).

WAITLIST(data_set_name)

This optional parameter can be used if you have ICSF with CICS installed. It
specifies a customer modifiable data set will be used to determine names of
the services to be placed into the ICSF CICS Wait List. A sample data set is
provided by ICSF via member CSFWTLO1 of SYS1.SAMPLIB. The sample data
set contains the same entries as the default ICSF CICS Wait List (i.e., the data
set contains the names of all ICSF callable services which, by default, will be
driven through the CICS TRUE). Non-CICS customers will not need to specify
the WAITLIST keyword. The WAITLIST option should be added to the
Installation Options data set under these conditions.

* CICS customers who do not want to make use of CICS TRUE must either
not enable the TRUE or must specify a WAITLIST keyword and point to an
empty wait list data set (or specify WAITLIST(DUMMY)) in the Installation
Options data set.
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* CICS customers who wish to modify the ICSF default CICS Wait List should
modify the sample Wait List data set supplied in member CSFWTLO1 of
SYS1.SAMPLIB. The WAITLIST keyword in the Installation Options Data Set
should be set to point to this modified data set.

To ensure maximum performance, any existing CICS applications which invoke
any of the ICSF services in the Wait List that were linked with ICSF stubs prior
to HCR7770 should be re-linked with the current ICSF stubs. For additional
information on the CICS Attachment Facility, see|[Appendix C, “CICS-ICSH
[Attachment Facility,” on page 411/

Starting with ICSF FMID HCR77CO0, the value for this option can be updated
without restarting ICSF by using either the SETICSF command or the ICSF
Multi-Purpose service (CSEMPS or CSFEMPS6).

Improving CKDS performance
To improve the performance of CKDS operations during KGUP runs, use the Batch
Local Shared Resource (BLSR) with Deferred Write for all KGUP runs. See z/0S in

IBM Knowledge Center (www.ibm.com/support/knowledgecenter/SSLTBW /|
welcome)| for more information.

Dispatching priority of ICSF

To avoid performance problems, the dispatching priority of ICSF should be set at
least as high as that of the highest task using ICSE.

Creating ICSF exits and generic services

You need not code any exits or generic services before using ICSF productively.

Developing callable service exits and generic services requires skill in assembler
programming in a cross memory environment. To help with testing, the system
programmer might want to use the WTO macro with the LINKAGE=BRANCH
keyword to issue console messages while in cross-memory mode. (See
fexits” on page 171| for more information.)
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Chapter 3. Migration

This topic describes migration considerations.

Your plan for migrating to the new level of ICSF should include information from
a variety of sources. These sources of information describe topics such as
coexistence, service, hardware and software requirements, installation and
migration procedures, and interface changes.

Attention: Although you are migrating to a new release, you should review the
information in [Chapter 2, “Installation, initialization, and customization,” on page]
especially review customization steps that may have changed since your last
migration.

If this migration also includes a hardware upgrade be sure to have your Master
Keys available. Once Migration is complete, the Master Keys may need to be
loaded and set. Review |Chapter 2, “Installation, initialization, and customization,”|

for information on setting Master Keys.

An IPL is required when installing a new release of ICSF (it is possible for ICSF
control blocks like the DACC and CCVT to persist in storage across an ICSF
restart).

Consult these documents for information on migration and installation:
z/0S Migration

This publication describes the migration tasks for z/OS at a system and
element level.

This publication, which is supplied with your product order, provides
information about installing your z/OS system. In addition to specific
information about ICSF, this publication contains information about all of the
z/0OS elements. Consult the z/OS Migration publication for the release of z/OS
running on your system.

z/0S Planning for Installation

This publication describes the installation requirements for z/OS at a system
and element level. It includes hardware, software, and service requirements for
both the driving and target systems. It also describes any coexistence
considerations and actions.

Program Directory for Cryptographic Support for z/0S V2Rl - z/0S V2R3

This publication describes the program installation and maintenance
requirements. It contains information about the material and procedures
associated with the installation of ICSF.

The publications can be obtained from:

* The|[Resource Link home page (www.ibm.com/servers/resourcelink)| (Select
Publications and then select the release that you are interested in under ICSF
Publications by FMID.)

+ IBM|[z/OS downloads (www.ibm.com/systems/z/o0s/zos/downloads)| for
Cryptographic Support for z/OS V2R1 - z/OS V2R3.

ServerPac Installing Your Order
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This is the order-customized, installation publication for using the ServerPac
Installation method. Be sure to review 'Appendix A. Product Information’,
which describes data sets supplied, jobs or procedures that have been
completed for you, and product status. IBM may have run jobs or made
updates to PARMLIB or other system control data sets. These updates could
affect your migration.

Terminology

This topic describes some terms you may need to know as you use this
publication.

Migration
Activities that relate to the installation of a new version or release of a
program to replace a previous level. Completion of these activities ensures
that the applications and resources on your system will function correctly
at the new level.

Coexistence
Two or more systems at different levels (for example, software, service or
operational levels) that share resources. Coexistence includes the ability of
a system to respond in these ways to a new function that was introduced
on another system with which it shares resources: ignore a new function,
terminate gracefully, support a new function. These are examples of
multisystem configurations in which resource sharing can occur:

* A single system running multiple LPARs

* A single processor that is time-sliced to run different levels of the system
(for example, during different times of the day)

* Two or more systems running separate processors

+ A Parallel Sysplex configuration (also includes a basic sysplex)

Migrating from earlier software releases

These topics describe common activities and considerations that should be
considered when you migrate from an earlier release of ICSF to FMID HCR77C1.

Actions to perform before installing ICSF FMID HCR77CO

This topic describes migration actions that you can perform on your current (old)
system. You do not need the ICSF FMID HCR77CO0 level of code to make these
changes, and the changes do not require the ICSF FMID HCR77C0 level of code to
run once they are made.

Note: You may have already performed these migration actions if you previously
migrated to ICSF FMIDs HCR77A1, HCR77B0, or HCR77B1.

ICSF: Detect any coprocessor that will not become active when
ICSF FMID HCR77A1 or later is started

Description

For ICSF FMIDS HCR7780, HCR7790, and HCR77A0, the activation procedure was
designed to maximize the number of active coprocessors by selecting the set of
master keys that are available on the majority of coprocessors. A DES master key is
no longer required in order for a coprocessor to become active. Instead, any one of
four master keys — the DES master key, the AES master key, the RSA master key
(which in earlier releases was called the asymmetric master key), or the ECC
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master key — is enough for a coprocessor to become active. However, because the
goal is to select the combination of master keys that will maximize the number of
active coprocessors, if a certain master key is not set on all the same coprocessors,
that master key support will not be available.

Starting with FMID HCR77A1, the activation procedure now uses the master key
verification patterns (MKVP) in the header record of the CKDS and PKDS to
determine which coprocessors become active. If the MKVP of a master key is in the
CKDS or PKDS, that master key must be loaded and the verification pattern of the
current master key register must match the MKVP in the CKDS or PKDS. If all of
the MKVPs in the CKDS and PKDS match the current master key registers, the
coprocessor will become active. Otherwise, the status is master keys incorrect. This
applies to all master keys that the coprocessor supports. When there is a MKVP in
the CKDS or PKDS and the coprocessor does not support that master key, it is
ignored. When a MKVP is not in the CKDS or PKDS, the master key is ignored.

If there are no MKVPs in the CKDS and PKDS, the coprocessor will be active. If
the CKDS is initialized without any MKVPs, the CKDS cannot be used on a system
that has cryptographic features installed.

provides more details about this migration action. Use this information to
plan your changes to the system.

Table 4. Information about this migration action

Element or feature: Cryptographic Services

When change was introduced: Cryptographic Support for z/OS V1R13 -
z/0S V2R1 web deliverable (FMID
HCR77A1), which installs on z/OS V1R13 or
z/0OS V2R1.

Applies to migration from: z/0S V2R1 and z/0S V1R13, both without
the Cryptographic Support for z/OS V1R13 -
z/0S V2R1 web deliverable (FMID
HCR77A1) or a later ICSF web deliverable

installed.

Timing: Before installing FMID HCR77A1 or later
ICSF FMIDs.

Is the migration action required? Yes, if migrating from an ICSF FMID older

than HCR77A1 to ICSF FMID HCR77A1 or
later and if you are affected by the change in
the way master keys are processed to
determine which coprocessors become active.

Target system hardware requirements: None.
Target system software requirements: None.
Other system (coexistence or fallback) None.
requirements:

Restrictions: None.
System impacts: None.
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Table 4. Information about this migration action (continued)

Related IBM Health Checker for z/OS check: Use check
ICSEMIG77A1_COPROCESSOR_ACTIVE to
determine which coprocessors will not
become active when Cryptographic Support
for z/OS V1R13 - z/OS V2R1 Web
Deliverable (FMID HCR77A1) is started. This
check is delivered in APAR OA42011
available for ICSF FMIDs HCR7770,
HCR7780, HCR7790 and HCR77AO0.

Steps to take

Run the migration check ICSFMIG77A1_COPROCESSOR_ACTIVE to find any
coprocessors that will not become active when you start ICSF FMID HCR77A1 or a
later ICSF web deliverable.

Reference information

For more information, see the following reference:
* For information about IBM Health Checker, see [BM Health Checker for z/OS|

ICSF: Detect TKDS objects that are too large for the new KDSR
record format in ICSF FMID HCR77A1 or later
Description

In ICSF FMID HCR77A1, ICSF added a common key data set record format for
CCA key tokens and PKCS #11 tokens and objects. This new record format adds
new fields for key utilization and metadata. Because of the size of the new fields,
some existing PKCS #11 objects in the TKDS might cause ICSF to fail. If you do not
have a Token Data Set (TKDS) with PKDS #11 objects in it, there is no need to run
this check.

The problem exists for TKDS object records with large objects. The User data field
in the existing record will cause the TKDS not be to loaded if the object size is
greater that 32,520 bytes. The TKDSREC_LEN field in the record has the size of the
object. If the User data field is not empty and the size of the object is greater than
32,520 bytes, the TKDS cannot be loaded.

Note that ICSF does not provide any interface to modify the User data field in the
TKDS object record. A field can be created using IDCAMS. Check the contents of
the User data field and determine if the information in the field is valuable. If you
want to preserve the data, consider how the information can be stored other than
in the object record. The field can only be modified by editing the record. For
information about the TKDS object record, see [“Token data set (TKDS) format” on|
page 258 The IBM Health Checker migration check, ICSFMIG77A1_TKDS_OBJECT
detects any TKDS object that is too large to allow the TKDS is read into storage
during ICSF initialization starting with ICSF FMID HCR77A1. This migration check
is available for ICSF FMIDs HCR7770, HR7780, HCR7790, and HCR77A0 through
APAR OA42011

[Table 5 on page 67] provides more details about this migration action. Use this
information to plan your changes to the system.
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Table 5. Information about this migration action

Element or feature:

Cryptographic Services

When change was introduced:

Cryptographic Support for z/OS VIR13 -
z/0S V2R1 web deliverable (FMID
HCR77A1), which installs on z/OS VI1R12,
z/0S VIR13 or z/OS V2R1.

Applies to migration from:

z/0OS V2R1 and z/OS V1R13, both without
the Cryptographic Support for z/OS V1R13 -
z/0S V2R1 web deliverable (FMID
HCR77A1) installed.

Timing:

Before installing FMID HCR77A1 or later
ICSF FMIDs.

Is the migration action required?

Yes, if migrating from an ICSF FMID older
than HCR77A1 to ICSF FMID HCR77A1 or
later and if you affected by the record format
changes.

Target system hardware requirements: None.
Target system software requirements: None.
Other system (coexistence or fallback) None.
requirements:

Restrictions: None.
System impacts: None.

Related IBM Health Checker for z/OS check:

Use the IBM Health Checker migration check
ICSFMIG77A1_TKDS_OBJECT to detect any
TKDS object with a value in the User data
field that is too large to preserve in the User
data field of the new format record. This
migration check is available for FMIDs
HCR7770, HR7780, HCR7790, and HCR77A0
through APAR OA42011.

Steps to take

Run the migration check ICSFMIG77A1_TKDS_OBJECT to detect if TKDS objects
are too large for the new record format in FMID HCR77A1.

Note: ICSF does not provide any interface to modify the User data field in the
TKDS object record. A flat file can be created using IDCAMS. Check the contents of
the User data field and determine if the information in the field is valuable. If you
want to preserve the data, consider how the information can be stored other than
in the object record. The field can only be modified by editing the record. For
information about the TKDS object record, see [“Token data set (TKDS) format” on|

Reference information

For more information, see the following references:
« For information about the TKDS object record, see [“Token data set (TKDS)|

[format” on page 258 |

* For information about IBM Health Checker, see [[BM Health Checker for z/OS|
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Actions to perform before the first start of ICSF FMID
HCR77CO0

This topic describes migration actions that you can perform after you have
installed ICSF FMID HCR77C0, but before the first time you start it. These actions
might require the ICSF FMID HCR77CO0 level of code to be installed, but does not
require it to be started.

Note: You may have already performed these migration actions if you previously
migrated to ICSF FMIDs HCR77A1, HCR77B0, or HCR77B1.

ICSF: Deprecated parameters in installation options data set
Description

The ICSF installation options data set parameters COMPENC and PKDSCACHE
were deprecated in FMID HCR7751, parameters CKTAUTH, KEYAUTH, and
TRACEENTRY were deprecated in FMID HCR77A1, and parameter HDRDATE
was deprecated in FMID HCR77B1.

Table 6. Information about this migration action

Element or feature: Cryptographic Services.

When change was introduced: ICSF FMID HCR77B1.

Applies to migration from: All ICSF FMIDs prior to FMID HCR77B1.

Timing: Before the first start of FMID HCR77B1 or
later ICSF FMIDs.

Is the migration action required? Yes.

Target system hardware requirements: None.

Target system software requirements: None.

Other system (coexistence or fallback) None.

requirements:

Restrictions: None.

System impacts: None.

Related IBM Health Checker for z/OS check: None.

Steps to take

Edit the ICSF installation options data set and remove all the deprecated
parameters.

Note: ICSF will start with the deprecated parameters in the ICSF installation
options data set, but the parameters are ignored and message CSFO0212 is issued

for each deprecated parameter.

Reference information

For more information, see [‘Customizing ICSF after the first start” on page 36|
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ICSF: Determine if applications using hash services have
archived hashes of long data
Description

Due to service introduced by APAR OA43937, new Hash Method Rule keywords
for the ICSF One-Way Hash Generate (CSNBOWH or CSNBOWHI1 and
CSNEOWH or CSNEOWH1) and PKCS11 One-Way Hash Services (CSFPOWH and
CSFPOWHS6) will support generation of legacy hash values for verification of
archived hash values generated from pre-OA43937 releases of ICSF FMIDs
HCR?7770 through HCR77A1.

Note: This correction of hashing function does not apply to the case where the
sum of the length of hashed text over a series of chained calls exceeds 256
megabytes (or 512, as described further in this topic), but no single invocation
supplies an input fext_length that exceeds 256 (or 512) megabytes. Correct hashes
are created when no single invocation of the callable services exceeds the described
limit prior to (and after) application of the PTFs for OA43937.

Applications that wish to verify archived hash values created by pre-OA43937
FMID HCR7770 through FMID HCR77A1 releases of ICSF callable services
One-Way Hash Generate and PKCS11 One-Way Hash may need to invoke these
callable services with new rule array keywords that support the creation of legacy
hash values. The hash generated using the new rule array keywords must be used
to verify the archived hash values.

The ICSF Callable Services One-Way Hash Generate and PKCS11 One-Way Hash,
sign, or verify have corrected the way they create hash values when the length of
the text on a single invocation of one of these services supplies an input text_length
that equals or exceeds 256 megabytes (512 megabytes on z990/z890 or later
hardware on FMID HCR7770). The hashing services are corrected with the
application of the PTFs for OA43937.

provides more details about this migration action. Use this information to
plan your changes to the system.

Table 7. Information about this migration action

Element or feature: Cryptographic Services.

When change was introduced: PTFs for OA43937, which are applicable to:
ICSF FMIDs HCR7770 - HCR77A1 (z/OS
VIR12 - z/OS V2R1).

Applies to migration from: ICSF FMIDs HCR7770 - HCR77A1, without
the PTF for OA43937.
Timing: Before the first start of FMID HCR77A1 or

later ICSF FMIDs.

Is the migration action required? Yes, if migrating from an ICSF FMID older
than HCR77A1 to ICSF FMID HCR77A1 or
later and if you have archived hash values
created before the installation of the PTFs for
OA43937 which meet the length restrictions
described here.

Target system hardware requirements: None.
Target system software requirements: None.
Other system (coexistence or fallback) None.
requirements:
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Table 7. Information about this migration action (continued)

Restrictions: None.

System impacts: If you do not use the legacy rule array
keywords for affected applications, then the
application may fail to verify the legacy
hashes/signatures.

Related IBM Health Checker for z/OS check: None.

Steps to take

Follow these steps:

1. Identify if your application needs to verify archived hash values created by
either of the ICSF callable service One-Way Hash Generate (CSNBOWH or
CSNBOWH1 and CSNEOWH or CSNEOWHT1) or PKCS11 One-Way Hash
(CSFPOWH and CSFPOWHS6) on releases pre-OA43937 at FMID HCR7770
through FMID HCR77A1. (See the ICSF Application Programmer's Guide
documentation changes in this APAR for new ICSF callable service keywords
that support the creation of hashes for the verification of archived hash values
and the input text length requirements.)

2. If your application has these archived hash values and intends to verify them,
then invocations of ICSF callable services One-Way Hash Generate, PKCS11
One-Way Hash, sign, or verify that create hashes for verification of the archived
hash values may need to be updated to use the new legacy rule array
keywords (ONLY if those archived hash values were created with input text
length exceeding the limits described).

Reference information

For more information, see [z/OS Cryptographic Services ICSF Application Programmer’s|

[Guide].

Actions to perform after the first start of ICSF FMID HCR77CO

This topic describes migration actions that you can perform only after you have
started ICSF FMID HCR77C0. You need ICSF FMID HCR77CO0 started to perform
these actions.

Note: You may have already performed these migration actions if you previously
migrated to ICSF FMIDs HCR77A1, HCR77B0, or HCR77B1.

ICSF: Accommodate the TRACEENTRY option deprecation
Description

In ICSF FMID HCR77A1 and later, option TRACEENTRY has been deprecated and
ICSF CTRACE support has been enhanced to support configurable ICSF CTRACE
options from PARMLIB. A default CTICSFO0 PARMLIB member is installed in
SYS1.PARMLIB. The CTICSFOO PARMLIB member provides default component
trace values for ICSFE. By default, ICSF CTRACE support will trace with the KdslO,
CardIO, and SysCall filters using a 2M buffer. Configurable options are commented
out within this PARMLIB member to provide examples of how to turn them on.

[Table 8 on page 71| provides more details about this migration action. Use this
information to plan your changes to the system.
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Table 8. Information about this migration action

Element or feature:

Cryptographic Services

When change was introduced:

Cryptographic Support for z/OS VIR13 -
z/0S V2R1 web deliverable (FMID
HCR77A1), which installs only on z/OS
V1R13 or z/OS V2R1.

Applies to migration from:

z/0OS V2R1 and z/0S V1R13 without the
Cryptographic Support for z/OS VIR13 -
z/0S V2R1 web deliverable (FMID
HCR77A1). Note that when the
Cryptographic Support for z/OS VIR13 -
z/0OS V2R1 Web deliverable (FMID
HCR77A1) or later is not installed, this
migration item is not applicable.

Timing:

After the first start of ICSF FMID HCR77BO0.

Is the migration action required?

Yes, if you have installed the Cryptographic
Support for z/OS VIR13 - z/OS V2R1 web
deliverable (FMID HCR77A1) or later to
handle TKDS with PKDS #11 objects for the
new format in FMID HCR77A1 or later.

Target system hardware requirements: None.
Target system software requirements: None.
Other system (coexistence or fallback) None.
requirements:

Restrictions: None.

System impacts:

If the TRACEENTRY option is specified it
will be ignored and will produce message
CSFO0212 at startup; processing continues.

Related IBM Health Checker for z/OS check: None.

Steps to take

You can code the new CTRACE option within a BEGIN(HCR77A1) END option
pair in a options data set shared between multiple releases of ICSF.

* If you share the installation options data set between FMID HCR77A1 and
pre-FMID HCR77A1 systems, you can continue to supply the TRACEENTRY
option at the lower-level systems as it is ignored, and processing will continue

on the FMID HCR77A1 systems.

* If your installation cannot tolerate the CSFO0212 message that is issued at
startup, you need to use different installation option data sets. Note that new

CTRACE options will be in effect:

— Review the default CTRACE options to ensure that they are satisfactory for

your system.

— Make any necessary changes. Use the CTICSFO0 PARMLIB to create
customized ICSF CTRACE Configuration Data Sets in PARMLIB. You can use
the new CTRACE option to specify the customized ICSF CTRACE
Configuration Data Set in the ICSF Options Data Set.

For example, you can specify CTRACE(CTICSFxx), where xx is any two
characters that were used when copying the default CTICSFO0 parmlib

member.
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Component tracing is active when ICSF starts using the trace options defined
in the CTICSFxx PARMLIB member, where 00 is the default. If the CTICSF00
PARMLIB member is incorrect or missing, ICSF CTRACE performs tracing
using an internal default set of trace options. The operator can specify trace
options individually on the TRACE CT command or specify the name of a
CTICSFxx PARMLIB member containing the desired trace options. Using a
PARMLIB member on the TRACE CT command can help minimize operator
intervention and avoid syntax or keystroke errors

Reference information

For more information, see the following references:
* [z/0OS Cryptographic Services ICSF Administrator’s Guide]
* For IBM Health Checker, see [[BM Health Checker for z/OS User’s Guidel

Callable services

The following table summarizes the new and changed callable services for ICSF
FMID HCR77C1. For complete reference information on these callable services, see

[z/OS Cryptographic Services ICSF Application Programmer’s Guidel

Table 9. Summary of new and changed ICSF callable services

Callable service FMID Description

Authentication Parameter HCR77C1 Changed: Support compliant-tagged key tokens.

Generate

Ciphertext Translate2 HCR77C1 Changed: Support compliant-tagged key tokens.

Clear PIN Encrypt HCR77C1 Changed: Support compliant-tagged key tokens.

Clear PIN Generate HCR77C1 Changed: Support compliant-tagged key tokens.

Clear PIN Generate HCR77C1 Changed: Support compliant-tagged key tokens.

Alternate

Control Vector Generate HCR77C1 Changed: New rule array keywords in support of triple-length DES
OA55184 keys.

Control Vector Generate HCR77C1 Changed: Generate control vector with the compliant-tag bit on.

Cryptographic Usage HCR77C1 New: Track cryptographic usage external to the ICSF address space.

Statistic

Decipher HCR77C1 Changed: Support compliant-tagged key tokens.

Derive ICC MK HCR77C1 Changed: Derive compliant-tagged key tokens.

Derive Session Key HCR77C1 Changed: Derive compliant-tagged key tokens.

Digital Signature Verify HCR77C1 Changed: Allow signature verification using an X.509 digital

certificate.

Diversified Key Generate HCR77C1 Changed: Generate compliant-tagged key tokens.

Diversify Directed Key HCR77C1 New: DK PIN support for diversified keys.
OAb55184

EMYV Scripting Service HCR77C1 Changed: Support compliant-tagged key tokens.

EMYV Transaction HCR77C1 Changed: Support compliant-tagged key tokens.

(ARQC/ARPC) Service

EMYV Verification Functions HCR77C1 Changed: Support compliant-tagged key tokens.

Encipher HCR77C1 Changed: Support compliant-tagged key tokens.

Encrypted PIN Generate HCR77C1 Changed: Support compliant-tagged key tokens.

Encrypted PIN Translate HCR77C1 Changed: Support compliant-tagged key tokens.
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Table 9. Summary of new and changed ICSF callable services (continued)

Callable service FMID Description
Encrypted PIN Translate2 =~ HCR77C1 New: Same as Encrypted PIN Translate with support for I0S-4 PIN
OA55184 blocks.
Encrypted PIN Translate HCR77C1 Changed: Support compliant-tagged key tokens.
Enhanced
Encrypted PIN Verify HCR77C1 Changed: Support compliant-tagged key tokens.
Field Level Decipher HCR77C1 Changed: Version 05 AES CIPHER key tokens allowed.
Field Level Encipher HCR77C1 Changed: Version 05 AES CIPHER key tokens allowed.
FPE Decipher HCR77C1 Changed: Support compliant-tagged key tokens.
FPE Encipher HCR77C1 Changed: Support compliant-tagged key tokens.
FPE Translate HCR77C1 Changed: Support compliant-tagged key tokens.
Generate Issuer MK HCR77C1 Changed: Generate compliant-tagged key token.
ICSF Query Facility HCR77C1 Changed: Retrieve compliance data for a CCA coprocessor.
ICSF Query Facility2 HCR77C1 Changed: Retrieve CCA compliance information for the system.
Key Export HCR77C1 Changed: Support compliant-tagged key tokens.
Key Generate HCR77C1 Changed: Generate compliant-tagged key tokens.
Key Import HCR77C1 Changed: Support compliant-tagged key tokens.
Key Part Import HCR77C1 Changed: New rule array keywords in support of triple-length DES
OA55184 keys.
Key Record Read?2 HCR77C1 Changed: Returns protected key for version 05 AES CIPHER key
tokens.
Key Test HCR77C1 Changed: New rule array keyword in support of triple-length
OA55184 encrypted DES keys.
Key Test HCR77C1 Changed: Support compliant-tagged key tokens.
Key Test2 HCR77C1 Changed: New rule array keyword in support of triple-length
OA55184 encrypted DES keys.
Key Test2 HCR77C1 Changed:
* Calculate a 3-byte or 5-byte CMACZERO verification pattern for
DES keys.
* Support compliant-tagged key tokens.
Key Test Extended HCR77C1 Changed: New rule array keyword in support of triple-length
OA55184 encrypted DES keys.
Key Test Extended HCR77C1 Changed: Support compliant-tagged key tokens.
Key Token Build HCR77C1 Changed: New rule array keyword in support of triple-length DES
OA55184 keys.
Key Token Build2 HCR77C1 Changed: Support for new AES key attributes and KDKGENKY
OA55184 key type.
Key Translate HCR77C1 Changed: Support compliant-tagged key tokens.
Key Translate2 HCR77C1 Changed: Support compliant-tagged key tokens.
Key Token Build HCR77C1 Changed: Generate compliant-tagged key token skeleton.
Key Token Build2 HCR77C1 Changed: Build version 05 key tokens that can be exported to
CPACEF protected key format.
MAC Generate HCR77C1 Changed: Support compliant-tagged key tokens.
MAC Verify HCR77C1 Changed: Support compliant-tagged key tokens.

Chapter 3. Migration 73



Table 9. Summary of new and changed ICSF callable services (continued)

Callable service FMID Description

PIN Change/Unblock HCR77C1 Changed: Support compliant-tagged key tokens.

Prohibit Export HCR77C1 Changed: Support compliant-tagged key tokens.

Prohibit Export Extended =~ HCR77C1 Changed: Support compliant-tagged key tokens.

Public Infrastructure HCR77C1 New: Create a certificate signing request.

Certificate

Recover PIN from Offset HCR77C1 Changed: Support compliant-tagged key tokens.

Restrict Key Attribute HCR77C1 Changed: Support compliant-tagged key tokens.

Secure Messaging for PINs HCR77C1 Changed: Support compliant-tagged key tokens.

Symmetric Key Decipher HCR77C1 Changed: Version 05 AES CIPHER key tokens allowed.

Symmetric Key Encipher HCR77C1 Changed: Version 05 AES CIPHER key tokens allowed.

TR-31 Export HCR77C1 Changed: Support for ISO-20038 AES key blocks and AES

OA55184 key-encrypting keys.
TR-31 Export HCR77C1 Changed: Support compliant-tagged key tokens.
TR-31 Import HCR77C1 Changed: Support for ISO-20038 AES key blocks and AES
OA55184 key-encrypting keys

TR-31 Import HCR77C1 Changed: Support compliant-tagged key tokens.

Transaction Validation HCR77C1 Changed: Support compliant-tagged key tokens.

Unique Key Derive HCR77C1 Changed: Derive compliant-tagged key tokens.

VISA CVV Service Generate HCR77C1 Changed: Support compliant-tagged key tokens.

VISA CVV Service Verify HCR77C1 Changed: Support compliant-tagged key tokens.

Digital Signature Generate = HCR77C0 Changed: Support for RSA-PSS digital signature scheme.

Digital Signature Verify HCR77C0 Changed: Support for RSA-PSS digital signature scheme.

Key Data Set List HCR77C0 Changed: New option to list unsupported CCA key in CKDS and
PKDS.

PKA Key Generate HCR77C0 Changed: Support for additional RSA public exponent values.

PKA Key Token Build HCR77CO0 Changed: Support for additional RSA public exponent values.
Support for RSA-PSS digital signature scheme.

PKA Key Translate HCR77CO0 Changed: Support for RSA-PSS digital signature scheme.

ECC Diffie-Hellman HCR77B1 Changed: Support for new derivation algorithm.

Encrypted PIN Translate HCR77B1 New: Reformat a PIN block where the PAN data is encrypted Visa

Enhanced Data Secure Platform (Visa DSP) processing.

Key Encryption Translate HCR77B1 New: Change the method of encryption of DES key material.

Key Test2 HCR77B1 Changed: Support new key check value algorithm based on CMAC
for DES and AES.

PKA Key Token Build HCR77B1 Changed: Support for key derivation section for EC private keys
added.

Symmetric Key Decipher HCR77B1 Changed: Support Galois/Counter Mode for AES.

Symmetric Key Decipher HCR77B1 Changed: Support Galois/Counter Mode for AES.

Field Level Decipher HCR77B0 New: Decrypt data base fields, preserving the format of the fields
using the VISA Format Preserving Encryption algorithm.

Field Level Encipher HCR77B0 New: Encrypt data base fields, preserving the format of the fields

using the VISA Format Preserving Encryption algorithm.

74  z/0S ICSF System Programmer's Guide



Table 9. Summary of new and changed ICSF callable services (continued)

Callable service FMID Description

FPE Decipher HCR77B0 New: Decrypt payment card data using Visa Data Secure Platform
(Visa DSP) processing.

FPE Encipher HCR77B0 New: Encrypt payment card data using Visa Data Secure Platform
(Visa DSP) processing.

FPE Translate HCR77B0 New: Translate payment card data from encryption under one key

to encryption under another key using Visa Data Secure Platform
(Visa DSP) processing.

ICSF Multi-Purpose Service HCR77B0

New: Validate the keys in the active CKDS or PKDS.

Key Data Set List HCR77B0 New: Generate a list of labels or handles that match a label filter
and metadata search criteria in an active key data set.

Key Data Set Metadata HCR77B0 New: Read metadata for a record in an active key data set.

Read

Key Data Set Metadata HCR77B0 New: Add, delete, and change metadata for a list of records in an

Write active key data set.

PKCS #11 One-way hash HCR77B0
generate

Changed: Legacy hash rules added.

PKCS11 One-way hash, HCR77B0
sign, or verify

Changed: Legacy hash rules added.

Authentication Parameter HCR77A1
Generate

New: Generate an authentication parameter (AP) and return it
encrypted under a supplied encrypting key.

ICSF Query Facility 2 HCR77A1

New: Provides information on the cryptographic environment as
currently known by ICSE.

Recover PIN From Offset HCR77A1

New: Calculate an encrypted customer-entered PIN from a PIN
generating key, account information, and an offset, returning the
PIN properly formatted and encrypted under a PIN encryption key.

Symmetric Key Export with HCR77A1
Data

New: Export a symmetric key encrypted using an RSA key, inserted
in a PKCS#1 block type 2, with some extra data supplied by the
application.

Cipher Text Translate2 HCR77A0
and

Cipher Text Translate2

with alet

New: Translates the user-supplied ciphertext from one key to
another key.

Control Vector Generate HCR77A0

Changed:
 Support CIPHERXI, CIPHERXL, and CIPHERXO key types.
* Support DOUBLE-O rule_array keyword.

Derive ICC MK HCR77A0 New: This service generates an ICC master key from an issuer
master key.
Derive Session Key HCR77A0 New: Use this callable service to derive a session key from either

an issuer master key or an ICC master key.

Diversified Key Generate2 =~ HCR77A0

New: Derive keys using a key-generating key.

DK Deterministic PIN HCR77A0 New: Generate a PIN using a secret key.

Generate

DK Migrate PIN HCR77A0 New: Generate a PIN reference value (PRW) for an existing I0S-1
PIN block.

DK PAN Translate HCR77A0 New: Modify the PAN of an account while keeping the same PIN.

DK PIN Change HCR77A0 New: Allow a customer to select a personal PIN.

DK PIN Verify HCR77A0 New: Verify an ISO-1 PIN.
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Table 9. Summary of new and changed ICSF callable services (continued)

Callable service FMID Description

DK PAN Modify in HCR77A0 New: This service is used to obtain a new PIN reference value

Transaction (PRW) for an existing PIN when the account information changed.

DK PRW Card Number HCR77A0 New: Generate a PIN reference value (PRW) when a replacement

Update card is being issued.

DK PRW CMAC Generate HCR77A0 New: Generate a message authentication code (MAC) over specific
values that are involved in an account number change transaction.

DK Random PIN Generate HCR77A0 New: Generate a random PIN and PIN reference value.

DK Regenerate PRW HCR77A0 New: Generate a new PIN reference value for a changed account
number.

ECC Diffie-Hellman HCR77A0 Changed:

* Support CIPHERXI, CIPHERXL, and CIPHERXO key types.
* Support creation of DES keys with guaranteed unique key
halves.

EMV Scripting Service HCR77A0 New: This service simplifies EMV Scripting.

EMYV Transaction Service HCR77A0 New: This service simplifies EMV Authorization Request
Cryptogram (ARQC) and Authorization Response Cryptogram
(ARPC) transaction processing.

EMYV Verification Functions HCR77A0 New: This service provides additional functions that are used by
MasterCard for their EMV cards in addition to application
cryptograms and scripting.

Generate Issuer MK HCR77A0 New: This callable service helps with the initial steps of EMV setup
by generating and storing the issuer master keys.

Key Export HCR77A0 Changed: Support CIPHERXI, CIPHERXL, and CIPHERXO key
types.

Key Generate HCR77A0 Changed:

* Generate DES DATAC, DATAM, and CIPHER keys as a single
key in key forms OP, IM, and EX.

* Support CIPHERXI, CIPHERXL, and CIPHERXO key types.

* Support DOUBLE-O key_length.

Key Generate2 HCR77A0 Changed:

* Support generating AES DKYGENKY, MAC, PINCALC,
PINPROT, and PINPRW keys for DK AES PIN services.

* Support generating AES CIPHER keys for use in Cipher Text
Translate2 callable service.

Key Import HCR77A0 Changed: Support CIPHERXI, CIPHERXL, and CIPHERXO key
types.

Key Part Import2 HCR77A0 Changed: Support AES DKYGENKY, MAC, PINCALC, PINPROT,
and PINPRW keys for DK AES PIN services.

Key Test2 HCR77A0 Changed: Support AES DKYGENKY, MAC, PINCALC, PINPROT,
and PINPRW keys for DK AES PIN services.

Key Token Build HCR77A0 Changed:

* Support CIPHERXI, CIPHERXL, and CIPHERXO key types.
* Support DOUBLE-O rule_array keyword.
Key Token Build2 HCR77A0 Changed:

* Support generating AES DKYGENKY, MAC, PINCALC,
PINPROT, and PINPRW key tokens.

* Support C-XLATE keyword for AES CIPHER key type.
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Table 9. Summary of new and changed ICSF callable services (continued)

Callable service FMID Description

Key Translate2 HCR77A0 Changed: Support changing variable-length key tokens with
variable-length payloads to fixed-length payloads.

ICSF Query Facility HCR77A0 Changed: Retrieve weak PIN table from coprocessor.

MAC Generate2 HCR77A0 New: Generate a MAC using AES or HMAC keys.

MAC Verify2 HCR77A0 New: Verify a MAC using AES or HMAC keys.

Multiple Secure Key Import HCR77A0 Changed: Support CIPHERXI, CIPHERXL, and CIPHERXO key
types

PKA Decrypt HCR77A0 Changed: Support formatting data as RSA-OAEP block and both
SHA-1 and SHA-256 hashing.

PKA Encrypt HCR77A0 Changed: Support formatting data as RSA-OAEP block and both
SHA-1 and SHA-256 hashing.

PKA Key Generate HCR77A0 Changed: Support generating RSA keys that can be wrapped by
AES keys.

PKA Key Import HCR77A0 Changed: Support importing RSA keys that are wrapped by an
AES key-encrypting key.

PKA Key Token Build HCR77A0 Changed: Support building RSA-AESC and RSA-AESM skeleton
tokens.

PKA Key Token Change HCR77A0 Changed: Support reenciphering RSA keys wrapped by an ECC
master key.

PKA Key Translate HCR77A0 Changed: Support translating the object protection key (OPK) in an
RSA private key token from a DES key to an AES key.

PKCS #11 Private Key HCR77A0 New: Decrypt data using a clear private key structure.

Structure Decrypt

PKCS #11 Private Key HCR77A0 New: Sign data using a clear private key structure.

Structure Sign

PKCS #11 Public Key HCR77A0 New: Encrypt data using a public key structure.

Structure Encrypt

PKCS #11 Public Key HCR77A0 New: Verify a signature using a public key structure.

Structure Verify

Restrict Key Attribute HCR77A0 Changed:
* Support AES DKYGENKY, MAC, PINCALC, PINPROT, and

PINPRW keys for DK AES PIN services.

* Support C-XLATE rule_array keyword for AES CIPHER keys.
* Support DOUBLE-O rule_array keyword for DES keys.

Secure Key Import HCR77A0 Changed: Support CIPHERXI, CIPHERXL, and CIPHERXO key
types.

Secure Key Import2 HCR77A0 Changed: Support AES DKYGENKY, MAC, PINCALC, PINPROT,
and PINPRW keys for DK AES PIN services.

Symmetric Key Export HCR77A0 Changed: Support AES DKYGENKY, MAC, PINCALC, PINPROT,
and PINPRW keys for DK AES PIN services.

Symmetric Key Import2 HCR77A0 Changed: Support AES DKYGENKY, MAC, PINCALC, PINPROT,

and PINPRW keys for DK AES PIN services.
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Table 9. Summary of new and changed ICSF callable services (continued)

Callable service FMID Description

Unique Key Derive HCR77A0 New: Use the Unique Key Derive callable service to derive a key
using the Base Derivation Key and the Derivation Data. The
following key types can be derived:

* CIPHER

* ENCIPHER

* DECIPHER

* MAC

* MACVER

« IPINENC

¢ OPINENC

* DATA token containing a PIN Key

CCA access control

The following table summarizes the new and changed CCA access controls for
ICSF FMID HCR77C1. For complete reference information on these CCA access
controls, see [z/OS Cryptographic Services ICSF Application Programmer’s Guide|

Table 10. Summary of new and changed CCA access controls

FMID or APAR
Access control Description number Services affected | Offset
Disallow translation from AES wrapping to DES | New HCR77C1 CSNBKTR2 01C5
wrapping OA55184 CSNBPTR2
CSNDPKT
Disallow translation from AES wrapping to New HCR77C1 CSNBKTR2 01Ce6
weaker AES wrapping OA55184 CSNBPTR2
CSNDPKT
Disallow translation from DES wrapping to New HCR77C1 CSNBAPG 01C7
weaker DES wrapping OAb55184 CSNBEPG
CSNBKTR
CSNBKTR2
CSNBPFO
CSNBPTR
CSNBPTRE
CSNBPTR2
CSNBSKY
CSNDPKT
Diversify Directed Key New HCR77C1 CSNBDDK 0080
OA55184
Diversify Directed Key — Allow KDFFM DERIVE | New HCR77C1 CSNBDDK 0081
OA55184
Diversify Directed Key — Allow KDFFM New HCR77C1 CSNBDDK 0082
GENERATE OAb/5184
T31X - Permit version A TR-31 key blocks Name change |HCR77C1 CSNBT31X 014D
OA55184
T31X - Permit version B TR-31 key blocks Name change |HCR77C1 CSNBT31X 014E
OA55184
T31X - Permit version C TR-31 key blocks Name change |HCR77C1 CSNBT31X 014F
OA55184
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Table 10. Summary of new and changed CCA access controls (continued)

FMID or APAR

Access control Description number Services affected | Offset

T31I - Permit version A TR-31 key blocks Name change |HCR77C1 CSNBT31I 0150
OA55184

T31I - Permit version B TR-31 key blocks Name change |HCR77C1 CSNBT31I 0151
OA55184

T31I - Permit version C TR-31 key blocks Name change |HCR77C1 CSNBT31I 0152
OA55184

T31I - Permit override of default wrapping Name change |HCR77C1 CSNBT31I 0153

method OAb55184

T31X - Permit any CCA DES key if INCL-CV is |Name change |HCR77C1 CSNBT31X 0158

specified OA55184

T31I - Permit C0:G/C/V to DES Name change |HCR77C1 CSNBT311I 015A

MAC/MACVER:CVVKEY-A OA55184

T31I - C0:G/C/V to DES MAC/ Name change |HCR77Cl1 CSNBT31I 015B

MACVER:AMEX-CSC OA55184

T31I - KO:E to DES EXPORTER/OKEYXLAT Name change |HCR77Cl1 CSNBT31I 015C
OA55184

T31I - KO:D to DES IMPORTER/IKEYXLAT Name change |HCR77C1 CSNBT311 015D
OA55184

T31I - KO:B to DES EXPORTER/OKEYXLAT Name change |HCR77C1 CSNBT311 015E
OA55184

T31I - KO:B to DES IMPORTER/IKEYXLAT Name change |HCR77Cl1 CSNBT31I 015F
OA55184

T31I - Permit K1/K4:E to DES Name change |HCR77C1 CSNBT31I 0160

EXPORTER/OKEYXLAT OA55184

T31I - Permit K1/K4:D to DES Name change |HCR77C1 CSNBT31I 0161

IMPORTER/IKEYXLAT OA55184

T31I - Permit K1/K4:B to DES Name change |HCR77C1 CSNBT31I 0162

EXPORTER/OKEYXLAT OA55184

T31I - Permit K1/K4:B to DES Name change |HCR77C1 CSNBT311 0163

IMPORTER/IKEYXLAT OA55184

T31I - Permit M0/M1/M3:G/C/V to DES Name change |HCR77Cl1 CSNBT311 0164

MAC/MACVER:ANY-MAC OA55184

T31I - Permit PO:E to DES OPINENC Name change |HCR77C1 CSNBT311 0165
OA55184

T31I - Permit PO:D to DES IPINENC Name change |HCR77C1 CSNBT31I 0166
OA55184

T31I - Permit VO:N/G/C to DES Name change |HCR77C1 CSNBT31I 0167

PINGEN:NO-SPEC NOOFFSET OA55184

T31I - Permit VO:N/V to DES PINVER:NO-SPEC | Name change |HCR77C1 CSNBT31I 0168

NOOFFSET OA55184

T31I - Permit VI:N/G/C to DES Name change |HCR77C1 CSNBT31I 0169

PINGEN:IBM-PIN/IBM-PINO NOOFFSET OAb55184

T31I - Permit V1:N/V to DES Name change |HCR77C1 CSNBT31I 016A

PINVER:IBM-PIN/IBM-PINO NOOFFSET OA55184

T31I - Permit V2:N/G/C to DES Name change |HCR77C1 CSNBT31I 016B

PINGEN:VISA-PVV OA55184
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Table 10. Summary of new and changed CCA access controls (continued)

FMID or APAR

Access control Description number Services affected | Offset
T31I - Permit V2:N/V to DES Name change |HCR77C1 CSNBT31I 016C
PINVER:VISA-PVV OA55184

T31I - Permit EO:N/X to DES Name change |HCR77C1 CSNBT31I 016D
DKYGENKY:DKYL0+DMAC OA55184

T31I - Permit EO:N/X to DES Name change |HCR77C1 CSNBT31I 016E
DKYGENKY:DKYL0+DMV OA55184

T31I - Permit EO:N/X to DES Name change |HCR77C1 CSNBT31I 016F
DKYGENKY:DKYL1+DMAC OA55184

T31I - Permit EO:N/X to DES Name change |HCR77C1 CSNBT31I 0170
DKYGENKY:DKYL1+DMV OA55184

T31I - Permit E1:N/E/D/B/X to DES Name change |HCR77C1 CSNBT31I 0171
DKYGENKY:DKYL0+DMPIN OA55184

T31I - Permit E1:N/E/D/B/X to DES Name change |HCR77C1 CSNBT31I 0172
DKYGENKY:DKYL0+DDATA OA55184

T31I - Permit E1:N/E/D/B/X to DES Name change |HCR77C1 CSNBT31I 0173
DKYGENKY:DKYL1+DMPIN OA55184

T31I - Permit E1:N/E/D/B/X to DES Name change |HCR77C1 CSNBT311 0174
DKYGENKY:DKYL1+DDATA OA55184

T31I - Permit E2:N/X to DES Name change |HCR77C1 CSNBT31I 0175
DKYGENKY:DKYL0+DMAC OA55184

T31I - Permit E2:N/X to DES Name change |HCR77C1 CSNBT311I 0176
DKYGENKY:DKYL1+DMAC OA55184

T31I - Permit E3:N/E/D/B/G/X to DES Name change |HCR77C1 CSNBT311I 0177
ENCIPHER OA55184

T31I - Permit E4:N/B/X to DES Name change |HCR77C1 CSNBT31I 0178
DKYGENKY:DKYL0+DDATA OA55184

T31I - Permit E5:N/G/C/V/E/D/G/X to DES |Name change |HCR77Cl1 CSNBT31I 0179
DKYGENKY:DKYL0+DMAC OA55184

T31I - Permit E5:N/G/C/V/E/D/G/X to DES |Name change |HCR77Cl1 CSNBT31I 017A
DKYGENKY:DKYL0+DDATA OA55184

T31I - Permit E5:N/G/C/V/E/D/G/X to DES | Name change |HCR77C1 CSNBT311I 017B
DKYGENKY:DKYL0+DEXP OA55184

T31I - Permit VO/V1/V2:N to DES Name change |HCR77C1 CSNBT31I 017C
PINGEN/PINVER OA55184

T31X - Permit DES KEYGENKY: DUKPT to Name change |HCR77C1 CSNBT31I 0180
BO:N/X OA55184

T31X - Permit DES MAC/MACVER:AMEX-CSC |Name change |HCR77Cl1 CSNBT31I 0181
to C0:G/C/V OA55184

T31X - Permit DES MAC/MACVER: CVV-KEYA |Name change |HCR77C1 CSNBT311 0182
to C0:G/C/V OA55184

T31X - Permit DES MAC/MACVER: ANY-MAC |Name change |HCR77C1 CSNBT31I 0183
to C0:G/C/V OA55184

T31X - Permit DES DATA/DATAM/DATAMV | Name change |HCR77C1 CSNBT31I 0184
to C0:G/C/V OA55184

T31X - Permit DES ENCIPHER/DECIPHER/ Name change |HCR77C1 CSNBT31I 0185
CIPHER to DO:E/D/B OA55184
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Table 10. Summary of new and changed CCA access controls (continued)

FMID or APAR

Access control Description number Services affected | Offset

T31X - Permit DES DATA to DO:E/D/B Name change |HCR77C1 CSNBT31I 0186
OA55184

T31X - Permit DES EXPORTER/OKEYXLAT to |Name change |HCR77C1 CSNBT31I 0187

KO:E OA55184

T31X - Permit DES IMPORTER/IKEYXLAT to Name change |HCR77C1 CSNBT311 0188

K0:D OA55184

T31X - Permit DES EXPORTER/OKEYXLAT to |Name change |HCR77C1 CSNBT31I 0189

K1/K4:E OAb55184

T31X - Permit DES IMPORTER/IKEYXLAT to Name change |HCR77C1 CSNBT311I 018A

K1/K4:D OA55184

T31X - Permit DES MAC/DATA/DATAM to Name change |HCR77C1 CSNBT311I 018B

MO0:G/C OA55184

T31X - Permit DES MACVER/DATA/DATAMYV |Name change |HCR77C1 CSNBT311 018C

to M0:V OA55184

T31X - Permit DES MAC/DATA/DATAM to Name change |HCR77Cl1 CSNBT31I 018D

M1:G/C OA55184

T31X - Permit DES MACVER/DATA/DATAMYV |Name change |HCR77C1 CSNBT311 018E

to M1:V OA55184

T31X - Permit DES MAC/DATA/DATAM to Name change |HCR77C1 CSNBT31I 018F

M3:G/C OA55184

T31X - Permit DES MACVER/DATA /DATAMYV |Name change |HCR77C1 CSNBT31I 0190

to M3:V OA55184

T31X - Permit DES OPINENC to PO:E Name change |HCR77C1 CSNBT31I 0191
OA55184

T31X - Permit DES IPINENC to P0:D Name change |HCR77C1 CSNBT311 0192
OA55184

T31X - Permit DES PINVER: NO-SPEC to Name change |HCR77C1 CSNBT31I 0193

VO:N/V OA55184

T31X - Permit DES PINGEN: NO-SPEC to Name change |HCR77C1 CSNBT31I 0194

VO:N/C OA55184

T31X - Permit DES PINVER: Name change |HCR77C1 CSNBT311 0195

NO-SPEC/IBM-PIN/IBM-PINO to VI:N/V OA55184

T31X - Permit DES PINGEN: Name change |HCR77C1 CSNBT31I 0196

NO-SPEC/IBM-PIN/IBM-PINO to V1:N/V OA55184

T31X - Permit DES PINVER: Name change |HCR77C1 CSNBT31I 0197

NO-SPEC/VISA-PVV to V2:N/V OA55184

T31X - Permit DES PINGEN: Name change |HCR77C1 CSNBT31I 0198

NO-SPEC/VISA-PVV to V2:N/C OA55184

T31X - Permit DES DKYGENKY: DKYLO+DMAC | Name change |HCR77C1 CSNBT311 0199

to EO:N/X OA55184

T31X - Permit DES DKYGENKY: DKYLO+DMV | Name change |HCR77C1 CSNBT311I 019A

to EO:N/X OA55184

T31X - Permit DES DKYGENKY: DKYLO+DALL |Name change |HCR77C1 CSNBT311 019B

to EO:N/X OA55184

T31X - Permit DES DKYGENKY: DKYL1+DMAC | Name change |HCR77C1 CSNBT31I 019C

to EO:N/X OA55184
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Table 10. Summary of new and changed CCA access controls (continued)

FMID or APAR

Access control Description number Services affected | Offset

T31X - Permit DES DKYGENKY: DKYL1+DMV |Name change |HCR77C1 CSNBT31I 019D

to EO:N/X OA55184

T31X - Permit DES DKYGENKY: DKYL1+DALL |Name change |HCR77C1 CSNBT311 019E

to EO:N/X OA55184

T31X - Permit DES DKYGENKY: Name change |HCR77C1 CSNBT31I 019F

DKYLO0+DDATA to E1:N/X OA55184

T31X - Permit DES DKYGENKY: Name change |HCR77C1 CSNBT31I 01A0

DKYLO0+DMPIN to E1:N/X OAb55184

T31X - Permit DES DKYGENKY: DKYLO+DALL |Name change |HCR77C1 CSNBT31I 01A1

to E1:N/X OA55184

T31X - Permit DES DKYGENKY: Name change |HCR77C1 CSNBT31I 01A2

DKYL1+DDATA to E1:N/X OA55184

T31X - Permit DES DKYGENKY: Name change |HCR77C1 CSNBT31I 01A3

DKYL1+DMPIN to E1:N/X OA55184

T31X - Permit DES DKYGENKY: DKYL1+DALL |Name change |HCR77C1 CSNBT31I 01A4

to E1:N/X OA55184

T31X - Permit DES DKYGENKY: DKYLO+DMAC | Name change |HCR77C1 CSNBT31I 01A5

to E2:N/X OA55184

T31X - Permit DES DKYGENKY: DKYL0+DALL |Name change |HCR77C1 CSNBT311 01A6

to E2N/X OA55184

T31X - Permit DES DKYGENKY: DKYL1+DMAC | Name change |HCR77C1 CSNBT31I 01A7

to E2:N/X OA55184

T31X - Permit DES DKYGENKY: DKYL1+DALL |Name change |HCR77C1 CSNBT31I 01A8

to E2:N/X OA55184

T31X - Permit DES DATA /DATAM/CIPHER/ Name change |HCR77C1 CSNBT31I 01A9

MAC/ENCIPHER to E3:N/G/E/X OA55184

T31X - Permit DES DKYGENKY: Name change |HCR77C1 CSNBT31I 01AA

DKYL0+DDATA to E4:N/X OA55184

T31X - Permit DES DKYGENKY: DKYL0+DALL |Name change |HCR77C1 CSNBT31I 01AB

to E&:N/X OA55184

T31X - Permit DES DKYGENKY: DKYLO+DEXP |Name change |HCR77C1 CSNBT31I 01AC

to E5:N/X OA55184

T31X - Permit DES DKYGENKY: DKYLO+DMAC | Name change |HCR77C1 CSNBT31I 01AD

to E5:N/X OA55184

T31X - Permit DES DKYGENKY: Name change |HCR77C1 CSNBT31I 01AE

DKYL0+DDATA to E5:N/X OA55184

T31X - Permit DES DKYGENKY:DKYLO+DALL |Name change |HCR77C1 CSNBT311 01AF

to E5:N/X OA55184

T31X - Permit DES PINGEN to VO:N and DES Name change |HCR77C1 CSNBT31I 01B0

PINVER to V1/V2:N OA55184

T31X - Permit AES CIPHER to DO:E/D/B New HCR77C1 CSNBT31X 01D0
OA55184

T31X - Permit AES MAC: CMAC to M6:G/C/V |New HCR77C1 CSNBT31X 01D1
OA55184

T31X - Permit AES PINPROT to PO:E/D New HCR77C1 CSNBT31X 01D2
OA55184
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Table 10. Summary of new and changed CCA access controls (continued)

FMID or APAR

Access control Description number Services affected | Offset

T31X - Permit AES EXPORTER to KO:E New HCR77C1 CSNBT31X 01D3
OAb55184

T31X - Permit AES EXPORTER to K1:E New HCR77C1 CSNBT31X 01D4
OAb55184

T31X - Permit AES EXPORTER to K4:E New HCR77C1 CSNBT31X 01D5
OAb/5184

T31X - Permit AES IMPORTER to KO0:D New HCR77C1 CSNBT31X 01D6
OA55184

T31X - Permit AES IMPORTER to K1:D New HCR77C1 CSNBT31X 01D7
OAbB5184

T31X - Permit AES IMPORTER to K4:D New HCR77C1 CSNBT31X 01D8
OAb55184

T31X - Permit AES DKYGENKY:D-ALL/DMAC | New HCR77C1 CSNBT31X 01D9

to E0:X OAb55184

T31X - Permit AES DKYGENKY:D-ALL/ New HCR77C1 CSNBT31X 01DA

DCIPHER to E1:X OAb’5184

T31X - Permit AES DKYGENKY:D-ALL/D-MAC | New HCR77C1 CSNBT31X 01DB

to E2:X OAbB5184

T31X - Permit AES CIPHER to New HCR77C1 CSNBT31X 01DC

E3/E/B,DKYGENKY:D-ALL/DCIP to E3:X OAb55184

T31X - Permit AES DKYGENKY:D-ALL/D- New HCR77C1 CSNBT31X 01DD

CIPHER to E4:X OAb55184

T31X - Permit AES DKYGENKY:D-MAC to E5:X | New HCR77C1 CSNBT31X 01DE
OAb’5184

T31I - Permit DO:E/D/B to AES New HCR77C1 CSNBT311 01E0

CIPHER:ENC/DEC/ENC+DEC OAbB5184

T31I - Permit M6:G/C/V to AES New HCR77C1 CSNBT311 01E1

MAC:CMAC+GENONLY/GEN/VER OA55184

T31I - Permit PO:E/D to AES New HCR77C1 CSNBT311 01E2

PINPROT:ENC/DEC+CBC+ISO-4 OA55184

T31I - Permit KO:E to AES EXPORTER New HCR77C1 CSNBT311 01E3
OAb’5184

T31I - Permit KO:D to AES IMPORTER New HCR77C1 CSNBT311 01E4
OAbB5184

T31I - Permit K1/K4:E to AES New HCR77C1 CSNBT311 01E5

EXPORTER:EXPTT31D+VARDRV-D OA55184

T31I - Permit AES K1/K4:D to AES New HCR77C1 CSNBT311 01E6

IMPORTER:IMPTT31D+VARDRV-D OAb55184

T31I - Permit E0:X to AES DKYGENKY:DKYL0O/ | New HCR77C1 CSNBT311 01E7

L1/L2+D-MAC+GEN+CMAC OAb’5184

T31I - Permit E1:X to AES DKYGENKY:DKYL0O/ | New HCR77C1 CSNBT311 01E8

L1/L2+D-SECMSG+SMPIN OAbB5184

T31I - Permit E2:X to AES DKYGENKY:DKYL0O/ | New HCR77C1 CSNBT311 01E9

L1/L2+D-MAC+GEN+CMAC OAb55184

T31I - Permit E3:X to AES DKYGENKY:D- New HCR77C1 CSNBT311 01EA

CIPHER+ENC+DEC+CBC OAb55184
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Table 10. Summary of new and changed CCA access controls (continued)

FMID or APAR

keys by DES MK

services that use
compliant tagged
DES key tokens.

Access control Description number Services affected | Offset

T31I - Permit E3:E/B to AES New HCR77C1 CSNBT311 01EB

CIPHER:ENCRYPT/ENC+DEC OA55184

T31I - Permit E4:X to AES DKYGENKY:DKYLO/ |New HCR77C1 CSNBT31I 01EC

L1/L2+D-CIPHER+ENC+DEC OA55184

T31I - Permit E5:X to AES DKYGENKY:DKYLO/ |New HCR77C1 CSNBT31I 01ED

L1/L2/D-MAC+GEN+CMAC OA55184

T31X - Permit version D TR-31 key blocks New HCR77C1 CSNBT31X 0382
OA55184

T31X - Permit AES KDKGENKY: KDKTYPEA to |New HCR77C1 CSNBT31X 0383

11:X OA55184

T31X - Permit AES KDKGENKY: KDKTYPEB to |New HCR77C1 CSNBT31X 0384

10:X OA55184

T31X - Permit DES DKYGENKY: DKYLO:DMPIN | New HCR77C1 CSNBT31X 0385

to 12:X OA55184

T31I - Permit version D TR-31 key blocks New HCR77C1 CSNBT31I 0386
OA55184

Encrypted PIN Translate2 — Permit ISO-4 to New HCR77C1 CSNBPTR2 038A

ISO-4 Translate OA55184

Encrypted PIN Translate2 — Permit ISO-4 New HCR77C1 CSNBPTR2 038B

Reformat with PAN Change OAb55184

Encrypted PIN Translate2 — Permit ISO-4 to New HCR77C1 CSNBPTR2 038C

ISO-4 Reformat OA55184

Encrypted PIN Translate2 — Permit ISO-1 to New HCR77C1 CSNBPTR2 038D

ISO-4 Reformat OA55184

Encrypted PIN Translate2 — Permit ISO-4 to New HCR77C1 CSNBPTR2 038E

ISO-1 Reformat OA55184

Encrypted PIN Translate2 — Permit ISO-0 to New HCR77C1 CSNBPTR2 038F

ISO-4 Reformat OA55184

Encrypted PIN Translate2 — Permit ISO-4 to New HCR77C1 CSNBPTR2 0390

ISO-0 Reformat OA55184

Encrypted PIN Translate2 - REFORMAT New HCR77C1 CSNBPTR2 0391
OA55184

Encrypted PIN Translate2 - TRANSLATE New HCR77C1 CSNBPTR2 0392
OA55184

Encrypted PIN Translate2 — Permit ISO-1 to New HCR77C1 CSNBPTR2 0393

ISO-4 REMT1TO4 OA55184

Public Infrastructure Certificate New HCR77C1 CSNDPIC 0070

Public Infrastructure Certificate - PK10SNRQ New HCR77C1 CSNDPIC 007C

Allow weak wrapping of compliance-tagged New HCR77C1 All callable 02EB
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Table 10. Summary of new and changed CCA access controls (continued)

FMID or APAR

Access control Description number Services affected | Offset
Authenticated Key Export - SETSNKEY New HCR77C1 CSNBSYD 02F5

CSNBSYD1

CSNBSYE

CSNBSYE1

CSNBFLD

CSNBFLE

CSNBKRR2
Authenticated Key Export - DRVTXKEY New HCR77C1 CSNBSYD 02F6

CSNBSYD1

CSNBSYE

CSNBSYEL1

CSNBFLD

CSNBFLE

CSNBKRR2
Authenticated Key Export - EXPTSK New HCR77C1 CSNBSYD 02F7

CSNBSYD1

CSNBSYE

CSNBSYE1

CSNBFLD

CSNBFLE

CSNBKRR2
Key Translate2 - COMP-TAG New HCR77C1 CSNBKTR2 02F8
Key Translate2 - COMP-CHK New HCR77C1 CSNBKTR2 02F9
Digital Signature Verify - PKCS-PSS allow not New HCR77C0 CSNDDSV 033B
exact salt length
Digital Signature Generate - PKCS-PSS allow New HCR77C0 CSNDDSG 033C
small salt
Key Test2 - AES, CMACZERO New 0A49064 CSNBKTY2 0022
Key Test2 - DES, CMACZERO New 0A49064 CSNBKTY2 0023
PKA Key Import - Disallow clear key import New OA49064 CSNDPKI 003A
Symmetric Algorithm Encipher - Galois/Counter | New 0OA49064 CSNBSAE 01CD
mode AES
Symmetric Algorithm Decipher - Galois/Counter | New OA49064 CSNBSAD 01CE
mode AES
Encrypted PIN Translate Enhanced New 0OA49064 CSNBPTRE 02D5
ECC Diffie-Hellman - Allow DRIV02 New 0OA49064 CSNDEDH 035F
Key Encryption Translate - CBC to ECB New OA49443 CSNBKET 030D
Key Encryption Translate - ECB to CBC New 0A49443 CSNBKET 030E
PKA Decrypt - Disallow PKCS-1.2 New 0A47781 CSNDPKD 0206
PKA Decrypt - Disallow ZEROPAD New 0A47781 CSNDPKD 0207
PKA Decrypt - Disallow PKCSOAEP New 0A47781 CSNDPKD 0208
PKA Encrypt - Disallow PKCS-1.2 New 0OA47781 CSNDPK3 0209
PKA Encrypt - Disallow ZEROPAD New 0A47781 CSNDPK3 020A
PKA Encrypt - Disallow MRP New 0OA47781 CSNDPK3 020B
PKA Encrypt - Disallow PKCSOAEP New 0A47781 CSNDPKE 020C
Diversified Key Generate2 - MK-OPTC New 0OA46466 CSNBDKG2 02D2
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Table 10. Summary of new and changed CCA access controls (continued)

FMID or APAR

Access control Description number Services affected | Offset
Diversified Key Generate2 - KDFFM-DK New OA46466 CSNBDKG2 02D3
Diversified Key Generate2 - Allow length option | New OA46466 CSNBDKG2 02D4
for KDFFM-DK

FPE Encrypt New HCR77B0 CSNBFPEE 02CF
FPE Decrypt New HCR77B0 CSNBFPED 02D0
FPE Translate New HCR77B0 CSNBFPET 02D1
DK Migrate PIN New OA44444 CSNBDMP 02CE
DK PRW Card Number Update New OA43906 CSNBPNU 02C3
DK PRW CMAC Generate New OA43906 CSNBDPCG 02C4
DK Deterministic PIN Generate New OA43906 CSNBDDPG 02C6
DK PAN Translate New OA43906 CSNBDPT 02C7
DK Regenerate PRW New OA43906 CSNBDRP 02C8
MAC Generate2 - AES CMAC New OA43906 CSNBMGN2 0336
MAC Verify2 - AES CMAC New OA43906 CSNBMVR2 0337
PKA Key Translate - From CCA RSA CRT to New OA43816 CSNDPKT 0338
EMV DDA format

PKA Key Translate - From CCA RSA CRT to New OA43816 CSNDPKT 0339
EMV DDAE format

PKA Key Translate - From CCA RSA CRT to New OA43816 CSNDPKT 033A
EMV CRT format

Key Generate2 - DK PIN key set New OA42246 CSNBKGN2 02BB
Key Generate2 - DK PIN print key New OA42246 CSNBKGN2 02BC
Key Generate2 - DK PIN admin1 key set New OA42246 CSNBKGN2 02BD
PINPROT

Key Generate2 - DK PIN adminl key set MAC | New OA42246 CSNBKGN2 02BE
Key Generate2 - DK PIN admin2 key set MAC | New OA42246 CSNBKGN2 02BF
DK Random PIN Generate New OA42246 CSNBDRPG 02C0
DK PIN Verify New OA42246 CSNBDPV 02C1
DK PIN Change New OA42246 CSNBDPC 02C2
DK PAN Modify in Transaction New OA42246 CSNBDPMT 02C5
Diversified Key Generate2 - SESS-ENC New OA42246 CSNBDKG2 02CC
Diversified Key Generate2 - DALL New OA42246 CSNBDKG2 02CD
Remote Key Export - Include RKX in default New HCR77A1 CSNDRKX 013F
wrap config

Remote Key Export - Allow wrapping override |New HCR77A1 CSNDRKX 02BA
keywords

Unique Key Derive — K3IPEK New HCR77A1 CSNBUKD 0335
Recover PIN From Offset New HCR77A1 CSNBPFO 02B0
Authentication Parameter Generate New HCR77A1 CSNBAPG 02B1
Authentication Parameter Generate - Clear New HCR77A1 CSNBAPG 02B2
Symmetric Key Export - AESKWCV New HCR77A1 CSNDSYX 02B3
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Table 10. Summary of new and changed CCA access controls (continued)

FMID or APAR
Access control Description number Services affected | Offset
Symmetric Key Import2 - AESKWCV New HCR77A1 CSNDSY12 02B4
Symmetric Key Export with Data New HCR77A1 CSNDSXD 02B5
Symmetric Key Export with Data - Special New HCR77A1 CSNDSXD 02B6
Key Translate2 - Translate fixed to variable New HCR77A1 CSNBKTR2 0334
payload

Identification of cryptographic features

Starting in ICSF FMID HCR77B0, the prefix used to identify Crypto Express2,
Crypto Express3, and Crypto Express4 adapters has changed. The following table
lists the prefix for these adapters for FMIDs prior to HCR77B0 and the prefix for
these adapters for FMID HCR77B0 and later releases. This change applies to ICSF
messages, panels, and publications. The TKE workstation uses this same
identification starting with TKE release 8.0.

Table 11. Cryptographic adapter identification

Prefix for FMIDs prior to Prefix for FMID HCR77B0

Cryptographic adapter HCR77B0 and later
Crypto Express2 coprocessor E 2C
Crypto Express2 accelerator F 2A
Crypto Express3 coprocessor G 3C
Crypto Express3 accelerator H 3A
Crypto Express4 CCA SC 4C
coprocessor

Crypto Express4 EP11 SP 4P
coprocessor

Crypto Express4 accelerator SA 4A

Note: All newer cryptographic adapters use the convention where #n is the number
in the adapter name. For regional cryptographic servers, n represents the
generation number of the server:

nA Crypto Expressn accelerators.
nC Crypto Expressn CCA coprocessors.
nP Crypto Expressn EP11 coprocessors.

nR Regional cryptographic servers. Note: 2R requires ICSF FMID HCR77B1
with PTF OA49069 or later.

Ensure the expected P11 master key support is available

ICSF introduced support for the Enterprise PKCS #11 (EP11) coprocessor and its
associated P11 master key with FMID HCR77A0. ICSF uses the master key
validation pattern (MKVP) in the header record of the TKDS to determine which
EP11 coprocessors to make active. In FMID HCR77A0, an EP11 coprocessor was
considered "active" if the MKVP in the current master key register matched the
MKVP in the header record of the TKDS. If the MKVP did not match, or if the
TKDS was never initialized, the EP11 coprocessor was considered "online", usable
only for a limited number of non-secure key PKCS #11 services.
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Staring with FMID HCR77A1, the online status no longer exists. Coprocessors are
either active or in some error state. If the TKDS has been initialized, then any EP11
coprocessor that does not have a current master key register MKVP that matches
the TKDS is not made active and, thus, not usable. Note, however, if the the TKDS
has not been initialized, then all EP11 coprocessors will be made active even
though they would only be usable for non-secure key PKCS #11 services.

Key store policy

KGUP

ICSF enhanced KGUP to enforce key store policy for duplicate key tokens in the

CKDS. When the SAF XFACILIT resource CSE.CKDS.TOKEN.NODUPLICATES is
enabled, KGUP checks for duplicate encrypted tokens in the CKDS for ADD and
UPDATE control statements. When a duplicate token is found, the processing of

that control statement is terminated.

This change might cause KGUP to fail if your ICSF administrator has enabled the
CSE.CKDS.TOKEN.NODUPLICATES resource. If you are generating keys with
random key values and the job fails because it is a duplicate key token, you should
be able to rerun the job to generate a different key value. If you are adding keys
with a specific key value and the job fails, you should contact your ICSF
administrator to determine what action to take.

Key material archiving

ICSF implemented a way to archive records in the key data sets. The record
remains in the data set, but the key material in the record cannot be used. Any
attempt to use the key material will fail unless the optional key archive use control
(a SAF XFACILIT resource) is enabled, which allows the request to complete. An
SMEF record is logged in both cases. An optional joblog message is issued for the
first successful reference if the key archive message control (KEYARCHMSG) is
enabled. For more information, see |z/OS Cryptographic Services ICSF Administrator’s|

To use this function, the key data sets must be in the common record format
(KDSR), introduced in FMID HCR77A1. Existing data sets can be converted to the
KDSR format by using the Coordinated KDS Administration callable service. For
more information, see [z/OS Cryptographic Services ICSF Application Progranmer’s|

Key material validity

ICSF implemented a way to specify a period when the key material of a key data
set record is active. The ICSF administrator can specify the start and end dates
when the key material is active and ICSF allows only the key material to be used
by applications within those dates. For more information, see [z/0S Cryptographid
[Services ICSF Administrator’s Guidel

To use this function, the key data sets must be in the common record format
(KDSR), introduced in FMID HCR77A1. Existing data sets can be converted to the
KDSR format by using the Coordinated KDS Administration callable service. For
more information, see [z/OS Cryptographic Services ICSF Application Programmer’s|
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DES keys

Triple-length key support

Additional triple-length DES key support is introduced by APAR OA55184 for
ICSF FMID HCR77C1 and later releases and licensed internal code for the z13,
z13s, z14, and later servers. In general, any service where a double-length key can
be used, a triple-length key can be used as well. The service description should be
checked for any restrictions.

NOCV Key-encrypting keys

DES NOCYV key-encrypting keys are used to export and import keys where the
external token has no control vector (a zero control vector is used). This allows
communication with non-CCA crypto providers.

Starting with APAR OA55184 for ICSF FMID HCR77C1 and later releases and
licensed internal code for the z13, z13s, z14, and later servers, any IMPORTER or
EXPORTER can be a NOCV KEK when the control vector is the default control
vector with these exceptions:

* The form bits may be any value other than single length key (000).

* The ENH-ONLY (bit 56) attribute may be enabled. For triple-length keys, the
ENH-ONLY attribute is enabled.

ICSF key data sets

Record metadata

ICSF implemented additional metadata for key data sets records. The metadata
include key material validity dates, last referenced, archive and recall dates, and
IBM and installation metadata blocks. This metadata can be used as search criteria
for the Key Data Set List callable service. The metadata can be read by using the
Key Data Set Metadata Read service. Some of the metadata can be added, deleted,
and changed by using the Key Data Set Metadata Write service. For more
information, see |z/0OS Cryptographic Services ICSF Administrator’s Guide}

To use this function, the key data sets must be in the common record format
(KDSR), introduced in FMID HCR77A1. Existing data sets can be converted to the
KDSR format by using the Coordinated KDS Administration callable service. For
more information, see [z/OS Cryptographic Services ICSF Application Programmer’s|

CKDS

There are three formats of the CKDS:

* A fixed length record format with LRECL=252 (supported by all releases of
ICSF). Sample is CSFCKDS.

* A variable length record format with LRECL=1024 (supported by HCR7780 and
later releases). Sample is CSFCKD2.

* The common record format (KDSR)which is common to all key data sets with
LRECL=2048 (supported by ICSF FMID HCR77A1 and later releases). Sample is
CSFCKDa3.

The variable length record format is only required if variable-length key tokens are
to be stored in the CKDS. All fixed-length and variable-length symmetric ke
tokens can be stored in the variable-length record format CKDS. See

the variable length CKDS” on page 90| for more information.
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In addition to supporting all symmetric key tokens, the KDSR format CKDS
provides support for metadata for each record including tracking usage of the
records. See [“Migrating to the common record format (KDSR) key data set” on|
I]:_>age 9l| for more information.

When new key types are added to the CKDS, these following consideration applies
when sharing the CKDS:

* When clear DES or AES keys are added to the CKDS, RACF-protect all clear
DES and AES keys by label name on all systems sharing the CKDS.

If you have no coprocessor, you can initialize the CKDS for use with clear AES and
DES data keys. This CKDS cannot be used on a system with cryptographic
COProcessors.

Note: The CKDS exits (single-record, read-write and retrieval) are not enabled for
either variable-length record format of the CKDS. See [Chapter 5, “Installation|
lexits,” on page 167| for more information.

Migrating to the variable length CKDS: If variable-length symmetric key tokens
are to be stored in the CKDS, any existing CKDS must be converted to a variable
length record format.

To convert to the LRECL = 1024 format, ICSF provides the conversion utility
program, CSFCNV?2, that converts a CKDS to the variable length format. See
Chapter 7, “Converting a CKDS from fixed length to variable length record|
format,” on page 231| for more information.

To convert to the KDSR format (ICSF FMID HCR77A1 or later), see
[the common record format (KDSR) key data set” on page 91| for more information.

There is no reason to migrate a variable length record CKDS if your applications
are not using AES or HMAC keys in variable-length tokens. You can migrate to the
variable length record at any time.

Note: All systems that will share a CKDS with the variable length record format
must be running ICSF FMID HCR7780 or later. Those with KDSR format must be
running ICSF HCR77A1 or later.

To migrate to a variable length CKDS (LRECL=1024):

1. Install the HC7780 or later release of ICSF on all systems that will share the
CKDs.

2. Allocate a new CKDS with the variable length record format. The new CKDS
should be large enough to hold all key in the current CKDS.

3. Disable dynamic CKDS updates on all systems.

4. Run the CKDS Conversion2 utility to convert the existing CKDS records to the
new record format

5. Refresh the new CKDS on all systems that are sharing the CKDS
6. Enable dynamic CKDS updates on all systems

PKDS

There are two formats of the PKDS: original and KDSR. Both formats use the same
LRECL. The KDSR format provides support for metadata for each record including
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tracking usage of the record. To convert the original format PKDS to common

record (KDSR) format, see [“Migrating to the common record format (KDSR) key|

The process of re-enciphering the PKDS is different for IBM zEnterprise 196 or
newer servers.

TKDS

There are two formats of the TKDS: original and KDSR. Both formats use the same
LRECL. The KDSR format provides support for metadata for each record including
tracking usage of the record. To convert the original format TKDS to common

record (KDSR) format, see [“Migrating to the common record format (KDSR) key]

For secure PKCS #11 support (either Enterprise PKCS #11 or regional cryptographic
services), the TKDS must be initialized with the appropriate master key. This is the
PKCS #11 master key (P11-MK) for Enterprise PKCS #11 services or the regional
cryptographic services master key (RCS-MK) for regional cryptographic services.
For P11-MK, support to INITIALIZE TKDS and UPDATE TKDS is available in the
Master Key Management Panels. For RCS-MK, TKDS initialization implicitly
happens the first time a regional cryptographic server is connected.

For information on managing and sharing the TKDS in a sysplex environment, see
[z/0S Cryptographic Services ICSF Administrator’s Guidel

Access authorization of the new callable services will be determined via SAF calls.
No support will be provided for invocation of an installation security exit for these
new services. The CSFSERV class controls access to the ICSF PKCS #11 callable
services.

Migrating to the common record format (KDSR) key data set
All key data sets can be converted to KDSR format. Any system that will share the
KDSR format key data set must be running ICSF FMID HCR77A1 or later.

The conversion is done with the active key data set, and a new key data set with
the proper attributes for the KDSR format must be allocated.

The conversion can be done by either calling the CSFCRC callable service or by
using the ICSF panels. While the conversion is happening, all updates to the key
data set being converted are suspended. At the end of the conversion, all systems
in the sysplex sharing the key data set will be using the KDSR format key data set
as the active key data set. All new updates are made to the KDSR format key data
set.

Converting to KDSR format using the CSFCRC callable service: A application
must be written to invoke the CSFCRC callable service in order to convert a key
data set to KDSR format. See |z/OS Cryptographic Services ICSF Application|
[Programmer’s Guide| for details about the CSFCRC callable service.

Converting to KDSR format using the ICSF panels: To convert a key data set to
KDSR format using the ICSF panels, do the following;:

1. On the ICSF Primary Menu panel, select option 2, KDS MANAGEMENT, and
press ENTER.

2. When the ICSF Key Data Set Management panel appears, select the type of key
data set you want to convert to KDSR format and press ENTER.
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3. On the next panel, select the COORDINATED xKDS CONVERSION option and
press ENTER.

4. When the ICSF Coordinated KDS conversion panel appears, fill in the required
fields and press ENTER.

Changing the RSA master key

The process to reencipher the PKDS and change the RSA master key is different for
IBM zEnterprise 196 and newer servers. For these systems, RSA master key change
will be processed in the same manner as master key change for the DES, AES and
ECC master keys.

This is the original procedure for changing the RSA master key for systems
without CEX3C or newer coprocessors and at least the Sep. 2011 LIC, this
procedure has not changed.

1. Disable dynamic PKDS updates control (recommended)
2. Disable PKA callable services control
3. Load the new RSA master key

* TKE: load and set RSA master key

* ICSF panels: loading the final key part causes the current master key to be
set

Reencipher the PKDS (old to current master key)
Refresh the reenciphered PKDS
Enable PKA callable services control

N o o~

Enable dynamic PKDS updates control

For systems with CEX3C or newer coprocessors and at least the Sep. 2011 LIC with
the RSA master key loaded, this is the procedure for changing the RSA master key.
See |z/0OS Cryptographic Services ICSF Administrator’s Guide| for more information.

1. Disable dynamic PKDS updates control (recommended)
2. Load the new RSA master key (TKE or ICSF panels)

3. Reencipher the PKDS (current to new master key)
4

. Change the RSA master key (the current master key is set and the reenciphered
PKDS becomes active PKDS)

5. Enable dynamic PKDS updates control

Note: When the new RSA master key change process is used:

* The PKA callable services control will not appear on the Administrator Control
Functions panel.

* The availability of callable services that required the RSA master key is
controlled by the state of the RSA master key. When the RSA master key is
active (the master key verification pattern in the PKDS matches the verification
pattern of the current RSA master key), RSA callable service are available.
Message CSFM1301 will be issued.

* The RSA master key cannot be set from the TKE workstation.

Migrating to 24-byte DES master key

ICSF and TKE accept a 16-byte key value for the DES master key. CCA
coprocessors with the September 2012 licensed internal code (LIC) or later installed
on a CEX3C or later will support both a 16- and 24-byte key value. ICSF and TKE
will support loading both key value lengths.
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To load a 24-byte DES master key, the DES master key — 24-byte key access
control point must be enabled in the ICSF role in all CCA coprocessors for the
domain where you wish to use a 24-byte DES master key. If the DES master key —
24-byte key access control point is not enabled consistently for all coprocessors
available to a instance of ICSF, the DES new master key register cannot be loaded.
The master key entry utility will fail. A TKE workstation is required to enable the
access control point.

It is not possible to share a CKDS between systems with both 16- and 24-byte DES
master keys. The master key verification pattern algorithm for the 24-byte DES
master key is different from the algorithm for the 16-byte master key. The
algorithms are described in the [z/OS Cryptographic Services ICSF Administrator’s|

The CKDS Reencipher and Symmetric Change Master Key utilities support both
length key values. The coordinated CKDS administration functions support both
length key values. The Passphrase KDS Initialization utility will load a 24-byte DES
master key if the DES master key — 24-byte key access control point is enabled.

Warning: Due to control block changes required to support the 24-byte DES
master key, after a 24-byte DES master key has been loaded, the LIC cannot be
changed to an earlier version that does not support the 24-byte DES master key. If
a change to an earlier LIC is required, all DES master keys must be changed back
to 16-byte keys. This can be done using symmetric change master key.

Installation options data set

* AUDITKEYLIFECKDS - Controls auditing of key lifecycle events for CCA
symmetric tokens.

* AUDITKEYLIFEPKDS - Controls auditing of key lifecycle events for CCA
asymmetric tokens.

* AUDITKEYLIFETKDS - Controls auditing of key lifecycle events for PKCS #11
objects.

* AUDITKEYUSGCKDS - Controls auditing of key usage events for CCA
symmetric tokens.

* AUDITKEYUSGPKDS - Controls auditing of key usage events for CCA
asymmetric tokens.

* AUDITPKCS11USG - Controls auditing of usage events for PKCS #11 services.

¢ CKTAUTH - This option has been deprecated. If this option is specified, it is
ignored and produces a CSFO0212 message.

* CTRACE - Specifies the CTUCSFxx ICSF CTRACE configuration data set to use
from PARMLIB. CTICSFOO0 is the default ICSF CTRACE configuration data set
that is installed with ICSF FMID HCR77A1 and later releases. CTICSFO0 may be
copied to create new PARMLIB members using the naming convention of
CTUCSEFxx, where xx is a unique value specified by the user.

This parameter is optional. If the specified PARMLIB member is incorrect or
absent, ICSF CTRACE will attempt to use the default CTICSFO0 PARMLIB
member. If the CTICSFO0 PARMLIB member is incorrect or absent, ICSF
CTRACE will perform tracing using an internal default set of trace options. By
default, ICSF CTRACE support will trace with the KdsIO, CardlO, and SysCall
filters using a 2M buffer. For more information refer to [‘Creating an ICSH
[CTRACE configuration data set” on page 28|

* HDRDATE - This option has been deprecated. If this option is specified, it is
ignored and produces a CSFO0212 message.
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* KEYARCHMSG - Controls whether a joblog message is issued when an
application successfully references a key data set record that has been archived.

* KEYAUTH - This option has been deprecated. If this option is specified, it is
ignored and produces a CSFO0212 message.

* MASTERKCVLEN - Control the number of hexadecimal digits displayed for the
CCA master keys on the ICSF Hardware Status panel.

* RNGCACHE - Controls whether ICSF maintains a cache of random numbers to
be used by services that require them.

* TRACEENTRY - This option has been deprecated. If this option is specified, it is

ignored and produces a CSFO0212 message. See the description of CTRACE for
more information.

Function restrictions

Retained keys are RSA private keys that are stored in a cryptographic coprocessor
instead of in the public key storage data set. This change does not affect retained
keys that you are currently using, that is, keys that are stored on the cryptographic
coprocessor. However, the ICSF services do no allow you to store in a
cryptographic coprocessor RSA keys intended for key management use. Your
applications can continue to store in the cryptographic coprocessor RSA private
keys intended for signature usage. The modulus length of these private keys is
limited to 2048-bits.

The 2048-bit RSA keys may have an public exponent, e, in the range of 1<e<2**.
and e must be odd. The RSA public key exponents for 2049-bit to 4096-bit RSA
keys are restricted to the values 3 and 65537

CICS attachment facility

If you have the CICS Attachment Facility installed and you specify your own CICS
wait list data set, you need to modify the wait list data set to include the new
callable services.

Modify and include:

For FMID HCR77C1:
CSFPIC, CSFPTR2, CSFDDK (APAR OA55184)

For FMID HCR77B1:
CSFPTRE

For FMID HCR77B0:
CSFFLD, CSFFLE, CSFFPED, CSFFPEE, CSFFPET, CSFKDMW, CSFKDSL,
CSEMPS.

For FMID HCR77A1:
CSFAPG, CSFPFO, CSFSXD.

For FMID HCR77A0:
CSFCTT2, CSFCTT3, CSFDCM, CSFDDPG, CSFDKG2, CSFDMP, CSFDPC,
CSFDPCG, CSFDPMT, CSFDPNU, CSFDPT, CSFDPV, CSFDRP, CSFDRPG,
CSFDSK, CSFEAC, CSFESC, CSFEVE, CSFGIM, CSFKET, CSFMGN?2,
CSFMGN3, CSEMVR2, CSFMVR3, CSF1PD2, CSF1PE2, CSF1PS2, CSF1PV2,
CSFUDK.

Note: If no Wait List is specified, the default wait list will be used. See sample
CSFWTLOL1 for the contents of the default wait list.
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Dynamic LPA load

ICSF uses dynamic LPA to load the pre-PC routines, CICS related routines, and
other modules which must reside in common storage into above-the-line ECSA.
The dynamic LPA load will occur the first time that ICSF is started within an IPL,
and the modules will persist across subsequent restarts of ICSE.

Special secure mode

Use of some ICSF services requires that ICSF be in special secure mode:
CSNBPGN, CSNBSKI, CSNBSKI2, and CSNBSKM.

Resource Manager Interface (RMF)

Support to enable RMF to provide performance measurements on these selected
ICSF services and functions. The measurements refer to these services processing
on cryptographic coprocessors except for one-way hash. One-way hash is
processed on CPACE.

* Decipher (CSNBDEC)

 Digital Signature Generate (CSNDDSG)

* Digital Signature Verify (CSNDDSV)

* Encipher (CSNBENC)

* Encrypted PIN Translate (CSNBPTR)

* Encrypted PIN Translate Enhanced (CSNBPTRE)
» FPE Decipher (CSNBPFED)

* FPE Encipher (CSNBPFEE)

* FPE Translate (CSNBPFET)

* MAC Generate (CSNBMGN)

* MAC Generate2 (CSNBMGN?2)

* MAC Verify (CSNBMVR)

* MAC Verify2 (CSNBMVR?2)

* One-Way Hash (CSNBOWH)

e PIN Verify (CSNBPVR)

* Symmetric Algorithm Decipher (CSNBSAD)
* Symmetric Algorithm Encipher (CSNBSAE)

System abend codes

A complete list of the reason codes for the ICSF abend (X'18F'") is contained in
IMVS System Codes| which is published on release boundaries. As a migration aid
for FMID HCR77C1, which is not on a release boundary, new and changed codes
for FMID HCR77C1 are listed here. Release codes introduced in the previous web
deliverables, FMIDs HCR77C0, HCR77B1, HCR77B0, HCR77A1, and HCR77A0, are
also listed.

An 18F code indicates an abend from ICSF.

FMID HCR77C1 reason codes are as follows:

Code Hex (Dec)
Meaning

488 (1160)
An error occurred during ATTACH of the CSFMISTT task.
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489 (1161)
Unknown results from compliance warnings processing.

FMID HCR77C0 reason codes are as follows:

Code Hex (Dec)
Meaning

484 (1156)
An error occurred during ATTACH of the CSFMIKUT task.

487 (1159)
An error occurred during ATTACH of the CSFMIAKT task.

48C (1164)
ASCRE failed during early ICSF processing. This abend results in a wait
state (X'040").

FMID HCR77B1 reason codes are as follows:

Code Hex (Dec)
Meaning

47C (1148)
The regional cryptographic server returned a response parameter that has a
length error.

47D (1149)
Error attaching CSFMICST.

47E (1150)
Received OPIN larger than should be possible.

480 (1152)
The regional cryptographic server configuration subtask ended.

481 (1153)
The regional cryptographic server request subtask ended.

482 (1154)
A regional cryptographic server encountered a toxic request.

483 (1155)
The regional cryptographic server returned an unsupported OID.

485 (1157)
Cleanup error: A Crypto block has been double freed.

486 (1158)
Cleanup error: Caller release.

FMID HCR77B0 reason codes are as follows:

Code Hex (Dec)
Meaning

477 (1143)
Crypto processor encountered a toxic request (APAR OA43012).

478 (1144)
Damaged variable metadata detected.

479 (1145)
An error occurred during ATTACH of the CSFKSMPT task.
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47A (1146)
ISGQUERY returned unexpected results.

47B (1147)
KDS bound to multiple KDS tokens.

47F (1151)
Received CC1 from protected-key operation.

The following reason codes are no longer issued as of FMID HCR77BO0:
22

* 5(5

+ A(10)

+ 2C (44)

* 50 (80)

* A2 (162)

+ 187 (391)
* 40A (1034)
+ 40B (1035)
* 40C (1036)
* 40D (1037)
* 416 (1046)
» 429 (1065)
* 42A (1066)
+ 475 (1141)

FMID HCR77A1 reason codes are as follows:

Code Hex (Dec)
Meaning

7E (126)
CSFMIRDT subtask cannot be restarted.

18F(44F)
Error while loading an ICSF module on startup. The load abend and
reason codes are in registers 2 and 3. The most likely problem is the
loading of signed module CSFINPV2. A signature verification failure
would be indicated by R2 = 00000360, R3 = 00000040, which should be
accompanied by security manager messages detailing the problem.

447 (1095)
Malformed request caused processor recovery.

46F (1135)
PKCS #11 Services detected an error in DER encoded data returned from
the Enterprise PKCS #11 coprocessor.

473 (1139)
Data returned from XCP in invalid BER format.

474 (1140)
Data returned from XCP has unexpected attrs.

475 (1141)
XCF problems in the sysplex.
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476 (1142)
PKCS #11 Services detected an error from the Enterprise PKCS #11
coprocessor on a derived key decryption request.

The following reason codes are no longer issued as of FMID HCR77A1:
* 470 (1136)
* 471 (1137)

For FMID HCR77A0, the descriptions of the following reason codes have changed:

Code Hex (Dec)
Meaning

1E (30)
Entry code to CSFKSTRE routine not valid.

76 (118)
Error from ATTACH in sysplex subtask control routine.

DB (219)
Error in ISGENQ during KDS sysplex serialization.

DC (220)
Error in IXCMSGO during KDS sysplex serialization.

DD (221)
Error in IEAVPSE2 during KDS sysplex serialization.

EA (234)
Error establishing ESTAE for KDS sysplex subtask.

ED (237)
Error initializing KDS sysplex subtask.

FO0 (240)
Error in IXCJOIN for ICSF KDS sysplex group.

45D (1117)
CSFPLCMD/CSFPLMRT pause failure (XCF notify exit).

Reason codes for application services routines introduced in FMID HCR77A0 are:

Code Hex (Dec)
Meaning

467 (1127)
Bad XCP message payload length detected.

468 (1128)
Bad XCP message encoding length detected.

469 (1129)
Bad XCP responses length detected.

46A (1130)
CSFSMBTI inconsistent internal control information.

46B (1131)
Terminate stuck I/0O subtask.

46D (1133)
Message response too large.
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46E (1134)
Reencipher of TKDS failed due to an error on coprocessor.

46F (1135)
PKCS #11 Services detected an error in DER encoded data returned from
the Enterprise PKCS #11 coprocessor

470 (1136)
CSFNCCMK error in internal ICSF service call parms

471 (1137)
CSFNCRNC error in internal ICSF service call parms

472 (1138)
CSFKSCS2 detects unusable KDS

473 (1139)
CSFNCUWK data returned from XCP invalid BER format

474 (1140)
CSFNCUWK data returned from XCP has unexpected attrs

475 (1141)
CSFPLXNU XCF problems in the sysplex

476 (1142)
PKCS #11 Services detected an error from the Enterprise PKCS #11
coprocessor on a derived key decryption request.

SMF records

SMF record information for ICSF is documented in|[Appendix B, “ICSF SMF
[records,” on page 363.|Refer there for information on SMF records.

Subtypes 19, and 20 are written periodically to record processing times for requests
being processed on a cryptographic coprocessor or accelerator. Subtype 19 is
written for the PCIXCC. Subtype 20 is written for all supported processors.

TKE workstation

The Trusted Key Entry (TKE) workstation provided secure management of master
and operational keys and management of access control points. Refer to
[Cryptographic Services ICSF TKE Workstation User’s Guidel for more information.

Access to callable services

Access to services that are executed on cryptographic coprocessors is through
access control points in the Domain Role. To execute callable services on the
coprocessor, access control points must be enabled for each service in the Role. For
systems that do not use the optional TKE Workstation, all access control points
(current and new) are enabled in the role with the appropriate microcode level on
the cryptographic coprocessor.

For TKE users who have modified the Domain Role, all new access control points
must be enabled using the TKE workstation. For non-TKE users, all new access
control points are enabled.

Note: Some access control points are disable by default in the Coprocessor Role.
See the ICSF Application Programmer's Guide and [z/OS Cryptographic Services ICSF|
[Administrator’s Guide for these access control points. A TKE Workstation is required
to enable these access control points
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TKE enablement from the support element

You must enable TKE commands on each cryptographic coprocessor from the
support element. This is true for new TKE users and those upgrading their level of
LIC. See Support Element Operations Guide and [z/0S Cryptographic Services ICSF|
[TKE Workstation User’s Guide| for more information.

Enabling access control points for PKCS #11 coprocessor
firmware

A new or a zeroized Enterprise PKCS #11 coprocessor (or domain) comes with an
initial set of Access Control Points (ACPs) that are enabled by default. All other
ACPs, representing potential future support, are left disabled. When a firmware
upgrade is applied to an existing Enterprise PKCS #11 coprocessor , the upgrade
may introduce new ACPs. The firmware upgrade does not retroactively enable
these ACPs, so they are disabled by default. These ACPs must be enabled via the
TKE (or subsequent zeroize) in order to utilize the new support they govern. See
Table 28. PKCS #11 Access Control Points in Writing PKCS #11 Applications for a
complete description of the Access Control Points.
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Table 12. Mapping of Enterprise PKCS #11 ACPs to firmware levels

ACPs that need to

Enterprise be enabled when
PKCS #11 this code level is
firmware obtained via

level ACPs supported at this level firmware upgrade
Initial Control Point Management None - all default
release ACPs enabled in the

Allow addition (activation) of Control Points(0)

Allow removal (deactivation) of Control Points(1)

Cryptographic Operations

Sign with private keys(2)

Sign with HMAC or CMAC(3)

Verify with HMAC or CMAC(4)

Encrypt with symmetric keys(5)

Decrypt with private keys(6)

Decrypt with private keys(7)

Key export with public keys(8)

Key export with symmetric keys