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 Redundancy of software layer: 

 
Redundancy at individual workload layer 

  

Redundancy at integrated system layer 

 

 Design an event driven mechanism for assuring 
redundancy: 

 
Take full advantage of private cloud infrastructure 

  

React to shop floor events (resource breakdown scenarios) 

 

Support both active/active modes and active/passive 

 



 



 Levels 0, 1 and 2 represent the process control levels 
and their objective is to directly control the physical 
shop floor equipment in order to execute the actual 
production operations that result in one or more 
finished products; 

 

 Level 3 is the MES (Manufacturing Execution System) 
level and consists of several activities that have to be 
executed in order to prepare, monitor and complete 
the production process executed at level 0, 1 and 2; 

 

 Level 4 is the ERP (Enterprise Resource Planning) level 
that executes the financial and logistic activities. 



Level 3 



 Production Scheduling: responsible of algorithms and computation required 
to compute the operation sequence for each batch product and shop floor 
resource allocation for each operation.  

 Production Execution: drives the actual execution of the detailed production 
schedule on lower level systems. 

 Production Tracking: tracks each product during the execution phases from 
the initial entry in the manufacturing process until completion. 

 Resource Management: is responsible with the management of the shop 
floor resources in terms of availability, utilization, raw materials stocks, and 
so on. 

 Automated Control: Provides capabilities for automatic re-configuration of 
the system, al-lowing the system to respond to unexpected events, like 
resource break-down or rush orders. 

 Historical Data Management: assures traceability of all operations performed 
on every product. 

 Quality Assurance: Assures the product meets the acceptable quality criteria.  



 Production Scheduling: active/passive setup, with automatic 
fallback.  

 Production Execution: active/active with real time data 
replication. 

 Production Tracking: active/active nodes and data replication. 

 Resource Management: active/passive setup with a stand-by 
workload. 

 Automated Control: the workload is passive, and only activated 
when certain unexpected events are triggered. 

 Historical Data Management: active/active cluster with real 
time data replication. 

 Quality Assurance: active/active with real time data replication.  



 Definitions: 

 

 Workload Redundancy Profile: a metadata document that 
describes the workload redundancy characteristics, as described 
in the previous section. Specifically, this profile contains: the test 
procedure to detect a failure (this can vary from executing a SQL 
command, a ping, a HTTP request, etc.), the clustering settings 
(active/active, active/passive), and the failure action (which 
dictates what needs to be done if a failure is detected). 

 Event Definitions: a metadata document defining the possible 
events that may occur during the manufacturing process. Events 
can be Rush Orders, Resource Breakdown or specific workload 
failures. 

 Recovery Rules: a document consisting of mappings between 
event definitions and possible actions in case of a failure. 

 



 



 Resource Monitoring : 

 monitoring the manufacturing resources 

 monitoring the workload executions 

 Implemented with a multi agent system that can gather monitoring data from 
multiple layers in the enterprise software stack. 

 Event Listener (Sequencer) :  

 Responsible for listening for generated events 

 Responsible for sequencing of similar events 

 Elimination of duplicate events.  

 Redundancy Action Manager : 

 is the profile enforcement point for the redundancy mechanism 

 the profiles are evaluated based on the event mapping done by the system 
configuration engineers at design time 

 executes the failure actions (that typically calls the private cloud APIs to bring 
up a passive cluster node or to provision resources to the workload).  



 The CoBASA architecture: 
◦ an agent-based control architecture cooperation is regulated by 

contracts 

◦ is a flexible approach to dynamic shop floor re-engineering 

◦ flexibility is assured by the resource (robot) consortium concept 

 In our pilot implementation: 
◦ the Redundancy Action Manager module uses a direct association 

between the Manufacturing Resource Agent consortium (robot 
team) and the redundancy profiles defined; 

◦ the Event Sequencer receives events from the Manufacturing 
Resource Agents (MRAs) and gathers real time information on 
robot availability and status; 

◦ the Customer Order Management (COM) module is used to 
determine capacity requirements. 



 



 Redundancy tests were performed using: 

 
◦ IBM CloudBurst 2.1 private cloud implementation  

◦ A pilot manufacturing cell consisting of six Adept robots 
and a closed loop conveyor 

 

 The tests show the recovery time for a resource 
type workload (resource breakdown) in: 

 
◦ active/active scenario and in  

◦ active/passive scenario 



Workload allocation in normal operation (no perturbations) 

Virtualization of  static workloads: production tracking, human intervention and quality 

assurance workloads for several product types. The virtualization process resulted in 

11 individual virtual machine templates, published in the service catalogue of the IBM 

CloudBurst private cloud; one for each ISA-95 function and one additional for the MSB 

implementation. 



Workload allocation in perturbed operation (resource breakdown scenario) 

A perturbation affects the system that prevents the initial schedule to be executed. 

The vMES process responds by dynamically provisioning the Automatic Control 

workload, which will take control of the remainder of batch execution, according to 

the specific MES implementation (2 minutes - provisioning time). 



Conclusions 

Manufacturing system virtualization allows the separation between the 

physical re-source and the controlling information system.  

Along with many operational and design advantages, a redundancy 

mechanism with active/active or active/passive workloads can be 

implemented with virtualized resources. 

A private cloud implementation would be able to detect a workload failure 

and switch to the redundant workload.  

Future work is focused on expanding the mechanism presented in this paper 

to sup-port redundancy plans across different geographical locations of 

private clouds in order to support disaster recovery scenarios, thus assuring 

new levels of redundancy for large scale manufacturing enterprises. 

 




