
Even organizations that have strong security controls and 

processes in place may not be able to detect and contain a 

breach quickly. If security teams do not practice their detection 

and response capabilities against real world attack scenarios, 

the likelihood of effectively executing them during a real breach 

is greatly reduced. This is why the European Union’s Digital 

Operational Resilience Act (DORA) has a Threat-Led 

Penetration Testing (TLPT) requirement, and why IBM X-Force 

has had a full team dedicated to advanced, threat-led security 

testing for over 10 years.

IBM X-Force offers a proactive approach that goes beyond 

simply satisfying security testing requirements, like DORA 

mandated TLPT, by additionally providing meaningful analysis 

to holistically identify and mitigate security risks. Don’t just 

check the box, check the program.

Finding Vulnerabilities is Not Enough

IBM X-Force is a threat-centric team of hackers, responders, 

researchers, and analysts. The portfolio includes both offensive 

and defensive services, fueled by a 360-degree view of threats.

The global team of over 200 elite security testing professionals 

focuses on providing flexible, agile, independent, and proactive 

security testing services to help clients defend against today’s 

threats and meet DORA TLPT provisions. It uses the same 

tactics, tools, techniques, and mindsets as attackers to target 

high value assets while subverting established defensive 

controls. The recommendations are focused on improving the 

ability to prevent, detect, and respond to advanced, real-world 

attack techniques.

With two specialized groups, Offensive Services & Threat 

Intelligence Services, X-Force serves as a one-stop shop for all 

elements of the Testing and Closure phases of a TLPT 

engagement. This includes gathering threat intelligence, 

creating threat scenarios, creating a test plan, executing on the 

red team testing, red team reporting, and executing on any 

attack replays and purple team testing needed.

If you want to use your DORA TLPT requirement as an 

opportunity to strengthen your security posture and program,

schedule a briefing with an IBM X-Force expert.
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IBM X-Force Threat-Led Penetration Testing (TLPT)

Gain a holistic view 
of your security 
program

Use the Digital Operational Resilience 
Act (DORA) TLPT requirement to 
drive real security improvement from 
mandated security testing
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32%
Percentage of incidents that 

involved use of legitimate 

tools for malicious purposes,

such as credential theft,

remote access, or data 

exfiltration.1

31%
Increase in attacks year over 

year in Europe, which is also 

the region with the highest 

percentage of observed 

security incidents.1
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