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Introduction
In themoderndigital economy, there is an insatiable appetite for secure
digital experiences that newapplication architectures, operatingmodels,
and securitymethods canprovide. Companies are increasingly adopting
cloud-native technologies andmicroservices to stay competitive.However,
managing a rapidly expanding collectionof applications acrossmulticloud
environments hasput IT teamson their heels as they grapplewith growing
staffing andbusinessdemands.

The scale and complexity ofmoderndigital business applications are
growingwith increasing cross-dependencies anddeployment platforms,
includingVMsand containers deployedbyprivate, hybrid, andpublic
multicloud scenarios.Neworganizational constructs, such asDevOps,
platformengineering, and site reliability engineering (SRE), require teams
to collaborate, share access to critical information, andbetter understand
applicationdependencies across traditionally separatedata silos. Theneed to improveapplication security and
performancehasnever been greater as the C-suite recognizes that the technologyarchitecture is now thebusiness
architecture.

While the cloudoffers numerousbenefits for driving scalability, resilience, and flexibility, it also introduces significant
complexity to softwaredevelopment, security,management, andoperations. This complexitywill increase asunderlying
infrastructure expands tomeet changingbusiness requirements for security, compliance, time-to-market demands and,
most recently, AIworkloads.Most organizationshavebeen trying tonavigate these challengesusingdisconnected tools
andpractices across public, private, andhybrid cloudenvironments to streamline their cloudoperations.

The rapid growth of business applications has created fragmented data lakes and siloed
tooling, increasing the costs and complexity of managing applications. Technology
executives should consider a modern approach using AI-powered tools that provide a
comprehensive view of application health.

KEY TAKEAWAYS
»Organizations face rising application
complexity and scalability challenges.

» The growing digital economy and AI
workloads are placing increased strain on
application resilience.

» Existing solutions are not capable of
providing a complete picture of
application health.

» A modern approach combines existing
tools with intelligent AI insights that
provide information on application health
across the silos of the modern application
life cycle.

AT A GLANCE



Page 2#US53319425

SPOTLIGHT Modern AI-Driven Automation Enables Application Resilience

Application complexity permeates theentire softwaredevelopment life cycle (SDLC), fromdesign anddevelopment to
deployment andproduction. Increasingly, development teamsmust have a cursory understanding of security and
performance requirements, owning someportionof responsibility for thesemission-critical tasks.While shifting these
typesof tasks todevelopersmay soundgood, it is destined to failwithout providing themwith adequate support.

It is reasonable to estimate that several trillion linesof application code are currently in use, highlighting themassive scale
organizationsneed toundergo tomanageandmaintainmodern applicationportfolios.Without anunderstandingof the
components thatmakeupapplications andhoweachone impacts theother, it is difficult to isolate problemsbefore they
cause apoor customerexperienceor unplanneddowntime.

Thegrowthof applications, code, andmulticloud andhybrid cloud infrastructures is onlyplacing aheavier burdenon
developers, SREs, andnetwork engineerswhoneed to troubleshoot, aswell as operational teams thatmaybe trying to
manage costs. These teamsmust understand the costs across the complex sets of processes they support.

TheC-suite is underpressure todomorewith less and create competitive advantageswith technology-driven
capabilities. For example, understanding thebest cost-effective cloudoption forworkloads is becominga key
requirement inmanyFinOps conversations. Providing a great, consistent customerexperience through thedeliveryof
high-performingdigital serviceshasbecomeadriver of revenueand customer loyalty.

There is noholistic topological viewof application risks, entities, anddependencies, leavingorganizations to react to
problems rather thanproactively prevent them. Theeffort it takes to identify an issue, get the information to thebest
team, and solve (or prevent) problemshasnever been greater. Themyriad teamsand fragmentedproblems, incidents,
and changemanagementprocessesmake it difficult to interpret all the complexdata signals fromapplications and the
tools that support andmonitor them.Development, security, andoperational processes are often thedomainof
separate teamswith different and fragmented toolchains anddata sources.

Eachhourof an applicationoutage can cost abusinesshundredsof thousandsof dollars. Left unchecked, anoutage can
quickly addup tomillionsof dollars over aday. Theperson-hours spent trying to isolate applicationproblems and
develop aplanof action are ahighoperational cost to thebusiness,with experienceddevelopersmaking$178,000
annually (source:Payscale.com). SREs tend to spendan inordinate amount of their timeonproblemand incident
management rather thanestablishing the SREpractice in their technology organizations. IDC'sNovember2022AIOps
andObservability Surveyestimated that an applicationoutage costs abusiness about $4.2millionper day, and for certain
mission-critical applications, that amountmaybe significantly higher.

Figure 1 shows that despitemodern software tooling efforts, just 3.3%of respondents attest to amean time to restore
(MTTR)of less than anhourwhenaproductionoutageoccurs. Formost,MTTR takeshours,with over a third of the
respondents (36.6%) indicating that it takesbetweenadayandaweek to restore an application service inproduction.
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FIGURE 1: AddressingProductionOutages Takes a SignificantAmount of Time
Q What is themean time to restore a servicewhenaproduction outage occurs at your

organization?

Source: IDC's DevOps Perceptions, Practices, and Tools Survey, November 2023

Inmost organizations, a significant portionof the responsibility formanaging application complexity rests ona small
groupof highly skilled engineers andarchitectswhooften face the riskof burnout. These specialized skills are scarce, and
developing thenecessary expertise tounderstand andnavigate intricate application architectures requires years of
experience. This relianceona limited talentpool can strain both the individuals and theorganization, leading to the
turnover of themost critical technical talent andhighlighting theneed for better strategies to address themosaic of
application components, resources, anddependencies.

Theexplosionof AI is introducingnewworkloads andadding significant pressure to existing applicationdevelopment and
the creationof entirely newapplications. This surge inAI-drivendevelopment not only complicates the architecture and
maintenanceof current systemsbut alsonecessitates new frameworks and tools to harness thepotential of AI
technologies effectively.GenerativeAI (GenAI) codegenerationmakes codeproduction faster thanever.However, 42%
of developers indicated that their AI-generated code isoftenor always insecure, adding vulnerabilities to the application
code that require remediationbeforedeploying it intoproduction (source: IDC'sU.S. Generative AI Survey, April 2023).

Traditionally, organizationshaveattempted to keeppacewith application complexity byaddingnewdevelopment,
DevOps, security, andmonitoring solutions. This approachhas led to tool sprawl and siloed viewsof the application life
cycle, eachwith adistinct set of insights that don't provide aholistic pictureof applicationhealth. Figure 2 shows that
most organizations attest to having10–14different tools just in theDevOps toolchain.
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FIGURE 2: Number of Different Tools Across theDevOps Pipeline
Q Approximately howmanydifferent toolsmake up your organization's DevOps toolchains?

n = 311

Source: IDC's DevOps Perceptions, Practices, and Tools Survey, November 2023

Further, data fromanother survey shows that organizations alsoused10–14differentDevSecOps tools (source: IDC's
DevSecOpsAdoption, Tools, and Techniques Survey, 2023). Ifwe speculate that thenumbers are similar formonitoring
and observability, networkmanagement, and softwaredevelopment, organizationsuse60distinct tools across the
application life cycle.

Siloed tools and environments anddata complexity significantly hinder thedevelopment of revenue-generating
applications.When teamsmust navigatedisjointed systemsand fragmenteddata, productivity drops as they spendmore
timemanaging these inefficiencies thanon innovation and strategic growth. This compartmentalization createsbarriers
to collaboration and slows thedecision-makingprocess, detracting from the coreobjectiveof delivering value to the
business throughprofitable applications.

For example, software composition analysis (SCA) tools build softwarebills ofmaterial (SBOM)and identify discovered
common vulnerabilities andexposures (CVEs), but not all of them require the attentionof development teams.
Conversely, in adistributed cloud-native application, the SBOMmaynot accurately represent all application risks, leading
to an inaccurateunderstandingof the true application risks.With anoverwhelming number of findings and limited
developer time, it becomes challenging todeterminewhich issuesneed fixing, shouldbeadded to thebacklog, and/or
canbe safelywhitelisted. This situationunderscores theneed for better prioritization and risk assessment to ensure
efficient useof developer resources.

It is nowonder that application security breacheshave increasedby21%year over year from2022 to2023 (source: IDC's
DevSecOpsAdoption, Techniques, and Tools Survey, January2023). This surge in security breaches illustrates the
challengeorganizations face in trying to fix theCVEs that truly put themat risk.Despite awealth of data across a
cacophonyof security tools, organizations lackend-to-end visibility into the real application risks that theyneed to
prioritize and remediatebecause it's a data swampwith toomuchnoise andnot enough signal.
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While themetadata aroundapplications is alreadyavailable, it is often siloed in
different tools anddata sets, preventingorganizations fromproactively
managing and controlling application resilience. This fragmentation leads to a
disjointed viewof critical information,hindering the ability to anticipate and
respond topotential issues.

Organizationsdon't need to replace existing tools— they usually haveenough.
Theyneed tomodernizehow theyuse themtoproactively and intelligently
address application risks that can threaten thebusiness and its end customers.

Benefits

A New Approach to Application Resilience and Transparency
Newmanagement solutions that leverageexisting organizational tool investmentsandAIwill be essential to help
organizations rethinkhow theydeliver andbuildmodern cloud-native applications. Insteadof addingmore tools, the
focusmust beonadding intelligence. By simplifying andoptimizing application resilience throughmodernAI technology,
organizations canproactively identify points of failure andaddress problemsbefore theyescalate into crises. This
approachof leveragingAI enhancesorganizational resiliency andensures that current tooling investments are
maximized, providing a smarter,moreefficient pathway tomaintaining robust and reliable applications.

AI can capture the knowledge of themost experiencedengineering staff, enabling interactive andautomated capabilities
across the application ecosystem. This advanced level of AI reasoningdemocratizes applicationmanagement, allowing
less experiencedengineers to succeed andeffectivelymanagea greater numberof applications. Byembeddingexpert
knowledge intoAI systems, organizations canensure consistent applicationof critical insights andbest practices, leading
tomoreefficient and scalablemanagement processes.

An intelligent approach to applicationmanagement can significantly reduce application runtime costs byoptimizing
resourceutilization andminimizingdowntime. IntegratingAI-driven insights andautomation into the application
management process preserves valuable engineering time, as engineers areno longer boggeddownby the tedious task
of isolating and remediatingproblems that application intelligence could havepreemptively addressed. This proactive
strategy identifies and resolvespotential issuesbefore theyescalate, reducing the likelihoodof costly disruptions.
Consequently, organizations can allocate their engineering talent toward innovation and strategic initiatives rather than
routine troubleshooting, resulting in cost savings and improvedproductivity.

Using an intelligent approach can strengthen feedback loops, effectively prioritizingoperational application issues in the
backlogbasedon their risk levels. By accurately assessing and categorizing these issues, development teams can focuson
addressing themost critical problems first, therebyoptimizing their efforts and resources.

Intelligently Manage Risk
Shifting fromanarrow focus onoutput frompoint solutions to a comprehensive viewof applications across diverse cloud
environments andoperational toolsets can further enhanceefficiency. Byadopting this approach, organizations can
streamlineoperations andoptimize resource allocation.

An intelligent approach to
applicationmanagement
can significantly reduce the
costs associatedwith
developing andmanaging
applications by optimizing
resource utilization and
minimizing downtime.
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By leveragingdiscovery capabilities, organizations can ingest data fromtheir existing tools, enabling themtouse the
discovered intelligence to adopt a risk-based strategy to enhance their application security and resiliencepostures. This
strategy involvesproviding intelligent recommendations for remediationor acceptanceof identified risks and identifying
the root causesof security vulnerabilities basedon theevolutionof the application and its supporting infrastructure.
Furthermore, organizations canprioritize potential risks basedon factors such asoperational impact, includingblast
radius, tier, andexternal exposure.

A coupleof examplesof improved resiliencedue tousingAI across the application life cycle are:

» ComprehensivemonitoringbetweenAPMand ITSMsolutions. For instance, beingable to cross-reference
application availabilitymetrics fromAPMtests against IT tickets in the ITSMsolutionhelpsunearth resilience gaps
that need tobe further investigatedwith theAPMtool.

» Guaranteeing compliancewith crucial security andprivacy controls, such asNIST 800-53 andCIS benchmarks,
entails tracking thedrift of compliance standardsover timeandevaluating thepotential impact of various
remediationoptions. This analysis enablesorganizations tomaintain a robust security posturewhilemitigating risks
effectively.

» Gaining insights into expiring application certificatesprevents costly outages. Thesedigital documents authenticate
the identity of applications, servers, or users and facilitate encrypted communication, butwhen theyexpire
unexpectedly, costly disruptions canoccur.Organizationsneed tomanage certificatesproactively byprioritizing
renewals basedon their severity impact toprevent applicationdowntimeandensureoperational continuity.

Trends
As application anddata growth accelerate, the challengesposedby increasingdata variety, volume, and complexity are
becomingmorepronounced. IDC forecasts that over 1billion new logical applicationswill be createdby2028 (see1
BillionNew Logical Applications:More Background, IDC#US51953724, April 2024). Thesenewapplicationswill be
distributed innatureusingAI services,whichwill only exacerbate theexisting complexity dilemma.

TheemergenceofGenAI and codegeneration, coupledwith the intricatewebof application interdependencies,will
cause the complexity of technological challenges to growexponentially. As AI advances and intertwineswith the
softwaredevelopment processes, the landscapebecomes increasingly intricate, demanding innovative solutions to
navigate and address the complexities effectively. This exponential growthunderscores thepressingneed for
organizations to stay aheadof the curvebyembracing cutting-edge technologies andmethodologies, equipping
themselves to tackle theevolving challengesof thenewdigital erahead-on.

Considering IBM Concert
Originally designed to address IBM's internal application challenges, IBMConcert is the intelligence layer thatunifies
fragmented applicationdata, transforming it intoAI-driven insights andautomated actions to strengthen risk and
resilience.With built-inworkflows, IBMConcert enables users tobuild automation thatmitigates vulnerabilities,
optimizes resilience, andpromotes continuous application stability according to their unique architecture. It delivers a
comprehensive, 360-degree viewof applicationhealth, performance, and risk— turning insight into action at an
enterprise scale.
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Key capabilities of IBMConcert include:

» GenAI at its core: LeverageGenAI to analyze and turn applicationdata into strategic insights and
recommendations.

» App360:Consolidate information fromvariousmonitoring and analytics tools topresent aunifieddashboard,
giving theuser thepower to address vulnerabilities, resilience gaps, compliance issues, expiring certificates, and
more.

» Automatedactions:Unlock the full potential of applicationswithAI-driven automation,deliveringprecise
recommendations, seamless integrations, andproactive actions to ensureoptimal resilience andperformance.

» Amplify existingautomations: Incorporate RPA tools, BPA tools, scripts, andotherautomation assets into larger
workflows,maximizingexisting investments in automation.

IBMConcert integrateswith a company's existing tools, technology stacks, and vendors across the application life cycle,
requiringnodisruptions to existing teams. It enablesorganizations tooptimizeoperations and leverage tailored insights
for informeddecision-makingusing the tools they alreadyown. IBMConcert helps applicationowners, SREs, andusers:

» Operationalize risk and resilienceby collecting and correlatingdata frommultiple sources, providing a
comprehensive viewof anorganization's posture.

» Increase efficiencywith prioritized insights andaction-oriented recommendationswith automated remediation to
lowermean time to resolution.

» Improveapplication awarenessbyunderstanding thedependencies and connections thatmakebusiness
applications tick.

» Achieveenhanced security that focuses resourceson the risk factorswith themost significant impact on their
applications.

IBMConcert App360provides abaseline viewof an application that spansdevelopment, security, and IT operations,
including:

» Topologymapof information flows andasset andworkload locations across environments and toolsets (Arena
view)

» Data collection repository (Evidence store)

» Application change log

IBMConcert uses application intelligence as abaselineand transformshowapplicationowners and SREs address the risk
and resiliencemanagement of business applications via:

» Resilience:Unlock anewstandardized and repeatableapproach to application resilienceusingAI-powered
insights.
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» Vulnerabilities:Minimize application security risks and speedup resolutionby eliminating false positives and
duplicates andprioritizing CVEsbasedon impact.

» Certificates: Streamline certificatemanagement byhighlighting impendingexpiration andpolicy violations.

» Compliance:Ensure continuous compliancewith evolving security standardswhileminimizing resourceuse and
maximizing security integrity.

Further, IBMConcert produces recommendations for each applicationphase (development, build, integration,
deployment, operate, etc.) across the SDLC. TheAIAssistant interface allowsusers toquestion those recommendations,
gather additional context, anddigdeeper touncover things such as:

» AI-poweredworkflows: IBMConcertWorkflowsprovides anAI-powered automation engine that generates
recommendedworkflows that users canquickly adapt to thenuancesof their architecture. ConcertWorkflows
allowenterprises to cover the full vulnerability life cycle, from identification to resolution, enabling scalable fixes
across hybrid IT environments.

» App-centric insights: IBMConcert collects andpresents information at the application level, delivering insights that
transcend infrastructure silos.

» App-centric prioritization: IBMConcert analyzes connections, dependencies, andprioritieswithin applications,
presentingpriorities basedon real impact.

» Instant context:The IBMConcert AI-drivenUIprovides the ability to instantly investigate the context of risk
findingswithout buildingnewdatapulls or dashboards.

Challenges
IBMConcert is a newsolution andapproach to ensuring application resilience, but it faces the following challenges:

» Competition existswith other observability and securitymonitoring solutions. Application topologymappinghas
beena staple inmanyobservability solutions, but itsdata reach and security knowledge are limited.

IBMwill need to articulate that IBMConcert is notmeant to replaceor competewith existingpoint solutions,
discusshow it is designed to "meet youwhere youare," andhighlight the keydifferences in the scopeof the
provided insights. It is critical to understand that IBMConcert is using amodernGenAI (watsonx) framework to
enableorganizations to scale andensure the resilienceof their application life cycle. The true valueof IBMConcert
is its ability to ingestmetadata and turn it into knowledge about your application andbusiness.

» Data collection across the application life cycle,with a contextual understandingof security andperformance
requirements, is traditionally challenging and invasive.

Most solutions that rely ondata collectiondependonagents that need to ride alongwith the applicationworkload.
IBMConcert doesnot comewith theoverheadof adata collection agent taking advantageof readily available APIs
to ingest information from the tools already in place across theentire application life cycle.

» Cultural resistance to relying onAI intelligence and theability tomaintain accurate topologieswith fast-changing
data sources andapplication architecturespose challenges.
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Most of this resistance is derived from the fear of job insecurity and feelinguncomfortablewith usingmodern
solutions.While thesepeople problemsareoftenmore challenging than the technical ones, IBMneeds tohelp
organizations get their teamsonboardwith theunderstanding that AIwill not replacehumans—humanswhouse
AIwill replace thosewhodon't (thus it is good for their careers).

» Itwill be challenging tobring disparate teams together to agreeona commonoutcomeanddedicate time todata
quality and ingestion requirements. Executivesmust commit to leading theseprojects for commonobjectives.

The IBMConcert buyer isnot a single group, but it is all the groups anddisciplinesmakingup theapplication life
cycle.When aprospective customerhas very siloed teams, itmaybehoove IBMto lean intooneparticular area of
the application life cycle to get someearly buy-in anduse that success to expandusageacross theother teams in
the application life cycle.

Conclusion
Theexplosionof newapplications and theexponential growthofdatahavemademanaging applications increasingly
complex for organizations,manyofwhich are ill-equipped to keeppace. This growing complexity, coupledwith poorly
managed applications, often leads to frustration and costly productionoutages that have significant financial
repercussions. Asbusinesses adopt neworganizational constructs such asDevOps,platformengineering, and SRE, the
need for advanced collaboration and tools becomesevident. These teamsmustwork together effectively tonavigate the
intricacies ofmodern application environments andensure seamless operations.

Newmanagement solutions that integrateAIwith existing tool investments, such as IBMConcert, are essential for
modernizing cloud-native applicationmanagement. This intelligent approach reduces costs byoptimizing resource
utilization andminimizingdowntimeandprovides a comprehensive viewof applications across diverse environments,
allowing for better riskprioritization and streamlinedoperations. Therefore, organizations should considerhow IBM
Concert canhelp themmanage the increasednumberof applications and complexity of the futurebymodernizing their
applicationmanagementpractices.
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MESSAGE FROM THE SPONSOR

Appswithout knowledge gapswith IBMConcert
Poweredbywatsonx, IBMConcert connects disparateapplicationdata and transforms it into actionable insightswith
AI-powered remediation for risk and resilience. IBMConcert brings anew level of intelligence to yourobservability, risk
and resilience strategy, helping youachieve greater control, security, andefficiency inmanaging your applications.

Learnmoreabout IBMConcert by visitingourwebpage.
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