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O1
Introduction

Many organizations run their finance, supply
chain, procurement and HR operations using
SAP’s ERP solutions. The ever-increasing
need for speed, efficiency and innovation
are driving organizations’ need to both
modernize their ERP and move to the cloud.
Over a quarter of SAP customers today are
“live” on SAP’s next-generation ERP, SAP
S/4HANA. According to the SAPinsider
report, Deployment Approaches to SAP
S/4HANA Benchmark Report 2022, 49%

of the respondents were evaluating the
business case or performing a proof of
concept or currently implementing SAP
S/4HANA.1

Next chapter >

Businesses are looking for guidance to
determine the best approach to move SAP
applications to the cloud. In this ebook,
we will introduce the “clean core” SAP ERP
modernization approach and dive deeper
into how IBM Cloud® helps accelerate the
move to cloud.
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“Clean core”
modernization
approach

Traditional and heavily customized

ERP architectures with point-to-point
integration are much more difficult

to upgrade and slow down innovation.

A “clean core” means keeping the SAP
ERP software system free of customization
to make it more manageable, easier to
upgrade and extensible to meet unique
business needs that more often involve
connecting SAP and non-SAP applications.

Let’s break down what it takes to build
a clean SAP core.

Legacy ERP Core
Classic extensions

Simplification
Modernization
Optimization

Custom applications
Custom data

[ Current: mobile app, HR/payroll, SRM, CRM, [J System of operations: Supply chain, (] System of intelligence: API integration, AI/machine [OJ System of experience: customer insights,
legacy system, business intelligence HR, finance, procurement learning, Internet of Things, analytics/big data, supplier collaboration, assets and supply
automation, other business applications chain, employee experience

Figure 1. Keep SAP ERP software core, containing applications, custom data and integrations,
free of customization and make it more manageable by applying a tailored mix of modernization
patterns that aligns to Lean-ERP but allows an unconstrained business ambition.

< Previous chapter Next chapter >
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Code simplification and modernization
establishes a path away from current
monolithic ERP models and custom code.
The first step in code modernization is

to ensure there is a cloud-native DevOps
platform in place to contain the SAP
extensions. All customizations in the

SAP ERP environment can then be built

as extensions on top of the cloud-native
platform and integrated into this digital
core through APIs. When choosing a
cloud-native DevOps platform, the natural
choice for SAP extensions is SAP Business
Technology Platform (SAP BTP). SAP BTP
facilitates the necessary connectivity setup
that needs to exist between the extensions
and the SAP S/AHANA core in terms of
users, authorizations and access to APIs.

“Clean Core” modernization optimization

In addition, many organizations have
already chosen a cloud provider and use
the cloud-native services available to create
Innovative solutions. Many have a preferred
cloud-native DevOps platform, supporting
a “develop once, deploy anywhere”
capability, such as Red Hat” OpenShift®.
Enterprise-scale DevOps platforms are
sometimes selected because they can

be used to extend any application across
the enterprise, not just SAP.

Data quality and conversion

As businesses plan their move to SAP
S/4AHANA, it’s critical to determine if the
current state of data supports planned
business outcomes and to automate
remediation of data errors to reduce the
overall data complexity and data footprint.
SAP S/4HANA migration provides an
opportunity to cleanse and archive data
that has accumulated in SAP for years. In
most cases there are duplicate, incomplete,
obsolete and old records that are no longer
needed. Because SAP S/4AHANA requires
the SAP HANA in-memory database to run
on the server, reducing the data footprint
can provide significant savings on hardware
or cloud IaaS subscription costs.

< Previous chapter Next chapter >

Process optimization

simplify and optimize business processes

to improve outcomes. Discover inefficiencies
In current process paths, automation rates,
throughput times and other process-specific
KPIs in your organization. Take advantage of
frameworks and tools that prompt immediate
actions through automation and help ease the
adoption of intelligent technologies.
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Infrastructure modernization

This involves introducing cloud-native
capabilities to ERP environments

while extending the value of existing
investments. When moving SAP ERP
Central Component (ECC) or SAP S/AHANA
to cloud, consider a cloud provider that
can leverage your existing investments
and offer infrastructure capacity that can
scale in granular increments. This will
help accelerate the time to value of your
cloud migration and maintain right-sized
environments where you pay for only
what you need, without being forced

to overprovision capacity.

“Clean Core” modernization optimization

Data model Process
Optimize ECC optimization : automation
] ==emsmesmaasaazca > U e [ S W S oy (R S
SAP R/3, SAP Suite on SAP S/4HANA Continuous
ERP Central SAP HANA Cloud Innovation
Component A A
(ECC) : |
’ | :
Onpremises -1 |H > BH [ [|H [ tTTTTttrrirmmmmooosoosommssoooooooooooees
SAP R/3, Suite on SAP S/4HANA
SAP ECC SAP HANA
Figure 2. Cloud modernization of SAP ERP.
< Previous chapter Next chapter >
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Considerations

for Inf
Mmode

-astructure

nization

Whether you're considering a lift and shift
of SAP ECC on AnyDB or of SAP Business
Suite on SAP HANA, or modernizing your
ERP solution to SAP S/4HANA Cloud,
choosing the right infrastructure is critical.
The IDC research found that organizations
that moved SAP HANA or SAP S/4HANA
to cloud took 14—-21 months to execute
the migration.? Their planned and unplanned
downtime per year ranged from 12
minutes to over 16 hours.? Additionally,
85% of businesses consider data and
analytics, AI/ML and IoT/Edge capabilities
when choosing SAP S/4HANA cloud
infrastructure.? Choosing the right cloud
Infrastructure is critical to reducing
migration time, maximizing availability
and enabling continuous innovation.

IBM Cloud helps accelerate time to value,
make SAP IT infrastructure always available
and enable continuous innovation by
extending SAP applications with cloud-
native solutions.

14-271 months

Time for organizations to execute
migration of SAP HANA or SAP
S/4HANA to cloud?

0.2-16+ hours

These same organizations’
planned and unplanned
downtime per year?

85%

Businesses that consider data
and analytics, AI/ML and IoT/Edge
capabilities when choosing SAP
S/4AHANA cloud infrastructure?

< Previous chapter
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IBM Cloud is the only high-performance
SAP-certified IaaS that offers both Power
and x86 infrastructure to run production,
dev/test and high-availability/disaster
recovery (HA/DR) environments.?

The IaaS portfolio of IBM Cloud consists of:

— IBM® Power”® Virtual Server
(only SAP-certified IaaS on Power
for SAP HANA deployments)

— IBM Cloud for VMware Solutions
(only SAP-certified IaaS on VMware)

— IBM Cloud Virtual Servers

— IBM Cloud Bare Metal Servers

< Previous chapter Next chapter

>

20%

Typical reduction in time

to migrate when SAP solutions
were deployed on IBM Cloud
versus in other clouds®
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Accelerate time to value

According to IDC special report,
Infrastructure Adoption Trends for SAP
HANA and S/4HANA, clients deploying
SAP solutions on IBM Cloud were able to
migrate 20% faster than on other clouds.?

The broad portfolio of IaaS options on

both Power and x86 environments enable
Like-to-Like migration of on-premises SAP
environments to cloud. This helps accelerate
the Day 1 deployment of SAP applications in
the cloud. The virtualized environments also
enable you to dynamically change capacity
to scale up and down. Power Virtual Server
offers granular memory scaling from 128 GB
to 22.5 TB that enables you to pay only for
the capacity you need without being forced to
overprovision. On the Intel x86 environment,
IBM Cloud offers flexible compute options
that scale from 128 GB to 18 TB.

Additionally, SAP on IBM Cloud
supports real-time decision making with
leadership in SAP ERP throughput and
SAP BWH analytics performance.®

IBM Cloud for SAP Solutions

o 22.5TB
5 10.8GB
5 2.88TB

Figure 3. With IBM Power Virtual Server you can scale granularly
from 128 GB to 22.5 TB without overprovisioning,

<

18 TB

12 TB

5.6 TB

0.192 TB

0.128 TB

VSIs Virtual data center Bare metal
8-200 vCPUs (VMware) 32-224 cores
32-224 cores 64-448 vCPUs
64-448 vCPUs
Only SAP-certified
VMware on IaaS

Figure 4. IBM Cloud offers flexible compute options
that scale from 128 gigabytes to 18 terabytes.

Previous chapter Next chapter >

Bare metal with
Intel Optane
56-224 cores
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Mitigate IT
infrastructure risk

SAP ERP platforms execute critical
financial and operational processes.

When businesses choose to move those
processes to cloud, they need assurance
that their data is protected and that the
systems are available 24x7. IBM Security®
services has defined a framework featuring
13 layers that focus on the critical elements
of the SAP stack. This framework ensures
full coverage, going from regulatory and
compliance to the most technical details
related to cybersecurity.

<

IBM Cloud for SAP Solutions

IBM Cloud empowers the 13 layers
with the ability to:

— Govern resource configurations

and centrally manage compliance.

— Gain complete authority over data
at rest, in transit and in use.

— Deploy locally and scale globally
with resilient and highly available
infrastructure.

1. Governance
2. Access management

3. Data privacy

Compliance

4. CCM/Monitoring

5. Authentication

6. Applications ecurity

7. Application server (NW)

8. SAP HANA security

9. Data encryption

10. Network and communications
11. Vulnerability management

12. Infrastructure security

Cybersecurity

13. Cloud security and hosting

IBM Cloud®

Govern resource configurations

and centrally manage compliance.

Gain complete authority
over data at rest, in transit
and in use.

Deploy locally and scale
globally with resilient and
highly available infrastructure.

Figure 5. The 13-layer framework for SAP is focused on
reducing cybersecurity and regulatory compliance risks.

< Previous chapter

Next chapter >

IBM Security® services

Analyze current security posture
based on 13-layer framework.

Define SAP security baseline
to build monitoring automation.

Prevent incidents withautomated
monitoring of security controls.

Detect threats by implementing SAP
Enterprise Threat Detection( ETD).

Improve through continuous review
and refinement of security posture.

10
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Govern resource configurations
and centrally manage compliance

IBM Cloud Security and Compliance
center allows you to view your security
and compliance postures from a unified
dashboard.

IBM Cloud for SAP Solutions

Ensuring that best practices and external
regulations are always adhered to can
be a time-consuming process. The IBM
Cloud Security and Compliance Center
routinely scans the available resources

in cloud environments on a set schedule
and creates an inventory that can be used
for auditing purposes. As part of the scan,
the IBM Cloud Security and Compliance
Center validates your configurations
against a predefined set of control
Implementations called goals before
calculating a compliance score. Your
score can help you to know which issues
you need to address first.

Figure 6. The IBM Cloud Security and Compliance Center

provides visibility to security and compliance postures

on a single dashboard.

<

Previous chapter

Next chapter

>
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Gain complete authority over data at rest,
in transit and in use.

Protecting sensitive information and
intellectual property, and meeting
compliance and regulatory requirements,
requires organizations to protect their data
end to end—when it’s at rest, in transit and
in use.

IBM Cloud for SAP Solutions

Data is often encrypted at rest in storage
and in transit across the network, but
applications and the sensitive data they
process—data in use—are vulnerable to
unauthorized access and tampering while
they’re running. Due to an increased
understanding of the need to protect data
in use, the adoption of confidential
computing is on the rise. The term

confidential computing refers to cloud
computing technology that protects
data while in use.

In the “clean core” modernization approach,
wherein customizations are built as cloud-
native extensions that integrate with SAP
ERP, there will be scenarios in which these
extensions handle sensitive data. Consider
this scenario: a mobile bank using a chatbot
as the first step in allowing customers
discuss ways to resolve their debt.

The chatbot uses an AI/ML model to
automate the debt payment proposal and
that model gets the customer data from SAP
S/AHANA. The chatbot is built as a cloud-
native extension and conversations can
contain personally identifiable information
(PII). Because of the risk to customer
privacy, the bank needs to ensure that the
data is safe and the solution is compliant
with banking regulations. They can deploy
the chatbot extension in a trusted execution
environment to ensure that conversation

data is protected at rest, in transit and in use.

< Previous chapter Next chapter
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Protect data across
the compute lifecycle.

To achieve the highest level of commercial
privacy assurance, IBM goes beyond
confidential computing to help protect your
sensitive data across the entirety of the
compute lifecycle. This requires a holistic
approach—spanning compute, containers,
databases and encryption.

IBM Cloud for SAP Solutions

Hyper protect your sensitive data
and workloads in the cloud.

IBM’s capabilities include industry-leading
security services for cloud data, digital
assets and workloads. These services

are built on IBM® LinuxONE security-rich
enclaves, which offer built-in protection for
data at rest and in transit, plus protection
of data in use. The services are designed
to make it easy for developers to build
applications that deal with highly sensitive
data while helping companies meet
regulatory compliance requirements.

As companies migrate their mission-critical
SAP applications to IBM Cloud, they can get
the security with end-to-end capabilities
and customizable solutions to help secure
their data, all backed by expert support.

Keep your own
key (KYOK)

IBM Hyper Protect
Crypto Service

Data in transit

Application User
user interface

Figure 7. IBM Hyper Protect Crypto Services
is a security solution built for the cloud.

< Previous chapter Next chapter

Data in use

— Confidential servers
for workloads

— Confidential containers
for microservices

— Confidential databases

DD
oo

Application Data service

Data at rest

Data
at rest

13
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IBM Cloud for SAP Solutions

Deploy locally and scale globally with

resilient and highly available infrastructure.

Deploying business-critical SAP applications
in the cloud requires thought, planning

and confidence in your cloud technology
partner. IBM Cloud is designed with built-in
high-availability features that avoid single
point of failure by providing:

— Redundant power feeds

— Redundant network devices
and connections

— Redundant systems

IBM Cloud for SAP is built on Power and
Lenovo systems that are ranked most
reliable® and secure’ among the SAP-

certified infrastructures surveyed for
the ITIC 2022 Global Server OS reports.

< Previous chapter Next chapter

>
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IBM, Lenovo, Huawei and HPE Servers suffer the fewest
successful data breaches within the last year

Average amount of unplanned per server downtime in minutes
reported by each mission critical server platform in the past year

Server

IBM Z z/0OS

IBM Z w/Linux

IBM LinuxONE III

IBM Power Systems w/Linux
Lenovo ThinkSystem w/Linux

Huawei KunLun w/Linux

Server

IBMZz/0S 0

IBM Z w/Linux, AIX

IBM LinuxONE III

IBM Power Systems w/RHEL
Lenovo ThinkSystem w/Linux

Huawei Kunlun w/Linux

HPE Superdome w/Linux HPE Superdome w/Linux
Cisco UCS w/Linux Cisco UCS w/Linux
Inspur w/Linux Inspur w/Linux 11
Fujitsu w/Linux Dell PowerEdge w/Linux 13
Dell PowerEdge w/Linux Oracle x86 w/Linux 14
Oracle x86 w/Linus HPE ProLiant w/Linux 15
HPE ProLiant w/Linux White box w/Linux 20
White box servers w/Linux 181 Source: [TIC 2022 Global
Data breaches 0 10 15 20 Server Hardware, Server 0S
Minutes 0 30 60 90 120 150 180 210 SEEUIL S

Figure 8. Reduce downtime with redundant systems.

< Previous chapter

Next chapter >
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Empower an intelligent,
more sustainable enterprise

The key to the “clean core” modernization
approach is to keep the SAP ERP digital core
free of custom code and leverage cloud-
native extensions that connect into the core
for all customizations.

<

IBM Cloud for SAP Solutions

This requires you to consider the capabilities
of cloud-native services when choosing
the cloud platform. IBM’s cloud-native
solutions address the needs for data and
Al, sustainability, automation and security.
These solutions run on Red Hat OpenShift
and are available on multiple public clouds
(including IBM Cloud, Amazon Web Services
and Microsoft Azure), private clouds and on-

premises properties—all the way to the edge.

Predict outcomes with data-driven insights

Automate at scale Secure all touchpoints, all the time

Customer care

Content services

Identity management

Document insights

Document processing

Data security

Fraud protection

Workflow automation

Fraud protection

Enterprise asset management

(RPA) and digital labor

Business insights

Robotic process automation

Threat management

Unified endpoint management

Process mining

Third-party solutions

Secure all touchpoints, all the time

IBM Cloud Pak® for Data

IBM Cloud Pak for Business Automation

IBM Cloud Pak for Security

Red Hat® Hybrid Cloud Platform

IBM public cloud
IBM Cloud, IBM® zSystems,
IBM Power®, IBM Storage

Public clouds
Amazon Web Services (AWS),
Microsoft Azure, Others

Enterprise infrastructure

Edge

Figure 9. Do more with cloud-native extensions available
across a hybrid multicloud environment.

< Previous chapter

Next chapter >

16



O5
IBM Clouc
deployment models

IBM Cloud offers flexible SAP deployment
models that include RISE with SAP
—premium supplier edition and RISE
with SAP —classic edition. Following

are the differences between them.

SAP-certified TaaS

For lift and shift, HA/DR and development
and testing (dev/test) for SAP ECC
and SAP S/4HANA

Power Virtual Server

Enable Like-to-Like migration of SAP ECC
on SAP HANA, Oracle Database and IBM
Db2" and SAP S/AHANA on Power on prem
to cloud for production, dev/test and
HA/DR use cases.

VMware, bare metal

Enable Like-to-Like migration of SAP ECC
on SAP HANA, Oracle Database, Db2 and
SAP S/4AHANA on x86 on prem to cloud for

production, dev/test and HA/DR use cases.

< Previous chapter

SAP-certified IaaS with
managed services

For S/AHANA modernization,
ECC lift and shift

RISE with SAP — premium supplier
option (Power Virtual Server, VPC)
SAP’s managed-service solution for SAP
S/4HANA Cloud, private edition on IBM
Cloud with IBM Consulting” delivering
technical managed services.

ManagePlus (Power Virtual Server, VPC)
IBM Consulting delivers technical
managed services on IBM Cloud

with Bring-Your-Own-License (BYOL)
for SAP solutions.

GSI partner-managed services
GSI partner-managed services on IBM
Cloud with BYOL for SAP solutions.

Next chapter >
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06 \L 2 O/ Lower IT infrastructure costs Prysmian

Client success

Group expects to see by building

. a new environment on IBM Cloud —
action

0O/ ~aster IT provisioning has empowered
/I\ 7 Polynt to slash their time to market

for new business services —

/]\ j_ O/ Faster month-end closing was achieved,

offering deeper insights into Andhra
Paper’s financial performance —

< Previous chapter Next chapter >

18


https://www.ibm.com/case-studies/prysmian-group-cloud-sap
https://www.ibm.com/case-studies/prysmian-group-cloud-sap
https://www.ibm.com/case-studies/prysmian-group-cloud-sap
https://www.ibm.com/case-studies/polynt-cloud-sap-s4hana
https://www.ibm.com/case-studies/polynt-cloud-sap-s4hana
https://www.ibm.com/case-studies/polynt-cloud-sap-s4hana
https://www.ibm.com/case-studies/andhra-paper-cloud-sap-s4-hana
https://www.ibm.com/case-studies/andhra-paper-cloud-sap-s4-hana
https://www.ibm.com/case-studies/andhra-paper-cloud-sap-s4-hana

O7
Getting started with SAP
on IBM Cloud

Discuss your SAP workloads. Ask for an
analysis of your existing SAP environment
and recelve precise system requirements
for the move to IBM Cloud.

< Previous chapter
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