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Security and Event Monitoring - Inhibitors

= Security setup inherited from the past - previous owners / application designers no
longer are available

» For many IBM i IT departments, security is performed by an individual with
multiple responsibilities — operations, administration, programming, etc.

= Security implementation “how to” is often not understood, is neglected or not
monitored due to time constraints.

» Security policies/standards often do not exist. If they do, monitoring of compliance
to the policy is not done or understood and deviation from the policies/standards
across the enterprise is unknown.

» Gathering of security information is time consuming and I:FI
scattered in multiple places on the system. The analysis u ]
of this data or monitoring of security changes is often ]

dated by the time it is read.

= How do you measure security? What are Key Risk
Indicators (KRI) ? How do | prove due diligence to
security monitoring?
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PowerSC Tools for IBM |
Compliance and Event Monitoring
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Compliance Assessment and Reporting Tool - Features

The Compliance Monitoring Tool is a security and systems information Data Mart with “Real
Time” event monitoring capabilities. The tool utilizes DB2 Web Query to provide a low cost
web-based interface for business analytics for easy monitoring of compliance on any or all
systems in an enterprise.

= A centralized view of Security Compliance status across the enterprise provides the ability
to quantify and act upon several aspects of security as statistical measurable components
as well as to corporate defined objectives for configuration consistency

» Afederated repository of IBM i user profiles that provide cross system observability of
profile administration.

= Security Event Monitoring - monitor and act on events as they happen - providing near
"real time" monitoring of more than 180 of the most common security events. Additional
events can be monitored through a customization utility.

» A customizable scoring mechanism for prioritization of policy by customer objectives
which highlights deviations from policy, unexpected differences of policy settings between
systems, and security attributes that do not adhere to corporate security objectives.

= A utility to add user-defined items for monitoring inventory, auditing, status, etc. that
integrates with scoring mechanisms provided by the tool.

= A utility for deploying tool fixes or enhancements that can be leveraged for deploying
customer defined fixes
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Compliance Assessment and Reporting Tool - More Features

= A utility to automatically centralize and view data from configuration files and utilities that
already exist or that may be created in the future. Includes creation of Web Query
metadata and synonyms.

= Automated checks to the IBM PSP web for updated group PTFS. Optional checks can
also be performed for individual PTFs as well as reporting of PTFs not present.

= An archive utility for selecting when to trim data and optionally save/restore data sets for
future use when required.

» Automated email of individual reports to system owners.
= Automated scheduling of reports (with Web Query Standard Edition only)

= Checks of dictionary password usage. Do your users or administrators use easily
guessed passwords?
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Compliance Assessment and Reporting Tool — Typical Uses

» Demonstrating to auditors that control measures are in place

» Observing and highlighting deviation from corporate security standards and
policies
» Demonstrating when observed deviations have occurred

» Reporting defined security standards upon request by system or for the entire
estate of systems

= Quickly observing and assessing a broad range of security attributes (commonly
known and unknown to administrators)

= Quickly looking across the corporate estate for consistency in administration

= Adding customer-defined items for monitoring inventory,
auditing, status, security events, etc. with incorporated
scoring mechanisms provided by the tool

» Deploying fixes, enhancements or changes to individual
LPARSs or all LPARs for compliance or alignment with
standards

A

= Monitoring PTF currency
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High Level Architecture
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Compliance Assessment and Reporting Tool - Enterprise
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Compliance Assessment and Reporting Tool - SMB
High Level Architecture

EVENTS and DAILY Report Created by the
Compliance Assessment Tool Collection Agent

=7=¢ Lab Services and Training

vy
X r; SECURITY
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CUSTOMER
' / ISTO QUICK SECURITY CHECK FOR IBM i
—

Prepared By: Security Officer
IBM Systems Lab Services & Training
Assessment Date: July 01, 2015
Assessed System: CTCI005C
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The Engagement
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Implementation Agenda (Enterprise)

Pre-Engagement ;
" Day 1 Tuesday: | Valldqateqpre -requisites (TR’s and LPP s)
— Overview of the tool [ Validate installation and setup of WQ

— Installation on target systems
— Installation on central server
— Installation of WQ application component Post-Engagement:

— Configuration of target systems on central Defect Support (If Purchased)
Web Query workshop (Optional)

M
|
I Remediation assistance (Optional)
M
M
M

= Day 2 Wednesday:.
— Walk thru the administrative functions
— Walk thru patching tool
— Alerts and problem determination

Security consulting (Optional)
Report customization (Optional)
Enhancements (Optional)

= Day 3 Thursday:

— Walk thru Web Query reports for systems / user profiles
— Scoring )

— Extending the collection (customer defined items / exit programs)

= Day 4 Friday:
— Customizations
— Wrap up
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Implementation Agenda (Single LPAR)

= One Day (Onsite or Remote): Pre-Engagement

— Overview of the tool ¥ Validate pre-requisites (TR’s and LPP’ s)
— Installation on target system

— Walk thru the administrative functions
— Initial Collection Post-Engagement:

— Discussion of the findings Defect _Su_pport (I_f Purchased)

— Event monitoring setup Reme_dlatlon asglstance_(OptlonaI)

~ Wra Security consulting (Optional)
Pup Enhancements (Optional)

RNNRNRX

O)
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One Pagers

G IBM Security © 2016 IBM Corporation 13




Compliance Assessment and Reporting Tool - Enterprise

Centralized reporting of IBM i System and Security Components

= An automated collection, analysis, and reporting tool on over 1000 system and security
related risks, information, statistics and demographics. All in one location and easy to use!

= Covers: = Enables compliance officer to demonstrate adherence to
- Password management pre-defined or customer-defined security polices.
- Profile administration = System and Security reporting made easy!

= Daily compliance dashboard
reports at VM (partition),

Special authorities

Overal Status of Systems in the Enterprise

ot [ 36

Group inheritance & ogen By bes e o coy

Network configuration
NetServer attributes
Operational security

PTF currency

Event monitoring

Customer define items

Security risks and more

system or enterprise level e T S E—
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Compliance Assessment and Reporting Tool - SMB

Localized reporting of IBM i System and Security Components

= An automated collection, analysis, and reporting tool on over 1000 system and security
related risks, information, statistics and demographics. All in one location and easy to use!

= Covers: = Enables compliance officer to demonstrate adherence to
- Password management pre-defined or customer-defined security polices.
- Profile administration =  System and Security reporting made easy!
- SpeC|a| authorities Area Reviewed | misk Potential | Value Retrieved
] ) Profiles with *ALL OB, Special Authori B - 2|
- Group inheritance Poiesvi JOBCT, Soml vt | = I
Profiles with *SPLCTL Special Autherity B = 0 |
- Network configuration e
- Group Profiles with Passwords 1]
- NetServer attributes *ALLOB) Specisl Authority through Group Profis %
. . *JOBCTL Spedial Authorty through GroupFrofie [ v | s ]
- Operational security SPLGT. Soecel Aubai o G e B -
Profie obiects thatare -PUBLIC Authorized | =
- PTF currency Profie oiecs st e Prvss s W
_ Event m0n|t0r|ng DDM PasswordRequiremerts EE | *USRIDPWD
Dioes the *SYSTEM Store Exist | cexcwoe  (EENEEE
. . ROOT () is Chared | = R
- Customer define items T e
) ) Subsvstems with *PUBLIC not*USE or “EXCLUDE
- Security risks and more o
.usen :_.:;i::th ?uang:to; 'US;;r “EXCLUDE
‘QSECOFR Adoption in USER Librriss
asecunrrv-t;s:l;;sm|
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Compliance Assessment and Reporting Tool

“I just want to arrive in the morning, get a cup of coffee, and have a view of what systems

are in compliance and which are not.”

Policy Type:
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Z |

Enterprise Status Dashboard
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Enterprise Review by Policy Type
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Report generated Fri. Jan 31. 2014 at 10.59.02

By Country
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Recort aenerated Fri. Jan 21. 2014 at 10.59.02

By System Purpose

System Count

Report aenerated Fri. Jan 21. 2014 at 10.59.02

By OS Version and Release

System Count

& & &

Report aenerated Fri. Jan 31. 2014 at 10.59.02

1.Best Practice

2.Policy 3.Policy Bxception

Policy Type

Repart generated Fri, Jan 31, 2014 ot 11.02.35

1 of 1 records, Page 1 of 1

Overall System Status by Data Center
Policy Type: 2.Policy
Data Center: Turkey

Backup System Security
Data System Recovery Operational Risk
Region ¥ Center ¥ Version ¥ Purpose Y Implementation ¥ Owner ¥ Owner
Europe Turkey VIR1MD 1.Production Yes Turkey
Report generated Fri, Jan 31, 2014 at 11.38.17

High Medium
Overall Priority Priority
Y Grade Y Grade Y Grade

CTCDBV7R1 2.Amber

Low
Priority
Y Grade ¥

System

¥ Name

Turkey 1.Green  1.Green

€ BV securnty

44|« 178 of 178 records, Page 2 of 4 B[ b

Region: Europe

Data Center: Turkey
System Name: CTCDBV7R1

(Category ¥ Subcategory
Operational Security OUTQ Authorities

Subsystem Authorities

Attribute
Grade

1.Green
1.Green
3.Red

1.Green
1.Green
1.Green

3.Red

CMNE w Default User 9

System Values Multiple Values

QAUDLYL2

QSCANFS
QSCANFSCTL
QS5LCSL

QALWOBJRST
QAUDCTL

*ALL
*0BJAUD

3.Red

1.Green
1.Green

“ROOTOPNUD
“NONE
*RSA_AES_128 CBC_SHA

1.Green
3.Red

1.Green
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Compliance Assessment and Reporting Tool

| want to know when security related events are occurring...

Who changed that System Value?

User Object: PVTUSRINF
given *PUBLIC *CHANGE

System Value:

uUser Object: QALWOBRST changed
PVTUSRINF
?;‘:Jaguc , User Profile:
*CHANGE JOEUSER given

*ALLOBJ
User Profile:

QSECOFR *PUBLIC
Authority Changed

Who changed QSECOFR ?

© 2016 IBM Corporation
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Compliance Assessment, Monitoring and Reporting Tool

Monitor enterprise security from one location ...

» A Security Compliance, Assessment, Reporting and Monitoring Data Mart in one Package!
« Security analysis through a rich graphical interface that is mobile enabled
taford@us.ibm.com) ibm.biz/IBMiSecurity

Overall Status of Systems in the Enterprise

oo B M. 3 E]
] :
. l i
P CUSTOMER
> I O O
5 P B YT
2 . P 5 7 b Zl 4 R
S I S s
Basss senssr e an w peinw e bt sremar o ooy wusa s b emoses s ae s mus e QUICK SECURITY CHECK FOR IBM i
System Amrbenes
By UATIOAT By System Purpose By Operating System Version

|
| | -
- i |
| F
f 3 Prepared By: Security Officer
£ | : IBM Systems Lab Services & Training
! | - Assessment Date: July 01, 2015
| #, s e
| # 4 3
- (’. "’ )0"
X o ¢ e X

Assessed System: CTCI005C

System Na
Graded Item Counts by Risk Rating Graded Item Counts VSTEM BSTGEN? CTCDEVZR1 CTCI00SC CTCMOD CTCSEC CT
Policy Type: 1.Best Practice by Risk Rating and Grade
cTCl005¢C Policy Type: 1.Best Practice

User Profiles | Special Authorities

3.Red 2
9.Error
2Medium IR

@39

2.Medium Jow

*SERVICE
UPEXPO08 | *SPLCTL

ololoololo oo«
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Compliance Assessment and Reporting Tool

Provides “out of the box” assessment of systems for security compliance and exposures

Profile Analysis:

» Special Authorities / Inherited Privileges
= Group Profiles / Ambiguous Profiles

» Default Passwords / Password Expiration
= |nactive Accounts

Administration / Configuration:
» System Values / Audit Control Settings
» [nvalid Signon attempts

= Work Management Analysis

» Service Tools (SST) Security

= PTF Currency

Network Settings:

» Network attributes / Time Server
» NetServer Configuration

» TCP/IP servers / Autostart values
= Digital Certificate Expiration

= SNMP / SSH/ SSL Configuration

€ BV securnty

*PUBLICLY Authorized Profiles

Privately Authorized Profiles

Initial Programs, Menus, and Attention Programs
Command Line Access

DDM Password Requirements

Registered Exit Points / Exit Programs
Function Usage

Library Analysis / *ALLOBJ Inheritance
Customer Defined Events and Items
CPU/DASD Utilization and Availability
Actionable Security Events as they Happen

Listening ports / Network Encryption

IP Datagram Forwarding

IP Source Routing

APPN Configuration (yes — for many it is still there)
Server Authentication Entries
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Cost of Compliance
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Cost of Compliance

vesscsscnccsssensesvesss COST OF #revvecsscnssncsnccncece

COMPLIANCE NON-COMPLIANCE
(@] @
i e
$222 $820

PER EMPLOYEE PER EMPLOYEE

14,215

REGULATORY ANNOUNCEMENTS IN 2011

B SOURCES

Ponemon Institute 2011 Cost of Data Breach Study: United States
Verizon 2012 Data Breach Investigations Report

Reuters, http:/reut.rs/zzrcec

Symantec Internal Threat Report 17

WIRED, Mtp-//m.nlnd com/threatievel/2012/05/flame/all/1
Europ isslon-Justice, Data Protection

P Imtmm d Annual Benchmark Study on Patient
Privacy and Data Security

ISACA 2011 Top Business/Technology Issues Survey

Symantec 2012 SMB Disaster Preparedness Survey

Ponemon Institute True Cost of Compliance Report

Thomson Reuters State of Regulatory Reform 2012

eWeek, http://www.oweek.com/c/a/IT-Infrastructure/Unplanne d-IT-Downtime-
Can-Cost-5K-Per-Minute-Report-549007/

€ BV security

Financial penalties being incorporated as
cost of doing business

= Fines

= Liability cost increases

= Greater regulatory scrutiny

» Further pressures/increases to comply

Costs being paid through tactical
expenditures at the expense of more
strategic business imperatives

= Temporary reprioritization of business
objectives

= |Impact to business continuity as audit
findings are satisfied

= Potential disruption in business as
stakeholders pursue alternate lines of
business (loss of confidence in
reputation of business)

= Focus on remedial efforts rather than
the business

-Thomas Reuters
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Help is always just an email or call away!

Terry Ford, Team Lead Office: 1-507-253-7241
Senior Managing Consultant ~ Mobile: 1-507-358-1771
Security Services Delivery taford@us.ibm.com

IBM Systems Lab Services

3605 Highway 52 N
Bldg. 025-3 C113
Rochester, MN 55901
USA
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Examples and Backup
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Compliance Assessment and Reporting Tool
Enterprise Dashboard

- Summary of Overall System Status of all systems in the enterprise by various system attributes.

- Information is based on last successful collection for each system.

€ BV securnty

Policy Type:

Enterprise Status Dashboard

Gray System Days Value

[2.Policy
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Compliance Assessment and Reporting Tool
Regional Review (Drill down to overall grading and details)

Enterprise Review by Data Center
Policy Type: 2.Policy
Region: Latin America-North ) 6 e el o
1 - .
Graded System Attribute Details
for 2.Policy
Region: Latin America-North
= Data Center: Mexico
System Name: BSTGEN
= s Attribute
3 ' (Category ¥ Subcategory ¥ Value ¥ Grade ¥ Priority ¥
LEJ Library Authorities *IBM Libraries *ALL 1.Green 1.High
2 . ="CHANGE 1.Green 1.High
7
- 4 *PUBLIC = *ALL 1.Green 1.High
*PUBLIC = *CHANGE 3.Red 1.High
CRTAUT = *ALL 1.Green 2.Medium
2 Owners with a Password 1.Green 2.Medium
'OTHR *ALLOBJ ADPT, *PUB=*ALL 1.Green 1.High
o ‘OTHR *ALLOBJ ADPT, *PUB=*CHG 1.Green 2.Medium
System CMDs that have changed 1.Green 1.High
Data Chnter USER Libraries e =TALL 1.Green 1.High
Report generated Fri, Jan 31, 2014 at 11.11.14 -- = *CHANGE 1.Green  1.High

*PUBLIC = *ALL 1.Green 1.High
*PUBLIC = "CHANGE 3.Red 1.High
CRTAUT = *ALL 1.Green 2.Medium
‘Owners with a Password 3.Red 2.Medium
OTHR *ALLOBJ ADPT, *PUB=*ALL 1.Green 1.High v}

1 of 1 records, Page 1 of 1

Overall System Status by Data Center
Policy Type: 2.Policy
Data Center: Mexico
Backup System Security High Medium Low
Data System Recovery Operational Risk Syste' n Overall Priority Priority Priority
¥ Center ¥ Version ¥ Purpose ¥ Implementation ¥ Owner Y Owner Y NMam: ¥ Grade Y Grade Y Grade Y Grade ¥
Latin America-North Mexico VIR1MO 3.Disaster Recovery Yes Mexico Mexico BS1GEN 3.Red 1.Green 3.Red
Report generated Fri, Jan 31, 2014 at 11.28.14
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Compliance Assessment and Reporting Tool

System Dashboard

Key System and data collection information

- Status of last collection attempt (Success or Fail)

- Key System attributes — VRM, Location, etc.

- Overall and detailed system grading based upon last successful collection.

System Details Dashboard
Gray System Days Value
V] [70 |

System Name:
[cTcmoD

Policy Type:
v [2.Policy

Current Event Log Status for CTCMOD

Coded
System

Purpose  Version
Y6R1MO

Event
Description
SUCCESSFUL COLLECTION FOR SYSTEM CTCMOD  CTCMOD

Event Event
Date Type

2013/11/27  SUCCESS

System Data
Name Rezion
North America

Attribute
Grade
3.Red

Center

Priority
1.High

Category

Chicago P
SN Library Authorities

System Attributes Overall System Status

Policy Type: 2.Policy
Enterprise
System

High Medium
Name

Priority  Priority
Grade Grade
1.Green

Miscellaneous
Network Configuration
NetServer Information

Overall
Grade
2.Amber

System
Name

CTCMOD

CTCDBMOD
10-40F40
1.Praduction

Remote System Name
Serial Number
System Purpose
UAT/OAT Yes

VERIMO

North America

1.Green

Operational Security
Report generated Mon, Feb 03, 2014 at 09.25.02
Version
Region

Data Center Chicago

United States. System Values

[
State
City Chicago
Postal Code 60606
Local System Run Date  [RIUEYARYF24
2013/11/27

Ilinois
User Profiles

Remote System Run Date

Grading Counts by System and Priority Grade System Attribute Counts
Policy Type: 2.Policy by Priority and Grade
CcTCMOD Policy Type: 2.Policy 2.Medium Library Authorities
System Network Attributes
HName: Priority  Grade Operational Security
CTCMOD  1.High 1.Green =
2.Medium
3.Low
Subtotal: CTCMOD 178
1. High 2 Medium 3Llow
Report generated Mon, Feb 03, 2014 at 09.25.02

IBM Security

Graded System Attribute Details - 2.Policy

System Name: CTCMOD

Subeategory
*IBM Libraries

USER Libraries

Service Tools
TCP/IP Attributes
NetServer Data

JOBD Authorities

0UTQ Authorities
Subsystem Authorities
Multiple Values

Single Values

Default Passwords

Group Profiles

Password Expiration
Special Authorities

USER Libraries

RTVNETA Values
OUTQ Authorities

OTHR *ALLOBJ ADPT, Total PGMS
QSECOFR Adoption, *PUB=*CHG
QSECOFR Adoption, Total PGMS
Allow Change to System Values
DDM PW Required (CHGDDMTCPA)
ROOQT (/) is Shared
ROOT (/) Permissions
ALL
*CHANGE
ALL

*PUBLIC = *CHANGE
QALWOBJRST
QINACTITV
Enabled
Total
Group Profile(s) w/ Passwords
Never Expires (*NOMAX)
*ALLOBJ
*JOBCTL
*SAVSYS
*SPLCTL
Owners with a Password
OTHR *ALLOBJ ADPT, *PUB="CHG
Network Job Action (JOBACN)
*PUBLIC = *CHANGE

© 2016 IBM Corporation

*USRID
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*RW
15
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Compliance Assessment and Reporting Tool
Cross System Analysis

Horizontal or vertical presentation of risk indicators across LPARS

Library “IBM

Authorities Libraries
USER
Libraries

€ BV securnty

CTCDBVTR1

LAIB0OO13 Owmners with a
Password
LAIBO160 “PUBLIC = "ALL
LAIBO1T1 “AUTL “PUB =
“ALL
LAIBO172 *AUTL *PUB =
“CHANGE
LAIB0180 “PUBLIC =
“"CHANGE
LAIB0310 CRTAUT = "ALL
LAIB0450 System CMDs
that have
changed
LAIBO602 OTHR *"ALLOBJ
ADPT,
“PUB="ALL
LAIB0G03 OTHR “ALLOBJ
ADPT,
"PUB=-"CHG
LAUS0013 Owners with a
Password
LAUS0220 | “PUBLIC = "ALL
LAUSO231 *AUTL *PUB =
“ALL
LAUSD232 | "AUTL "PUB =
“CHANGE
LAUSOZ40 “PUBLIC =
“CHANGE
LAUSO370 CRTAUT = "ALL
LAUSO502 QSECOFR
Adoption,
Total PGMS
LAUSOS503 QSECOFR
Adoption,
| "PUB="ALL
LAUSO504 QSECOFR
Adoption,
| "PUB="CHG
LAUSO&01 OTHR *ALLOBJ
ADPT, Total
PGMS
LAUSO60Z OTHR *ALLOBJ

© 2016 IBM Corporation



Compliance Assessment and Reporting Tool
Cross System Analysis

System Name
PTF Inventory e BJSYSTEM BSTGEM BSTGENTDO BSTGENZ CTCDBYTRI CTCIDOSC CTCMOD “TCSEC CTCSECIT CTCTEST CTCVT
Category Subcategory o
System Commen PTF | SIPTFO0Z | Cumulative SF9TI0- SF99TI0- SFR9T10- SF3I710- SF29540- SFF9&10- SF99T10- SFR9540- SF99TI0- SFR9610- SF¥T10- SF994
Infarmation | Groups PTF Level INSTLLD-132%8 | INSTLLD-13298 | INSTLLD-13298 | IMSTLLD-13238 | IMSTLLD-120%4 | INSTLLD-14197 | INSTLLD-13298 | INSTLLD-1209d | INSTLLD-14101  INSTLLD-13312 | INSTLLD-13037 | INSTLLY
SIPTFO04 | Group HIPER SFI9705- SF9aT0%- SF39T03- SF99705- §F99539- SFY%605- SF9570%- SF9953%- SF99719- SFY5605- SFRT05- SF99
PTF Level IMSTLLD-112 INSTLLD-112 INSTLLD-112 INSTLLD-112 IMSTLLD-194 INSTLLD-191 IMSTLLD-112 IMSTLLD-203 INSTLLD-T INSTLLD-186 INSTLLD-88 IN5T]
SIPTFO06 | Group SF99708- SF99708- SFR9708- SF99708- SF99538- SFF9608- SF99708- SF99538- SF99T18- SF9608- SF99708- SERSR0
Security PTF IMSTLLD-32 INSTLLD-32 INSTLLD-32 INSTLLD-32 MISSING INSTLLD-49 IHSTLLD-32 INSTLLD-32 IMSTLLD-5 INSTLLD-46 INSTLLD-26 INSTLL;
Level
SIPTFOO7 | DB2 for IBM i SFAST0N- SFST0- SF99T01- SFYI701- SF99504- SFY9601- SF5T01- SF99504- SFeT02- SF99601- SPHT0N- S99
PTF Level | INSTLLD-28 INSTLLD-28 | INSTLLD-28 INSTLLD-28 INSTLLD-33 INSTLLD-33 INSTLLD-28 | INSTLLD-33 INSTLLD-1 | INSTLLD-32 INSTLLD-31 INST
SIPTFO0B | Technology SF99707- SF99T07- SF99707- SF¥9707- [ "ML AT SF99T07- THY AT SFMT- AT SFH70T. A
Refresh PTF INSTLLD-T INSTLLD-7 INSTLLD-T INSTLLD-7 MISSING MISSING IHSTLLD-7 MISSING MISSING MISING INSTLLD-& MISS
Level
SIPTF2 | TCR/IP PTF SF99367- SF9936T- SFP9367- SF3936T- SF99315- SF79354- SF99367- SF79315- SF99367- SFP9354- SFH36T- SFJ;ES
Level IMSTLLD-8 INSTLLD-8 IMSTLLD-B INSTLLD-8 IMSTLLD-22 INSTLLD-16 IHSTLLD-3 IMSTLLD-22 MISSING INSTLLD-16 INSTLLD-7 ]
SIPTFH4 | Performance SFI5145- SF99145- SF99145- SF99145- SF99143- SF99144- SF99145- SF99143- SF99145- SF99144- SF99145- SF991
PTF Level INSTLLD-7 INSTLLD-7 INSTLLD-7 INSTLLD-7 INSTLLD-7 INSTLLD-10 INSTLLD-7 MISSING MISSING INSTLLD-8 IMSTLLD-4 IN5T]
SIPTFE | HTTP Server SF99368- SF99368- SF79368- SF99368- SF9114- SFF9115- SF99368- SFI9114- SF99T13- SFP9115- SF¥9368- SF
PTF Level INSTLLD-27 INSTLLD-27 IMSTLLD-27 INSTLLD-27 IMSTLLD-36 INSTLLD-42 INSTLLD-27 MISSING INSTLLD-1 INSTLLD-41 INSTLLD-2% INSTI
SIPTFOME | JAVA PTF SF995T72- SF99572- SF99572- SF99572- SF99IM- SFy9543- SF995T2- SF3%2N- SF99T16- SF99562- SPH5TL- S99
Level | INSTLLD-18 INSTLLD-18 | INSTLLD-18 IMSTLLD-18 INSTLLD-33 INSTLLD-30 INSTLLD-18 | INSTLLD-34 INSTLLD-2 | INSTLLD-29 IMSTLLD-18 IN5T]
SIPTF0Z0 | Hardware and | SF99705- SF99705- SF99T05- SFY9T05- h AT SFI9605- SF99705- “HIA™- SFI9TTS- SFY9605- SFYIT05- SF99
Related PTF INSTLLD-10 INSTLLD-10 IMSTLLE-10 INSTLLD-10 MISSING INSTLLD-13 IHSTLLD-10 MISSING MISSING INSTLLD-12 INSTLLD-4 INST]
Level
SIPTF023 | High SFI9706- SF99706- SFR9704- SF39706- SNIAT- SFF9606- SF99706- SMIAT- SF99TT6- SFI9606- SF9706- SFI96[k:
Availability PTF | INSTLLD-7 INSTLLD-7 INSTLLD-7 INSTLLD-7 MISSING IHSTLLD-4 IHSTLLD-7 MISSING MISSING INSTLLD-4 INSTLLD-3 ]
Level »
SIPTFOZ6 | Backup and SF9162- SF99362- SF99362- SF99362- SF99186- SFY%187- SF99362- SFI9186- SF99T15- SF99187- SF¥362- SF991
Recovery PTF | INSTLLD-35 INSTLLD-35 INSTLLD-35 INSTLLD-35 MISSING INSTLLD-54 INSTLLD-35 INSTLLD-57 MISSING MISSING MISSING INST
Level
SIPTF02% | Print PTF SF99366- SF99366- SF79364- SF99366- SF99347- SF79356- SF9366- SF39347- SF99T66- SF99356- SF¥9366- SF993,
Level INSTLLD-10 INSTLLD-10 IMSTLLD-10 IMSTLLD-10 MISSING INSTLLD-31 INSTLLD-10 MISSING IMSTLLD-1 MISSING INSTLLD-7 IMSTI
SIFTFO32 | Electronic SFI96T- SFI96L7- SF99627- SF¥96IT- SF99625- SF%626- SF39627- SF39625- SF96LT- SFY9626- SFY96IT- SF9
Serdces PTF INSTLLD-11 INSTLLD-11 INSTLLD-11 INSTLLD-11 MISSING INSTLLD-11 IHSTLLD-11 MISSING MISSING MISSING MISSING IN5T]
Level
Configuration | SICAROO1 | System Name MoV RCHBSTGE | RCHBSTGE RCHBSTGE MCVIR1 CTCI005C CTCOBMOD | CTCSEC CTCSECT | creTesT CTovn cTa
at Runtime
SICARDOD | System Type / | 9406-MMA B406-MMA B406-MMA S405-MMA G406-MMA 9406-570 BaDb-MMA 9406-550 B202-E4B 9406-570 F405-MAMA 94N-a
Madel
SICAROOY | System Serial 10-40F40 10-20600 10-20800 10-20800 10-40F40 10-3200C 10-40F 40 10-87720 10-5931R 10-3200C 10-40F40 10-32@
Number Y
SICARDO4 | Processor 5462 7054 7054 7054 5462 7476 5462 7154 B350 7478 5d62 7478 {
Feature >
SICAROOS | Operating VIRIMD VIR1MD VTR1MD VTR1MO WTR1MO WER1MO VIRIMD WERAMO VIRIMO VERTMD VTRIMO VER1
System Level
el AT P g it -Mﬂwf - -*J"‘JJ%«.J‘* R W \-.,""‘-_.J T L T B T e
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Compliance Assessment and Reporting Tool
Cross System Analysis

PTF Currency...
ENTERPRISE_SYSTEM_NAME: PTF_GROUP_NAME: PTF_STATUS: RISK_LEVEL: SYSTEM_VRM:
m Mo Selection -
52125:2 Backup Recover}_r Solutions ) ) EI In_sta_lled EI Green WER4AMO EI
Current Cumulative PTF Media Documentation Mizsing Red WEBRIMO
CTCI005C DB2 for IBM i o Mext IPL S Yellow S WIRIMO o
Run Reset Clear Output " IRun in a new window
Enterprise System
System PTF Risk Current  Available Days Since PTF Install Descriptive of Information
Name Version GroupID Level PTF Level PTF Level PTF Level Available Status PTF Group Name Collected
BSTGEN V7R1MO  SF99145 Red 7 9 155 Installed Performance Tools 2015/09/12
SF99362 Red 35 51 15 Installed Backup Recovery Solutions 2015/09/12
SF99366 Red 10 12 155 Installed Print PTFs 2015/09/12
SF99367 Green 8 9 39 Installed TCP/IP PTF 2015/09/12
SF99368 Red 31 36 13  Installed IBM HTTP Server for i 2015/09/12
SF99572 Green 22 22 68 Not Installed Java 2015/09/12
SF99627 Green 11 1 155 Installed 7.1 Electronic Services Group PTF 2015/09/12
SF99701 Red 32 37 67 Installed DB2 for IBM i 2015/09/12
SF99705 Red 10 22 40 Installed Hardware and Related PTFs 2015/09/12
SF99706 Red 7 8 155 Installed High Availability for IBM i 2015/09/12
SF99707 Red 7 10 159 Installed Technology Refresh 2015/09/12
SF99708 Red 32 47 15 Installed Group Security 2015/09/12
SF99709 Red 112 152 0 Installed Group Hiper 2015/09/12
SF99710 Red 13298 15142 133 Installed Current Cumulative PTF Media Documentation 2015/09/12
BSTGENZ V7R1MO  SF99145 Red 7 9 155 Installed Performance Tools 2015/11/08
SF99362 Red 35 51 15 Installed Backup Recovery Solutions 2015/11/08
SF99366 Red 10 12 155 Installed Print PTFs 2015/11/08
SF99367 Green 8 9 39 Installed TCP/IP PTF 2015/11/08
SF99368 Red 31 36 13  Installed IBM HTTP Server for i 2015/11/08
SF99572 Green 22 22 68 Not Installed Java 2015/11/08
SF99627 Green 11 1 155 Installed 7.1 Electronic Services Group PTF 2015/11/08
SF99701 Red 32 37 67 Installed DB2Z for IBM i 2015/11/08
SF99705 Red 10 22 40  Installed Hardware and Related PTFs 2015/11/08
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Compliance Assessment and Reporting Tool
Cross System Analysis

Certificate Stores ... System Name
BJSYSTEM BSTGEWTOO BSTGEN2 CTCDEVTR CTCIDOSC

Category Subcategory
Certificate *PUBLIC CSPADDD System Certificate *EXCLUDE *EXCLUDE *EXCLUDE
Stores Authority Store Dir
CSPAOO0Z | Obj Sign/Sig Verify | *EXCLUDE *EXCLUDE *EXCLUDE
Cert Dir
CSPADODZ | Object Signing NOTFOUND HOTFOUND *NOTFOUND *HOTFOUND EXCLUDE "NOTFOUND
| Certificate
CSPADOD4 Object Signing *NOTFOUND *NOTFOUND *NOTFOUND *NOTFOUND *EXCLUDE *NOTFOUND
Certificate PW
CSPADDDS | Signature *NOTFOUND *NOTFOUND *NOTFOUND *HOTFOUND *NOTFOUND "NOTFOUND
Verification Cert
CSPADODE | Signature "NOTFOUND HOTFOUND *NOTFOUND *HOTFOUND *NOTFOUND "NOTFOUND {
Verification Cert
Pw
CSPADOO7 | System Certificate “EXCLUDE *EXCLUDE ) *EXCLUDE *EXCLUDE *EXCLUDE EXCLUDE
Store
CSPADODE System Certificate *EXCLUDE *EXCLUDE ) *EXCLUDE *EXCLUDE *EXCLUDE *EXCLUDE
Store PW
Certificate CS5TADN Certificates Present | 21 "NOTAVAIL "NOTAVAIL 30 34 1 ?
Analysis (V&) {("SYSTEM)
CSS5TADO2 Certificates that 5 "NOTAVAIL *HOTAVAIL 1" 5 1 )
are Expired
CSSTADD3 Expiration within 90 | 0 *NOTAVAIL NOTAVAIL 0 1 2 !
Days
(CS5TADD4 Expiration within 60 | O "NOTAVAIL "NOTAVAIL 0 0 14
Days
CSSTADDS Expiration within 30 | 0 "NOTAVAIL "NOTAVAIL 0 0
Days
(CSSTADDG Certificates NOT 0 *NOTAVAIL NOTAVAIL 0 i} 0
Trusted f
(CSSTADDT Certificates with 2 "NOTAVAIL "NOTAVAIL & 14 1 ;
Private Key
CSSTADOB Keys with size less 19 "NOTAVAIL *NOTAVAIL 19 3 4
than 2048
CSSTADDY Keys stored in 0 *NOTAVAIL NOTAVAIL 0 0 0 ,
ww‘%y%w\w e F'#th‘#“#ﬂ
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Compliance Assessment and Reporting Tool
Monitoring Vulnerabilities

1 1BM - United States x \-l-

System Mame

BEISYSTEM  BSTGEN ESTGENTOO CTCDBVTR1  CTCIO0SC CTCSECIT CTCTEST CTCVT CTCWEES4

Audit Journal | Journal QAUDIRHN Receiver QGPL ALIDUIB

Configuration Library | | | |
AJCHC OO0 Recehver Library *CHANGE “CHANGE "EXCLUDE “CHAMGE *CHANGE *EX CLUDE
| "PUBLIC AUT 1 1 t 1 T
AJOCD00E | Current Recedver “EXCLUDE “EXCLUDE “EXCLUDE “EXCLUDE “EXCLUDE “EXCLUDE
“PUBLIC AUT
AJOCDODS | QAUTLIRN Receiver
1 Prefix |
TCR/IP HCDOMOD1 | DOM PW Required *USRIDPWD IDP'WD *USRID
Attributes [CHGODDMTCPA)
HCDDMOOE | DDM Encryption
| Algorithm
HCTIPOM IP Forwarding
[CHGTCPA)
HCTIPO02 IP Source Routing
| 1 [CHGTCPA)
HetServer HetSerar HSINDO01 ROOT (/) is Shared
Infarmation Dats |
HZIHDO002 ROOT (/)
Permissions
MESIHD003 ROOT {/) "PUBLIC TRWX
Authority

| MSINDOO4 | Total Number of
Shares Present
HSIHDO005 Allaws GUEST

Support
NSINDODE | GUEST Profile A
User Profiles | Default LIPDFTO01 Total
Passwords |
UPDFTO0Z | Enabled
| UPDFTO03 | Enabled Not 0
EFIOE | Bt e -
Change
| UPDFTO04 | Enabled with 2
| Privileges
UPDFTO0S | Enabled Forever o
wel "ALLOEBJ
Invaliid Sign | UPSOADOT | Most invalid tries: 4 — 5
On Attempts QWMCTST
UPSOADNOZ | Profiles wi mare 0
than 5 tries !
| UPSOADN3 | Total number of 5 10
| attempts
attempts
Other UPPUBDO1 | USRPRF w "PUBLIC 0 0 5
Authority NOT *EXCLUDE

UPPUBDIZ | USRPRF w “PUB
HOT "EXCL w "SPC
UPPVTOD | USRPRF w Private
| Authorities

UPPVTO0Z | USRPRF w Priv
Auth w "SPCAUT

(%]
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Compliance Assessment and Reporting Tool

Profile Analysis
Horizontal or vertical presentation of user profiles across LPARs

Enterprise Is A Password Has ALL AUDIT IOSYSCFG  JOBCTL  SAVSYS SE
ystem User Is IBM User  Object Group Limited Password Passwordls  Expiration  Special SPCAUT  SPCAUT  SPCAUT SPCAUT  SPCAUT  SPr
Name ¥ Profile ¥ Profile ¥ Class ¥ Authority ¥ _F 3 ¥ Capability ¥ Expired ¥ "NONE ¥ Interval ¥ Authorities ¥ Origin ¥ Origin ¥ Origin ¥ Origin ¥ Origin ¥ On
CTCI005C ABAA "NO "USER  "EXCLUDE S *NO "NO "SYSVAL *YES *GROUP
AASLAND  *NO *SECOFR *EXCLUDE . *NO *NO *SYSVAL *YES *PROFILE  *PROFILE  *PROFILE *PROFILE  “PROFILE  *P
BADINGE *NO *SECOFR *EXCLUDE i 1) *NO *SYSVAL *YES *PRFGRP  *PRFGRP  *PRFGRP *PRFGRF  *PRFGRF  *PM
BesTeN N0 *secorR “ExcLuoe (IR S "N 'SYSVAL  *YES 'PROFILE "PROFILE 'PROFLE  "PROFILE °PROFILE °f
BRUCE *NO USER  *EXCLUDE [ e “NO *SYSVAL *NO
BRUCE1 *NO *USER  “EXCLUDE Greater than or "NO *SYSVAL *NO
DBXML N0 ‘USER *EXCLUDE : s ® *YES SYSVAL  "NO
DIEPHUIS "NO *SECOFR "EXCLUDE Hide Column o *NO "SYSVAL *YES *PROFILE *PROFILE  *PROFILE *PROFILE *PROFILE ‘PR
FCEMRADM *YES  ‘USER “EXCLUDE [ ':::”" *YES 'SYSVAL  *NO
FCEMRGRP  "YES *USER  “EXCLUDE 3Tc|-:|-| : *YES *SYSVAL *NO
FCEMRUSR  "YES *SECOFR *EXCLUDE ChartRollup Tor - *YES "SYSVAL *YES *PROFILE *PROFILE  *PROFILE *PROFILE *PROFILE  °*Pj
GIBBONS *NO *SECOFR "EXCLUDE Pivot Tool *NO *SYSVAL *YES *PROFILE *PROFILE  *PROFILE *PROFILE  *PROFILE "B
GIBBONSJ "NO *SECOFR "EXCLUDE *NO "SYSVAL “YES *PROFILE *PROFILE  *PROFILE *PROFILE *PROFILE *H
GINTOWT ~ *NO *SECOFR *EXCLUDE *NO *SYSVAL *YES PROFILE  *PROFILE  *PROFILE ~ *PROFILE *PROFILE  *PR
GKJAMES *NO *SECOFR *"EXCLUDE *NO *SYSVAL *YES *PROFILE  *PROFILE  *PROFILE *PROFILE  *PROFILE P
HILLD *NO *SECOFR "EXCLUDE *NO *SYSVAL *YES *PROFILE *PROFILE  *PROFILE *PROFILE *PROFILE “H
MDUNTITLED *NO *USER  *"EXCLUDE *YES *NOMAX *YES *PROFILE  *PROFILE o
MINETTE "NO *SECOFR *EXCLUDE . "NO *SYSVAL *YES "PROFILE *PROFILE  *PROFILE "PROFILE "PROFILE *F
MKMEYERS *NO "SECOFR "EXCLUDE ~ *NO ENABLED *NO *NO *NO "SYSVAL *YES *PROFILE  *PROFILE  *PROFILE *PROFILE  “PROFILE  *Pig®
MRADMIN -~ "NO *USER “EXCLUDE "NO *ENABLED *NO *NO *YES *NOMAX *YES *PROFILE  *PROFILE
MRSCHEDULE *NO "USER “EXCLUDE *"NO *ENABLED *NO *NO *YES “NOMAX *YES *PROFILE  *PROFILE -,
MSHADE *NO *SECOFR *EXCLUDE  *NO ‘ENABLED *NO *NO *NO *SYSVAL *YES *PROFILE  *PROFILE  *PROFILE *PROFILE  *PROFILE  *PR
MVENTER  *NO *SECOFR *EXCLUDE  *MO *ENABLED *MNO *NO *NO *SYSVAL *YES *PROFILE  *PROFILE  *PROFILE *PROFILE  *PROFILE  *Pwy
QANZAGENT *YES *SYSOPR "EXCLUDE  °"NO "ENABLED *NO *NO *YES *SYSVAL *NO
QAUTPROF  *YES *USER “EXCLUDE  *NO "ENABLED *NO *NO *YES *SYSVAL *NO
QBRMS *YES *USER "EXCLUDE *NO "ENABLED *NO *NO *YES *NOMAX *NO
QCLUMGT  *YES *USER  “EXCLUDE  *NO “DISABLED *NO *NO *YES *SYSVAL *NO
e T 3. N O ¥ 3 i 3 G

e v \ s
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Compliance Assessment and Reporting Tool

Profile Analysis
Aggregation of user profiles across LPARs

Systems Systems With  Systems With  Systems With  Systems With  Systems With Systems With  Systems With

Total With All Object Audit 170 System Job Control Save System Security  Spool Control
User Systems Enabled Special Special Special Special Special Administrator Special
Profile With Profile Profiles Authority Authority Authority Authority Authority  Special Authority Authority  Profile Description
AdRA 1 1 0 0 0 0 0 0 i]
AASLAND 3 3 3 3 3 -} 3 3 3 Christian Aasland &12-397-2947, XLU
ABONIFAC 1 1 1 1 1 1 1 1 1 Antonio Bonifacio
ADMGROUP 1 1 0 0 0 0 0 0 0 Used in Security lab
ADMIN i 0 1 2 1 2 Fi 2 2 CBC Administrator for Management Centr
ADMOWH 1 0 1 1 1 1 1 1 1 Security Fundamentals Owner
ADMDM 1 1 0 0 0 0 0 1 0 System Admin and Control class
ADMIOZ 1 1 0 0 0 0 0 1 0 System Admin and Control class
ADMOG 1 1 0 0 0 ] 0 1 0 System Admin and Control class
ADMO4 1 1 0 0 0 0 0 1 0 System Admin and Control class
ADMIG 1 i 0 0 0 ] 0 i 0 System Admin and Control class
ADMDS 1 1 0 0 0 0 ] 1 0 System Admin and Control class
ADMOT 1 1 0 0 0 0 0 1 0 System Admin and Control class
ADMIO8 1 1 0 0 0 0 0 1 0 System Admin and Control class
ADMD? 1 1 0 0 0 0 0 1 0 System Admin and Control class
ADMID 1 i 0 0 0 0 ] 1 0 System Admin and Control class
ADPOWH 1 1 1 1 1 1 1 1 1
AJFISHER : I 2 2 1 1 2 1 2 Arv Fisher - Java dev't
AKENNEDY 1 1 1 1 1 1 1 1 1 Alan Kennedy
ALLOBJ 2 2 2 1 1 1 1 1 1
AMRA 1 i 1 1 | 1 1 1 1 Madir Amra
APPGROUP1 1 1 0 0 0 0 0 0 0
APPGRP 1 1 0 0 0 0 0 0 0
APPGRP1 1 1 0 0 0 0 0 0 0
APPGRP2 1 1 0 0 0 0 0 0 0
APPLIEOWH 1 1 1] 0 0 0 1] ] 0
APPOWN 1 0 0 0 0 0 0 0 0
APPOWNI1 1 0 0 0 0 0 1] 0 0 .

B O B T L e U P e # P T S SV L PO -f“‘“xo/
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Compliance Assessment and Reporting Tool

Profile Analysis
Drill down into user profiles as configured across LPARs

User Profile Details for Selected Systems
User Profile: QSECOFR

kA Password Password  Has ALL AUDIT  I0SYSCFG  JOBCTL  SAVSYS  SECADM
Data System User IsIBM  User Object Group Limited  Password ks Expiration Special SPCAUT  SPCAUT  SPCAUT  SPCAUT  SPCAUT  SPCAUT
Center Name Profile  Profile Class Authority Profile  Status Capability Expired °"NONE  Interval  Authorities Origin Origin -~ Origin Origin ~ Origin ~ Origih
Latin Mexea | BSTGEMZ QSECOFR | *YES | *SECOFR | *EXCLUDE | MO | "EMABLED | *NO N0 NO SYSVAL | YYES *DROFILE | *PROFILE | *PROFLE | *PROFILE | *PROFILE | *PROFILE 'P}
America-North
ROBS CTCMOD QSECOFR | *YES | *SECOFR | *EXCLUDE | MO | *DISABLED | *NO HO NO YSVAL | *YES *DROFILE | *PROFILE | *PROFILE | *PROFILE | *PROFILE | *PROFILE ”
Latin Argentina | BSTGEN QSECOFR | *YES | *SECOFR | *EXCLUDE | MO | "EMABLED | *NO HO NO SYSVAL | *YES *DROFILE | *PROFILE | *PROFILE | *PROFILE | *PROFILE | *PROFILE '9
America-South

CTCOBVIRY | QSECOFR

CISEC | QSECORR | *YES | *SECORR | ‘EXCLUDE | O | *DISABLED | *NO | ° O | SYSVAL | *YES | *PROFILE | 'PRORLE | PROALE | 'PROFILE | *PROFILE | "PROFILE | *

&

BSTGENTOO | QSECOFR | *YES | "SECOFR | "EXCLUDE | "NO | ENABLED | *NO N0 "NO SYSVAL | *YES *PROFILE | "PROFILE | *PROFILE | *PROFILE | "PROFILE | *PROFILE 2

CTCSECT | QSECOFR | *YES | SECOFR | 'EXCLUDE | *YES | ‘ENABLED | *NO N0 WO | "NOMAX | *YES *DROFILE | *PROFILE | *PROFLE | *PROFILE | *PROFILE | *PROFLE j
FIVECTESTSYS | QSECORR | *YES | SECOFR | 'EXCLUDE | NO | “ENABLED | *NO N0 MO | GYSVAL | *YES *PROFILE | *PROFILE | *PROFLE | *PROFILE | *PROFILE | *PROFLE
North America | Rochester | CTCTEST | QSECOFR | *YES | *SECOFR | 'EXCLUDE | ES | 'ENABLED | *NO N0 NO | *NOMAX | *YES *DROFILE | *PROFILE | *PROFILE | *PROFILE | *PROFILE | *PROFLE
o QSECORR | *YES | *SECOR | "EXCLUDE | *YES | *DISABLED | *NO N0 NO | CYSVAL | *YES *DROFILE | *PROFILE | *PROFILE | *PROFILE | *PROFILE | "PROFLLE
ROBS? | BUGYSTEM | QSECORR }’
roan g 0 COW || ORCOR CYER, | SO D020, | DU N0, el g0 5 510 o S, %"Ij]&il EPRELE | PROALE o BRANE L PROFLE | PAORLE,
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Compliance Assessment and Reporting Tool

Event Monitoring
Early Detection of Administrative Mistakes or Malicious Activity

Enterprise

System
Hame
CTCIOORC

Nt e Ay A g, Al A i B a4, o soncshs. St MR IR Rl S

€ BV securnty

Security Event Details
For Selected Systems: CTCI005C

Private Authority on Profile G

Program set to ADOPT *OWMNER...

Category
Events

Alerts

Value
Retrieved

\:BARLEN

UJ:BEBB

:BETEMP  PA:*USE
:DARLIME  PAZ*LISE
:DBZXML  PASUSE
:DIEPHUIS PAZSUSE

:QSYSOPR  PAZ*USE
1H)

L:TAFBAK
U:TAFTEMP2

PA*CHANGE TORTESTPWD
PaALL  TO:SHARONSU

TO:BEBB
TO:BETEMP
TO:TAFTEMPZ
TO:DARLINE
TOTAFTEMPZ

PA*UUSE  TO:DIEPHUIS
PA*CHANGE TO:T
PAZ*ALL  TO:TAFBAK

U:TESTPWD PA=USE TO:BRUCEE
P:QWKEVTCKB L:QZRDQWHKSEC 0:Q5ECOFR
P:QWKEVTCKQ L:QZRDQWKSEC D:QSECOFR

P:QWKSECRST L:QZRDQWHSEC 0:QSECOFR

Remote

Job

QPADEVOOOLS BADINGE/S3355%0
QPADEVOOOL f BADINGE S 335590
QPADEVQOOL S BADINGES 335590
QPADEVOOOL / BADINGE/ 335550
QPADEVDOOL S BADINGE 335590
QPADEVOOOL/ BADINGE/ 335590
QPADEVOOOL S BADINGE/S 335590
QPADEVOOOL/ BADINGES 335590
QPADEVOOOL S BADINGE/ 335590
QPADEVOOOL / BADINGE/ 335550
QPADEVDOOL S BADINGE 335590
336801/ TAFORD/QPADEVOOOH
336801/ TAFORDSQPADEVODOH

QRWTSRVR/QUSER/ 335854

QRWTSRVR/QUSER/ 335905

QRWTSRVR/QUSER/ 335941

QRWTSRVR/QUSER/ 335943

337233/ QUSER/QRWTSRVR

Remote
User
BADINGE
BADINGE
BADINGE
BADINGE
BADINGE
BADINGE
BADINGE
BADINGE
BADINGE
BADINGE
BADINGE
TAFORD
TAFORD

QWHKUSER

QWHKUSER

QWHKUSER

QWHKUSER

QWHKUSER

Remote
System
Run Timestamp

2016501 /30 09:30:52.188720g
2016501730 09:34:23.04351{

20160130 09:38:05.40723
201601 /30 09:38:19.822176
2016/01/30 17:57:32.542944
2016/01/3009:41:19.85233
20160130 18:22:42.93528
2016/01/30 11:16:53.8511
20160130 11:17:07. 74068
20160130 11:17:23. 23907
20160129 19:29:33.35691
2016/01/3021:10:05.9391
2016/01/30 22:01:33.8644
201601 /30 22:11:00.777824
20160130 22:50:37.12107.
2016/01/30 23:03:49.8974
20160130 23:24:53.45817!
2016/01/30 23:25:39.933263
20160130 23:33:55.343771
201601 /30 23:39:54.2982
20160130 23:53:30.011648%
201601 /30 13:59:38.972
2016/01/30 13:59:39.852048
201601 /30 14:03:11.202352
2016/01/30 14:03:12.11499
2016/01/30 16:03:15.692224
2016/01/30 16:03:17.55684
2016/01/30 15:03:14.9743
201601 /30 15:03:16.09683
2016/01/31 13:59:34.
20160131 13:59:35.16744
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Compliance Assessment and Reporting Tool

Performance and Availability Analysis
Understand Risk of Outage due to Performance or Availability constraints

€ BV securnty

Utilization and Availability Graph
For Selected Systems: CTCI005C

CPU_PERCENTAGE

HourMinute

wfie 2016/01/29 =M= 2016/01/30 === 2016/01/31 wsfee 2016/02/01
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PowerSC Tools for IBM |

Proven Security Solutions

v Simplifies management and measurement of security & compliance
Reduces cost of security & compliance

Improves detection and reporting of security exposures

Improves the audit capability to satisfy reporting requirements

for Business
PowerSC
PowerSC Tools for IBM i Benefits
Compliance Assessment and Demonstrate adherence to pre-defined and customer defined
Reporting. Includes Security Event security polices, system component inventory. Centralize
Monitoring security management and reporting via Db2 Web Query
IBM Lab Services offerings Security Diagnostics Reduces operator time involved in remediating exposures
for IBM i Security: Privileged Elevation Tool Ensures compliance with guidelines on privileged users
. . Access Control Monitor Prevents user application failures due to inconsistent controls
v' IBM i Security _ . .
Network Interface Firewall Reduces threat of unauthorized security breach and data loss
Assessment
Certificate Expiration Manager Prevents system outages due to expired certificates
v . .
IBM | Slngle .Slgn On Password Validation / Ensures user passwords are not trivial and are in
|mp|ementat|0n Synchronization / TOTP Two Factor synchronization across all LPARSs. Insure service accounts
Authentication (2FA) adhere to policy - including SVRAUTE. Enhance applications
v IBM i Security with 2FA service program.
Remediation Single Sign On (SSO) Suite Reduces for password resets and simplifies user experience

v Password Validation, . : :
Synchronization, 2FA PowerSC Tools for IBM i are service offerings

from IBM Systems Lab Services

v IBM i Encryption

For more information on PowerSC Tools for IBMi offerings and services, contact:
Terry Ford taford@us.ibm.com Practice Leader, IBM Systems Lab Services Security
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IBM Systems Lab Services and Training

Our Mission and Profile
Support the IBM Systems Agenda and accelerate the adoption of new

products and solutions
= Maximize performance of our clients’ existing IBM systems

= Deliver technical training, conferences, and other services tailored to
meet client needs

= Team with IBM Service Providers to optimize the deployment of IBM
solutions (GTS, GBS, SWG Lab Services and our IBM Business
Partners)

Our Competitive Advantage
= Leverage relationships with the IBM development labs to build deep
technical skills and exploit the expertise of our developers

= Combined expertise of Lab Services and the Training for Systems
team

= Skills can be deployed worldwide to assure client requests can be met

Successful Worldwide History
= 18 years in Americas

= 10 years in Europe/Middle East/Africa
= 6 years in Asia Pacific

www.ibm.com/systems/services/labservices
ibmsls@us.ibm.com

Mainframe Systems

Power Systems

System Storage

IT Infrastructure Optimization

Data Center Services

Training Services

& BM security
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IBM Systems Lab Services and Training

Leverage the skills and expertise of IBM's technical consultants to
Implement projects that achieve faster business value

v Ensure a smooth upgrade

v" Improve your availability How to contact us

v" Design for efficient virtualization = email us at ibmsls@us.ibm.com

v Reduce management complexity = Follow us at @IBMSLST [

v/ Assess your system security = Learn more ihm.com/systems/services/labservices

v Optimize database performance
v Modernize applications for iPad
v' Deliver training classes & conferences

—— IBM® Systems
PowerVM PowerHA PowerSC Director
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Statement of Good Security Practices: IT system security involves protecting systems and information through prevention, detection and response to improper access from within and outside

your enterprise. Improper access can result in information being altered, destroyed, misappropriated or misused or can result in damage to or misuse of your systems, including for use in attacks
on others. No IT system or product should be considered completely secure and no single product, service or security measure can be completely effective in preventing improper use or access.
IBM systems, products and services are designed to be part of a lawful, comprehensive security approach, which will necessarily involve additional operational procedures, and may require other

systems, products or services to be most effective. IBM DOES NOT WARRANT THAT ANY SYSTEMS, PRODUCTS OR SERVICES ARE IMMUNE FROM, OR WILL MAKE YOUR ENTERPRISE
IMMUNE FROM, THE MALICIOUS OR ILLEGAL CONDUCT OF ANY PARTY.

THANK YOU

www.ibm.com/security
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