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Integrate endpoint
management and security

to protect a hybrid workforce

Automate deployment
with simple endpoint
security configurations

Detect and respond to
advanced and persistent
mobile threats

MaaS360 Mobile Threat
Defense Professional

Enhance and manage endpoint security faster

Many organizations operate with a mobile blind spot and are unaware of the

risks associated with advanced mobile threats. More remote users, along with their
out-of-office behavior, can dramatically expand attack surfaces in your business. In
addition, existing detection and response solutions are often complex to set up and
usually sit alongside endpoint management solutions. This situation creates silos
that can increase the time it takes to detect and respond to threats.

IBM® MaaS360°® Mobile Threat Defense Professional supports CISOs and mobility
managers to proactively identify and respond to emerging mobile threats quickly
and effectively. The add-on consolidates devices, users, threats and vulnerabilities
into a unified endpoint management and security platform. MaaS360 Mobile Threat
Defense Professional provides device management, mobile threat defense,
seamless integration with existing cybersecurity stacks, and AI-driven security
insights to accelerate assessing risk and responding to threats.




Integrate endpoint management and security to protect a hybrid workforce
MaaS360 Mobile Threat Defense Professional helps organizations automate
security detection, prevention and response on corporate and personally owned
mobile endpoints. The solution combines an on-device, machine learning-
based engine with advanced security analytics and forensics. This combination
enables both manual and automated threat response that can prevent a single
compromised device from turning into an outbreak.

Automate deployment with simple endpoint security configurations
MaaS360 Mobile Threat Defense Professional is an add-on component to the
MaaS360 Unified Endpoint Management platform. Deployment is fast—it takes
just a single click. Administrators simply define their mobile endpoint security
policies so that devices and users can be protected from various possible
threats, including:

— Malicious URLs through SMS, email and other messaging apps

— Advanced network threats such as man-in-the-middle and rogue access points
— Malicious apps and malware

— Tampering and insecure configuration of the device itself

Detect and respond to advanced and persistent mobile threats

MaaS360 Unified Endpoint Management, combined with MaaS360 Mobile Threat
Defense Professional, offers IT administrators a comprehensive, integrated,
end-to-end solution that brings together best-in-class endpoint management
and mobile threat defense. Administrators can manage and protect their mobile
ecosystem from a central point of control with granular endpoint security policies
and automated, proactive threat detection and response.

Conclusion

MaaS360 Mobile Threat Defense Professional helps protect organizations
from evolving mobile threats. Even better, it also can improve employee
productivity while reducing risks to corporate data and employee privacy.

For more information

To learn more about IBM MaaS360 Mobile Threat Defense Professional,
contact your IBM representative or IBM Business Partner, or visit
ibm.com/products/maas360/mobile-threat-defense.

MaaS360 Mobile Threat Defense Professional


http://ibm.com/products/maas360/mobile-threat-defense
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