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Executive summary
Demands from digitally-savvy corporate and consumer customers, competition from outsiders and increased regulation are
forcing financial institutions to fundamentally rethink their
operating and business models. Banks are seeking closer customer relationships over multiple channels, a lower cost base,
and increased revenues from growing their transaction business
with new services. Yet budgets are shrinking under the weight
of compliance.
Beyond cost reduction and scalability, speed to market is
perceived as the major benefit by cloud users. The cloud provides a dynamic platform to develop, trial and offer innovative
services—driving operating and business model transformation.
Institutions are using the cloud to increase operational efficiency
and improve their ability to partner, source and collaborate. In
addition, some banks are using the cloud to significantly extend
their customer value proposition and geographic footprint,
change their role within an industry, or even enter different
industries. “Born in the cloud” competitors, mainly from outside
the financial sector, are using cloud computing’s flexibility
to decompose traditional value chains and disintermediate
incumbents by creating radically different value propositions.
The higher the intensity of cloud adoption, the greater the
benefits will be. So it is no surprise that most disruptors are born
in the cloud and benefit from low entry costs, scalability and
speed to market from the abundance of plug and play composable components available to incorporate into their offerings
within and across clouds.
The high level of industry standardization in payments and
securities processing eases the migration to the cloud, also
allowing the development of omni-channel composable services
with an emphasis on mobile. Risk and fraud management lend
themselves equally to the cloud as institutions and regulators

evaluate the benefits of collaboration and data sharing. Cloud
computing also offers flexible data storage for analytics, customer relationship management, reference data and regulatory
reporting utilities.
Client services are in varying stages of being recast as libraries of
composable services made possible by the cloud, which has given
rise to the application programming interfaces (API) economy,
generating standardized APIs and automated development and
testing tools.
Security, privacy, cybercrime and business continuity are of paramount importance in the financial services industry. Compliance
is of particular concern for global firms that manage operations
across an evolving and disparate regulatory landscape. This
paper also examines these issues, bearing in mind that financial
institutions remain ultimately accountable for their operations
and data sovereignty.
Incumbents weighed down by existing systems that do not grasp
the opportunities offered by the cloud will find it difficult to
compete on grounds of cost, customer responsiveness and
innovation. The shift to cloud computing is seen by many in the
financial industry as inevitable and can be the key to unlocking
competitive advantage. Institutions that have embraced the cloud
are reaping the most value by rapidly introducing innovative
services.

Bank leapfrogs the competition with cloud computing
A major bank recently integrated 900 applications on a cloud
payments ecosystem and migrated its online portal serving
30,000 business customers. This cloud-based system
currently processes 250,000 transactions daily for a value
of USD2.8 billion.
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Current transaction banking environment
and cloud computing
While volumes are growing, declining transaction fees call for
new markets and services to improve revenues. Yet shrinking
budgets and resources are increasingly consumed by compliance
and mandatory changes, forcing banks to reduce operating and
development costs while under pressure to launch new products
quickly. So partnerships, outsourcing and industry utilities
appear more attractive, as evidenced by the launch of several
initiatives to reduce the burden of some regulatory issues such
as Know Your Customer (KYC).
Cloud computing offers significant opportunities for transaction
banking in payments, treasury services and securities processing.
The cloud provides scalable processing resources as demand
dictates, on a pay-as-you-go (PAYG) basis. In business terms, it
eliminates constraints around where physical IT resources are
located or what specific technologies are employed, making it
possible to deploy customer products and services rapidly at a
lower cost. There are four layers of cloud computing, progressing from pure cost savings to offering new services within a
transformed business model:

Different levels of complexity must be solved before taking full
advantage of the efficiencies of a cloud-based approach. The
issues are not only technical, but also related to security, privacy,
compliance and organization, and increase as the solution
progresses up the layers. The infrastructure and platform layers
can be used to share hardware and maintenance costs with little
impact on business processes and operating models. Institutions
can use this approach not only for pure hardware and base
software cost sharing, but also to manage non-critical business
tasks. Complexity increases when moving to the upper layers
and addressing specific business processes or capabilities, but so
do the potential advantages in terms of efficiency and rapid
implementation.
Three delivery models prevail today:
●●

●●

●●

●●

●●

●●

●●

Infrastructure as a Service (IaaS): networks, servers and
storage infrastructure with related operating systems
Platform as a Service (PaaS): common subsystems such as
databases, development and integration tools, channel
management and security that allow developers to create and
deploy applications rapidly
Software as a Service (SaaS): application software such as
enterprise resource planning (ERP) systems, analytics and risk
management, usually provided on a PAYG basis
Business Process as a Service (BPaaS): processes requiring
economies of scale to reduce costs, or services for which the
institution does not master the success factors
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Private clouds operated solely for one bank who can own the
private cloud or engage a third party to host it, either on site
or off.
Public clouds owned and managed by an organization selling
cloud computing services that are available to the general
public.
Hybrid clouds combining both private and public cloud
features.

Of course not all candidate processes raise the same level of
complexity and some of them have a clear path to a utility-based
model. For example, applications that hold customer data and
are intrinsic to the operation of the bank are likely to be on a
private cloud in a dedicated environment operated by the bank
or its partners. Public clouds are more likely to be used for
applications which are less critical, such as shared static data.
Cloud sourcing is rapidly gaining acceptance within the financial
sector. According to a recent survey, 40 percent of all financial
services respondents report that their organization uses cloud
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services. Nearly half of the respondents say the cloud has
improved their information security, while 50 percent of
financial institutions surveyed plan to invest in private cloud
technology.1

Benefits of cloud
Cost flexibility is a key reason many companies initially consider
cloud adoption. The cloud can help reduce fixed IT costs by
enabling a shift from it being a capital expenditure to an operational expense. With cloud computing, there is no longer a need
to install hardware and software or incur dedicated license fees,
which enables the organization to pay for what it needs when
it needs it. This PAYG model provides greater flexibility and
eliminates the need for significant up-front capital expenditure.
Scalability is also recognized as a significant benefit of cloud
adoption as it allows an organization to easily expand its
business operations and benefit from economies of scale without
processing large volumes by itself.
But the ability to rapidly adapt to market and regulatory
demands is today perceived as the major benefit experienced
by cloud adopters. By eliminating procurement delays, cloud
computing speeds prototyping, market testing and product
launches, and can help minimize losses in case of failure. The
cloud also enables services to be tailored to specific market or
customer requirements and facilitates external collaboration with
customers and partners, so they can share resources, information
and processes. Institutions ready to seize the opportunities that
cloud computing presents can offer innovative services and
transform their business model.

interfaces to reduce operating costs and increase revenues
by expanding the customer base and services portfolio
(see Figure 1).
The three lower layers include infrastructure, platform and
software for systems rationalization, and application development. Full client-facing services can then be offered from the
top BPaaS layer and used across all relevant lines of business.
Components specific to payment processing such as format
validation and conversion are available on the cloud.2 Near-realtime access to the core banking systems can be implemented to
check funds and update positions as well.
Industry solutions are available as utilities for compliance functions such as KYC and sanctions screening.3 These and other
support functions such as reconciliations, exceptions, queries and
investigations can be deployed across the enterprise on a private
or hybrid cloud.
Electronic retail payments have evolved over the past 40 years
from proprietary platforms to more open standards enabling
more connectivity and data sharing. As payments and retail
solutions converge, activities that were previously thought to be
out of bounds to cloud solutions become possible, including the
ability to:
●●

●●

●●

Payments processing on cloud
Payment processing relies on the successful integration of
components which offer varying degrees of competitive differentiation. These can be sourced from a combination of private,
hybrid and public cloud solutions through standardized

Aggregate retail and payments data to enable targeted
real-time location-based rewards and loyalty programs.
Improve security solutions through tokenization at ecommerce and mobile locations.
Identify least cost transaction routing in a private cloud.

The cloud also offers the possibility to experiment with digital
currencies.
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Traxpay offers a comprehensive service that allows companies to make rapid payments to other companies without delay. Using
Traxpay, companies can attach additional fully structured and unstructured information such as scanned invoices and other
business data to minimize reconciliation efforts and payment exceptions. Companies can communicate directly with each other
over Traxpay, providing a quick way to request additional information or resolve issues, within a secure financial environment.
As the Traxpay solution is cloud-based and flexible, companies can integrate it into existing ERP systems, or choose to manage
their payments and cash flows through a modern web front end. Traxpay customers gain real-time, 24x7 insights into their exact
cash position, at less than one tenth of the cost of traditional transactions.

Line of business coverage as relevant
Corporate banking

Business process
as a service
Modular pick &
mix capabilities

Indicative services

Clearing and settlement
RTGS •
Hi-value net

Trade settlement

•

ACH

•

Real-time payments

Treasury and
Electronic invoicing
cash management
• Invoice issuing
• Reporting
• Chasing
• Multi-bank aggregation
• Sweeping/pooling
• Cash position
• Forecasts
• Alerts
Payment processing
Validation/repair •

Private banking

Format conversion

•

SWIFT

•

Card schemes

•

Trade finance
• LC request/issue/amend
• Milestone/conditions monitoring
• Payment initiation

Funds checking

•

Retail banking

Supply chain finance
• Order tracking
• Working capital provision
• Conditional payments

Posting to A/C

•

Cards

• ATM/POS management
• Switching
• Rewards/loyalty
• eCommerce
• Mobile

Position keeping

Enterprise services and capabilities
KYC/AML/sanctions/fraud •
A/C management •
Pricing and billing •
Document/image processing

Credit monitoring

•

Reconciliations

•

Exceptions/investigations

Open marketplace of high value consumable services

Software as
a service

ERP
External vendors

Analytics

Open APIs

PAYG model

3rd party components

Target platform based on open standards based tooling

Platform as
a service

Development
tools

Data

Security

Integration

Mobile

Grid

Enterprise class, optimized infrastructure built using open standards

Infrastructure
as a service

Compute

Storage

Networking

Figure 1. Payments, treasury and trade: an approach for a new cloud-based operating model.
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Cash management, treasury and trade
finance services on cloud
Cash management, treasury and trade finance services provide
competitive value-add to commoditized payment processing.
As businesses expand globally, their cash management needs are
becoming more complex. Corporations look to their banks to
enable visibility and optimization of cash holdings across
accounts held with multiple banks.
Cloud-based offerings for services such as cash management,
e-invoicing, trade and supply chain finance (SCF) are entering
the market, allowing banks to offer a full range of services for a
low investment.4 Cloud technologies make it easier for corporate
banks to provide a consolidated multi-country, multi-currency,
multi-banking relationship view of accounts. A cloud-based
service where the lead bank would not have visibility into the
positions held at other banks can be envisaged. Further, cloud
technologies make it easier to integrate with treasury and ERP
applications, another key demand from corporate treasurers.
Traditionally, small and medium businesses (SMBs) have been
underserved by banks. They have cash management requirements similar to those of a corporation, but expect a simple and
intuitive user experience closer to that of a consumer. SMBs
are often technically savvy because most of them rely on the
Internet to promote and sell their products. A cloud-based
solution will make it more feasible for banks to support the
needs of this profitable segment and for SMBs to afford the
services they need.
For corporations and banks, especially in Asia and Africa, a
cloud-based multi-bank trade finance solution presents an
opportunity to reduce costs, gain a view of the end-to-end information flow in a trade finance transaction and cooperate more
efficiently. Such solutions provide the flexibility required to
adjust for the amendments that happen in the course of a letter
of credit life cycle.
A cloud-based solution can link all the parties involved in a
trade finance transaction: the exporter, the buyer, the carrier,
the exporter’s and importer’s banks, customs and inspection

companies. For example, bill of lading documents are critical for
exporters as they act as one of the triggers for payment. Any
delays in its presentment affect the speed with which the payment is made. In case of a last minute change in the carrier
leading to a complete revision in the bill of lading document, a
cloud-based solution helps ensure everyone is aware. Even as
traditional trade finance gives way to open account trading, a
single platform allowing visibility to all counterparties is beneficial to all. This cooperation enables all counterparties to better
serve their respective customers while providing a platform for
just in time SCF.

Eurobank export platform
With more than 1,000 branches in seven countries, Eurobank
is one of the largest banks in Greece. Looking to address
growing customer demand for new online trading and transactions services, Eurobank turned to IBM to develop Exportgate,
a cloud-based digital experience capable of strengthening
online multi-lateral trade between Greek businesses and their
international counterparts across 180 countries.
Exportgate offers a secure business-to-business web portal
with social capabilities and a number of e-services designed
to facilitate trade transactions with new partners. International
buyers can easily access profiles of Greek sellers, contact
them, view virtual presentations, and participate in forums
where they can exchange ideas, research and more.
For example, a company offering a range of Greek wines
and olive oils was looking to expand globally. Using
Exportgate, it forged partnerships with importers in China,
France, the UK and the US.
Exportgate members now have access to collective and
updated directories of over 1,400 Greek exporters and more
than 6,500 international trading companies. To date, the site
has generated more than 485,000 visits and more than
2,300 partnerships.
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retained in-house. However topics such as the non-core processes of reference data scrubbing and street-side processing can
be delivered on a cloud.

Core services, such as an interface to SWIFT along with workf low, image processing and multi-currency capabilities, can be
provided from a public cloud. Differentiating capabilities such as
reporting and analytics, credit monitoring, pricing and billing,
cash positions, sweeping and pooling, and electronic bank
account management can be provided from a private cloud
(see Figure 1).

Focused on the intersection of low competitive differentiation
and high optimization to reduce cost, a significant number of
multi-client utilities are emerging for functions such as KYC
data, securities reference data, reconciliations, standard settlement instructions (SSIs) and even more broadly, for post-trade
processing. The most successful of these will need to be born in
the cloud in order to keep cost and integration complexity low.
Indeed we are already seeing this trend with many of the existing
initiatives being designed to be cloud delivered, either as a SaaS
or BPaaS (see Figure 2).

Securities processing on cloud
As in the case of payments and treasury services, securities processing follows a path of defining core versus non-core analysis,
and street-side versus client-side processing. Clearly, functions
referring to client specifics and positions are confidential and

Cross product /coverage

Business process
as a service
Modular pick &
mix capabilities

Indicative services

Cash securities

Listed derivatives

Clearing
• On-exchange
• Netting
• Margining
• CCP

Custody

• Safe keeping
• Registration
• Vault services
• Reconciliation

OTC derivatives

Pre-settlement
• Pre-matching
• Settlement instructions
• Credit position checks

•

Cash

Settlement

• Receive/deliver cash
• Receive/deliver securities
• Fails management

Corporate actions
• Proxy services
• AGM
• Proxy voting

Income

• Dividend processing
• Interest processing

Trade support
KYC/reference data management

Tax services
• Tax reclaims
• Relief at source
• Documentation tracking

Reconciliations

Open marketplace of high value consumable services

Software as
a service

External ecosystem/
vendors

Analytics

Open APIs

PAYG model

3rd party components

Target platform based on open standards based tooling

Platform as
a service

Development
tools

Data

Security

Integration

Mobile

Grid

Enterprise class, optimized infrastructure built using open standards

Infrastructure
as a service

Compute

Storage

7

Networking

Figure 2. Securities processing: an approach for a new cloud-based operating model.
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The cloud and mobile

Fraud and risk management in the cloud

As clients demand to transact on the move, the symbiotic
relationship between cloud computing and mobile technologies
goes beyond data storage and environment provisioning. Mobile
devices limited by on-device compute capability can use cloud
computing and mobile technologies to extend computing power.
The mobile cloud—if architected and secured with enterprisegrade design principles—can allow access and synchronization
of data. It also offers improved scalability by optimizing content
and collaboration securely within an enterprise context, and
helps to deliver a superior digital experience. Most important, a
cloud-based implementation can provide a stepping stone for
developing an omni-channel model in which the bank operates
channels in an integrated fashion, offering a seamless experience
to the customer.

Risk and fraud management as enterprise-wide regulatory and
operational imperatives uniquely lend themselves to taking
advantage of cloud-based solutions. More financial institutions
and regulators are evaluating the ability to collaborate and share
information that effectively protects the institution’s assets by
using the cloud to reduce risk exposure.

Composable services offered by the banks to reduce costs
or generate new revenue can include location-based mobile
campaigns that are segmented and personalized. Mobile fraud
detection uses unique contexts such as location, time, integrated
biometrics, photo, voice activation and accelerometer stats.
Additional variables for risk scoring can monitor the health of
the mobile environment itself, for instance, determining whether
a device is rooted or jailbroken.

●●

●●

Fast mobile payments deployment
A cards and payment services provider in mobile, branchless
and alternate banking channels in Pakistan expects to avoid
USD5 million in capital expenditures over a seven-year period,
eliminating up-front hardware and software costs by implementing an IBM cloud-based IT environment, including the
mobile platform, networking and security solutions. In addition,
the client experienced a much shorter “go-live” date, with
cutting-edge technology and fewer staff needed to maintain
and operate its IT environment enabling it to focus on its core
line of business, saving hiring and training costs, with scalable
resources to satisfy growth.

●●

Counter fraud management uses the cloud to aggregate
threats from both cyber and fraud intelligence so financial
institutions can learn from millions of previous incidents. For
example, the Trusteer™ cloud-based service detects active
threats in real-time, and analyzes risk factors related to a
device, user, account and behavior to stop account takeover
attempts and prevent high-risk fraudulent transactions. It also
adapts to emerging threats in real-time, across the enterprise
and the financial institutions’ customer base, by using and
sharing intelligence from over 100 million endpoints. Cloud
solutions such as Trusteer can create typical use behavior
baseline patterns to assess not just external threats, but internal
patterns of use that may pose higher risks.
Financial risk solutions offer many of the same value
propositions as most cloud offerings and pose many of the
same concerns as other areas of risk—namely guaranteeing
clean, trustworthy data and having the trained experts who can
use that data to make business decisions. However, the
benefits of aggregating and sharing information from around
the world and using it to make better decisions should
outweigh the risks.
Operational risk is under increased scrutiny by regulators. In
the recent IBM Global Reputational Risk and IT Risk Study,
92 percent of executives surveyed believe that IT failures have
severe consequences for compliance: “Any breach of customer
data would lead to reputational damage if it was revealed by
the affected consumer or through the media, especially since
this could be attributed to a lack of adequate controls in the
institution’s IT system.” 5
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Metadata is data about data. Technology exists to discover data
and create the metadata for different types of enterprise data
with various risk classifications, security needs, and back-up and
recovery requirements. These technologies allow businesses to
match the risk exposure value of every piece of data as opposed
to implementing a one size fits all security, backup or recovery
strategy for a company’s data.
Businesses have recognized the negative impacts of operational
disruptions to their customers and their brand. Deployment
architectures have taken advantage of new capabilities like distributed grids, virtual servers and virtual data. Managed backup
services in the cloud allow them to provide more flexible and
resilient processes that improve availability and reduce operational risk and costs.
Progressively transferring risk data and analytics to the cloud is
an efficient way to increase standardization and transparency,
and therefore supports many regulatory requirements such as
the Basel Committee on Banking Supervision BCBS239 directive on risk data aggregation.

Cloud for big data, analytics and
regulatory reporting
To deliver targeted products and services, companies are increasingly using analytics to monetize data and better understand
their customers. The first step is to collect and analyze data. The
second is to decide what new approaches are indicated by the
results of the analysis. The third step is to make the changes
required to improve customer service and satisfaction, using the
scalability and speed of implementation offered by the cloud.
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Financial institutions are also making greater use of more data
sources to reduce exposure to operational risk and compliance
violations. From analyzing tens of thousands of internal and
external audits to visualizations of risk profiles, analyzing operational risk data from internal and external sources is becoming a
competitive advantage for leading firms. Cloud-based utilities for
reference data and regulatory reporting can greatly contribute to
reducing compliance costs.
Reference data management involves gathering, cleansing,
standardizing and maintaining a golden copy of all static, reference and market data. Uniform golden copy of reference
data use across all financial applications is very important for
decision making, risk management, regulatory compliance and
management reporting. This involves a set of IT applications
management and business process management services. A
multi-tenancy cloud-based utility could help increase the efficiency in reference data management, support new instruments
and geographies as well as reduce costs through mutualization
and reduction of data feeds.
The cost of operational management and disparate regulatory
reporting are constantly increasing. Typical regulatory requirements are the same for every financial institution and reporting
entity. A multi bank regulatory compliance platform with a welldeveloped risk data repository and reporting framework could
significantly lighten the burden of multiple regulatory reporting
requirements (see Figure 3).
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External data

Client 1 data

Client 2 data

Client 3 data

High-level architectural approach

Extract/transform/load

Data engine

Data warehouse

Populates with
transient and
reference data

Meta rules/
model

Data engine generates
schema for the reporting
mart based on a standard
data model

Reporting mart

Reporting services

Packaging

Scheduling
service

Transient data
Transactions / activity
Risks
Market data
Triggers / performance

Mashup

Shared set of purpose-built services
Presentation
service

Reference data
Balances
Positions
Portfolios
Industries
Geographies
Risk appetite

Event service

Reports
Security service

Analysis
Metrics

Dispatcher SOAP, XML

Status
reports

Services API
Content

Workflow

Query service

Movement
service

Streaming
service

Calculation
service

Security

Custom
reports

Report constructs
Financial reports
Regulatory filings by geography
Standard internal risk reports
Standard stress tests

Metadata

Audit logs,
system metrics

System metrics
metadata

Figure 3. A cloud-based regulatory reporting utility can enable substantial savings.

Security, privacy, reliability and
cybercrime concerns
Regulations vary from country to country and have yet to catch
up with the latest developments in cloud computing. But due
consideration must be given to data privacy and sovereignty, and
financial institutions always remain ultimately accountable for
their operations.

Security is a key consideration to the adoption of cloud computing for transaction banking, since this high-value, high-volume
environment is highly susceptible to fraud. Cloud providers
need to demonstrate the robustness of their infrastructure.
Additionally, country-specific laws and regulations related to
data location and privacy are a prime consideration.
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According to a recent IBM-sponsored study by the Ponemon
Institute, 60 percent of organizations say that theft and cybercrime are the greatest threats to their reputation and 70 percent
of security executives have cloud and mobile security concerns.6
To compound the issue, the Enterprise Strategy Group reports
that 83 percent of organizations have difficulty finding the
security skills they need.7
Unfortunately, with all the promise the cloud holds for a business, it is also a source of some of its greatest risk. For example,
a well-organized cybercrime ring may set up tenancy in the
same public cloud in which the institution resides, and use side
channel attacks to steal confidential data, or place malware as
neighbors.
The cost of an unsecured environment continues to rise.
According to data supplied by more than 300 companies in
10 countries to the Ponemon Institute for their study, the average total cost of a data breach has increased 15 percent in the
last year to USD3.5 million.8
Security, privacy and cyber-crime are broad issues spanning
people, processes, data, technology and physical assets. IBM and
IBM Business Partners offer a broad set of services and products
to help ensure that the right balance between in-house processing, and the various cloud models and risk-based decisions are
made. For example, there are innovative solutions to anonymize
data to support hybrid cloud deployment models and detect in
real time the threat of client data leaving the network.

Cyber-security is an enterprise-wide and industry-wide problem
requiring a collective and collaborative industry response and
end-to-end approach. The most mature organizations have centralized cyber-security command centers, security intelligence
platforms, threat monitoring and emergency response teams, all
supported by the security operating center platform. From a
cloud standpoint, a trusted and open partner is important to
ensure these ongoing threats are managed in a controlled
manner.
To respond to these concerns and challenges, institutions must
assess the risks and build security models that are appropriate for
the architecture being implemented, be it a private, hybrid or
public cloud. Each presents different levels of responsibility for
security and risk leaders. It is critical to understand how the division of responsibility for security works before moving workloads to the cloud, particularly if the cloud is not within the
company’s own infrastructure. It is equally essential to ask cloud
service providers to show certifications and audit reports that
attest to their posture with respect to data location and their
share of the security responsibility, and monitor this on an
on-going basis.
Technical controls should meet the security, privacy and compliance requirements based on the type of cloud service being
used. For example, if deploying an IaaS model, the user is fully
responsible for the security of the applications layer, while in a
PaaS model the user would need to ensure that the applications
being built by the cloud operator are secure. Finally in a SaaS
model, responsibilities would include managing user access to
the SaaS application, data tokenization, monitoring and compliance. So the controls that are to be implemented need to be
examined at each level (see Figure 4).
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Clients

Software as a service
• Application security testing and management
• Distributed denial-of-service defense
• Web application ﬁrewall
• Email and content security

Applications

SaaS

Platform (components, middleware databases)

PaaS

Cloud shared services

IaaS

Platform as a service
• Identity and access management
• Data security (encr yption and monitoring)

Infrastructure as a service
• Firewall/uniﬁed threat management and monitoring
• Network intrusion detection and prevention
• Security event and log management
• Vulnerability scanning and management
• Host-based intrusion detection and prevention for ser vers
• Managed security information and event management

Virtualization

Virtualization

Virtualization

Server H/W

Network H/W

Storage systems

Data center facilities (power, space, cooling)

Figure 4. Managed security services from IBM map to each cloud layer and function.

Architecture and the API economy
Open APIs, complementors, standardization, new cloud operating environments and business platform thinking are shaping
the business landscape bringing innovation, agility and new
opportunities. One of the reasons for the rapid rate of

innovation has been the global use of open standards, open
source, open architectures and strong collaboration across the
industry. We have seen a multi-layered approach from IaaS,
through to PaaS, SaaS and BPaaS.
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These high value services are being made available as APIs.
The API economy is driving new roles such as the API product
manager, the API developer and the composable service developer. APIs are being built upon other APIs in a dynamic and
composable manner—the average mobile application now
typically uses between three and 20 APIs. APIs are being used
internally within a firm, and externally with clients and partners.
New API appliances and mapping technologies support interoperability between APIs and services, with built-in security
controls. Developers and users of these APIs and services are
benefiting from the developer operations or DevOps trend,
allowing automated builds of environments, automated virtualized testing and ultimately automated promotion to production.
Componentization and modularization allow decomposition into
smaller components and aggregation into larger components.
Composable development uses the concepts of predefined and
reusable components, which can be combined rapidly for agile
development. This helps governance because standard interfaces
make testing more reliable, facilitate agility, support standard
data at the edges and have the potential for greater re-use.

Guidelines for a successful
implementation
Innovative tooling now exists to right-place existing workloads
on new target state cloud environments given constraints such as
latency, regulatory restrictions and workload run-time patterns.
A factory model and associated roadmap of phased migrations
can be produced prioritizing workloads, and transforming applications to exploit and run on a cloud operating environment.
This roadmap approach allows workloads to be piloted early in
the cycle, then tested and refined before scaling the process,
decommissioning existing systems or migrating them to the
cloud.

Hybrid is the new normal—orchestrating applications, workloads, business operations, technical operations, data movements
and networks across a typical process and value chain. For
end-to-end process flows—including, for example, reference
data from an external source, mobile services from a third party,
infrastructure hosting from another and business operations
teams from yet another—the world will be multi-sourced going
forward.
To avoid losing control over customer service, business
processes need to be well defined, with clear delineation of
responsibilities, contracts, rules, fall-back provisions and measurable performance metrics and service level agreements (SLAs)
between all parties. Contrary to popular belief, the design of
cloud-based end-to-end services will require higher IT skills
than for in-house systems.
How to begin?
●●

●●

●●

●●

●●

Think big, start small and identify a pilot project to better
understand how transforming applications delivery using the
cloud can drive line of business improvements.
Remember that not all workloads are suited for the cloud.
Include the business, operations and IT teams to accelerate
meeting strategic objectives.
Plan, implement and maintain a comprehensive risk management, security, privacy, data sovereignty and compliance
program, bearing in mind that regulators will hold the
institution ultimately accountable.
Develop a business case that positions moving to the cloud as
more than a way to reduce costs—also as a means of driving
innovation and business model transformation.
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Conclusion

About the authors

The majority of new entrants and disruptors from inside or
outside the financial sector were born in the cloud, using its
capabilities to quickly fulfill customer demands while
minimizing up-front capital investments and scaling with
growth. Established financial institutions, weighed-down by
earlier systems, will be unable to react rapidly in the constantly
shifting competitive landscape without adopting these new cloud
technologies and development methodologies.
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