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Our latest newsletter celebrates the resilience
and dedication of our school districts, in the
face of a pandemic, to enable staff and students
to engage successfully in learning, regardless of
where the learning was taking place.
Increasing wireless capabilities, part of many
transformational IT projects, to accommodate
the influx of devices while enhancing cyber
security, were top priorities for IT staff. Program
teams, working closely with IT, implemented
and/or built capacity amongst staff to use
collaborative online environments to support
essential instructional and assessment
practices. System leaders focused on enabling
these activities and protecting the mental health
and well being of their staff and students.
Our IBM K-12 team is honoured to participate
and assist your teams as you support your
staff and students. We understand how
difficult the past 18 months were and the
herculean efforts that were required. We are
so proud of the work all school districts did
and trust, that as you read these articles,
you will reach out to us if you need more
information on any of the initiatives described
or could use assistance in solving similar
challenges. As always, we are here to help in
whatever way we can.
Wishing you all a successful school year!

Anne Saftich
K-12 Education
Chief Education Officer
IBM Canada
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Highlights
British Columbia

Aruba, Aruba, Aruba (and...we’re not talking
about the island of Aruba)

Comox Valley, South East Kootenay, OkanaganSimilkameen and North Okanagan Shuswap are just four
of the BC school districts that have recently implemented
or upgraded their Hewlett Packard Enterprise (HPE)
Aruba network eco-system.
Not only has Aruba’s Web or On-prem wireless and
switching infrastructure been adopted for its reliability,
simplicity and cost effectiveness but its ClearPass
Security Portfolio plays a critical role with Network
Access Control (NAC). Laptops, smartphones, tablets and
Internet of Things devices are pouring into schools. With
students and educators now utilizing an average of three
devices each, this increases cybersecurity vulnerabilities
inside schools and districts.
This multitude of devices also brings a significant
operational work effort to manage device access.
ClearPass is an open NAC environment with modules
that work simply with many manufacturers’ network
hardware, making it the “go-to” solution as part of the
HPE Aruba NAC policy management platform.
These districts are happy to share their rationale and
strategies for implementing ClearPass and the progress
on their projects. Contact Josh Porter (SD71), Joanne Lees
(SD5), Lloyd Matthews or Scott Hesselgrave (SD53) or
Stephen Ollinger (SD83).

Rocky Mountain (SD6): 5 Year Infrastructure
Strategy

As a result of an Information Technology Optimization
review with IBM’s K-12 technical architects, SD6 is
refreshing their 4 - 5 year technology infrastructure
plan that supports teaching and learning. The district
leadership team is working with IBM K-12 to maximize the
limited dollars available. Key infrastructure areas include
student and teacher devices, resource access, data centre
refresh, cloud roadmap adoption, security initiatives,
device management and automation, and many others.

2

The past 6 months show significant progress in their
12 to 18 month implementation process. Simplification,
affordability, and sustainability are critical goals that are
being met. Trent Dolgopol, the Director of Instruction,
Technology and Innovative Learning, is available to share
their progress about their roadmap.

Kootenay Lake (SD8): 5 Year Device Refresh Plan
Because of an Information Technology Optimization review
(ITOP), completed in the spring, SD8 is well on their way
with a roll-out and refresh/evergreen plan focused on their
students and teachers. After holding interviews with many
of the senior leadership team, educators, IT staff, and a
pulse survey administered by the IBM K-12 Teaching and
Learning team, a plan was created by Nick Howald, Director
of IT, that was brought to his senior management and Board
of Trustees. Nick has taken the results of the ITOP and
worked to get them quickly into implementation mode.

Vernon (SD22): Device Deployment Strategy

The Vernon team has also adopted a refresh strategy, as
have many districts in BC recently. What’s unique about
Vernon is their team’s ability to receive and deploy their
new desktops, laptops, and Chromebooks very efficiently.
With delays affecting all industries, Vernon’s well-organized
team implements as soon as new equipment arrives.
IBM K-12 and Vernon have worked together for almost
two decades and the relationship continues as they add
devices and automation tools for students and educators.
With a refreshed data centre, other ecosystem updates,
and a heavy emphasis on security, SD22’s team is also able
to work as an early adopter of many Microsoft and IBM
supported K-12 technologies. Contact Tim Agnew,
IT Manager, for more information.

Surrey (SD36): Expands Use of Proofpoint in
Changing Security Culture

As the largest school district in BC, with more than 5,000
staff and 20,000 devices, cybersecurity is an important
issue. IBM K-12 has been working with Surrey, and
their cross functional departmental team, to ensure
that security becomes part of everyone’s responsibility.
It takes time and effort with simple and easy to use

resources to increase the security posture across an
entire district.

Brian Lehmann is the district’s Assistant Director of IS
with Stephen Whiffin’s leadership.

Proofpoint Cybersecurity Solutions offer several 10-20
minute “learning bite” modules that educate staff on
how to avoid vulnerabilities and attacks that flow into the
K-12 environments daily. These “learning bites” also help
staff and their families avoid attacks on their personal
devices. Surrey will be expanding their modules to keep
momentum with cybersecurity awareness and education
happening for all district staff. Steve Holliday is the lead
for this security initiative.

Saanich (SD63): Network Review using Fortinet

Delta (SD37): Moves to O365 and Teams

Gold Trail (SD74): Five Year Plan Works

Moving off their current email service was a priority and
with the impact of COVID, adding the implementation
of Microsoft Teams seemed a natural fit to improving
tools for their learning community. IBM K-12 and
Softlanding worked with the district IT team and their
rollout plan over several months to move staff to O365.
The methodical and well-planned process concluded
with the successful implementation/migration of
3,300 mailboxes. The integration of the IBM K-12 ID
Automation tools supported the project’s mandate to
ensure a streamlined connection to Active Directory for
both email and Teams.
With the implementation of Teams, the district also
developed an Emergency Alerts and Pro-D app using
PowerApps with Power Automate and Logic Apps to be
surfaced through Teams or SharePoint Online for all staff
based on their AD permissions. To learn more about this
project, contact Curtis Bromley.

Burnaby (SD41): Technology Refresh

Every 5 years the district has a broad technology
ecosystem refresh, ensuring they are adopting appropriate,
sustainable technologies. For the 3rd iteration, Burnaby
looked at their educational and admin technology plans
and engaged the IBM K-12 team to complete another 5-year
ITOP. Now into year two, more than 5,000 devices have
been refreshed, and critical areas such as security policies
and posture programs have expanded.
The district would be happy to share what they have
accomplished. Contacts are Ken Kiewitz, Manager,
Information and Educational Technologies or
Patrick Vossen, Project Manager-IT Services.

Coquitlam (SD43): Data Analytics, PIA’s, Phones
to Teams, and More

Coquitlam has been working with IBM and its K-12
partners in many areas including Data Analytics,
Telephone Covergence – Skype for Business, Cisco and
Teams, Privacy Impact Assessments, Security Programs,
Wired and Wireless Cisco solutions and so much more.
IBM continues to play a role in augmenting and
supporting the district’s very strong and knowledgeable
IT team. When they have a tight timeline, need
something new, or just want to engage with IBM and its
partners who live and breathe K-12 education solutions,
they reach out and we’re happy to assist.

Saanich is embarking upon a complete review of their
LAN/WAN/NAC/Physical Security (Cameras), Telephone
strategies and more. The district has been evaluating
many options and this fall is implementing several of the
Fortinet Stack of Technologies in a proof of concept. The
Fortinet and the IBM K-12 teams are assisting the Saanich
IT team with this investigation. The SD63 IT Manager,
Cody Henschel, can answer any questions.

As we all know, smaller districts have a limited number
of staff that try to be experts in so many areas and
accomplish a broad range of tasks. To augment their
IT team and help review their technology infrastructure
requirements every 5 years, Gold Trail calls the IBM K-12
technical team.
This past summer, approximately 600 Lenovo devices were
deployed across a large geography by their IT team as one
of their many initiatives. Current projects include firewall
hardening, Palo Alto Cortex XDR and a security vulnerability
review. Deb Sansome is the lead on these initiatives.
Steve Cuccione
IBM K-12 Education Client Manager
scuccion@ca.ibm.com

Saskatchewan

Good Spirit SD: Takes Steps to Improve Security

In the spring of 2021, the leadership team made
the decision to invest in a division-wide Essential
Cybersecurity workshop. Facilitated by the IBM K-12
Security Practice, functional business units from all
teams in Good Spirit participated in a robust review
to enable the division to develop a comprehensive
maturity model. The workshop resulted in a detailed
report with priorities and developed next steps analysis
to enable the division to strategically move forward with
intent toward an enhanced security posture.

South East Cornerstone SD: Managing the Cloud

Every quarter, SECSD reviews a report, prepared by the IBM
MS Azure team, to ensure an optimized environment for
work loads in the MS cloud. This process allows for alerts,
updates, and security notifications to support the IT team
with ongoing confidence and visibility with cloud-based
workloads, as well as scheduled failover testing practices.

Holy Family Roman Catholic Separate School
Division #140: Minimizing Servers / Leveraging
the Cloud
The division participated in an annual security
Vulnerability Assessment in the spring. A school server
and data centre migration to the MS Azure cloud resulted.
Lead by the IBM MS Azure Practice, the division created

continued on page 4
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a centralized server strategy through a migration project
to reduce school physical hardware and leverage a virtual
cloud infrastructure.
Heather van Munster
IBM K-12 Education Client Manager and PMP
heatherv@ca.ibm.com

Manitoba

Manitoba First Nation School System: Improving
Quality and Relevant Education
The IBM K-12 Teaching & Learning Data Analytics
Practice was engaged to support a system assessment
and road map followed by a recommended
implementation plan. This work is in support of
continuous improvement processes for school
communities. MFNSS supports schools to improve the
quality and relevance of education, improve academic
standards, and increase student outcomes.

Lord Selkirk SD: Positioning for the Future

In partnership with school division senior administration,
IBM K-12 Education consultants utilized the Always Ready
framework to guide the division in assessing how well it
is positioned for the future and to create a plan to support
students, staff and administrators to be Always Ready to
Learn, Teach and Lead.

River East Transcona SD: Technology Supports
the Learning

Working with IT and senior admin division leadership,
the IBM K-12 Teaching and Learning Practice led an
engagement to review the current role of technology
as it supports all aspects of staff and student learning,
and the operations of the division. This included an
alignment of the future use of technology with the five
themes in development with the ongoing work between
the division senior administration team and the IBM
K-12 consultants. The five themes include Excellence,
Communication, Celebration, Equity, and Culture, within
a culture of innovation which effectively leverages the
most appropriate digital tools.

Yukon Territory
Yukon Government: Tackling BYOD

The IT Support Services for Education within the Yukon
Government (YG) has been working closely with IBM
K-12 on a few projects including development of a BYOD
Business Case that takes into consideration both a secure
infrastructure as well as best practices supporting strong
pedagogy for maximum impact and measurement.
YG has also begun the big move from First Class to
Microsoft O365 email for all users.
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Ontario
Limestone DSB: Expanding Physical Security

As a partner with CISCO Meraki, IBM and the school
district are supporting school capital projects by enabling
school video camera initiatives. This project is enhanced
by Meraki indoor and outdoor networked cameras that are
exceptionally simple to deploy and configure due to their
integration into the Meraki Cloud Dashboard and their use
of cloud augmented edge storage.

Durham DSB: Chromebook Expansion

By working with the senior administration and partner
Conpute, IBM assisted DDSB with a Chromebook
deployment strategy to support student learning
through increased access in the classroom, at home and
everywhere in between. Deployment teams using white
glove support services and asset management practices
have assisted the school district in implementing
16,000+ devices and counting.

Renfrew County DSB: Increasing Security

As part of a three-year partnership, the IBM K-12
Security Practice completed year one of the Vulnerability
Assessment and Penetration testing services.
The process goes beyond simple identification of
vulnerabilities by conducting real-life attacks on
internet-connected systems to analyze and prioritize
recommended corrective action in support of the school
district improving their security posture.

Ottawa Carleton DSB: Cloud Journey

The district began their journey with a Cloud Readiness
Assessment in partnership with IBM that took a snapshot
in time of critical IT infrastructure and operations with
a lens on cloud integration. Change in IT is happening
faster than ever, forcing IT teams to adapt to new end
user support needs and ever changing outside threats.
Cloud can be a key tool in this transformation; however,
it’s important to have a clear understanding of the
current infrastructure and practices before deciding
whether to move into the cloud or extend the on-premise
environment. The deliverable to the district examined
key infrastructure and security processes, mapping to
the most effective cloud use cases.
The recommendations were co-developed with the
district based on best practices and industry standards
to build a flexible, sustainable and simplified cloud
environment focusing on district end user experience
and optimized IT operations.

Algonquin Lakeshore Catholic DSB: Disaster Plan

In partnership with the IBM K-12 services team,
the district co-created a Disaster Recovery Planning
document. This effort developed high level processes
and steps required to create a successful disaster
recovery plan. The IBM K-12’s Technical Consulting team
assessed the district’s current infrastructure and overall
environment, identified challenges and recommended
proactive and preventative changes to improve
resiliency. This led to a disaster recovery framework for

the district that included a tabletop exercise for testing
the plan with various disaster scenarios.
Joanne Jackson
IBM K-12 Education Client Manager
jjackson@ca.ibm.com

Conseil scolaire catholique Providence: Meraki
Camera Rollout

CSC Providence was seeking to start a safer-schools pilot
and purchase Meraki security cameras without having to
engage in a formal, costly RFP process. CSC Providence
leveraged the Thames Valley District School Board
piggyback clause which allows for an easy and efficient
way to procure both indoor and outdoor Meraki cameras
along with superior pricing. Cameras have now been
purchased for a district-wide rollout. Expected results
include improved school safety and decreased vandalism.

Toronto DSB: Palo Alto Networks Softwaredefined WAN Roll Out

Adhering to the Ministry’s Broadband Modernization
program detailing a minimum of 1Mbps of internet
bandwidth per student and staff, TDSB issued an RFP for
the best technical solution at the best price. After their
evaluation process, TDSB selected IBM K-12’s PAN solution.
The IBM K-12 solution was cost effective and met both
the Ministry’s internet speed requirements and TDSB’s
implementation timelines for their Broadband initiative.

vision forward in an 18 - 24 month timeline to enhance
their technology ecosystem.

Sudbury Catholic DSB: IT Security Partner
The team at Sudbury Catholic decided to make security

a top priority in 2021, working with IBM K-12 as their
IT Security Partner. They invested in multiple security
services, including a 6 month Palo Alto Networks
managed service, Panorama upgrade and firewall
hardening services. As a result of this investment, the
district appreciates knowing their network is more secure
and has a partner they can rely on for future assistance.

Wikwemikong Board of Education: IT Services
Partnership

The IBM K-12 team completed an Information Technology
Optimization (ITOP) review in 2017 creating a roadmap
of IT projects. Four years later Wikwemikong is nearing
the end of that journey, completing a variety of projects
including Intune management, Home Drive to OneDrive
migration and a follow-on mini ITOP review to build out
the next 3 to 4 years of their IT plan.
Liza Riley
IBM K-12 Education Client Manager
liza@ca.ibm.com

De La Salle College: IT Network Redesign &
Implementation

De La Salle College was looking for professional assistance
with redesigning and implementing a new wireless
network in their new building and retrofitting existing
buildings. Based on IBM K-12’s extensive experience, De
La Salle College contracted our Network Consulting team
to work with them on a Meraki solution.
IBM conducted a review of the existing wireless and
network infrastructure, then worked with the IT team
to design a custom solution with new Meraki wireless
and network enhancements. The IT staff at De La Salle
installed the state-of-the-art equipment while IBM
implemented the new wireless network design with a
focus on access and security. The school now has a solid
and stable network in place for the 2021-2022 school year.

St. Clair Catholic DSB: IT Service Partnership

The new CIO at St. Clair Catholic surveyed the district’s
needs and looked for a K-12 IT partner to work with to
review and execute on her vision to improve their IT
posture. The district chose the IBM K-12 team due to our
experience with Canadian school districts, the wide range
of services we offer and our ability to provide cost savings
on multiple initiatives. Since beginning this partnership,
IBM has engaged in several IT projects including
Cybersecurity Awareness Training managed services,
Active Directory Health, Security and Design, along with
an Exchange Server upgrade/migration.
As partners, IBM K-12 and St. Clair Catholic will move the
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IBM K-12 brings
School District
Leaders Together
during COVID-19
Education is always undergoing a transformation,
but as the worldwide pandemic hit, the need for
unprecedented change was thrust upon school boards
across the country. Senior leaders, along with their
staff and students, rose to the challenge. Planned and
intentional initiatives were implemented as districts
worked to meet the educational, emotional, and social
needs of their students and staff.
In April 2020, our IBM K-12 Teaching and Learning team
issued invitations to an online forum for school district
leaders to discuss their most pressing challenges and
celebrate successes with their peers. Over the past year,
we discussed a wide variety of topics including staffing,
busing, cohorts/scheduling, the role of the EA, mental
health, technology devices, engagement and how to
assess students in a remote learning environment.

Based on these sessions, and research from IBM’s
Institute of Business Value, we created our IBM K-12
Always Ready to Learn, Teach and Lead framework that
identifies five key components that districts must plan
for to ensure their students and staff are able to continue
their learning journey, no matter where they are - at
home, in class, or in a hybrid model.
As the school year progressed, our conversations
steered closer and closer to the challenges facing staff
and students related to academic achievement and how
to balance this with their emotional and mental health
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and well being. Our Coffee Chats, now rebranded to
the Targeted Talk series, enabled districts to discuss
their plans to understand where their students were
emotionally and academically when they returned in the
fall of 2021.
Leaders shared what they were doing to prepare staff,
discussed the essential practices required to help
teachers understand, and then respond to the needs of
the students that were coming to their classrooms in
September. Time was spent reflecting on the successes
they experienced as they looked back to lead forward and
the importance of continuing to monitor the impact of
the transformations that took place.
This school year, our team is supporting these efforts by
offering a 1.5 day workshop to help districts take stock of

what happened and begin to create a plan that will enable
them to lead forward.
And, we are continuing our Targeted Talk series - please
watch for future sessions. If you would like to be on our
contact list for Targeted Talks, please email Linda Tranter
at ltranter@ca.ibm.com.
Anne Saftich
IBM K-12 Chief Education Officer
asaftich@ca.ibm.com

Looking Back to
Lead Forward
Our Design Thinking Workshop will help You Identify
and Promote Proven Strategies in your District
It is essential for leaders to identify the successes
and challenges they faced over the past 18 months
to support staff and students as they learn forward
together. Parents, students, teachers, and school
leaders all agree that the past year and a half was
challenging in all aspects of life, including how and
where students were able to learn.
In the 2021-2022 school year, the questions many are
asking is what was the impact on student learning?
How do we know which instructional and assessment
strategies were the most effective? How can they
continue to be used to ensure all students, whether in
class or remote, are able to learn forward?
To help your leadership team, as you look back to
lead forward, IBM’s K-12 Education Consultants are
offering up to 5 complimentary 1.5 day Design Thinking
Workshops to help districts begin to answer these
questions.
During the workshop, we will conduct focus groups
with students, classroom teachers and school leaders
as identified by the senior team. Through facilitated
conversations and online tools, each group will provide
feedback on their experiences with respect to their
learning over the past 18 months.
The IBM team will consolidate the feedback, identifying
successes and challenges. These findings will be
explored by senior system leaders in a half day of
discussions. In addition, you will be led through an
activity to identify the next steps that would be required
to build a high-level plan to ensure successful practices
become part of your teachers’ toolkit. After the session,
a summary report of the findings and discussion will be
provided to the senior team.
If you are interested in this complimentary Looking Back
to Lead Forward workshop, please contact Anne Saftich
at asaftich@ca.ibm.com.
Anne Saftich
IBM K-12 Chief Education Officer
asaftich@ca.ibm.com
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Technology Planning
Process leads to Major
Transformation at
Cariboo – Chilcotin SD27
New people bring new ideas which create
opportunities for positive change. Joining the district in
2020, Sean Cameron, SD27’s Director of Instruction Learning and Innovation, championed the importance
of having a comprehensive technology plan to support
enhanced learning within the district.
This led to SD27 engaging the IBM K-12 Education
technical team to work with their district on an
IT Optimization review (ITOP) in the fall of 2020.
The review consisted of a deep dive into SD27’s
infrastructure along with interviews with various staff,
departments, principals, teachers and students to gather
information on the current state of the IT environment
and create a roadmap for improvement.
One of the key goals of the
ITOP was aimed at aligning
reliable and appropriate
technology access with the
many critical areas of the
district’s Strategic Plan for
Learning Success.
A key concern was SD27’s
extensive geography
that made a strong
technical infrastructure,
with equitable access
to technology and good
technical support, critical
to providing enhanced
educational opportunities
to all students.

These stakeholders voiced their thoughts on what
technology infrastructure investments should be
prioritized in order to support the Strategic Plan for
Learning Success. The outcome of the ITOP review was
a roadmap with recommendations that would fulfill
the needs of their users now and in the future with a
refreshed technology landscape.
From the ITOP, key priorities that emerged were:
1) to remove barriers to achieving the many goals of the
Strategic Plan for Learning Success,
2) to embed a culture of continuous improvement, and
3) to create a better end user experience.

Cariboo-Chilcotin is located in the Central
Interior of BC in the traditional territories of the
Shuswap, Chilcotin and Carrier Nations and
supports 100 Mile House and Williams Lake
along with many outlying communities.
The region is varied geographically and ranges
from beautiful open plains and deserts to vast
areas of forested terrain and alpine mountains.
SD27 provides education to approximately
4,600 students in 22 schools with the distance
from the eastern most school to the western
most at more than 500 km.

These were all factored
into the ITOP roadmap, ensuring that changes to
infrastructure, user devices and how IT delivers services
improved the end user experience resulting in a high
level of customer satisfaction.
With pandemic restrictions and health concerns for
all parties involved, IBM and SD27 decided to shift the
assessment methodology of the ITOP and performed all
interviews, discovery sessions and workshops remotely,
via Webex sessions. A voluntary survey also gathered
additional feedback from a wide range of stakeholders to
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better understand their needs and challenges, ensuring
that all groups had input into the process.

“We had to evaluate our go
forward strategies and currently
are well on the road to enhancing
and upgrading many aspects of
our technology eco-system.” says
Sean.
Following the Plan - Quickly
In order to execute this vision
quickly and efficiently, IBM
expertise was brought in
to augment the IT staff and
tackle complex projects, such
as the datacentre refresh,
while providing professional
development and education
for the SD27 IT team.

After only 10 months,
SD27 has been outstanding with implementing key
recommendations from their report including:
• A full datacentre refresh to increase reliability,
redundancy and capacity by eliminating stand-alone
Hyper-V hosts and replacing them with an N+1
VMware cluster and SAN. Our partner, NCI, provided
on-site datacentre implementation services, setting
up the new hardware and helping to redesign the
core network VLAN structure, then handing over the
hardware to the IBM team to build a VMware cluster,

• The district also completed a usability review of the
current staff image and redesigned the look and
functionality based on
feedback from end users.
IBM helped design and
The Strategic Plan for Learning Success
build a new SCCM
features several key areas within the Learning
environment, then assisted
for Success plan including the overall
SD27 IT staff in migrating
Framework for Enhanced Learning and Making
from their previous MDT
Sense of the Data (FSA, Report Cards, District
environment, adding new
Assessments, Grad Literacy and Numeracy
features and capabilities.
Assessment, Student Learning Surveys, Grade
IBM also helped to optimize
to Grade Transition, Graduation, Attendance
Intune, ensuring that best
and Post-Secondary Transition).
practices were followed
In addition, other critical initiatives
and verifying that
included the Focus Areas for Growth such
recommended features
as Leadership/Instructional Capacity,
were enabled.
Indigenous Learning and Culture, and
• As part of the report, IBM
Inclusive Learning Communities.
identified the need for a

migrate and convert the Hyper-V VMs into VMware,
while providing skills transfer to the SD27 IT team.
• To enhance security against
ransomware attacks, IBM
designed and implemented
a new Veeam hybrid cloud
backup for both on-premise
and Microsoft Office 365
which also provides multiple
copies of backups and
backup capabilities for all of
their on-premise and cloud
systems. This was a significant
improvement over the previous
backup system, as Veeam is
very cost effective and robust,
helping to ensure that backups
are reliable and resistant to
ransomware attacks.

The IT Optimization process worked to
digital document creation
• To reduce repetitive timeensure
these
areas
were
all
considered
when
and
workflow solution and
consuming manual labour
creating
a
roadmap
for
improvement.
recommended
clevr™.
for IT staff, IBM
This
solution
is
bridging
implemented SchoolConnect
gaps
in
SD27’s
digital
data
ID and Microsoft Teams
collection
ultimately
Automation. This streamlined
supporting The Making Sense of Data section within
these tasks, significantly reducing the load on the IT
their Framework for Enhanced Learning.
team for user account management and ensuring all
• As a close off to the infrastructure work (datacentre,
users are automatically created and managed from a
backup, SCCM, Intune, etc.) that has been completed,
life-cycle perspective, along with a clean, structured
IBM is performing a Vulnerability Assessment of the
MS Teams environment.
SD27 environment to ensure that it is properly secured
and that any potential security threats are identified
and documented.
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• As part of the IT Optimization Report, IBM identified
the age and various models of workstations as an
area in need of improvement. SD27 embraced the
need for change, launching a new ever-greening
process to replace end user devices with new,
standardized hardware (for better TCO) using the new
SCCM and Intune images.
• SD27 also implemented a new SolarWinds IT Help Desk
as part of the report recommendations, significantly
improving their ability to track, classify and respond
to incidents, leading to better support for their users.
Tech Team Roles Redefined
The new deployment has enabled the practices of SD27’s
Tech team to evolve to:
1. having greater focus on being proactive rather than
reactive to support their technology
2. freeing up technical staff to work on long-term projects
rather than daily maintenance
3. providing district-based, centralized deployment of
technicians
4. specializing roles of technicians with a focus on
improved communication, virus protection,
infrastructure management, end user support and the
growing demands around security.
SD27 is continuing their focus on increasing security
and providing leading edge services for its users by
having their leadership team engage with IBM on the 10
Essential Practices of Security workshop while the IT
team is upgrading the district network.
Increased Access Enables Learning Success
SD27 recognized the importance of providing the
necessary tools for both teachers and students that
will assist with the overall Strategic Plan for Learning
Success. There are approximately 2500 district owned
devices on the network. In excess of 1500 desktops/
laptops/iPads are being replaced and added to the mix of
technology accessible by students and teachers. Mobile
labs (carts) are being supplied to schools to enable access
to digital resources in the classroom and to promote
problem-based learning.
Enhancing District Communication
SD27 has integrated Microsoft Teams with the district
communication portal. This virtual workspace improves
efficiencies by making information easily accessible.
It includes email but also group membership for broader
collaboration and sharing of ideas and resources. More
importantly, it provides a secure environment for dialogue.
“Communication continues to be critical during a rollout
and systemic change of this nature in our geography. You
have to keep everyone updated in this dynamic technology
environment”, says Sean.
MS Teams’ business uses facilitate and improve
employee communication by providing an area for
announcements, work documents, new e-forms, and
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district activities/information. It is also beginning to
provide and promote collaboration between groups of
employees and a secure access to employee information.
On the educational side, it provides a secure place for
teachers and students to communicate, post curriculum
assignments and collaborate safely online. It again
promotes sharing of resources and best practices for
quality teaching. Resources are available online to
support digital literacy and digital citizenship, with
guidelines created for social media sites and deployment
of digital resources including a streaming video service.
Senior Management - a Critical Element of the
Success Story
With strong support from the senior management team,
Board of Education funds were centralized, budgeted and
allocated in an optimized manner to enable the strategic
initiatives of the district and the technology plan. Having
the senior leadership support was extremely important
as it ensured that decisions could be made using a
big picture, multi-year approach that will provide an
affordable and sustainable infrastructure for years to
come.
“Post Covid we hope to see in our schools - kids everywhere; in
hallways, in a corner, on a table, on the floors, almost anywhere
students can be, using the newer technology infrastructure for
their learning”, Sean Cameron says.
Moral of the Story
Many districts struggle to put together a roadmap,
especially during the pandemic when things are often in
reactive mode. SD27 saw the need to bring in an outside
consultant/critical friend to guide the district through
the exercise, to give an honest opinion and help put
together a plan.
Organizations tend to get caught in the status quo.
However, with a comprehensive plan, Sean was able to
create the vision for technology in SD27. And, as we all
know, if you can show it, you can take them there.
Steve Cuccione
IBM K-12 Education Client Manager
scuccione@ca.ibm.com

What is Trending in IT?

Listen in on the IBM K-12 Hot Trends Series
With our team of IT specialists, we are always trying
to figure out how interesting new trends in technology
will be relevant to Canadian school districts. And
with travel restricted due to the pandemic and most
conferences shut down or going virtual, we thought
this was a good opportunity to offer short virtual
sessions (about 45 minutes each) once a month, that
anyone can join if the topic is of interest.
Our first session in October 2020 focused on Azure Sentinel,
with our partners from SoftLanding giving the audience
a glimpse into how it can monitor and protect education
IT environments as a single-pane-of-glass Security
Information and Event Management (SEIM) solution.
In November, our guest speaker was Zygmunt Lozinski, from
IBM UK, who shared his knowledge on 5G Communication
Technology. He covered the 5G vision, use cases, and how
edge computing will reshape every industry, along with the
What, Why, When, Where and How of 5G.
Just before Christmas, we featured Juniper Networks and
AI in Networking. The growth in Artificial Intelligence
(AI) in the past few years has moved from niche areas to
mainstream applications and networking is one area where
there is massive potential for growth and optimization.
Juniper’s AI networking technologies provide insights into
different elements of data that are too vast or disparate for
humans to pull, amalgamate, and analyze. These tools allow
administrators in IT to diagnose, troubleshoot and remediate
issues with better information and diagnostic capabilities.
This session also covered Juniper Mist, an AI technology that
takes on the complicated landscape of networking in the
K-12 environment and optimizes your network in terms of
management and performance.
In 2021, we started the year with a deep dive into Satellite
Internet Technology and a focus on Starlink. Michael
James Martin, the VP of Technology at Metercor Inc.,
presented insights on Elon Musk’s Starlink satellite service,
how it works, and what are some applications, limitations
and challenges.
In the spring, the topics were all about security.
Amit Prasad from the IBM K-12 team presented the session
on Increasing Security via Firewall Hardening.
Amit has been the technical lead on the Enhanced
Cybersecurity Service (ECS) project with the BC Ministry
of Education and has extensive experience working with
firewalls in K-12 Education. He discussed traditional firewall
security measures and how these have evolved from
restricting north/south traffic to also focusing on east/west

Hot Trends

traffic inside the network. Amit shared with the audience
some work IBM has been doing with 23 BC school districts
to tighten up the security on their firewalls and to eliminate
overly permissive rules, a common issue we’ve found with
many school districts. Firewall hardening is a complex
and challenging process, which can take considerable
time to get the right mix of security and functionality.
The audience received several useful tips on weaknesses
to look for and understood the implications of overly
permissive security rules.
The next session on Increasing IT Security through
Bulletproof Ransomware Protection featured Brad
Klinck from IBM K-12 and William Cornell from Veeam and
focused on the latest features, security enhancements and
capabilities of Veeam’s new release Veeam 11 and Veeam
for Office 365. A big part of the discussion centered on how
Veeam can protect customers from ransomware and provide
new ways to leverage backup in a hybrid cloud world.
IBM K-12’s own Annabelle Lee and Anthony Giannitsis
delivered our next session on Common Security Control
Failures from an attacker’s point of view: what they can see,
and how they can exploit some of the vulnerabilities that
they find. They discussed the Center for Internet Security
(CIS) Controls and how if implemented properly, these
can significantly reduce your cybersecurity risks and also
described the vulnerabilities that they have discovered
when doing our Vulnerability Assessments and Penetration
Testing with clients. Annabelle and Tony then ran a demo
showing some of the threats they would typically see and
how to stay on top of them.
We wrapped up with a session on Microsoft A3 licensing
called Microsoft 365 Securing the Modern Edge by IX
Solutions. This session covered what is included in the
Microsoft 365 Education suite, how it is licensed, the security
solutions that are available as part of the suite, experiences
in deploying MS365, and how it integrates with the greater
Microsoft cloud security strategy.
Our lineup for fall 2021 is October - Cybersecurity Insurance
and November - Proofpoint Security Solutions.
If you would like access to any of the past Hot Trends
presentations or to be added to our distribution list for
upcoming sessions, please email Linda Tranter at
ltranter@ca.ibm.com.
Brad Klinck
IBM K-12 Education, Manager Professional
Services and Consulting
bklinck@ca.ibm.com
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Manitoba High School
Students Graduate with
College Diploma
Meeting IT Workforce Demands with IT Specialist Program
Pembina Trails Early College
(PTEC) is a cutting-edge
high school in Winnipeg that
prepares students for careers
in the Information Technology
industry, which is patterned
after the enormously successful
Sarah E. Goode STEM Academy,
a PTECH school in Chicago.
Students who have a passion for software development,
cyber security and coding have an opportunity to
graduate with a high school and post-secondary diploma
at the end of their four years of high school. This unique
school provides the students with an all-important head
start in the fast-changing digital world.

“Families have told us stories about the change in attitude and
behaviour when their child entered into PTEC,” says Bachart.
“When passion meets school, we find that the success and
attendance increase exponentially.”
“One of the tangible benefits of PTEC’s close association with
the tech industry in Winnipeg is that students are creating
close connections with industry leaders and are able to
network with CEOs, CIOs and other leaders that they would
never have the opportunity to meet in a venue such as school.“
“They realize they don’t have to move to the western or
eastern provinces to start their career in tech.” says Bachart.
“Because of the close connections they developed during their
time at PTEC, that entices the kids to stay in Manitoba.”

Pembina Trails Superintendent Ted Fransen liked what
he saw at the Goode Academy.

Another positive development from PTEC is the growing
number of female students enrolling in PTEC.

“I was immediately impressed with the vibrancy of the
partnerships between the school and IBM and between the
school and the junior college where the Sarah E. Goode
graduates completed PTECH,” says Fransen.

“My dream was to have a 50-50 gender split. Typically, the IT
sector has sometimes only 3% of the jobs held by women,” says
Bachart. “In our first year we only had four females at PTEC.
This year I’m very happy to say that of the 32 new students we
are bringing into the program, 15 are girls and 17 are boys.”

“These partnerships were indicative of the strength of
broadening the students’ learning experiences. In Pembina
Trails, we have a similar strong alliance with TECH Manitoba
and Manitoba Institute of Trades and Technology (MITT). The
vivid image of the Venn diagram comes to mind.
We are stronger together.”
PTEC is located in the appropriately named Smart Park
Innovation Hub on the University of Manitoba campus.
In grades 9 and 10, students spend half their day at
one of the four Pembina Trails high schools and the
other half at PTEC in the Smart Park Innovation Hub
where Pembina Trails’ teachers deliver the high-tech
accelerated programming. In grades 11 and 12, PTEC
students attend classes at MITT where they receive a
post-secondary education, professional mentorship and
workplace experience. Thirty-two students enter the
program each year for a total of 128 students in PTEC’s
grade 9 to 12 program.
“We deliver accelerated curriculum built on industry
standards and information gathered from our MITT and
TechMB partners,” says Jane Bachart, PTEC’s principal
since its inception four years ago.
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Aligning industry leaders with the students’ passion,
aptitude and engagement to content has had a
remarkable effect on the success of the students.

Even though PTEC is only entering into its fourth year, its
popularity and success has grown every year. PTEC has
caught the interest of other jurisdictions that want to
replicate the exciting work that they are doing in
Pembina Trails.
“The 2020-21 school year will bring forward our first
graduating class. We have been contacted by other school
divisions as well as Manitoba Education to seek ways
to replicate and scale PTEC up in other settings,” says
Superintendent Fransen. “In Pembina Trails we will be hardpressed to stay with 120 students. There is already pressure
within the school division to double the capacity.”
PTEC may not equal the size of the Sarah E. Good Academy
but both schools share the same goal: to create a culture of
learning that ignites imagination, nurtures creativity and
prepares students for a career in technology.
Joanne Jackson
IBM K-12 Education Client Manager
jjackson@ca.ibm.com

Reflections from a Past
Superintendent and Senior
IBM K-12 Education Consultant
After working for over 25 years in school districts in
southern Ontario, where I had the roles of teacher,
vice-principal, and superintendent, I took a leap of
faith and a leave of absence, to work with IBM Canada
K-12. This leave turned into seven years of working
with a team of dedicated educators in IBM who, along
with a team of strong technicians, support Canadian
school districts and divisions.

assessment practices that will need to be used on a regular
basis by all teachers to support student learning in the focus
area. The list needs to be clear and succinct.

When asked to write this article on my reflections of my
time at IBM, I knew that I wanted to share what I learned
about the supports that school districts and divisions
need. Each district we work with has its own strengths
and required areas of growth, but there are three main
areas which I feel were part of my work with almost
every district:

A final word on alignment - it will be necessary to
standardize in some key areas - especially the essential
instruction and assessment practices, devices, and the
digital tool kit. Another difficult but critical conversation
which we often facilitate and support.

• Focus • Align • Monitor
Focus
Every school district faces multiple priorities and
demands from both internal and external pressures and
groups. Amidst all this noise, it is important to decide
what the district really stands for - think “Vision” - and
what steps need to be taken right now to work toward
this vision. These are some of the most exciting, and
at times, challenging discussions we engage in with
district teams. There is so much to choose from, so many
competing pressures, and so many things that need to
get done.
Sometimes the easiest route is to come up with an
overall statement that seems focused but is so general
that it encompasses almost everything. The advantage
of having IBM, as a third party at the table, is that they
not only facilitate the conversation but even more
importantly, they do not let the district team off the hook
by allowing such “trojan horse” statements to stay on the
table.
Align
Once a clear focus has been agreed upon, all the work of
the district needs to align around it. The focus must be the
priority; only when all strategies and resources are aligned to
it, is there a chance that it will be successfully implemented.
The strategies that must be aligned are the instruction and

Yet again, this is where facilitation and holding the team
accountable are the key benefits of having IBM K-12
involved. The resources that need to be aligned include
components such as technology (devices and digital
toolkits), internal education support staff, professional
learning plans (which we can help co-create), and finances.

Monitor
The best laid plans so often get left on a shelf to gather
dust and be forgotten. There needs to be a disciplined
approach around monitoring - having a plan upfront to track both the progress and impact of the
implementation against metrics and targets. The plan
needs to include success criteria, measurement targets
and the identification and creation of the instruments
that will be used to measure them.
Finally, the monitoring plan must be executed as
designed, likely over an extended time period, requiring
commitment and discipline. We have supported
many districts in co-creating such plans, developing
survey and focus group questions, and often executing
the surveys and focus groups, as required. All data
source results are collected in a monitoring report,
including recommendations for next steps, so that the
implementation plan can be refined based on this data.
So, what have I learned over the last seven years? Districts
and divisions need to be disciplined in these three key
areas: Focus, Align, and Monitor, and will be well served
by an experienced third party acting as a critical friend at
the table to facilitate these difficult conversations - all of
which leads to improved student learning.
Jonathan Bibby
IBM K-12 Education Senior Consultant (Retired)
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Timely Assessment Data =
Increased Language Acquisition
A Very ‘clevr’ Partnership To
Support Literacy Achievement
Informed decision making, whether to personalize
the learning or improve operational efficiencies,
requires accessible, accurate data. The tools to
analyze this data are now available and usable
by teachers, school leaders and district / division
administrators.
However, much of the data required for good decisionmaking remains inaccessible, residing in spreadsheets
and files on individual or departmental computers
or is still paper-based. Effective use of data to inform
decisions requires that this data be digitally captured
and role-based access be provided.
Considering the pandemic, these insights into student
achievement may never have been more important.
Teachers need to be able to easily collect multiple types
of data to understand each student’s progress, identify
learning gaps to address, and analyze the effectiveness
of a program or plan.
To support school districts in their journey to capture
and utilize this role-based access to student achievement
data, IBM K-12 is partnering with a Canadian company,
clevr™. clevr™ is a cloud-hosted electronic data collection
solution that brings their new Language Acquisition
Solution (LAS) to schools to support literacy development
in classrooms and increase student success as readers
and writers.
The Language Acquisition Solution (LAS) is an integrated
data collection and assessment tool that works across
all schools and grade levels. Currently, LAS includes the
following literacy screening tools:
• Quick Phonological Awareness Screener (QPAS)
• Letter (Alphabetic) Recognition and Phonics Screener
• Phonological Awareness Screening Test (PAST)
• Reading Records: Fountas and Pinnell Benchmark
Assessment (F&P)
• Tiered Reading Interventions
• Empower Curator
• CML Lexia
• Levelled Literacy Intervention (LLI)
• DIBELS
• Oral Reading Fluency
• Nonsense Word Reading Fluency
• Word Reading Fluency
• STEPS Continuum
• Initial Assessment for English Language Learners
• Observable Language Behaviours (OLB)
• Observable Language and Literacy Behaviours (OLLB)
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The Language Acquisition Solution, powered by clevr™
can quickly provide actionable data so your teachers can
1. build a Classroom Profile with colour indicators that
are driven by assessment data and automated with
business rules. No more manipulation of spreadsheets
that are labour intensive to create and maintain.
LAS allows educators to be highly responsive to the
needs of students to support language acquisition and
achievement in literacy.
2. compare pre/mid/post-intervention scores to show
the difference in growth, understand where resources
are needed and determine what instructional next steps
should be taken. LAS provides the ability to cluster
students based on a subset of skills, content areas etc…
and analyze how they are similar or different.
3. measure intervention
effectiveness based on the
actual action steps that
were taken rather than
relying on “trend data” or
data that is not specific
to a set of standards and
benchmarks. This level of
analysis allows teachers,
administrators and
districts to make datainformed decisions about
instructional strategies.
We at IBM K-12 Education
are honoured to be working
with clevr™ and believe
that by combining clevr’s™
industry leading Language
Acquisition Solution
with our extensive expertise in strategic planning and
effective implementation services, your teachers will be
able to provide the individualized literacy support that
each student deserves!
Leta Potter
IBM K-12 Senior Education Consultant
leta.potter@ibm.com

IBM Service Corps –
Volunteers Helping to
Enhance Cybersecurity
in Education
Annabelle Lee, a security expert on the IBM Canada K-12
Security team, is an active volunteer in her community
and participated in an IBM Service Corps engagement
in 2019 to build a P-Tech school in Africa. Always
looking for ways to give back, she came across a new
announcement regarding an IBM grant to help enhance
cybersecurity in K-12 education in the United States.
IBM Selects Six School Districts to Receive a Total of $3
Million in Education Security Preparedness Grants

• Security training: More than 55% of school districts
are operating without security training.
The grant, created as part of IBM’s Corporate Social
Responsibility initiatives, will be an in-kind contribution
in the form of resources and hours performed by IBM
Service Corps teams of 4-10 people per district.
With her deep expertise in delivering many of the same
services to Canadian school districts, Annabelle was
welcomed into the IBM Service Corps initiative, bringing
her experience in both security and K-12 education to a
team of IBMers from across North America.
Annabelle will help to ensure proper security controls are
in place to assist the district to identify, protect, detect,
respond to and recover from security threats and breaches.
These actions are critical for districts to ensure they are
ready to respond to a security incident if it happens and
help to minimize damage from an operational, financial,
reputational and regulatory perspective.
New Security Offerings
The IBM K-12 Education team is continually working to
evolve and update our cybersecurity services offerings such
as the Security Incident Management Plan. We work with
districts to create a comprehensive, cost-effective response
plan with a roles and responsibilities matrix for the common
tasks assigned to incident responders and stakeholders.

On June 2, 2021, IBM US announced it has selected six
school districts to receive its IBM Education Security
Preparedness Grant, which totals $3 million. The inkind grant was created to help United States K-12 public
school districts proactively prepare for and respond to
cyberattacks. Each grant will sponsor IBM Service Corps
teams to deploy to the selected districts and provide inkind security services with a value of $500,000.
After announcing the grant last February, IBM received
more than 250 applications from U.S. K-12 school districts
seeking to strengthen their security postures in response
to the growing threats on the education space. In total,
the applications represented more than 7,800 schools and
more than 4 million students and provided noteworthy
insights from school districts across the nation.
Key findings from the applications included:
• Disparity in cybersecurity budgets: 50% of the
districts had less than $100,000 for cybersecurity
spending – for the entire school district. This is in
comparison to larger school districts that cited
cybersecurity budgets in the millions.
• Ransomware attacks: More than 40% of applicants
experienced a ransomware attack.

Another new service is our Active Directory Security and
Health Assessment. There is a lot of focus on perimeter
security (e.g. firewalls) in K-12, but identity systems such
as Active Directory (AD) are often exploited after initial
access (e.g. via phishing) to get persistence on a network
and spread ransomware. The AD Security and Health
Assessment will help protect and harden Active Directory
against common identity-based attacks. IBM will perform
an AD security focused assessment and make actionable
recommendations for improving AD security in a variety
of areas including password policies, security controls,
authentication protocol weaknesses, common Active
Directory attack vectors, privileged users, and more.
We also offer turn-key solutions for remediation
of many common vulnerabilities found during a
vulnerability assessment. This can be especially useful
for district IT departments that perform vulnerability
assessments for compliance purposes, but don’t have the
time to remediate the issues discovered.
IBM strives to increase our customers’ knowledge and
capabilities on how to best protect themselves. With the
Education Security Preparedness project just starting,
Annabelle is excited to bring her security skills and
experience with K-12 school districts to the US team.
Good luck Annabelle!
Brad Klinck
IBM K-12 Education, Manager Professional
Services and Consulting
bklinck@ca.ibm.com
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Your team for educational solutions

If you have suggestions or comments about
this newsletter, please send an email to Anne
Saftich, IBM K-12 Chief Educational Officer,
at asaftich@ca.ibm.com.
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Think Green. Save a Tree.

Switch from our paper newsletter to E-News
and get your News a week sooner. It’s so easy
to go paperless. Simply send an email to
k12sales@ca.ibm.com.
We’ll take care of the rest.
On behalf of trees everywhere, we thank you.

