Digital transformation
and the future of GRC
Risk.net February 2022

Survey report & white paper

GRC professionals in the financial services sector are facing a new era of digitalisation.
Advanced technology such as AI can play a major role in helping to manage emerging
risks in this unpredictable environment. This Risk.net survey of 123 senior GRC professionals
explores the impact of digitalisation on financial firms and the changing strategies, resources
and technology deployed by the GRC function
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Executive summary
Covid-19 has driven the world online, but
digitalisation has been a game changer in terms
of connecting people during the pandemic. In the
financial services space, the rapid pace of digital
adoption means firms must adapt their internal
systems and processes to be able to manage online
activity and the influx of data it generates more
safely and reliably.
As a result, governance, risk and compliance (GRC)
professionals, processes and tools have been
under the spotlight as firms try to anticipate new
risks and comply with regulations. The experience
and expertise of GRC professionals has been
elevated as a result. Many are investing in new tools
and strategies to further strengthen existing GRC
systems and processes. Advanced technologies
such as artificial intelligence (AI), machine learning
and natural language processing (NLP) are
becoming critical to advancing financial firms’
capabilities in this respect.
A survey commissioned by IBM and conducted by
Risk.net between October 2021 and January 2022
revealed the impact of Covid-19 and this digital
shift on financial services firms. More than 120 risk,
compliance and technology professionals from
financial services companies around the world were
questioned about digital transformation in the age of
Covid-19 and beyond.

Key findings
• 95% of respondents report Covid-19 has
accelerated the pace of digital transformation
in their firm
• 62% believe this shift has exposed gaps in
existing GRC processes, and nearly half of
respondents (45%) think their organisations
are now ‘playing catch-up’
• New risks that have emerged from
digitalisation include data security (56%),
cyber security (48%) and supply chain
risk (32%)
• Actions taken to improve GRC systems
include allocating new resources (54%),
using hybrid cloud applications for enhanced
data and analytics (53%), and upgrading
GRC tools and capabilities (48%)
• Only 21% have deployed advanced
technology such as AI. So far, this
is mainly being used for reporting
analytics (43%), enhanced risk identification
and monitoring (40%), and workflow
automation (34%)
• Two-thirds of respondents expect a 10–30%
improvement in time-to-value from using tools
such as AI
Further investment in GRC technology, such
as new automation techniques, will elevate the
role of risk and compliance beyond traditional
auditing responsibilities and compliance boxticking. In an increasingly digital world, data is
fast becoming the lifeblood of an organisation
and automation tools such as AI, machine
learning and NLP can help firms better
anticipate and manage emerging risks.

Percentages in some tables and graphs may not total
100 due to rounding
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Managing the shift to a digital world
Several drivers have accelerated the shift to digital in recent years. One of the
main causes has been the Covid-19 pandemic. Some 95% of respondents to
the survey believe Covid-19 has accelerated the pace of digital change within
their organisations (see figure 1). The survey results showed that, while the
GRC function has become increasingly important in this new and uncertain
world, systems and processes used to manage risk and compliance require
further development.
The restrictions put in place by many governments to tackle the spread of the virus in the past two years
has created an uptick in online activity – not just in working life, but also when socialising, shopping and, of
course, banking. For example, fintech app use in Europe soared by 72% in the initial months of lockdown
restrictions, according to research by deVere Group.1 Remote working practices were also boosted by
pandemic-era restrictions and are likely to remain prevalent throughout financial markets for the foreseeable
future. Post Covid-19, 69% of US financial services companies expect 60% of their employees to work from
home at least once a week, according to a PwC survey.2
New and upcoming regulations have also influenced the drive to digital in the financial services space.
In the increasingly important area of environmental, social and governance (ESG) issues, reporting
requirements such as the Task Force on Climate-Related Financial Disclosures (TCFD) are set to come into
effect for some organisations from April 6, 2022 in countries such as the UK.3
This kind of compliance activity requires firms to gather and manage relevant, high-quality data, supported
by strong IT infrastructure, governance systems and processes. These risk management systems not
only help firms maintain data quality and meet regulatory requirements, but also gain added value from
the growing volume of information that needs to be collected, managed and analysed. With that in mind,
financial firms are also increasingly subject to data privacy/data protection requirements and regulations to
ensure sensitive details or personally identifiable information is responsibly managed. Again, a robust GRC
system can ensure compliance with such rules and obligations, while maintaining customer trust.

1 To what extent do you agree with the following statements?

Covid‑19 accelerated the
pace of digital transformation
needed in my firm

56%

Greater reliance on digital
channels means the risks my
firm faces have increased

Increasing digitalisation has
exposed gaps in my firm’s
existing GRC processes

39%

30%

12%

47%
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The digitalisation trend is unlikely to wane any time soon – in fact, it will continue to grow given the
competitive edge new technology can provide to financial firms. Furthermore, as these companies
anticipate more unexpected events and deal with greater volumes of data, the GRC function is being
elevated – and with good reason. With the right systems and processes, GRC teams can not only ensure
their firm’s compliance needs are met, but can also use them to boost enterprise-wide risk awareness,
support business objectives and enable firms to compete in this new era.
The Risk.net/IBM survey reveals that more than 60% of those polled believe that digitalisation has exposed
gaps in their GRC processes. However, to close these gaps, organisations have several options. In addition
to boosting data quality and security, advanced technologies such as AI and machine learning can be used,
not only for reporting and analytics, but to boost competitiveness and agility while also adding value by
improving risk visibility.

Identifying new and emerging risks
According to the survey, 77% of risk, compliance and technology professionals believe their firm’s risks
have increased as they have become more reliant on digital channels. GRC systems must be able to
address these risks that have come about as a result of digitalisation. As the survey revealed, however,
financial firms are concerned about GRC system gaps in this new digital world.
For example, 56% of respondents see data security as a growing risk that has resulted from greater
digitalisation (see figure 2). According to the non-profit Identity Theft Resource Center, by the end of
September 2021, the number of US data breaches had already exceeded the 2020 total by 17%.4 These
rising numbers are unsurprising given the boom in digital usage, but it remains a sobering figure for financial
firms trying to protect valuable data.
Similarly, nearly half of respondents identify cyber security as a key emerging risk in this new environment.
All kinds of organisations – from hospitals and utilities to governments and banks – have become more
vulnerable to cyber attacks. Regulators are also taking this issue more seriously. In November 2021, US
regulators approved a rule to ensure banks report major cyber security incidents to their primary regulator
within 36 hours of discovery.5
Cyber risk awareness also needs to go beyond an organisation’s internal systems to safeguard interactions and
relationships with third parties. Nearly one-third of respondents (32%) see supply chain or third-party risk as
a major cause for concern in a digital world. In addition to cyber security concerns, supply chain bottlenecks
have also had a ripple effect across many markets recently. Covid-19-related shutdowns have raised supply
shortages to historic highs,6 endangering the economic recovery.7 The vulnerability of the global supply chain
has been further exposed by incidents such as when
Notes
a container ship blocked the Suez Canal in March
2021, severely hindering global trade.8

These risks will continue to be a feature of this new
era, combined with the digitalisation trend that is
now affecting most organisations. Establishing a
strong risk and compliance culture will therefore
be crucial to efforts to properly embed enterprisewide risk management initiatives and enable
businesses to continue to meet their objectives in
a digital environment.
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2 Which risks have assumed greater prominence in your organisation as a result of increasing digitalisation?
1. Information/data security

2. Cyber security breaches

56%

3. Third-party/supply chain risk

48%

4. Compliance risk

32%

31%

Tackling adaptation challenges
Many financial firms have already started the process of adapting to this ‘new
normal’. According to the survey, some organisations have invested time and
resources towards digitalisation in advance of this shift. Of those surveyed,
37% say their company was fully prepared and ahead of the curve in adapting
to digitalisation. For 45%, however, the increasing focus on digital has caused
major challenges, leaving these firms to play catch-up. A further 18% of those
polled have not yet made any significant business model changes to address
digitalisation, or even expect to fall further behind (see figure 3).
As the survey shows, all firms have ongoing challenges and new needs in this
area – particularly those that are yet to update their GRC systems. For the risk,
compliance and technology professionals polled, the most significant barriers to
digital transformation within their firms relate to data and infrastructure issues.
When asked to rank issues of most concern, security/privacy scored highest,
followed closely by dated systems and applications, and a lack of coherent data
strategy (see figure 4).
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On a positive note, securing the necessary
investment for digital transformation initiatives is
only a mid-level concern, which indicates some
degree of access to the resources and budget
needed to keep pace with digitalisation. Similarly,
a lack of executive buy-in is the third-lowest
barrier, showing appetite among decision-makers
to allocate time, resources and funding to digital
change strategies. Linked to this, embedding
automation and technology-led innovations is
unlikely to be a major challenge for these firms. The
survey ranked lack of digital skills in the workforce
as the ninth or second-lowest concern. Resistance
to change was the least worrying aspect for survey
respondents, again indicating positive momentum
towards addressing these issues.

3H
 ow well has your organisation adapted to increasing
digitalisation over the past two years?
My firm was fully prepared and
ahead of the curve – this is a
priority for the business

37%

My firm has made no significant
changes to our business model
for this purpose

14%

The increasing focus on digital
has caused major challenges and
my firm is playing catch up

45%

Given the pace of change,
my firm is likely to fall
further behind

4%

4 What are the main barriers to digital transformation in your firm?

1

Security/privacy concerns

Aggregated score: 102

=2

Dated systems and applications		

90

=2

Lack of coherent data strategy

90

4

Complex tech infrastructure

65

5

Level of investment required

61

6

Organisational structure

60

7

Lack of prioritisation

57

8

Lack of executive buy-in

52

9

Lack of digital skills in workforce

43

Resistance to change

35

10

Ranking based on respondents’ aggregate scores. Respondents selected the three most significant barriers
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Optimising GRC systems
In line with the findings around barriers, 54% of respondents to the survey have allocated or recruited new
resources to optimise existing GRC systems and controls in the last two years. Nearly half of respondents
(48%) have upgraded their organisation’s GRC tools and capabilities. And with an eye to growing data
volumes, half of those polled have also adopted hybrid cloud technology to enhance the data and analytics
power of their organisation in the digital world (see figure 5).
Financial firms that have acted to further develop their GRC systems will now see the benefits of this increased
data handling and processing power when it comes to risk management. This includes the development of
GRC systems that support more agile risk mitigation, improved visibility of risk and a better connection with
business priorities. Aligning an integrated risk management framework to the organisation’s strategic business
objectives in this way enables firms to quickly identify and mitigate emerging risks efficiently and effectively.
However, even for those that are ahead of the curve, the survey shows there is still work to be done in this
area. When asked to rate current GRC systems in terms of alignment to the organisation’s enterprise risk
management framework, for example, the most popular score, given by 34% of respondents, was 7 out
5 What actions has your firm taken to improve its GRC systems and controls over the past two years?
Allocated or recruited
new resources

54%

Adopted hybrid cloud for
enhanced data and analytics

53%

Upgraded our GRC
tools and capabilities

48%

Conducted a full-scale review
of our GRC framework

31%

Deployed advanced
technology

21%
3%

Other

6H
 ow do you rate your firm’s existing GRC systems and controls on the following criteria?
1

10

Alignment to an integrated
risk management framework

5%

User-centric intuitive
design and standardisation

4% 5%

Level of data quality to
confidently manage risks
Level of deployment of
advanced technology

9%
9%

5% 5% 4%
8%

11%

9%

34%
16%

19%

19%

12%

23%

17%
12%

35%

14%
1

11%

2

23%
3

4

16%
5

6

7

15%

6%

14%

6%

9%
8

5%

9

6%
10

Respondents ranked their firm’s systems and controls on a scale of 1–10, with 10 representing the best and 1 the worst
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of 10 (see figure 6). This result indicates that respondents do not feel fully prepared to meet changing
risk requirements. More user-friendly or intuitive systems could help with this issue by boosting business
productivity and performance across front- and back-office users. Indeed, 38% of survey respondents
rated their current GRC systems a 6 or less out of 10 in relation to user-centric intuitive design, suggesting
significant room for improvement in this area within many organisations.
Data quality is another concern. When it comes to having the necessary level of data quality to confidently
manage risks, 28% of respondents rated their current GRC system a 6 or less out of 10. Just over
one‑third (35%) gave 8 out of 10 for data quality and 17% rated their system 7 out of 10. High-quality data
provides a strong foundation for confident recommendations and decisive actions within financial firms.
Without this, inefficiencies and costs can increase because the organisation lacks a consolidated view
of risk across the business. In other words, there is a greater risk that the relevant people are reacting to
incorrect data when making major business decisions. New technology, including advanced analytics, AI,
machine learning and NLP tools could alleviate these concerns, helping financial firms gain a competitive
advantage in an increasingly digital environment, and amid the unpredictable global financial markets.
According to the survey, most of the organisations that are already using these tools have chosen to add
advanced analytics to enhance reporting and data visualisation capabilities (43%). AI is also being used
at 40% of organisations polled for enhanced risk identification and monitoring. Advanced technology can
further be used to automate regulatory intelligence feeds or interact with virtual assistants that can guide new
users through common tasks and questions (see figure 7). The survey also indicated, however, that financial
firms have yet to fully enhance their GRC systems and controls with this kind of next-generation technology.
One-third of survey respondents rated their GRC systems and controls 5 or less out of 10 in this area.
7 I n which GRC areas is your organisation prioritising the use of advanced technology?
Advanced analytics for
reporting dashboards

29%

Enhanced risk identification
and monitoring

40%

18%
34%
35%

Workflow automation
Automated regulatory
intelligence feeds/
task management

28%

13%

Audit trail capabilities

25%

13%

NLP document processing,
pattern detection, data
classification

22%

14%

Biometric-based
authorisation

Scenario testing
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24%

23%
22%

Machine learning
fraud detection

Conversational assistants

43%

8%
9%

17%

14%
In use
17%

Under consideration

Respondents selected up to three applications
currently in use and up to three under consideration
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Reaping the benefits
of advanced technology
Access to growing volumes of data is a given in the digital era, and so financial
firms must use new technology – from automation to AI, machine learning
and NLP – to be able to gather, manage and parse this data. This will not only
enable employees to focus on more strategic tasks, but will also enhance
organisations’ ability to proactively manage unexpected risks through stronger
forecasting capabilities. Advanced technology can identify data patterns and
improve the quality and timeliness of decision-making, supporting business
objectives while meeting vital risk and compliance needs.
Automation can support compliance, for example, by tracking regulatory
change and mapping requirements to internal data on risks and controls.
Compliance teams can also use NLP to map and categorise organisational
risks. Embedding AI into GRC processes can automate pattern identification
and detection, and boost risk mitigation performance.
Indeed, 83% of risk, compliance and technology professionals polled say
advanced technology helps their organisation identify data patterns and
manage risk more proactively as a result. Some 85% of respondents also say
that advanced technology used for GRC activities enhances data quality (see
figure 8).

8 To what extent do you agree with the following statements relating to advanced technology and GRC in your organisation?
Advanced tech for GRC
activities enhances the quality
of the data we use

85%

Enables us to identify data
patterns and be more proactive/
predictive in managing risk

83%

Solutions we have adopted
in GRC are helping reduce
time-to-value

76%

Advanced tech for GRC
activities allows us to focus
on more strategic tasks

75%

Helps manage ‘unexpected’
risks we might face

7%

13%

5%

13%
18%

68%

20%
Agree
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8%

Disagree

11%
7%
12%
Unsure
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More generally, three-quarters of respondents say advanced technology enables GRC teams to focus
on more strategic tasks, while 68% say it helps manage unexpected risks. Furthermore, two-thirds of
respondents would expect to see a 10–30% improvement in time-to-value due to its use (see figure 9).
Even with this chorus of approval, more work is required within the industry to ensure organisations are
implementing new technology to support the GRC function. Only one-fifth of respondents (21%) say their
companies have deployed advanced technology such as AI as one of the improvements made to GRC
systems and controls in the past two years (see figure 7).
Of those organisations that have already deployed advanced technology, the highest percentage (43%)
are using it for advanced analytics for reporting purposes, such as feeding real-time information into
dashboards for self-service data exploration or sharing data-driven insights with leaders across the
organisation. Other current use cases include enhanced risk identification and monitoring (40%), workflow
automation (34%) and automated regulatory intelligence feeds or task management (28%).
Many of the risk, compliance and technology professionals polled are also considering deploying
additional forms of advanced technology across several parts of the business. This is generally in
similar areas, but not to the same degree: 35% of respondents are considering deployments to enhance
workflow automation, as well as for advanced analytics for reporting purposes (29%). Other areas under
consideration include machine learning techniques for fraud detection (22% compared with 23% who
already have this in place) and NLP capabilities for document-processing, pattern detection or data
classification (22% versus 24% who already have this in place).
As the survey results demonstrate, these tools can – and already are – helping financial firms move beyond a
compliance-only approach, to add valuable data-related insights to risk-based decision-making in real-time.

9W
 hat level of improvement do you expect to see in time-to-value due to the use of advanced tech?

46%

Less than 10%
10—20%
21—30%
41—50%

25%

More than 50%
20%

8%
1%
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Conclusion
The unprecedented events of recent years have
raised awareness of the value of risk-led decisionmaking, and have further empowered and elevated
the risk and compliance functions within many
financial firms. Senior business leaders are
becoming more aware of the benefits of investing
in GRC systems to manage new and emerging
risks. Such attitudes should also trickle through
to the rest of the organisation, leading to more
support for collaboration across disciplines to
create a smarter, enterprise-wide approach to risk
and compliance management.
Investing in new technology such as AI and machine
learning is also key to supporting the more dataled approach financial firms must take in the new
digital era. In addition to boosting compliance and
competitiveness, this will also help financial firms
manage threats and opportunities in an increasingly
uncertain digital world.

About the survey
The survey was commissioned by IBM and conducted by Risk.net between October 2021 and
January 2022, attracting a total of 123 responses.
The survey sought the views of senior governance, risk and compliance professionals on the impact of
digitalisation on their organisations and the changing strategies, resources and technology deployed by
the GRC function.

Respondent role

48%

25%
22%

Organisation type

Risk
management
Technology
Compliance
Other

Region

Bank
37%
15%
15%

Asset
manager

The Americas
37%

Corporate

37%

Insurer
Mutual fund

Emea
Asia-Pacific
Other

25%

E nergy/
commodities
Other
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