IBM StoredIQ
and GDPR
Accelerate your assessment
of unstructured data sources

What is GDPR?
The General Data Protection Regulation (GDPR) is part of
European Union (EU) law that addresses data protection and
privacy. Since the regulation went into effect on 25 May 2018,
organizations that collect, retain or process the personal data of
EU data subjects must follow GDPR requirements. The GDPR is
meant to streamline data protection regulations for EU countries
and those within the European Economic Area, while addressing
the global export of personal data concerning EU data subjects.
The regulation may present a major shift in your treatment of
personal data.
Under the GDPR, individuals have the right to choose what
happens with their data, including what information is used,
who uses it, and how it’s used. Your customers may ask your
organization to edit, delete, export or refrain from processing
their personal data, and your organization is required to satisfy
such requests.

Accelerate your GDPR assessment with IBM StoredIQ
IBM StoredIQ® addresses the issues that can affect your
records management by assessing unstructured data sources.
This in-depth analysis gives you a clearer sense of where data
resides so you can make better informed business decisions.
Here’s a closer look at how StoredIQ works:
Understand what data resides in your data sources
– Discover and sort data using reports and data maps
based on metadata
– Identify hotspots of personal data, potential compliance 		
issues and violations
– Locate personal and sensitive information using powerful
search capabilities with predefined, customizable patterns

Organizations need content analytics tools to help transform
their data, as failure to comply with the GDPR can have steep
consequences. Some organizations have struggled to identify
and develop readiness solutions, but there are basic steps you
can take to begin the process.

GDPR readiness
What can your organization do to prepare?
First, assess the data sources in your organization. Once all
personal data sources are identified and inventoried, data
managers can evaluate the gap between how personal data is
being managed versus how it must be managed according to
GDPR standards. To close the gap, your organization may need
to change where data is stored, how data moves throughout
your system, or how employees respond to customer requests
and data breaches. These tasks can seem overwhelming given
the vast amounts of data companies retain. Fortunately,
IBM® solutions can help.

Figure 1. The IBM StoredIQ data map helps you visualize hotspots
of personal data.

Simplify data management and analysis
– Locate personal and sensitive information using powerful 		
search capabilities with predefined, customizable patterns
– Preview documents from search results using the highlight
feature to validate matches
– Create reports by term for files that match specific patterns
or distribution rules
– Learn whether or not documents with sensitive content 		
have been stored in unexpected places
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Create a central catalog with governance rules
and policies for GDPR
– Integrate StoredIQ with IBM InfoSphere® Information 		
Governance Catalog (IGC) to sync business terms and 		
rules with your assessment
– Use IGC for unstructured data sources and IBM 			
InfoSphere Information Analyzer for structured
data sources
– Populate the results of your assessment into your 		
central catalog
Generate multiple reports to inform decision making
– Create CSV reports showing file details that match 		
searched phrases
– Pull management reports to show high-level distribution 		
and the amount of personal data
– Configure sensitivity levels in each data class and share 		
reports throughout the organization
Support data subject requests
– Use predefined filters in StoredIQ to identify personal data
related to a person in connected unstructured data sources

How StoredIQ identifies personal data
StoredIQ reads the data from selected unstructured data
sources and creates an index identified as metadata and fulltext.
The documents remain in place—no data moves to a repository.
The index can be enriched with tags to identify personal data.
Analytic plug-ins, also known as cartridges, identify personal
data and enrich the index with the findings. These cartridges
can contain analysis logic based on different technologies
ranging from simple regular expressions to full-blown cognitive
approaches like natural language processing (NLP) and machine
learning. A cartridge in StoredIQ is designed to determine
insights like names, numbers or addresses and makes those
insights searchable.
IBM delivers sample cartridges for GDPR
GDPR-focused data discovery cartridges are designed to assist
organizations in their efforts to prepare for the GDPR and other
data privacy regulations. IBM delivers two StoredIQ GDPRfocused cartridges.

– Use predefined filters to identify and delete selected data 		
when individuals request that their data be removed
StoredIQ supports many different unstructured data sources,
including SharePoint, email servers and file shares. For a
complete list, visit the IBM Knowledge Center.
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Figure 2. Representation of data privacy report
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GDPR-focused basic cartridge
Based on regular expressions for all European countries
in which the following personal data types are supported
by default:
– Bank account numbers, international IBAN
and national versions
– National identification numbers such as tax ID,
national ID card or passport number
– Phone numbers, email addresses and IP addresses
GDPR-focused advanced cartridge
Based on NLP or SystemT-based patterns, in which the
following personal data types are supported:
– Person names
– Locations
– Organizations
– Addresses
– Dates
Both cartridges can be customized and extended based
on your requirements.
For more information on the cartridge concept and
how to create cartridges based on your requirements,
visit this IBM developerWorks tutorial.

Figure 3. StoredIQ Insights user interface

StoredIQ also has predefined macros with additional
personal data types to support preparedness for other
data privacy regulations:
– Credit card numbers
– US Social Security numbers, which can include dashes
and numbers
– US phone numbers, which can include dashes, dots, 		
parentheses, numbers and letters; this macro can filter for
mnemonics that use letters to market phone numbers
– IP addresses, which can include dots, numbers and letters
– Email addresses, which can include symbols like @, dots, 		
numbers and letters
Additionally, you can create a filter using word lists. This
approach is useful when searching for sensitive personal data.
StoredIQ Insights
StoredIQ Insights offers an interactive search with
instantaneously updated counts and percentages in the filter
facets. The resulting list is updated dynamically when you type
a search string or when you pick a facet from the library. The
search criteria is highlighted in the preview of each document.
Indexed annotations created with GDPR-focused cartridges
are available in the facet pane to filter in or filter out. This
feature can help you search for personal data and validate
results. For IBM StoredIQ production information, visit the
IBM StoredIQ Marketplace page.

For more information
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IBM StoredIQ is part of IBM data governance solutions.
These solutions can help you understand your data, whether
structured or unstructured, and govern it to help you mitigate
your compliance risks and empower your information
stakeholders. To learn more about IBM data governance
solutions visit ibm.com/analytics/data-governance.
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Additionally, IBM Global Financing provides numerous payment
options to help you acquire the technology you need to grow
your business. For more information, visit ibm.com/financing.
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