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KEY FINDINGS
1. Customer satisfaction is high, with 96% of current Guardium users saying they are satisfied with Guardium. Technical support,
reliability and ability to easily detect and prevent potential threats are frequently mentioned by satisfied Guardium users.
2. Guardium solutions are very effective in large data breach prevention, with 96% of respondents estimating that, as a result
of their Guardium deployment, there has been a reduction in the likelihood of data breaches involving the loss of 10,000 or more
customer records.
3. Guardium solutions save organizations time. Respondents on average spent 182 hours less preparing for audits and
addressing compliance requirements.
4. Guardium solutions allow organizations to achieve zero trust. 71% of respondents think Guardium successfully contributes
to their ability to apply zero trust principles.
5. Guardium comes highly recommended for its comprehensive best-in-class offerings and competitive pricing.
6. Guardium allows organizations to more efficiently identify and remediate data security issues. After deployment of
Guardium, organizations were able to reduce headcount associated with data protection and compliance, and teams spent less
time identifying and remediating data security issues.

Methodology: This study was conducted by Morning Consult on behalf of IBM Security Guardium from August 13 – September 11, 2021. The study was conducted among 200 current
IBM Security Guardium users in the US. The study was conducted online. Results from the full survey have a margin of error of plus or minus 7 percentage points.
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S A MP L E C OMP OS I T I ON

TITLE/ROLE

Executive/VP

NUMBER OF EMPLOYEES

28%

Less than 500

18%

INDUSTRY

Technology & software

24%

Financial services
Director

22%

501 to 1,000

26%
Services

Manager/
Supervisor

30%

1,001 to 5,000

24%

Analyst

6%

5,001 to 10,000

8%

Engineer

5%

10,001 to 25,000

7%

Consultant/
contractor
Other
(please specify)

6%

2%

25,001 to 75,000

More than 75,000

19%
8%

Public sector

6%

Retail

6%

Industrial

5%

Consumer products

4%

Education

4%

Health & pharmaceutical

4%

7%

10%

Methodology: This study was conducted by Morning Consult on behalf of IBM Security Guardium from August 13 – September 11, 2021. The study was conducted among 200 current
IBM Security Guardium users in the US. The study was conducted online. Results from the full survey have a margin of error of plus or minus 7 percentage points.
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BENEF I T S & VALUE
PO ST- DEPLO YM ENT O PERAT I O NAL BENEF I T S

D E P L OY ME N T A N D U S E R E X P E R I E N C E

Guardium Data Protection is the most widely used Guardium product, with 78% saying that
their organization currently uses this product
Which of the following Guardium products does your organization currently use? Please select all that apply.
Not Selected

Selected

78%

Guardium Data Protection

52%

Guardium Data Encryption (Thales' Vormetric or Cipher Trust)

Guardium Insights
Guardium Key Lifecycle Manager (Security Key Lifecycle Manager)

48%

48%

Guardium Data Risk Manager
Guardium Vulnerability Assessment

22%

40%
34%
31%

52%
60%
66%
69%

Total Sample Size: N=200 Guardium users
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D E P L OY ME N T A N D U S E R E X P E R I E N C E

71% integrate Guardium with their organization’s Security Information and Event Management
(SIEM) solution
Do you integrate Guardium with your organization's Security Information and Event Management (SIEM) solution (e.g., IBM
Security QRadar, Splunk, Exabeam)?

NO

29%

71%

YES
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D E P L OY ME N T A N D U S E R E X P E R I E N C E

Organizations are generally using Guardium to address data privacy (73%) and increase IT
efficiency (58%).
What problems or initiatives is your organization using Guardium to address? Please select all that apply.

Selected

73%
58%

Data Privacy

Increasing
IT efficiency

57%

Insider threat
and data breaches

54%

Ransomware and
other malware

47%

46%

44%

Increasing visibility
into the data
landscape

Regulatory
compliance

Securing migration
to the cloud
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D E P L OY ME N T A N D U S E R E X P E R I E N C E

IT security teams (80%) are generally the key users of Guardium within organizations. Guardium helps
organizations protect data warehouses (80%), files and file systems (70%), and cloud environments (60%).
What teams within your organization are key users of Guardium? Please select all that apply.
80%
60%

56%

50%

Selected

48%
27%

IT security team

IT team

Data privacy team

Database
administration
team

Risk and
compliance team

DevOps team

16%

Legal team

What types of data sources and platforms does Guardium help your organization to protect? Please select all that apply.
80%

70%

Selected
60%

56%

54%
40%

Databases and
data warehouse

Files and
file systems

Cloud
environments

Big data
platforms

Applications

Mainframe
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D E P L OY ME N T A N D U S E R E X P E R I E N C E

96% of current Guardium users are very satisfied or somewhat satisfied with Guardium, and
only 2% are somewhat dissatisfied
Overall, how satisfied do you think your organization is with Guardium?

64%

32%

2%
Very satisfied

Somewhat
satisfied

Somewhat
dissatisfied

0%
Very dissatisfied

2%
Don't know/Not sure
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D E P L OY ME N T A N D U S E R E X P E R I E N C E

Current Guardium users are satisfied with the technical support and reliability of the products
as well as the ability to easily detect and prevent potential threats
EASE OF USE

“

We like it because the platform is
actually built very strong. It is
extremely reliable on how its data
protection is run. Its practices are
necessary but not restrictive at all.
You can manage the application
and database assets manually
or automatically which we like. It
also proactively displays
discovered risks and data assets
before they get exploited, that's a
big bonus for us as well. We trust
this platform and its consistent as
well. Their customer service is
great too.

“

“

CUSTOMER SUPPORT &
RELIABILITY

We are satisfied because they are
flexible. They provide great
technical support. They also offer a
wide suite of products to compliment
each other.

“
The protection we receive from
IBM is wonderful. It’s easy for
my team and I to see what is
going on and often recognize
any threats before they
become a problem.

“

“
It protects most of our platform Servers, client's computers,
and most of our mobile devices.
It is affordable, and has great
customer service.

THREAT PREVENTION &
DETECTION

It has performed perfectly at a
few threats we had in the last
16 months. We were made
aware of the threats and were
able to eradicate them before
any harm was done. Our prior
provider probably would have
failed and costs us lots
of money.

It includes a unique feature
that analyses the user’s
behavior and creates rules to
prevent certain malicious
activities. Provides data
protection with great threat
detection capabilities.

INTEGRATION

“

The systems have effectively
connected with a range of
data sources, allowing us to
use them to their full potential,
and we are seeing benefits
as a result of their
successful deployment.

“
Proper integration across
data sources and tools that
monitor them aids us in gaining
insights that are used to form
strategies and make decisions.

Question Text: In a few sentences, why is your organization satisfied with the Guardium data security platform overall?
[Among Guardium users who think their organization is very or somewhat satisfied with Guardium]
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D E P L OY ME N T A N D U S E R E X P E R I E N C E

Organizations purchase Guardium because it comes highly recommended for its
comprehensive best-in-class offerings and competitive pricing
COMPREHENSIVE OFFERINGS

“

“
Prior experience with IBM
products, the robust suite of
Guardium products/solutions
should be able to meet any
need that arises

“

The cost was better, they were
recommended by some other
businesses and when we
looked into it, they looked
promising.

“
When it comes to procuring a
solution, we typically follow a
comprehensive procedure that
considers several factors such
as scalability, functionality,
updates, and how simple it is to
integrate with other services.

POSITIVE REPUTATION
AND REVIEWS

The product description and
reviews aid in the selection of
this solution. Along with this, we
consulted industry experts to
run a process and determine
what additional requirements
might be required when the
solutions are implemented.

COMPETITIVE PRICING

“

In general, we followed a procedure
to buy such an application at the
corporate level, ensuring that the cost
is favorable to our budget and that
the task we wish to delegate to the
solution functions without hindrance.
All of our requirements were clearly
in favor of Guardium rather than
its competitors.

“

Question Text: Why did your organization purchase Guardium and not one of its other competitors?

The setup cost was fairly
affordable in comparison to its
competitors, and the extra
capabilities it promised to
deliver made it a one-stop
solution to pick in terms of
security monitoring and
management.

“

BETTER PRODUCT
THAN COMPETITORS

Because it offers the most
powerful set of solutions that
work together in a way that suit
our needs and meets our
requirements, it is simply the
best.

“
Guardium is a great security
system for our company
because it has a high-quality
technology and high security
that at this time these benefits
make a big difference
compared to our competition
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PO ST- DEPLO YM ENT O PERAT I O NAL BENEF I T S

BENEFITS & VALUE

Two thirds (67%) of Guardium users reported their organization started recognizing value from
the Guardium deployment within 6 months
How long did it take your organization to recognize value from the Guardium deployment?
10 MONTHS TO 12 MONTHS

LESS THAN 1 MONTH

<1

10-12

7%

13 MONTHS TO 18 MONTHS

1 MONTH TO 3 MONTHS

26%

1-3

13-18

6%
MORE THAN 18 MONTHS

4 MONTHS TO 6 MONTHS

4-6

10%

34%

18+

2%

7 MONTHS TO 9 MONTHS

7-9

16%
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BENEFITS & VALUE

Guardium users think the ability to monitor, receive and issue alerts in real-time (59%) and
data encryption, data masking and tokenization (59%) are most valuable to their organization
How valuable are each of the following Guardium features to your organization?
Very
valuable

Somewhat
valuable

Ability to monitor, receive & issue alerts in real-time

59%

Data encryption, data masking & tokenization

59%

Advanced data threat analytics

57%

Centralized management of encryption keys

56%

Not very
valuable

Not at all
valuable

Not
applicable

32%
35%

4%

34%

53%

Ability to manage data risk across complex IT environments

8%
7%

34%

9%

40%

5%

Ability to discover & analyze both structured & unstructured data assets

52%

Vulnerability assessments & recommendations

52%

36%

10%

Ability to maintain a tamper-proof audit trail

52%

38%

7%

Compliance quick starts & features around compliance monitoring

52%

35%

11%

36%

9%

Out-of-the-box dashboards

50%

40%

8%

Ability to integrate with your organization's SIEM solution

50%

38%

7%

Ability to block, mask & quarantine data access

49%

40%

10%

Flexible deployment options & variety of connectors

48%

40%

8%

Ability to detect dormant accounts or misconfigured entitlements
Out-of-the-box discovery & classification patterns
Heterogeneous integration with other security solutions

45%
39%
39%

40%
44%
46%

12%
14%
12%
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BENEFITS & VALUE

Of the 74% that use Guardium’s compliance quick starts, more than half (58%) report it has
significantly decreased time spent on compliance activities
Does your organization use Guardium’s
compliance quick starts?

NO

What effect have Guardium's compliance quick starts had
on the time spent on compliance activities?
[Among Guardium users at organizations that use compliance quick starts]

58%

26%

31%

74%
YES

11%
Significantly decreased
the time spent

Somewhat decreased
the time spent

No effect on the
time spent

Compliance quick starts include pre-defined templates and guided workflow features to help organizations to quickly get up and running on compliance monitoring by defining custom policies, workflows
and reports for common data security and privacy regulations.
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BENEFITS & VALUE

71% think Guardium contributes to their organization’s ability to successfully apply
zero trust principles
Does Guardium contribute to your organization's ability to successfully apply zero trust principles?
A zero trust approach to security never assumes anyone or anything is trustworthy, but continuously verifies whether access to data
should be granted based on contextual information (e.g., who is requesting access, to what data, for what purpose, does this align to
their role, is this normal behavior, etc.).

71%

Yes

14%

16%

No

Not applicable
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BENEFITS & VALUE

Guardium helps organizations quickly detect threats, track and monitor all user activity -- even
users and applications that seem trustworthy
QU I C K T H R E A T D E T E C T I ON

“

Guardium helps us achieve
Zero Trust by making it easier
for my team to identify potential
data breach threats. If
something suspicious occurs,
we are ready to tackle that
situation almost immediately
and neutralize any
possible threats!

“

T R A C K I N G U S E R MOV E ME N T

“

“
It aids in the tracking of user
movement between databases,
and we can track down
breaches, modifications, and
data manipulations using an
automatic log.

“
It identifies possible [deviations]
from the normal activity
so threats can be
identified quickly.

A C C E S S C ON T R OL

“
Zero trust assists in tracking
user movement across data
and determining which source
has access to which data from
various data sources.

Zero trust is achieved by
checking everything all of
the time and establishing a
policy of not trusting anyone
unless they have given their
authorization. This allows
us to track down users
who are engaging in
suspicious behavior.

One of the major aspects is to
secure the databases and
generate logs of users who are
authorized by a layer of
security, as well as to study
behavioral patterns and ensure
that we detect suspicious
actions using the algorithms
powering the solution.

MON I T OR S E V E R Y T H I N G

“
It keeps an eye on everything,
even applications, and
accesses that we think are
trustworthy.

“

Zero trust is achieved by
checking everything all of the
time and establishing a policy
of not trusting anyone unless
they have given their
authorization. This allows us
to track down users who
are engaging in
suspicious behavior.

Question Text: How does Guardium help your organization achieve Zero Trust? [Among Guardium users at organizations that use Guardium to achieve Zero Trust]
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P OS T - D E P L OY ME N T OP E R A T I ON A L B E N E F I T S

62% of users replaced other data security point solutions, with 64% replacing over 3 solutions.
60% reduced the headcount associated with data protection and compliance activities.

Was your organization able to replace
other data security point solutions
because of the deployment of Guardium?

How many solutions were replaced due
to the deployment of Guardium?
[Among Guardium users at organizations that
were able to replace other data security point
solutions after deploying Guardium]

Did Guardium reduce the headcount
associated with data protection and
compliance activities at your organization?

46%
36%

NO

NO

38%

40%
60%

62%
14%
4%

YES
1 to 2

3 to 5

6 to 10

YES

11 to 20
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P OS T - D E P L OY ME N T OP E R A T I ON A L B E N E F I T S

Organizations use Guardium to address data privacy compliance by monitoring data activity in
real time, increasing data visibility, protecting data confidentiality and simplifying processes
with automation
R E A L T I ME MON I T OR I N G

“

“

Guardian discovers &
helps classify threats and
provides real time data
activity. Out of the ordinary
behaviors are recognized
when sensitive data is
accessed or deployed into
our private cloud.

The data environment in
which we operate is
extremely sensitive to
exposure. Managing many
sources of data requires
stringent regulatory
requirements and
monitoring, which Guardium
specializes at in terms of
maintaining compliance.

SENSITIVE DATA VISIBILITY

“

“

The way data is secured
and categorized into
sensitive, public, and
internal categories lets us
monitor data that is
extremely sensitive in the
public domain, and we
manage the company's
data privacy compliance
with pre-designed policies.

Its algorithms are so
strong that they automate
and identify sensitive data
that has to be protected,
making the system more
secure than ever before
while also ensuring
compliance with data
privacy rules.

A U T OMA T E D WOR K F L OWS

“

“

The solutions primarily
aid in data classification
and automate various
aspects of audits, saving
a substantial amount of
time.

We use it to decrease the
time wasted in past over
other software that took
longer, was less effective.
We also find that we use
less overhead, which in
turns saves us not just
time, but money, helping
us be more efficient.

D A T A D E - I D E N T I F I C A T I ON

“

“

Its robust encrypted
algorithms keep the data
safe and ensure that any
highly sensitive data
does not end up in the
public domain.

We are leveraging Guardium
to make sure image binary
data that we process is clear
of any PII or any kind of
client [specific] personal
information when stored in
our data centers. It will also
be encrypted at rest when it
is stored in order to pass our
audits.

How does your organization use Guardium to address data privacy compliance? [Among Guardium users at organizations that use Guardium to address
data privacy or regulatory compliance]
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P OS T - D E P L OY ME N T OP E R A T I ON A L B E N E F I T S

Threat detection and prevention has been made easier with Guardium; organizations detected, on
average, 12% more data source vulnerabilities annually and have caught nearly 20% of threats annually
that wouldn’t have been prevented without Guardium.
Less than 10%

10% to 25%

26% to 50%

51% to 75%

76% to 90%

91% to 100%

Approximately what percentage of data source vulnerabilities or misconfigurations
has your organization been able to detect and remediate annually?
Before deployment of Guardium
at your organization

6%

33%

Average
Percentage*

35%

18%

6%

38%
12%

After deployment of Guardium
at your organization

18%

12%

18%

22%

20%

10%

50%

Approximately what percentage of threats to your data has your organization been able to accurately detect and prevent annually?
Before deployment of Guardium
at your organization
After deployment of Guardium
at your organization

7%

26%

28%

22%

12% 4%

43%
19%

10%

9%

15%

16%

28%

22%

62%

*Weighted average is an extrapolated value
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P OS T - D E P L OY ME N T OP E R A T I ON A L B E N E F I T S

Guardium improved the accuracy of their users’ data classification; after Guardium deployment, users
correctly identified 17% of data that would have been incorrectly classified previously and there was a
16% increase in data assets protected by a form of obfuscation or de-identification
Less than 10%

10% to 25%

26% to 50%

51% to 75%

76% to 90%

91% to 100%

Average
Percentage*

Approximately what percentage of the data in your organization was accurately classified?
Before deployment of Guardium
at your organization
After deployment of Guardium
at your organization

6%

26%

30%

Not applicable

23%

13%

43%
17%

8%

12%

18%

14%

27%

60%

20%

Approximately what percentage of your organization's data assets were protected by some form of obfuscation or de-identification
(e.g., encryption, masking, redaction)?
Before deployment of Guardium
at your organization
After deployment of Guardium
at your organization

6%

20%

29%

22%

16%

6%

30%
16%

10%

8%

16%

12%

24%

28%

46%

*Weighted average is an extrapolated value
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P OS T - D E P L OY ME N T OP E R A T I ON A L B E N E F I T S

Guardium’s real time monitoring has allowed organizations to spend less time identifying and
remediating data security. Identifying and responding to data threats and risks was made more efficient
with Guardium.
Less than 10%

10% to 25%

26% to 50%

51% to 75%

76% to 90%

91% to 100%

Approximately what percentage of your team's time was spent annually on identifying and remediating data
security issues?
Before deployment of Guardium
at your organization

24%

42%

24%

6%

26%

Less than 1 month

28%

1 to 3 months

3 to 6 months

28%

6 to 9 months

10% 4%

9 to 12 months

Approximately how long did it take for your organization to identify and respond to a data threat or risk?

After deployment of Guardium
at your organization

41%
12%

After deployment of Guardium
at your organization

Before deployment of Guardium
at your organization

Average
Percentage*

10%

30%

37%

15%

29%

More than 1 year

Average Months*

7%

4
1 month

46%

20%

20%

8% 5%

3

*Weighted average is an extrapolated value
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P OS T - D E P L OY ME N T OP E R A T I ON A L B E N E F I T S

Guardium greatly reduced the time its users needed to prepare for audits and for addressing compliance
requirements; on average, users said they spent 182 hours less on audit preparation after they deployed
Guardium

Less than 100
hours

100 hours to
250 hours

251 hours to
500 hours

501 hours to
1,000 hours

1,001 hours to
5,000 hours

More than
5,000 hours

Approximately how long did it take your organization to prepare for an audit and to address
compliance requirements?
Average Hours*
Before deployment of Guardium
at your organization

5%

30%

28%

26%

8%

715 hours
182 hours

After deployment of Guardium
at your organization

35%

20%

28%

10% 4%

533 hours

*Weighted average is an extrapolated value
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P OS T - D E P L OY ME N T OP E R A T I ON A L B E N E F I T S

96% of respondents estimate that there has been a reduction in the likelihood of data
breaches involving the loss of 10,000 or more customer records as a result of Guardium’s
deployment
In your estimation, how has the likelihood of data breaches involving the loss of 10,000 or more customer records decreased
(in percentage terms) as a result of Guardium's deployment?
Average Weighted Reduction*
36%

30%
22%

24%

10%

8%

4%
No reduction

1% to 10%
reduction

11% to 25%
reduction

26% to 50%
reduction

51% to 75%
reduction

76% to 100%
reduction
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*Extrapolated value

P OS T - D E P L OY ME N T OP E R A T I ON A L B E N E F I T S

Why IBM Security Guardium?
Whether your focus is to address regulatory compliance, protect sensitive data or enable data usage,
your organization needs a solution that supports a zerotrust approach to the modern data landscape.
IBM Security Guardium solutions protect sensitive and regulated data across hybrid multicloud
environments and platforms. Discover how Guardium can help you protect on-premises and cloud data
sources, assess and harden the highest risk areas and vulnerabilities, and integrate with existing tools to
accelerate response and streamline compliance.

Visit https://www.ibm.com/security/data-security/guardium to learn more.
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