IBM Security MaaS360 Solution

Protect your public
service workforce

Manage and protect government employees’
devices, apps and data

Protect your public service employees against the use and download of
prohibited technologies on any Government owned devices and
networks. For example, on February 27th 2023, United States Office of
Management and Budget, has given all federal agencies 30 days to ban
the use of TikTok on devices owned or operated by U.S.

government agencies-.!

The IBM Security® MaaS360° solution is equipped to help manage
government-owned devices and protect them against the use or
download of prohibited technologies such as TikTok, by assessing and
monitoring risk, enforcing security policies, manage asset, license and
data usage.

Protect from the start with automated, robust security policies

— Set up security policies to help prevent the installation and/or
use of prohibited or restricted technologies on iOS and Android
devices

— Setup up queries which identify devices that have a restriction
application installed and can be divided by platform (iOS,
Android, Mac and Windows)

— Automate action to remove a restricted application as soon as it
is identified.

— Lock devices, down to the login screen

Stay in control with Maa$360 Management

— Set up automatic app removal conditions to help prevent
unauthorized access to prohibited app

— Manage apps across the government agencies with MaaS360
application catalog for public (store apps), private (purchased
apps), enterprise (custom-built apps) and web apps

— Receive near real-time alerts of compliance violations by users
on managed devices

Manage identity and access

— Conditional Access, monitoring users’ interactions with sensitive
public data and resources on government-owned devices.

— Single sign-on (SS0O), allowing you to enforce the same PIN or
passcode on all apps within the MaaS360 container

— Multi-factor authentication (MFA), which you can enforce on
specific SaaS applications

Automate User Risk Management across your devices
— Establish average risk score trend, risk incidents and more for
mobile risk management

— ldentify significant security threats by users, incidents and more
with Security Dashboard

— Automate mobile incident reporting and response of your
devices

It’s time to learn more about the difference IBM Security MaaS360 can
make in managing and protecting your endpoints.

Schedule a consult —»

1. https://www.whitehouse.gov/wp-content/uploads/2023/02/M-23-13-No-TikTok-on-
Government-Devices-Implementation-Guidance_final.pdf
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