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IOT ����� (Trustworthiness)
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SOAPA ��� IBM ��

�ü·iJ� SOAR (security orchestration, automation, 
and response) ìæåÿ�` SOAPA (security operations 
and analytics platform architecture)�g����
j
Þ¢¡�SOAR ·J±Þ�ßk�ðùÆ#��è<=
µ�l��Ôm SOAPA ¢¡���£�àno�=
µ��qè��·Vr�


¯�eg SOAPA fºstu_�èwxÉ��ÚE�
�yÑÆ#
z×÷�Ãü
	ÀÁ�°YZ�¯�
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IBM Security �}��ßk�
��r� IBM Security Resilience�IBM Security 
QRadar� ë ý � � IOT/OT/ICS fº�Tî IBM 
Security ����� (IBM Security Intelligence)�IBM 
WATSON for Cyber Security�IBM X-Force Threat 
Management 
	��ÀÁ¯�Ú�Ãµ IOT/OT/
ICS ���á�����j� SOAPA fº�e�
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1. r� IOT/OT/ICS �áno�§�Ñ� :

     • �7¯°ä�Ã¯°�¨É��'
     • ¨��l�)�Î
     • ¢�Í¤¯°�)$ ( `����":¯° )
     • ¯°RS¨É'
     • r�¤���fº
     • ���ï (security action) �l�´�

2. QRadar  Resilient �r���ÛÅ9
QRadar ¢
e Resilient plug-in��l¤î¦¼î�
�¼�¾	
ð (use case)
��è<��È¤�ì�A<�Q^�
��l���� QRadar Ê¤��è<¼Å^ Resilient 
{ï\	<�èw�� Resilient ´�\���^ 
QRadar�ÅÆ)(�§


3. QRadar  Resilient r�������¨î�l��
l�X Resilient 	<�ÿ QRadar ¢��àþl���
UW	<�à{³\Æ#


4. QRadar Watson Advisor  Resilient r����� 
AI �§UW\�á�Å{	<�¨É'�âã��è
< MITRE ATT&CK ���'�� ����'�
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5. QRadar-MITRE content package for Resilient
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;�<�QRadar ���è<õ � QRadar Advisor with 
Watson b� MITRE ATT&CK �������á�è
��z Resilient��è<\����� (threat 
hunting)��ôÎ3��a¶ÈÉ����
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