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Introduction

01 | The right storage foundation can accelerate transformation

Storage infrastructure can make or break hybrid 
cloud success, and yet it’s often an afterthought 
during digital transformation. Many business 
leaders don’t realize how critical storage is to 
their cloud strategy’s execution until they run 
into problems.

A hybrid cloud strategy leverages on-premises 
IT infrastructure in addition to public and 
private clouds. And while 85% of IT decision-
makers agree that on-premises infrastructure 
is critical to their hybrid cloud strategies, a 
study by Forrester Consulting1 found that many 
firms have delayed infrastructure refreshes at 
least a few times in the last five or more years. 
Following the delay, half of IT decision makers 
surveyed found security vulnerabilities and 39% 
experienced diminished performance.

If you delay infrastructure refreshes and 
upgrades, you may face these and other issues, 
such as compatibility restrictions and higher 
costs for the business.

On the other hand, with the right storage 
foundation, organizations can secure data at 
rest and in transit, ensure compatibility among 
applications and infrastructure, and improve 
performance and uptime, among other benefits.

In this guide, you’ll discover the role that storage 
plays in implementing hybrid cloud strategies. 
You’ll see why your organization needs the right 
storage infrastructure to provide persistent 
storage for container environments. And you’ll 
discover how to choose the right storage 
solution to support your organization on its 
digital transformation journey.

The primary goal of digital transformation is to 
improve business agility, which encompasses 
your ability to respond to changing market 
conditions, predict consumer trends and better 
meet customer expectations.

As such, a significant portion of digital 
transformation revolves around shifting 
resources to the cloud to better leverage 
the power of AI and achieve flexibility and 
scalability.

This is where organizations can run into issues. 
Too often business leaders equate “shifting 
resources to the cloud” with “halt investments 
in on-premises infrastructure.”

Avoid gaps in your approach to 
digital transformation

31 . “The Key To Enterprise Hybrid Multicloud Strategy,” a commissioned annual study conducted by Forrester Consulting on behalf of IBM, 
January 2021.
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01 | The right storage foundation can accelerate transformation

Meanwhile, AI and big data projects have 
immensely high data-usage requirements for 
storage infrastructure. Suddenly data is getting 
bigger, but systems are running slower.

This is a key reason why a hybrid cloud strategy 
for digital transformation delivers more value 
than a public cloud-only approach. It’s also why 
the right storage infrastructure is so critical to  
hybrid cloud success.

To avoid gaps in your approach to digital 
transformation, build a hybrid cloud 
environment where you can leverage the right 
IT infrastructure for the right workload. In other 
words, bring together a mix of on-premises, 
private cloud and public cloud infrastructure to 
create an open and flexible IT environment that 
allows for greater business agility and access to 
data for business insights.

Storage is the key to your 
hybrid cloud success
In the next chapters, you’ll learn how 
organizations are using containers as part of 
their hybrid cloud strategy, why persistent 
storage is so important for containerization, 
and how to choose the right storage solution to 
support your hybrid cloud strategy. 

We’ll also discuss how your organization can 
bring enterprise data services to hybrid cloud 
environments, simplify container deployments 
and enable a faster and more reliable way to 
modernize to the cloud.

Without the appropriate             
on-premises infrastructure as  
the foundation of your hybrid 
cloud strategy, you won’t 
realize the full return on your 
investments in AI and cloud.
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02 | Containers are vital to executing hybrid cloud strategies

Organizations are adopting hybrid cloud models 
to drive business transformation. To execute 
their hybrid cloud strategies, enterprises are 
increasingly choosing to use containers over 
more traditional deployment models, such as 
virtual machines (VMs). According to research 
by Enterprise Strategy Group (ESG), 74% of 
organizations are currently using containers in 
production or plan to do so within a year2. 

Containers have become the go-to deployment 
model because they bring together developers 
and IT operations and enable a more agile and 
collaborative way of building, deploying and 
managing applications. 

What benefits do 
containers provide?
Containers bundle the code and dependencies 
needed to run one or more applications – 
including runtime environment, system tools, 
libraries etc. – into a single, self-contained 
package. They’re lightweight by design and 
require minimal operating system and system 
resources to function. 

Because of their lightweight nature, 
they can be deployed very quickly and 
are easily ported across environments.                                       
Multiple containers can run on a single host, 
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making them significantly more resource-
efficient than virtual machines, for example.
Containers provide several business benefits as 
well, including:

	 • Improved business acceleration

	 • Improved DevOps productivity

	 • Easier compliance

	 • Lower costs 

What challenges do 
containers present?
Despite the numerous benefits containers 
provide, there is one inherent challenge that 
organizations must address: a lack of persistent 
storage. Containers use ephemeral storage by 
default. Here are the differences between these 
types of storage:

 Ephemeral storage: Temporary storage tied 
to a specific compute instance. Data created or 
changed is terminated and doesn’t exist after the 
instance ends.

Persistent storage: Long-term storage not tied 
to a specific compute instance. Data created or 
changed is saved and exists after an instance is 
terminated.

Persistent storage is 
critical for container 
environments
Containers were originally designed for 
stateless applications, which don’t require 
persistent storage. Now containers are also 
used for stateful applications, which require 
consistent and persistent data whether on 
premises, in private clouds, or in the public 
cloud.                                                                                    

A stateful application needs to maintain its 
data and configuration beyond the life of a 
container. Because containers are ephemeral 
by nature, however, if something happens 
to the container instance or if it’s moved 
to another host/server, the container loses 
access to the data.

To get the persistence needed to run stateful 
applications, then, you’ll need to connect 
to other storage resources, such as object 
stotage, block storage or file-based storage3.

2.  “Data Storage Trends in an Increasingly Hybrid Cloud World,” Enterprise Strategy Group (ESG), March 2020.
3.  “Storage concepts,” Openstack, November 2018.

https://www.ibm.com/it-infrastructure/containers
https://www.ibm.com/cloud/learn/containers
https://www.ibm.com/cloud/learn/devops-a-complete-guide?lnk=fle
https://www.ibm.com/cloud/learn/devops-a-complete-guide?lnk=fle
https://www.ibm.com/cloud/learn/containers#toc-benefits-o-AcskyjM7
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How do I achieve persistent storage 
for containers?

To provide persistent storage for containers, you can leverage an open 
storage API called Container Storage Interface (CSI). CSI allows a 
container orchestrator, such as Kubernetes, to connect cloud-native 
applications with persistent data using a declarative method that is 
independent of the storage provider and the cloud vendor. 

In this approach, container-native storage is a commodity 
differentiated by performance, security and resiliency characteristics 
amongst others. Clients and their technical architects can select 
persistent storage based on economic and efficiency criteria. System 
administrators then make simple declarative configurations to ensure 
that deployed applications request the storage they need according to 
operational, governance and compliance requirements mandated by 
the business.

So, to achieve persistent storage for containers and effectively 
execute hybrid cloud strategies, organizations need the right hybrid 
cloud platform, container orchestrator, container platform, storage 
resources and data services. 

In the next few chapters, we’ll review how IBM’s offerings, including 
IBM Cloud® Paks deployed with Red Hat® OpenShift® and IBM Storage 
Suite for IBM Cloud Paks, help to provide persistent storage for 
containers and ease the container management burden.

66

https://www.ibm.com/it-infrastructure/storage/containers/redhat-openshift
https://www.ibm.com/products/storage-suite-for-ibm-cloud-paks/pricing?mhsrc=ibmsearch_a&mhq=storage%20suite%20for%20cloud%20paks
https://www.ibm.com/products/storage-suite-for-ibm-cloud-paks/pricing?mhsrc=ibmsearch_a&mhq=storage%20suite%20for%20cloud%20paks
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03 | Modernize and containerize with IBM Cloud Paks, built on Red Hat OpenShift

What are IBM Cloud Pak 
solutions?
IBM Cloud Paks are AI-powered software for 
hybrid cloud that are designed to help you 
advance digital transformation with prediction, 
security, automation and modernization 
capabilities. You can deploy them across any 
cloud to accelerate development, deliver 
seamless integration and enhance collaboration 
and efficiency.

Built on Red Hat OpenShift, the industry’s 
leading enterprise Kubernetes platform, these 
solutions provide an open environment for 
developers, data managers and administrators to 
build new cloud-native applications, modernize 
existing applications and move more workloads, 
faster, to cloud and AI.

Each IBM Cloud Pak® includes pre-integrated 
containerized IBM middleware and common 
software services for development and 
management, on top of a common integration 
layer. 

With IBM Cloud Paks, your organization can: 

• Modernize with ease: Develop and consume
cloud services anywhere, from any cloud.

• Predict outcomes: Collect, organize and
analyze data regardless of its type or where it
lives.

• Automate at scale: Implement intelligent
workflows in your business using AI-powered
automation.

• Protect your business: Generate deeper
insights into threats and risks across hybrid
cloud environments.

IBM Cloud Pak for Data in 2 minutes >

In 2020, Forrester completed an assessment 
of eight of the most significant container 
management platform providers in the market. 
The report names IBM and Red Hat as a leader, 
with the highest ranking among providers in the 
current offering, strategy, and market presence 
categories4. 

How can your organization 
benefit from IBM Cloud 
Paks? 
IBM Cloud Paks let you develop applications 
once and deploy them anywhere, integrate 
security across the IT landscape and automate 
operations with intelligent workflows. 

These capabilities benefit your organization in 
several ways, including5:

• Improving operational efficiencies: Surges in
data center resources can impact availability and
reliability. Leveraging container orchestration
such as IBM Cloud Paks in the data center

gives you the flexibility to package and 
move all or parts of an application at 
scale elsewhere in your hybrid cloud 
environment until digital demand for that 
application returns to normal.

• Improving security and data privacy:
A study by Forrester Consulting found
that 46% of IT leaders feel that public
cloud doesn’t meet their security needs1.
However, an on-premises IT infrastructure
with encryption built into both hardware
and software can facilitate end-to-end
security, and containers augment that
security. Data inside of mainframes,
servers and storage — protected by
pervasive security — can be used by
microservices, travel to within your hybrid
cloud using containers and return to rest
securely.

• Improving productivity: Open source
and containers help speed up innovation
and modernization, allowing DevOps to get
applications to market better and faster.
Often that innovation is used to automate
repetitive tasks, replace manual processes
and reduce human intervention. Containers
can then scale those innovations across
your hybrid cloud environment, decreasing
friction from legacy processes and
improving service delivery.

4. “The Forrester Wave™: Multicloud Container Development Platforms, Q3 2020,” Forrester Research, Inc., September 2020.
5. “Open and ready for hybrid cloud innovation with IT infrastructure,” IBM. 7

https://www.ibm.com/se-en/cloud/paks
https://www.ibm.com/cloud/openshift
https://www.ibm.com/cloud/blog/ibm-cloud-pak-for-data-in-2-minutes


8

04 | Get data services and persistent storage for your hybrid cloud with IBM Storage Suite for Cloud Paks

8

When it comes to critical applications, you 
need to know that your data is high quality, 
resilient, and available when you need it – with 
the assurance that it is secured and meets 
compliance requirements. IBM Storage Suite 
for Cloud Paks delivers the data services that 
IBM Cloud Paks need to produce and consume 
data, so your organization can more rapidly 
gain meaningful insights. It provides secure 
container deployment and persistent storage 
while optimizing data services to meet all 
workload and performance requirements.

In the next chapter, we’ll explore how Storage 
Suite for Cloud Paks can help enterprises more 
effectively integrate data services and storage 
resource management into their hybrid cloud 
strategies.

proprietary hardware, and makes it hardware 
agnostic.

SDS allows you to upgrade or downgrade your 
storage capacity as you need to, when you need 
to, without having to add or remove proprietary 
hardware. The benefit is more control and 
flexibility over your data, which data sources you 
choose to use, and how you build your storage 
infrastructure.

IBM Storage Suite for Cloud Paks is a single 
software-defined suite that includes file, block 
and object storage from Red Hat and IBM. You 
can deploy any of the offerings in the suite, 
deploy more than one offering at the same time 
or change licensing entitlement according 

What is IBM Storage Suite 
for IBM Cloud Paks ?
IBM Storage Suite for IBM Cloud Paks is 
a comprehensive set of flexible software-
defined storage solutions designed specifically 
to support container environments while 
complementing the deployment of IBM Cloud 
Pak solutions. 

Software-defined storage (SDS) is a storage 
architecture that separates storage software 
from its hardware. Unlike network-attached 
storage or storage area networks, SDS performs 
on any industry standard system, which
removes the software’s dependance on

to your workloads and needs. 

Data services from IBM and Red Hat deliver 
simplified access to data wherever and however 
it exists, while providing a consistent experience 
independent across many platforms. And most 
importantly, data services from IBM and Red Hat 
perform all of this at scale, because businesses 
are coping with massively increasing amounts of 
data on a daily basis.

These offerings are fully tested and validated 
with Kubernetes, Red Hat OpenShift and IBM 
Cloud Paks for security, compliance and version 
compatibility. For a deeper dive, please read our 
Storage Suite for Cloud Paks data sheet >

https://www.ibm.com/products/storage-suite-for-ibm-cloud-paks
https://www.ibm.com/it-infrastructure/storage/software-defined-storage
https://www.ibm.com/downloads/cas/AYDKODEG
https://www.ibm.com/downloads/cas/AYDKODEG


9

04 | Get data services and persistent storage for your hybrid cloud with IBM Storage Suite for Cloud Paks

SDS offerings included with IBM 
Storage Suite for Cloud Paks: 

• IBM Spectrum Scale: Advanced storage of unstructured data for 
cloud, big data, analytics, objects and more. 

• IBM Cloud Object Storage: A highly scalable cloud storage solution 
for unstructured data that provides on-premises and cloud-based 
dedicated services. 

• IBM Spectrum Discover: Multi-source data catalog that automatically 
indexes objects and files whenever changes are made using the 
metadata in real-time. It can be incorporated into Red Hat OpenShift 
environments. 

• IBM Spectrum Virtualize for Public Cloud: Hybrid cloud solution for 
data mobility, disaster recovery and cloud-storage optimization. 

• Red Hat Ceph Storage: Offers block, object, and file storage in one 
platform that scales to support 100s of petabytes.  

• Red Hat OpenShift Container Storage: Native storage data services for 
OpenShift, based on the Ceph data-plane, providing Kubernetes, file, 
block, object and multi-cloud gateway services. 

By now you should have a solid understanding of how IBM Cloud Paks, 
alongside Red Hat OpenShift, and IBM Storage Suite for Cloud Paks 
can support your container management and drive your hybrid cloud 
journey to digital transformation.

In the next chapter we’ll go over a few signs that can indicate when 
it’s time for an infrastructure refresh as well as the criteria you should 
consider as you evaluate storage solutions.

https://www.ibm.com/products/spectrum-scale
https://www.ibm.com/cloud/object-storage
https://www.ibm.com/products/spectrum-discover
https://www.ibm.com/products/spectrum-virtualize-for-public-cloud
https://www.redhat.com/en/technologies/storage/ceph
https://www.redhat.com/en/technologies/cloud-computing/openshift-data-foundation
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So how do you know when you need to reinvest 
in your on-premises infrastructure? It’s not 
always easy to recognize pain points that are 
related to or rooted in poor storage and data 
management.

For most organizations, the aspects of 
their storage infrastructure most in need 
of improvement are data security, ease of 
management, speed of data throughput in data-
intensive applications, and sharing data across 
multiple locations.

The following sentiments have been gathered 
from client interactions and reflect common pain 
points among organizations. See if any of these 
statements sound familiar:

• “Data keeps getting bigger, and these next-gen 
apps are accelerating the pace of data getting 
bigger. But my budget isn’t getting that much 
bigger, so I need to cut infrastructure costs.”

• “I don’t want to be locked in to any one vendor. 
But I also want to avoid having multiple vendor 
silos each with different APIs, capabilities and 
procedures.”

• “I need to make things go faster, a lot faster, to 
satisfy the needs of my lines of business users.”

If you’re experiencing these or similar 
challenges, it’s likely time to update your existing 
storage infrastructure and/or invest in new 
infrastructure technologies. 

05 | How to choose the right storage solution for your hybrid cloud strategy

How to choose the right 
storage solution 
To support a hybrid cloud environment from 
development to mission-critical production 
requires three foundational data requirements 
that you will need to consider when evaluating 
storage solutions:

• Data resilience: Your storage solution should 
assure sustainable data quality through threat 
prevention and detection, backed by rapid 
recovery for any use case in any location.

• Application modernization: You’ll need to build a 
hybrid storage infrastructure that can support bare 
metal, containerized and virtualized applications 
wherever they are deployed – on premises, in 
containers, through edge computing and multiple 
clouds.

• DataOps and data services: Your storage solution 
should exploit pervasive AI with machine learning, 
automation and self-service  to manage and store 
data as efficiently and cost-effectively as possible.

The strongest software-defined storage solutions 
for hybrid cloud will integrate with graphics 
processing units (GPUs) and provide metadata 
management and resiliency features. Additionally, 
they can provide insights for optimized data 
placement, offer a modern data lake with global 
access, compress and deduplicate data to save 
space, and encrypt.
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• Application workload versatility: Choose file, 
block or object storage for your container data 
services and deploy one or more of the offerings 
in the suite according to your workloads and 
needs. As your needs change, you can deploy 
new data resources accordingly.

• Unified solution with platform independence: 
IBM Storage Suite for Cloud Paks is a unified, 
hardware-agnostic solution featuring both Red 
Hat and IBM software-defined storage offerings 
with cloud-native and cloud-ready storage. 
You can develop and deploy on premises or 
on private or public cloud using open industry 
standards, without vendor lock-in.

• Data services for Red Hat OpenShift: Simple 
to install and integrated with Red Hat OpenShift, 
IBM Storage Suite for Cloud Paks is the essential 
hybrid cloud storage software foundation 
for building and managing on-premises, 
containerized applications with persistent 
storage and data services.

• Scalability: IBM Storage Suite for Cloud Paks 
delivers performance at any scale for every 
workload with a true scale-up or scale-out 
architecture.

• IBM validated: Fully tested and integrated with 
Kubernetes, Red Hat OpenShift and IBM Cloud 
Paks to ensure ongoing security, compliance and 
version compatibility.

06 | Why organizations are partnering with IBM on their hybrid cloud journey
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Why organizations are 
partnering with IBM on 
their hybrid cloud journey
To really understand the power of IBM Storage 
innovation, it helps to think of storage as the 
software foundation on which you build your 
data services. With the right infrastructure-
independent software foundation, your hybrid 
cloud storage infrastructure will be flexible to 
absorb the latest innovations, and you’ll be able 
to quickly adopt new technologies for maximum 
benefit.

IBM Storage Suite for IBM Cloud Paks is a 
comprehensive solution that provides persistent 
storage and data services for container 
environments. 

The suite includes both IBM Storage and Red Hat 
Storage offerings, provides flexible licensing and 
consumption of storage resources, and contains 
those unique benefits mentioned above.

Most importantly, it’s uniquely positioned to help 
organizations speed development and modernize 
applications without compromising security or 
continuity.

There are several factors that set Storage Suite 
for Cloud Paks apart from other solutions in the 
market, including:
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Next Steps
 
As you know, digital transformation is about much more than moving data and workloads to the cloud. 
It’s aligning your technology with business goals and strengthening the strategy behind important IT 
infrastructure decisions. 
Laying the appropriate storage foundation will help you extract the full value from your AI and cloud 
investments. Organizations partner with IBM to ensure they have the right strategy and the right 
technology in place for their hybrid cloud journey and larger digital transformation.

Take the next step:

Learn more about: IBM Storage Suite for IBM Cloud Paks 

Watch the webinar: Storage made simple for containers and hybrid cloud
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