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Our IBM Canada K-12 Education team’s
mission has, for over 30 years, been to “Help
educators improve learning through powerful
technology made easy”.
A living example of how we support our
districts in leveraging technology is the
online professional development day that our
Teaching and Learning Education Consultants
created and delivered to over 200 staff of
Yellowknife Education District No. 1 in August.
My keynote helped staff understand ‘what
happened’ in the spring and the impact
this will have on this school year. Follow-on
sessions provided interactive opportunities for
staff to embrace YK1’s essential curriculum
and assessment practices that will best serve
their students – no matter where the learning
takes place. Hands-on opportunities helped
staff explore and understand how the YK1
toolkit can be used to engage all students in an
authentic, enriched learning experience. This
is one more example of how we are committed
to helping districts Always Be Prepared to
Learn, Teach and Lead!
I invite you to read about other examples of
how we are supporting students and staff
across Canada as they leverage technology to
enhance the learning experience!

Anne Saftich
K-12 Education
Chief Education Officer
IBM Canada
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HIGHLIGHTS
British Columbia

SD6 Rocky Mountain: Azure Site Recovery and
Managed Services

SD6 engaged the IBM K-12 Services team as they
progress with Azure Site Recovery (ASR). They entrusted
IBM with the ASR Managed Service which provides
proactive monitoring, reporting and patch management
of the ASR environment, including regular fail-over
testing. The ASR and Managed Services solution provides
a reliable and tested DR plan aligned to district needs
to ensure audit compliance with business continuity
planning. It also supports SD6’s cloud vision and plans
for future adaptability within their environment.

SD22 Vernon: ID Automation

Vernon, along with many other districts, uses ID
Automation to minimize the time-consuming
administration associated with managing system
IDs. IBM K-12’s ID Automation allows for automatic
addition, modification, and ultimately deletion of staff
and student accounts within their Active Directory
(AD). SchoolConnect 6.6 provides the framework for
automating functions in AD for ease of administration.

SD34 Abbotsford: Strategic Technology Plan

IBM, along with partners NCI and Lenovo, replaced 6,000
devices this past summer in a third round of device
refresh - ready for September. Abbotsford, supported by
IBM- K-12, created a far-reaching strategic technology plan
for instruction and administration, including supply and
deployment of more than 5,000 devices in each refresh in
2012, 2016 and now in 2020.

are affordable for school districts when considering the
breadth of the areas covered. Security is everyone’s
responsibility and the team anticipates benefits for all staff
including increased awareness in keeping data secure and
teachers and students safe in their use of technology.

SD37 Delta: Cloud, O365, Security and DR

SD37’s IT team and IBM K-12 worked together,
with support from senior management, to create
their technology roadmap and have been very busy
implementing the recommendations. Their plan includes
a cloud adoption strategy (ie. what, why, and when);
security, backup plans, Disaster Recovery services,
server optimization, mail migration to O365 and more.
Work continues with the two teams well into this fall.

SD38 Richmond: Data Centre Refresh and ID
Automation

SD38 continues to adopt the technology
recommendations from their IT Optimization Report
created with IBM K-12 in 2019. The leadership team
has moved forward starting with a refresh of their data
centre. IBM K-12 is provisioning the school servers
and implementing tools like ID Automation and
SchoolConnect which bring increased standardization,
freeing up IT time for more important work.

SD41 Burnaby: Strategic Plan, Budget and
Digital Equity

With assistance from the IBM K-12 team of consultants
and subject matter technology experts, Burnaby wanted
an in-depth review of their technology requirements with
an estimated budget. They also wanted a comprehensive
evergreen plan for many support technologies like
projectors, iPads, Windows devices, network, security,
etc. IBM K-12 helped with new generation print strategies,
device roll-out of 5,000 units, security, end point device
management and more.

The partnership between Abbotsford and IBM K-12 has
benefited both organizations. The talented SD34 IT team is
reducing project timelines by augmenting staff resources
with IBM K-12 specialty skills in networking, security, and
overall technology roll-out. Both teams benefit through our With the recent impact of Covid-19, Burnaby has created an
joint work efforts which develop leading-edge approaches
aggressive digital equity plan based on access to technology
others can take advantage of.
for all. Through a close working relationship, we are able to
SD36 Surrey: Security Awareness Online Training anticipate requirements and provide expertise to augment
the district IT staff with their projects.
SD36 has recently implemented Proofpoint Security
Awareness Online Training for its staff. They started with
SD43 Coquitlam: Instructional Agility, Online
the self-paced “byte sized” education series on security
Readiness and MS Teams
and safety which will increase security awareness at
SD43 selected IBM K-12 as an integration partner to help
work, school and home. These best-of-breed modules
with updating their IT infrastructure. One of their many
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priorities is instructional agility and online readiness
which necessitates reliable access for all, particularly
during these unprecedented times. Coquitlam is a leader
with student access with Microsoft Teams and has built
an excellent support model to ensure stable experiences
for teachers and students. IBM and its K-12 partner
specialists augment Coquitlam’s strong team of IT
leaders with select projects when required.

SD70 Port Alberni: Implementing Technology
Faster with Partners

As their technology integration partner, IBM K-12
plays two important roles. Firstly, we augment the
Alberni team with 2nd level assistance to support their
infrastructure. Secondly, IBM K-12 and our partners have
helped SD70 over 10 years with new technologies such
as Azure managed services, firewall managed services,
networking, security, ID Automation links to MyEd, Data
Analytics tied to student learning, Microsoft Teams,
O365, SCCM, and more. This relationship helps the
district move quickly to implement new technology in an
efficient and effective manner.

SD71 Comox Valley: Veeam, Vulnerability
Assessment and ID Automation

SD71’s most recent investments and initiatives include
Veeam storage, a security Vulnerability Assessment,
SchoolConnect, and ID Automation. The Veeam project
included district and IBM K-12 efforts with scoping,
licensing, installation, skill transfer, Azure off-site
backup and on-prem backup. Comox Valley is one of the
mature technology leading districts in BC who reach out
when required to their IBM K-12 team and its partner
channel to augment their IT staff with key projects.

SD74 Gold Trail: Strategic Planning

As a result of a Technology Roadmap jointly put together
with the SD 74 and the IBM K-12 teams, Gold Trail
school district continues to move forward with various
infrastructure implementations. From cloud adoption
considerations and planning including IBM Azure site
recovery services, to network, security, and device
roll-outs, the roadmap support continues. IBM K-12
and its extended K-12 specialty partners continue to be
available to augment the district staff when required.
For more information, email:
Steve Cuccione
IBM K-12 Education Client Manager
scuccion@ca.ibm.com
Or
Amit Prasad
IBM K-12 Education IT Architect
Amit1@ca.ibm.com

Alberta

Elk Island PS (EIPS): IT Strategic Planning

EIPS has leveraged IBM K-12’s Professional Services
team to enhance IT Executive Management Strategies.

Senior Administration, with IBM K-12, applied best
practices in the development of a 3-year IT strategic plan.
We also fine-tuned project and change management
business processes to provide rigour and accountability
within the IT department. Ongoing work includes
services to ensure alignment of current planning
with the system’s mid- and long-term strategies while
ensuring IT capital and operational investments were
optimized against their 3 year strategic plan.

Saskatchewan

Chinook SD: Veeam Backup, VMware and Cloud

Chinook engaged IBM K-12 to design and implement a
new backup solution with strong security, flexibility and
resiliency. A Veeam backup solution was designed and
implemented, focusing on security, a variety of recovery
options and scalability to meet Chinook’s changing
needs. Veeam integration with VMware created a
seamless cloud scalable environment complemented
with Veeam One to provide monitoring and reporting
with a powerful, easy-to-use dashboard. IBM K-12 then
provided knowledge transfer and remote support to
quickly scale up the Chinook team’s capabilities with
Veeam, providing them with a turnkey solution and
ensuring their success and confidence in managing
their new backup environment.

Northwest SD (NWSD): Meraki Switches with a
Cloud Dashboard

IBM K-12 worked with NWSD and CISCO Meraki to design
the core and Layer 2 switching solution for the NWSD.
This was the final phase of upgrades that allows the
division to leverage a complete cloud managed dashboard.
As NWSD covers a large geographic area, Meraki Cloud
provides immediate and constant network visibility and
insights for the IT team. With ease of deployment and call
home capabilities, travel time, configuration support and
troubleshooting are reduced from days to minutes.

Southeast Cornerstone SD: Vulnerability
Assessment and Penetration Testing
IBM K-12 engaged in a comprehensive Vulnerability
Assessment of the division environment, followed by 3 days
of Penetration Testing to exploit identified vulnerabilities.
This provided visibility into their network infrastructure
with the opportunity to remediate vulnerabilities and
strengthen the division’s security posture and IT practices.

Manitoba
Brandon SD (BSD): Digital Data Journey

IBM K-12 Teaching & Learning consultants worked this
past year with BSD on their data journey to improve their
ability to support all students. Through a focus on data
governance, collection, and management, significant
improvements were made in data quality and roleappropriate access across the division. Work is continuing
this fall, with focus on the use of clevr and PowerSchool
for data collection and repositories and the surfacing of
insight through interactive, role-based dashboards.
continued on page 4
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continued from page 3

Pembina Trails SD: Data Driven Workflow

IBM K-12’s Teaching & Learning team is working closely
with Senior Administration to digitize data in support of
their Standards for Success in Literacy initiative.
In partnership with clevr and IBM, Pembina is leveraging
this cloud application to provide their educators with the
tools they need to collect and analyze information using
clevr’s integrated workflow and forms management solution.

Winnipeg SD (WSD): Business Intelligence

Senior Administration, the Research Team and IT
Leadership are partnering with IBM K-12 and Compass
for Success to develop the WSD Enterprise Data
Warehouse and Business Intelligence Solution. This
journey has progressed through data validation with
next steps being an exciting rollout phase. This will
reinforce WSD’s leadership position as a research and
data leader for enabling principals, teachers and central
staff to support student learning needs.

Yukon Territory
Government of Yukon: Cyber Security

The Yukon Department of Education, ITSS with IBM K-12
and Palo Alto Networks implemented the next generation
Enhanced Cyber Security solution. Now their network
has an enterprise grade environment designed for
simplicity, automation, and integration with a variety of
applications and use cases.

Northwest Territories
Yellowknife SD No.1 (YK1): Always Ready to
Learn, Teach and Lead

The unknowns of where and how the learning would take
place in September meant staff had to be prepared to
help their students to always be ready to learn - whether
at home, in school or some combination of both.
On August 26, teaching staff at YK1 attended all-day
virtual sessions, co-created and co-delivered by IBM
K-12 Education and YK1 staff. The Professional Learning
day provided a forum for staff to share and explore
ideas and tools to support their students. Leading and
emerging practices in instruction, assessment and the
engagement of all learners was the focus of breakout
sessions. Staff learned about digital tools for an Always
Ready to Learn environment.
For more information, email:
Joanne Jackson
IBM K-12 Education Client Manager
jjackson@ca.ibm.com

Ontario
Durham DSB: Student Chromebooks

During 2020, Durham has continued their very
successful rollout of 15,000 Chromebooks to students
throughout the board and their effective teacher PD to
support this program.
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Waterloo Region DSB: Palo Alto SDWAN

Waterloo Region’s IT team, IBM K-12 and the Palo Alto
Services team worked together to design and implement a
total SDWAN solution using Palo Alto’s SDWAN technology.
Starting with their high schools, the implementation will be
completed in all schools by June 2021.

Renfrew County DSB: Managed ASR Services

With IBM K-12’s Microsoft Practice, Renfrew County fully
migrated their DR environment to Microsoft Azure using
IBM’s Azure CSP Program Offering. IBM K-12 is also
providing DR Managed Services to ensure the board’s
Business Continuity plans are aligned and met.

Ottawa Catholic SB: Azure, CSP Program and Intune

Ottawa Catholic has been busy! IBM K-12’s Microsoft
Practice migrated both DR and Back Up environments to
Microsoft Azure with success-failover testing and Ottawa
Catholic now uses IBM’s Azure CSP Program Offering.
The IBM K-12 team then proposed moving to an Intune
environment for their Windows 10 devices for easy
management, imaging, and support by district staff.

Grand Erie DSB: Learning Plan Leveraging
Digital and IBM K-12 as Security Partner

In early 2019, Grand Erie engaged the IBM K-12 Teaching
and Learning team to review their use of education
technology and develop a Learning Plan Leveraging Digital
to increase their effective use of digital resources. This
engagement, which involved many stakeholders, was
divided into two phases: (1) Discovery and (2) Co-Creation
of the Learning Plan Leveraging Digital. The plan was
grounded in two essential Grand Erie practices:
(1) Triangulation of Evidence: Conversation, Observation,
Product, and (2) Differentiated Instruction: Product,
Content, Process and Environment. This plan aligns
the district’s ongoing work in these two areas with the
leveraging of educational technology and digital resources.
The IBM K-12 Security team, having been designated
Security Partner, will conduct annual Vulnerability
Assessment and Penetration Testing to help meet and
update the district’s security requirements.

Brant RCDSB: Security Posture

In mid-2018, IBM K-12 conducted our 10 Essential
Security Practices engagement, which analyzed where
Brant need to focus to increase the district’s security
posture. As a result, a Security Governance Team was
created to establish appropriate Security Policies and
Procedures. IBM K-12 was designated Brant’s Security
Partner and will provide ongoing vulnerability assessment
and penetration testing services to detect new security
vulnerabilities and measure the improvement in Brant’s
security posture on an annual basis.

Algonquin & Lakeshore CDSB: CSP, Microsoft
Azure, Hybrid Cloud

Facing challenges in finding the skill set to manage
their board office data centre, an aging server and
storage infrastructure that would require a large capital
investment to refresh, and “doing more with less

staff”, Algonquin started looking to the Azure cloud to
modernize their IT strategy and infrastructure. A cyberattack accelerated their cloud migration plan and they
started recovering, consolidating and rebuilding their
servers in Microsoft Azure for a resilient, secure and
scalable alternative to their traditional data centre.
For more information, email:
Frank Grano
IBM K-12 Education Client Manager
fgrano@ca.ibm.com

Kenjgewin Teg: Impact of Technology Discovery Engagement

Kenjgewin Teg wanted to review the impact of their
technology investments on learning. They asked the IBM
K-12 Teaching and Learning team to report on how their
digital resources were being used within their K-8
classrooms and identify how these resources might be
better leveraged to enhance learning. IBM K-12
Consultants reviewed the board’s learning priorities,
technology strategy and school improvement plans,
interviewed key stakeholders and did school walkthroughs
to observe the learning environment. The Kenjgewin Teg
Discovery Report identified current successes in their
use of technology, gaps against leading practices and
actionable recommendations to close those gaps.

Huron Perth CDSB: IT Optimization and IT
Organization Review

With a new Director in place, Huron Perth wanted a thirdparty to assess the current IT ‘lay of the land’. Based on
a recommendation from a peer at another district and
support from his IT manager, the Director called IBM K-12!
Our team has both a deep understanding of current and
future technologies and unparalleled experience with
leading IT Optimization and IT Organization Reviews in
Canadian school districts. Huron Perth now has a clear
understanding of what in-house skills they have, what
they would need to support their technology roadmap and
the steps to get there. A financial plan was developed to
support their new IT plan. Huron Perth is now considering
how IBM K-12 can assist with some of the high priorities
on their roadmap.

Sudbury CDSB: Anti-Phishing Security Awareness

While no serious breaches have occurred, Sudbury
Catholic was concerned with the ever-growing threat of
cyber-attacks. They proactively sought a solution to help
protect and educate their staff members against the most
common cyber-threat: phishing. Sudbury Catholic now
has a subscription to the Proofpoint Security Awareness
Training - Anti-Phishing Suite for 200 staff members.
Leadership was delighted with the high participation
rate and positive feedback from the staff. The IBM K-12
services included Project Management that supported
the district with planning, executing, monitoring and
reporting of the implementation. Staff are improving their
own cyber-security knowledge with skills that protect
them in their use of technology at work and at home.

Wikwemikong Board of Education (WBE): Azure
Disaster Recovery & Veeam Backup
WBE wanted to modernize their backup capabilities
and reached out to IBM K-12 to help. We implemented
Veeam Backup to ensure a robust and secure backup
environment leveraging Azure storage for off-site
protection and Microsoft Azure Site Recovery for DR
to ensure business continuity in the event of a data
centre disaster. WBE now has a reliable and secure DR
and Backup environment with a plan that has been
documented, tested, and is being maintained by IBM K-12
as part of a managed service.

York Catholic and Algoma DSB: Azure Site Recovery
These two districts have a long-standing relationship
with IBM K-12 as trusted advisor because of our industry
experience. When they each decided to investigate
moving Disaster Recovery to the cloud to ensure business
continuity in the event of a data centre disaster, the districts
called IBM K-12. Both boards invested in Microsoft Azure
Site Recovery and now have a reliable DR environment with
a plan that has been customized to support their individual
needs, documented, and fully tested. These districts now
have the reliability, security and confidence they were
seeking in the event of a disaster.

Simcoe County DSB: Meraki Cameras and
TVDSB’s Piggyback Clause

Simcoe County leveraged the Thames Valley District
School Board’s (TVDSB) piggyback clause which provided
an easy and efficient way to procure assets quickly and
cost effectively. This allowed the district to pilot, test
and evaluate the solution sooner than a formal RFP
process would allow. Simcoe County invested in both
indoor and outdoor Meraki cameras, as well as IBM K-12
consulting services to help with camera deployment and
implementation planning. Their thorough and thoughtful
implementation will result in decreased incidents of
vandalism and improved school safety.

Algoma DSB: Meraki Camera, Switches and
TVDSB’s Piggyback Clause

Algoma wanted to purchase cloud-based Meraki security
cameras quickly and cost effectively. After talking to
industry peers, they decided to leverage the Thames
Valley District School Board’s piggyback clause and
invested in both indoor and outdoor Meraki cameras. This
simple procurement process allowed Algoma to quickly
implement and evaluate this solution and continue their
important work of keeping their schools safe.
For more information, email:
Liza Riley
IBM K-12 Education Client Manager
liza@ca.ibm.com
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Why Districts
Need a Data
Strategy and
Roadmap

… and Why It’s Needed
Now More Than Ever Before

School districts make policy, educational and
operational decisions daily that impact instruction,
administration and district processes. These decisions
are often based on information that is incomplete and
inaccurate. This is due to the inability to gather data
in a timely manner from the multiple systems and
educational applications that exist in a district.
District staff and educators spend significant time and
effort integrating these disparate systems, frequently
reverting to tedious manual processes, in a continuous
effort to respond to data requests from the province or
district leadership, or to provide staff with meaningful
insights to inform practice and improve the quality of
learning for all students.
Despite districts being data rich, they are starving for
relevant information because the systems used to collect,
manage, analyze, and report on that data are often
disconnected and don’t work well together.
Most data currently being collected is used for provincial
accountability and reporting. In many cases, the data
that could provide teachers and students with immediate
insights for personalizing instruction are not being
captured in a systematic fashion or worse, not being
captured at all.
The demands on our educational institutions have never
been more pressing. As virtual learning is now playing
a larger and essential role due to social distancing
requirements, there are even less face-to-face
interactions for teachers to observe or assess student
competencies that provide key insights into learning
gaps. These challenges have resulted in many districts
searching for more effective ways to manage and use
data from in-class and virtual sources to help identify
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learning needs and inform educator practices.
Collecting the right kinds of data and transforming all
data into insightful information without a data strategy
and roadmap is a daunting effort that typically ends in
frustration and failure.
IBM K-12 Education has been working with districts
across Canada to address this issue by providing
consulting services based on leading practices for creating
a comprehensive data strategy. We have helped districts
articulate their vision and goals for use of data. These
visions look beyond the standard ‘operational’ uses of data
to inform classroom work, to the insights this data can
provide to assist districts in understanding more clearly
the impact of investments on students – both from an
achievement point of view and in predicting the likelihood
of a successful outcome based on specific inputs and
paths, informed by a wealth of cohort data. With this
vision in hand, we then support our districts in a staged
approach to collecting, cleansing, and surfacing data in
both operational and predictive/insightful dashboards.
We would welcome the opportunity to work with your
district to co-create your data vision and roadmap that will
enable your staff to capture appropriate data and turn it
into valuable insights for your leaders and educators.
For more information, email:
Mike East
IBM K-12 Education Senior Consultant
michael.east@ibm.com

Your Multi-Year Strategic Plan – Keeping it Real
Your MYSP is in its final year, and it is time for the
next iteration. When faced with this issue, most
senior teams bang their head against a table and
develop a glazed look in their eyes. They have visions
of blowing dust off the old plan from years ago.
It was such a great plan! It was so full of hope!
Or was it just that you were hopeful because you
would not have to write another plan for another
three, four or five years? So here you go again…
The River East Transcona School
Division needed to renew its
Strategic Plan for fall 2020,
including the educational
priorities that flow from this plan.
Superintendent Kelly Barkman
wanted to get a head start on the
process, which would eventually
include multiple system stakeholders. Rather than follow
a process of simply reviewing the old plan and using it
as a launching pad for the new plan – let’s face it, the
method used by some school districts – Kelly called upon
the IBM K-12 Education Consultants who brought in
some essential elements that are often overlooked in this
process. These elements – renewal, creativity, critical
thinking and team building – made the process more
effective and realistic.
“We have engaged the services of IBM K-12 consultants in
the past. I knew that having them involved in this process,
with their objective perspective, their knowledge from
school divisions across the country and their understanding
of strategic processes, would be a real bonus for us in our
planning,” says Kelly.
Creating a Senior Leader ‘Championship’ Team
The senior team had undergone recent changes and had
never worked together in such broad exercises of high-level
planning, so Kelly decided to hold an off-site retreat to get
the senior leaders out of the office and into an unfamiliar,
yet picturesque, setting – Manitoba cottage country.
There was admittedly some apprehension – two days
away from the office to be spent in each other’s company
– along with the guy from IBM K-12. However, norms
were quickly established, and the work began!

Reflection created Big Ideas resulting in
Foundational Themes
The format intentionally included many periods of
individual reflection and group discussion about the
“big ideas” of authentic strategic thinking. What are our
dreams for the organization? What do we want for our
students and staff? What do we want for each other as a
senior team? What are our shared beliefs and goals?
Kelly says, “Having an external voice at the table facilitating
our discussions led to us being able to have frank and open
conversations, to develop as a team, and consolidate our thinking.”
By the end of the two days, the team had coalesced and
developed key areas for further discussion. They did
not yet have a completed strategic plan, but they shared
a mindset on how to collaborate on this work moving
forward. The team meets one Monday morning a month
to continue and refine their discussions, facilitated by the
IBM K-12 consultant.
As these sessions progressed, they developed five
foundational themes – Excellence, Communication,
Culture, Equity and Celebration – to guide their thinking
in the strategic planning process. These themes were
discussed and deconstructed at length so that all
members of the senior team now share a common
understanding of them.
Kelly says, “By having IBM K-12 education consultants involved
in this process, we are working much more closely together and
cohesively as a team, which is supporting us in so many ways as
we do our work in the school division.”
Lending a Hand and Being a Critical Friend
As with many other priorities this year, Covid-19 has put
this important work on hold. However, once ready to resume
this work, IBM K-12 will be there as a resource to support
the division in their implementation of their plan. Strategic
planning is all part of the 360o of services which the IBM
K-12 Education Division offers, and which school divisions
such as RETSD recognize as essential – plan development,
plan implementation and as an ongoing critical third-party
perspective as the strategic plan comes together.
For more information, email:
Jonathan Bibby
IBM K-12 Education Senior Consultant
jbibby@ca.ibm.com
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Always Ready —
to Learn,Teach
& Lead

longer possible for students and teachers to opt out.
The Always Ready Methodology is born
After listening to educators and district leaders, IBM K-12
created the Always Ready Methodology to support school
districts in planning for a robust and agile teaching and
learning environment for the future.
Our methodology is built around a framework of five key
components which can be used in any combination (one,
some, or all) depending on the needs of the district:
• Enable technology to be accessible for all staff and
students for learning – whether digital or face-to-face –
to be effective no matter what the circumstances
• Engage students and teachers in impactful learning,
leveraging digital resources when appropriate

Canadian school districts have been dealing with
unprecedented challenges related to the Covid-19
pandemic, and unfortunately, those challenges are
not going away in a hurry. There was an initial flurry
of activity related to getting devices out to teachers
and students, along with the challenges of internet
access in remote areas - all to move towards equity
for student access to learning.

• Professional Learning for staff in current, new and
emerging technologies and in clearly defined highimpact teaching approaches
• Support the mental health and well-being of all,
wherever they are physically located
• Plan, Monitor, Refine the impact of your Always Ready plan

This was followed with supporting teachers in teaching
and learning in a digital world – a world into which
many had never ventured prior to 2020. The issue of
supporting students living with special needs, in poverty,
and in marginalized communities had to be addressed
– and still does - along with the fact that many students
were not engaged in the “distance learning” experience.
By the end of June there was a palpable, yet short-lived,
feeling of relief. We made it! – now what? Plans had to be
developed to get schools, teachers, students, facilities,
and transportation ready for the new school year. And
what about teaching and learning? Let’s not forget that
we did not really crack that nut.
The Many Challenges of Moving to Online Learning
When school district leaders reflect on the spring of
2020, they heard parent voices saying, “why are there
so many different platforms used by different teachers
for the same purpose?” There was also the challenge of
software not always being compatible with hardware
handed out, or hardware available at home; and it turns
out that this was about much more than just getting
devices out there.
Parents, teachers and principals reported that students
were engaged in learning, only to find out that students
reported that they were not.
For the 2020-21 school year, students must be involved
in an engaging, robust and exciting learning experience
– whether they are learning in the classroom and/or
at home. Educators and students alike need to be agile
enough to switch teaching and learning between these
environments effortlessly and seamlessly. Districts must
seize this opportunity to leverages digital tools – it is no
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What the Always Ready Methodology looks like
in practice
IBM K-12 has customizable, ‘ready to go’ surveys for
students, parents and educators in addition to working
with your senior team and other groups to gather key
information required to inform the district’s plan. Each
component of Always Ready is supported by leading and
emerging practices against which we measure district
status and develop our recommendations.
Districts who are now utilizing the Always Ready
Methodology have realized the value of IBM Canada
K-12 Teaching and Learning Consulting team. We are
experienced educators and education leaders. Our
understanding of both impactful learning approaches
and the myriad of digital tools which are utilized in the
education sector can significantly bolster any learning
plan, ensuring your district, your staff and your students
are Always Ready to Learn, Teach and Lead.
For more information, email:
Jonathan Bibby
IBM K-12 Education Senior Consultant
jbibby@ca.ibm.com

BC School Districts are now Blocking over
60 Million Cyber-Threats Every Month
In 2016, the BC Ministry of Education (MoE) took
charge of standardizing networking and base security
settings in the Next Generation Network (NGN)
project for all school districts in the province.

help resolve the problem. Several districts are already
taking advantage of these options.

In 2019, with security a main concern, the MoE layered
on top of NGN enhanced security services that meet
K-12 best practices and standards. The Enhanced
Cybersecurity Services project (ECS) increased security
in all school districts with the migration of network
address translation locations and the routing used for
traffic flow.

BC classrooms have noticed the difference. Through
their monthly reports, districts can assess and manage
the applications being used on their network.
Bandwidth, a costly and finite resource, is now being
prioritized for educational purposes which enhances the
use of technology for teaching and learning.

In 2020, the MoE and IBM team are focusing on security
management services for each district by:
1) managing 118 data centre firewalls in the 59 school
districts and keeping firmware updated.
2) generating security maturation monthly reports of
threat detection for each district and the Ministry of
Education. These reports provide risk assessment and
actionable intelligence about applications, URL traffic,
bandwidth usage and the types of content traversing
the district networks. Threat types, volumes and major
vulnerabilities are also highlighted.
3) Providing recommendations that reduce overall
risk exposure which help maintain a secure digital
environment. As threats are found, the districts
can proactively address these instead of reacting to
compromised endpoints after the fact – saving district
time and money.
Gabriel Joseph, Director – Next Generation Network
highlighted IBM’s value with: “IBM’s delivery of the
Enhanced Cybersecurity Service has had a positive impact on
the security posture of our school districts. Their knowledge
of the security landscape in the K-12 sector is a significant
enabler in achieving a key strategic goal of the NGN program.
The IBM K-12 team has been a valuable partner in providing a
safe environment for student e-learning.”

An unexpected benefit - a more responsive and
resilient network

The next important step
IBM K-12 wants to help districts harden their firewall
security policies and resolve overly permissive firewall
rules. Through newly designed Regional Training
Workshops, the IBM K-12 ECS team will work with district
IT teams to strengthen their security posture. District
technical specialists will go through a rule enrichment
process on their data centre firewalls and mitigate the risk
of internal or external threats to district assets.
In addition, districts receive hands on consultation
with security analysts to work with their firewall
infrastructure directly. This consultation aims to move
districts toward a positive enforcement model where
firewall policy allows only what the district requires for
education while blocking everything else. The result is
a stronger security footprint and reduced management
overhead for school district technical leads.
The ECS project educates technical leaders on the value
and importance of maintaining a strong security posture
to mitigate evolving risks from cyber attack. The BC
Ministry of Education and school districts will continue
developing new standards provincially to protect
students and teachers in the classroom and maintain a
secure environment using the latest and most effective
mitigation techniques.

Additional services from IBM to meet district needs

For more information, email:

IBM K-12 realized that some districts, because of limited
staff, would need additional support and created two
new managed services. The first is the extension of the
maintenance of firewall firmware and threat/security
monitoring to all district site firewalls. The second is a
support agreement with IBM K-12 where, in the event
there is a security or network problem related to their
firewalls, IBM would assist in finding the root cause and

Steve Cuccione
IBM K-12 Education Client Manager
scuccione@ca.ibm.com
Or
Heather van Munster
IBM K-12 Education, Professional Project Manager
heatmcmi@ca.ibm.com
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Ransomware
hits Ontario
School Districts
In 2019, cybercriminals turned their sights on
the Education Industry, launching a barrage of
ransomware attacks that affected more than
1,000 schools in the U.S. alone and moving
the Education Industry up the rankings by 2
positions to the 7th most targeted industry.

• Patch/Update/Upgrade: Keep software up to date and
upgrade legacy operating systems.
• Harden Configurations: Default configurations on
Windows Servers contain many weaknesses that can
easily be exploited to gain access or move laterally
(server to server) on the network.
• Use Unique and Complex Passwords: Unique passwords
on servers will help limit server-to-server movement of
an attacker.
• Practice Good Administrative Hygiene: Always logoff
of systems (especially with privileged accounts) when
finished; credentials of logged on users can be obtained
by an attacker and used to move further into networks
and infect more systems.
Implementing these changes may not prevent an attack,
but it may limit the impact.

In November 2019, several Ontario school districts
were hit by ransomware in a span of two weeks. In
at least two of the districts, the ransomware spread
through their networks, encrypting servers and
holding the systems hostage until a ransom was
paid. In these two cases, the ransom was paid by
cybersecurity insurance.
In one district, a vulnerability in remote desktop protocol
on an internet facing server was exploited as the initial
attack vector. In the other district, phishing was most
likely the initial access vector.
After initial access, credentials are stolen and used to
further compromise systems. If a stolen credential is
domain administrator, ransomware can be distributed to
all servers in the network.

Lessons Learned
When asked about lessons learned, one district
representative replied: “The big lesson learned is you can’t
be too diligent with security. Lots of penetration testing and
security audits are a must.”
With a unique “K-12” lens from over two decades of
working closely with school districts, IBM K-12 provides
security services and audits to help districts gauge their
security posture:
• Ransomware Readiness Assessment
• Vulnerability Assessment and Management
• Penetration Testing (to model attacker threats)
• 10 Essential Security Practices Workshop
• Cybersecurity Awareness Training
• Cloud Email / Phishing Protection
• Microsoft Local Administrator Password Solution.

Source: IBM X-Force Threat Intelligence Index 2020

What can I do to protect my district?
Being vigilant with security practices can help limit the
exposure and impact of incidents such as ransomware.
These tips can limit the spread of ransomware and
enable a district to recover after an incident:
• Backup/Disaster Recovery Plan: It is critical to have a
backup of your data. An offline copy can help prevent
your backup data becoming encrypted by ransomware.
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For more information, email
Tony Giannitsis
IBM K-12 Education Security Architect
tgiannit@ca.ibm.com

“Set it and Forget it”
Backup with Veeam
Backup is sometimes referred to as the ‘set-it-and-forget-it’
component of IT infrastructure; something that runs in the
background and is rarely used; that is, until its truly needed.
In the face of increased security threats such as ransomware
and malware, along with the new challenges brought on by
remote learning and data spread out across multiple systems
and the cloud, backup has become increasingly important and
complex to maintain.
Veeam Next Generation Backup
IBM K-12 recognizes these challenges
and has partnered with Veeam to
provide an industry leading backup
solution, architected and customized to
each customer environment.
We design and implement robust and resilient Veeam backup
solutions providing a mix of on-premise and cloud solutions
tailored to meet your needs. Then we train and support your staff
to ensure that your team is skilled up and ready to manage their
new system with confidence.
We also provide services to analyze and upgrade existing
Veeam environments with the latest software updates, backup
methodologies and focus on security to protect against the everchanging threat landscape. Our priority is building next generation
backup solutions to meet your needs, today and in the future.
Veeam Advantages
For solutions such as Azure and AWS, Veeam also has native
cloud backup capabilities which leverage the underlying
cloud architecture, allowing servers and data to be backed up
without the use of agents. And Veeam’s Universal license allows
customers to protect nearly any workload, anywhere with a single
portable license.
With more school districts/divisions moving to solutions such as
Microsoft Office 365, Teams and OneDrive, and especially with
the current remote learning landscape, there is a greater need
than ever to protect the data in these systems. Office 365 is an
excellent, enterprise class solution. However, Microsoft’s Shared
Responsibility Model requires customers to manage and protect
their own data, something that is often a misconception.
Veeam Backup for Office 365 works to bridge the data retention
and continuity gaps by providing full coverage for Office 365
(including Teams), OneDrive and SharePoint Online.
IBM K-12 is a Veeam Gold Level Partner. However, our focus
goes well beyond just selling licenses. IBM K-12’s expertise is
designing the right solution for your environment to provide
flexibility, agility and resiliency in the event of a data loss,
malware or ransomware. We design our implementations with a
‘security first’ mentality, creating air-gaps and multiple copies of
data to provide protection, along with encryption and ensuring
security at every layer of the backup environment.

For more information, email
Brad Klinck
IBM K-12 Education Professional Services
and Consulting Manager
bklinck@ca.ibm.com
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Big Benefits
for IT with
SchoolConnect
In our last newsletter we
highlighted the new cloud
syncing functionality in
SchoolConnect, which allows
you to seamlessly move
student and staff data to the
cloud. SchoolConnect supports
home drives in the cloud, with
Cloud Drive mapping a user’s
home drive to either O365 or
Google Drive.
However, there are still longstanding issues that IT is having
plus new ones due to the cloud.
The standardization of Active
Directory still plagues many
districts. SchoolConnect supports
standardization, consistency and security.
Naming conventions, OUs, GPOs and permissions are kept
consistent throughout AD. This helps reduce confusion
due to differences in how individual IT staff make changes
or decide on naming.
There is complete freedom to create custom user types,
for users which may not directly map to the previously
bundled user types. Configuration choices include
whether a user has a home drive, if there is to be a shared
collaboration space (share) and their GPO settings.
A newer issue is that while all user data resides in
the Student Information System, it is challenging to
consistently enroll users in O365 or Google Apps. Using
SchoolConnect and its ID automation service, this
information is automatically and continuously updated.
Microsoft Teams has proven to be challenging to
provision, but SchoolConnect allows for complete O365
enablement since it stores all the data regarding classes,
users and memberships.
Password reset is so easy with the SchoolConnect
Password Reset Portal. If you forget your password,
SchoolConnect will email a PIN to a registered email or
text a cell phone number. This information can be
pre-populated from your HR or SIS system.
And, the portal’s security has been made more flexible.
A user can now be disabled on a temporary basis from
using the password portal, while keeping the user’s
account enabled so IT can perform an investigation.
This is beneficial when a mischievous user would lock
another user’s account by exceeding the reset limits.
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Why Clients are Excited about SchoolConnect Cloud
SchoolConnect will bring standardization to Azure
and O365 (Teams), just as it does to your on-premise
environment today. Easing the Teams provisioning
challenge, SchoolConnect groups will be created in a
standard format, making it clear which groups belong to
each school, and what type of group it is. Names are prefixed as with SchoolConnect on-prem, with the overall
structure being a familiar, easy-to-use format.
Additionally, SchoolConnect can manage O365’s groupbased licensing. These groups can be dynamically
populated based on licensing requirements, adding or
removing users as needed.
Districts are able to leverage a pre-defined set of Intune
policies and will see an increased depth and ease of
integration with Intune and Autopilot.
Cloud printing is in development now.
Underscoring all of these features is the technical
support available from IBM’s K-12 team. As customers
attest, the quick and friendly support provided resolves
issues in a very effective manner.
For more information, email:
Greg Schneider
IBM K-12 Eductaion SchoolConnect Program Manager
gschneider@ca.ibm.com

IBM’s Free
New Digital
Learning
Resources for
Teachers and
Students on AI
The United Nations established International Youth
Day over twenty years ago, recognizing that young
people can be a positive force for our collective
development when provided with the knowledge and
opportunities they need to thrive.
Today, there are 1.2 billion young people aged 15 to 24
years, accounting for 16 percent of the global population.
And by 2030—the target date for the Sustainable
Development Goals (SDGs) that make up the U.N. 2030
Agenda—the number of youth is projected to have grown by
7 percent, to nearly 1.3 billion.
Findings from a new study by IBM and Morning Consult
reveal this demographic knows technology will alter
their future. Young people recognize skills like AI and
data science will change their careers, and yet they feel
unprepared to work with them. A majority (68%) of the
14-18-year-olds surveyed in the study believe that AI will
have a very or somewhat big impact on their life and career,
but nearly half (34%) said they do not feel properly equipped
to use it.
The survey also asked teenagers to rank their knowledge
about emerging technologies, their willingness to learn
more about them and their interest in technology careers.
A majority (56%) of students said they were interested in
pursuing a career in technology. And while a majority (60%)
were interested in emerging technology areas, such as
cloud and cybersecurity, AI is the emerging tech that most
students are interested in learning more about. Almost six
in ten (59%) students said they were either somewhat or
very interested in learning more about AI.
As a company committed to developing the next generation
of diverse talent, we are listening – and taking action.
Complementing a number of education efforts IBM is
spearheading to build students’ academic, technical and
professional skills, we are announcing free, new online
resources for teachers and students with a focus on AI:
• Open P-TECH, a free digital education platform focused
on emerging technologies and workplace learning, has
launched an online course where users can earn a

digital badge in AI Education. Created by ISTE, a nonprofit
committed to solving tough problems in education, and
IBM especially for high school students, users can learn
the foundational concepts behind AI systems, consider
the ethical implications of AI, explore applications of AI
tools, and more. Learn more and sign up here:
https://ibm.co/3hk8CxQ
• IBM AI Education is an immersive, online professional
learning suite created in partnership with MindSpark
Learning providing free live and on-demand institutes
and webinars crafted by and for educators. The nine
institutes guide K-12 educators through AI’s foundational
concepts and K-12 classroom connections, with topics
including introduction to AI, natural language processing,
ethics, robotics, and more. They will also have the chance
to earn an IBM AI Foundations for Educators digital badge
and become equipped to share the foundational
knowledge of artificial intelligence with their colleagues
and students in their classrooms. Learn more and sign
up here: https://bit.ly/2QbSCSz
• Teacher Advisor with Watson is a free online tool
designed to help K-8 teachers more efficiently meet
the individual learning needs of their students.
A new partnership with NWEA, a research-based
not-for-profit organization that creates academic
assessments for students in grades pre-K-12, is linking
their MAP Growth to Teacher Advisor. It uses Watson
Discovery to enable teachers to receive targeted content
recommendations based upon a student’s assessment
score. Teachers can try it out here: https://bit.ly/32dwZa7
We know that as a company bringing advanced
technologies into the marketplace, we have a deep
responsibility to ensure that learners have the skills
required to participate in the digital economy, with
deliberate actions to be more inclusive, not less.
We’re excited to bring these new tools, in collaboration with
our expert partners, to young people around the world.
As UN Secretary General António Guterres said, “Young
people are on the vanguard of progress, as entrepreneurs, activists
and community leaders. They inspire change.” Today is a
reminder to all of to come together to give our young people
the skills to do so.
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B.C. STUDENTS PREPARING FOR
CAREERS IN CYBERSECURITY
It is estimated that more than 11.7 billion records
and over 11 terabytes of data were leaked or stolen
through cyber-attacks over the last three years and
in the past year, 27% of cybersecurity incidents were
in educational institutions. Cyber threats are more
sophisticated, and cyber criminals’ operations are
well-funded enterprises.
It is also estimated that there are between 1.5 to 2 million
unfilled jobs in cybersecurity worldwide, a number that
analysts predict may climb to 3.5 million by 2021. There are
estimated to be over 28,000 unfilled Canadian jobs by 2021.
Central Okanagan Public Schools, and Richmond, and
Burnaby School Districts realized they needed to adapt
to this new reality and prepare students for a future
of “new collar” jobs. As stated by Jon Rever, Assistant
Superintendent at Central Okanagan, “How can we as
educators support society in helping to address the widening
gap in availability of a required skill-set and certification in the
job market?”
These three districts became involved in a unique and
innovative cybersecurity program for students in grades 10,
11 and 12. The program is a collaborative effort between
the school districts, Palo Alto Networks, and IBM Canada
K-12 with guidance from the B.C. Ministry of Education.
Central Okanagan PS had already realized the
importance of cybersecurity, privacy and freedom of
information issues – they have a senior governance team
which supports their work in this area and a program
to support staff in developing their understanding of
cybersecurity; however knowing the shortage of skilled
staff in the area of cybersecurity, Central Okanagan was
also looking to develop skills for students which would
align with their career prospects.
Palo Alto Networks has a university academy open to
post-secondary students who are taken through a variety
of cybersecurity lessons which enables them to obtain
certification in Palo Alto cybersecurity. This concept led
to the spark of an idea – to have such a program available
for high school students.
An agreement was signed between Palo Alto Networks,
IBM K-12 and the three pilot districts to bring this idea to
life. Staff in these districts developed the curriculum for
secondary students, trained additional staff on program
delivery, and setup virtual training labs with support
from Palo Alto Networks. The program, called the IBM
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Palo Alto Cybersecurity Academy, was then piloted in
the high schools.
There are three entry-level academy courses which
focus on job readiness skills: Cybersecurity Foundations,
Networking Fundamentals and Network Security
Essentials. Students will leave the Academy with an
increase in work-related skills and the awareness of
opportunities for careers in cybersecurity. The districts
have also aligned the Cybersecurity Academy curriculum
with the Provincial curriculum.
At the end of the course, students can write the industry
recognized Palo Alto Networks Certified Cybersecurity
Associate (PCCSA) exam to receive certification, thus
opening career and educational opportunities in the future.
The program has been offered in a variety of ways in the
pilot districts. In Central Okanagan, the program they
implemented connected with a computer networking
course which was already in place with a highly skilled
teacher. In their initial pilot year, 24 students completed
the course; ten of these students wrote the PCCSA
exam, and six passed. This school year, they have 60
students in two classes. The teacher connects the course
tightly with student career development and takes the
students to high tech firms in BC to further illustrate the
importance of attaining these specialized skills.
Richmond SD is in their third year. The Cybersecurity
Academy is offered at three schools as a face-to-face
course taken in the normal timetable and also through
their distributed learning school as a blended model.
Burnaby SD has created a district industry certification
program. Garth Errico, Director of Instruction says,
“In conjunction with the BAA course in cybersecurity, students
get computer science courses and certification. We also provide
students with a work experience component.”
In less than two years, the program is now ready to move
from the three pilot school districts to an additional
seven school districts: Surrey, Delta, Abbotsford, Gold
Trail, Coast Mountain, Saanich and Coquitlam.
“We see this as a place to connect with students who are not
necessarily engaged in the school system and may not be
pursuing the more traditional post-secondary options,” says
Todd Diakow, Program Coordinator in Abbotsford SD.
The Abbotsford School District model will integrate the
Cybersecurity Academy into a two-year careers program.
Starting in February 2021, students will be able to take a

four-course cybersecurity program over two years which
incorporates the Cybersecurity Academy components.
They have partnered with the University of Fraser Valley
so that students can earn a dual credit course from the
program, which can be applied to a post-secondary
certificate or a bachelor’s degree in the future.
Rob Laing, Executive Director of Learning and Business
Technologies at Richmond SD is working to promote the
idea that any teacher with a passion or interest could
deliver this course once they complete the teacher
training. When considering what brings students to this
course, he states, “It is a genuine interest for some students,
especially those who have a draw to the IT field. They benefit by
getting to work towards certification whilst in high school – it

is a natural draw.” Richmond SD has had several students
write the PCCSA exam.
One school from Central Okanagan, placed 48th out of
1600 teams globally in the Cyber Titan Competition!
According to Jon Rever, “The Cybersecurity Academy has
always seemed like a team effort and has included working
in a supportive environment with other school districts, Palo
Alto Networks and IBM K-12.” His hope is that this team
effort will enable the spread of this program across the
province and allow the benefits of this program – both
for understanding cybersecurity issues and for potential
career benefits – to reach as many students as possible
in British Columbia.
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