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UNLOCKING OPPORTUNITIES
For organisations seeking help and guidance on their cloud journey, IBM Cloud and
VMware can safely migrate critical workloads, ensuring security, resilience and compliance

D

riven by the response to the Covid-19
pandemic, there has been a rapid
acceleration of digital transformation
within organisations across all industries. The cloud is underpinning these enormous
changes, helping organisations to achieve their
transformation goals and delivering an advantage in an increasingly disruptive landscape.

embrace the possibilities that cloud can offer –
from cloud-native applications, for example.

The move to cloud: driving
competitive advantage
Migration to the cloud is more than relocating
workloads – it’s an opportunity for organisations to modernise their applications and unlock
new opportunities.

“Cloud is the way for organisations to better
serve their customers, to face this competitive
landscape, and to improve the end-user experience within their company. It’s about helping
customers to have better business outcomes
and stay in the game,” says Hervé Renault,
vice-president for cloud EMEA at VMware.

“Cloud is the way for organisations
to better serve their customers...
helping [them] to stay in the game”
Hervé Renault, VMware

But with existing VMware applications and workloads already a perfect fit on-premise, why consider a move to the cloud? The answer is that
businesses today require speed and resiliency to
capture profitable growth and customer loyalty.
Moreover, they want to become more agile and
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“It’s not only about migrating or cost savings; it’s
about modernising and being more agile, and
staying in the race,” says Renault.
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However, the reality is that organisations won’t
make the leap to cloud overnight. Business-critical applications and processes can be interconnected, cross-business and cross-functional.
It’s these applications that cannot migrate by the
click of a mouse. It can therefore be a challenge
to know where to start.

Together, the two companies can safely migrate
any type of critical workloads, ensuring security,
resilience and compliance.

Modernising applications
in the cloud
There are three compelling, interconnected reasons why organisations modernise their workloads, particularly VMware workloads.

It is important first of all to remember that the
cloud isn’t a destination, it’s a journey.
For example, most organisations will have
invested in datacentres and other assets that
they want to continue to leverage. As such, they
will be asking, “Which applications do I keep in
my datacentre? What do I retire? Which do I lift
and shift? Which do I modernise and replace?”

There is, of course, the need for digital transformation, to increase the speed of innovation
and time to market. Organisations are also
embracing a DevOps culture of automation and
transformation of operations. The final piece is

These are questions that VMware and IBM Cloud
can help to answer, by helping customers plan a
journey to cloud that best suits their needs and
guaranteeing a seamless experience wherever
their mission-critical workloads are located.

It is important to remember that the
cloud isn’t a destination, it’s a journey

Keeping the VMware technology stack as part
of a cloud strategy can decrease risks and
maximise existing investments during a digital
transformation. Indeed, together IBM Cloud and
VMware already provide value to more than
2,000 shared customers on their cloud journey.

developer productivity – from a vendor perspective, if you can’t deliver the best experience for
developers, you won’t be successful.
“We see developers as key influencers because
as you need to modernise your applications as

USE CASE: TECHNOLOGY REFRESH
The refresh or modernisation of IT platforms is often the first step in the digital transformation journey. Public
cloud accelerates access to emerging new technologies such as artificial intelligence (AI), big data and analytics, and cloud-native application development platforms – all of which are increasingly seen as key components of the modernisation process.
Enterprises typically have a vision of modernising their software to increase agility and scalability. This is
usually through use of open cloud-native frameworks such as microservices, containerisation, and Kubernetes. Enterprises are increasingly looking for services from cloud providers to address these needs.
IBM Cloud and VMware together deliver a non-disruptive path to public cloud. Integrated into the broader
IBM Cloud, VMware offers customers a known environment for their business applications while enabling
access to new cloud technologies and innovations including IBM Watson for AI and platforms for new
cloud-native apps.
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part of a digital transformation, developers are
key. It’s very challenging to attract and retain
top developer talent. You always need to look at
giving them the best tooling for enhanced developer productivity,” says Barry Brown, director of
IBM Cloud technical sales, EMEA.

dependencies of the application service, to help
select the best cloud migration strategy.
Following that process, what path should you
take? For organisations modernising their applications, there are several different approaches
– and they’re not mutually exclusive. You
can mix and match the different approaches
depending on your requirements.

However, modernisation of applications can be
a challenge, particularly for clients which have
legacy on-premise workloads, and the accompanying gravitational pull towards areas such as
data, security and compliance.

A MODEL ENVIRONMENT

“Clients will need to co-exist between the
legacy and cloud-native – there will always be
a hybrid combination,” says Brown. “But over
time, as they move workloads from legacy to
cloud-native, there will be more exposure to
cloud-native, and microservices will be fully
exposed to new and legacy applications.”

“Before you do the migration, before you do the lift and
shift, or before you embark on any rearchitecting or reformatting, sit down and do a cloud assessment,” says Garima
Thockchom, founder and CEO of Akasia, Inc. “You will be
surprised at the insights you get, and you will be surprised
at the cost-saving opportunities that you haven’t thought of.”

There has also been a movement towards using
the open source platform Kubernetes for managing containerised workloads and services.
However, this too can present some challenges.

Akasia provides advanced modelling software that enables
organisations to determine cloud costs before they migrate
their on-premise infrastructure there. Akasia’s proprietary
modelling technology automatically inventories on-premise
VMware infrastructure and creates a plan to right-size virtual machines (VMs) and VMware hosts in the cloud. Users
can group VMs by application, datacentres, clusters and
subnets, and run scenarios that instantly identify and determine cloud configurations that will save the most money.

“It’s complex, there’s a cost to it, you’re acquiring new tools, new skills. But equally important,
security and compliance are still the top challenges for clients deploying containers. That
is especially acute in regulated workloads,”
says Brown.

Clients can make accelerated data-driven decisions as
to the most cost-effective cloud to migrate to, and how to
configure their infrastructure on those clouds to maximise
cost savings. Companies have saved between 30% and
60% by using Akasia’s cloud cost-modelling technology to
identify hidden costs that are not easily discovered using
other cloud migration planning methods.

Migration to cloud: where to
start and how to get from A to B
It is important, first, to understand the use
cases and the opportunities for your applications, as well as the business outcomes you
want to achieve. The planning and development
phase is crucial – thinking about the security
and data requirements, the process definitions,
and the business and technical metrics upon
which you’re going to judge success. And of
course, identifying the right people and leadership teams to lead the migration.

Thockchom notes that from a cost and performance
perspective, it makes sense to migrate to VMware in the
cloud: “We have observed that VMware admins are very
reluctant to get off VMware, and that’s a testament to the
incredible technology. But now, with VMware solutions in
the cloud, you have a very stable and full-featured VMware
offering in the cloud. So you can get the most out of the
VMware that you’re already familiar with, and you can get
the most of the cloud environment itself.”

As part of this, it is important to undertake
a service mapping and understand the
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Organisations often start with rehosting applications – otherwise known as “lift and shift”.
A compelling reason for this approach is the
need to reduce operational costs – whether it’s
a hardware refresh or a datacentre closure or
a large capital expenditure, it makes sense to
rehost those applications in the cloud.

be cost- and time-intensive. Therefore, for
repackaging, and particularly refactoring, this
should be for the organisation’s most critical
and strategic applications.

“Kubernetes can be complex to
implement [and] legacy applications
[need] to co-exist with cloud-native
applications. Those challenges
together [are] a compelling reason for
OpenShift for VMware and IBM Cloud”

In parallel to that, some applications will move to
containers. But not all applications are cloudnative-ready and can do that, so there might be
a combination of rehosting and replatforming.
As organisations move towards cloud agility,
they might look at repackaging where they move
your applications from monolith to cloud-native.
Then there is refactoring, where you write your
applications and put them into microservices.
This is moving away from operational cost
motives and more into investing in cloud agility.

Barry Brown, IBM Cloud

“What’s really compelling is the key use cases
and why we often recommend running OpenShift for VMware and IBM Cloud,” says Brown.
“Kubernetes can be complex to implement,
particularly in terms of skills. Also, you need

This is a more strategic path, but it adds
another layer of complexity – there could be
risks related to downtime and it can potentially
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your legacy applications to co-exist with your
cloud-native applications. And when you take
both of those challenges together, you see a
really strong compelling reason for OpenShift
for VMware and IBM Cloud.”

pay-as-you-go format. This means you can
deploy cloud-native in terms of Kubernetes,
and take advantage of data lakes, object

By running OpenShift for VMware
on IBM Cloud, organisations
have access to the full IBM Cloud
catalogue in a pay-as-you-go format

For example, your organisation can have its heritage applications on-premise, in a hybrid cloud
model connected to the IBM Cloud via VMware
HCX. You can run your VMware software-defined datacentre (SDDC) on IBM Cloud exactly
as you would run it on-premise, with your
VMware virtual machines (VMs) sitting on top,
enabling you to run your heritage applications.
You can also deploy OpenShift containers on
top of this VMware environment. This enables
legacy and cloud-native applications to co-exist,
and to run VMware containers, both in cloud
and on-premise, on a consistent architecture.

storage, all the databases and past services,
and get access to the full Watson and artificial
intelligence (AI) and machine learning
(ML) catalogue.

Considerations for regulated
companies in the cloud

“That allows you to reduce complexity in
adopting containers. It also means you can take
advantage of the skills you have in terms of
VMware operations,” says Brown.

Financial institutions and other regulated
industries undergoing digital transformation
and a move to hybrid cloud adoption face the
challenge of protecting an ever-increasing attack
surface, as well as maintaining compliance with
industry and regulatory requirements.

Another advantage is that by running OpenShift
for VMware on IBM Cloud, organisations have
access to the full IBM Cloud catalogue in a

USE CASE: MIGRATION TO SAP HANA
Many organisations have invested in running traditional SAP workloads on premise and may be
concerned that a transition to S/4HANA will be take too long and existing investments will go to
waste. They also face challenges in complexity and integration, especially as they work to utilise
new technologies.
However, many organisations are successfully transitioning enterprise applications like
SAP S/4HANA to the cloud without changing existing customisations or investments in
the SAP platform.
Moreover, when businesses transition applications like SAP S/4HANA to the cloud they take
advantage of new technologies at twice or more the rate of their competitors. They see vital
benefits in reliability, innovation, lower costs and improved return on investment.
Moving your SAP applications to IBM Cloud can improve your company’s agility and speed up
time-to-market, increase competitiveness, and allow you to better serve your lines of business.
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There are, therefore, considerations that all customers looking to move a sensitive or regulated
workload to the cloud will have.

data locality controls,” says Mike Fink, global
technical account director at VMware.
“Geofencing or locking data and workloads
into specific locations or datacentres is an
intrinsic feature of IBM Cloud for VMware
Regulated Workloads, making it simple to
ensure that data stays at a location where it’s
needed, and doesn’t move into locations that
should not have access,” he says. “This feature
of IBM Cloud achieves a lot of regulatory
requirements with a simple check of a box.
Geofencing can be enforced in multiple
scope and allows customers to decide where
they want data to reside on an applicationby-application basis.”

One of the big benefits of cloud computing is
time to market – this is especially true when
dealing with regulated workloads. Organisations
could undertake the process themselves, but
the cost may be prohibitive and the time it takes
to design, build, test, certify and implement a
cloud environment for regulated workloads is
often measured in years. With IBM Cloud for
VMware Regulated Workloads, this time is cut
down dramatically as the policy framework is
designed to demonstrate regulatory compliance
on an ongoing basis.
Elsewhere, compliance is often seen as a cost
of business, when in fact it should be viewed
more as cost avoidance. Non-compliance costs
three times the cost of maintaining or meeting
compliance requirements. Even in a best-case
data breach the damage to reputation, fines and
the cost to recover can easily extend to the tens
or hundreds of millions of dollars.

PRIMARYIO: DELIVERING DATA
AND WORKLOAD MOBILITY
Using legacy migration tools can be cumbersome,
complicated and time-consuming.

IBM’s VMware regulated solution puts controls
in place that make these events much less likely
to occur and help greatly minimise the attack
surface of the customer’s infrastructure.

PrimaryIO, has developed its Hybrid Cloud Data Management (HDM) platform, which decouples compute from
storage, analyses workloads on-premise, identifies the hot
dataset (7-10% of the total data), and then flexes the virtual
machine (VM) and the hot dataset seamlessly to the target
cloud within minutes. The application is live instantly in the
cloud and the technology is applicable to use cases such as
“agile migration”, rightsizing storage versus compute capacity, cloud bursting between on-premise and the public cloud
for regulated and financial services, as well as the modernisation of VMware workloads in to containers or Kubernetes.

Finally, compliance still presents a sizeable cost
of many enterprises. The process of preparing
for and conducting an audit can take months and
dozens of people. Maintaining compliance after
the audit makes it a constant ongoing expense.
IBM Cloud for VMware Regulated Workloads dramatically reduces the effort for companies to prepare for an audit, providing near real-time detection and remediation of any drift in your security
and compliance posture. Instead of auditing a few
times a year, your environment is enrolled in a
continuous systematic review of the relevant controls for your particular security framework and
drift is immediately surfaced and remediated.

“This powerful technology also offers you the ability to test
the cloud before you’re fully committed. Primary HDM technology captures the hot data,” says Lorenzo Salhi, founder
and CCO at PrimaryIO. “Move the cache into the target
cloud. It has the VM and application live in minutes, and
allows customers to test the cloud before fully committed.”
PrimaryIO has an agreement with IBM Cloud, and as such,
HDM licences and white-glove services are offered at no
cost to IBM Cloud customers.

“Many of our joint customers are feeling the
weight of regulations like GDPR that require
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One customer within a regulated industry is
Bank of America, for which IBM Cloud and
VMware have created a reference architecture
based on an SDDC to meet the bank’s requirements for network isolation, identity and access
management (IAM), encryption and security,
with more than 200 controls that demonstrate
cloud compliance.

on-premise applications. This again delivers a
consistent architecture, while reducing complexity, and maintaining compliance standards.

Best practices for cloud
migration and modernisation

“We will keep working together to enable
them to progress in their journey to the cloud,”
says Renault.

Stephen Elliot, program vice-president for management software and DevOps at IDC, says
analysts have identified five recommendations
to ensure that organisations obtain maximum
value from the migration to cloud:

Additionally, for those organisations in regulated industries, running VMware on IBM
Cloud ensures containerised applications meet
the same compliance standards as legacy

1. Define a direct correlation between the transition from the current state to the end state, as
well as the resulting benefits to the organisation. Identify current business process issues,

USE CASE: DISASTER RECOVERY
AND HIGH AVAILABILITY
The flexibility and agility of cloud makes it an optimal solution to maintain business continuity.
The cloud can mitigate risks of downtime ensuring continuous business operations. Most IT
decision-makers are looking at the cloud as a solution to improve uptime, performance and
availability of applications, data and workloads.
With IBM Cloud, customers can get unlimited, no-cost data replication within more than 60 global
IBM Cloud datacentres for site-to-site recovery. Hypervisor and bare metal access allow enterprises to maintain existing disaster recovery tooling and functionality, while gaining the agility and
scalability of the cloud. Customers can also leverage flexible deployment and storage options to
implement a multi-tiered disaster recovery and backup strategy.
IBM has thousands of VMware technical experts with years of experience in helping clients adopt
and deploy a hybrid cloud strategy, including a fully managed or shared approach for VMware on
IBM Cloud. Industry leaders Veeam and Zerto are part of the portfolio of services by IBM Business
Resiliency Services to expand data protection and recovery options.
With IBM Cloud for VMware Mission Critical Workloads, enterprises can meet today’s demands
for business continuity, including high availability, fast recovery times, automated failover and zero
data loss when recovering from downtime events. The solution uses pervasive automation to simplify moving applications to the cloud, including lift-and-shift migrations.
IBM Cloud is also ahead of the curve in supporting vSAN Stretched Clusters, where customer data
is managed and replicated across multiple IBM Cloud datacentres within regions, ensuring zero
data loss in the event of a full site failure.
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4. D
 evelop a business-led analysis of IT assets
to ensure only applications that contribute to
critical business capabilities are selected for
modernisation. Structure the business case
to segment the work into smaller chunks of
application migration across multiple years.

the best-fit technology architecture, the role of
automation, and the delivery impact from the
proposed new model on business or technology outcomes.
2. C
 learly identify and define the modernisation project. Present the executive team with
a prioritised and multi-phased programme
designed to reduce business risks and
increase success. Define the applications,
compute, databases, staff, resources and
processes to complete the modernisation.

5. Implement a continuous modernisation
programme to ensure all modernised applications are kept current for technology and
business purposes, and continually improve
through training and learnings.

3. A
 rticulate a clear problem statement
with the cost-benefit analysis in business
value terms (revenues, profits, time to
market, NPS, customer experience, quality,
speed and churn.) The business case
should clearly define the impact on the
business and use relevant business metrics
to monitor and measure success during
execution. Often, comparing the plan to a
“do nothing” option highlights the challenges
of doing nothing.
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MORE INFORMATION ABOUT
IBM CLOUD AND VMWARE
•A
 ccess IBM Cloud for VMware Summit on-demand sessions.
• Find out the benefits of IBM Cloud for VMware solutions.
• Get the latest VMware offers.
• Contact an IBM expert to arrange a free consultation.
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