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e Detect/Analyze
od 07/05/2018
d 07/05/2018
te 07/05/2018

"W Donial of Service |
[Moiwaro |

People

Created By & IRP Admin

Owner i L1 Team

Members There are no members.

Related Incidents

#6064 ArcSight Case: #001868

#6063 Qradar Alert: #001868

#6054 Splunk ID: #001868

#6034 Technology XYZ Malicious Alert: ...
#6033 Loghrithm Alert: #001868

#6031 MSSB Alert: #001868

#6010 QRadar Offence: #0084244

#5990 Trusteer Security event: e0e2807...
#5985 EDR Alert: #001868

#5982 ArcSight Case: #001868

#5856 QRadar Offence: #0084222

#5694 QRadar Offence: #042312312
#6046 Malware Detected

#5307 LogRhythm ID: #001113

Attachments

There are no attachments.
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Trojan on 10.10.1.2
Tasks Membe
Tasks
9% Complete Filter: All = Selected ~ Add Task
=
Task Name Owner Due Date Flags Actions
Initial
{o_] ¥ * ipiial Triage © 07/05/2018 P 0D
Engage
;j’, * iavoslgate-ovidencoioport-of O 07/05/2018 ®0 20
{ Fraud
1’0_] Y dntessew-Keyndndnais ®1 %0
ﬂ Notify internal management
chain (preliminary)
o-] 7, " -Betermine-iHnapproprate ™0 0
R R T e
Detect/Analyze
,o_] * Disconnect or isolate malware- © 07/05/2018 »2
‘ infected systems
ﬂ * Review the output and status 0 07/05/2018 ®0 20
= of anti-virus software
© 07/05/2018 ®0 0

‘j * Analyze malware-infected
systems
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* Agile, chained b_l-dl'ectxonal
S Escaliior snrirant
e containment and
Drag and Drop JFox Munt AMdD- LOAP- ety assars | 00 « Out o(fol;:;:‘x%?:arg?ignsc)'
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+ Easytouse L 4 Security App Exchange
7 |n?€P""rie 9 e Escame VP B anwi L4
}"::;:;f,"?: [e) ]
ot tacep ‘ Cisco
O-& o - 25— splunk>
i - —g 7 U MeAfee
Block hash of
9 mma:”»h(h). e
N “n':‘":; ' >l Date rmcoveratse Ricover deth 4

9 9 Human Decision Logic
Oetermine the Decide whether
Dynamic Business Logic "m"; — m‘:ﬂ » Pay Ransomware?
+ Dictates different unrecovern rans.

* Ability to recover data

behaviors from backup?

= Automation of people,
process, technology
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