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F 2022 &1 435 FETT, FHIRASIE AN

7 2.3%0 B 2020 FE LR, #EHENTIYE
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$3062/O— =

$4.00

$3.50
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$2.50
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2022 $2.80 2023 $3.48 |  #11

2022 $3.57 ASEAN? #12
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— - \ 20228208 s
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g T . BRI A LK, 1Z4T Y
IR EER AN EE EHS

5EFHRMELE, k&S ARITIEAE
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| Ikt £, MBS EFEIS AU, B8
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2023 & 2022 &
N BT BTl
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2 &5 &5
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3, W %24
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LN BEE Rl

478 HETT 497 F&ETT
5 A Tk BEIR
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1] T—%

AT R 53 B RN BE Al s

Healthcare
Financial
Pharmaceuticals
Energy

Industrial
Technology
Professional services
Transportation
Communications
Consumer
Education
Research
Entertainment
Media
Hospitality

Retail

Public sector

I 510.93

. $5.90
$5.97

I, $4..82
$5.01

., $4.'7 8
$4.72

I, 54,773
$4.47

I, $4..66
$4.97

I ©4.477
$4.70

I, $4.18
$3.59

I 53.90
$3.62

I $3.80
$3.86

I $3.65
$3.86

I $3.63
$3.88

I $3.62
$3.83

I $3.58
$3.15

I ©3.36
$2.94

I $2.96
$3.28

I 52.60
$2.07

$0.00 $1.00 $2.00 $3.00 $4.00 $5.00 $6.00 $7.00

M 2023 2022

4: L BB ETARN
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$9.00 $10.00 $11.00
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S35 212 XF 75 Ko

1R7 & 25 S RYBTE]
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0
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100
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EFNIRE BT, 8N Bk _EH 9 EE
2R 2k FA P s R S AV R, X R AFENE M B2 1
BFFEERNANERK. ENEXNEER.SE
X—HEBATELR SR, WA _E R A SA LB
e, M 144 A&t EFHE 158 AETT, EE
14 FETT, YEIE 9.7%. K NF1 IR A6
B AR SERINRRNESD, HERIGEE
EEGEAFE S o) T EMEITIRE . GHVE
BUMESEMNERESEBESE,

PR EN E MR B ER 5 (A B A5
ot ER R FIEE]) 5 2022 EMEELHA
T T W E AL TFE 8.5%, M 2022
£/ 142 FE5T FEE 2023 £89 130 FE
Too W E R AR K EIE R AR EVERM BV
BRAIU NSk B PR B AS A REGFT B P Y
A A e EE RS E R D F S,

BREERE, BARZASER M 2022 F8Y
31 A& AR 2023 F89 37 HETT, EBK
19.4% it B2 fe e B 25 (N IE 0 7 20,000 =
TTo B AZN BLFE Sz 55 X BB AN 2048 £ 14 24X
HERIF m ENA EME =5 rI7ED,

iR M BRI A 73 A AN ER

$4.50
$4.00
$3.50
$3.00
$2.50
$2.00
$1.50
$1.00
$0.50

$0.00

B Lost business cost B Detection and escalation

$0.27 $0.31 $0.37

$0.16 $0.21 $0.24

$1.02 $1.07 $0.99

2018 2019 2020 2021 2022 2023

B Post-breach response Notification

6. L BB EITHE
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1. 5E58L, RBNBAHR

HIaE R BN SEST S,

2023 4, 38 5,000 & LI L3 TRYZAZRRYER
IEHBETIIMAR 2022 FEF T E.5—7
H, B3 T AEARET 5,000 2 AT AR
B2 IR A B E IR,

AT AT 500 ZBVALIRETR, TiEit =R
EHRFYEMM 292 FETIEME 331 A
XT3, IEME 13.4%, 5a T A9 500-1,000
RELM 271 BETTIEME 329 HXETT,

STEERVLEIE

IR 21.4%. EF R T A% 1,001-5,000
ZRIHR, BIEM BRI AN M 406 F3E
ToiENNZE 487 FH3E 7T, EIET 20%.

ERT A% 10,001-25,000 BHIZELRH,
S AL IR ERFIIR Ay 546 57T, tE
2022 FFHY 556 F53EIT IFET 1.8%0 53 T A%K
81T 25,000 RBVLHLA IR AS M 2022 &
H9 556 &7t FFEEI 2023 /Y 542 FETT,
& 14 53T, BEIEA 2.5%,

AT R R R 2R RS

$6.00

$5.00

$4.00

$3.31 $3.29

$3.00 2:95$2.92
$2.00
$1.00
$0.00

Fewer than 500
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2021 W 2022

T:-UBAETHEN

52619271 I

500-1,000
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M 2023

$4.87

$4.05 $4.06 |

1,001-5,000
employees

$5.69
$5.47 $5:56 ¢5 46

$4.33 |

5,001-10,000
employees

$5.42

10,001-25,000 More than 25,000

employees employees
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e e IR RHESH,

B IEREEA, TRPHIRTPMANRSER
(PIl) B A ERS.2023 &, BF Pl (40
RNt RERS) LIRS 183
X705, L Pl 12BN AS A 181 =T,
SEEE MENARENICRELEERERTR
P #3E, B 2023 &, AR S EIEZRBM AN
138 E7T.

52022 &£ 2021 FWER—F, EF Pl @
2023 FRFEESMBERICE IR 52% Ayt
BRI REMERNER, Pll.XEL 2022

— R

FIEMT 5 TMEDTR, SRR Pl GErEt
BRIIER 47%. F _&F N HBAEHIELRE
SRT P, §tt940%,2021 FEMEMN R
T Pll GFrEHEIZEEY 26%, B 2021 FLL
R, X—EEKIEIE K,

B 2022 FLUK, EEBNFNRFRUEK T =
NEP =, MER FE PI) ##ELL 2022 F£F
BT 7TMNEDE, M 33% TREE| 26%, Eth
A EIE, MR EENER R R, T EMHE
HEEEFEr S ELBIM 2022 F£HY 15% EFE
2023 F£HY 21%-,

B EE Ry ERHER

e 520
Customer PII I /|7 %)
44%

R £ 0%
Employee PII N 3 /%)
26%

N 34%
Intellectual property G 31
27%

I 2%
I  33%
28%

Anonymized customer data
(non-PII)

I 21%
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0% 10% 20% 30% 40% 50% 60%
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9a. A Z RN

ot BB IC R BRI 7 BRI N A B RIS RS
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10:MEgsyEa 5 RIEHR A i R E Mt
® W IR 7o
MEPESEIFRGSEED RIS T 16%
M 15% BYEHREIMNE, P43 3V & LRI R 57
MEERT, BN 2022 FERSFE& T IWAVE
ITo11% RGP R ARVAIIRIR T ERE T =
Fo B iR Cls, EARE W B FEp R, &
9%, 5 F, ZEEXREHE TEH CRA) KH
R KRAZH B E R R 2 iEt SRR HKIR,
FARI T FrE R EIE M EE A 5% L LR
TR BB ER R,

— L

REREENEPA R LR TR RERIR
ik (X5 6%) , (BEXRIEE L RIHKEN B B
=8, 79 490 FF5TT, b 8RR B RY
LIRS 445 AETTEE 9.6%. M4%EY
B D IHBEEST, FMER AR E 8=
J&E56 i, 13X 476 H3&TT. AR SIS
RN PR S BRI R & AR, 1979 396 5
57T, MR T WY, & EBMENT 5%

FADIG T IR 7T X 53 RO RRHE M 28 A FI 37 =R

$5.00
O
Malicious insider
$4.90
$4.70 o)
Accidental data loss or lost Business email
or st(z;}jrnll(éevice o compromise
O Social ~ $4.67
$4.40 engineering O
' Known unpatched $4.55 (mknown (zerq-day)
ulnerabilit vulnerability
; $ia17 ’ $4.45
O
$4.10 (o)
Physical security
o) compromise Clod
$4.10 ou
Sys;;eBmgzrror misconfiguration
$3.80 ' $4.00
$3.50
4% 6% 8% 10% 12%

10: L AR AT AR

O
Phishing
(o) $4.76

Stolen or compromised
credentials
$4.62

14% 16% 18%

20



02

dit
gk
>~
(A,
N
o
>

11 FAE IR G a2 AR EERNERA 5
5| & BYERHE Mt BR AR AT SR B SO #ERT

S F, I3 A&Es E T IER 5 5t B T F 2 AT
IR MRS FIFEERE 11 A (328 X),
iR ABREERERA 515 | & By ERHE T R W%
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PE MBI B FE R, SRR RS

FEEEZ T, IRAIFLE S 2 R B S AT Y Y
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Stolen or compromised credentials 328
Malicious insider | R - sos
Social engineering 218 | 80 | 298
Phishing 217 293
Accidental data loss or lost or stolen device 205 283
Unknown (zero-day) vulnerability 195 272
Physical security compromise 198 69 | 267
Business email compromise 194 266
Cloud misconfiguration 190 | 68 258
Known unpatched vulnerability 253
System error 236

0 50 100 150 200 250 300 350

B MTTI W MTTC

11: AR A BAIL
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12 2R EREE R RFRISE =S HE,
40% BRI 2R 2 AR & B R ARV 38 = 55t
28 A GIRAIAY, T 33% BYEUIE T & AT
A TRIRFIR LM 2 — (27%) BY
BEt BB LA TP ER TG FRERN.

— R

13: AN EENEUEME (FIN$HZFRIX
) FMER NI KX EST %,

AW EERENREER I A/ 523
FETT, thBERNEZ 2 FPAS T RIRFIRYER
EMETIIMAS 430 AETEH 19.5% (BN
93 537T) o b5, A EE IR EREIE T EE
SR AV LY 2023 ERFIGEIEM R R S
445 FETTEE 16.1% (B 78 AE7T) . HA4H
M BH SN Z 2R TEFMRGI IR E
NIREERESZ, LtRAREERENSEHLT
iT 100 FETTo

SNMER A ER R R ?

40%

By a benign third party

By the organization’s

(o)
security teams and tools 33%

27%

By disclosure from the attacker

0% 5% 10% 15% 20% 25% 30% 35% 40% 45%

12: S R 1F R AR

Rt 2R Y R AN BUR TRzt B RO IR A A T

By a benign third party $4.68

By the organization’s

security teams and tools $4.30

$5.23

By disclosure from the attacker

$0.00 $1.00 $2.00 $3.00 $4.00 $5.00 $6.00

13: IB A ETT AR
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By the organization’s security teams and tools

B MTTI I MTTC
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15 $E 1 28 4 o A HAMAG,
#3E H 2E i S B4R

A HA D F 200 REVEUR M BEIS B Y 1Y
279 393 A 3ETT, mAe s A HAREE 200 X
BRI S Y IR A 9 495 FE T,
WME ZEEEE 23% NES, BXBENE
AR T 102 AETHZS,

[ElEET L5, E T EanEHIZA 200 XAVEHE
M ERIS BRI TR A B IAB PR R 1K, (BAAX1R
Eo

YA dn AR DT 200 REVEUEME, H
2023 FEFTER YIRS 393 5 ETT, tb E—
FRFIIRZA 374 AETIEKT 5.1% W F
4 an A HAEE T 200 REVEIEMER, H 2023 &
Fris R AYR S /g 495 A ETT, tb E—F R
RS 486 FHETTIZK T 1.9%,2023 &
IREMFEIMATLN 102 FETT,

52022 ENRAETHEE 112 HEHELL,
TFET 8.9%,

BT 2t 82 4 en A HRBY Ak A

$6.00

$5.00

$3.93

$4.00

$3.00

$2.00

$1.00

$0.00

Lifecycle
<200 days

15: AB A ETHRN

$4.95

Lifecycle
>200 days
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ﬁizISEIJE'\/ur]o
ZERERTR 7T AEXENARIMERZAVAER
E’J*&TE/E 2 IR A5 445 B ETHIEE M

B IR Z & o VAR IRA FE 1R T 52K
Bt B R AN T 3K FEREXMNER, MK
ZAIBMNE RN S & T F 7K F By Rt 22 By
NE Xo

RABVH=Z1THREFREE (5SxAZER
1EEEE7-|K7|‘E§EE|’JI%'§) 252X A DevSecOps
& BT IR $RRIFDMA . 5150, SR

dit
gk
>~
Ay
N
ol
>

Fi DevSecOps FARVHLR & S IR EEFR
&R IR AN 0 420 53 TT, tb 2023 £
H M R A s (445 A 3ETT) 1§ 24.9
J3ETTo

RANMSIENREZRTERAANER M. T
R RERMASHMIBER. 0, RE2R2AE

ZRRILA LR & SR R FME R B I B ALY
79 469 A 3ETT, tb 2023 FERY I EIEH B R
Zs (445 H37t) &= 24.1 BT

e S P E PR Cap kA %NS EAl

DevSecOps approach

Employee training

IR plan and testing

AI, machine learning—driven insights
IR team

Encryption

Security information and event management (SIEM)
SOAR tools

Proactive threat hunting

Threat intelligence

Insurance protection

Offensive security testing

Identity and access management (IAM)
EDR tools

Data security and protection software
Board-level oversight

ASM tools

CISO appointed

MSSP

Remote workforce

Supply chain breach

IoT or OT environment impacted
Third-party involvement

Migration to the cloud
Noncompliance with regulations
Security skills shortage

Security system complexity

16: LASETT A B

-$249,278 I

-$232,867 I
-$232,008 N
-$225,627
-$221,794 I
-$221,593 I
-$202,347 I
-$202,232 I
-$201,1171 I
-$196,936 I
-$196,452 I
-$187,703 I
-$180,358 I
-$174,267
-$170,412
-$167,818 I
-$162,278 NN
-$130,086 IEEEEE—_——

-$73,082

$173,074
$192,485
$195,428
$216,441
$218,362
$218,915
$238,637
$240,889

-$300,000 -$200,000 -$100,000 Avg.cost $100,000 $200,000 $300,000
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BRIEMAIEMREZNAL#ITT LR, BF
LeIER T, Al gE R KA KB HEIREZERSES,
XL AR F AL airY 24T (B 16) , TE5TH
o, @B XEREZNAREFEMSEH
A1 N 5 R AS S EHITEL R . B e BERE
HRIEE SR Z87EE 158 HE 7T (BN 34.6%)
N EER . ZE2RAEFGIEESEKZIEE
£ 144 A=t (B0 31.6%) W AER . AS
MIEESRZBEFEESE 104 A3ETT

(BN 23%) M A ZE S

<

TN EEM B RIVA LTI A< /y 536
A ETT, bR E RN IgkAEH 91 A%
7C, 1870 18.6%. R R A E X S HIZHA
3R 4s 79 528 53 TT, b Rt B RY
YIS 83 53ETT, 180 17.1%. A&
EERSMNAELAMNFEYMZAN S 505 FETT,
EeER M TR IR 4SS 56 5 3ETT, 10
12.6%:

UM BRI =T HAIENMAREEREAL VS =
PRSI R FIEERIREVEAR

U0 $5.36
$5.00
$4.00 $3.78
$3.00
$2.00
$1.00
$0.00

Security skills shortage

High level M Low level or none

Bl 17:LIB B ETAELU

$5.28

$3.84

Security system
complexity

$5.05

$4.01

Noncompliance
with regulations
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tEFREEREEMAFFRIERERZRAELRE
HERIHRABRERZNALHITT LI,
ERLERT, IRk E ST E&MEEE
ZHISE, DevSecOps HERAEESEKA
[, SEAR B EIE M 2 T II R ASTZ1E 168
%75 (Bl 38.4%) WER.SXBEXRS5]]
&8 IR #EIFNR Z 8 #HE 149 FETT
(BN 34.1%) . &f5, R TIZIFEE SR 2848
Z 150 F537T (BN 33.9%) A,

<

AR RRA R RNV ASNEIE M ER A S
ZRFF1Y/KF.DevSecOps HiEFERES
HIRBE BT 4s /9 354 5 37T, LhENR
MR SRR AE 91 B ET FRRIRE
79 22.8%) -DevSecOps 77 FARIKAIZE
LIRS 522 5 3ETT, EEEUEER
TR ABEESE 77 HET GEMEE R
15.9%)

R MR . =TS EERFEESHIAA VS =1
A EREIRIZEERBVAELS

$6.00
$5.22 $5.11 $5.18

$5.00

$4.00 $3.54 $3.62 $3.68
$3.00
$2.00

$1.00

$0.00
DevSecOps approach IR plan and testing Employee training

High level I Low level or none

18: LA AETTH R
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25%

SFEARRLEBITHE
=esEnzig=1ndgl

31



02

19:if 5 72— T R B R ER S
FBURKNEFRME —RESHART EETT
IR IRE, B 24% MIRE T RERIR
o W S EEINAF AR H R 5E I T 79 5 I
i S EREY 15% F1 12%-.

— R

20 IR BRERE EZFIEM,

2023 FIREP, HRNERENFIIRE
513 5375, 3% 2022 FIREHM 454 FETT
A0 13%,2023 FIRER, BRI EIREEY
A/ 524 H3ETT, 13X 2022 FikEH
#9512 AETIEMT 2.3%.

G R BT SR B Y 53 pYitt 28 2 ER PR o5 LB

25%

Destructive attack

Attack on the business partner supply chain _ 15%
Attack on the software supply chain _ 12%
0% 5% 10% 15% 20% 25% 30%

19: B RHISMINERE SR S HAVE DL,
FIZGT SHMA=EER] 100%

IR PRI I E I T I Rk S

Ransomware attack $5.13

$0.00 $1.00 $2.00 $3.00 $4.00 $5.00 $6.00

20: LIB AT N
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21 F0 2235 R ESRIT AR T

ET AKEHETEFI K DS,

37% HERPRHREEZXRFERNLHESR TN
AU EEHI ST MBIMG, BEIXFNAN
RN EERTEE SR EMEHNSR
BRI 2R AR AN 3RS A0 Re A BRI, $hER
BRI AR 511 FETT; P&
BEEBITIRY, BhERIN M BRI R ANy 464
FETT, HHZE 9.6% (B 47 FE7T) -

7 R EEBIT IRV BN R IR Ay SIS U E TR S & N
WP G EE

$6.00

$5.11

$5.00 $4.64

$4.00

$3.00

$2.00

$1.00

$0.00
M Law enforcement involved Law anorcement Law enforcement
B Law enforcement not involved involved not involved

& 21 Fhi B SRR TGP S ELfl & 22: LI AETNE
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23 BEERIT ) EE BN 4E%E T IR AIEHIF R
R RIERYETa],

FEHOESR INEE T, 1R5MEH $ R
HMEMRETEERE T 11.4% (BN 33 X) , 26
189 273 X, MLLET A 306 Ko HUIEZBIIT AN
B, 18 il Eh = in (it R B 29 B8] 0 63 XK, Lt
FUEEBITIR TN 80 R4558 T 23.8%0 1R
B, HUEERI 189S 5] LAEEBNRR (R #2014
2R B9 pR A AN 42 A iE) o

— R

FHESN 125 MRBIAEs £
RN PR ES YA 8]

23 LAIRANEMIL

226 30
306
Law enforcement
not involved
Law enforcement
involved
210 63

W MTTI o MTTC
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24 BEiNIE T F M TIERIZ R 4558
@ HE R RIEBYETE],

ERH IS RENHGERIHEES P, ARLEHB
I S RN G IMIZITH B ERMN =
ITFEMEL TIERIERHLEBESTE 68 K2
BRI, tb&E Bz TF
ay TEmIZaVE LR TR0 T 80 XK,
DT 16%:.

— R

25 (EE HeEL &
RIZEERRETL,

SRR HIE A EENALNN S/
X7 506 AETT, 5 517 AETHIRZAABLL,
NFBE 11 FETT (2.2%).BE, IbitERE
EREREINMA £ TFRZSEEBRIFEK
SRR ES, ZHRENAARENES
AT REBIT R Z M EMIELN  7E 2022 £/
REF, BATZY7 630,000 E7T, DR
=57 13.1%, [EfF, FEERER B DS,
HIRET, SRS, 20 EaI M Bt t
N, 52022 F£ZF 2023 FHIREMELL, TE
ZRRELDT 82.5%,

RN GEHRNEITTFRR TEREMNEH SRR EF G N

Didn’t have automated response
playbooks or workflows

I
I

0 10 20 30 40 50 60 70 80 90

Had automated response
playbooks or workflows

B MTTC

24 AR A B

BT R NIRENIRRG TS

Didn’t pay ransom

e $5.06
Paid ransom $
$4.49
$0.00 $1.00 $2.00 $3.00 $4.00 $5.00 $6.00
B 2023 2022

25 UB A ETTA R (FEERE )
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26 M1E 27: S HMHTEREMELL, WS &
EN N BEEER RS H 11.8%, 135!
FEH et E E 1 12.8%,

AV EEVEINFR R EENRE RV EIE M BE AR
35979 476 =TT, EE EMMREIS R YR
B EFIIR S (423 H3ET) &t 53 FETT
(BN 11.8%) .

(ALAFIYEE 233 REIFFN S EEN 4
NEENER, HBEEE 74 TFBHIW ZSEEW
HFHNENE, SREGEEN 307 XK. 1%F1Y

5 & BB bb ELfth R RS B BV 2 E 22 AU 1Y
4 apEHER (270 X) K 37 X (BD 12.8%) o

BT Al S SRR AN EN RS BV SR B R

Business partner supply $4.76
chain compromise '
Not a business partner supply $4.23
chain compromise ‘

$0.00 $1.00 $2.00 $3.00 $4.00 $5.00

& 26: AB BETT R

R S5 SN IRV (R s St BR S 1
FKIRB & H Eh izt 22 PR = B ATiE]

Business partner supply 233 74 307
chain compromise

Not a business partner supply 206 64 270
chain compromise

50 100 150 200 250 300

(@)

B MTTI W MTTC

B 27: AR AR
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28 & 29: 5 H#tht TR BIAELL, 2R idqit
N7 St BRI R4S S Y 8.3%, iR BIFN&E BT ]
1< 8.9%,

R 5 N 12IE B RV SR it B8 R A4S SE 39 9
463 57T, Lb E R FES BV B B 1Y
s (426 F%E7T) & 37 HE7T (BN 8.3%)
- SHMRFIER I EIEMER (269 X) L,
AN N RIS R RV SRt R Ry E B 2R
(294 X) K 8.9%.

— R

RERB RN 5ERERRIH R 35t B2 LR
Bk S5 S 1R BY R 5t B2 RS BB 11K, 1B %
AR ENAES BN ER,

ot

ot

MRIEER (A M 5t 2R B & 2 1T SR RV SR ER R s

Software supply

$0.00 $1.00 $2.00 $3.00 $4.00 $5.00

Not a software supply
chain compromise

&l 28: L B AT R

REEIR G S B A E B,
FIR A&l izt 22 PR YA i8]

Software supply
chain compromise

Not a software supply

. . 269
chain compromise
0 50 100 150 200 250 300
B MTTI M MTTC
& 29: AR AR
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&l 30a & 30b: EEHEEEWIRHIRZ
SiEt R EImERS, EJZZISL:UN“1EO

LA FREEFREPNAREE—FmT7T
¥iE=n2— E’J*&TE/EE@EEZIK matFmEr™
MBIFIE YRR 55— F S (TR BUR M BE A
ZRARE— ﬂfo{ﬁ”"r"‘%iﬂﬁPE’J LRHE M B A AN TE
6-9 AR ESEERERIEE, 552N
21% i B M AR IR R HY BRI B B 2N T2 R
FRRER(E, 5 SZSHY 21%, FREER
R, K& D IR R A= E R HRM A, 7
65 BB RYERS TZ AR L o T i B T MBI IR
B, IR R SRR ERFE, ALK
AR LT

— L

(REAE R BIMR S S ERiE n BIA R T RyERE T 28 A ER B N o i 5

25%

20%

15% O
15%
10% /X
5% O
5%
0%
0-3 3-6 6-9 9-12
months months months months

O 2023 average O Low regulation A High regulation

Bl 30a:E=TAHNiEERARMRNEZAAB T

12-15
months

15-18
months

18-21
months

16%
O

5%

21-24
months

18%

4%

>2 years

RAEEEWIRS SMERENRTSE

TR TR AS Y 53 10
tEEE AR
[E] ShS¥o 2N =D e

DOFF pme mue
E—F 51% 64% 42%
EF 31% 32% 37%
[EapUN oS 18% 4% 21%
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31: SRR Tl B E $5.04
HER AT 500 52T, )
SRR RO R A B IE S ERSS . Tl Rl P raciructure
S SR B R B LU A industries

I JFAT A BRI L RO A XL 2H 20 RO Z 3t
TR AL AT AN R IR A (378 A3
70) = 126 A 37T, 1B ZE 28.6%.31X 504 75
ETHIR AR RRE, 5 2022 FIRENXH
Haig e T W AEUB M R R4S 482 %
FoAEELZRFRIE NN T 4.6%.

$3.78

Other industries



dit
gk
>~
(A,
N
o
>

02

32 FI[E 33: =43 > — (RS MY AL EEUE
SHY S = el o, o —_— N
’Z%E%ﬁ;%""{“’ R 80% Bl HUY AR TR ETE ST SR R A T B A ) T
TBEELJ\-FO 15_[%%5"*7?

TEERFFR LR A, 31% HULELR R EUE M EE
TS S, R0 20% MSEEE 25 5
50,7 2023 FHIIRE T, £EH 25 HET
B IR o BRI R T4 2 BLASEY 5.6%,

30%
25%

25%
21%
0 i 20%
20% 12%
15%

15%
10%

5%

0%

Less than $25,000 $25,000-$50,000 $50,001-$100,000  $101,001-%$250,000 More than $250,000

B Incurred fines M No fines
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34 MBFRAMNBEZS N IFIRTFME
HIIRE MR I&RZ .
HAS5EZ IR FESRIER R ES
FFEEFIERK, 79 39%, IRE R H T HRFhTFiE
PHEEXBVHEEEM, GEEA 27T%. B2 1T
IRAERH RIS 7 (NS TE s
IR AR & SR B ER S EHY 34%.

%%E"anib

35: 2 EMZ P IIEHBIEL
IEHERETES,

£ 2023 FHIREF, BEZ NF IR EEE T
BRAIAE] 475 B 3ETT, ERA D IR Y
Kexm, LbIAE ZIFE PR M B A (FrsD
MRS BN RIR, /9 398 AET) &
17.6%, B8 Z N IRV SR M B8 B Rt L 20
HMEMEIYES (445 AETT) & 6.5%.

B MRS R FETEME?

Across multiple types 39%

of environments

On premises 18%

Public cloud 27%

Private cloud 16%

0% 5% 10% 15% 20% 25% 30% 35% 40%

34 FrEMEFMFRIALL

et BB IR RV F AR (U B X o RO BERE B RS

Across multiple types

) $4.75
of environments

On premises $3.99

Public cloud $4.57

Private cloud $3.98

$0.00 $0.50 $1.00 $1.50 $2.00 $2.50 $3.00 $3.50 $4.00 $4.50 $5.00

35: Ll AETT AR
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8] (ERABE =IEF A 235 K) %7 56 Xk (AP
1210 21.3%) . BIMETFEENE, FERAZNF
15 M —i8id 2023 FiIRERVIRFIFEH 2K
Vet ER Y 1E] (277 R) IR, —& 2 [B1E
B 14 X (BIHEE 4.9%) o

1Bt 2R SRR R TF 68 (1 B IR A F& i kit 22 P B RV A iE]

Across multiple types
of environments

On premises 232

Public cloud 276

Private cloud 235
0 50 100 150 200 250 300

B MTTI M MTTC
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Z 6,000 FRIEREFAET, 2022 FIREBIRL
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BREXKICRAE TR AR M 2 K2

$350 $328 $332
BeLe $304
$300
2471
$250 ; $225
$200 $180
$166

$150
$100

s50 % ¢36

. |

1IM-10M 10M-20M 20M-30M 30M-40M 40M-50M 50M-60M

2022 W 2023
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B Will increase security investment

B Won't increase security investment
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- a2 N IR plan and testing 50%
TRPHLERL B ERENE, TAFER
FORENEEZE"F 2P, T T 5K Employee training [N 6%
B BERAEXNZ M EBEE, HX =R | |
El:ﬁi'%;'ﬁjl:’—ﬁ Z;éﬂf%jﬂ‘:%"tﬂo'fy 18% E/\Jg_suli% Threat detection and response technologies _ 38%
INAREREZHIREEERTE AR E, offensive security testing [ iR, 5
Data security or protection tools _ 25%
Insurance protection _ 18%
0% 10% 20% 30% 40% 50%
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