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Organizations migrate to cloud to get state -of-the-art IT in a cost effective and 
flexible manner.  Their cloud adoption can be broadly mapped to one of three phases

Limited Adoption Hybrid Environment Fully Cloud Native

Using some SaaS services and 
understand that they have 
Shadow IT issues

Formally starting on Cloud journey, 
or just starting to move workloads to 
cloud. Considering deploying 
workloads to Cloud but unsure how 
to start.

Well into cloud transformation 
or primarily in a hybrid steady -
state operation

IT organizations with workloads on -
premise, but also actively moving 
workloads to cloud;  they understand 
that they have incomplete controls.

Mature cloud adoption, or 
born-in-the-cloud 
organizations

IT organizations born in the 
cloud and/or using multiple 
Cloud Services Providers, with 
extensive DevOps with security 
considerations.

By 2020, 90% of organizations will 
adopt hybrid IT infrastructure



Cloud introduces a native set of security controls, unique to each service provider
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Hybrid -cloud 
security is complex.
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not yours.  CSPs offer their own set of security controls

Need to normalize disparate security controls across hybrid 
& on-premise environments

Cloud security talent 
is hard to find.

Cloud security introduces new skillsets beyond traditional 
security roles hNew tools, new architectures, etc.

By 2022, there will be 1.8 million unfulfilled cybersecurity 
jobs

Security can be a driver for cloud adoption with the right framework and programmatic approach



DATA

Securing Enterprise Cloud 
spans the entire security 

landscape , with data as the 
center of the universe.
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Cloud Native Capabilities

DATA

Native security controls are 
helpful but not sufficient , 
especially across multiple 

clouds or hybrid environments
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How can I integrate my native security tools 
into my overall security operations?

What are my security 
responsibilities vs. my Cloud 
P&59,$& M529,%&5s6 

How do I secure my 
critical data on cloud?

How can I get visibility into and 
manage Shadow IT usage?

How can I ensure my native security 
tools are properly configured?

How do I centrally manage policy across my 
on-premise and cloud environments?

How do I keep up with changing 
compliance regulations?

How can I apply security without 
impacting the speed of business 

innovation?

How do I secure access to 
my cloud workloads?

How do I develop cloud applications 
that are secure by design?

DATA
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security concerns from customers.  

Where do they start?
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Introducing IBM X-Force Cloud Security Services
A programmatic approach to securing the hybrid enterprise
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1. PLAN

Build a cloud security 
strategy and adoption 
roadmap

2. BUILD

Harden native cloud 
security + augment with 
additional security 
controls

3. RUN

Provide threat 
management with an 
integrated resiliency plan

4. OPTIMIZE

Continuous improvement 
as cloud continuously 
evolves



A programmatic approach to securing the hybrid enterprise

Establish a cloud security baseline

Build industry-specific maturity roadmap

Map to regulatory + privacy requirements

Perform a critical data + privacy assessment

Enable / harden native security controls

Build a plan to transition to cloud

Secure containers & establish network + endpt. controls

Enable DLP controls, key mgmt. + encryption

Integrate with cloud IAM and use contextAutomate security controls w/ DevOps

App Security and vulnerability testing

Engage offensive penetrating testing

Register all assets across hybrid-cloud

Tie all controls to single pane of glass

Establish correlation rules and runbooks

Built a joint resiliency plan w/ cloud provider

Practice response plan with threat hunting

Continuous compliance reporting

Continuous 
Improvement as 

cloud continuously 
evolves
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A programmatic approach to securing the hybrid enterprise
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Secure containers & establish network + endpt. controls

Enable DLP controls, key mgmt. + encryption

Integrate with cloud IAM and use contextAutomate security controls w/ DevOps

App Security and vulnerability testing

Engage offensive penetrating testing

Register all assets across hybrid-cloud

Tie all controls to single pane of glass

Establish correlation rules and runbooks

Built a joint resiliency plan w/ cloud provider

Practice response plan with threat hunting

Continuous compliance reporting Establish a cloud security baseline

Build industry-specific maturity roadmap

Map to regulatory + privacy requirements

Perform a critical data + privacy assessment

Enable / harden native security controls

Build a plan to transition to cloud
Continuous 

Improvement as 
cloud continuously 

evolves



It is critical to establish a Cloud Security Strategy, Governance + Readiness Plan

A holistic assessment of current state security maturity:

BASELINE
Establish a cloud 
security baseline

ROADMAP
Build industry -
specific maturity 
roadmap

REGULATORY
Map to regulatory + 
privacy requirements

CRITICAL DATA
Perform a critical 
data assessment

TRANSITION PLAN
Build a plan to 
transition to cloud

NATIVE SECURITY
Enable / harden 
native security 
controls

V Governance

V Metrics

V Cloud Security Optimization

V Data Security

V Application Security

V Network and System Security

V Security Operations

V Identity + Access Management

Strategy + 
Roadmap
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Our Cloud Security Strategy + 
Assessment can help you:

Assess your current state 
cloud security maturity 

Define your future state that 
secures workloads across 
your hybrid environment

Build a strategy + roadmap for 
cloud migration that 
addresses pertinent security 
+ regulatory concerns



Conduct a critical data 
assessment to understand:

V WHAT:
What is your most critical data
What regulated data exists

V WHERE:
Where these critical assets reside 
and if they are properly classified + 
protected

V WHO:
Who has access to your critical assets

Sanctioned 
IT

Shadow 
IT

BASELINE
Establish a cloud 
security baseline

ROADMAP
Build industry -
specific maturity 
roadmap

REGULATORY
Map to regulatory + 
privacy requirements

CRITICAL DATA
Perform a critical 
data assessment

TRANSITION PLAN
Build a plan to 
transition to cloud

NATIVE SECURITY
Enable / harden 
native security 
controls
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Organizations moving to cloud are now challenged with a fluid data perimeter.

Strategy + 
Roadmap

Shadow IT Discovery

Gain a holistic 
understanding of what 
SaaS applications are used 
in your organization 
(sanction + Shadow IT)

Usepolicy based scanning 
to find instances of 
sensitive data including 
Personal Data, PHI, credit 
cards etc.
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