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Utilizing Digital Credentials to Enable Sustained Economic Growth While Building a Platform for Individual Access to Services

Leadership Needed To Ensure Recovery
Individuals and businesses are looking to state
governments for leadership in the sustainable
return to economic growth.

DEMANDS FROM THE PUBLIC

FU LL RECOV E RY COU LD B E DE L AY E D I F BUSI N E SS
STA B I LIT Y IS TH RE ATE N E D BY CONCE RNS OF
ONGOI NG H E A LTH RISK S

Baseline

________

Q4 2021

Optimistic

Pessimistic

Q2 2021

2022

________

Gather in
Larger
Groups

________

• States that take the lead to stay open can gain a competitive
advantage in business investments, the return to normalcy
for their citizens, and restore the flow of tax dollars.
• State governments should provide options for establishing
trust and certifying individual vaccination history. Paper
immunization certificates have existed for decades, now
is the time to move immunization records into the 21st
century through digitization, as governments around the
world are doing.

Ensure Safe
Workplace

Open and
Safe Travel &
Tourism

• Establish infrastructure for states to add digital
applications for individuals in the future: licensing,
permits, reservations, parking, etc.

Pent-up demand provides
OPPORTUNITIES FOR
INVESTMENT, SPENDING, AND
THE RETURN TO NORMALCY.

Need for a
Voluntary
Veriﬁcation
System

Safe School
Environment

Enjoy
Public Venues
Without
Risk

COVID-19
Resurgence
Risks

State
Government’s
Role to Ensure
Public Safety

Create
Environment
for Economic
Growth

Without
Veriﬁcation—
Recovery is
Delayed
Source: Frost & Sullivan.
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Providing Proof, Guaranteed Assurance, and Autonomy
Defining, Negotiating and Proving What Safe Is
To support the sustained return to economic growth and help maintain public health,
state governments are looking for a simple, voluntary method to provide confirmation
of an individual’s COVID-19 vaccination or negative COVID-19 test—and do this
in a way that prioritizes security, preserves privacy, and garners trust.
X Digital health passes document an individual’s COVID-19
testing and vaccination status, allowing organizations to have
an alternative to paper vaccination records that is trusted and
more durable than paper-based certificates currently in use.
X With the emergence of blockchain solutions, there is no
longer the need to store sensitive healthcare information
on a central database. The technology allows individuals to
become active participants, giving them control over their
data, and the agency to choose how this data will be used.

X Digital health credentials can be available for all
immunizations for an individual. This digital service
can empower individuals to share information from the
immunization registry homepage or issuing website.

Temperature
Scan

Pharmacies,
Labs and
Health
Providers

Set public
health policies

Governance
Authorities

Vaccination
Certiﬁcate

INDIVIDUAL
CONTROLS &
CHOOSES TO
SHARE DATA
Lab
Result

Issue trusted
credentials

ROLE OF GOV E RNME NTS IN ESTA BLISHING DIGITA L HE A LTH CRE DE NTI A LS
• Protect individuals and businesses from a resurgence of the virus and the related disruptions
• Support solutions based on interoperability, open standards, and high levels of security for
personally identifiable information
• Guarantee individuals full control over their personal information (self-sovereign identity)
and how they share personal health information
• Support equity by enabling convenient sharing via smartphones or printed credentials

Other

Venue,
Employer, or
Vessel
Deﬁne and verify
entry criteria

4

Utilizing Digital Credentials to Enable Sustained Economic Growth While Building a Platform for Individual Access to Services

Balancing Safety, Privacy, Security, and True User Control
X State governments need to support businesses and individuals who want
to safely interact without the risk of triggering another outbreak.
X State governments need to support individual rights to
determine the personal health information they choose to
share in line with public health and safety guidelines.
X Individuals want the ability to prove they have been
vaccinated to be allowed entry into enclosed public
settings, public schools and venues, public
transportation, concerts, or enroll in university,
without exposing personally identifiable
information or risking identity theft.

Consent

Privacy
ESTABLISHING
PUBLIC TRUST

X State governments play a crucial role in safeguarding
data verification, requiring individual consent and
control of data to be shared.
X Governments need to balance individual choice to
opt out with individual and organizational rights to
limit the risk to themselves, their employees, and
customers in adhering to public health guidelines.
X Vaccination registries already exist; supporting control
by individuals over the information they choose to share
can prevent fraud and empower individuals and businesses.

Decentralized
Individual
Control of
Data

AVOIDING
GOVERNMENT
INTRUSION

Immutable
Audit
Trail

X Provides individuals with the option to download digital copies
of vaccination records, in addition to the currently available option
of providing individuals their paper immunization records.
Source: Frost & Sullivan.
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Control of Personal Health Data—Central to Digital Health Credentials
Digital Health Credentials Built on Individual Control of Data Align with Consumer and Regulatory Demands
Each individual should decide and control what information
they wish to share, with whom, when, and for what purpose—
without the need to share underlying personal data used to
generate the credential.
• This requires a complete rethink of the best practices that
should govern our digital lives. Protecting privacy, identity,
and data represents the foundations of an even broader
conversation about digital ethics.
• The seven pillars of privacy protection in the European General
Data Protection Regulation (GDPR) assume that corporations
are the guardians of user data. This is a policy expression
of the architecture of current application environments that
concentrate power in the hands of a few large companies.
• In contrast, blockchain architecture allows consumers to
pursue more equitable relationships, which are highly
responsive to their needs.
BE NE FITS OF BLOCKCH A IN
• True self-sovereign user control, empowering individuals to be
active participants
• Decentralization across the network, eliminating the need for a
central repository

OLD ORDE R
CE NTR A LIZE S CONTROL
I N H A N DS OF FE W
POWE RFU L AC TORS

N E W ORDE R RE DE FI N E S
OWN E RSH I P,
CONTROL A N D E V E N
MON E TIZ ATION

Unintended (negative) consequences
of the recent Internet age

Resolves many of the consequences
while opening up new possibilities

Personal
ﬁnancial data

Grocery/retail
purchases

Personal
ﬁnancial data

Grocery/retail
purchases

Web media

Peer groups,
relatives

Web media

Peer groups,
relatives

Employers

Health data

Employers

Health data

POWERFUL
ACTORS
CONTROL DATA

INDIVIDUAL
USERS
CONTROL DATA

• Immutable records that cannot be changed or tampered with
• Data exchange based on open standards, supporting
interoperability with other systems
• Enables interoperability between different data repositories without
exposing data security risks, no matter where the data resides
Source: Frost & Sullivan.
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Investing in Individual Engagement—Today and Tomorrow
Digital Health Credentials will Continue to Grow in Application and Use
X Leap ahead of other jurisdictions to enable
services aligned with individual and business
expectations.

DIGITAL WALLET WITH
INDIVIDUAL CONTROL

X State governments benefit from analytics built
on de-identified data to analyze and provide
insights into action, proactively address
problems, and avoid crises.
X Build solutions based on standards and open
source to enable flexibility and avoid future
challenges.

Access to
Government
Records
Payment for
Services

Access to
Facilities
and Parks

X Enable interoperability to reduce costs of
forklift replacement of data systems while
maintaining data security.
X In the United States, Department of
Health and Human Services rules enable
interoperability and patient access to their
health information. “An individual should
control sharing of any part of their personal
health record with anyone they choose,
regardless of the clinical record repository
or holder of the information.”*

Parking
Permits

Registrations

Licensing

School
Vaccination
Veriﬁcation

*Department of Health & Human Services, through rules issued by the ONC and CMS

Source: Frost & Sullivan.
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Government Action is Required, Invest in Today and Tomorrow
Getting From Where We Were to Where We Want to Be Demands Leadership, Smart Investment

THE ROA D TO
THE NE W NORM A L
H A S H A D BUMPS

People
are eager for a safe
environment in
work, school, travel,
events, and retail
settings.

It is the responsibility of
state governments to restore
public health stability and
confidence to keep economies
open and public spaces safe.

The decimating effects of
the pandemic on society,
business, and public health
have directly impacted tax
revenue, employment, and
the ability to recover from
losses and move forward.

Virus
resurgence and the
threat of new variants
are extending the
recovery
timeline.

CRE ATING CONDITIONS FOR GROW TH WHILE
PRESE RV ING INDI V IDUA L CONTROL
X Implementing digital health credentialing will keep states
on the path to stability.
X State governments with vision will invest in future-ready
solutions they can scale rapidly to meet evolving data and
services needs.
X Enabling individuals to have control and protection of
their personal health information is the smart path for
governments and a requirement of citizens.
X Blockchain is used in many crucial systems today,
including supply chains, financial services, and
government e-services.
X Blockchain allows for the highest levels of privacy,
interoperability, immutable audit trails, and decentralized
control of individual data, utilizing standards and open
source systems.
X With blockchain, users can access new services on the
platform by simply downloading the application on their
mobile phone.
X The new normal is a unique opportunity to make
improvements to the old normal, with stronger vision and
foundation.

Source: Frost & Sullivan.
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