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General Software Update
< P Forbes Billionaires Innovation Leadership Money Consumer Industry Lifestyle BrandVoice
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iPhone iMessage Security Vulnerability
Lets Attackers Read Your Files From
Anywhere

i08 12.3.1 includes bug fixes for your iPhone and iPad.

For information on the security content of this update,
please visit this website:
https://support.apple.com/kb/HT201222

Learn More

[~ A3 Davey Winder Senior Contributor ©

K Cybersecurity
g I report and analyse breaking cybersecurity and privacy stories

This update requires at least 50% battery or to be connected to a

Automatic Updates

iPhone will try to install this update later tonight.
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WhatsApp Pegasus
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WhatsApp vulnerability exploited to
infect phones with Israeli spyware

Attacks used app's call function. Targets didn't have to answer to be infected.
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Sign in with your Google Account

Need help?

One Google Account for everything Google
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Current Global Fraud Trends
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CIX|& AMZ|/d(Digital Trust)

key to customer relationships in the digital age
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Digital Identity Trust strategy

Security should not be a barrier but a business enabler, if you build it right '

Loss prevention & Digital identity Frictionless Comply, with privacy
fraud detection, keep protection, help your experience, make sure and digital regulation:
bad guys out customers trust you to your security is not a GDPR, PSD2, Open API,

do more business with barrier




Digital Trust begins with context

@ User
User’s attributes

\
" Behavior j
: . B

|

' User patterns - . Device |

! . B o i Strong global device
. and journey analy Digital fingerprint

' p Identity Trust

L
Environment ?Q{\ % F;“ Activity
User’s network g v u User’s current activity

environment
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Device
Spoofing

Social

. . RAT
Engineering

Phishing Bots

Malware



Dynamic Identity Assessment: balance experience and security

8 Internet Banking Login

Q Normal User Behaviour
Username |

Password \ ]?\ S | Abnormal User Behaviour

Known Fraudster Behaviour

Forgot ID | Forgot Password Help

[ Real-time Seamless Actionable ]
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Behavioral Biometrics Data
Groups { o
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[Q Mouse Movements

G=o Navigation flow
() Time spent on a specific page

@ Mobile Touch

Q{) Motion Features
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Web Keystrokes Anomalies

Identifying typing rhythm
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Web Keystrokes

Data sets collected from user’s input in multiple
fields. For example:

» Login: username, password

» Payment: Beneficiary/IBAN, amount

D

)/

SN

e

‘—. '
- 2 N
>
>

Keystroked attributes for each field include:

| 7
5 &3

~ Time On Field — Characters T
- Autocomplete —  Caps Lock %mﬂng-» '
~ paste ~ Backspace 0 1)

- ShiftRight / Left - Delete 1000
- CtrlRight / Left - Enter T
~  Number ~ Pad Number e

- Tab — Special Characters



Web Metastrokes

Data

Event Can indicate an Can relate to a specific
WinKey For each key log the anomaly in user MO
Shift + tab press and release (key behavior e.g. WinKey + “R” to
up and down) e.g. first time using RAT
Arrows up / down Shift + tab
page up / down
netastroke t| *key_mapping | puid session_id created_at
7539 UpArrow If4a3?8b1ba811ch: 4102137303695790) 20181201 02:146:12.000 +0200
30549 Paste PcI205fE9dE7 2b5h( 15348862482589038 | 20151201 01:53:51.000 +0200
178473 Pagelp 8531f91b3edd0e59: 26810506120100890| 20181201 02-56:14.000 +0200
3326 Downfrrow | 3f4a3?8b1b6811c6: 4102137303695790) 20181201 02:16:12.000 +0200
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Web Mouse Movements

Mouse behavioral biometrics is the process of
identifying users based on their mouse movement
traits.

Usually require collecting users data in a particular
tasks, thereafter modeling their movement through
Machine/Deep learning.

Basic mouse events are:
— Movement

— L/R click

— Scroll

Basic mouse data contains:
— X,Y coordinate
— Time of the event




Web User Flow

User-flow algorithm collects URL
changes data from a large number of
users and builds a matrix of couples:
(Referrer URL, Current URL) and the
probability of the couple to appear in
the data

As a new session arrives, the algorithm
splits the sessions’ URLs into couples
with respect to the order the user
visited this URLs

To evaluate the current user’s
sequence, the algorithm uses Bayesian
revolution techniques to receive the
probability that the sequence is
fraudulent




Mobile Touch Features

Geometrical Size & Pressure Serial related Speed &
features features features Acceleration
features
Average Pressure
X,Y location from Average on first Differences from Total Time

each corner
Curvature
Straightness
Gradient

Highest & lowest
point

Gesture context in
relation to the app
& function

half & second half
Size of finger
Pressure
Minimum &
Maximum Value
Pressure on up,
down

previous
swipe/next
swipes

Start acceleration
End acceleration
(slowing rate)
Average Speed
Variance
Maximum Speed
Minimum

Jerk (third
derivative)
Speed
consistency



Mobile Movement Features

In each Axis (X,Y,Z): Mean motion, Std motion,
Minimum, Maximum.

Power spectral density Features (Frequency &
Time): Spec distribution Skewness, Kurtosis,
flatness.

Distribution Histograms: Equal Size buckets and
Exponential Size buckets.
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‘Bank-e-Moon

Bank-e-Moon

REGISTRATION “Please verify me
| Reglstration with the numbers | Member Logir
3512-6874" o
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‘Bank-e-Moon

ABOUT US PRODUCTS

maoutr riic uhae disl

‘Bank-e-Moon

MEMBER LOGIN

| Member Login

PRODUCTS |  SERVICES

REGISTRATION

Home | JoinUs | Registration

Username

Email

Password
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B Internet Banking Login

Mouse Click
Mouse Path
Keyboard Tab
Typing Intel
Email Intelligence

Carrier Intelligence
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Username “
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Forgot ID | Forgot Password
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O|&: Janette Smith
Ol &: Jasfasf@gmail.com
ZFA: Charlotte, NC
A ELM: 704-898-3344
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Z=A: Charlotte, NC
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New Account Creation Process
IP Geo location is Charlotte, NC: Match  Fraud Analytics
Phone number type is: Mobile
Device status: Reachable
Email account name: Match
Time on page Legit Pattern
Number of application under this name in last 1 month: 0

Number of application from this device in the last 1 month: 0

IP Geo location is in Russia — Mismatch-Spoofing
Phone Type is PREPAID — Risky
Email domain in high risk list — Risky

Typing pattern — copy paste — Risky

Time on page: Too Short
# applications in name in last 1 month: 5

# of applications from this device in the last 1 month:12

Post-Account Creation
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Device Identity
*Is the session originating from a trusted and known DEVICE?

Session Authenticity
*|Is the COMMUNICATION CHANNEL secure? o

Device Integrity/Health R

*|s the session DEVICE malware free?

Cross-Channel Correlation -
/1 4
* Any ANOMALOUS patterns detected? : \)\




End-point risk assessment across the user journey for building
deep identity insights covering Web and Mobile

Device Intelligence
WEB Intelligence

User agent

Client timezone

Agent key/Machine ,

0OS
ActiveX
Mimes
Fonts

Navigator props
Browser + Version

Cookie
Screen touch

Accept languages
Client languages

Plugins
Global cookie

Web GL attributes
JavaScript enabled

Doc location
Client charset

Client languages

CPU

Doc location
Platform
Screen width
Screen height
Screen DPI

WEB Browser

Spoofing
indication

* VM indication
* Malware

behavior

e Old OS
 Browser

« Account profile

versions

inconsistencie
S

Connection Intelligence

Location

Data

s |IP

Country

» City

* Org

« ISP

* Region

» Longitude/L
atitude

« X forwarded
for

* |P class

* [P time
zone

Identity Insights

Risk Indicators

* Known fraudster
* RAT indication

* Risky IP

» Suspicions ISP

Device Insights

* |Is new device

* |Is new device conf
level

* Global device ID

* Is new device in global
network

» Device velocity

Suspicious behavior

» Abnormal login hours

« Abnormal weekend
activities

* Excessive use

Threat intelligence

Risk
Assessment
* Risk Score

* Risk Reason

Malware

 Malware ID

* Malware name

« Organization is
targeted
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