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Modern business resilience
from IBM Storage
Highlights
• Deploy IBM Spectrum
Protect Plus protection onpremises and in the cloud

• Add IBM Cloud Object
Storage to lower costs and
increase efficiency

• Choose IBM FlashSystem
as the foundation for
powerful business
resilience

• Use IBM solutions to
strengthen resilience with
data in immutable format

IBM Spectrum Protect Plus and IBM
Cloud Object Storage can be combined
with IBM FlashSystem to create
powerful business resilience solutions
The public cloud has become a foundation of modern
business. In fact, most organizations these days utilize
resources and services from multiple cloud providers.1 Even
so, the majority of companies have yet to transition many of
their business-critical applications into the cloud.2 Instead,
hybrid multicloud IT environments where some applications
are still hosted on-premises while others leverage resources
and services from multiple public cloud providers have
become the norm for modern business.

• Rely on IBM professional
services to design and
deploy the best solutions

IBM hybrid cloud storage solutions

IBM Storage
Solution Brief

In domains such as data security and business resilience, the hybrid multicloud business world
creates unique challenges that require new solutions tailored specifically to these complex
architectures. IBM Storage has responded with wide-ranging innovations designed to meet the
unique challenges of keeping data and applications secure across hybrid cloud IT environments.

Two members of the award-winning IBM Spectrum Storage family of software-defined solutions
(SDS) are designed specifically to address the unique business resilience challenges posed by
hybrid multicloud IT environments – IBM Spectrum Protect Plus and IBM Cloud Object
Storage. IBM Spectrum Protect Plus is designed specifically to operate both on-premises and in
the cloud. It takes a modern approach to data protection by focusing on operational recovery
and reuse of data rather than being only a backup solution. IBM Cloud Object Storage provides
durable, secure, and cost-effective cloud-based and on-premises storage solutions for archiving
and cyber resilience. It helps reduce storage costs while reliably supporting both traditional and
emerging mobile, social, analytics, and AI application workloads.
Together, these two leading-edge storage technologies provide a modern, comprehensive
approach to business resilience that can function effectively with almost any legacy distributed
storage systems. But due to the inherent synergies created between these members of the IBM
Spectrum Storage family and another family member – IBM Spectrum Virtualize – an especially
powerful and efficient business resilience solution can be created by adding IBM FlashSystem
as the foundational underlying distributed storage solution. With its Non-Volatile Memory
Express (NVMe)-accelerated architecture and IBM Spectrum Virtualize-driven data
management, IBM FlashSystem provides high-performance on-premises storage that integrates
with IBM Spectrum Protect Plus and IBM Cloud Object Storage very effectively.
With this trio of leading-edge technologies, enterprises can construct IT environments that offer
the security and availability crucial to modern business, while also enabling and facilitating the
hybrid multicloud options that accelerate business agility and competitive advantage.

IBM Spectrum Protect Plus, IBM Cloud Object Storage and IBM Spectrum Virtualize
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Modern data protection
IBM Spectrum Protect Plus is a true SDS solution that provides near-instant recovery,
replication, reuse, and retention for virtual machines (VM), databases, applications, and
containers in hybrid cloud environments. The solution is easy to deploy as a virtual appliance
and the agentless architecture is easy to maintain. SLA-based policies automate data protection
processes, including operational backups, data replication, and data retention. Role-based
access control (RBAC) and application integration enable self-service data reuse to improve the
speed and efficacy of analytics and application development and testing.
IBM Spectrum Protect Plus achieves greater cost-efficiency for data retention and disaster
recovery by leveraging snapshot and incremental forever technologies, along with data
compression and deduplication – plus data is stored in native formats so administrators can
rapidly restore data and data owners have quick access to copies. And cyber resilience can be
enhanced with IBM Cloud Object that utilizes write-once-read-many times (WORM) technology
and the ability to air-gap data on physical tape via integration with IBM Spectrum Protect.
Data copy options include cloud services (IBM Cloud Object Storage service, AWS, and Microsoft
Azure), on-premises object storage (IBM Cloud Object Storage), and IBM Spectrum Protect.
Administrators can also recover data from replicated backup repositories on AWS. And more
cost-efficient data archival can be achieved through integration with Amazon S3 Glacier, Azure
Archive, and IBM Cloud Object Storage Archive.
IBM Spectrum Protect Plus also simplifies protection for containerized workloads. IBM
Spectrum Protect Plus' native integration with Kubernetes and Red Hat OpenShift increases
developer productivity and provides the ability to protect both persistent volumes
and Kubernetes resource metadata to ensure complete recovery. Its support for Red Hat
OpenShift Container Storage Ceph RDB and CephFS Container Storage Interface (CSI)
snapshots, combined with support for IBM Spectrum Scale and IBM Spectrum Virtualize CSI
snapshots provides both container-ready and container-native storage support.
The solution provides deep integration with Kubernetes API's and supports Red Hat OpenShift
API Data Protection (OADP), providing self-service and comprehensive data protection for
containerized environments. Users can protect application, namespace, and cluster
metadata, providing the ability to completely recover to the same or a different location,
which enables disaster recovery and data reuse for development, testing, and analytics.
Integration with IBM Cloud Pak for Multicloud Management (MCM) facilitates the deployment of
a data protection solution. IBM Cloud Paks enrich basic container platforms such as Red Hat
OpenShift and Kubernetes with additional functionality to enhance, automate, and accelerate
many tasks associated with developing, deploying, and maintaining cloud-native applications.
The powerful new integration with IBM Spectrum Protect Plus delivers true hybrid cloud
management with the ability to manage cloud services, Kubernetes clusters, and container
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protection from a single control point.
In addition, IBM Spectrum Protect Plus is a supported solution in the IBM Cloud, AWS and
Microsoft Azure Marketplaces and it can be fully deployed within these three environments for
an “all in the cloud” data protection experience or, in hybrid environments, customers can
deploy the IBM Spectrum Protect Plus Server on-premises.

Cost-efficient, highly scalable storage and protection
IBM Cloud Object Storage can enhance the scalability and cost-efficiency of modern business
resilience solutions based on IBM Spectrum Protect Plus. Object storage was designed to meet
rapidly growing needs to store large amounts of unstructured data in a highly scalable, more
efficient, and more affordable manner than traditional storage technologies.
IBM Cloud Object Storage makes it possible to store an almost limitless amount of data easily
and cost effectively. It is commonly used for data archiving and backup; for web and mobile
applications; and as scalable, persistent storage for analytics. Flexible storage class tiers with a
policy-based archive allow you to effectively manage costs while meeting data access needs. It
is a storage infrastructure that enables enterprises to leverage their data when and where
needed to improve business processes, decision making, and responsiveness to regulatory/legal
demands. The system offers unmatched flexibility of deployment – on-premises, hybrid cloud,
dedicated cloud, or public cloud.
IBM Cloud Object Storage uses an innovative approach for cost-effectively storing large volumes
of unstructured data while ensuring security, availability, and reliability. Logical data containers,
or “buckets,” are used to organize data inside IBM Cloud Object Storage. Retention policies and
WORM protection can be applied to these logical buckets, making the data inside them
immutable for the retention period specified. A unique Information Dispersal Algorithm
separates data into unrecognizable “slices” that are distributed via network connections to
storage nodes locally or across the world. With IBM Cloud Object Storage technology,
transmission and storage of data are inherently secure. No complete copy of the data resides in
any single storage node, and only a subset of nodes needs to be available in order to fully
retrieve the data. This method eliminates the high overhead associated with RAID-based
storage and the complexity of managing mirrors, replication, and disaster recovery required in a
traditional data center.
IBM Cloud Object Storage maintains data integrity using WORM technology to protect data
against deletion or modification. Definition of policies allows the flexibility to specify the default,
minimum, and maximum retention periods that help govern data retention requirements. A legal
hold can also be applied at the object level, preventing data deletion until the completion of a
specific audit activity. Retention periods and legal holds can be applied to a single object or
multiple objects during data ingest. Objects cannot be deleted until the retention period has
expired, and all legal holds are removed.
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Powerful storage foundation
Object storage solutions such as IBM Cloud Object Storage work especially well for the massive
data sets associated with global enterprises, research in genetics, astronomy, macroeconomics, and the Internet of Things (IoT). But some applications have remained on-premises
due to the need for ultra-low storage latency that only nearby on-site systems can provide. This
is when IBM FlashSystem becomes a powerful choice to provide high-performance support to
mission-critical applications while also offering the hybrid cloud capabilities demanded by
modern enterprises.

IBM FlashSystem

IBM FlashSystem can provide the on-premises storage component and the foundational hybrid
cloud capabilities for modern business resilience solutions that include IBM Spectrum Protect
Plus and IBM Cloud Object Storage. The IBM FlashSystem family offers the lowest cost and
highest performing storage options on the market today.3 Among its many advantages, this
powerful family of storage platforms provides:
The option to use large capacity IBM FlashCore modules with inline-hardware compression,
data protection, and innovative flash management features; industry standard NVMe drives; or
Storage Class Memory drives. Plus, enclosures can be attached in hybrid flash/hard disk drive
configurations to substantially augment capacity and scalability.
The software-defined storage functionality of IBM Spectrum Virtualize with a full range of
industry-leading data services such as dynamic tiering, IBM FlashCopy management, data
mobility, and high-performance data encryption, among many others
Innovative data reduction pool (DRP) technology that includes deduplication and hardwareaccelerated compression technology, plus SCSI UNMAP support and all the thin provisioning,
copy management, and efficiency you’d expect from IBM Spectrum Virtualize-based storage.
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IBM FlashSystem storage arrays offer many data protection and high-availability features
through their use of IBM FlashCore technologies – from leading-edge flash management to
complete component redundancy – but the real key to building powerful cyber resilience
solutions stems from leveraging the wide-ranging capabilities of the IBM Spectrum Virtualize
software that provides the data services for every IBM FlashSystem storage solution. The
industry-leading capabilities of IBM Spectrum Virtualize include automated data movement,
synchronous and asynchronous copy services (either on-premises or to the public cloud),
immutable and isolated copies, encryption, high-availability configurations, storage tiering, and
data reduction technologies, among many others. IBM Spectrum Virtualize enables you to
extend this broad spectrum of data services and functionality to over 500 IBM and non-IBM
external heterogeneous storage systems, reducing both capital and operational costs while
increasing the return on investments in legacy infrastructure.

Basic requirements of business resilience
Business resilience solutions based on a foundation of IBM FlashSystem storage – with IBM
Spectrum Protect Plus and IBM Cloud Object Storage for modern data protection – offer many
advantages and benefits to enterprises of all types and sizes.
In order to achieve acceptable business resilience in modern hybrid multicloud IT
environments, organizations must use all means available to safeguard valuable data assets
from virus attacks, ransomware encryption, and deletion by a malicious user, plus protect the
business as a whole from IT system failures and downtime. Then, when cyber events or system
failures inevitably occur, the organization must recover and resume operations as quickly and
efficiently as possible. In fact, a recent survey of IT decision-makers by the industry analyst firm
Enterprise Strategy Group (ESG) revealed that the majority of organizations cannot tolerate even
one hour of IT system downtime, and nearly one in six can’t accept any downtime at all – ever.4
In order to achieve this level of resilience, modern data protection solutions keep multiple
copies of data using multiple data protection features, so that at least one uncorrupted data
copy will always be available for recovery purposes, even if many of the other copies have been
compromised. Often, copies are kept in immutable formats to prevent over-writing of valid data.
Or copies may be stored in protected “vaults” or in physically separated (“air gapped”) storage
to prevent corruption. Also, the very best resilience solutions employ multiple methods to
prevent people from inside the organization from accessing and compromising all copies of data
– by both storing multiple copies of data at different locations and by separating administrative
access to the different copies of data.
Finally, modern resilience solutions must offer the ability to restore data copies to a segregated
remote system to safely validate the authenticity of recovered data. The best solutions enable
data copies to very quickly be validated and then moved back into production so that business
operations can resume in minutes – or faster.
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Benefits of IBM Storage-driven business resilience
Business resilience solutions composed of IBM Spectrum Protect Plus, IBM Cloud Object
Storage and IBM FlashSystem do all these things, and much more, with greater ease and less
cost – in modern hybrid multicloud IT environments.
This IBM Storage-driven business resilience solution enables transparent, automated, policycontrolled data movement between high-performance on-premises storage and multiple cloud
providers and resources. The solution provides various features to connect with and utilize
public cloud resources; scale to address essentially any storage capacity requirements;
accommodate containers; interface with Kubernetes, OpenShift, and other container
management systems; create, store, and manage data copies; and manage the full range of
system restore activities – simply and swiftly.
The solution offers multiple ways to create “space-efficient” incremental and full data copies
using both the capabilities of IBM Spectrum Virtualize within IBM FlashSystem storage and the
functionality of IBM Spectrum Protect Plus. The Safeguarded Copy functionality within IBM
Spectrum Virtualize ensures that immutable, tamper-proof copies of production data can be
isolated within the volume, creating a logical air gap and protecting them from cyber attackers.
In the event of an attack, these copies can be quickly restored to support
recovery. Additionally, copies can then be stored in locked WORM / immutable vaults within
IBM Cloud Object Storage on-premises or on public cloud resources such as IBM Cloud. IBM
Spectrum Protect Plus can even integrate with IBM Spectrum Protect and IBM Spectrum
Archive to store data copies on IBM tape systems to create a true physical air gap that’s
essentially impossible to hack or corrupt.
Because this solution is composed of three distinct systems, it can impose separate RBAC
access requirements for both on-premises and cloud elements to prevent data tampering by
internal organizational actors. To ensure separation of duties, no one administrator would have
complete access to all systems and all data copies.
The solution offers the ability to quickly find “clean” copies of data after cyber incidents, then
the mechanisms to safely validate the data in segregated environments and restore operations
with extremely low RPO/RTOs.
Because of the solution’s hybrid cloud functionality and potential architectures, it offers
inherent Disaster Recovery capabilities where systems can be automatically failed over to
redundant resources configured in the IBM Cloud using IBM Cloud Object Storage or leveraging
technologies such as IBM Metro Mirror and Global Mirror.
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Simplified solution architectures
These IBM business resilience solutions are easy to implement because solution architectures
are simple and robust. Solution architectures are most often composed of IBM Spectrum
Protect Plus and its backup vSnap servers managing the data protection functions and
integrating with underlying IBM FlashSystem with Safeguarded Copy or other distributed
storage systems. The vSnap servers replicate data across dedicated, encrypted “VPN tunnel”
connections to IBM Cloud Object Storage resources within the IBM Cloud where data is then
securely stored in locked WORM buckets.

Solution architecture

Expertise on demand
In addition to the capabilities of IBM FlashSystem, IBM Spectrum Protect Plus, and IBM Cloud
Object Storage, IBM also offers analysis, installation, and on-going support through IBM
professional services organizations such as IBM Laboratory Services and IBM Security
Professional Services, among others. These services organizations have global reach and
provide access to technology specialists and Subject Matter Experts who can help you collect
system metrics and analyze them to identify areas of need, develop solutions, deploy these
solutions, and assist with on-going support and expertise.
IBM Security Professional Services offers an excellent choice for designing and deploying
business resilience solutions from IBM Storage. These IBM professionals can perform security
and storage assessments; configure and implement IBM FlashSystem, IBM Spectrum Protect
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Plus, and IBM Cloud Object Storage; and help monitor, maintain, and enhance the entire
solution for years to come.

Modern multicloud resilience
The business world has moved to the multicloud. This creates plenty of unique new challenges
for modern business resilience solutions. Hybrid cloud architectures multiply both complexity
and security exposure exponentially. But they also offer opportunity – for the technologies and
the smart businesses that can take advantage. Enabling data to move transparently between
locations and resources can increase options, agility, and cost-efficiency. IBM Spectrum Protect
Plus, IBM Cloud Object Storage, and IBM FlashSystem are engineered to leverage all the
benefits the multicloud has to offer, while taming its complexity. When it comes to keeping data
safe and revenue flowing, these are the solutions that smart businesses choose.
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Why IBM?

For more information

IBM Storage for cyber resiliency provides
end-to-end solutions that can efficiently
prevent, detect, and respond to cyberattacks
as a result of a deep integration between
innovative technology and a comprehensive
portfolio of software and hardware offerings.
By providing multi-layered security and high
resilient functionality, this portfolio can
maximize the data protection capabilities to
help organizations significantly reduce the
risk of business disruption and financial
losses due to user errors, malicious
destruction, or ransomware attacks.

Please the refer the solution architecture and
implementation IBM Redpaper
www.redbooks.ibm.com/abstracts/redp562
4.html.
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