IBM QRadar Advisor with Watson
—

Security Operations
Challenges
•

Cyber security skills gap makes it difficult to
hire and retain experienced security analysts.

•

The sheer volume and variety of attacks leads to
insights overload that is causing analyst fatigue

•

Unaddressed threats increases the risk of
security breaches

•

Longer dwell times lead to higher costs of
security breaches.

•

The attack surface is growing with increasing
complexity.
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IBM QRadar Advisor with
Watson
Investigate threats using artificial intelligence,
security analytics, link analysis, threat
intelligence and business context to
automatically and consistently provide answers
to these questions when investigating alerts
− Is this important to me?
− What has happened?
− How am I impacted?
− What should I do next?
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Key capabilities

Benefits

−

Prioritized list of
investigations with the
greatest risk

– Quicker threat identification
and detection with reduced
time to investigate

−

Align attacks to the MITRE
ATT&CK Tactics &
Techniques

– Prioritized list lets analysts
focus on the most
formidable threats first

−

Analyst learning loop for a
more decisive escalation
process

−

Enhanced Watson feedback
using external threat intel
feeds

– Speeding up investigations
leads to shorter dwell times
and lower security breach
costs.

−

Perform cross-investigation
analytics.
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Key use cases
Automated Investigations
QRadar Advisor will automatically perform the
routine tasks of an investigation including
gathering and correlating data involved and
surrounding the alert. In addition, Advisor will
also link investigations through connected
incidents, reducing duplication of effort and
extending the investigation beyond the current
probable alert.
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Threat Intelligence enrichment and
root cause determination
Apply cognitive reasoning to identify the likely
threat and connect threat entities related to the
original incident such as malicious files, suspicious
IP addresses, and rogue entities to draw
relationships among these entities. Automatically
tap into Watson for Cyber Security to apply external
unstructured data including threat intelligence
feeds, websites, forums, and more.

MITRE ATT&CK Framework mapping

AI Based Prioritized Alert Queue

Using the confidence level for each attack
progression, analysts can validate the threat,
visualize how the attack has occurred and is
progressing and uncover what tactics can still
possibly occur.

Identify and prioritize investigations with the
greatest risk, uncover false negatives, run
multiple investigations at the same time and
sort and filter through the data to quickly
understand where you should focus your
attention.
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Prioritized list of threats

Relationship Graph

Mapping to MITRE ATT&CK

Forrester TEI Report on QRadar Advisor w/Watson
−
−
−
−

ROI: 210%
Benefits PV: $2.5 million
NPV: $1.7 million
Payback: 8 months

“After deploying QRadar Advisor with Watson, the organization reduced its threat investigation
process from hours to minutes. The organization could conduct more investigations while SOC
analysts could also focus on proactive tasks to drive better protection for the organization.”

SANS Institute Product Review of QRadar Advisor with Watson

“QRadar Advisor with Watson changed
our perspective into the environment so
we could focus on handling and
neutralizing threats. Our time was spent
solving problems, not connecting dots.
Analysts can do what they’re asked to
do: help defend the network.
“With QRAW, we were able to make more
confident decisions and perform more
consistent investigations”
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