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https://www.forbes.com/sites/davelewis/2017/10/23/the-ddos-attack-against-dyn-one-year-later/#58cbb0061ae9
https://en.wikipedia.org/wiki/Dictionary_attack
https://en.wikipedia.org/wiki/Dictionary_attack
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https://www.wired.com/story/lockergoga-ransomware-crippling-industrial-firms/
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https://securityintelligence.com/posts/new-destructive-wiper-zerocleare-targets-energy-sector-in-the-middle-east/
https://securityintelligence.com/posts/new-destructive-wiper-zerocleare-targets-energy-sector-in-the-middle-east/
https://www.ibm.com/account/reg/us-en/signup?formid=urx-40087&cm_sp=CTO-_-en_US-_-DEDOLR3W
https://securityintelligence.com/posts/whats-new-in-the-2019-cost-of-a-data-breach-report/
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https://arstechnica.com/information-technology/2019/07/cybersecurity-officials-warn-state-and-local-agencies-again-to-fend-off-ransomware
https://arstechnica.com/information-technology/2019/07/cybersecurity-officials-warn-state-and-local-agencies-again-to-fend-off-ransomware
https://securityintelligence.com/wannacry-ransomware-spreads-across-the-globe-makes-organizations-wanna-cry-about-microsoft-vulnerability/
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https://www.engadget.com/2019/01/14/ryuk-ransomware-pulls-3-7-million/
https://www.engadget.com/2019/01/14/ryuk-ransomware-pulls-3-7-million/
https://thenextweb.com/hardfork/2019/11/25/bitcoin-ryuk-ransomware-cryptocurrency-blockchain-nursing-care-facilities-vcpi/
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https://threatpost.com/new-cryptominer-distributes-xmrig-in-aggressive-attacks/132027/
https://www.scientificamerican.com/article/how-cryptojacking-can-corrupt-the-internet-of-things/
https://www.coindesk.com/crypto-jacking-virus-infects-850000-servers-hackers-on-the-run-with-millions

B e6:

FERITARI KK

2019 FXERITASREAEN, UBAD LB RNAARDRKE (EIEFRIR: 1BM X-Force)

TrickBot

Ramnit

Gozi

QakBot

IcedID

Dridex

URLZone

DanaBot

GootKit

RITADSNBERERY - —HR % B RELIE

TR, MEERIARDZEXNTERFINE, SR
BRHRAT—TEREE, HHADEHIIAIMNLICE
TEE— N EIBEANEWIRITAS, BIF 2019 FE7
PLFEEHE, MPRIUBEHEERRITADIEFHAKIBEE
F XETRRHEFMERERESHABTRAREE
RBIAI], K= IR R R KT,

1BM Security

2019 FZEHPRFRVFEFEASKENE
RE5FHNE 2018 FELARPEREIFRIFEE

Mo TrickBot. Gozi #1 Ramnit HIETHI=ZRMIE, XL
FERASHEALNANAREE, LR AEMWN
KILFS 5B REFENHUAET, FlaIEF ML A
BRSS i+ R K@i e PR R P B T 1R o

19




o

BRI MES

7

B|BaiNLE, iE TrickBot FIF{KE 2019 FEMLEICTE
S RIEIRAVIE TR HFH N XMENRINEZNARRE
B E:

— ABERNEBERNIE (K. RAMEEEE)
—  NREERSIERFFNE
— WREERSIERNNE

2019 F AN RREREH B L FHENE
ik, IERZ 2015 F1E BN PLEBEERVEE
VIR ERE. EEMEX EFRiR, SEERER7 iR
7, A EARBEME Tk MER A IEFE
BYElR,

TSR GHEERITASTH:

Dridex
Za12¥ LokiBot (BFHEEIH L& L, ERED
Al £E EERE BitPaymer/DopplePaymers

GootKit

TR V28 _EE82E LockerGoga ISR

Fo LockerGoga £ 2019 4, BA AR
IR S,

QakBot
TR LR _EEFZE MegaCortexo

TrickBot
FE AV LE_EZBE Ryuko

% 3 85

Ltk4h, 2019 FRMIREE T, KAIEEBY
FTEHIER TGOS (FING) tHEE LB TTP 2
ZiEU AR, CMENIEED EEE
R W& SHENEAH I REHIE, FER/ANKE
BRIFNE DA BET I, MR G EENRER BRI IR 2 )
EREHEAETVNES, X—EANFEEFEEZILE
Rk EERMRRGHE ENEBIEEHRIER,

IBM Security

20


https://securityintelligence.com/dyre-wolf/
https://securityintelligence.com/posts/more_eggs-anyone-threat-actor-itg08-strikes-again/ 
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