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https://www.ibm.com/security/services/ibm-x-force-incident-response-and-intelligence?cm_sp=CTO-_-en_US-_-EV6NAQR4
https://www.ic3.gov/Home/Ransomware
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https://www.securitymagazine.com/articles/93482-uhs-hospitals-hit-by-ryuk-ransomware-forced-to-shut-down-systems

Hlol 3

ne
rx
24
ro

u
— -

x

I
1]

L[

.y

FE7 Hdellofol] ZHE B2, ol A FEI C&C MH(C2)0fl Y=t AlAH-
HUHAM HERI2 EEHE!OI LW o~ AELICH 2Lt c22t2] 40| YT 3o
U2 opL|ch. |2 Mo = CHoH Y=stoll 23 I 7|15 7HX 2 AELIC
MEOIM FtM2X| o4 o] 2H |15 ALEELICE A C2 =0 HASH0]
stofl 23t 715 JtXefof She oSl FL, C20| WESHK| ZoHH Mg

40| f FLICL o213 & 27[2| SHS EGot| Tl BRI &~ ASLICE

I H T

2

aTT
=2
=

=

rjﬂ
)]

M oo2 Uy onE ol 2

or Id

0)-

420} 5 CHEROA 25| HOIFL I CI2 LSS Tl Qmsiol| Wall7} B Bt 245
SIS Y Z2UL/Me, OISR HOIEHIOIL, ot SO, Y eIAE
SE6HE LULICH Y247 QEMIol2iA T2 i J|EF Hot ofZ2IAl0| 4 Soh

J{olL
Ad —
CHS ®MHE A

|=5t= HEE AgLIh

29 A AWSHs AW BY Jl5S ATOID HEsSHE UE HEXS
YSULICE Be HEE0| 25 ME SAH A, ¥l B2t X197, OME 23 X7,
NAE 291 715 et SOl EfATE 1Lt 0|4 2SHs BYS MYBLICE

A HE LR ES F2 HE ALEXL C|HI0| 20 HESIER, 2F MMM AFES
YEH2E EET1I| floh AFE S EHUO| OtL|2} ALERIIL 5] /4°d5t 1 AL St LU S
Y=t 22 MEFLICE TIshAL Z3t AIE2S MESHIIE AREH S 2S5
ot ol =40 AgLICH

IBM Security



1.

2.

3.

e

017 0f] 27H=|R] Q2 LU ASLICE offH MHHUO HE2 15071%] o] 2| Y |

32
rir
fin]
=
J
—
n
ojo
|:|E rlo

S 22 WA BTl uf2t, 2|3 WE| uft
70| HYS ETFELICL

Microsoft Office It (.doc, .docx, .xls, .xlsXx, .ppt, .pptX, .rtf)
Open Office zt(.odt, .ods, .odp)

Adobe PDF It

£35| 2 4 Q= 0|0|X| THU(.IPG, .PNG, Y& |2} oty 5)

ext It(.txt, .RTF 5)

O|O|E{H|O]| A T}R(.sql, .dba, .mdb, .odb,. db3, .sqlite3 )
o= mfl(.zip, .rar, .7z 5)

oY ThU(.pst)

7| ot (.pem, .crt §)

mjo

Et2IC 2 oo, ZHRIS| F7|of w2t A& HEME 4~ USLICH

IBM Security

10



CHe s HAflo] 30| FHIA S710IM BIRE ZotX[T CHE 2|28 I3 SR
USLICL XM 30l = W0 SHXMHEH B oL, HRIZE= CIXIE X4 L HI0IH E (2Tt
SENZ FET 2[RI S2FX| 9 10) ttiol= O SHE & S4Y £k AUSLHICH
A SAME d/d ZEE ALESI0] A|AR FEQ4E XL, HIOIHE &451H,
7|42l ClHIO|AE %t 26 HEi 2 THELICE

J2top|H oY A== 0N/ ERe S UE XS SARIL FE AMESts fHo =
5l|E2felo)| Al2|2 si&L|C 2Lt IBM Security X-ForceO|M At CHS C|O|E{E
MEA 245t Bio| 2™, 0] ZA2 AlO|H HEXL/ S HAL Ao BE o 2 QA2IE
Feln UELch FAUS YL oo Chgt U Z=E =0|1Xt 2t0|m(wiper)
QAE EFE WHl IAE UELICH

AR|2 IBM Security X-Force AL CHE EIS 201914 AfHt7|of ota|& 29| o]
2018 5iHEI| 2L 28] 200% S0{Lt AHAS EHQIGHELICY,

ThRiE oby ZE Be| Fst £0|2 0|20| HALY, WAl BHo| CHlstEE 7|
Aol 27 HEE D2{e BRI UBLICE S0| HIZLIA H44 2 sy A0 0]2 YeS

G50l F0{0F ZfLICt.

IBM Security

11


https://securityintelligence.com/posts/from-state-sponsored-attackers-to-common-cybercriminals-destructive-attacks-on-the-rise/
https://securityintelligence.com/the-full-shamoon-how-the-devastating-malware-was-inserted-into-networks/
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https://www.zdnet.com/article/revil-ransomware-gang-launches-auction-site-to-sell-stolen-data/
https://www.zdnet.com/article/revil-ransomware-gang-launches-auction-site-to-sell-stolen-data/
https://www.wsj.com/articles/hacker-releases-information-on-las-vegas-area-students-after-officials-dont-pay-ransom-11601297930
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https://www.nccoe.nist.gov/sites/default/files/library/sp1800/di-detect-respond-nist-sp1800-26-draft.pdf
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https://en.wikipedia.org/wiki/Key_risk_indicator
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https://www.bankinfosecurity.com/top-ransomware-attack-vectors-rdp-drive-by-phishing-a-14353
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https://www.ibm.com/security/services/managed-detection-response?cm_sp=CTO-_-en_US-_-EV6NAQR4
https://www.ibm.com/security/services/managed-detection-response?cm_sp=CTO-_-en_US-_-EV6NAQR4
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https://www.hcltechsw.com/products/bigfix/home
https://www.hcltechsw.com/products/bigfix/home
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https://en.wikipedia.org/wiki/DNS_sinkhole
https://en.wikipedia.org/wiki/DNS_sinkhole
https://www.quad9.net/
https://www.quad9.net/
https://www.quad9.net/
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https://www.ibm.com/security/intelligent-orchestration/resilient?cm_sp=CTO-_-en_US-_-EV6NAQR4
https://www.ibm.com/security/intelligent-orchestration/resilient?cm_sp=CTO-_-en_US-_-EV6NAQR4
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf
https://www.ibm.com/security/intelligent-orchestration/resilient?cm_sp=CTO-_-en_US-_-EV6NAQR4
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf
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https://www.ibm.com/security/data-breach?cm_sp=CTO-_-en_US-_-EV6NAQR4
https://www.ibm.com/security/data-breach?cm_sp=CTO-_-en_US-_-EV6NAQR4
https://www.ibm.com/security/services/managed-security-services/security-operations-centers?cm_sp=CTO-_-en_US-_-EV6NAQR4
https://www.ibm.com/security/services/managed-security-services/security-operations-centers?cm_sp=CTO-_-en_US-_-EV6NAQR4
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33 3: WY SZHRPE EH HIAIX[2] off - Ryuk

| File Edit Format View Help |

Gentlemen!

Your business is at serious risk.

There is a significant hole in the security system of your company.

we've easily penetrated your network.

You should thank the Lord for being hacked by serious people not some stupid schoolboys or dangerous punks.
They can damage all your important data just for fun

Now your files are crypted with the strongest millitary algorithms RSA4096 and AES-256.
No one can help you to restore files without our special decoder.

Photorec, RannohDecryptor etc. repair tools
are useless and can destroy your files irreversibly.

If you want to restore your files write to emails (contacts are at the bottom of the sheet)
and attach 2-3 encrypted files

(Less than 5 mb each, non-archived and your files should not contain valuable information
(patabases, backups, large excel sheets, etc.)).

You will receive decrypted samples and our conditions how to get the decoder.

Please don't forget to write the name of your company in the subject of your e-mail.

You have to pay for decryption in Bitcoins.

The final price depends on how fast you write to us.
every day of delay will cost you additional +0.5 BTC
Nothing personal just business

As s00n as we $et bitcoins you'11 get all your decryﬁted data back.

Moreover you will get instructions how to close the hole in security

and how to avoid such problems in the future

+ we will recommend you special software that makes the most problems to hackers.

Attention! Oone more time

Do not rename encrypted files.
Do not try to decrypt your data using third party software.

P.S. Remember, we are not scammers.

we don't need your files and your information

But after 2 weeks all your files and keys will be deleted automatically.
Just send a request immediately after infection.

A1l data will be restored absolutely.

Your warranty - decrypted samples.

contact emails

or
@protonmail. com

BTC wallet:

Ryuk
No system is safe

IBM Security
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https://securityboulevard.com/2020/05/increase-in-ransomware-demand-amounts-driven-by-ryuk-sodinokibi/
https://securityboulevard.com/2020/05/increase-in-ransomware-demand-amounts-driven-by-ryuk-sodinokibi/
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https://www.cio.com/article/2448967/6-ways-to-defend-against-drive-by-downloads.html
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https://www.ibm.com/security/services/ibm-x-force-incident-response-and-intelligence?cm_sp=CTO-_-en_US-_-EV6NAQR4
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https://www.ibm.com/security/services/managed-detection-response?cm_sp=CTO-_-en_US-_-EV6NAQR4
https://www.ibm.com/security/services/ibm-x-force-incident-response-and-intelligence?cm_sp=CTO-_-en_US-_-EV6NAQR4
https://www.ibm.com/security/services/ibm-x-force-incident-response-and-intelligence?cm_sp=CTO-_-en_US-_-EV6NAQR4
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https://www.ibm.com/cloud/backup?cm_sp=CTO-_-en_US-_-EV6NAQR4
https://securityintelligence.com/posts/x-force-iris-overcomes-broken-decryption-mechanism-in-jest-ransomware/
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https://www.ic3.gov/Home/FileComplaint
https://www.ic3.gov/Home/FileComplaint
https://www.ibm.com/security/intelligent-orchestration/resilient/privacy-breach-preparation-response?cm_sp=CTO-_-en_US-_-EV6NAQR4
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https://home.treasury.gov/system/files/126/ofac_ransomware_advisory_10012020_1.pdf
https://home.treasury.gov/system/files/126/ofac_ransomware_advisory_10012020_1.pdf
https://home.treasury.gov/policy-issues/office-of-foreign-assets-control-sanctions-programs-and-information

SU XZE Aol o S1sHX|= Ato[H HE|RI2] HIEL|A R

AfolH HZIRIf|A| =2 YW, O3S2| H|=EL A B-2 $HF o FSHELICh o B2
YEIRISO0| S S TS, Aol HZE[ I o] HEfAIM LolLl= 24E HEIK|
BHAHC=E xl°4 PE HYULICE 23S AIESHH, 07[0 1R E SHRIS0| 2= A B

o
=

UHJ
\J
2
).
rulm
_lT'.
|r
).

(18]
i
n

MZE ZX|(Post-incident activity)= CHS AHI2le| £RF% HE0|22 MeklMs Qt
ELICH Ate| F20of| 42gl0], 42 B& = Ofoff 2AAS2t DLt 2l F U ZE[X] 942
ol 2oll =2lst= Z10] EELICL 0|23t “stEg Eu” BAME Soll AIF Z2MAE
ot T ALDOF WESIHELE O E8XC 2 X250 HAME FHE Z451E

gLt

olmet Etx| Y RSO Mol J|EH SX| FRIo| et A EH0F BHLIC J|%
MEHS BMEHORM HOt H4E BUS §H5 T WHAI|Y| 9o HOt 7|2| of3|ex
27, £7 8| EE M7 EXL UQFKIS HOlE £ YLt

24 71ie| AgHe XOICHCHELICE. 2 Of7|A AT 7 AR UHHHQl Ri9IoE
OIGHBHOF BILICE. FIAIZE 22 4 Q= Ol AL QYOIME EZ0| LRSITHH, T IR &

T MHIA HS LA Z2I5HdAlL.

IBM Security

44



2

IBM Security X-Force 2|24

I IBM Security X-Force IR(Incident Response) 32|29l

2o I g2l

24x7 5t21Ql: 1-888-241-9812 +00 1 (312) 212-8034

I IBM Security X-Force Threat Intelligence

IR A M| - 22Y QH2|HA HE

[} —_—

A
om
o
ofm
112
][
Pty
ol
=2
=
Rall

40

o
—_
=2 242 Soll et I EZR oiEZH0INE 21T #IH YEE HISHLICH

I IBM Security X-Force IR(Incident Response)

1 g AMH|A - BHO|L MEASRIM 3 MAIH MH|AE S5l Al TS
7

ks | &S 2| 236HHAM O HE S5 R /ELICE

mjo
r
W
_d'_l
fd
HI
re
o
=d=l
10

IBM Security 45


https://www.ibm.com/security/services/threat-intelligence?cm_sp=CTO-_-en_US-_-EV6NAQR4
https://www.ibm.com/security/services/incident-response-services?cm_sp=CTO-_-en_US-_-EV6NAQR4
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