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While Canadian organizations are considering moving to the hybrid
cloud, many are still only taking the first steps in their journey.
Research from IDC Canada shows that security, data residency, service level
commitments and interoperability are all key considerations for enterprises when
selecting workloads for migration the cloud. For many, there’s a trigger event that
galvanizes the organization. Most often, it’s the need to modernize a legacy, onpremises application that’s overdue for an update. But just moving that one application,
especially if it’s mission-critical for the business, raises concerns around security,
integration, and even the culture of the organization—is it ready embrace a hybrid
cloud model for delivering applications to users?
A recent roundtable jointly hosted by IDC Canada and IBM Canada drew participants
from a variety of industry sectors as well as different levels of government. What they
had in common was that they were all looking to move to a hybrid cloud model for
applications and services, but that it was still early days. The considerations found to
be of most concern by IDC Canada from its research resonated with participants, as
well as the challenge of having to please many stakeholders, including customers and
lines of business users, without breaking their businesses.
IDC’s research and concerns raised by roundtable participants also reflect the key
findings of the 2020 CanadianCIO Census. It found that security, the remote work
environment, and customer experience are CIO priorities over the coming year, and
that the digital transformation efforts already in progress have been accelerated by the
pandemic. For this transformation to be successful, it must focus on customer needs.
CanadianCIO Census respondents are planning to leverage the cloud as part of
their digital transformation efforts to handle 32 per cent of their architecture and
applications over the next 12 to 24 months. However, on-premises architecture isn’t
going anywhere, even as the Census projected it to drop from 43 to 37 per cent.
Security, performance, and compliance concerns are keeping some workloads
on-premises because some applications are not ready to be moved. In turn, cloud
providers are adjusting to support this reality, which further cements the hybrid cloud,
and even a multi-cloud model, as the endgame for most organizations.
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THE STATE OF HYBRID CLOUD ADOPTION
IN CANADA
For all the chatter about benefits of cloud computing, the roundtable participants
were grappling with what the hybrid cloud means for their organizations.
IDC defines hybrid cloud as the integration and orchestration between a private
environment, which can include on-premises and private cloud, and one or more public
clouds. In a survey conducted in May 2020, the research firm asked 157 Canadian
organizations already using public cloud services if they had a hybrid cloud. It found
that that four out of ten public cloud users are in fact using a hybrid cloud model today,
while the remaining six in ten public cloud users are planning to implement a hybrid
cloud model within two years.
The participants in the roundtable are representative of the IDC Canada research in that
they see hybrid cloud as important even if they are only beginning their own journeys.
By while there’s consensus on the destination, there remains a significant amount of
integration with primary service providers to be done while they continue to create
in-house private cloud environments. For some organizations, there’s a strong impetus
and budget to move forward because their existing models for delivering applications
and services are outmoded and no longer being supported. Others, however, are
struggling with a “if it ain’t broke, don’t fix it” mentality in that how things are being
done today are seen as sufficient by those holding the purse strings.
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In addition to securing budgets to move to the cloud, organizations are getting a better
handle on what features they want from a hybrid cloud. IDC’s research over the past
several years continues to find security to be the topmost feature desired by Canadian
organizations. Symbiotic to security is data residency and delivery of cloud services
from within Canada.
Also tied to security, particularly in the case of remote work is a strong need for identity
management across different clouds. IDC sees concerns waning over this feature, as
the ability has become baked into most cloud provider offerings over the last couple of
years. Cross-cloud identify management also speaks to a strong desire for a high level
of interoperability between various clouds so it’s easy to move workloads as needed.
Of course, service level commitments about uptime, reliability and performance remain
important to provide the same experience users are accustomed to from on-premises
applications. Finally, if there’s one thing that IDC has found that has particularly roared
to the top of a hybrid cloud features wish list, it’s the ability to have a single point of
contact for service.
IDC’s research lines up well with what IBM Canada sees as it engages with customers
who are looking to leverage the benefits of hybrid cloud—namely, agility, flexibility and
improved economics—while grappling with challenges around security, integration and
culture.

KEY HURDLES ON THE ROAD TO THE
HYBRID CLOUD SECURITY
It should come to no surprise that security remains the top concern of organizations
moving to a hybrid cloud. As IDC Research shows, it’s especially pronounced
for healthcare organizations that must maintain privacy for patient data, financial
organizations looking to secure transaction data, and government departments at all
levels that must maintain a high level of trust with citizens.

Security and privacy is huge in healthcare, as you
can imagine. There's this need from both a
corporate management aspect of data and how to
share data, and what can we get out of data versus
patient information, and how do we manage that.
–PARTICIPANT
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DATA RESIDENCY AND COMPLIANCE

Where application, user and customer data is stored continues to be a key concern
for Canadian enterprises. IDC sees this requirement is further emphasized by current
geopolitics as well as the Covid-19 pandemic as cloud computing service providers
are increasingly supporting a more remote, distributed workforce. Staying compliant
with regulations that apply to their industries or broader privacy legislation is also a key
consideration for organizations plotting their cloud journeys.

MANAGING MULTIPLE CLOUDS

While many organizations are just getting started on their hybrid cloud journey, some
are realizing they will need multiple clouds to meet all of their needs and those of
stakeholders, which may include lines of business users, or in the case of the public
sector, citizens, taxpayers and other businesses. Not only are they looking for guidance
on how to manage multiple clouds and platforms, but also to establish an exit strategy
if necessary. They need a high level of interoperability, which includes the ability to
move workloads across clouds as needed.

Managing multiple clouds raises a whole slew of
questions around culture and accountability.
–PARTICIPANT

APPLICATION PERFORMANCE AND USER
EXPERIENCE
A key requirement for all organizations is that any cloud-based application meets the
same performance targets and delivers the same experience for users as their onpremises applications. Uptime and reliability are critical. This is especially important
today as the pandemic means some employees are working remotely in rural areas
with less than ideal connectivity. There’s a lot of testing going on to make sure a cloud
application can be resourced and delivered effectively.
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The edge compute needs to be fast and really
there when you live out in the middle of nowhere,
and you don't have great Internet. The cloud does
pose some interesting troubles, but we're getting there.
–PARTICIPANT

GETTING THE BUDGET

Aside from all the technical considerations, some organizations struggle to get the
financial backing they need to begin their transition to the cloud because executive
leadership or IT decision makers don’t see the value. In their view, “why change when
things are working?”

They cannot budget that move because
everything is fine now. They don't see the benefits
of the cloud.
–PARTICIPANT
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A MAD DASH TO MEET A DEADLINE

Conversely, some organizations find themselves in a situation where they must make
a move and feel rushed to adopt a cloud computing model, because the current
way of doings things is unsustainable, or they are losing access to facilities or a
communications provider.

GETTING STARTED

Even if there is a strong mandate to embrace a hybrid cloud model, including buy-in
at the executive level, it can be a daunting task for many organizations to begin their
journey because there are so many applications, workloads and data stores that are
viable candidates for the cloud.

They understand benefits. They just don't know
what to do with their applications.
But along with all these challenges, there are
opportunities organizations can’t ignore, which is why so
many see hybrid cloud as their ultimate destination.
–PARTICIPANT

CUSTOMER EXPERIENCE DRIVES
APPLICATION MODERNIZATION
Whether it’s a customer, an employee or citizen, the user experience often triggers the
decision to move to the cloud because reimagining the customer experience requires
application modernization.
The 2020 CanadianCIO Census found that almost 60 per cent are looking for ways
to improve existing applications for online and mobile use as part their efforts to
reimagine the post-pandemic customer experience, with financial services respondents
ranking it as an even higher priority. Other priorities, including developing new
customer-friendly applications, making more use of analytics, or creating new services
to sell online. Coming up with new virtual ways to do business was a common theme
from the Census respondents.
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The cloud is a huge enabler of these goals and IDC’s research has found that
application modernization is often the tipping point for organizations to decide it’s
time to truly embrace cloud platforms and begin to transition workloads. The need
to modernize a particular application, enhance an existing customer experience, or
develop and deliver a new one can help make choosing which applications, workloads
and data need to be moved into the cloud, but there’s a lot of education that needs to
occur. Many internal customers, for example, turn to IT or a cloud service provider to
ask them to migrate their business application to the cloud and don’t understand why it
can’t be done overnight.

Education is a critical part. We explain to them
what we do, why do it this way, and teach them
how they can continue this work by themselves
because we are there for a short period of time. They will
stay with the application and need to be able to handle it
by themself. There's lack of understanding of what is this
work entails.
–PARTICIPANT
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Application modernization can take a lot of different forms; the cloud can enable new
user portals to access data on legacy, on-premises systems. Some organizations are
moving and modernizing applications while managing a great deal of technology debt.
The long-term goal is to fully decouple the modern cloud version from legacy, onpremises systems altogether.
But as with anything, the devil is in the details, and IBM Canada’s guidance based
on its own customer engagements is there needs to be clarity as to what constitutes
platform modernization and true application modernization. Platform modernization
delivers a lot of value because it enables an organization to begin to leverage the
economics, flexibility, and agility of the cloud, and this is where most organization are
today.
True application modernization, however, involves breaking an application down into its
lowest common denominator components to run in a new environment by leveraging a
microservices-based approach to development. This is where moving to a hybrid cloud
requires a great deal of integration that requires security solutions as well as a culture
shift.

GETTING INTO A HYBRID CLOUD MINDSET

Based on a wide variety of customer engagement with organizations, including highly
regulated industries such as financial services and the public sector, IBM Canada
has identified integration, security, and culture as the three key areas that must be
addressed by organizations looking to moving to the hybrid cloud.
The multi-cloud environment that most organizations are ultimately going to find
themselves in are going to have different operational procedures, security policies and
procedures, and Service Level Agreements (SLAs). The value of that environment is it
that it allows them to tap into niche technologies from each public cloud, Softwareas-a-Service (SaaS) vendor, or on-premises offering. This does create challenges for
managing a rather disparate state, but security-wise, public clouds often provide better
security than what customers have in their own data centres. They are all certified to
the same set of controls.
In addition, public clouds typically layer on additional, incremental security as service.
For example, IBM cloud now offers Hyper Protect Crypto Services, a key management
and cloud hardware security module (HSM) that enables customers take control of
their cloud data encryption keys and cloud hardware security modules and is the only
service in the industry built on FIPS 140-2 Level 4-certified hardware. Essentially it
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means that if someone showed up and demanded customer data from IBM Cloud, it
would not be able to provide it.
Related to security, and a frequent concern for many organizations including the
roundtable participants, is data residency. However, many have embraced SaaS
offerings based in the United States, even if they don’t fully realize it. Nonetheless,
most of the tier-one cloud providers have some data centre presence in Canada. For
example, IBM has three in Toronto and one in Drummondville, Quebec.
An important, dynamic set of security standards that must be considered is getting the
customer to understand where the cloud provider responsibilities stop and where the
organization’s responsibilities begin.
Security and compliance pressures can also get in the way of getting the inherent
benefits of the cloud, including agility and flexibility, as highly regulated customers in
financial services, healthcare or the public sector want to dictate exactly how things are
to be done. But this desire speaks to the cultural readiness of the organization to adopt
an alternative model and truly embrace a cloud-based business with its accompanying
security and support procedures. In some cases, a more application-centric approach
can help.

It’s not only integration of existing infrastructure
but integration of the network, and integration of
existing applications. We've all spent a lot of time
in an infrastructure-focused environment, but cloud can
start to break through that paradigm.
–BRADEN HARRISON, LEADER OF IBM'S HYBRID MULTI-CLOUD SERVICES
BUSINESS AND RED HAT OFFERINGS
IBM Canada’s approach to finding a balance is through the concept of an “industry
cloud,” which balances compliance and regulatory needs of customers while
preserving the cloud’s inherent flexibility and agility. This is achieved in part by building
an ecosystem of partners that can meet a customer’s regulatory and compliance
posture.

10 Plotting a Path to the Hybrid Cloud

An industry cloud recognizes the security and regulatory requirements of governments
and industries such as financial services and healthcare when jointly building a
reference architecture and an emerging “compliance as a service” model. IBM’s
Financial Services Cloud with Bank of America was the first such model, with reference
architectures for running specific technologies such as VMware.
The industry cloud approach can go a long way to helping organizations figure out
where to start on their hybrid cloud journey, including which applications make sense to
modernize first.
Roundtable participants also concluded that discussion among their peers across
different industries is helpful for them to map out their own path to the hybrid cloud.

Everybody is facing the same situation. There's
benefit in engaging with peers to leverage their
fresh ideas, but also leverage data centres and
their approach. It's a complex environment, and it's
getting more and more complex. You have to be
pragmatic. Don't hesitate to seek help.
–PARTICIPANT
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About IBM Cloud
With over $20B in annual cloud revenue, IBM has built a leading enterprise hybrid cloud
business. This includes a comprehensive range of as-a-service offerings, software,
hardware and professional services that enable IBM to advise, move, build and
manage cloud solutions across public, private and on-premises environments. Through
its global network of more than 60 cloud data centers across 19 countries and 18
availability zones across 6 regions, IBM public cloud helps enterprises in all industries
to meet security, resiliency, performance, and global deployment requirements.
www.ibm.com/cloud-canada
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